1 4 APR 2094 WO 01! 35680 PCTI USOOI 30447 METHOD FOR PROVIDING | P TELW
W TH *Q0S USI NG END- TO- END RSVP SI GNALI NG BACKGROUND OF THE | NVENTI PR 2004
CROSS- REFERBMORIBBSRELATED APPLI CATI ONS This application is ap.n s
continuation-in-part of the U S ﬁﬁglication havi ng serial no. 65?%%@[594
filed on Nove TEOR J¥R PROEIBINGH? TEEEPHQ@NY B TH QoS rSIHE ENR-Jr@{EMND
rel ates generally to the field of | P RNWRNIGHAIINGand nore particularly
to a method for providing Internet Protocol (IP) telephony with quality of

service (QoS) using end-to- enBARISCROGENREOF VREIINVENTIOBO! ( RSVP
signaling.) 3. Discussion of the Related Art The Internet conmmunity is

wor ki ng { owar d onecR@dRkFAENIdE 0/¥EL RTEDMAPPLRECFENRE Communication
carried over- ; ; i ssi ons, conputer

data and tel ephone.systenms wil.l nerge ji.nto one npedi nd. be transparted
anywhere i n Che. waRbaPRGagncs i Heloi-BET oLRE Lk S ARMion hAVEE SR Pg.
be comerci al | racticabl e however. |P comrunications such as IP

t el ephony ando%ﬂg@?% Pledgymhevemiardn! 8% vi ces will require a quality of
service (QS) equal to or better than that currently available on digital
circuit sw tched nBichbskibe IfVensionequires end-to-end QS in corporate 1P
net wor ks and across the I P backbones that carry traffic between the end

networks. Wile Qo§h!f' gr eé’rﬁiih@éﬁti%n rbthtek g%rélmoftp@gg@a&QP%Bnmgg%ﬁirﬁp, and more

resources and therefor service prov y ensure

aut hori zation_and ment s .ar su rted across t omai ns where t.he .
cCommuni cat | ot HPUBILE hieptostier PERGERERsRE! Baiol TRbRloRy S pliBhuservice
devel oped to handl e the various aspects of 1P communi cations. For

i nstance, Ses€?®m usHigandttpordFesewee Reggyjonrstagel/@ PR signdinglal | set up;
Open Settlenment Protocol (OSP) was devel oped for authorization and usage
reporting andl i s Dsedsdet odn Rebdiedyrtservers and a cl earing house for
pricing, usage exchange and SUBSTI TUTE SHEET ( RULE 26)

The Intemnet community is working toward one day having all forms of inter-personal

communication carried over the Internet. Video broadcasts, radio transmissions, computer
data and telephone systems will merge into one medium and be Iransﬁortcd anywhere in the
world without any loss of perceivéd quality.

In order to be commercially practicable however. IP communications such as IP
telephony and other [P communication services will require a quality of service (QoS) equal
to or better than that currently available on digital circuit switched networks. This requires
end-to;end QoS in corporate 1P networks and across the 1P backbones that carry traffic
between the end networks. While QoS is available. it requires the usage of network resources
and therefore, service providers will only ensure QoS if authorizatién and payments are
supported across the domains where the communications are taking place.

~ Several protocols and services have been developed to handle the various aspects of
IP communications. For instance, Session Initiation Protocol (SIP) was developed for call
setup; Open Settlement Protocol (OSP} was developed for authorization and usage reporting

and 1s used between policy servers and a clearing house for pricing, usage exchange and
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1 4 APR 2004 WO 01/35680 PCTIUSOQO 30447 settlements for services; @qnummy
OJtSO‘urCiﬂg)n@%{siscy Service (COPS) was devel oped for policy deploynent in
network e 805nd i s used between the policy server and RETHEB00/3p&K7Wor k

el enents t g.,ONBLOIGALS,PQl m%n%?pbhﬁgﬁcﬁﬁfﬁlgcs}h%mgé RUSPE\ahs RANRHCR For

support; Resource Reservation otoco SVP) “was de oped for setting up

Q@S in end tworks and refer 0 a signali rotocol to request S from
the net vor RolesomiSun &l n BRiE aleireRisasias bied s aBe palicy SR oty

bet ween correspondi ng tel ephony clients in the respective domains; Subnet
Bandwi dt h ek elersmtg togesmeavets palicy anplisaitle forgnispr fleathatiave suPeRE; i n
802.x style LANs; and Differentiated Services (D ffServ) was devel oped for
setting uRe@uSce Rasdrivatian Brstes! (REVID wascdeholopsd tdrsetmgep QoS osnsl retworks
phone call on the Internet, at |least three things should occur. First, the

cal | ed par 4 pd¥ersit8 a@g@hiagﬁaﬁqec@e@&@destm ZORNBE hérvdrinERBEPrs hhend-ad-brd s
must he established, and finally, resources to connect to callers may have

Lo occur | AR BRI KL Sy pOlsrl A @RLERRA e CRPRGPLERR A ERnae

to occur S however e sponsi

establishing the sessiqgn while RSVP is _responsible far reservi he. .
resour ces KRR PYbRYBandwidth Managey @lﬁrl@ ‘gﬁf ‘i@ﬁlﬂ?ﬁfi g%ftsieHHg" W }?gvgdgnﬁfﬁdoss
the Internet requires a common way of wusage for call setup, authorization,
and Q0S. Thafym &02ex suyth vANeadndddidteocrsiateddisoviecshddi BSeityd avas develppgsel@r seiting
detail. there is currently no reported nethod on how to use the individual

prot ocol s t@g@@@%fﬁ@}@ssggnsqutaemﬁoﬁ@@y across the Internet. In addition,
there are no reported nethods for dynamically establishing QS Policy for

S| P-based voi ce xanﬁd;/#tg%nﬁ)@étéﬁ QBnd B81 orl (RE &BRTer. :BMBR thrbd TEnsbEflid RAUE,
26) 14" APR 20N WD 01/ 35680 PCT. 5800/ 30447 SUMVARY OF THE INVENTION it is

0) 1 b 017 /30447 | )
ol cmont i rsce? EUEpaGh R RE Bt SR int BoPitb BB BRI e

capabl e O Providing an . i
P established, gnc? finally, resources to connect to callers may have to be set aside exclusively

for the conversation. These steps do not have to occur in this order however. To this end, SIP
is responsible for establishing the session while RSVP is responsible for reserving the
resources necessary for a call.

Providing IP communications with QoS acraoss the Internet requires a common way of
usage for call setup. authorization, and QoS. Though the individual protocols above have
been developed in detail, there is currently no reported method on how to use the individual
protocols together in a consistent way across the Internet. In addition, there are no reported
methods for dynamically establishing QoS Policy for SIP-based voice and video calls on the

Internet.

2

SUBSTITUTE SHEET (RULE 26)




acceptabl e QoS during a I P conmuni cations across the Internet. It isq; pApp 2004
anot her o%ect f the invention to provide a nethod for dynamcally

establ i shi'id POL Icy for SlP-based voice and vi deo call/B$p0Bpd7
Internet. It is an additional object of the invention to provide a nmethod
for inplenmenting IP tel ephony with QoS using end-to-end RSVP signaling that

is efficient inits use of ne AEEY Teh: RATHN © i npl enent. To
achi eve these objects. there MWI enenting I P

tel ephony wth QS using, end-tqQ-end RSVP signaling that co i ses the..
transfer of a-ulivgtheredfagamniaect thﬁggﬁﬁég’vﬁ?t?%’rmtpé‘?"‘ﬂﬁPi"?‘f’é},’o ﬁ?&“ﬁ?l{eg‘re"f‘ﬁg
communi cations. The sequence is not arbitrary as the paraneters, |

comuni cat Bokelaphanypwithi Qe usieg sadyto-end/RBY Ptanaling thah s qapable®f appvifieg aes.
Wil e the nessage exchanges for the protocols |isted above are well

docunent eda&'&ﬁtaﬁ&c@6§ﬂﬁﬁﬁ’gwmomﬁﬁﬂﬁidaﬁomﬁﬁloésnhé Rmdratti.on, this is not the
case when they are used together. The present invention discloses a nethod

wher eby the SepglahfoRELUAEAlSE (R iRyHRRA tolpRORMOR incliods} UhaniTBAIN @tablishing
teardown | nternet comuni cations having an acceptable |evel of* QS. This

is acconplished by dynam cal |y estahlishing RSVP policy based on SIP

t el ephony rQ@éJ’e@'t*Z‘?y %ﬁgf%gﬁﬁqdc"é’f‘iecﬁ?%d’é%on@ SPRPOIYSBRS for QoS support for
| P tel ephony: PSTN-style -QoS assured" where QoS is guar nt,eecI, and 1
Internet-styl e 1QsSnadabionslobigrs b thegnrentioarne prrvids a mstheddonmp!ggenting 1P
available. In addition, the application deploys QOS in two ways: 1) "Pull"

met hod, Qo0felkpshodtveiciQoBdising dntiaoeed RN opnding tRatshtffreimh ouits Gefingtwork
provided locally to the routers. The method of providing quality of service

(QS) .in an, |0E]Fd§§@ﬁ‘§ eRabgsplenidnt)  tel ephony session between a calling
party ‘and caﬁ l'ed party, conprises the steps of providing 3 SUBSTI TUTE SHEET

(RUE 20) 14 AR 2004 NQQHFRE0 FEL SN0 FPUHT M BPFAREH G o ERshany or

t he session between sal party I'rst device having IP
capability; for the,sessi

cal | ed par t"y‘ﬁ)raﬁ%\égg‘ls‘r']’gtféé?{gs‘egg\rﬂt%ggﬂ%g?l%%% CORAISES thF pran @?%ﬁ?elaé\{ﬁﬁﬁaéqggnﬁep

connection between said first device. L i i
of messages prior to, during, and after [P communications. The sequence 1S not arbitrary as
the parameters communicated in a previous message may be used in the follow-up messages.
While the message exchanges for the protocols listed above are well documented and
understood when each is used in isolation, this is not the case when they are used together.

The present invention discloses a method whereby the separate protocols are used

together to setup. maintain, and teardown Internet communications having an acceptable
level of QoS. This is accomplished by dynamically establishing RSVP policy based on SIP
telephony requests. The application defines two options for QoS support for [P telephony:
PSTN-style "QoS assured” where QoS is guaranteed, and Internet-style “QoS enabied™ where
only partial or no QoS may be availablé. In addition, the application deploys QoS in two
ways: 1) “Pull” method, QoS is outsourced to the servers or 2} “Push” method, QoS 1s
provided locally to the routers.

The method of providing quality of service (QoS) in an Internet Protocol (1P)

telephony session between a calling party and called party, comprises the steps of providing

~
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and the second device; and reserving network resources for the tel ephbhyPR 700!
sessi'on. Al thou h t he enbodi nents of the present invention focus nore on
the " pul | "WeHt the present invention enploys both net hBd¥USWEM47 t he
represent i ven Q P ‘g&aflld‘,ﬂ%
QoS reser vat ém h]i) ’Sg‘ﬁgz"ﬁﬁ ge %:éa}gloglsogg %g@?ﬁ caﬁlg{é’oﬁ?‘% a%gsagﬁ]r\%tlt an 4
end-t o- end reservatl on . protocol p ‘1%?55@ \(ahn, t he sane c ncen r?

applies to ERRIAHIBATPY E@ttéaé‘ISP%‘Fl‘Pgé B F e 581 PR HEEER ‘c’o"‘ﬁl L% RAony
requests wherein the policy is provisioned on a real tine basis to the
router (PUSkcontdedaehavfing Ihlécarmgtléy estedlighing an &P cennecpen betyesm said fiast deyicge
basis (PULL). BRI EF DESCRI PTI ON OF THE DRAW NGS These and ot her objects
and feat ur egndfhetsb@onar @sasRt andiesatvimpmenivbik rosanos faphaneaphonfyrsessiathe

foll owi ng detail ed description considered in connection with the
accompanying  dva thgh L MU flimeditt 6 tHe l__dr§seﬁt SGBRTBH fofuding¥ &f the “pefiefeiipa,
nodel for IP telep conmuni cati on; is a call flow diagram
illustrating a caII setu req@ E’ UttE i zation and policy installation

i n accor dan&if REFIR! PraBEoR cPRPIRLPHATCEPE 3 is a call flow di agr am
illTustration QoS setup and conpletion of the |P telefhoec IA i £
accordance with pVeiete represant inorentien heugesion the uag of RS W feR agrtgrsnd signaling o
illustrating an RSVP teardown signaling and rel ease of QoS resources in
accor dance \dSretdreatussericohtapentdnaiiso bd diterletl foruseatith dryomdeiosgpdeagservation
illustrating a QoS usage reporting to a clearinghouse in accordance with

Lhe present Jayen! i9BadifbhShd Wke bk AR A1 261o dyfhrAER2804611n0 DiaiSea0
PCTI USOQ' 30447 FIG 6 is a call flowdiagramillustrating a call teardown

W th backgr 0829( gﬁ%g%ndéipqakﬁdqy (gl?e%[smgn%é P?Ilic{g@apﬁﬁﬁﬁﬂﬁed cthz?fHal ffhe basis

FIG 7 is ah I'agra rating a wth real-tine

usage update |in acc W th the present.inventi
d P to the router (()]';ngpl? ?nstead of the router guerying for ﬂ\e pollcy on a real time basis

(PULL).

BRIEF DESCRIPTION OF THE DRAWINGS

These and other objects and features of the present invention will become apparent
from the fo'llowing detailed description considered in connection with the accompanying
drawings in which:

FIG. | is a schematic view of a reference model for IP telephony communication;

FIG. 2 is a call flow diagram illustrating a call setup request, authorization and policy

installation in accordance with present invention;

FIG. 3 is a call flow diagram illustration QoS setup and completion of the 1P

telephone call in accordance with present invention;

FIG. 4 is a call flow diagram illustrating an RSVP teardown signaling and release of

QoS resources in accordance with the present invention;

FIG. 5 is a call flow diagram illustrating a QoS usage reporting to a clearinghouse in

accordance with the present invention;
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FIG8A is a call flowdiagramillustrating a QoS assured call setup ysj ARR &)

" PULL™ rrw 1;9@ i npl ementing the local policy or QS deploynent in the
net wor k r OUt 515%%ccor di ng to an enbodi ment of the present iMVIEHSWEMATF G

8B is a continugid;on;isof célh@o\ﬁ@tdg]rﬁﬂa%s@'aﬁgé 26a10feafdoen Wih bERKgroBf dssgeal |

flow diagramillustrating a co tion of a QoS assured call setup using a

"PULL" modglf of, JJIBLR g@@%@qhéﬁ&éqmenﬂgﬁlcy or QoS depl oyment in the

net wor k ef &' 4ccor nment’ of the present invention; FIG

9B is a continuatjon.of t ro dlaram F 10 is al |
fl ow di agrami | %&J@t?%ﬁ*} Pg ‘Q?Sa%%@d \é‘élrae $F‘°'t‘ Hiﬂ)WWAr‘ﬁPgal mc.\,g,c@gﬁ.up Hel
for inplenmenting the | ocal policy or QoS deploynent in the network routers
accor di ng imacardambe diithghe pusentievgntié8ent i nvention; FIG | 1 Ais a call
flow diagramillustrating a QoS enabl ed call setup usi ng a "PULL" nodel
for inplenmentinFIGHEA Isacadll ok idiagran iQpGadeph QpSenturedicilhsctmptsiog k 'POLLET s
according to an enbodi nent of the present invention;, FIG 1 1 Bis a

conti nuati gn, Qf f&rhﬁgf@éﬁécnt%(?ﬁ\é Q‘cﬁ’l%cﬁ‘ﬁ}'%t' @osldeﬂulo@‘meﬁﬂ ﬁthé%el‘\ﬁ)ﬂ@r&ﬂéﬂs abting

diagramillustrati 0 etlon QS enabled call setup "using a
"PULL" nodel for Iocal poI icy or QoS depl oyment in the
net wor k rdﬁf‘%?@bggp%%loﬁbmtpge @r‘i‘ﬁ%ﬁ%nt of the present invention; and
FIG 13 is a call flowdlagramlllustratlnga nabled cal | takedown

using a "PULL" FEdéB if erconiimiating ih?gcailrf@w@éaqanp@ﬁu@ 8. QoS depl oyment
in the network routers according to an enbodi ment of the present
invention. 5 SUFSG. TUTE cAHEEW diRkiam A63trating aABRpIQDD A@ Q4% 36084l call setup
PCTI USOQ' 30447 DETAI LED DESCRI PTI ON OF THE PREFERRED EMBODI MENTS The

appl i cat i onysffd Fasgl L WehoRRE fof NfplefenRSHRUBRPbbIi &% tedlephemytn the network
PSTN-ster > S assured” V\/r?erep(%oenlggi’guarang) 1J%aﬂ‘r}\d Iﬁ%gjraﬁet style "QoS

enapt ed’ Whgle: %erdgg%wﬂW@Jd,agnt%ﬁsr%%&%"ﬂ»émlég @bl e. In addition, the

appllcatlon €pl oys out sourced to servers

“pull method, QFEIGZ.)QB s%c‘orsm Ja?l\tl)lnd??he caﬁaljlowyd;;ig%?nh;f]g%.@%'

FIG. 10 is a call flow diagram illustrating a QoS assured call takedown using a
“PULL" model for implementing the local policy or QoS deployment in the network routers
according to an embodiment of the present invention;

FIG. 11Aisa céll tflow diagram illustrating a QoS enabled call setup using a “*PULL"™
mode! for implementing the local policy or QoS deployment in the network routers according
to an embodiment of the present invention;

FIG. 11B is a continuation of the call flow diagram FI1G. 1 1A;

FIG. 12 is a call flow diagram illustrating a completion of a QoS enabled call setup
using a “PULL™ model for implementing the local policy or QoS deployment in the network
routers according to an embodiment of the present invention; and

FIG. 13 is a call flow diagram illustrating a QoS enabled call takedown using a
“PULL" model for implementing the local policy or QoS deployment in the network routers

according to an embodiment of the present invention.
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The net hod of prOV|d|ng quality of service (QS) in an Internet Protog¢alapp s
(1P "tel 6)1 ession between a calling party and a called party,

conpri ses the sPeps of providing transporting |IP nedia forPEHESYE44470n
bet ween sa| d cal UETQ&HJQEE)D@S'@RFPTIGWOF‘Q‘HE?@WER&E[PEMB@#IMENTS

provi ding transporting media for the Session between the calted party
and a second deyice ha P_capabilit n PWSE
between said fir aBB‘I ‘8n%§h8e eO%PéE’Bﬁﬁ" o@?/é %“é’P"&rTar E)etaeprp\bo% net th)tb'g
resources for the tel ephony session. The term"policy" refers to a .
conbi nat i onQeP apsired’ WS EA i S@uptaBiGed. andrinisersistde “Res soilled avbers onlypprtial
usage, while the term QoS assured refers to the situation when the

t el ephone oahd QuiS thaxbepyatableorihydditiver thalapplidationdeployk Qo8sntwe exys:dgdases
for a specified QS level are assured by such neans as a successful RSVP

reservat i oRufshQFPe@ fdlsdrOerg Peull QetholNa )& Tbd RfRéwdE@)1dchly SPisaimelfodyhen only
partial or no QS nay he available due to the inability to guarantee

end-to-end quali ¢ he

“hui 1+ Wodel rer FaftisSEREbEF dhe hﬁﬂ“ﬁﬁf;‘%‘a"éa@g@ Bl PR P oops
query to the policy server. For exanp he ne wor k el enment, receiv, .
RSVP PATH dflephrang\sersion belivegha CaUé&Pé‘;W@ﬂ 3 s DATER COBPTISESHReE HEPS %fpfgé'rd\‘/égr
gueries a Local database about |ID and services for the user and a

cl eari nghousespetingiP (ietiafpatlicatsbain betwacpalid cyllisgpagy anda dirstalsvice dpengilRg
net wor k; upon positive acknowl edgnent fromthe | ocal database and/or the

cl eari nghous al:ﬁﬁtl’;\/gfowﬂlhetl@ﬁiﬂdffﬁngiml\h@ﬂlaq@ﬂﬁub&B&Sl(ﬁﬁbdtﬁb’en the REN sbdtyedndnent s
to accept RSVP PATH and RESV requests for the particul ar reserved data

flowto t h%eéhﬁ dzcjb'ic.%rﬁavuiﬂPt g§b1 W@&gﬁlmshﬁﬂﬁaﬁﬁd éo‘?ﬂeétﬁin%\%@l Wid firsd@Lvité NY

until 'policy een provi si work el enments and resources
have been re ved end-t.o- en to ensure acc bl

SUBSTI TUTE 28 Se(cﬁl‘_ﬂg%& FERPRNS I T G 5 E%lff‘iﬂgﬁw §%§‘%’9
Referring now to_the draw ng in which simlar reference characters denote
sinilar or identThelens| eabat sefon WyPRIRINRGRN afculss defipingksiterm fer netwoRbus a
schematic diagramof a reference nodel for |P conmunication of the

t el ephony trggewceliteessefmdrsage whikkahe heam @eRassucddosfans toche eipramenthemdhy

i nstances found in |IP tel ephony or other types of IP communications. It is
not, howevegjepRéheeodManst dorsplbRGRly athiHallltBt Ry obleFasBulcBEredUirB® 58 adpecified QoS

level are assured by such means as a successful RSVP reservation from end-to-end. QoS
enabled refers to the situation when only partial or no QoS may be available due to the
inability to suarantee end-to-end quality of service or temporarily high network traffic.

The “Pull” Model refers to the situation when network elements initiate a COPS
query to the policy server. For example, the network element receives a RSVP PATH or
RESV request and queries the policy server: the policy server queries a Local database about
ID and services for the user and a clearinghouse server (if available) or a policy server in a
corresponding network; upon positive acknowledgment from the local database and/or the
cleeringhouse server, the policy server confirms policy in network elements to accept RSVP
PATH and RESV requests for the particular reserved data flow to the SIP client. In this
manner, the called telephone will not ting until policy has been provisioned in the network

elements and resources have been reserved end-to-end to ensure an acceptable level of QoS.
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defining the message exchange between networks and network el ements. ThetPR 2004
reference nodel of FIG 1 has two types of clients: 1) at |east one anal og

or digit¥POopRsse 1 1 0, 1 1 | that connects to the | P nebppgrlsodhdasfi r Cuit
swi t ched netvvork 100, 101 PBX) and || P tel ephony gateway sciq 135, .136;
and 2) at | eastRef§Ememaey fo Fdémwgagnammmi rrqyﬁbﬁ'éenenqescf@fa  flenpde siilas opy
conputers 130. Here, |P tel ephony gateways 135, 136, |IP phones 115 and
conput er s ifiaticat elemnsitﬂmughbmlthesetvsraﬂ orevs| PIG.al $h0$~£statq@hamdtiﬂ$‘dg’rasi gl i ng
for network resources. Internet Service Providers (1SPs) 120, 121 provide

access to @ferbiRclacdN IRe PIAGimikiEdtRont dT8hé REPhofK BRNTReGafefdnet n{ddeRasfieen
circuit switched tel ephony and the private branch exchange (PBX) provide

access to P I i the 1SPs
PBXs. and ‘%}ﬂ% ‘1%"%&%%%5%%%2 3&%}%5@@%3%%@8%% etﬁ%\wwl n general,
nost of the Internet trafflgptravels over .fiber optic cable, coax cablfe
‘and twi st efPPRUpiCEiigns. lrisdof. fewegr, an exbaustive woedsl, Brf rathen sery g RUERSe ©
Network, i.e. an IP network to which wusers connect directly to their
host s/ cl i ede¢finingthelPessagmenchargd ete oy napwpiks wsd setwask elemants uch

comuni cations. The access network is part of a single admnistrative

donmi n, such asTht Rferdnes moBENMITRGPN Gk 6ed §/ped SPlients ) pOleadt @n ehalog ks,
government and educational organizations. The 1P backbone may al so be

referred t 810%%{ @230-5 aA19! §1 IN%Mnﬁect?ﬂgthtehﬁrn@tw Y VLA svﬂ{chét?ﬁgt%lrk tlﬁ@gl%'lt

networks in t wo OI’ nore access networ Since transit network

are soneti 0 as backb , i stinc

them are s% Cﬂpftﬁ oy %E‘”%yst(ﬁ}%éﬁ%ﬁo %I%OPWS E*a@;qgﬁswn%bjta I%C%af‘éc?é‘gg
networ k. For the nodel used here, a 7 SUBSTI TUTE SHEET (RULE 26% 1 4 APR
2004 WO 01pB&esn Smwatlsos)tmaﬂaf?cqmransnﬁbﬂefrm RP kelephony dateanays Y3 &.0rifebt ed
hosts for the particular session, be it telephony or any other type. A

transit nepHwds 119 a'hﬂ@oﬂb&@@mmdebn'h@éiedh0]1éfm@fldrﬁdlﬂeal®f;etu;mdnd/l{8hﬁ’l signaling
m crofl ows of data, such as phone calls between parties connected to

adj acent  agEERFwoRGLWRIFER:

Internet Service Providers (ISPS) 120, 121 provide access to an [P backbone 190
while the local exchahge carrier (LEC) for circuit switched telephony and the private branch
exchange (PBX) provide access to th;: 1SPs 100, 101, The physical connections between the
ISPs, PBXs. and the IP telephony gateways can be any suitable media. In general, most of
the Internet traffic travels over fiber optic cable, coax cable and twisted pair wire.

I The ISPs may also be referred to as an Access Network, i.e. an IP network to which
users connect directly to their hosts/clients for IP communications or various servers for such
communications. The access network is part of a single administrative domain, such as
Internet Service providers (ISPs), corporate networks, government and educational
organizations.

The 1P backbone may also be referred to as a Transit Network, and there may be one
or several transit networks in between two or more access networks. Since transit networks
are sometimes referred to as backbone networks, the distinctions between them are somewhat
fuzzy since a transit network may also act as an access network. For the model used here, a

J
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Policy servers 140, 141, and 142 (1) authorize internal QoS for mcraofl gws oy
(2) may communicate for tel ephony purposes with an outside clearinghouse
or (3) coKaUNB¥Eee directly with an outside policy server pcrnusog:odsT

correspondent. adm nj strative domai n. addition, the pali .Servers use
COPS f or 68’1“?‘69%‘6’;5* 39%‘?\9“?‘39& ‘F@i“?“ﬁég?ﬁ% qu\}'ée RATHRYAR %3.5310'@%3‘ ieiepgc’&?ﬁ &y
and response protocol that can be used to exchange policy information

bet ween a apylothey tyger v traasitngtwerk in e psesentrmadid has omkn RS\vipdivigiabl e
edge routers R1 and R2, 160 and 161, are simlarly situated in their
respect i venjeed Wardst data, 50tH &s pleina@als béthvabid partied behnedge 16 adibems acmess as
gates for QoS support for clients requesting' service. In addition, the
edge rout e,?w&%gformthe followi ng functions: 1) Acts as policy enforcenent
poi nt (PE%& under control of the policy server to accept or reject RSVP

f | , i d ffi hapi i e..del.
W thin varous Biberieds 1RLTS SRS afipSiatnfe Qs o BUBHByBR UFhay

specification SLS. The ed%e routers R1 160 and R2 161 conmunicate with

bor der r outcemmsunizge fartelephyme pupesrs Witlhen ewtsidp clhaapghquse of (4 SeMMIHBEANG k
agai nst theft of service and of possible denial of service attacks by

bor der roudiggcslyfvae Mgoedidie poiivy s¢rver it thdeorragpedeanidmnisatvadomemk. InTraf fi ¢
bet ween edge routers and border routers is protected by the physical

security Osopdat%%ﬁolléy@émw&set@oﬁgrforr@%gue@ggn@hﬁa thdiPresPELTRE Bdniédhd.i C

fromthe edge router rn the access networ proxy servers (SPS) 150,

)
151 act as l.i.cy enforcenent points,(PEP) to aythoriize calls re ed by
S i1 ent SOPBGS ¥ a8y Hrigestast Bitoceh e b wiky ' BkBRes SR FREARS)
of and provides services to all clients in the access network or the
adni ni st r abdtweerjamaliey sereyr asdtits glisgiiedn pdrjtiem GORSREY Peapable sdgerqyters R |
registered wwth the SIP server before obtaining authorization for QS
support ed gal R3, | 68fanelr | dlegiesimdnilppitwdtedintther SlsPecive networkhite ropramaiwvary 8
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all call rgaHRS Theledst rOeishat a§%dt@ﬂﬂbr QbRissipsae forrfiknte Xeduesitnd eweiver Irdi r ect

client-client call sSetup without the benefits of any SIP server. Such
G et oL SRl ko AR R SRR Pt By ke
point (PEP) under control of the policy server to accept or reject RSVP requests for clients; 2)
provides traffic shaping, i.e. delays packeis within various traffic streams so as to enforce the
service level specification SLS. The edge routers R1 160 and R2 161 communicate with
border routers 170, 171. The border routers protect the transit network against theft of
service and of possible denial of service attacks by border routers facing edge routers in the
adjacent access network. Traffic between edge routers and border routers is protected by the
physical security of the data link. The border router policies the ingress traffic from the edge
router in the access network.
S1P proxy servers (SPS) 150, 151 act as policy enforcement points (PEP) to authornze
calls requested by SIP clients 110, {11, 115 and 130. The SIP proxy server acts on the behalf
of and provides services to all clients in the access network or the administrative domain.

Clients requesting call setup have to be first registered with the SIP server before obtaining

authorization for QoS supported calls. After registration with the SIP server, the server may

8 ,
B
SUBSTITUTE SHEET (RULE 26)



that are not registered and authorized for direct calling cannot havelt &R 200i
QS benefit via the support fromthe SIP and policy servers. A Service
Level Spe¥@$83640on (SLS) (not shovvn) refers to a machine rmﬁméo:m

agr eenent e access rovi der and tr it net row

W th regara1 \Elﬁe %ﬁ“dﬁﬂ“’?ﬂﬁ‘ﬂ@/ ‘?"é\g%ﬁf’gg“ }i:h P N &L “Elr%ém&‘i“e"%‘t f‘?"& ﬁ@m
though there is interest in signalin for d nam c delivery of QoS between
servi ce pr oialicerp, wishat thesbanatitstod ﬁ@&%ép éfFbefarﬁiW dingct Bicpkeliens 6al pefvps can be
Cl eari ng House server (CH) 180 serves several functions pertinent to call
setup w th faas arldmpaibt idesitabie foe kpatidlrgrviies ssick as tereqiB@lane bBthadoalihe. uStients
br oker between a |large nunber of network providers, an optional gateway

| ocati on Sgﬂhw £EnbOfe Islf’er&@!nﬁpm;%a(mzearror a%daealnlﬁakh%t hove ReP)dsSbeHefintvialipe
credit card authoriz t| on in comerce), a collector of usage reports, and

as a neans of settle bet,we erV| ce providers. Gven the |arge nunber
of access ?%’PQ\%& gg%ﬁd’i“ﬁémf%y iR erent adm nistrative domains, it is

not possible to have SLS between all domains on the |Internet

O eari nghouses fAdiarvicalevepesificainm S dppishevnbissirs P 2 srachiog seadiablsg

bet ween domains for prem um services, such as QS. This does not preclude
however songgrdanaitietdeanhe amemgneiwndcprobldeaamt wmhnsigreteomkrireviger wih negard
use any clearinghouse service when exchanging traffic. The protocols used

in this dr abbs%ﬂ@bme%%@uﬂey Pl\@@éﬂt 1% akdisf Eafer@bre UbOgh GleRAikiiMghotiaasemaling
for bilateral agreenents. use the exanples with clearinghouses,

since they E{{,fﬁgg{@ d;g‘t"g"’c‘%@ P&de@ﬁg‘gmdlg‘lggoﬁéerg Fﬁgﬁ}ﬁethg%laé’éocff%aﬁh@mts

operate tog one conversation on

the Internet. Each netvvork el enent respon a un| ue t nessa
and commandirofersigngersrUFE emne pyseservey &ih 8 ﬁ’@%‘@ﬁ pEFent (o call
PCT/ US00/ 30447 Wi |l e the nessage exchanges for the protocols |isted above

are wel | dosstngpmitbdQemdin pandariat olsariegpeusatservgr 1 §thagts aseustdyekaidetwgents large
of the network elenments, this is not the case. Referring to FIG 2, there

is shown a g@ahber dtGWt\dbﬂ:erﬁﬂﬁbﬂsl ws bptairiangatewsyldeatat sepvice for 1P t'elephony, an
authorization for QoS (similar to credit card authorization in commerce), a collector of usage
reports. and as a means of settlement between service providers. Given the large number of
" access networks belonging to different administrative domains. it is not possible to have SLS

between all domains on the Intermet. Clearinghouses facilitate the authorization and logging
or accounting between domains for premium services. such as QoS. This does not preclude
however some domains from having direct bilateral agreements so as not to use any

" . clearinghouse service when exchanging traffic. The protocols used in this draft apply equally
well for the case of using clearinghouses or for bilateral agreements. We will use the
examples with clearinghouses, since they render a more complete image.

All of the above network elements operate together to setup, maintain and close a

telephone conversation on the Internet. Each network element responds to a unigue set of

messages and commands.

9
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request, authorization and policy installation according to the pr esent 4 APR 2004
inventio neral, the cal | setup request, authorization and policy
i nstal aﬁvgrpq’gg%ﬂ as follows:, a) a SIP client (phone) 11FGTERME8Y T cq] |

setup froma Sl LRaYy %Eﬁt@bf d
server POL 1 14% ﬁ)§ éﬁg‘g%ﬂe‘ﬁ%‘gg eéf@)etp §b t&c&éﬁgﬁ@ﬁﬁﬁsﬁs\n tﬁ 5 earl ﬁa
house server 15 uest. c setu r 2
152; e) I ppd qrgtfogﬁem@ M saEieRElecaiy S asasider k@ﬁmﬁfgaglf‘r‘%d%r‘ﬁ?‘c‘gc
server POL2 141 checks with clearing house server CH 180; g) Renote policy
server POLZagm ovi sions policy for use by local policy control in edge
router R2 161 and SIP2 152; h) If OK local SIP' 150 gets positive call

progress report Heéfermneas®e. S thereibhowr 3§ cdlbflaw diafrimyillugrapngaicalleated b
PCL 1 140 in edge router R 1 160 and proxy server S1P 150; and 10) SIP |

150 infor nﬁet@ﬂgpeau%ﬁzﬁ’tﬁorpﬁld pd?fcggﬁﬁﬁﬁdﬂomﬁ@c(ﬁﬂ fnigab 1Isepresde thvehtiove Shagasral,

bel ongs to s ral” protocol SVP and SBM The sequence

i s describe det ai | SS|on by
sendi ng an %?gﬂ] f\?&’ﬁ'ﬁewgs gonzatu(gn %gl&o sél%t\%g?ﬁ(%&és{fﬁﬁgg 'r-equests QS.
SI P1 150 then sends a COPS RE S}aut hent| cation, aut %I’I zati on, algg
accounting) nessaige 2afdP Pb@ﬁl(lbm"ﬁb {5 anessycal byefust fremy 2 SPAProxypesnverale pt

of nessage 2, local policy server POL1 140 sends an OSP aut hori zation
request aut hentb)cati SIT Ir B3{uE Rtk DRGSR e segePBLid 46l eari ng house server
CH 180. Clearing house server CH 180 responds by sending an OSP

Author i zat i on 1 esponse o ATRSPsderSWBIST | 10Tk BERETR f Bl dhsd séhvoRR12804
WD 01/ 35680 PCT/ US00/ 844 nessage 4 back to POLI 140. AUTHRSP nessage 4

i nclud hori ' f POL 1 140
Sends a CoPS DECH] dectll bhj TRuSFH! a%%%ﬁ‘a';" CW%?@]‘*‘E%% wth the

aut hori zation token enbedded in_ the E :L 11 q requests call setup
with renote Sl P2¢) SIP2 151 checks a loca po 1cy server OL2

1)) Local policy server POL2 141 checks with clearing house server CH 180;

g) Remote policy server POL2 provisions policy for use by local policy control

in edge router R2 161 and SIP2 152;

h) If OK. local SIP! 150 gets positive call progress report from remote SIP2 152

1) Local policy is provisioned by POL1 140 in edge router R1 160 and proxy

server SIP 150; and

10)  SIPI 150 informs phone 115 of call progress.

The actual sequence of messages belongs to several protocols: SIP, OSP, COPS,
RSVP and SBM. The sequence is described in detail in Fig. 2.

SIP phone 115 initiates a session by sending an SIP INVITE message | to proxy
server SIP1 150 and requests QoS. SIP1 150 then sepds a COPS REQ AAA (authentication,
authorization. and accounting) message 2 to local/client policy server POL1 140. Upon
receipt of message 2, local policy server POL1 140 sends an OSP authorization request
authentication request AUTHREQ message 3 to clearing house server CH 180. Clearing

house server CH 180 responds by sending an OSP Authorization response AUTHRSP
10
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by generating an SIP INVITE nessage 6 requesting QS and sendi ng mes$aghPre;l04
to SI'P2 152. U%on recei pt of INVITE nessage 6, SIP2 152 issues a COPS REQ
AAA messagé’o}‘g? “pol icy server 2 POL2 141. Message 7 al soPEEMSaN3E4T he

aut hori zat | 8 [.e 4l i.cal rgg%m}gl

and 5 but %ggsfi %?Krrggc:ka t 29‘32%0{\2’ ﬂﬂg$ﬁ%|eﬁ%g§§ig‘?H%énsq‘?'na\l/lli@es %érégorélfe
sendi ng an %P ile TE nmessage 1 | that requests QS. GAY 136 answers with
an SIP 183WHBS¥A§HUR2 and echos that QS is required. A SIP 183 nessage
signifies session progress. SIP2 152 signals policy server POL2 using a
COPS REQ LDP (Potall4facksiends pSIGRS/PELdderisionnpstgl greessage SHEISIP § 430 with the
provi sions policy for use by local policy control edge router R2 161 and

SI P2 152 by, themihitiog téker@nihddbed imdt aldssagee S$RPesHlkqhestRal 1 upandh reroatie SRy
a COPS RPT (report) message 15 fromR2 161 when the installation is

(nst 2T Y E%ﬁf?%t{%]ﬁnrﬁ%?ﬂ?‘?‘é R e T T
, SIP2 152 . 183 S| P [ ignifi -
oS! t v cHpon Bra oL NS B nibe o ol e phies praai A ARA Pkt 135 phicy

to nessage 13-16 and provision policy in edge router R1 160 and SIP.1
150. Fi nal bgrverS) BOL21150. iMé¢ssagrs’ dsecontpiap thepdinazation token.dessagss &P apd é8s
by sending SIP 183 nessage 22. At this point, SIP, OSP and COPS protocols
“are used t gres@énabtccabisap@iesind bt perfozred dthiee waddte emd i nstal | policy

for the call. There is however the possibility that the call, while setup
successful l'y usigngy B P lihyieX REREEL) &3irhRAMK IAGRENTRBh&sattal Il thilt 1dgeesto
resource limtations discovered after the call is set up. The present

i nvention sol vebsvl;:h' robl em icall t I Shi - e
SI P based @&Sce a d"?/(? g’é%”eé%wtg%grﬁwgﬁnfnnet% éea'r%e]? ,Sangg‘l‘:ﬁc\gs\ﬁhb%}q%cgogirg u'ge?é Ste
‘bel ow. 11 SUBSTI TUTE SHEET (RULE 26) 14 APRI L. 2004 01/ 35?887 .
PCT/ US00/ 3083 e SHIMESRE55 e PTogesss, SHieti2 sign y $evET FOLR oingi 2GPAR
illustrating QoS setup, resource reservation and conpletion of the 1P
t el ephone ®AQ LBPdbrwi depision phlcy)repeat message ht.i BAL2 1AT gemesiens palis fepuse
setup and conpletion of the IP tel ephone call occur as

by local policy control edge router R2 161 and SIP2 152 by sending a COPS DEC install

message 14 to R2 161 and receiving a COPS RPT (report) message |5 from R2 161 when the
installation is succesgfu]. POL2 141 sends a COPS DEC install message 16 to SIP2 152 to
install the policy in SIP2 151. When policy is provisioned in the remote end, SIP2 152 sends
a SIP 183 message 17 to SIP1 150 which signifies a positive call progression on the remote
end. Messages 18-21 are identical to message 13-16 and provision p.olicy in-edge router Rl
160 and SIP1 150. Finally. SIP1 150 informs SIP client phone 115 of the call progress by
sending SIP 183 message 22.

At this point, SIP, OSP and COPS protocols are used to setup a call request, authorize
the call and install policy for the call. There is however the possibility that the call, while
setup successfully using SIP will experience less than acceptable quality due to resource
limitations discovered at‘t:r the call is set up. The present invention solves this problem by
dynamically establishing QoS policy for SIP based voice and video calls on the Internet, as

will be discussed below.
11 .
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follows: a) SIP client 115 requests network resources for QoS usi ng REYHAPR I
At the ed‘gﬁ router, QS for the flowis enforced per the |ocal policy
control. é’l‘@ﬁ@ei fic policy for the flow was provisi oned R&TAS84G844y by

the SIP outsourged request: not.e er er 161..inst.al | in
omote Locar Ar BERBTRPR' F IR U 5 T eHRA S7H Poly dRadiryodEtila GoSTotie.
conprises at |east one SIP client deyice; c¢) RL 160 installs QoS in LAN
usi ng SBM reOUIEQR¢senyalior aed cemplshon 8f derPitelaphene rall pecarAtneitn thiresit ect i on:
e) The same nessages in steps (a)-(d) are repeated in the opposite

di rect i on;invédticGal In genegl, éssQoS setopfand wectplesiot R H IRgelephehcawlinpahedged
back; g) Two-way RTP (real-tinme transfer protocol) streamng is

est abl i sheghjjgard h) The parties can say "hello" and have a phone
conversation. The sequence is now described in detail. Wth continued

f Fi 3, 23- | i : 3 I
cal Toor whi e nibsaySlP BBER0Tacfulot of R AR ORI a0S pnl KAV e e ' ©

caller. Finally, nessages 41-46 copfir he call pro s and_. ackno e
the confi rFﬁ}WfoQPS@F&GI Bhis eﬁ?%ﬁ%é]ﬂ‘%‘g}: cj %ﬁ%@é’ CPHng;e mﬁ&pOﬁ@{Iﬁ%ﬁEg
resources by sending an RSVP PATH nessage to edge router R 1 160. RSVP
PATH nessafjew sasprogjsamat iporvisesiyt bpthet HE outsendted requesthe recei ver requesting
a reservation. It follows the sane route that the data flow of the

reservation wlly)fol Ipggihotd B8ed RANSHD [OIrink@HO06S 88 rdrioté ¢ikaldhrea®diwotio edge
router R1 160 rather than require edge router R 1 161 to request a policy

decision fr | rVer . n i i S J @t P
directly i PR Uhiag SR fiinteis k1 hhe /A SBRRRkes dibedeh e DR Aieh ey
(RULE 26) 14 APR_2004. WO 0.113%6%%%&9% L@OO/ 3% 7 enforced per the | ocal
policy control. “RecalR}! {$fhtnstare QoSRi AT usaE; %for the flow was

provi sioned previously by the SIP outsourced request. Edge router R 1 160

f orwards messagal)23 tloANdDas eesentgleon suroafinmd dgittosendnip Haggerection;

e) The same messages in steps (a)-(d) are repeated in the opposite direction;
f) Call progress is confirmed as “Ringing™ and acknowledged back;

£) Two-way RTP (real-time transfer protocol) streaming is established; and
h) The parties can say “hello™ and have a phone conversation.

The sequence is now described in detail. With continued reference to Fig. 3.
messages 23-31 establish the call flow from caller to callee, while messages 32-40 establish
call flow from the callee to the caller. Finally, messages 41-46 confirm the call progress and
acknowledge the confirmation.

SIP client phone 115 initiates the request for network resources by sending an RSVP
PATH message to edge router R1 160. RSVP PATH message is an operation sent by the
sender to the receiver requesting a reservation. It follows the same route that the data flow ot
the reservation will follow. The request for resources is sent directly to edge router R1 160
rather than require edge router R1161 to request a policy decision from policy server POLI.

In this manner,'QoS is installed directly in R1 160 and decisions concerning policy are

12
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24. Edge router R2 161 installs QoS in the |local area network LAN using Aren
SBM by seﬁdi %gﬂRSVP PATH nmessage 25. The PATH nessage request resource
reservati oR Y13W% 136 inforns edge router R 1 160 of the iMIVESN0A044dn by

oo v3 YRR RRERIR ol ch BonGAIR LA 1f shedifi polfS) Tor o IRARA0CS

reserves rggghrc S along en eac evi ce. IS message i s
forwarded to edge c{é_ut_.er R.1 %GQ }%]n the formof nessage 27, Router RI 160
then proce8Be/ pongdriexiopslndy the STHRIBARFEEAYE, he SBM by i ssui ng RSVP RESV
nmessage 28. The LAN QoS reservation is then confirmed end-tg-end in one
di rection usi ng EqR8VEutRERV-160NFwasdsmgisecod3 Borerete lge romes Bdrlod as message
reservation for QS is established in the reverse direction using the sane

nmessage fongntigasoiter RPe 6l oisdlisal inabié loeal areSpeaoioth LAN ysingdesHipdDdy32- 3
)4 correspond to nessage 23, nessages 35-37 correspond to nessage 26 and

messages 38,44, %rsﬂﬁﬁgg‘?glnlhgisﬁgé.?ﬁgfthATﬁirﬂ@éshﬁe re@E@st?@s‘ohrd@ eI GWY

Iy
confirmed "as ngi n confirmation 1s” acknow edged. To

152, o 11108 iafnE e KN W eeshieln Y s ST RS alrgdeso

client 115 as nessage 43. The acknow edgnent is orchestrated by sending a
SI P ACK nessliggeoutdr Rt 0. BSVPREIY Snessag8h RisenBo resturecsralona diee pashsriveesepch
and sent to SIP2 152 as nessage 45. Finally, an SI,P ACK nessage 46 is

sent from HYeRelThis Mesddle 30rwipadtd @peirplteoR | AGKimerSage oft Mestage 2ha R odieP
streamng is established and the parties can be6n the phone conversation

ith S : . i j t i
Wi th Qo SL\@PW) gﬁgﬁ%ére%agw.ﬁﬁan %)%%FMEAR%@E] %Aé%g%@rsmb Qssif3 RGVPIRERE i S

shown a call am il lustration own signaling and the
rel ease of QoS resou eAﬁﬁt r acall.is set adnﬁﬁpv as b : -
ot abi | shedTPSHREE HECEAMRp S reinretemir el Shiaaentine tpd 25 R lectioq usine
t eardown the %S. VWiile nedia traffi cw&phone call) can continue to traverse
the networ KRSYP RESYi§ O gegssagstBs3) o B SREsORreRigegrvagn for Loxps spiabhisper in
01/ 35680 PCT/ US00/ 30447 guaranteed resource reservation for QoS purposes.
| n gener al ,tht hevenmsdisgd o xeing tigesaoeauesageaformelslagws theGbiveard dgeoids. PATHTEAR
nessage. PATHTEAR is propagated to renote gateway 136;
Specifically, messages 32-34 correspond to message 23, messages 35-37 correspond to
message 26 and messages 38-40 correspond to message 29.
Finally, the call progress is confirmed as “Ringing” and the confirmation is
acknowledged. To accomplish this, an SIP 200 OK message 41 is sent from GWY 136 to
SIP2 152, modified and sent to SIP1 150 as message 42 and delivered to SIP client 115 as
message 43. The acknowledgment is orchestrated by sending a SIP ACK message 44 {rom
client 115 to SIP1 150. The message is modified and sent to SIP2 152 as message 45.
Finally, an SIP ACK message 46 is sent from SIP2 152 to GWY 136.
Upon receipt of ACK message 46, two way RTP streaming is established and the
parties can begin the phone conversation with QoS supported by resource reservation.
Reffering to FIG. 4, there is shown a call flow diagram illustration RSVP teardown
signaling and the release of QoS resources. After a call 1s setup and RSPV has been

established. either user may signal RSVP 1o release the resources and teardown the QoS.

While media traffic {phone call) can continue to traverse the network, it 1s no longer

-
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b) QS is de-installed by edge router R1 160 in |local LAN. c) Local 14
accounting report for renoval of policy is provided by edge router Rl =~ 1 60
to pol i cyWeedN3g680POL1, and this report is also used if realpdpgRuopssage
reporting is. needed; d) RSVP path teardown is signaled to renote gateway
136; e) RerBHEENEEE GERLTGFgerapaian fog Qosdurppses bl sagwl themesRee exchapge gefurey
server f) QOS resources are released in renote LAN, and g) Edge router R2
provi des resdbléoveccounting report to policy server POL2. The nessage
exchange is described in detail in FIG 4. The teardown is initiated when

SIP client phong)115 sgadSemh WTEAM%&WEAQ%EJP%{X%&EQEO Rmck€0.

PATHTEAR nessages request teardown of reserved resources. HEAR nessage

401 is then propagated tqo reppte router R2 161 as message 402 and

term nates at gat evvaygaff\w yfé *as nessage 403. The PATHTEAR nessage i s sent
by a sender toward a receiver. i ndj cates fhat dafa flgg_i s term nated.

an
Router 160 then h)ssueQ%sééﬂBﬁﬂﬂiW ¢dgsoPienRe 80 loapldl Al pol i cy service

POL1 140. At the sane tine, a PATHTEAR nessage 405 is generated and sent
to SI P phone cli@nt 1LbBal axnourainRESMTEAR remesagd pahiey isprewdded by edgeuoater R
161 and GW 136. RESVTEAR nessages actually renove reserved resources.

Router R2 then issueggay BSIKAMAPOICRARd (HBASBESs 404 ub@ IPoddl EneSeager
POL2 141. Finally, R2 issues a PATHTEAR nmessage 408 to router RI 160 and

SI P phone client 115, .] ssue . RESVTEAR nessage 409 to GAY 136. At the
concl usi on of the rresgg%g—mé;g(ishnf%g%jﬁ RSVP is uninstalled and QoS resources
are released. The call_can continue, but it is no |onger uar ant eed

resource reservadh on fRerVipghicardoweds signples IBSemplsTeat GBEPY RULE 26) 14 APR
2aa4 WO 01/35680 PCT/ US0O0/ 30447 Referring to FIG 5, there is shown a call
fl ow di agram i | | eist r atRemmte agremeting repo8 is peagiediopoige roge R 62 to policy server
cl eari nghouse. Recall that is set forth above, clearing house server CH

180 has several fjuncti(aDs résaGicdsbtrelcatdng rohbRrIsANagid ng as a col | ector of

usage reports, and |

g) Edge router R2 provides remote accounting report to policy server POL2.

The message exchange is dcséﬁbed in detail in FIG. 4. The teardown is initiated
when SIP client phone 115 sends an RSVP PATHTEAR message 401 to router R1 160.
PATHTEAR messages request teardown of reserved resdurces. PATHEAR message 401 1s
then propagated to remote router R2 161 as message 402 and terminates at gateway GWY
136 as message 403. The PATHTEAR message is sent by a sender toward a receiver and
indicates that data flow 1s termminated. Router 160 then i1ssues an' accounting report message
404 10 policy service POL1 140. At the same time, a PATHTEAR message 405 is generated
and sent to SIP phone client 115. and a RESVTEAR message 406 is sent to router R2 161
and GWY 136. RESVTEAR messages actually remove reserved resources. Router R2 then
1Ssues an accounting report message 407 to policy server POL2 141. Finally, R2 issues a
PATHTEAR message 408 to router R1 160 and SIP phone client ! 15, and issues a
RESVTEAR message 409 to GWY 136. At the conclusion of the message exchange, RSVP

is uninstatled and QoS resources are released. The call can continue, but it 15 no longer

guaranteed resource reservation for QoS purposes.

14
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acting as a neans of settlenent between service providers. Usage by $I;PipR 7004
client p & 115 is first reported by policy server POL 1 140 to clearing
house serVeP8%80 in message 501 and then confirnmed i n nRCSHHW/IBHT,

Renot e usage is imlar eport. | b server .ROL2 i ng
nouse server rRaBaTE BRI, 3RO S B SRR TobGubl babsBeib RS
generic teardown of resouyrces for S and usa reporting shqQqwn above |
typi cal | y YSRAKEROTHE R teariigharscoriasall thags Sﬁ? gcmeq Omfﬁ%arw 0}!8%?@%#@
conpl ex nmessage exchanges are shown in FIG 6 and FIG 7. Referring to
FIG 6, thHGehassevtrabfunatiowlinclitiog atheng etheis] 4atisg raricnedoref usagerepgaswand
w t h background usage update. Upon conpletion of the phone call, the users
exchange painkiasd ri&ind sf aditleRandetpedn@rpbopeyidtiy. s event triggers the

rel ease of network resources and may initiate the generation of usage

reports for subgﬁgg@f?@iélieh%nthsggam&ﬁEgg@&g? pBREY sd¥ferd8El MER Qbidiy

i ndependent of and tear or ‘cont enpor aneously

with the call and ardown (F 7.) The latter optio ap support the
i nst ant aneg‘ﬁ}?e S%F‘ﬁgm'"ﬁesé?%rggjsanﬂﬁ%e"a%@%‘&"%@ﬁ 5¢ gB%r@FWS{%pr}Egg%’ées
to the teardown nmessage exchange. The call teardown is initiated when SIP
client phosigilerlyFeputeddyprcdicr sever Hetdddé to elzarinph@ise servesOH hdanmpessagge i s
propagated to GA¥ 136 in the fornms of nessages 602 and 603. SIP 1 150
sends a 2080dEsdrged WhetaegdSbBocl i ent 115 confirning the BYE nmessage
601. SIP] 150 then issues a COPS REQ noLDP (renmpove | ocal decision policy)

nmessage 605 anght goMYRSeA8wh AFRsodREs BrATbPAd lS;s\égtf, FQRHEsHbN ABde [Out er
Rl 160 with a COPS™DEC Rem (COPS renpve deci sion) nessage 606. A usage

)
report RPT, ne e ! ener.at e and sent, to | 4 server PO L. PO 1
140 sendo WPEPRIBKE o b 1ENERRNE of PerdEinghd o8’ b Giokimersadio e
26) 14 APR 2004 WO 01135680 PCT/ US00Q/.30447 renoves the policy from SIPI

150. RSVP AngesAre st @ B eardd1Bo7r enot e gateway 136 fromrouter R

160 usi ng RSVP PATHTEAR nessage 609. Resources are rel eased and Pat h
Referring to FIG. 6, there is shown a call flow diagram illustrating a call teardown

with background usage update. Upon bomplction of the phone call, the users exchange
parting words and hang up the phone. This event triggers the release of network resources
and may initiate the generation of usage reports for subsequent billing. The usage reports can
be generated either independent of the call and QoS teardown (FIG. 6) or contemporaneously
with the call and QoS teardown (FIG. 7.) The latter option can support the instantaneous
settlement of charges but adds OSP usage reporting messa.ges to the teardown message
exchange.

The call teardown 1s initiated when SIP client phone 115 sends a SIP BYE message
601 to SIPI 150. The message is propagated to GWY 136 in the forms of messages 602 and
603. SIP1 150 sends a 200 OK message 604 to SIP client 1 157 confirming the BYE message
601. SIP1 150 then issues a COPS REQ noLDP (remove local decision policy) message 605
and removes the local decision policy from the LAN and router R1 160 with a COPS DEC
Rem (COPS remove decision) message 606. A usage report RPT message 607 is generated

and sent to policy server POLI. POL1 140 sends a COPS DEC message 608 to SIP1 150 and

]
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teardown i s signal ed using, RSVP RESVTEAR nessage 610 and RSVP PATHTIEARPR 200
nmessage G‘%é.m}yﬁéﬁage 612 renoves network resources and is simlar to
nessage 610. Ssages 613 and 614 are a SIP 200 OK nessagdGTf0dMAg

success an %ﬁﬁ@es;tgé‘gofiégpﬁb@@fﬂ 136 RQVP! ]:Eiaiktle%%o%lqs SRhuRE dethn e Eh@wjag l]jt@@ :

Messages 615 - 6 cconplish the sane tasks as nmessages as 605-612

occur at the rennt er. i SIP nessage 23

i ndi cat es mé@?ﬁi’[}gg@ EEBER%S#&EQM h&ﬁ%?gg%gga%gsq'ﬁfeéragﬁg%aasF ¢ and path
billing to settle accounts. Usage reporting nmay al so hag en in real tinme.
Referring (EAENED iTSIZRHEd Bsing ROVAURES Y EGR deesstindl hand REVERATHFEARMhe
process is identical to Fig. 6 with the addition of steps 701 and 702 on
the client rsesdegeadid . SVepagd 682 samibved dework hesoneephed BisteilarvbssegezeD. i s an
OSP <Usage Indication> nmessage and i ndi cates nessage | D, duration and

destinati onvifagddd i3l M1 614rOh REP 208 DA RIeage iSRG QuddSs il A8 seMProthTAgyY

Confirmati on> nessage and confirnms the information previously supplied,

S e R T e B e B

enenti ng € loca Q I'n the
network routers according _to an enbodi ment of the present inventiqpn. The
assured QoISREMPEE a8 éB?%@érﬁ“’s O & %eirﬁpf’ﬁeéf’%‘&r BAd 6&0&#&6@'!}4 gﬁ) MB&‘FW?}
The integration of the QoS signaling with the SIP signaling by the
appl i cat i or?23pindicatts su¢mssibBlokrepddmiasgagealbD? aed 6p7 ane laketdedriot bidlimedi settle
streans receive the requested QOS. The SIP application is able to react

accordi ng tfchivts feedback received during call setup. This integration
al so provides a nechanismfor SIP to dynam cally initiate policy control

; th il b S o : L
O b oLl YRl Sl APy A9 05 Ritod REFES) BFERHHRH o
adm ni ster the enforcenent of medja stream access lee_t.

i s al so useHFARRAIOUNLRE &) 182l WPE; dPEATIRSYPS ieatieal e i & Wit gheciidiaip of piges 701

SUBSTI TUTE SHEET (RULE 26) 1 4 APR 2004 WO 01/ 35680 PCT/ US00/ 30447

est abl i shmeamd, 702 the chefoidestridatensf7088d dah ob thersomipside hitessare IOl ioow AP

the sam <Usage Indication> message and indicates message 1D, duration and destination in addition
to other parameters. Message 702 is an OSP <Usage Confirmation> message and confirms
the information previously supplied.

FIG. 8A illustrates a call flow diagram for a QoS assured call setup using a “PULL"
model for implementing the local policy or QoS deployment in the network routers according
to an embodiment of the present invention.

The assured QoS example represents an SIP initiated and controlled QoS policy . The
integration of the QoS signaling with the SIP signaling by the application provides feedback
during call setup on whether the media streams receive the requested QoS. The SIP

" application is able to react according to this feedback received during call setup. This
integration also provides a mechanism for SIP to dynamically initiate policy control for the
call by providiﬁg call specific data such as the media description to the policy server. This

information is used by the policy server to administer the enforcement of media stream access

to QoS. The information is also used later for SIP initiated RSVP state removal. After call

16
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mechani sm as used for call set-up. The QS assured "Pul " Nbdél coor di haPrN
the i'npl engptd of QoS policy with ‘the SIP signaling during the call
setup. Ini tlﬁal }Fk&[}l f clearinghouse 180 is used, the cleari REROFUIMH | cy

i's determ ”E‘eq.taf)%h:ﬁé]ﬁ hakd- negtﬁuén%@@o@@a b?:%@co pﬁ?shwsp f@lf&»ﬁﬁg&“ Om!&etwork

access and feature information and dynamcally relay the Infor nto the

policy server%r?mlsm assu%edﬂ“ rcall%gbs REQUEST assured nessage. Finally, the

QS resourcem%co I'cy ' SGured by the RSVP edge routers 150, 161 during

the RSVP signalin phase usin COPS. The call seguence begi ns when SIP
phone 115 initi at %O%égsgr%inqw ‘Merdnl sgordinatgsphe implpmentaiar aiRo8 peligywith
proxy server SIPl 150 and requests QS SIP1 150 then sends/outsources a
COPS REQ OSRBe ABSsgodi@oiirmedbesil] sepupAAAit{adlyt Heddanoghowsa | 80 autdedsthzat i on,
and accounting) to a first/local policy server POLL 140. Upon receipt of

nmessage 802, cléRmahoRelpotivy Sedet@miftéd-fbr It0cae0s Al SR 130! RN théRBteinine
request <AUTHRE nmessage 803 to clearing house server CH 180. Cearing

house server 8 i.zat i

cAUTr RSP eSSy %5?5%2@Wﬁfﬂ‘*é@%fi@ﬂw&a@%@ﬁgsﬁé JBEBSEhERNG U Dglicy
aut hori zati on token for use with call setup. 140 next sends a CCPS :
DEC (deci si o¥fvernstthi'f! ine §4e BESURD sa%sumdmswes Hinallye the feanrasource galicy 1s
t oken enbedded in the nmessage. SIPl 150 requests call setup with a

second/ r enpt@tSuREdhy e REVR ¢dyg ramteS B0, NV dikrimethe RV BA@naleguéatd myngo S
and sending nessage 806 to SIP2 152. Upon receipt of INVITE nessage 806,
SIP2 152 i nvtops. G 136 by sending an SIP | NVI TE nessage 807 that
requests QoS. GAY 136 answers with an SIP 183 nessage 808 and echos that

QoS is required. f,SLH s]eagermé%%gﬂg G@CQO@.Ifgigﬁénesfelsjsiinﬂﬁtes%rs%gigéﬁy férﬁ?%a‘??sw

i ssues a COPS REQ assure ‘nessa Icy server ssage

use by 1 ooaNaE B§SeEn it ezrﬁ%s?%z@ré% T e e CasraPpaeo firet ol | o

message 810 to SI P2 15.2. 17 SUBSTI TUTE SHEET (RULE 26) 1 4 APR 2~G- WO

01/ 35680 PCTEStioytseurges a COPS REQ OSPS message 802 requesting AAA (authentication,
authorization, and accounting) to a first/local policy server POL1 140. Upon receipt of
message 802, local policy server POL1 140 sends an OSP authorization request
<AUTHREQ> message 803 to clearing house server CH 180. Clearing house server CH 180
responds by sending an OSP Authorization response <AUTHRSP>‘message 804 back to
POL1 140. AUTHRSP message 804 includes an authorization token for use with call setup.

POL1Y 140 next sends a COPS DEC (decision) install message 805 to SIP! 150 with

the authorization token embedded in the message. SIP1 150 requests call setup with a
second/remote SIP2 by generating an SIP INVITE message 806 requesting QoS and sending
message 806 to SIP2 152. Upon receipt of INVITE message 806, SIP2 152 invites G.WY 136
by sending an SIP INVITE message 807 that requests QoS. GWY 136 answers with an STP
183 message 808 and echos that QoS is required. A SIP 183 message signifies session
progress SIP2 152 issues a COPS REQ assure message 809 to policy server 2 POL2 141,

Message 809 also contains the authorization token. POL2 141 provisions policy for use by

local policy control in SIP2 152 by sending a COPS DEC install message 810 to SIP2 152.
b7
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When policy is provisioned in the renote end, SIP2 152 sends a SI P 3834pp 7oy
message 8‘&% tg SIP 1 150 which signifies a positive call progression on
t he renot é’ﬂ@?ﬁsﬁ/essages 812 and 813 are identical to nesF&FJAUBVORIMEAd 8 10

Finally, i.nt -S| P.clij " -
sendi ng Slsgﬁfé%%}r'\ggﬁs%é@gﬁﬁed% E%’]—%EBIH:S&E, %ﬁt F%u%%?%%gg# l% eg%%gfgﬂog%v of
FIG 8A. SILP Phone 1&5.3(& ds a  PATH SBM nessage 815 to R 1]%60. I§ 2189
sends a RESIBARY Which signiaess positps cof! PIAGEssipign he famotends Messpges $ls&liGe
817 back to R 1 160. A PATH nessage 818 is forwarded to R2 161. Messages
819 and 8261khewe identidahto messaes8eteul BHEFianly.$17 15P énfpans SihelienbRhergel 15 0of
renote end. R2 next issues a PATH SBM nessage 821 to GA¥ 136 and GAY 136

responds byhes@MidirBgress RESWIGRN IFEIS3agessB@B 14Upon recei pt of nmessage 822,
edge router R2 161 issues a REQ RESV nessage 823 to POL2 141. POL2 141

I ssues a DEC nes§808p 82 4ohithuRaort 8L theRall IRW &f LT sRESIRARN0HED1 5 Serddi@n sent
to PCL2 fromR2. In addition, R2- 161 sends a RESV nessage to Rl 160.

Messages 827- re identj,cal ,t.o 823- rdQr n e
ocal Jond. PATEOER St s b B0l R 8RR 4 EPRa T MBS BUERORNIATE
830 is sent fromR 160 to SIP phone 115. Final Ix, a_RESV- F _n?ssag@%s
sent from SR Iphthesends 8 DEC pessage 813 back orial dgAdH T messags #1818 faswe 0
as nmessages 832 and 833. This sequence establishes resource reservation
and assur eRXQE . i Messabes 8l 2t §20mré sionlar emleswzaks &rédartdc it7here perfoteedesnithe
FIG 9A is a call flowdiagramillustrating the conpletion of a QS assured

cal | setup . §ieNGdd R P issTRAEP ATRISBUPL SRR 8101t WY 95&8bnPOIWEN 38T QOS

2 3
depl oyment I'n the networ routers according to an enbodi ment of the
present invention, Mssage 5 perforiythe sane ste S
15 533, 1 EEERtT VAPt RER Y NAVOBROREE B aen PR B RSelS s7ERIRIRe:
end to the Jocal end. FIG 9B illustrates the conpl et,)i on of thg?ﬁc;;(gl I
sequences o2 Higssuega RBQRESY mesmge 82hwo 196 2diddnd1A-% He syiFs2 MSF2%he
call setup using the "pull" nmethod for provisioning QS assured policy by
sendi ng a 1820 toRdskdde BBPpotioRIST RkspR 82SliPhen 5entfto Pad2dsorn . 118 addmemi RATE
SHEET (RULE 26) 1 4 APR 2004 WO 01/35680

161 sends a RESV message to R1 160. Messages 827-829 are identical to message 823-825
and are performed on the local end. After message 829 is sent from R1 to POLI, a
RESV/SBM message 830 is sent from R} 160 to SIP phone 115. Finally, a RESV-CONF
message is sent from SIP phone 115 to R1 160, and forwarded on to R2 161 and GWY 136 as
messages 832 and 833. This sequence establishes resource reservation and assures QoS in
the direction from the local end to the remote end.

FIG. 9A is a call flow diagram illustrating the completion of a QoS assured call setup
using a *“PULL” model for implementing the local policy or QoS deployment in the network
routers according to an embodiment of the present invention. Messages 834-852 perform the
same steps as messages 815-833. respectively. but in the opposite direction, i.e. from the
remote end to the local end.

FIG. 9B illustrates the completion of the call sequences of FIGS. 8A, 8B, and 9A.

GWY 136 signals the completion of the call setup using the “pull” method for provisioning

QoS assured policy by sending a 180 message 833 to SIP2 152, SIP2 152 forwards the

18
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PCT/ USO0/ 30447 nmessage to SIP 1 150 as nessage 854. SIP 1 150 then ﬁqngﬁp 2004
the 180 sage from SIP2 to SIP phone 115 as nessage 855. At the sa
time as 18® gaﬂge 858 is sent, a 200 OK nessage is sent ITG'RWISW4136 to

weeshge, %%%@%asﬂg‘?ﬁ?@q PR s RO THE b e BTN DR PR

Transport Pr ot ocol comrunl cation i s now est abI i shed i.n both
di recti ons. ﬁ"PbOi“‘s“%?ﬁ mmSﬁg%Séﬁzoﬁt thesams Gigporst IS0raessags §d 16 seHsPe& Pon of

voi ce and video. An RTP packet includes tine stanping and synchronization
i nf or mat i oméssagetis stredfcten WY [Féopei P pbarss bifdsymesasget §56-8 86 evhem§IR:RbioneFl 16
10 is a call flowdiagramillustrating a QS assured call takedown using a

"PULL" nodekcdiads thePO@ DXDineBG gt Nerdpficdlo @AY ¢¥6 Gith@aSh Ol they AR 85586 It Meeal-
network routers according to an enbodi ment of the present invention. In

the QoS assyedysessh SokkRTPIRARINRERM AREATARME 5 oM kiradiasls yrmn

SIP nessag e renoval e assocl ate ows 1S accorrp i shed

by the policy_server, issuing decisions to remve.the,in taII and
Rosv st e SUIBIEPRE kG SRPORCIER- e TR SREUST Soise and o, AnFCHosRe] <
determ ned by the policy state information created based on the SIP
initiated GOHSdRAGUESENEsganksmebsaipation indomesdiogondts bfaden dorqupperirgassembly
initiated by an SI P BYE nessage 862 issued by SIP Phone 11.5 to SIP 1 150.
The rressageatlt@e,sgea‘am{oenal P2 152 as message 863 and arrives at GA¥ 136 as
message 864. At th| S p0| nt, SIP2 152 issues DRQ nessage 865 to POL2 141.

PCL2 141 | ssuescs REG, REM) (EATHRe 3006809, 58 8 G FELRER Qi saoe

867 to R2 161. sen nessa al so sends a

RN ?gfwﬁ’{sﬁ@@?ag@ogéﬁgr iR CpE %@ﬁﬁ%ﬁ% P 4t meEith S RIS RREs

sane manner as is perfornmed on the renote end. Wien Rl receives the 871
nessage, Rlachmt%mm@mtséwﬁwé%énmgont o SI P phone 115 and a
PATHTEAR nessage 873 to R2. Upon recei pt of the PATHTEAR nessage 873, R2
sends a PATHTEARINSBYMQuSssagred 87stiomrtPull” REESWIT E&RI 08Bk rdew s agmitifedShiBST SIIRJTE
SHEET (RULE 26) 1 4 APR 2004 ‘
message and the removal of the associated RSVP flows is accomplished by the policy server
issuing decisions to remove the installed Path and Resv state associated with the flow. The
RSVP state that is removed is determined by the policy state information created based on the
SIP inttiated COPS REQUEST assured message.
The 1eardown of the call is initiated by an SIP BYE message 862 issued by SIP Phone
115 to SIP1 150. The message is sent to SIP2 152 as message 863 and arrives at GWY 136 as
message 864. At this point, SIP2 152 issues DRQ message 865 to POL2 14]. POL2 141
issues a DEC REM (PATH) message 866 and a DEC REM (RESV) message 867 to R2 161.
When SIP 1 150 sends message 863 to SIP2, SIPI also sends a DRQ OSP message
868 and a DRQ message 869 to POL.1 140. POL! issues a DEC REM (PATH) message 8§70
and a DEC REM (RESV) message 871 to R1 160 in the same manner as is performed on the
remote end. When R1 recetves the 87] message, R1 issues a RESVTEAR/SBM message 872
to SIP phone 115 and a PATHTEAR message 873 to R2. Upon receipt of the PATHTEAR
message 873, R2 sends a PATHTEAR/SBM miessage 874 and a RESVTEAR/SBM message

i-‘
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WO 01/ 35680 PCT/ USOQ 30447 875 to GAY 136. A RESVTEAR Message 876 i s lthéfR 200t
sent fromR2 to Rl. The RESVTEAR nessage 876 triggers a PATHTEAR/ SBM
message S8YWPHIESHRO0RL to SIP phone 115. The call sequence t gargosdasbsT

rmebages. RoAR0 M HO | A IR IFAMEPase AUAe1e50/ aPakt BRbf T Gos

enabl ed call setup using a "PULL" nodel for inplenenting the |ocal policy
or QS deplRyREREARMMessegnBitwrdgersaul 8TH TEARIBBM message 87 droboRil ne §1P plioriehe
present invention. In the QS Enabled Model, the QoS is determ ned

i ndependentilly. fheraBlsBys@ss teardovasikabhiptdigewhen 1260 BIPfResSE Msens frofl GWY
del ayed to ascertain the QoS for the call. The QS request is evaluated

after establl3i6§5|§@p|hh§1{\epff;ﬁ%ﬁh%s/égés@@mgﬂhere is no sharing of session

i nformati on betwee protocols. The QS is controlled by

information co i 1.n the RSVYP.signal ed and. the - pr.ovi si oned palicy
rules. There i snlﬁgigg& ‘hle}Fﬁ.{?s a 6"’\e(rﬁ Wi %WIO?ég?ﬁeqagfq%rﬁ]&HW@éﬁ‘W Eﬁéﬁf
model as experienced with the QoS Assured Mddel. However, the initial
‘monent s of mpdel desigpdemantingathp &raakpelecyhadRoSedépbeymeit de thef feswerk touers apsording
voi ce clipping until the RSVP signaling is conpleted or that QoS is

est abl i shedoah eatbodimenttdfehepdebent fiveadod he QoS is determ ned i ndependently
from SIP session establishnment, the call setup is sinplified as conpared

to the assured npdgl Qo@aﬂir{ab%tﬁ‘leg{:]gme A isTReRPA9RR 118 chgentl%oﬁoﬁ%@@eﬁfo%

the sane as steps 801 to 807 of and nessages t0"916 which are

et ail od | PSR T haF AR F R0t fRle A0 Aot oL O Gl e 0% 1 °

messages 917 to 954 of FIGS. | 1 B and 12 correspond to nessages 815 to
852 of FI G regusst iriyabiatedmfier egtablishiment pf the AP aesstpnanhhiers iggorshanngobsessan
enabl ed call takedown using a "PULL" Mdel for inplenmenting the |ocal -
policy or Go®rapbopeereeniStP aheé RFdtRymolocobufléie Qe sandirolded hindormetioodi ment
of the present invention. 20 SUBSTI TUTE SHEET (RULE 26) 1 4 APR 2034
contained in the RSVP signaled and the pre-provisioned policy rules. There is no additional
delay in call setup is introduced by the model as experienced with the QoS Assured Model.
However, the initial moments of the session may experience best effort side-effects such as
voice clipping until the RSVP signaling is completed or that QoS is established at all for the
call.
Since the QoS is determined independently from SIP session establishment, the call
setup is simplified as compared to the assured model. Call setup includes messages 901 to
907 which are the same as steps 801 to 807 of FIG. 8A and messages 908 to 916 which are
the same as messages 853 to 861 of FIG. 9B. After the call is setup, QoS is instalied in the
same manner as in the assured model. Specifically, messages 917 to 954 of FIGS. 11B and
12 correspond to messages 815 to 852 of FIG. 8B and 9A.
F1G. 13 is call flow diagram illustrating a QoS enabled call takedown using a “PULL™

Model for implementing the local policy or QoS deployment in the network routers according

to an embodiment of the present invention.
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WO 01/ 35680 PCT/ US00/ 30447 Similar to the QoS assured session teardold, A\FROF,
r enoval i%ﬁéiu%al ed by either SIP or RSVP nechanisns. Unlike the QS
assured motBPP1%%re is no i nt erdependency between S|P sesBCOSoIdd/fal and

RSVP fl ow renovale. _Fhe r val of S for dia streamis. handled . . -
ndependent 1y 1 r St o dFERYS essedSeruiR ol . sty <RseCis athmaled By itpes SIP
method call is initiated by an SIP BYE nessage 955 issued from SIP Phone
115 to SI P 9r R35F megwnismss dfuikedhs Qefiasueetl mede) thereis@otinerdependeney Bilwets6
as nessages 956 and 957 respectively. GAY 136 responds by sending a 200 K
message 958SibsSkieR. reisbRd ahd REWRISotvhremmess dhe rShéNal afi@oShien mediat sore&inRs
Phone 115 as nessages 959 and 960 respectively. SIP 1 150 al so sends a DRQ

OSP nessage hifiled depdndtntly froRATEREARASRM message 962 is sent from SIP
Phone 115 to R1 160. The nessage is relayed to R2 as nessage 965. A

PATHTEAR/ SBM nes %&&%&5& tké @g}ga@gggguﬂ’rrﬂ%gg c(Iil? F%m%%?oy{@ g@%g?gﬁ%saage

nmessage 963 and a esv are sent rom

simlar nes es 9 an 7 are_sent from to POL2.. Upon | recel pt . of
PATHTEAR/ SB%S%@gscggow%g, Qf@npﬁﬁﬁfeg\\t@lééﬁ%r r&é‘&‘*g‘éa%B For agdgh o ST B AN RPN 236
to R2. R2 sends a PATHTEAR nessage 969 to RI and Rl sends a PATHTER/ SBM
message 970 te &6VEYH 3Brasmeestdges 9A6 anthP§7 pspertively. RYY b3 resporels dygendizig a 280d
a DRQ (resv) nessage 972 are sent fromR to POL1, and simlar nessages 973

and 974  ar @K eissdge@TE IR SUD, PEIP2. fol@ d£ ke Imdddsze MW RRE hehrad StPMRoAH! 4 e
resources have been released for use with other calls. Wile several

o b iner osshts o8 GGk LAMEANR] IPYISHERD FNRNDACIOEERULIDESe) 1b PAIS.

to be understood®that nmany c es ‘an i ons
wi t hout departing_fr irit an cope af t nvention_as defined in
the appended cl aifgrg A%él‘g@%ﬂ‘ﬁéﬂ. =TS EE'FQL‘J%E‘TQQ& %’Lh%‘eﬁliﬁ ‘ﬂ/ﬁ‘a}v{ﬁi’r "11|h§
CLAIMED I'S: 1. A nethod of providing quality of service (QS) in an
| nt er net Pr GRESERE 16 Fqﬂ’yyedt‘élépﬂﬁﬁ?sséﬁﬂs%ﬁ%n‘\ BaEERA R/ Y Imesgags#65p 1saldo sent
called party, conprising the steps of
from R2 to GWY 136. A DRQ(path) message 963 and a DRQ(resv) message 965 are sent
from R to POL1, and similar messages 866 and 967 are sent from R2 to POL2. Upon
receipt of PATHTEAR/SBM message 965a, a PATHTEAR/SBM message 968 is sent from
GWY 136 to R2. R2 sends a PATHTEAR message 969 to R1 and R sends a
PATHTER/SBM message 970 to SIP Phone 115. At this point, 2 DRQ (path) message 971
and a DRQ (resv) message 972 are sent from R1 to POLI, and similar messages 973 and 974
are sent from R2 to POL2. The cal! has now been taken down and the resources have been
released for use with other calls.
While several embodiments of the present invention have been shown and described,

1t 18 to be understood that many changes and modifications may be made thereto without

departing from the spirit and scope of the invention as defined in the appended claims.
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provi ding transporting | P media for said session between said callind paPR
and -a first device having | P capability; providing transporting IP nedia
for said session between said called party and a second device having |IP
capability; establishing an I P connection between said first device and

sai d second device; and reserving network resources for said tel ephony
sessi on; g}gﬁéﬂﬁﬁ E&&MEpsé:sessi on initiation protocol (SIP) call setup
request with QoS by an SIP client; transporting said first call setup
request to a first SIP proxy server; generating a second SIP call setup

request wilt h Q#Snipghahofi pfaviding ghilitpradeprviee(Qed) ihcamldeoemnBrogicel iPxy
server; generating a third SIP call setyp r est with.QS by said second
S P pr oxy lgapE oSt pipkcen calkennry 2B 8 IRt SBPHESE 1 B8 s econd
device and sai %r&ﬁ&iﬁ?‘i‘raﬁ%%r@ﬁﬂﬂfmé@ih\fﬁf said RisS%h DeRiten JaiBQhiling paftyaadd first
device and said first SIP proxy server upon successful provisioning of

pol i cy i nadabtdleywedavingdl capabirtyh sai d second SIP proxy server; and

notifying said _SIP,client of t cal l. progress. 2. The t according to
O et m 1 unor et udiiy Phincpling, 1wt 0B EEH 5638 FnedetF el o855 301
met hod acgaesinddeliRe HadinB IR capidditgi N the step of reserving network
resources uses Resource Reservation Protocol (RSVP). 4. The nethod

accordi ng to clestablishing an Fheannedtinarhesveny saivfisst dpdcerndmatsd sesprshileviceol i cy
by a renn%g policy server in said second device and said second SIP proxy
server; 2 (_iL 4 APB 2004 provisioning policy by a client policy server in
said first devireerdnginawotk festttes fof Ridtelophopesegsionupon successf ul

ProViSToning O POating a fifst session mtiation protoco! (S15) call setup request with QoS

by an SIP client;

transporting said first call setup request to a first SIP proxy server;

generating a second SIP call setup request with QoS by said first SIP proxy
server to a second SIP proxy server;

generating a third SIP call setup request with QoS by said second SIP proxy
server to a remote client;

provisioning policy in said second device and said second SIP proxy server;

provisioning policy in said first device and said first SIP proxy server upon
successful provisioning of policy in said second device and said second SIP proxy

server; and

notifying said SIP client of the call progress.

2. The method according to claim 1, wherein said first and said second devices
are routers.
3. The method according to claim 1, wherein the step of reserving network

resources uses Resource Reservation Protocol (RSVP).

4. The method according to claim 1, further comprising the steps of:
provisioning policy by a remote policy server in said second device and said

second SIP proxy server;
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second SIP proxy server. 5. The method according to claim 1, further 14 APR 2004
conprising the steps o installing QS in a renote |ocal area network (LAN)
using a renote subnet bandwi dth manager (SBM and said second device;
informng said first device of said QS installation in said renpte LAN,
installing QS in_ g cli enﬁ_ LAN usjng a.client SBM :épd said first device;
confirm ng and PAYKHEBWIE RGHRY by Reclieg POIﬂﬁYméf? saifl irglsdeyine A W{ﬂ fiBsh) -tine

t f I ' ; | L4y 5,
Further copPRaIg hapar SeEaghl Bro ot o TR R SEAMIRE e adl 0

renot e gatsewmy SIP presxyisester. renoval of QoS in the client LAN;, uninstalling
Q@S in client LAN using said first device; propagating an RSVP RESVTEAR
nessage to said renote gateway to request renoval of Q@S in the renote

LAN. and ni ns il lohdilad Wolding RIERR: 1AM COMpAGHE uRGgAGcdevi ce. 7. The
met hod according to claim®6, Turther conprising the steps of: generating a

first usage repostalling QoS th &iremotedocdl azea petwofk (SANDakingya samote subnetd

generating a,segond usa repoyft . sai d second device to a second policy

server, \/\A%@?%‘?rﬁ W@%&@Miﬁ%‘ii%&éﬁc8“%§%"d‘f%r accounting purposes. 8. The

nmet hod accor di fgfohRing!saidfirst deviteldT84id CRyMinkailatibntii QaidtréRsteIfANChecki ng a

first policy server to determ ne correct pol I&M V\gerel n said checking is
|ag

performed by sansplling QoSdn pchent\LlekN uging elefieaf saiddirstlgyiseser ver to

determ ne corr ' Jdzation for the policy,
wherein said c%é{):‘%%ﬁéé%%ggglgﬁvgesﬁgﬁ%g%ﬁ?éﬂb@’rd%%@éaby said first policy
server; noti fyiesgbkshirngs deh)-Gine BrahifeyproricylRTH) stréeniag@r r ect policy and

providing authorization for the policy; 23 1 4 APR 2494 checki ng a second
policy server to determ ne correct policy, wherein said

6. The method according to claim 5, further comprising the steps of;

propagating an RSVP PATHTEAR message to a remote gateway to request
removal of QoS in the client LAN;

uninstalling QoS in client LAN using said first device;

propagating an RSVP RESVTEAR message to said remote gateway to request
removal of QoS in the remote LAN; and

uninstalling QoS in remote LAN using said second device.

7. The method according to claim 6, further comprising the steps of:
generating a first usage report by said first device to a first policy server; and
generating a second usage report by said second device to a second policy

server, wherein the usage reports are used for accounting purposes.

8. The method according to claim 1, further comprising the steps of:

checking a first policy server to determine correct policy, wherein said
checking is performed by said first SIP server;

checking a clearing house server to determine correct policy and to request
authorization for the policy, wherein said checking and requesting is performed by said
first policy server;

notifying said first policy server of the correct policy and providing

authorization for the policy;
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checking is perforned by said second SIP server; checking said cleariingAPR 0N
house server to determne correct policy and to request authorization for
the policy, wherein said checking and requesting is perfornmed by said

second policy server; and notifying said second policy server of the

correct policy and providin aut hori zation for the policy. 9. A nethod for
un-instal | i ng” ghegking apsecend \noley (sepysy tQ cletesminencerrsbtpbiek Wheredn said p

t el ephone . | jnal..and a called term nal conprising

t he steps Cﬁg‘%ﬂlgﬁ }éﬁgﬂ‘éﬁd W%%%oﬁé?a%gveﬁ omthe calling termnal to a

first SIP serveheckingesai ripating dodeReBXE tordetefigie iconsat palidy hhd &4 reqléstser ver
to a second SIP seryer; sending said SIP BYE nessage fromsaid secaond SIP

server to 3itherizafiondfgr t Favtergipsaidicheekingandreqessting i peslormed By said st edge
router; ‘é@édﬁﬁ#ﬂi&#&%vérh%ﬁ@os policy in a second edge router; and sending
romt calle

an OK nessage ec d termnal to the calling termnal indicating
t he conpl eti on nofifytile sail isacmd| pelidyoservér @6 Iher cordch gpobiey varrdk prdddding

authorization for the policy.

9. A method for un-installing quality of service (QoS) policy in a network for an
IP telephone call between a calling terminal and a called terminal comprising the steps
of:

sending an SIP BYE message from the calling terminal to a first SIP server;

sending said SIP BYE message from said first SIP server to a second SIP
server;

sending said SIP BYE message from said second SIP server to the called
terminal;

uninstalling the QoS policy in a first edge router;

uninstalling the QoS policy in a second edge router; and

sending an OK message from the called terminal to the calling terminal

indicating the completion of the un-installation of QoS from the network.
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