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SYSTEM, METHOD, AND COMPUTER PROGRAM PRODUCT FOR SECURE
REAL-TIME N-PARTY COMPUTATION

CROSS REFERENCE TO RELATED APPLICATION
[0001]  This application claims priotity fo United Siates Provisional Patent
Application No. 63/124,189, filed December 11, 2020, the disclosure of which is
hereby incorporated by reference in its entiraty.

BACKGROUND
1. Feld
{0002] Disclosed embodiments or aspects relate generally 1o fair exchangs
computer protocols and, in one particular embodiment or aspect, 10 a system, method,
and computer program product for secure realtime n-party computation.

2. Technical Considerations

[0003] Secure multiparty computation (MPC) aflows a set of parties {o perform a
joint computation on thelr inputs that reveals only the final output and nething else.
These parties may be mutually distrusting and require a sequre prolocol {o ensure a
fair exchange. Secure computation, however, often cannot provide faimess in setlings
where many {£.g., a majority, a pluraiity, hall, and/or the like} of the participants are
corrupt.  For instance, in a two-party setting, a malicious party can abor a secure
computation protocol after receiving the sutput, leaving the other party no recourse o
obtain the output.  Additionally, use of a third party ag an intermediary for such
multiparty computations may waste resources in terms of the number of parties
involved, the number of communications needed, and/or the like. and it may be
possible for the third party o collude with one of the parties, thereby threatening
security and faimess. There is a need {o address these and other deficiencies of
secure computation.

SUMMARY
[0004] Accordingly, and generally, provided is an improved system, method, and
computer program product for secure real-time n-party computation,
{06051  According fo some non-limiting embodiments or aspects, provided is a
system for multi-party computation between a first party and a second party. The
system includes a fiest computing device associated with the first party and a trusted
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execution environment (TEE) associated with the first computing device. The first
computing device is programmed or configured 1o cormmunicate, 1o the TEE, a first
computation input and a first portion of a onedime key. The first computing device is
also programmed or contigured to receive, from the TEE, an encrypted output of a
computation based on the first computation input and a second computation inpul.
The second computation input and a secand pottion of the one-lime key are
communicated {0 the TEE by a second computing device associated with the second
party. The encrypted output is encrypted by the TEE with the one-time key. The first
computing device is further programmed or configured to communicate the encrypted
output to the second computing device and receive a digital signature from the second
computing device indicating that the second computing device received the encrypled
output.  The first computing device is further programmed or configured fo
connnunicate the first portion of the one-fime key o the second computing device.
The first computing device is further programmed or configured to: (i} in response to
receiving the second portion of the one-time key from the second computing device,
determine the one-time key from the first portion of the one-time key and the second
portion of the onetime key, and determine the computation by decrypting the
encrypted output with the one-time key; or (i) i response 1o not receiving the second
portion of the one-time key from the second computing device, execute a falthack
computation process using the TEE and alsdger accessible to both the first computing
device and the second computing device o determine the computation.

[0606]  In further non-limiting embodiments or aspects, the first computing device
may be further programmed or corfigured 1o, in the fallback computation process:
publish, to the ledger, the first portion of the one-time key and the digital signature
received from the second computing device; receive a proof of publication from the
ledger; input the proof of publication to the TEE; receive the ane-lime key from the
TEE; and determine the computation by decrypting the encrypled output with the one-
time key.

{00071 In further non-limiting embodiments or agpects, the first portion of the one-
fime key that is published to the ledger by the first computing device may be sncrypled
with a public key associated with the second computing device.

f0008] in further non-limiting embodiments or aspscls, the one-ime key may be
generated by the TEE from the first portion of the one-time key, the secaond portion of
the one-time key, and g unigue nonce associated with an instance of the computation.
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[0009] I further non-limiting embodiments or aspects, the first portion of the one-
time key may be generated from a private key associated with the first computing
device, and the second portion of the one-time key may be generated from a private
key associated with the second computing device.

{0010] in further non-limiting embodiments or aspects, the first portion of the one-
fime Key and the second portion of the one-time key may be communicated o the TRE
in & first ime period and may be configured 1o generale a pluralily of one-time keys
over successive instances of multi-party computation in subseguent time periods.
{00111 iy fusther non-limiting embodiments or aspects, the ledger may include an
append-only blockchain and may be configured to be accessible anly by computing
devices that contribute to the computation.

[0012] According to non-limiting embodiments or aspects, provided is a computer
program product for multi-parnty computation belween 4 first party and a second party.
The computer program product is stored on a first computing device associated with
the first party and includes al least ohe non-transitory computer-readable medium
including program instructions. The program instructions, when executed by at least
one processor of the first computing device, cause the at least one processor to
communicate, o a trusted execution environment {TEE) associated with the first
computing device, a first computation input and a first portion of 3 one-time key. The
program instructions further cause the at least one processor o receive, from the TEE,
an encrypted cutput of a computation based on the first computation input and a
second computation inpul. The second computation input and a second portion of the
one-time key are communicated to the TEE by a second computing device associated
with the second party. The encrypted oulput is encrypted by the TEE with the one-
time key. The program instructions further cause the at least one processor 1o
communicate the encrypted output to the second compuling device and receive a
digital signature from the second computing device indicating that the sescond
computing device received the encrypled output. The program instructions further
cause the at least ane processor to communicate the first portion of the one-time key
{o the second computing device. The program instructions further cause the at least
one processor to: {i} in response 1o recelving the second portion of the one-time key
from the second computing device, determine the one-time key from the first portion
of ihe one-time key and the second portion of the one-time key, and determine the
computation by decrypting the encrypled oulput with the one-ime key, or {ii) in
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response to not receiving the second portion of the one-time key from the second
computing device, execute a fallback computation process using the TEE and a tedger
accessible 1o both the first computing device and the second computing device to
determineg the computation.

{0013]  In turther nondimiting embodiments or aspects, the program insiructions
may firther cause the at least ane processor o, in the fallback computation progess:
publish, fo the ledger, the first portion of the ong-time key and the digital signature
received from the second computing device, receive a proof of publication from the
ledger; input the proof of publication to the TEE; receive the one-time key from the
TEE; and determine the camputation by decrypting the encrypted output with the one-
time key.

[0014] In further non-limiling embodiments or aspects, the first portion of the one-
time kay that is published to the ledger by the at least one processor may be encrypted
with a public key associated with the second computing device.

[0015]  In further non-limiing embodiments or aspects, the one-time key may be
generated by the TEE from the first portion of the one-time key, the second portion of
the one-time key, and a unigue nonce associated with an instance of the computation.
[0018] b further non-iimiting embodiments or aspects, the first portion of the one-
time key may be generated from a private key associated with the first computing
device, and the second portion of the one-time key may be generated from a private
key associated with the second computing devize.

{0017} I further non-limiting embodiments or aspects, the first portion of the one-
fime key and the second portion of the one-time key may be communicaled to the TEE
in a first time period and may be configured 1o generate a plurality of one-time keys
over successive instances of multi-party computation in subseguent time petiods.
[0018] In further non-limiting embodiments or aspects, the ledger may include an
append-anly blockchain and may be configured to be accessible anly by computing
devices that contribute to the computation.

f0019]  According to non-lintiting embodiments or aspects, provided is a compuler-
implemented method for mudti-party computation between a first party and a second
party. The method includes communicating, with at least one processor of a first
computing device associated with the first party, to a trusted execution environment
{TEE) associated with the first computing devige, a first compidation input and a first
portion of a one-lime key. The method also includes receiving, with at least one
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processor of the first compuling device, from the TEE, an encrypled outpuf of a
computation based on the first computation input and a second compttation input.
The second computation input and a second portion of the onedime key are
communicated {o the TEE by a second computing device associated with the second
party. The encrypted outpul s encrypted by the TEE with the one-time key. The
methoed further includes communicating, with at least one processoar of the first
computing device, the encrypted cutput to the second computing device. The method
further includes receiving, with at least one processor of the first computing device, a
digital sighature from the second computing device indicaling that the second
computing device received the encrypted output. The method further includes
communicating, with at least one processor of the first computing device, the first
portion of the one-time key 1o the second computing device. The method further
includes, in response {0 nat receiving the second portion of the one-time key from the
second computing device, executing, with al least one processar of the first computing
device, a fallback computation process using the TEE and a ledger accessible to both
the first computing device and the second computing device o determine the
computation.

[0020] B some non-limiting embodiments or aspects, the {allback computation
process may include: publishing, with al least one processor of the first computing
device, o the ledger, the first portion of the one-ime key and the digital signature
recetvad from the second computing device: recelving, with at least one processor of
the first computing device, a proof of publication from the ledger; inputing, with atleast
one processor of the first computing device, the proof of publication to the TEE;
recelving, with at least one processor of the first computing device, the ane-time key
from the TEE; and determining, with at least one processor of the first computing
device, the computation by decrypting the encrypted ouiput with the one-time key.
[0021] I some non-imiting embodiments or aspecls, the first portion of the one-
time key that is published o the ledger may be encrypted with a public key associated
with the second computing device.

[0022] In some non-limiting embodiments or aspects, the one-time key may bs
generated by the TEE from the first portion of the one-time key, the second portion of
the one-time key, and a unique nonce associated with an instance of the computation.
{00231 In some non-imiting embodiments or aspects, the first portion of the one-
time key may be genergted from a privale key associated with the first computing



WO 2022/125847 PCT/US2021/062731

device, and the second portion of the one-time key may be generated from a private
key associated with the second computing device.

[0024] In some non-limviting embodiments or aspects, the first portion of the one-
time key and the second portion of the one-time key may be communicated fo the TEE
in a first ime period and may be configured 1o generate a plurality of one-time keys
over successive instances of multi-party computation in subseguent time periods.
{00251 According to non-limiling embodiments or aspects, provided is a computer-
implemented method for mulfi-party computation between more than two parties. The
method Includes communicating, with at least one processor of a first computing
device, a first input {0 each of a plurality of TEEs., The method further includes
raceiving, with at least one processor of the first computing device from a TEE of the
plurality of TEEs, an encrypled ouiput of a computation completed by the TEE of the
firat input and a plurality of other inputs communicated to the TEE by a plurality of
other party computing devices. A number of the plurality of other party computing
devices is greater than a number of the plurality of TEEs. Each of a subset of the
plurality of other party computing devices is associated with a TEE of the plurality of
TEEs. The method further includes broadcasting, with at least one processor of the
first computing device, and in response {o receiving the encrypled output, a first party
signature {o each of the plurality of other party computing devices that s associated
with a TEE of the plurality of TEEs. The method further includes recelving, with at
ipast one processor of the first computing device, ancther party sighature from each
of the plurality of other party computing devices in response to the plurality of other
party computing devices receiving the encrypled cutput. The method further includes
communicating, with at least one processor of the first computing device, the first Input
o each of the plurality of other party computing devices that I8 not associated with a
TEE of the plurality of TEEs. The method further includes, in response o recelving
the plurality of ather inputs from another parly compuding device of the plurality of ather
party computing devices: generating, with at least one processor of the first computing
device, the computation of the first input and the plurality of other inputs. The method
further includes, In response 1o not receiving the plurality of other inputs from any other
party computing device of the plurality of other party computing devices: executing,
with at least one processor of the first computing device, a faliback computation
procass using & TEE of the plurality of TEEs and a shared ledger o retrieve the
computation of the first input and the pluraiity of other inputs.
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[0028] According fo non-limiting embodiments or aspects, provided is a system for
multi-party computation between more than two parties. The gsystem includes a first
computing device and a frusted exscution snvironment {TEE) associated with the first
computing device. Atleast one processor of the first computing device is programmed
or configurad to execute one or more steps of the above-described method for mult-
party compigtation between more than two parties.

[0027] According fo non-limiting embodiments or aspects, provided is a computer
program product for multi-party computation betwean more than two parties. The
computer program product is stored on a Tt computing device and includes at least
one nop-transitory computer-readable medium including program instructions.  The
program instructions, when exscuted by at least one processor of the first computing
device, cause the al least one processor 1o execule one or more steps of the above-
deseribed method for mulli-party computation between more than twea parties.

{00281 Other non-imiting embodiments or aspects of the present disclosure will be
set forth in the following numbered clauses:

[0029] Clause 11 A system for mulli-parly computation between a first panty and a
second party, the system comprising: a first computing device associated with the first
parly, and a trusted execution environment {TEE) associated with the first computing
device, wherein the first computing device is programmed or configured o
communicate, 0 the TEE, a first computation input and a first portion of a one-ime
key: recelve, from the TEE, an encrypted output of a computation based on the first
computation input and a second computation inpul, whereint the secand computiation
input and a second portion of the one-time key are communicated 1o the TEE by a
second computing device associated with the second party, and wherein the
encrypted output is encrypted by the TEE with the one-time key: communicate the
encrypted output o the second computing device, receive g digital signature from the
second computing device indicating that the sscond computing device received the
encrypted output; communicate the first portion of the one-time key to the second
computing device; and {i} in responss 10 receiving the second portion of the one-time
key from the second computing device, determine the one-time key from the first
portion of the one-time key and the second postion of the one-time key, and determing
the compuiation by decrypting the encrypled oufput with the one-time key; or {ii} in
response 10 not receiving the second portion of the one-lime key fram the second
computing device, execute a falthack computation process using the TEE and g ledger
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accessible 1o both the first computing device and the second computing device to
determine the computation.

[0030] Clause 2: The system of clause 1, wherain the first computing device is
further programmed or configured {o, in the faliback computation process: publish, to
the ledger, the first portion of the one-time key and the digital signature received from
the second computing device; receive a proot of publication from the ledger; input the
proof of publication to the TEE; receive the one-fime key from the TEE; and determine
the computation by decrypling the encrypted outpul with the ona-time key.

{00311 Clause 3: The system of clause 1 or clause 2, wherein the first portion of the
one-time key that is published to the ledger by the first computing devics is encrypted
with g public key associated with the second computing device.

[0032] Clause 4; The system of any of clauses 1-3, wherein the one-time key is
generated by the TEE frony the fivst portion of the one-time key, the second portion of
the one-time key, and a unigue nonce associated with an instance of the computation.
f0033] Clause 5 The system of any of clauses 1-4, wherein the #irst portion of the
one-time key is generated from a private key associated with the first computing
device, and wherein the second portion of the one-time key is generated from a private
key associated with the second compiuting device.

[0034] Clause 6 The system of any of clauses 1-5, wherein the first portion of the
one-time key and the second portion of the one-time key are communicated to the
TEE in a first time period and are configured to generate a plurality of one-time keys
over successive instances of multi-party computation in subsequent time periods.
[0035] Clause 7: The system of any of clauses 1-8, wherein the ledger comprises
an append-onty blockehain and is configured to be accessible only by computing
devices that contribute to the computation.

[0036] Clause 8 A computer program product for multi-party computation between
a first party and a second parly, the computer program product being stored on a first
computing device associated with the first party and comprising at least one non-
ransitory  computer-readable medium including program instructions that, when
executed by at least one processar of the first computing device, cause the at least
one processar to: communicate, 1o a frusted execution environment (TEE) associated
with the first computing device, a first computation input and a first portion of a one-
time key; receive, from the TEE, an encrypled output of a computation based an the
first computation input and a second computation input, wherein the second
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compuiation input and a second portion of the one-time key are communicated {o the
TEE by a second computing device associated with the second party, and wherein the
encrypted output is encrypted by the TEE with the one-time key; communicate the
encrypted output to the second computing device; receive a digital signature from the
second computing device indicating that the second computing device received the
encrypted output; communicate the first porion of the one-time key 10 the secaond
computing device; and {i} in response {o receiving the second portion of the one-time
key from the second computing device, determing the one-time key from the first
portion of the one-time key and the second portion of the one-time key, and determine
the computation by decrypling the encrypled oulput with the one-time key; or {ii} in
response to not receiving the second portion of the one-time key from the second
computing device, execute a falthack compuiation process using the TEE and g ledger
accessible ta both the first computing device and the second computing device to
determine the computation.

[0037] Clause 9 The computer program product of clause 8, wherein the program
instructions further cause the at least one processor to, in the falback computation
process: publish, fo the ledger, the first portion of the one-time key and the digital
signature received from the second computing device; receive a proof of publication
from the ledger; input the proof of publication o the TEE; receive the one-time key
from the TEE: and determine the computation by decrypling the encrypted output with
the one-time key.

[0038] Clause 10: The computer program product of clause 8 or clause 9, wherein
the first portion of the one-time key that is published fo the ledger by the at least ang
processor is encrypted with a public key associated with the second computing device.
{00387 Clause 11: The computer program product of any of clauses 8-10, wherein
the one-time key is generated by the TEE from the first portion of the one-time key,
the second portion of the onedime key. and a unigue nonce associated with an
instance of the computation.

{00491 Clause 12: The computer program product of any of clauses 811, wherein
the first portion of the one-fime key is generated from a private key associated with the
first computing device, and wherein the second porion of the one-time key is
generated from a private key associated with the second computing device.

{00417 Clause 13: The computer program praduct of any of clauses 8-12, wherein
the first portion of the one-time key and the second portion of the onedime key are
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communicated to the TEE in a first fime period and are configured to generate a
plurality of one-time keys over successive instances of multi-party computation in
subsequerd Hime periads.

fonaz]  Clause 14: The computer program product of any of clauses 813, wherein
the ledger comprises an append-only blockchain and is configured to be accessible
only by computing devices that cantribute o the computation.

{0043] Clause 15! A compuler-implemented method for multiparty computation
hetween a first parly and a second party, the method comprising: communicating, with
at feast one processor of a first computing device associated with the first panty, o a
frusted execution enviranment (TEE) associated with the first computing device, a first
computation input and a first portion of a one-lime key,: receiving, with al least one
processor of the first computing device, from the TEE, an encrypted output of a
computation based on the first computation input and & second computation input,
wherein the second computation input and a second partion of the one-tims key are
communicated o the TEE by a second computing device associated with the second
party, and wherein the encrypted oufput is encrypted by the TEE with the one-lime
key: communicating, with at least one processor of the first computing device, the
encrypted oulput to the second computing device, receiving, with at least one
processor of the first computing device, a digital signature from the second computing
device indicating that the second computing device received the encrypted outpul;
communicating, with at least one processor of the first computing device, the first
portion of the one-time key 1o the second computing device; and in response 1o not
receiving the second portion of the one-time key from the second camputing device,
executing, with at least one processor of the first computing device, a faliback
computation process using the TEE and a ledger accessible to both the first computing
device and the second computing device to determine the computation.

[0044] Clause 18; The method of clause 15, whersin the fallback computation
process comprises: publishing, with at least one processor of the first camputing
device, o the ledger, the first portion of the one-Bime key and the digital signature
received from the second computing device; receiving, with at least one processor of
the first computing device, a proof of publication from the ledger; inputling, with at least
one processor of the first computing device, the proot of publication o the TEE;
receiving, with at least one processor of the first compuling device, the one-time key

10
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from the TEE; and determining, with at least one processor of the first computing
device, the computation by decrypting the encrypted output with the one-time key.
[0045] Clause 17: The method of clause 15 or clause 16, wherein the first portion
of the one-time key that is published to the ledger is sncrypled with a public key
associated with the second computing device.

{0046] Clause 18: The method of any of clauses 15-17, wherein the one-time key
is generated by the TEE from the first portion of the one-time key, the second portion
of the one-lime key, and a unigue nonce associated with an instance of the
computation,

{00477 Clause 19: The method of any of clauses 15-18, wherein the first portion of
the one-time key is generated from a private key associated with the first computing
device, and wherein the second portion of the one-time key is generaled from a private
key associated with the second computing device.

[0048] Clause 20: The method of any of clauses 15-19, wherein the first portion of
the one-time key and the second portion of the one-time key are communicated fo the
TEE in a first time period and are configured to generate a pluralty of one-time keys
over successive instances of multi-party computation in subsequent time periods.
[0049] Clause 21 A compulgr-implemented method for mudti-party computation
between more than two parties, the method comprising: communicating, with at least
one processor of a first computing device, a first input to each of a plurality of TEEs;
receiving, with at least one processor of the first computing device from a TEE of the
plurality of TEESs, an encrypted output of & computation completed by the TEE of the
first input and a plurality of other inpuls communicaled 1o the TEE by a plurality of
other party computing devices, wherein a number of the plurality of other party
computing devices {s greater than a number of the plurality of TEEs, and wherein each
of a subset of the plurality of other pary computing devices is associated with a TEE
of the plurality of TEESs; broadeasting, with at least one processor of the first computing
device and in response o receiving the encrypted output, a first panty signature to
each of the plurality of other party computing devices that is associated with a TEE of
the plurality of TEEs; receiving, with at least ang processor of the first computing
device, another pany signature from each of the plurality of other party computing
devices in response to the plurality of other party computing devices receiving the
encrypted outpul; communicating, with at least ons processor of the first computing
device, the first input 10 each of the plurality of other parly computing devices thal is

11



WO 2022/125847 PCT/US2021/062731

not associated with a TEE of the plurality of TEEs; and, in response fo receiving the
plurality of other inputs from another party computing device of the plurality of other
parly computing devices: generating, with atleast one processor of the first computing
device, the computation of the first input and the plurality of other inputs: or, in
response o not receiving the plurality of other inputs from any other party computing
device of the plurality of ather party computing devices: executing, with at least one
processor of the first computing device, a faltback computation process using a TEE
of the plurality of TEES and a shared ledger to refrieve the computation of the first input
and plurality of other inputs.

{00507 Clause 22: A system for mulli-parly computation between mare than two
parties, the system comprising a first computing device and a trusted exscution
environment {TEE) associated with the first computing device, wherein at least one
processor of the first computing device is programimed or configured to execute one
or more steps of clause 21.

{00511 Clause 23: A computer program product for mudti-party computation between
maore than two parties, the computer program product being stored on a first computing
device and comprising at least one non-transitory computer-readable medium
including program instructions, wherein the program instructions, when executed by
at least one processor of the first computing device, cause the at least one processor
o execite one or more steps of clause 21.

{0052] These and other features and characteristics of the present disclosure, as
well as the methods of operation and functions of the related elements of structures
and the combination of parls and economies of manufacture, will become more
apparent tpon consideration of the following description and the appended claims with
reference {0 the accompanying drawings, all of which form a part of this specification,
wherein like reference numerals designate corresponding pars in the various figures.
i is 10 be expressly understood, howsever, that the drawings are for the purpose of
illustration and description only and are not intended as a definition of the limits of the
present disclosure. Ag used in the specification and the claims, the singular form of

»

“a” “an,” and "the” include plural referents unless the context clearly dictates

otherwise.
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BRIEF DESCRIFTION OF THE DRAWINGS
[0053] Additional advantages and detalls of the disclosure are explained in greater
detail below with reference 1o the exemplary embodiments that are illustrated in the

accompanying figures, in which:

[0054] FIG. 1 is a diagram of a non-limiting embodiment or aspect of an
envirorment in which systems, apparatuses, and/or methods, as described herein,
may be implemented;

{0055] FIG. 2 is a diagram of a non-limiting embodiment or aspect of components
of one or more devices of FIG. 1;

[0058] FIG. 3 is a flow diagram of a non-fimiting embodiment or aspect of a method
for secure real-fime n-party computation;

[00587] FIG. 4 is a flow diagram of a non-limiting embodiment or aspect of a method
for secure realime n-party computation;

[0058] FIG. 8 is g schemalic diagram of a non-limiting embodiment or aspect of a
system for secure real-ime n-party computation,;

{00591  FIG. 6 is a schematic diagram of 8 non-limiting embodiment or aspect of 8
system for secure real-time n-party computation;

f0080] FIG. 7 is a set of pseudocode describing a method for secure real-time n-
party computation, according o non-limiting embodiments or aspects,

[00681] FIG. 8 is a set of pseudocode describing & method for secure realtime n-
party computation, according to non-limiting ambodiments or aspects;

{00621 FlG. 9is a set of pseudocode describing a method for secure realdime n-
party computation, according o non-limiting embodiments or aspects;

[0063] FIG. 10 is 3 set of pseudocode describing a method for secure realtime n-
parly computation, according 1o non-limiting embodiments or aspecis;

[0084] FIG. 11 is a set of pseudocode deseribing a method for secure real-time n-
party computation, according o non-imiting embodiments or aspects,

[0068] FIG. 12 is a set of pseudocode describing a method for secure real-time n-
party computation, according to nonlimiting embodiments or aspects;

{0066] FIG. 13 is a set of pseudocode describing a methoed for secure real-ime n-
parly computation, according {o non-limiting embaodiments or aspects;

{00671 FIG. 14 is a set of pseudocode describing a method for secure realtime n-
parly computation, agcording fo non-limiting embodiments or aspects;

13
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[0088] FIG. 15 is a set of pseudocode describing a method for secure real-time n-
party computation, according o non-iimiting embodiments or aspects;

[0069] FIG. 18 s a set of pseudocode desaribing a method for secure real-lime n-
party computation, according to non-limiting embodiments or aspects; and

[0070] FIG. 17 is a set of pseudocode describing a methed for secure real-time n-
party compigtation, according to non-limiting embodiments or aspects.

[0071]  # should be appreciated by those skilled in the art that any block diagrams
herein represent conceptual views of Hlustrative systems embaodying the principles of
the present subject matier. Similady, it may be appreciated that any flow chas, flow
diagrams, stale transition diagrams, pssudo code, and the fike represent various
processes which may be substantially represented in computer readable medium and
execuled by a computer or processor, whether or not such computer or processor is
explicitly shown.

DETAILED DESCRIPTION
[0072] For purposes of the description hereinafter, the terms “upper”, “lower”,

fright”, “left”, “vertical’, “horizontal”, “top®™, “bottom”, “lateral”, "longitudinal,” and
derivatives thersof shall relate {0 nondimiting embodiments or aspects as they are
oriented in the drawing figures. Howsver, it is {0 be understood that non-limiting
embodiments or aspects may assume varous allernative variations and step
seguences, excemt where expressly specified to the contrary. It I8 also 1o be
undersiood that the specific devices and processes illustrated in the alfached
drawings, and descoribed in the following specification, are simply exemplary
embodiments or aspects.  Hence, specific dimensions and other physical
characteristics related {o the smbodiments or aspects disclosed herein are not o be
considered as limiting.

{00731 No aspect, component, element, structure, act, step, function, instruction,
andfor the like used herein should be construed as critical or essential unless explicitly
described as such. Also, as used herein, the arlicles "g" and “an” are intended 1
include one or more items and may be used inferchangeably with "ong or more” and
“at teast one.” Furthermore, as used herein, the term “set” is intended 1o include one
or more items {e.g., related items, urelated ilems, a combination of related and
untelated Hems, ete.) and may be used interchangeably with “one or more™ or “at least
one.” Where only one fem is infended, the term “one” or similar language is used.
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Also, as used herein, the terms “has,” “have,” "having,” or the like are intended to be
open-ended terms. Further, the phrase "based on”is intended to mean "based at least
partially on" unless explicitly stated otherwise.

{0074] Some non-limiting embodiments or aspects are described herein in
connection with thresholds. As used herein, satistying a threshold may referto a value
being greater than the threshold, more than the threshold, higher than the threshold,
greater than or equal o the threshold, less than the threshold, fewer than the
threshold, lower than the threshold, less than or equal to the threshold, equal to the
threshold, andfor the like.

[0075] As used herein, the term “acquirer institution” may refer o an entity licensed
andfor approved by a ransaction service provider to originate fransactions {&.g.
payment fransactions) using a payment device associated with the transaction service
provider. The transactions the acquirer institution may originate may include payment
fransactions (e.g., purchases, original credi transactions {QCTs), account funding
fransactions (AFTs), andfor the like). In some nondimiting embodiments or aspects,
an acquirer institution may be a financial institution, such as a bank. Ag used herein,
the term “acquirer system” may refer to one or more computing devices operated by
o on behalf of an acquirsr institution, such as a server computer execuling one or
muore software applications.

[0076] As used herein, the term “account identifier” may include one or more
primary accourt numberg (PANs), tokens, or other identiflers associated with a
customer account. The tenn "token” may refer to an identifier thal is used as a
substitute or replacement identifier for an original account identifier, such as a PAN.
Account identifiers may be aiphanumeric or any cambination of characters and/ot
symbpls. Tokens may be associated with a PAN or other original account identitier in
one of more data structures {e.g.. ane or more databases, and/or the like) such that
they may be used o conduct a fransaction withowt directly using the original account
identifier. {n some examples, an original account identifier, such as a PAN, may be
associated with a plurality of tokens for different individuals or purposes.

[0077] Asused herein, the term "communication” may refer {o the reception, receipt,
fransmission, franster, provision, andfor the like, of data {e.g.. information, signals,
messages, instructions, comnands, andfor the like). For one unit {e.g., a devics, a
system, a component of a device or system, combinations therest, andfor the like) to
be in communication with another unit means that the one unit is able to directly or
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indirectly receive information from andfor fransmit information 1o the other unit. This
may refer 10 a divect or indirect connection {e.g., & direct communication connection,
an indirect communication connection, and/or the like) that is wired andfor wireless in
nature. Additionally, two units may be in communication with each other even though
the information transmitted may be muodified, processed, relayed, and/or routed
between the first and second unil. For example, a first unit may be in communication
with a second unit even though the first unit passively receives information and does
not actively transmit information {0 the second unil. As another example, a first unit
may be in communication with a second unit if at least one itermediary unit processes
information received from the first unit and communicates the processed information
1o the second unil.

[0078] As used herein, the term “"computing device” may refer o one or more
efectronic devices configured 1o process data. A computing device may, i some
examples, include the necessary components to receive, process, and cutput data,
such as a processor, a display, a memory, an input device, a network interiace, andfor
the like. A computing device may be a mobile device. As an example, a mobile device
may include a celiular phone {e.g.. & smariphone or standard cellular phonel, a
poriable computer, a wearable device {(e.g., walches, glasses, lenses, clothing, andior
the like}, a personal digital assistant (PDA), and/or other like devices. A computing
device may also be a deskiop computer or other form of non-mobile computer. An
"application”™ or “application program interface™ (AP may refer to computer code or
other data sorled on a computer-readable medium thal may be executed by a
processor to facilitate the interaction belween soffware components, such as a client-
side front-end andior server-side back-end for recelving data from the cllent. An
Sirterface” may refer to a generated display, such as one or more graphical user
interfaces (GUls) with which a user may interact, either directly or indirectly {e.g.,
through a keyboard, mouse, ste.).

{00791 As used herein, the terms “electronic wallet” and “electronic wallet
application” refer 1o one or more electronic devices andfor software applications
configured fo inltiate andfor conduct payment transactions. For example, an electronic
wallet may include a mobile device executing an electronic wallet application, and may
further include server-side software andfor databases for maintaining and providing
transaction data to the mobile device. An “slectronic wallst provider” may include an
entity that provides andior mainiains an slectronic wallet for a customer, such as
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Google Pay®, Android Pay®, Apple Pay®, Samsung Pay®, and/or other like elecironic
payment systems.  In some nondimiting examples, an issuer bank may be an
electronic wallet provider.

{0080}  As used herein, the term “issuer institution” may refer o one or more entities,
such as a bank, that provide accounts to customers for conducting transactions (e.g.,
payment transactions}, such as iniiating credit andior debit payments. For example,
an issuer institution may provide an account identifier, such 38 a primary account
number {PAN), fo a customer that uniquely identifies one or more accounts associaled
with that custorner. The account identifier may be embodied on a portable financial
device, such as a physical financial instrument, e.g., a payment card, and/or may be
electronic and used for electroric payments. The term “issuer system” refers to one
or more compliter devices operated by or on behalf of an issuer institution, such as a
server compiiter executing one or more software applications. For example, an issuer
system may include one or more authorization servers for authorizing a transaction,
[0081]  As used herein, the term "merchant” may refer to an individual ar entity that
provides goods and/or services, or access o goods andfor services, o customers
based on a transaction, such as & payment transaction. The term “merchant” or
“merchant system” may also refer 1o one or more compiider systems operated by or
on behalf of a merchant, such as a server compuier executing one or more software
applications. A “point-of-sale (POS) system,” as used herein, may refer {o one or more
computers andfar peripheral devices used by a merchamt to engage in payment
fransactions with customers, including one or more card readers, scanning devices
{e.g.. code scanners), Blustooth® comimunication receivers, near-field communication
(NFCY receivers, radio frequency identification (RFID) receivers, andfor other
contactiess transceivers or receivers, contact-based receivers, payment terminals,
computers, servers, input devices, and/or cther ike devices thal can be used to initiate
& payment fransaction.

{0082] As used herein, the term “payment device” may refer to a payment card (e.g.,
a credit or debit card}, a gift card, a gmartcard, smart media, a payrall card, a
healthcare card, a wristband, a machine-readable medium containing account
information, a keychain device or fab, an RFID transponder, a retailer discount or
loyalty card, a cellular phone, an electronic wallet mobile application, a PDA, a pager,
a security card, a compuling device, an apcess card, a wireless terminal, a
transponder, and/or the like. Iy some non-dimiling embodiments or aspects, the
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payment device may include volatile or non-volatile memory 10 store information {(e.q.,
an account identifier, a name of the account holder, and/or the like).

[0083] As used herein, the tenm “payment gateway” may refer {0 an entity andfor a
payment processing system operated by or on behall of such an entity {e.g., a
merchant service provider, a payment service provider, a payment facilitator, a
payment facilitator that contracts with an acquirer, a payment aggregatar, andfor the
like}, which provides payment services {e.g., ransaction service provider payment
services, payment processing services, and/or the fike) o one or more merchanis,
The payment services may be assaciated with the use of portable financial devices
managed by a fransaction service provider. As used herein, the term "payment
gateway system” may refer 1o one or more compuler systems, computer devices,
servers, groups of servers, andfor the like, operated by or on behalf of a payment
gateway.

[0084] As used herein, the term “server” may refer to or include one or more
computing devices that are operated by or faciliiate communication and processing for
multipie paries in a network environment, such as the Internet, although it will be
appreciated that communication may be facilitated over one or more public or private
network envirorsments and that various other arangements are possible,  Further,
muttiple computing devices {e.g., servers, POS devices, mohile devices, efc.) directly
or indiractly communicating in the nebwork environment may constitute a “system.”
Reference to “a server™ or “a processor,” as used herein, may refer to a previousiy-
recited server andfor provessor that is recited as performing a previous step or
function, a different server and/or processor, andfor a combination of servers and/or
processors. For example, as used in the specification and the claims, a first server
and/or a tirst processor that is recited as performing a first step or function may refer
1o the same or diferent server and/or a processor recited as performing a second step
or function,

{0085] As used herein, the term “transaction service provider™ may refer to an entity
that receives transaction authorization reguests from merchants or other entities and
provides guarantees of payment, in some cases through an agresement between the
fransaction service provider and an issuer institution. For example, a transaction
service provider may include a payment network such as Visa® or any other entity
that processes transactions. The term “transaction processing systemy” may refer to
one of more computer systems operated by or on behalf of a fransaction service
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provider, such as a ransaction processing server executing one or more software
applications. A transaction processing server may include one oF more processors
and, in some non-limiting embodiments or aspects, may be operated by or on behalf
of a transaction service provider.

{00B8]  As used hereiln, an elecitronic payment processing network may refer to the
communications betwesn one of more entities for processing the transfer of monetary
funds fo one.or more transactions. The electronic payment processing network may
include a merchant system, an acquirer system, a fransaction service provider, and
an issuer system,

[0087] Non-limiting embodiments or aspects of the present disclosure are directed
o a system, method, and computer program product for secure real-time n-party
computation. As used herein, “computation” may refer to any joint effort between
computing devices where independent inputs are combined to produce a result based
on each input. For sxample, computation may include, but is not limited to,
mathematical computation, data compilation and exchange, execution of contracls,
fransactional exchange, andfor the like, It will be appreciated that described systems
and methods for two-party exchange may be expanded to n-party computations,
wheare n > 7. Described embodiments and aspects improve upon prigy art technical
solutions by providing an architecture for secure, fairness-assured joint computation.
The described systems and methods provide fair secure computation with faitback
mechanisms if a panicipating party should cease cooperation. No third party
intermediary computing devices need fo be involved o asswre faimess, reducing
communication fime associated with oulside transmissions, and decreasing the
number of party resources involved.  Furthermore, the described systems and
methods remove the possibility of a third pary intermediary computing device
colluding with one of the parties, thereby threatening security and faimess. In the
present described methods, a corrupt party cannot receive the final output without the
assurance that other pardicipating partiss also have access t0 joint computation.
Moreover, the computation and exchange of information can happen in real-time to
other processes {&.q., ransaction processing} by not relying on third party verification
services.

f0088] in addition to the above-described technical improvements, described
systems and methods provide a more computationally efficient pracess for multi-party
computation by not relying on a shared ledger {e.g., a blockehain), except and untl

19



WO 2022/125847 PCT/US2021/062731

any pary proves 1o be malicious and aborts early, This configuralion reduces the
number of computational rescurces and independent communications reguired o
execute fair multi-party compuiation,

Protocol Terminclogy

{0089] As used herein, a "proadeast” protocol for n parlies (P, Pl where a
commander Pe & [P, P} inputs a message m, terminates with properties of
agreement and validity. Agreement states that all honest parties output the same
value, and validity states that all parties output m i the commander is honest. The
{erm “broadcast”’ may refer to the Dolev-Strong broadeast profocol.

[0080] As used herein, a "trusted execution environment” {TEE)} may refer to a
secure area of a main processor. A TEE may guarantee that code and data loaded
inside is profected with respect to confidentiality and integrity. An enclave program is
an isolated region of memory, containing both code and data, protected by the TEE
platform {(where trustis only placed in the processor manufacturer). On TEE platforms
{e.g., Intel® SGX, Sanctum™, efc.), the central processing unit {CPU) monitors all
memaory accesses to ensure that non-enclave software {e.y., operating system,
Hypetvisor®@, basic inputioutput system (BIOS) software, system management mode
{SMM) firmware, &lc.) cannot access the enclave’s memaory, In addition o isolated
execution, as used herein, the TEE platform may provide a primitive for remote
attestation. At any time, the enclave software may request a signed message, called
a "quote”, binding an enclave-supplied value 1o that enclave’s code identity {e.g., as a
hash-based measurement),

{00911  As used herein, described protocols may make use of a shared, append-
only ledger. This ledger may be refarred 1o in the context of a “hulletin board”
absiraction. The shared ledger alfows parties to get the contens of the ledger and
post arbitrary strings on #. Furthermore, on successfully publishing a string on the
shared ledger, any party can request a proof (e.g., a publicly verifiable proof) that the
string was indeed published, and the shared ledger guarantess that the string will
never be modified or deleted. Hence, the shared ledger may also be referred to as an
append-only ledger. in some non-limiting embodiments or aspects, the shared ledger
may be instantiated using forkdess blockehains, e.g., permissioned blockchains, or by
blockchaing based on proof-of-stake.
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[0092] In some non-limiling embodiments or aspects, described protocols may
make use of an environment where the parties have a fully connected network with
point-to-point communication channels and can communicate in synchronous rounds
{e.g., stages of steps executed sequentially over time}. Morsover, described protocols
may include a public key infrastructure amongst the parties, where each part has a
public key phiand g private key sk The honest parties use a key generation algorithm
{o generate the key-pait. Malicious parties may generale arbitrary keys. Prior to
runming the coin-fossing protocol {described further below), all parties have the same
vector of public keys of afl other pardicipants. The coin-tossing protocol may include a
public key encryption scheme and digital signature scheme, which enables the parties
o communicate via authenticated channels, thersby preventing an adversary from
modifying messages or injecting messages that clainy {o be from a different (honest)
pany.

Two-Party Protocol

[0093] I some non-imiting embodiments or aspects, described is a protocol
tailored to the two-party setting, which may be simpler and more round-efficient {e.g..
fewer stages of steps) compared to the generalized n-party protocal. The goal of the
two-parly protocol is as follows. The parties wish to perform a joint secure computation
of some function f over private inputs from both parties, with fairmess: either both
parties get the output of £ or no one does. The described two-party protocol improves
over prior technigues, in that the protocol avoids posting to the shared ledger in the
case where the parlies behave honestly and follow the protocol's steps (thersby
reducing the recruitment of additional computer resources to the mulii-party
computation},  Second, the described two-parly protocol enables pre-processing,
where subseguent evaluations of f {over different inputs from the two parties} can
amortize the work from the earlier phases of the protocol—this helps o reduce the
round complexity (e.g., fewer steps per stags) of the protocol.

f0094] The described two-party protocol roduces the problem of fair secure
computation to fair reconstruction of an additive secret sharing scheme, by encrypting
the output of funder a randomiy chosen key k, and distributing xor shares of kto both
partiss-—xor ensuras that sach share reveals zero information about & In that sense,
the reconstruction protacaol’s responsibility is. 10 ensure fair exchange of the shares
held by each party. It will be apprecigted that two-parly fair exchange implies fwo-
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parly fair computation, and vice versa. In this approach, both parties are on a shared
ledger, and one of the parties has access 0 a TEE.
[0095] The protocol includes a fallback mechanism (o be invoked by the TEE-
possessing party) containing a TEE-ledger interaction that gives the decryption key k
to all parties—during malicious behavior, the non-TEE parly may wait for the other
party {o perfam this TEE-ledger interaction, or else, the non-TEE parly is guaranteed
that no party gels & thus ensuring fairmess to both parties. The described protocol
has the parties share their keys with sach other in g particular sequence, where
regardless of when the other party deviates from the protocol {g.g., aboris), the other
party has a mechanism to terminate the protocol with fairness.
[0098] The prolocol commences with a pre-processing step which loads both
parties’ computational shares (.., inpuis) in the TEE, which is useful during the TEE-
iedger interaction in the event of malicious behavior. This step may only need to be
performed once for mudtiple invecations of the two-party protocol {e.g., Tor multiple
evaluations of the function fi. The pre-processing phase “loads” the TEE with a secret
key from which kis derived for each instance of the two-party protocol. To that end,
instead of choosing & randomly, &k may be derived from long-term secref keys held by
both parties and a unique nonce for that instance of the two-party protecal. Then, the
{unfair) MPC may receive the keys, e.g., msky and miskz, as input from both parties,
atong with the common value of nonce; and may produce the ouiput encrypted under:
Formuia ¥

k = PRF(msky & msks, nonce)
{0097} The two-party protocol terminates in both patties getling the decryption key,
which is no use if the parties are not given the encrypted outputs. Therelore, as a first
step in the falr exchange protocol, the second party Pe sends a signaturs signifying
P:'s receipt of the encrypted cutput. Should Pe not send this message, the protacol
may abort and no party may leam the outputl. Although Pe can abort i Pe does not
attain the encrypted cutput from the two-party protocol, a malicious first party Py may
still carry out the {allback mechanism, which uses a TEE-ledger interaction to provide
the decryption key to both parties with fairness, and which would not be useful to Py
without the encrypted output. The signature protects P: against Py maliciously
initiating the fallback TEE-ledger interaction. it will be appreciated that it suffices for
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only Py o receive Pa's signature, since only Py may use Pi's TEE o trigger the TEE-
ledger interaction.

[0098] The two-party protocol furtther imposes an order in which the parties reveal
their shares 1o each other. Since only Py has a TEE and can invoke the faliback
mechanism as a recourse against malicious behavior, Py is requived to first send Py's
share to Pa. it will be appreciated that alternative approaches, such as P sharing first
or simultaneous sharing of the shares,; opens the possibility of Py altaining all shares,
leaving Pz without any recourse.

{00991 if Pareceives a share from Py, Pe gends Po's share to Py, While itis possible
that P+ could abort the protocot {in which case, no parly gets both shares), there is
also a possibility that P: may maliciously avoid sending the messages to Pz and may
instead trigger the falthack TEE-ledger mechanism. For that reason, if Pz does not
receive any message, Pq reads the shared ledger thereafter, searching for messages
from a potential rigger of the fallback mechanism. If either party deviates from the fair
exchange protocol, the fallback mechanism may be employed. Py is required to post
a message to the shared fedger containing the aforementioned signature from Py, and
the decryption key {encrypted under Py's public key). Both parties may retrieve the
ledger entry to complete the profocol. For Pa, the ledger entry contains the decryplion
key, which P2 outputs. Meanwhile, Py provides the proof of publication {denoting that
the entry was successfully posted on the shared ledger) to the local TEE, which
proceads to verily the proof and release the decryption Key lacally to Py

[0100] For the purpose of further Hlustration, two-party falr reconstruction, including
a first party {Py) and a second party {P2), may be further described as a process
ocowrring in a series of rounds. Rounds, as used herein, may refer o sequential
stages in which one or more steps of the described method oceur. For two-party fair
reconstruction, P+ may launch a TEE, which aftesis itself 0 Pz and establishes a
session key sk with Pz, Pz may use this session key skio encrypt its inputs. The TEE
may also generate @ master session key msk, which is always kept within the TEE and
is used to derive the one-time key &=PRF/msk id), where idis the function svaluation's
unique identifier. For illustrative purposes, Py may be associated with a TEE, and P;
may not be associated with a TEE. 1t may be assumed that both Py and P: have
access to a shared ledger (L), The function “Enc” may denole an encryption function,
the function "PRF” may denate a pseudorandom function, and the function “Sign™ may
denote a digital signature function.
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[0101] Iy Bound 0, P, wails for input Enc{sh.xzlifid from Pa. Alsoin Round 0, P2
sends input Encfsk xez)jiidto Py, In Bound 1, Py sends encrypted output mi=Enctk.y)
o P, where k=PRFimskid). Alsc in Bournd 1, P2 walls for encrypted oulput
mi=Enciky)from Py If Pz does not receive mi, then P2 may abort the reconstruction
process. In Round 2, Py waits for sighature ma=sign(skz /d} from Pa. If no message
is received, then Py may abori the reconstruction pracess. Also in Bound 2, Py sends
signature mZ=sign{ske.idito P signifying that P; got the encrypied output from Round
1. In RHound 3, Py sends mI=Encipkak} 1o Pa. Also in Round 3, Pz wails for
m3=Encipks K} from Py In Round 4, Py walts for md=Encipk. k) from Fa. Algo in
Round 4, i P2 received m3 fram P4, then Py may send md=Encipk: &} o Py and return
k. 1 Padid not receive m3, Pz may sleep {e.¢.. do nothing). in Round 5§, it Py does not
receive m4, then Py may frigger a faliback process by posting Encipiekjto L. Alsoin
Round 5, Po may sieep. In Round 8, Py receives proof of publication from L and
provides the proot of publication to TEE ta get k. Alsc in Round 8, party Pz receives
proof of publication and entry from L to get &

N-Party Fair Computation
[0102] The present disclosure further provides a generalized protocol for n-party

fair computation. The goal of the protocol is to perfotm a joint secure compuiation of
some function f over private inputs from alt n parties, with falrmess. A fair exchange
indicates that either alf the panties receive the output of function 1, or no party does.
[0103] The described n-party profocol is designed for an optimistic execution off-
chain, where the protocol avoids posting to the shared ledyger when the parties behave
honaatly and follow the protocol’s steps. This reduces computational resources when
comparsd o other methods that requite posts 10 the shared ledger throughout the
process. Second, the protocol enables pre-processing, where subsequent evaluations
of F{over different inputs from the n parties) can amontize the work from the earfier
phases of the protocol. This helps to improve the round complexity of the protocol.
[0104]  in the n-parly protocol, the problem of fair secure computation is reduced fo
fair reconsiruction of an additive secret sharing scheme, by encrypling the oulput of f
under a random key &, and distributing xor shares k+,... ks of &k to all n parties, such
that:

Farmula 2

k=kia...8k,
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Distributing xor shares ensures thal each share reveals zero information about & In
that sense, the reconstruction protocol’s responsihility s to ensure fair exchange of
the shares held by each parly. The n-party protocol may give each party the encrypted
output and that party's share of A Moreover, all parties are on a shared ledger, and {
out of nparties have access to a TEE (for a corruption threshold tin a static corruption
madel).

[0105] The n-party protocol relies on a fallback mechanism, to be invoked by any
TEE-possessing parly that detecls malicious behavior, containing a TEE-ledger
imeraction that gives the dectyption key k1o all parties. Duiing malicious behavior,
the non-TEE parties may wait for some honest TEE-possessing party to perform this
TEE-ledger interaction, or else, they are guaranieed that no party geis & thus ensuring
fairness to all n parties. The {echnical challenge addressed by this protocol’s design
is to have the parties share their keys with sach other in a safe sequence, where
regardiess of when a malicious parly deviates from the protoco! {e.g., aborts after
receiving sufficient shares), the other parties have a mechanism {o carry aut the
remaining protocol steps with the guarantee of fairness.

[0106] The n-party protocol may be execuled between nparties P, Pa. Atahigh-
level, if all parties behave honestly {optimistic setting). the protocol terminates in a
fixed number of rounds with no interaction with the shared ledger. Moraover, if any
party behaves maliciously, the protoco! elther terminates (when there Is a quarantee
that no party could have recovered the key k), or uses a TEE-ledger interaction to
deliver k to all parties with falrmess.

[0107] Similar fo the two-party protocol, the n-party protocol may be commenced
with a pre-processing step whete parties submit their secrets o all ¢ TEEs, which is
useful during the falback TEE-ledger mechanism in the event of malicious behavior.
Similar to the two-party protocol, the output of fis encrypted under a key k thatis not
chosen randomly, but is instead generated from long-term secret keys held by all
parties. Specifically, the {unfal) multparty computation protocol encrypts the output
of funder key:
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Formula 3

& = PRF{msky & ... & msky. nonce)
where each party Py maintains a long lerm secret key msk and inputs said long-term
secret key 10 each instance of the protocol.  Hence, the pre-processing step is
amortized across several instances of the unfalr multi-party computation protocol and
the fair reconstruction protocols.
[0108] The n-party protocol guarantess that alt » parties {or no parties) attain the
decryption key, but that is of no use if any subset of the parties do not get the encrypted
output from the {unfair) multi-party computation protocol exacution. Therefore, as a
first step in the fair reconstruction protocol, each party sends a signature signifying
their receipt of the encrypled output. The signature is sent only 1o the I parties with
TEEs, and having all n signatures is a prerequisite for the faliback TEE-ledger
mechanism that gives kto al parties. {t will be appreciated that a malicious party can
fater carry out the fallback mechanism that uses a TEE-ledger interaction fu provide
the decryption key 1o all parties with faimess, but that mechaniam is of no use fo a
party that does not receive the encrypted output.  Therefore, the signature protects
nonsmalicious parties from malicious parties initiating the fallback TEE-edger
interaction.
{0109] The n-parly protocol imposes an order in which the parties reveal the shares
to each other. Since only paries with TEEs can invoke the faltback mechanism
{described below) as a recowrse against malicious behavior, the n-party profocol
imposes an order where each parly P € (Ps,... Pi} first sends s share of kio each 7
€ {Ps,....Ps}. Notethat altemative approaches, such as Py sharing first or simultaneous
sharing of the shares, ppen the possibility of some malicious party P attaining all
shares, leaving an honast party P without any recourse.
01101 On receiving all f shares, each non-TEE party Py may send ifs share of kto
each TEE-possessing party Pi. i a Py did not receive al £ shares, then i may transition
to the faliback mechanism {described below). While it is possible that Py did notreceive
& share because a TEE parly Py aborled the protocol, it may be possible that P acted
malicicusly and withheld its share & from Py and instead proceed to trigger the {altback
TEE-edger interaction. Therefore, party P cannot simply abort, but must read the
shared ledger in the subseguent time peried for a TEE-edger interaction, which is
designed to release ko all parties.
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[0111]  Any parly to get all n shares may broadceast ko all parties. For example, i
any honest party (TEE or non-TEE) receives all n shares of k then said party
broadeasts & to all parties. If the party did not get all 7 shares, then said parly may
attempt to receive & from an honest party. If the party still doeg not get & then it may
enter the fallback mechanism.

{0112] The faliback mechanism constifutes a TEE-ledger interaction. Any TEE-
possessing party Prcan post a message {o the shared ledger including all nsignatures.
The signatures not only indicate that all parties have the encrypted output, but posting
them on the ledger enables any of the other TEE parties to carry out the next steps of
the faliback mechanism. 1t will be apprecigted that it is possible that a malicious party
did not send its signature to a TEE party at the beginning of the n-party protocol. In
the next steps of the fallback mechanism, reading the ledger entry provides a proof of
publication that indicates that the entry was successiully posted on the shared ledger
and is accessible to all parlies. On providing this proof to the TEE, any TEE-
possessing party can advance the protocol by posting a second message on the
shared ledger. This message conlains an encryption key k under the public keys of
all non-TEE parties. Finally, all parties may refrieve the ledger entry to complete the
faliback mechanism. For non-TEE parties, the ledger entry contains the decryption
key. On the other hand, each TEE-possessing party provides the proof of publication
{denoting that the entry was successiully posted on the shared ledger} to the local
TEE, which praceeds to verify the proof and release the decryption key locally to that
party.

N-Party Fair Coin Tossing

{01131 Further described is a fair n-pary coiny tossing protocol, for arbitrary n. The
described coin tossing protocol lets each parly P input a chosen {randomy) bit &, and
the honest parties oulpwt the xor of bits from all honest parties. The coin tossing
protocot is based on the premise that parties perform the protocol steps obliviously,
a.¢., without any knowledge of the bits from the other parties, untit the final step of the
protoco! returns the output.  In other words, the attacker does not leam the inputs of
honest parties from thelr messages until the last step where the uniformily random
outputis produced. This is achieved by having parties broadcast an encryption of thelr
chosean bits under a key known only {o the fenclaves, .g., even the parties who control
the TEEs do not learn the bits. Next, any party with a TEE broadcasts the enclave
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private key to all parlies, allowing each party to decrypt the chosen bits of all other
parties and compute the cutput.
[0114] The ¢ parties with TEE nodes launch an enclave program on their local
machine. As a first step, the coin-tossing protocol generates ephemeral public key
encryption {(PKE)} keys within enclaves, and communicales the public key material 1o
all parfies for establishing a secure channg! with the enclave. To that end, each
enclave execules:
Formula 4

{epk;, esk;) « PKE.Keygen(4)
and returns enclave public key epkito the local party P; while keeping enclave privale
key eski in enclave private memuory, Then, all of the f parties engage in a broadcast
protocot {in parallel} 1o send their epkito all parties Pu....,A. Specifically, each A &
{Pi.... P invokes the broadeast protocol with the following message:
Formuda &

pi s quoteywi&rey. epki ), where (epk;, esk;) « PKE Keygen(1 *y

{01158] Each instance of the broadeast protocol requires £+7 rounds (where His the
corruption threshold and also the number of parties with a TEE}, and all t parties
execute an instance of the profocol in parallel, where each parly acts as the
commander in thelr own instance of the protocol.

[0118] Since the later steps of the coin tossing protocol use broadeast of encrypled
messages, the protoco! establishes a shared key for use by all parlies, whose private
component will be kept within the enclaves {ta prevent the partiss from prematurely
learning other parties’ inputs). By establishing a shared key for all {uture encryptions
by all parties, the protocal may progress sven when some parties with TEEs abort.
The protocol may also optimize the message lengths as they contain the engryplion
under only one key. To that end, the protocol establishes a PKE key that is shared
with all enclaves and is used by all parties 1o encrypt thelr bits, The enclaves are
tasked with holding onto this key until all parties have broadceasted thelr chosan bits,
preventing any party from learning an honest party's chosen bit. One party is sslected
as a leader {e.g.. P} 1o generate a PKE key from within its enclave and broadcast the
public key material to all partfes and the secret key material to the enclaves (by
encrypting under their keys from the previous step). Should the leader act maliciously
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{e.g., the honest parties output 1 af the end of the breadceast protocal), the protocol
retries with the next leader, where leaders terate from Py 1o Py I all 1 parties with
TEEg act maliciously during this step, then the remaining n -~  honest parties execute
an honest variant of the fair coin tossing protocol (where the honest parties simply
broadceast their chosen bils o other honest parties in the clear).

{01171  All »y parties must broadcast thelr chosen bits to every other party, but they
cannot simply expose these values in the clear last the adversary bias the final output.
Givan that a shared public key pk has been established, each party P: signs and
encrypts its bit biunder the key pk. The signature prevents copycat attacks, where an
aftacker copies an honest parly’s bit and biases the oulpul. Each party Py futther
broadeasts the signed ciphertext to the other parties:

Formula 8

pi : PKE.Enc(pk, S.Sig(sky, . b))

Ciphertexis can only be decrypted within the TEEs, as all copies of the private key sk
are stored within enclave memory. Security I8 achieved (e.g., adversarial bias is
prevented) by having the parties carry out the protocol while remaining oblivious of
each other's chosen bits. Hence, a corrupt party may choose o deviate from the
protocol but must make this decision withoui knowledge of the honest patties’ inpuis.
This allows the final output of the honest parties’ to be unblased.

[0118] The broadcast protocol ensures that all honest parties have the encrypted
bits of all other honest parties. To computs the final output bit, which is the xor of all
patties’ bits, the private key sk must be exposed out of the enclave and shared with
all the pafties. To that end, each party with an enclave exiracts encryptions of sk
under each of the non-enclave public keys from itg local enclave and broadeasts this
to all parties, as indicated below.

Formula 7

qumeH\wx;(ES‘fc,r, { PKE.Enci{pk;, sk) }is )

At the end of this phase, honest parties without @ TEE agree on whether any of them
obtained the vector of encryptions of sk, Hf none of them received the encryptions,
then this means that all { parties with TEESs acled maliciously during this step. in this
case, the remaining 1 ~ t honest parties may executs an honest variant of the fair coin
tossing protocol {e.g.. one honest parly picks a random bit and sends it {o all other
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parfies). This works because, at this point in the protocol, the t malicious parties {(e.g.,
all those possessing TEES) are unaware of the final output, and thus their decision to
abort is independent of the value of the coin. On the other hand, sven when one party
with a TEE acts honestly, then all honest parties without a TEE obtain sk from the
broadcast and are able fo decrypt the encryptions and obtain the cutput. In a scenario
with at least ong honest party with a TEE, sald parties may then instruet their enclave
{0 release sk following which they are able to decrypt the encryplions and obtain their
output.

Hustrated Non-Limiting Embodimenis and Aspecis

[0119]  Hefering now to FIG. 1, Hlustrated is a diagram of an example envirpnment
100 in which devices, systems, andlor methods, described herein, may be
implemented. As shown in FIG, 1, environment 100 includes a first computing device
102 associated with a first pasty, a trusted sxecution environment {TEE} 104, one or
more other computing devices 106 associated with parties other than the first party, a
shared ledger 108, and a communication network 110, The TEE 104 may be
associated with andfor implemented on the same device as the first computing device
102. One or more other ledgers 108 may he used, which may be accessible by one
or more other computing devices 106. The shared ledger 108 may include an append-
only blockchain, e.g., permissioned blockchains, and may be configured to be
accessible only by computing devices that contribute to the computation {e.g., a first
computing device 102 and at least one other computing device 108).

{01201 One or more other TEEs 104 may be associated with andfor implemented
on other computing devices 108, according 1o the steps disclosed herein.
Communication network 110 may include one or more wired and/or wireless networks.
For example, communication network 110 may include a celiular network {e.g., a long-
tarm evolution (LTE®) netwark, a third generation (3G} network, a fourth generation
{4G) network, a code division multiple accass (CDMA) network, andor the like}, a
public tand mobile network (PLMN}, a local area network (LAN), a wide area network
{WAN), a metropolitan area network (MAN}, a telephone network {e.g., the public
switched telephone network {(PSTN}). a private network, an ad hoc network, a mesh
network, & beacon network, an infranet, the Internst, a fiber oplic-based network, a
cloud computing network, and/or the like, and/or a combination of these or other types
of networks.
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[0121] Iy some non-limiting embodiments o aspects of multi-party computation
between two parties, first computing device 102 may communicate a first computation
input {e.g., the first party’s contribution to the computation) and a first portion {e.g.,
share} of a one-time key to the TEE 104. TEE 104 may receive a second computation
input {e.q., a second party's confribution to the computation} and a second portion
{e.g., share} of the one-time key from at least one other computing device 106, TEE
104 may generate the one-time key from the first portion of the one-time key and the
second portion of the one-time key. The TEE 104 may further generate the one-time
key from a unique norce associated with an instance of the computation {e.g., for each
iteration of the computation when multiple successive computations are carried ouwt
between parfies). The first portion of the one-iime key may be generaled from a
private key {e.g., of a private-public key pair} associated with the first computing device
102, The second portion of the one-time key may be generated from a private key
{e.g., of a private-public key pair) associated with the at least one other computing
device 106. The first portion and the second pottion of the one-time key may be
communicated to the TEE 104 in a first ime pericd and used by the TEE 104 o
generate a plurality of one-ime keys over successive instances of multi-party
computation in subsegquent time periods. TEE 184 may generate the computation
based on the first computation input and the second computation input. TEE 104 may
further encrypt the computation result using the one-time key to produce an encrypted
output. First computing device 102 may recelve the encrypted oufput from the TEE
104.

[0122] First computing device 102 may further communicate the encrypled output
fo at least one cther corhputing device 108, In response to receiving the encrypled
output, the at least one other computing device 108 may genergle a digital signature
indicating that the al least one other computing device 106 received the encrypted
cutput, First computing device 102 may receive the digital signature from the at least
one other computing device 106, In response to receiving the digital signature, fivst
computing device 102 may communicate the first portion of the one-time key o the at
least ane other computing device 108, The first computing device 102 may then wait
o receive the second portion of the one-time Key from the at least one other computing
device 106,

{01231 0 response o receiving the second portion from the at least ane ather
computing device 108, the first computing device 102 may determine the one-time key
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from the first portion of the one-time key and the second portion of the one-time keay.
The first computing device 102 may further detenmine the computation by decrypting
the encrypied output with the one-time key,

{0124] Inresponse to not receiving the second portion of the one-time key from the
at least one other computing device 108, the first computing device 102 may execute
a fallback computation process using the TEE 164 and a ledger accessitie 1o both the
first computing device 102 and the at least one other computing device 106 to
determine the computation.

[0125]  in some nor-limiting embodiments or aspects, the first computing device 102
may execute the {allback process in a series of steps. First computing device 102 may
publish, {o the shared ledger 108, the first portion of the one-time key and the digital
signalure received from the second computing device. The one-lime key that is
published to the shared ledger 108 may be encrypted with a public key associated
with the at least one other compuling device 108, First computing device 102 may
receive a proof of publication from the ledger 108 and input the proof of publication to
the TEE 104, TEE 104 may validate the proof of publication and, in response, send
the one-time key, or the second portion of the one-time key, to the first computing
device 102, First computing device 102 may receive the one-time key from the TEE
104, or the second portion of the one-time key with which the one<ime key may be
derived, and determine the computation by decrypting the encrypted outpul with the
one-time key.

[0126] The nurmber and arrangement of devices and networks shown in FIG. 1 are
provided as an sxample. There may be additional devices andfor networks, fewser
devices andfor networks, different devices and/or networks, or differently afranged
davices andior networks than those shown in FiG, 1. Furthermore, two or more
devices shown in FIG. 1 may be implemented within a single device, or a single device
shown in FIG. 1 may be implemented as multiple, distributed devices. Additionally or
alternatively, a set of devices {a.g., one or more devices) of environment 100 may
perform one or more functions describad as being performed by another set of devices
of enviranment 100.

[0127] Beferting now to FIG. 2, illustrated is a diagram of example components of
device 200. Device 200 may correspond o one or more devices of a first computing
device 102, a trusted execution environment (TEE) 104, ane or more other computing
devices 106, a shared ledger 108, andfor a communication network 110. In some non-
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limiting embodiments or aspects, one or more devices of the foregoing may include at
least one device 200 and/or at least one component of device 200. As shown in FIG.
2, device 200 may include bus 202, processor 204, memaory 208, storage component
208, input companent 210, output component 212, and communication interface 214.
{0128] Bus 202 may include a component that permits communication among the
components of device 200, In some non-limiting embodiments or aspects, processor
204 may be implemented in hardware, scfiware, or a combingtion of hardware and
software,  For example, processor 204 may include a processor {e.g.. a ceniral
processing unit (CPUY, a graphics processing unit {GPU), an accelerated processing
unit {APU), elc.), a microprocessor, a digital signal processor (DSP), andior any
processing componert {(e.g., a Held-programmalsle gate array (FPGA), an application-
specific integrated circuit (ASIC), eic.) that can be programmed to perform a function,
Memaory 208 may include random access mamory {RAM), read-only memory (ROM),
andfor another type of dynamic or static storage device {a.g., Hlash memory, magnetic
memary, optical memary, stc.) that stores information andfor instructions for use by
processor 204.

[0128]  Storage component 208 may store information and/or software related to the
operation and use of device 200. For example, storage component 208 may include
a hard disk {e.g.. & magnetic disk, an optical disk, a magneto-optic disk, a solid slate
disk, ste.), a compact disc (CD}, a digital versatile disc {DVD), a Hoppy disk, a
cartridge, a magnetic tape, andfor another type of computer-readable medium, along
with a corrgsponding drive.

[0130]  Input component 210 may nclude a component that permits device 200 to
receive information, such as via user input {&.g., a touchscraen display, a keyboard, a
keypad, a mouse, a button, a swilch, a microphone, a camera, etc.). Additionally or
alternatively, input component 210 may include a sensor for sensing information {e.g.,
a global posilioning system [GPS} componeant, an accelerometer, & gyroscope, an
actuator, stc.}. Cutput component 212 may include a component that provides output
information from device 200 {e.g., & display, a speaker, one or more light-emitting
diodes (LEDs), etc).

f0131] Communication interface 214 may include a transceiverdtke component
{e.g., a transceiver, a separate receiver and transmitler, sic.) that enables device 200
o communicate with ather devices, such as via a wired comnection, a wireless
connection, or a combination of wired and wireless connections.  Communication
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interface 214 may permit device 200 o receive information from another device andfor
provide information to another device. For example, communication interface 214 may
include an Ethernet interface, an optical interface, a coaxial interface, an infrared
interface, a radio frequency (RF) interface, a universal serial bus (LISB) interface, a
Wi-Fi® interface, a cellular network interface, and/or the like.

{0132] Device 200 may perform one or more processes described herein. Bevice
200 may perform these processes based on processor 204 executing software
instructions sitored by a computer-readable medium, such as memory 206 and/or
storage component 208, A compuler-readable medium {e.g., a non-transitory
computer-readable medium) is defined herein as a non-transitory memaory device. A
non-fransifory memory device includes memory space located inside of a single
physical storage device or memory space spresd across muttiple physical siorage
devices,

[0133] Scoftware instructions may be read info memory 208 andior slorage
component 208 from another computer-readable medium or from anather device via
communication interface 214, When executed, software instructions stored in memory
206 and/or storage component 208 may cause processor 204 to perform one or more
ocesses described herein. Additionally or alternatively, hardwired circuitry may be
used in place of or in combination with software instructions o perform one or more
processes described herein. Thus, embodiments or aspects described herein are not
fimitad to any specific combination of hardware circuitty and software.

[0134]  Memory 206 andfor storage component 208 may include data storage or ang
or more data structures {e.g., a database, andfor the like). Device 200 may be capable
of receiving information from, storing information in, communicating information to, ot
searching information stored in the data storage or one or more data structures in
memory 206 andior storage component 208. For example, the information may
include encryption data, input data, oulput dala, fransaction data, account dala, or any
combination thereof.

f0138] The number and arrangement of componeants shown in FIG. 2 are provided
as an example, In some non-fimiting smbodiments ar aspects, device 200 may includs
additional components, fewer components, different components, or differently
arranged components than those shown in FIG. 2. Additionally or alternatively, a set
of components {e.g., one or more components) of device 200 may perfarm one or
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more functions described as being performed by ancther set of components of device
200.

[0136] Referring now fo FIG. 3, provided is a method 300 for securs real-time n-
party computation, according to non-limiting embodiments or aspects. The steps of
method 300 may be executed by a first computing device 102, a TEE 104, and/or
another computing device 106, Cne or more steps of method 300 may be executed
by a same or different computing device as another step of method 300. While the
steps of method 300 are described with respect 10 a two-party computation, # will be
appreciated that the principles and steps may be expanded to, and applicable to,
higher numbers of parties as described herein.

[0137]  In step 302, a first computation input and a first portion of a one-time key
may be communicated. Forexample, g first computing device 102 may communicate,
to a TEE 104 associated with the first computing device 102, a first computation input
and 3 first portion of a ene-time key. Step 302 may be triggered in response to input
by a first parly user in an interface of the first computing device 102, Step 302 may
be procedurally and sequentially reguired before proceeding to step 304,

[0138] I stop 304, an encrypled output may be received. For example, first
computing device 102 may receive, from the TEE 104, an encrypled cutput of a
computation based on the first computation input and a second computation input.
The second computation input and a second portion of the one-time key may be
communicated o the TEE 184 by a second computing device (e.g., one of the other
computing devices 108) preceding step 304. The encrypted output may be encrypied
by the TEE 104 with the one-time key generated from the first portion of the one-lime
Key and the second pottion of the one-time key. Btep 304 may be procedurally and
sequentially required before proceeding o step 3086.

[0138] In step 306, the encrypted oulput may be communicated fo the second
computing device. For example, first computing device 102 may communicate the
encrypted output {recelved from the TEE 104 in step 304) to the second computing
device. Step 306 may be triggered in response to input by a first party user in an
interface of the first computing device 102. Step 306 may be procedurally and
sequentially required before proceeding o step 308,

01401  in step 308, a digital signature may be received from the second computing
device. For example, the first computing device 102 may receive a digital signature
from the second computing device indicating thal the second computing device
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received the encrypied oufput in step 308, Step 308 may be procedurally and
sequentially required before proceeding to step 310,

[0141]  In step 310, the first portion of the one-time key may be communicated to
the second computing device. For example, the first computing device 102 may
communicate the first portion of the ene-time key to the second computing device. If
the second camputing device sends its portion of the one-tims key back in return, the
first computing device 102 may proceed to determine the computation under a protocol
whers no faliback computation process is required (step 312}, i the second computing
device doeg not send its portion of the one-time key back in return, the first computing
device 102 may proceed o determing the computation under a protocol where the
fatback computation process is required (step 314). Step 310 may be procedurally
and sequentially required belfore proceeding o step 312 or step 314,

[0142]  Instep 312, the one-time key may be determined and the encrypted output
may be decrypted. For example, the first computing device 102 may, in response 1o
receiving the second portion of the one-time key from the second computing device,
determine the one-time key from the first portion of the one-time key and the second
portion of the onetime key, and determine the computation by decrypting the
encrypted output with the one-tims key.

[0143] In step 314, the fallback compuiation process may be executed. For
example, the first computing device 102 may, in responge o not receiving the second
portion of the one-lime key from the second computing device, execute a fallback
computation process using the TEE and a ledger accessible to both the first computing
device 102 and the second computing device to determine the computation.

{01441 Referring now o FIG. 4, provided is a method 400 for secure real-time n-
party computation, according to non-imiting embodiments or aspects. The steps of
method 400 may be executed by a first computing device 102, 8 TEE 104, and’or
another computing device 106. One or more steps of method 400 may be executed
by a same or diferent computing device as another step of method 400. While the
steps of method 400 are described with respect o a wo-party computation, it will be
appreciated that the principles and steps may be expanded to, and applicable to,
higher numbers of parties as described berein. |t will further be appreciated that
method 400 provides an illustrative fallback computation process for use in step 314
of FIG. 3.
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[0145] I step 402, the first portion of the one-time key and digital signature may be
published to the ledger 108. For example, first computing device 102 may publish the
first portion of the one-time key and digital signature received from the second
computing device 1o the ledger 108, Step 402 may be procedurally and sequentially
reguired betore proceeding {o step 404.

{0148] In step 404, a proof of publication may be recaived. For sxample, first
computing device 102 may recsive a proof of publication from the ledger 108 indicative
of the first portion of the one-time key and the digital signature being published to the
ledger 108. Step 404 may be procedurally and sequentially required before
proceeding 1o step 408.

[0147]  in step 4086, the proof of publication may be input to the TEE 104, For
example, first computing device 102 may input the proof of publication to the TEE 104,
Thiz will indicate to the TEE 104 that the first portion of the one-time key and the digital
signature were published to the ledger 108, Step 408 may be procedurally and
sequentially required before proceading to step 408.

[0148] 0 step 408, the one-time key may be received from the TEE 104. For
example, first computing device 102, in response to inputting the proof of publication
o the TEE 104, may receive the sne-time key from the TEE 104, } will also be
appreciated that the first computing device 102 may receive the second portion of the
one-time key, by which the one-time key may be determined in combination with the
firat portion of the one-time key. Step 408 may be procedurally and seguentially
required before proceeding o siep 410

[0149] In siep 410, the computation may be determined. For example, first
computing device 102 may determing the computation by decrypting the encrypled
output with the one-time key. In this manner, despite the second computing device
aborting the process early and not sending the second portion of the ona-time key to
the first computing device 102, the first computing device 102 has a means of
retrieving the oneime key as a whole iy & manner that also makes sure the second
computing device has access to the first postion of the one-time key, should the second
computing device's departure from the process been unintentional, e.g., due to an
eITor.

01501 Referring o FIG. 5, depicled is a schemalic diagram of a system 500 for
secyre, real-time, n-party computation, accarding 1o non-imiting embadiments or
aspects. The system 500 of FIG. 5 depicts a multi-party computation of two parties: a
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first party {P1} 502a and a second parly {Py) 502b. The above-described two-party
pratocol may be employed in the system 500, as shown. Each parly 502a, 802 is
associated with its own party data 504a, 504b, which may be stored on and
communicated by respective computing devices. For example, the first party 502a
possesses a first set of party data 504a on a first computing device, and the second
party 502b possesses a second set of party data 504b on a second compiding device.
The parties 502a, 502b work together to complete a joint computation 508 by
communicating their respective party data 504a, 504b for use in the joint computation
508, and to receive the output of the jpint computation 508 in an order of operations
that protects honest parties should a dishonest party break the protocol sarly.

[0151] Referring to FIG. 8, depicted is a schematic diagram of a system 600 for
secure, realtims, n-parly computation, according to non-limiting embodiments or
aspects. The system 800 of FIG. & depicts a mulil-party computation of more than two
parties: a first party {P1) 5023, a second party (Pz} 502b, and any number of additional
parfiss up o an nth paty (Pn) 502n. The above-described n-party protocal may be
employed in the system 600, as shown. Each party 502a, 502b, 502n is associated
with its own party data 5044, 504b, 504n, which may be stored on and communicated
by respective compuding devices. For example, the first party 502a possesses a first
set of party data 5044 on a first computing device, the second parly 502b possesses
a second set of pardy data 504b on a second computing device, and any number of
additional partias up to the nith party 502n may possess an nth set of party data 504n
on an nth computing device. The parties 502a, 502b, 504n work together o complete
a joint computation 808 by communicating their respective parly data 504a, 504b,
504n for use in the joint computation 806, and to receive the output of the joint
computation 608 in an order of operations that protects honest parties should a
clishonest party break the protocol early.

[0152] Relerring to FiG. 7, depicted is pseudocode for a methad for securs real-
time n-party computation, according o non-limiting embodiments or aspects. In
particutar, FIG. 7 depicts pseudocode for an enclave program for use in a two-party
fair exchange protocol. The process depicted i1 FIG. 7 may be hosted and executed
ana TEE 104,

f0153] Referring to FIGS. 8 and 9, depicled is pseudocade for a method for secure
regl-time n-party computation, according to non-imiting embodiments or aspects. In
particutar, FIGS. 8 and 9 depict pseudocode for a two-parly fair exchange profocol.
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The process depicled in FIGS. 8 and 9 may be executed by one or more computing
devices, including a first computing device 102 associated with a first party and at least
one other computing device 108 {e.g.. a second computing device) associated with a
second party.

{0154] Referring to FIG. 10, depicled is pseudocode for a method for secure real
fime n-party computation, according to non-limiting embodiments or aspects. In
partictdar, FIG. 10 depicis pseudocode for an enclave program for use in an n-party
fair exchange protocol. The process depicted in FIG. 10 may be hosted and executed
orr one or more TEE 104

[0155] Referning to FIGS. 11 and 12, depicied is pseudocode for a method far
secure real-time n-party computation, according to non-limiting embodiments or
aspects. In particular, FIGS. 11 and 12 depict pseudocode for an n-party fair exchange
protocol. The process depicted in FIGS. 11 and 12 may be executed by one or more
computing devices, including a first computing device 102 associated with a first party
and a plurality of other computing devices 106 associated with other parties.

[01586] Refering 1o FIGE. 13 and 14, depicted is pseudocode for a method for
secure realtime n-pady computation, according to nondimiting embodiments o
aspects. In particular, FIGS. 13 and 14 depict pseudoegode for an n-party fair exchange
protocot for a seiting including multiple ledgers 108. The process depicted in FIGS.
13 and 14 may be execuled by one or more compuiing devices, including a first
computing device 102 associated with a first party and a plurality of other computing
devices 108 associated with other parties.

[0157] Relering to FIG. 15, depicted is pseudocode for a method for secure real-
fime nh-party computation, according to non-limiting embodiments or aspects. In
particuar, FIG. 15 depicts pseudocode for an enclave program for use in an n-party
fair coin tossing protocol.  The process depicted in FIG. 15 may be hosted and
executed on one or more TEE 104,

{0158] Referring to FIGS. 16 and 17, depicted is pseudocode for a2 method for
secure reaktime n-party computation, according 1o non-iimiting embodiments or
aspects. In particular, FIGS. 16 and 17 depict pseudocode for an n-party fair coin
tossing protocol. The process depicted in FIGS. 18 and 17 may be executed by one
or more computing devices, including a first computing device 102 associated with a
first party and a plurality of other computing devices 106 associated with other parties.
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[0159] Although the disclosure has been described in detail for the purpose of
Hlustraion based on what is currently considered to be the most practical and non-
limiting embodiments or aspects, it is to be understood that such detall is solely for
that purpose and that the disclosure is not limited o the disclosed embodiments or
aspects, but, on the contrary, is intended to cover modifications and equivalent
arrangements that are within the spirit and scope of the appended claims. For
example, it is 1o be understood that the present disclosure contemplates that, to the
extent possible, one or more features of any embodiment or aspsect can be combined
with one or more features of any other embodiment or aspect.
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WHAT IS CLAIMED 18

1. A system for multi-party computation between a first party and a
second party, the system comprising:
a first computing device associated with the first party; and
a Urusted execution environment (TEE) associated with the first
computing device, wherein the first computing device is prograrmmed or configured to:
communicate, to the TEE, a first computation input and g first
portion of a one-time Key;
receive, from the TEE, an encrypted output of a computation
based on the first computation input and a second computation input, wherein the
second computation inpul and a second portion of the one-time key are communicated
to the TEE by a second computing device assotiated with the sscond party, and
wherein the sncrypled oulpul is encrypted by the TEE with the one-time key;
communicate the encrypted output o the second computing
device;
receive a digital signature from the second computing device
indicating that the second computing device received the encrypled output;
communicate the first portion of the one-time key to the second
computing device; and
{I} in regponse 1o recelving the second portion of the one-time kay
from the second computing device, determine the one-time key from the first portion
of the one-time key and the second portion of the one-time key, and determing the
computation by decrypting the encrypted output with the one-time key; or
(i} in response to not receiving the second portion of the one-time
key from the second computing device, execute a fallback computation process using
the TEE and a ledger accessible 1o both the first computing device and the sscond
computing device to determine the computation.

2. The system of claim 1. wherein the first computing device is
further programmed or configured fo, in the faltback computation process:

publish, to the ledger, the first portion of the one-time key and the digital
signature received from the second computing device;

receive a proof of publication from the ledger;
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input the proof of publication to the TEE;

receive the one-time kay from the TEE; and

determing the computation by decrypting the encryplted output with the
one-time key.

3. The system of claim 2, wherein the firgt portion of the onetime
key that is published 1o the ledger by the first computing device is encrypted with a
public key associated with the second computing device.

4, The system of claim 1, wherein the one-time key is generated by
the TEE from the first portion of the one-time key, the second portion of the one-time
key, and a unique nonce associated with an instance of the computation.

5 The system of claim 4, wherein the first portion of the one-time
key is generated from a privale Key associated with the first computing device, and
wherein the second portion of the one-fime key is generated from a private key
associated with the second computing device.

8. The system of claim 5, wherein the first portion of the one-time
key and the second portion of the one-time key are comynunicated to the TEE in a first
time pericd and are configured {o generate a plurality of one-time keys over successive
instances of multi-parly computation in subseguent time periods.

7. The system of clain 1, wherein the ledger comprises an append-
only blockchain and is configured to be accessible only by computing devices that
contribute to the compulation.

8, A computer program product for multi-panty computation between
a first party and a second party, the computer program product being stored on a first
computing device associated with the first party and comprising at least ans non-
fransitory computer-readable medium including program instructions that, when
executed by at least ane processor of the first computing device, cause the at least
oNe processor to)
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communicate, 10 a frusted execution envivonment (TEE) associated with
the first computing device, a first computation input and a first portion of a one-time
key:

receive, from the TEE, an encrypted output of a computation based on
the first computation input and a second computation input, wherein the second
computation input and a second portion of the one-time key are communicated to the
TEE by a second computing device associated with the second party, and wherein the
encrypled output is encrypled by the TEE with the one-lime key:

communicate the encrypted cutput o the second computing device;

recelve a digital signature from the second computing device indicating
that the second computing device recsived the encrypled output;

communicate the first portion of the onedime key fo the second
computing device; and

{i} in response to receiving the second portion of the one-time key from
the second computing device, determine the one-time key from the first portion of the
one-ime key and the second portion of the one-time key, and determine the
computation by decrypting the encrypted output with the one-time key; or

{if} in response o not receaiving the sscond portion of the one-time key
from the second computing device, execute g fallback computation process using the
TEE and a ledger accessible to both the first computing device and the second

computing device to determing the compuiation.

8. The computer program product of claim 8, wherein the program
instructions further cause the at least one processor 1o, in the falbback computation
rocess:

publish, to the ledyer, the first portion of the one-time key and the digital
signature received from the second computing device:

receive a proof of publication from the ledger;

input the proof of publication o the TEE;

receive the one-time key from the TEE; and

determine the computation by decrypling the encrypted output with the
one-time key.
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10.  The computer program product of claim 9, wherein the first portion
of the one-time key that is published 1o the ledger by the at least one processor i
encrypted with a public key associated with the second computing device.

11.  The computer program product of claim 8, wherein the one-time
key is generated by the TEE {rom the first portian of the ane-time key, the second
portion of the one-time key, and a unigue nonce associated with an instance of the
computation.

12, The computer program product of claim 11, whersin the first
portion of the one-time key is generaled from a privale key associated with the first
computing device, and wherein the second portion of the one-lime key is generated
from a private key associated with the second computing device.

13, The computer program product of claim 12, wherein the first
poattion of the one-time key and the second portion of the one-time key are
communicated to the TEE in a first time period and are configured to generate a
plurality of one-time keys over successive instances of mudti-party computation in
subseguent ime periods.

14. The computer program product of claim B, wherein the ledger
comprises an append-anly blockchain and is configured fo be accessible only by
computing devices that contribute to the computation.

15. A computer-implemented method for multi-party computation
between a first parly and a second parly, the method comprising:

Communicating, with at least one processor of a first computing device
assoctated with the first party, {0 a trusted execution environment {TEE) associated
with the first computing device, a first computation input and a first portion of a one-
fime key,

receiving, with at least one processor of the first computing device, from
the TEE, an encrypied outpul of a computation based on the first computation input
and a second computation input, wherein the second compudation inputand a second
portion of the one-lime key are communicated to the TEE by a second computing
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device associated with the second party, and wherein the encrypled output is
encrypted by the TEE with the one-time kay,

communicating, with atleast one processor of the first computing device,
the encrypted output to the second computing device;

receiving, with at Jeast one processor of the first computing device, a
digital signature from the second compiting device indicating that the second
computing device received the encrypted output;

commusticating, with at least one processor of the first computing device,
the first portion of the one-time key 1o the second computing device; and

in response o not recelving the second portion of the one-fime key from
the second computing device, executing, with al least one procsssor of the first
computing device, a faliback computation process using the TEE and g ledger
accessible ta both the first computing device and the second computing device to
determine the computation.

16. The method of claim 15, wherein the fallback compuiation
process comprises:

nublishing, with at least one processor of the first computing device, 1o
the ledger, the first portion of the one-time key and the digital signature received from
the second computing device;

recaiving, with at least one processor of the first computing device, a
proof of publication from the ledger;

inpuiting, with at least one processor of the first compuling device, the
proof of publication to the TEE;

receiving, with at least one processor of the first computing device, the
one-time key from the TEE; and

determining, with at least one processor of the first computing device,
the computation by decrypting the encrypted output with the one-time key.

17.  The method of claim 16, wherein the first portion of the one-tims

key that is published to the ledger is encrypted with a public key associated with the
second computing device.
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18.  The method of claim 15, wherein the one-time key is generated
by the TEE from the first portion of the one-time key, the second portion of the one-
time key, and a unigue nonce associated with an instance of the computation,

18, The method of claim 18, wherein the first portion of the gne-time
key is generated fram a private key associated with the first computing device, and
wherein the second portion of the ohe-lime key is generated from g private key
assoociated with the second computing device.

20.  The method of claim 18, wherein the first portion of the one-time
key and the second portion of the one-time key are communicated fo the TEE in a first
fime period and are configured to generate a plurality of one-time keys over successive
instances of multi-party computation in subsequent time periods,
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