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WD 2008/ 004250 PCT/ | N2007/ 000270 DESCRI PTI ON: VEHI CLE
TRACKI NG AND SECURI TY USI NG AN AD- HOC W RELESS MESH

WONDSMERHOD THEREOF 5 FI ELD OF THE | NVENTI ON [ PODIN20T 10270

present invention relates to vehicle tracking and
security devices, and nore specifically, to an
automatic tracking and security system which provides
| ocation informati on and security information of a
nobile unit, using a wireless 10 ad-hoc mesh network.
D CF THE | NVENTI ON [ 0002] Wth every passing
.V%Ear there is an |ncrea3|n% novenent of goods,

Gbhkn RAQJGU‘{%M PEGHRIAY JIMING tAN HQAE. WIREIESS
pﬁé ﬂﬂgg tion 15 information be
aval ﬁgtmﬁﬂ? e goods personnel or assets are in
transit. For |nstance a shi ppi ng service provider nmay

vantg %ﬁﬁﬂlé fl eet of vehicles and nore
speC|$|ca ly, E@gp ?rack of packages in the fleet of

vehicles. In cases of theft of vehicles, vehicle )
ownd?®liray wahe Pt?Sfmt aewna@nvrrehawé tg etpihicle tragkdng and security
AeGREY SENHoR Ry S A flom ML e IS B i
prdvidasdpcation atformagion @I@s&eguray adoingmtiat iobn nwhide yt, 2eihg o wiltglyss
route. The location information may al so
“@“Bégggﬁggsa%r tracklng personnel, for instance

securlt% per sonnel yed in an energency situation
may BAC GB@E@@QElTﬁEIE‘ﬁéENH@Nl on information. [0003]

Tr agé{bdﬂ? sol uwétﬂrégeggg)gs}é g?eﬁr Gafe! 19{111 fn@xfe%l{m&% enthf oods

tra desire Typical tracking so ut1 &
peirsophal danda aGets - fRus i ereopiacreg tSysotben (IGRS)ofighi dehirads ot lodaeon

in%o?légt&%nﬁ& avglﬁa%fer(gﬁl eotﬁ'.?] g&égggrsoﬁﬁ)épofg’ ‘g’etﬁ' Q}e% hﬁu&sﬁs F 010 {nsta?]ce,

pur pos nown tec
a dsipping aﬂgmb qimxoderfmy wamti t0i kegp dtack hé al Haxatof O’ﬂhICleS and more

sob e icB Rt PRIl I O TR B SRR o G B s

vehiate owmﬁﬁyv\em ab eratlt downh e aetdciarnd tapprekand aAtlﬁe:anéremhal

icle Locat AVL s t 0.GPS for arrivi.ng.at
vl Sstest PaR ool tastt B Ve B RS uialtn BhLa il o
deaigndisl&ll_ldi@twnc%d ég gmldv&ﬁ@ a\ﬁrﬁgrlﬁdd%ﬁaﬂ;\S/Eﬁ% Wntidacinfdhation may
satel |t receiyer in the evi ce
al %Pe"t‘eelj‘?ﬁ“ﬁigort traskipg meisp%n% %ﬁ MISERES, |SEREEY Bﬁso@%‘e@al"é{ﬁ‘b m an
enﬁi@ergre%%1 bigRtibmbERackBusiRth€ lotatich infdfaddiong. This data
may then be stored or directly transmtted to a

oottt gcent b4l R AR Rt ERMDRET08 Rt pdesised

object. Typical tracking solutions include a Geo-Positioning System (GPS) which uses

the location information beamed from GPS satellites for tracking purposes. The GPS uses
known techniques such as triangulation for arriving at the location information with a fair
amount of accuracy. Automated Vehicle Locating (AVL) is one such tracking solution for
remote vehicle tracking and’monitoring. Automated vehicle Locating (AVL) uses the
GPS for arriving at the location information. A vehicle is equipped with an AVL device
for receiving signals from the GPS satellites. A GPS receiver in the AVL device
determines the vehicle’s current location, speed and direction in which the vehicle is
heading. This data may then be stored or directly transmitted to a central monitoring

station (also known as an operating center).
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[ 0004] For providing on-demand i nformation, the

tracking solutions require the GPS receiver to be in
wa@noosmb4zs@t ed condition constantly, for tracki PgraNee07/000270

satellites. This results in substantial drain of

battery power. Further, switching on the GPS receiver

on-demand results in delay in conputing the |ocation

information as the GPS 5 receiver takes a long tine to

| ocate and tune into the GPS satellite and then to

Pr 0GR ¢ he PRV VR defilhd [iffbrh@idex {th@CtackB€ solutions

paranmeters for c nEutlng the Tocation informtion.
regisothe tBRS sseivemtyy bé i an reti@RE eypditiom dosstpmstiu dediragkiarthe
Sabe?lﬁgsy This ?e%uﬁsoi\(l%{:\bs'té?ﬁiale(}fﬁﬂ ﬁf g‘ﬁ@%’ J?bwe?SFu}tﬁ_%, %égling on the GPS

recerver, canno ocate the required nunbér o
resgitag|dnidemsnd ogsulty inadeiyl iatdooputimgdthe Jodatien irdprmation as the GPS

co atipn_of the |ocation.j r '
reb TR OE § Rl Bimeg Sosr @D hEE g BB, sl i P D s the
catpdtaGba@bjuire8yts teetnadt dre peldmdters rmompirtiey the heai@Skforfation.

rackin u se Howev.er,, such , t,racki ng sol utions
Alsafs reateby 5B BRERS bR g e Rt eV <y e
ads GPS rbeivee oimddiecatwilichrequirebhnnbeidfaateMssefor eiangulldtien and

ost of sending ﬂthont gﬁssa e Service 15 (SM5) for

SUBSRAPSPL cRRYRUAR §f thedPeripn Biio aghrity i nformati on and
control nmessage, adds to the high operating cost. ,
O hgnoasiacki nPycd] utacking sotati@suse acfonbatagbnd pf 6PS and Global

C i cations and fixe | L el ess comruni cati.Qn
Sl PR 1 SRl ROV i e EBF R ette e such
tr@ikﬂfgmllu[&ioﬁosé@irﬁslaigbegapi'ta;vamﬂvq@efe@isgrmtngs_ swdre Inbdd egs to be

C n a C nnel, anad expensi ve ul nt. to .
HeRhh RSl Msbry i bt Sy SREh Mesges Service
(DIHA6] evebf Tobion iRMhARS, SUGity afolniEioRN E@EB] Medsseen bdds to

expensi ve, and have high rki ng cost. reover, the |,
el PRSTISNE SN OMEy reekdns SToHHIMake e efﬁ@a&‘jlefe geimgunications

attll RHAARESeds tofinfiRehliMe tedRidien JHARE of, bt Er8SkitiUg utions entail
capital investnents during hardware o war e

i ng ! r _a soft )
enppgPEckests 25 thayopvglvarsserviag saighits, ehagpiligdio planne qad expensive

eC?uEkQE‘&t RiR\kiined i @ah snd QEryihRbeig tralifedCki ng data
side the AVL device, and to be downl oaded | ater via

RS232 &ﬁ connecting the AVL device tqQ a persona
conpdP¥ ( PC) FurtherApaicenapich as g fEhpeieceldqit pe cXprapigpandpve

hidRtwdPERY b6k 10Brdosrand WARAE 0P RudtERiRR Y QMipl3OwhieP Qfves a
urther, such tracking solUtions do not provide any

hingranes in gffestive srarking st waniers hHet Fapitaldnyestnents dring hardware or
2 SORGEL @ntity in case of events such as a theft of

a SUBSTI TUTE SHEET (RULE 26)
[0007] Cost-effective solutions, such as those providing means for storing
tracking data inside the AVL device, and to be downloaded later via RS232 by
connecting the AVL device to a personal computer (PC) are available. However, such

systems do not provide on-demand location information.

[0008] Further, such tracking solutions do not provide any means to

inform or provide notification to a concerned entity in case of events such as a theft of a

SUBSTITUTE SHEET (RULE 26)
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WO 2008/ 004250 PCT/ 1 N2007/ 000270 3 unit being tracked
or a detected intrusion. Mreover, such tracking
waoelospase fail to respond to an occurrence oPCHIN007/000270
events and as such provide no security. [0009] Based
on the problens nentioned above with regard to the 5
tracking solutions, there exists a need for a system
that provides on-denmand | ocation infornmation of a
unit to an end user requesting the | ocation
udipgé?ﬁ%‘rﬁgél@@ or Fauﬂétgﬁéd it RiSion S VBRI BEAS trAdRingCsHnaRdnt HAI to
o conmpute the location information an provide
resrioad td apcnsevrished offsbehneyents and ¢ saclepredide BREECREW; ci ent
manner. Moreover, the system needs to provide neans
for [oegol fi cat Baswdt 6n tihe pediflertis @fentibnednatoee Uritte negardfio ahe
situatjon and/or | 10 rgv de means to se ure %e lgllriit .
tragk g GOl Y BYLB MeE IO ATETCP SDH FEFALFS Rfpfion
infdt@htidd GV dES 1@ an SARBE legatingdthe loakioh mﬁbmmcm NF@&ther, the
power - ef ficient manner. 15 SUVMARY OF THE I|.NVENJI ON
SYPEOLIGEIN Bfesche dimer ecopruleelie Ipqtjiaintaatian ppd provide the
lopal'tﬁ}{ | rrRiof mrbﬂeapnﬁﬂ defiGiatti ahnef.  Mbe6RE, I tBE s@tenfneeds o
l'e unit and/or occurrence of a situation, to an
prewde wreens for poBfigionie threpndonee Of apfoceyiEsnes; el a situation and/or
ot ime 20 involved in the
pﬂggﬁgg}%gﬁ%%}éu}%%J&%ngglatt{ég%édof the nobile unit. [0013]
Yet anot her object of the present invention is to
pr oDoi®] an aAtsonwheit ds naedekis ngysen tse provides om-ylemand location
. %hat .has | ow_ D I}ﬁ/er ; ngurrptl on. [0014] Still another
nfgEnaten IBFPPW%'% M Hvention is to provide an
automatic tracking and security systemwhich is
COStSIENIVERY OF THHUIINIGENTHIY | nvol ve | arge 25 capital
and operating cost. [0015] Yet another object of the
pres@pfi]i NVenhhofbite OtHI Pk iafentianlio w8t provitis ashkdeRfind
and securl ty system which provides nmeans _to_ secure the
nofifishtion of nilecatioreafiagnetils wri gnd/pryewrens0hA itption, orfe end user.
f Or enejljg di sadygat 9@@& 6fnﬁl%rﬁ@§eni MhveRonPlsl @ rddlide tHeNBme

pur pose present invention is to
mpolavd mehmmraputamaoftbe tqcatm aftheanebilsdpiirity system

pr OVqOH j;'g a n%ﬂ fahcgcﬁé a3 eéto ﬁlee&%se'ﬁf Ffﬁvenﬁ'&i n@ t@ provide an

W re ad- hoc ne i ncl ude al
agtovaiivt tengleing axfd seheitp system ﬁmat has &avdpaveer om@nmpﬁm t he

dr a\l\@gg{js I nhg{lﬁ rgnoth%p %B% Dof I}nee {%gén? énﬁo 1@‘%% q?&lde an

and rity sSystem conprises a plural

aBbiB81d tHdiihg SdEECuI{tRIS) EerR GhichGs Q@E}Sﬂ“@:@ﬂeﬁﬁi does not involve large
PCT/ | 512007/ 0002t70

capital and operating cos

[0015] Yet another object of the present invention is to provide an
automatic tracking and security system which provides means to secure the mobile unit
being tracked.

[0016] In view of the foregoing disadvantages inherent in the prior art, the
general purpose of the present invention is to provide an automatic tracking and security
system providing a notification to an end user, using a wireless ad-hoc mesh network to
include all the advantages of the prior art, and to overcome the drawbacks inherent

therein. The automatic tracking and security system comprises a plurality of mobile

SUBSTITUTE SHEET (RULE 26)
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4 nodes and the one or nore fixed nodes configure a
wi rel ess ad-hoc nmesh network. The wreless ad-hoc
worais/on2snwork is in operative communi cati on w POTANDS07/000270
central nonitoring station4 The central nonitoring
station cal culates a GPS assi stance data and provi des

the GPS assistance data to the plurality of nobile
nodes using the wirel ess ad-hoc mesh 5 network. The
plurality of nobile nodes conpute a | ocation data

ndtiel REd HROnEIP nR%S Figddanes cSiichre £GRENMALINE rmésfl‘ %etwork The
wi rel ess ad-hoc nesh_network.” The pluralit

Witslaessednftey mesh SeFWORCS dpepestive é@mwrvéats@cvmh %9 c?ﬁ«%hme@tormg
stdfithL. TR cé?ﬁram[)ﬁto?iﬁg Wby cIQEHEES GPS ré§s@stan9§ Gé{ b GBvALs the

a situation and provide situation data. ocati on
GRatassigprte olata teeths iplwidlity of mahalesnodes ugnitgarhec\allreﬂs}ss radthoe dnesh

n%ﬁx‘é{. %‘%@Pl‘oﬁ@aﬁlﬁ &%ﬁobﬂg F S GHL"B lli]te Q%é@ﬁ{)%di‘t&o ﬁﬂ?l kﬁ'ﬁirsq?nce

_ central noni orlng S € cen
datoreiceiged ongr Sreaviradess adrhmtshcwlt\mrkpﬂwqémh@ of trokile nodes may
cat | | L a
alp SRR B B0l BT, WAl B GBS PR AGRS sense
omay@@@ﬂﬁ&B$®ummcmdmcmd®ﬁuanmn®ﬁdéhnhdﬁumnﬂbamdbhmesmnmon
urrgnce t uat The n tifi
o S RERRE e e Wt R 0SS n 8B P B e R e oce
tot ﬂ’le cemmial mbhit@nigaratiby. THeecentrd mmﬁ(brmg'rl' kteksont dueonatitalyedro&esses
r.acki ng and i y,St em prov the 15
R P R BROBE O SR o e A e 5. s ser
Th)e!:ﬁcbtfffc&ﬂﬁﬁm@fl cbiprisei lbeadibn QN atrﬂolill&moﬁa @nd/biSthe occurrence of the
on deqﬁ 0017] Furt her, rality of nobil
BHPI caH%R/ ay phe P‘i?(‘f’élfa%tch g en U305 1 fgspongese request for the

n(&fﬂc@dldnl Byethé endoRepThie thdQutbR@r! ttRing aﬁcﬁsec@ﬁt{] by provrdes the
receive the GPS aSS|$H$nce 20 data fro e central

QP ofleratiomef Hmobilpiogde gpdian thy oruHErEOf theesitigtion to the end
ude€Qdidepdnd.0 conpute the |ocation data. Moreover, as
the central nmonitoring station provides the GPS

assi [som]ce daFarhes P PlurdR oY SHobild n8ad&hdodhot tHage to locate and
pl ur need not be kept in

nmobi | e Qﬁg
ot HLE SRSl TR, seruec e opon feores e reaeiyedht GFB ppsigance

datd roPThe B&@al Blonfk@hgb SatichM T ekaf freRBE ACt t'lIH@tr@cﬁiured to
onI mhen the location data is desirted. In such

treatigmsiaes Mosequey; @f thezpeatsal gppnitodrgitation m%@d@c GPS
a@@ﬁh&t &rhca Rt R AR £ &R WF areqﬁurm? o %@ﬂé Q&iegi ﬂéea R not Be kept

Thus, the GPS receiver may

ing CPIBANEY astiyajedueds tqqcaqko@at%?n sate!atea Tl@ @Bgure@eyer can be
s«f'lﬁ%& LérDed ac@wétypéﬁ@%b@{hleroéaa B4R c@élﬁéﬁrln%ﬁ&?élﬁ}é 'tﬁ{eps

The w rel ess hoc nes net wor IS Ca
rea@wthﬁ@s jups e ivesothe ﬁ?Sf aislstanee diia and lcelasieton e ofatichedata

TIHJSuﬂlglGlPISy &ﬁvemg%' b@sﬁl %@ﬁ oﬂ'?agd Bﬁ? bl ?ceﬂvg{gd El%thh )t(heqocatlon
Re W ref ess ad- hoc ‘mesh’ net wor
dataapdmlﬁdnﬁsmtgen subsiantipllydowerbig dowenouiesnptnd/ or fi xed
nodes and integrating themin the wrel ess ad-hoc nesh

nchet Vi0018] Thi sThpwavlegdes!- Hob&nd%ﬁcheﬁﬁﬂf % dapsbid bﬂédaf)t)grgt iself to
t he matic {rac cur ste as the

fa%g@%atr oggpEthe @M&y ngnolgn e no es an e ongn or more fixed nodes.
The wireless ad-hoc mesh network is also capable of determining new mobile nodes

and/or fixed nodes and integrating them in the wireless ad-hoc mesh network. This

provides the necessary flexibility to the automatic tracking and security system, as the

SUBSTITUTE SHEET (RULE 26)
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WO 2008/ 004250 PCT/ 1 N2007/ 000270 5 the wreless
ad- hoc nesh network. Further, the wrel ess ad-hoc nesh
woedosookespr ecl udes | ayi ng expensi ve cabl es, nBRT/MR007/000270
nodi fications to the existifng set-up or enbeddi ng each
nobil e node with a GSM nodul e. This results in
substantially | ower cost. Mreover, operating cost is
al so reduced as the location data is dynam cally
routed over the wireless 5 ad-hoc nesh network
R eed1stdadloé BRsEaA O FEeRE (RVRiIrTRSSAGRR mdsBAdHorkt Frecludes

one aspect of the present |nvent|on the autonatic
layingSpengiva rables @amgﬂyoc&@@pemﬁ tpdhe e Scip emiieAding each

nfoBil BQJIe WRE S2GSH1 Mo@k 18 ‘?é@glté"ﬁle thfan E)aﬁ'l? l@’Hérog@f)'l\ﬁoreover

tracking and security systemto t e node bein
opgrafiigsastdn alsereaduenddis e loopeion date i dmamtcalﬂsh@uwd loiv¢rehe wxreless

allR9EmedFHet 1R %%.@ﬁlﬁmg'tlﬁ: RE8EH ld gﬂgflﬁes&%esa vehicle, the

automatic tra security systemmay i mobilize

an i @pidji on offy tOH@ aMRR ot grgﬁﬁ{ ﬁ‘lbé(nt%ﬁcﬁi@ la8mbfiS tracking and

vehicl'e.” [0020] These together with other aspects o
seoqEty sy eera it cappkle af seading mr@n@gmﬁﬁsmsﬂw the pndoussr ¢fdhg antansatic
trQéklﬂr;gto | st:é/urft? §’§stéfﬁ~'ﬁ)r @€ hﬁ)’f)ﬂ% ﬁ?cfetb%ﬂ)gm/a%fgédhﬁ'a “il"‘g’r flodify the state

Ol arti arit
OQHm aodie n@dreeF@r laﬁdnqeomma@ qfdhaft affa wehick, theswioostie gackiigrand

s&uh&t Pﬁém n&ﬁgqﬁ[‘rﬁbﬂﬂg !aup%ngifo? hme L& tthe%\gl. §e£Lﬁ'mg the vehicle.

operating advantages, e Speci

atL oS} | Y e REanerAIELRICRRRAOU ﬁhrrgfes&ﬁq&vem i, Mong

acconpanylng draw ngs and descri tlve tter
withdhevagions fdatugest efatoueltycthetrabhraetyrizertbe ifivaetions ate fpoinied out with

p%l@tﬁ%ﬁ&ﬂ Fl\é%gatui@% nesdl d@%tgla:ncﬂgﬁqul B oPhhis sl Te, For a better

vant ages and Teatures o
updesstandingiof Vieniniaption its| opbretingnastvaieges.eamd dimdpesifio objecm gttained

b{é €ftfs qfsgsn (fgfﬁttegcet %}ﬁ)ugdg hé ﬁq\#g go q’l%t a%l #nqg% glng CJra\%lI%so Ond? Qe(:jscriptive
rrdttwn w@mh theheare |1lllustra1kdae)eh@taemmbcahmentsjﬁthe ﬁm&dt mmetnltion.
25 li ke synbols, and in which: [0022] FIG 1l is a
bl ock di agram of an automatic tracking and security
Sy st BRIEH DESCRIPTHONGF THE DRAAVINGS enbodi ments of the
present invention; [0023] FIG 2 is a bl ock diagram of

a nofpby nodeThi '&d%&%ésdﬁﬂq@atwe& Bfﬁ:@ pr%@ntqmgbmm b&bme
the present invention; [0024] 3'is a block

bﬁfeéﬁ?‘&ﬁﬁt‘?ﬂd vty fefesench suibe fqlwwaregcféﬁtealsﬁ escyiptiqy aad claims taken in
c&{i@ﬁgblmh 1R adcBi Fﬁfﬁl%ed?ﬁw?ngél WHetedDiikd A0Atks Eﬂe(%denﬁfib@ with

di agram of a central nonitoring, station,
hﬁ%@@ﬂ@&n@@JmN$ﬁman enbodi ment of the present

i nventi on; SUBSTI TUTE SHEET (RULE 26) WD 2008/ 004250
PCT/ I]ORQQ]OW 002Gl is a block diagram of an automatic tracking and security

system, in accordance with various embodiments of the present invention;

[0023] FIG. 2 is a block diagram of a mobile ﬁode, in accordance with an
embodiment of the present invention;

[0024] FIG. 3 is a block diagram of a fixed node, in accordance with an
embodiment of the present invention;

[0025] FIG. 4 is a block diagram of a central monitoring, station, in

accordance with an embodiment of the present invention;

SUBSTITUTE SHEET (RULE 26)
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6 [0026] FIG 5 illustrates a nessage structure of a

Locati on Request data packet, in accordance with an
wendeadi4zemt of the present invention; [0027] FPQ/M&007/000270

illustrates a nessage structure of a GPS Assi stance

data packet, in accordance with an enbodi nent of the

present invention; and 5 [0028] FIG 7 illustrates a

nmessage structure of a GPS Tracker data packet, in

accordance wi th an enbodi nent of the present

i nvepbian; [ OPRYI5 fhuGratd 4 fheSabd QWUCHIABF &Mocation Request data

illustrating a method for providing, notification'to
pagieteindcepsdancowith an embestimentof the Regsem dvaRiiPs ecuri ty

syst in ac 3 | Wt t R&s

pr es[ggf)iﬂi nventﬁg%géﬂﬁgﬂ%\%%o (%ELbigEgH’? g“%’ er (_an% ngrS] u‘trqrgsésgalnge data
paclttein apeprdankewia pn smbotimenslod the prdsent inyentian; pad on of

sev Vi ews . i GESERLET!

THEe[Ib%I%I\ITI o’ F%J(S*Q?St%%gwﬁ%%? 5&&%& odi ment EE"I d p&&et,
indeswdingewithen enbodieeitiof tHegrespitlimshtiet i ve 15 pur poses
and subj e te .man ardatjo i.n: st recand ...
Gosi QIR L 5Bl B U Sl et T Rlhind f WSl oviding
nqgifestdnt toi anvead tusamofi s awtdmdtic riratladg tund secpatytsystenain accordance

tomat i trackin nd security system as shown and
WﬁE% F’P%Oedg‘?le’}tto ﬁ‘g pﬂ%&%ﬁ%"te{%%"t hat various omi ssions
and 90303t i t ut Likes reférergpUinvmkriit Sefar o Chilnd quaph athedigisit the

ci rcunst.ances .na uggest or render expedient, but
despriRton 9 éevie’rarf‘é‘ﬁﬁéaﬂ?‘%g‘%?ﬁ’\lf@?' the application or 20

i npl ementati on without departing fromthe spirit or

"t T8efad pEsCk Bl o By ok o ogy and
t er ool aBY eeeHIdEr @htbdithdntd @eschibel MdfeROSRtA for illustrative
description and shoul d not be regarded as limtin

PHReses @nggare gubjectnte mapy VREHNS iy StrReiiregaK fesign. It gsl'lould be

elln%)l‘fgsiz@é, iHeReRl, MMt iptekent Bientidh Rebt HRRST & 4 PEtIBIASRRGStic
of at '|east one of the referenced item 25 [0032] The

irppldngend seRvENtSYgAmppoYReres and dosstikath alids andesstaerd tap various
oilﬂfs '\Shsd lahld sh&@i}ﬁﬁfgﬁ@ o'g _rgq‘afvgﬁhﬂsoﬁe %qteﬁl‘foﬁwd' 5%’ circumsgances may

nformation of a nobile unit, using a wreless ad-hoc
suggedt ¢reranderk exprdient yiutetheseoasr indesled, tpl evarl ithg application or
: ' fi S - I
b R e RS
invhigioon elsw; 1t39 tonteer wendpisioed thmo thephooerlogyuand teminaledyesed herein

i H@Cpu&%ip Pgésx\@ﬂtﬁm NS GHERS eQﬁQﬂ% lﬂ:ﬁﬁitﬂ AR e
IS Ino era?lve om‘runlca?lon V\/ltIi'] e cen raig
ambfant bereinglo :bdenote.a libigatioe nf quahtity nhem ratlesr dexgptestha piesence of at

1%%;0%%%%5?&%%‘% it%%%i stance data and provides the GPS
ce a STl TUTE SHEET ( RULE 26)

[0032] The present invention provides a system and a method for
providing location information and security information of a mobile unit, using a wireless
ad-hoc mesh network. The system comprises a plurality of mobile nodes, one or more
fixed nodes and a central monitoring station. The plurality of mobile nodes and the one or
more fixed nodes configure a wireless ad-hoc mesh network. The wireless ad-hoc mesh
network is in operative communication with the central monitoring station. The central

monitoring station calculates a GPS assistance data and provides the GPS assistance data

SUBSTITUTE SHEET (RULE 26)
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WO 2008/ 004250 PCT/ 1 N2007/ 000270 7 nobil e nodes
conpute a | ocation data using the GPS assi stance data
w0 e@eiovesh over the wirel ess ad-hoc nmesh net woP&T/IND€7/000270
plurality of nobile nodes nay al so include one or
nore security nodul es. The one or nore security
nodul es sense occurrence of a situation and provide
situation data. The |ocation data and/or the situation
data is dynamcally 5 routed over the wrel ess ad-hoc

mBBif ndes wathjutd b 0BatiRe AR Rking HROMRS tassididiRe A8RtrE@lved over the
nmonitoring station. The central nonitoring station

WielessrAdrhoe angsh nsiorle sissplvglity| of aaehils fodesamay alsel ingluderpae or
m§1‘etsH&Irf_t[>9ﬁi08’|ﬁ$sa TROGh X Adr€ §‘e°cuﬁty‘?1%dufe's Q@Hsé 0% ubbnde Q)? a SRchtion

user he notification nprlse ocati on of
angppspyide sivepbion fafrolhe H\@ab@t d@tﬁ andler g sithation; datmis dmlamlcally

o8 ovaPhle ividikisORl- ﬁ@ym@% REQY A Bt 1@ folﬁ%dgstsfmé Rentral

response to request ocatl on ormati o
mamtiriog S@él@mrTheycenmlanmatqrmg stajion h@omn@caﬂx @rqce§sed @] location

da’t:e{ gid/(;'r tﬁéSlﬁaﬁ)AnOC&Bd %d?%?\ﬁ&%s%fnoﬂﬂc (gergl Ieﬁd B!e?%e%tlﬁpa%on

security ~system (he ter reterr
mmopmpnm lacamndﬁm:mohilet hodeammsmermwembﬁtheodituam The

vien The yst.em 100 incl udes u
ERER! re? bl e 0 oL R oo ol Fofgbistin
1thmmbwmm3msamn@wm&nﬁﬁme@yﬂadmdﬁ&# and a central 15

Toa B Gur oF 1 ioct Sre ASRBEBY o e g T i

sysm i dh&ehh@ﬂﬁ&efbﬁé’d angh stybtemf]IOXO)gdn aEshlane! wit karlbfus Eiﬁeodifﬂlents
anf.i ure a

| ess
ol AR KR o 19 SHER 0D R s oLl A P Sach a
mopiey asdey 1@X) o Nircabes fivdd Rodeb esukh 2€11888 de NOG 41ESH central

net wor k. ZOH{gg 4 Referrﬁﬁg tg FI G %, is a block
mgRilging Riaitn Worbls s RaMes 5% nogts 10fReifiguig biegmesh network
THOR a8ty TGeshild A3desNOMANA heHied rdesh nbtVoACHAREBRCE Mbﬂe Hixed

an enbodi_ment of the present invention. The nobil
nqdgt) 04 epafipe pgestess ad- P%fclvaﬁwglemﬁrk Thg Zentril moREOrHe %xo@ 106

oI ddmfnuHRALS R5th tRUGHRIES a3 R68 Tk {hefREK] € 204. The
tracking unit 202 conprises a mcroprocessor 206, a

menory 208, a battery 210, a network interface 212, an

assgééﬁ@' 25 GE&HE%%\P% 2Ldq il %An‘i‘BPB/é&‘ﬁhQ%de 102 (of

(110 1nterface n1croprocessor
the alyzdditeoighotile modasi 1A skrvoynditabl @ apmdmxgtwntbnmembcvdlment of

thP gfefsé:h[t mvglgtlo%p?ﬁﬁfgbﬁﬁsnoqrs lbf ﬁlc}udgsc%{iwmﬁmittz gf?d org:u(% more

erations of 't tracki ng
seawrgy rroodulldspisabdast sﬁcurnbramddiulm GO0# efjbe $taskifiunia 202 comprises a

m{&?(%)récegs%} PNk gﬁﬁg&%g%ng,;é ?%fgg % %On% ! Oi{ Il’gg :fac é’z-{? az{n easswted

r opr ocess ormo
GE$ |rqmetvhraﬂl4j asd ah Imndt}’eutpmn@@)embﬁaa‘emlﬁ 3‘Be mlcroprocessor 206 is
cessin un|t

cagabﬁaﬂﬁerd(%?ug%g 8K §raﬁ%mabrle 1nf%nsatlgr gegg)gamg Spera f )}16 trlg)cl’(mg
uritREA Thara)ﬁex’aulcmé rofcthe ebdkis, ul 2@ may iivdldy, biithee not limited to,

m.cro roces i npl e nt ed sof t war e
et B o EotphpA S & cbrirel da; o pigeoprocessor
206 may take a form of an integrated chip that has all the components of a
MiCroprocessor, i.6., a central processing unit (CPU), a random access memory (RAM), a
read only memory (ROM), and timer circuits. Alternatively, the microprocessor 206 may

be implemented as a software program. The memory 208 is capable of storing the

SUBSTITUTE SHEET (RULE 26)



10

15

20

25

30

35

SUBSTI TUTE SHEET (RULE 26) WO 2008/ 004250
PCT/ 1 N2007/ 000270 8 necessary programabl e
w0 p@BoURs0 ons and data structures | ocated on tPEI/IN2007/000270
tracking unit 202. The nensry 208 may take the form
of a nmenory card, nenory stick, conpact flash, and
the like. 5 [0035] The battery 210 supplies power to
the tracking unit 202. The battery 210 may take the
formof a non-rechargeable battery or a rechargeabl e

ne@&géﬁ bﬁbgranﬁffﬁi@in@t&cﬁgnst A8 dBARHQERAIRBDbEtHE ablEhy urTEN02.
i ncl ude, but not I|mted to, an alkaline  battery and

The memry 808 ey tke the foun 9f 2 memam) caed, a”fentoﬁést&cwgwg%ém Ip and
th%ﬂﬁé ery may include, but not limted to, a | ead-acid
ased battery, an absorbed gl ass mat (AGVW) based

bat t?&ﬂ/d?l llﬂ?at %’116’% eQ%‘w%f %o %Héj hﬁcﬂ%: it 202. The

t er sultable electrical
baaarwcllotrsayah&e diecform iof al nowmlnexgmldm batipry ohe reshaygealledbatigry.

E)%%Peb N ftffé1 %ﬂ 9e?ﬁarg€%ﬂfé%aﬁ§ry 1{1%? Hm%{u%le nlgllt 91fot Mﬁ%&&’ &, LE raYkahne
balttaqywnd aamd chIOhlde batteey. EXﬁnmle@ﬁﬁme rEhlwrgmblle Ibettqmdl@y mlzade but

o SR ARGl b Bt Sh PRy R AR (008 13 v o

Nigel cﬂaﬂmamil Ibyt:ery hed mblholmr Metal Hlydmcfealmﬁe@lEurdmu phwlet dfia:trlcal

.mobil e.node. 102 to the wirel ess a
C"ECHES apd reg?cgrécf SARIFSHOT DRY 5 \Rborvfépgotr?f Frgg’?eeg" % Iorfs Such as
refHavding of tie BittenPDid 1y wsirdhe for ERAnplaGon encogy, a Mgk poWdr xrqnit and
gﬁes 104. A request for the notification sent by the
the Bkg-r al  monit ori ng statlon 20 106 to the nobile node
102 t he 'reI a c. nmesh. net e
02 (Y8 0, B S 3, DB PRI Yk APt
l@]azld f‘ib@ndit&&\/m‘i lsismg]the mE@oek ﬁﬂeraad: 3. ¢y gecifiasllyathe network

.inter ran tt|n helocat|on taad/ r

oo 5 Sy the ool ot S0 R R IR B HeBlogy e

wﬂﬁéss@dﬂ‘nbc hffﬁl mm@kﬁsﬁﬁ@geyhﬁﬁﬁfallmdﬂmﬂﬂe nEsttl b&&nd one or
t he. net wor i nterface . al so. serve an. . .

mpFRfEieR BRAES 1101 4 BG5Sy R e SBTRIPB PR BY TherePf pitoring station

106eat thétinoBie HBIY 102r w&g el Wirdl10R 280 c YRR ek 36 xecaﬁeadoy the
over the wirel ess ad-hoc nesh network. The

mphifehaa d@2 3ipe HsyreiRek iiaa5C §A3-ding é‘%“"tofl%\ﬁ%eé@%ép glgp serves

aCAURlBr L R r TR RiBARE 10bREon Bkd thdidrandMinRlies Satd ey Me Gentral
mesh network. An exanple of the wireless transceiver

mapi{oring siation GO Py e Wiiplesa fgdIoRARESH TRFEYK e AEithqrRIby network
intdrARSS B MEY als& aeyd Q::edn ih#Face3Br Eegg%% 2 BB €t t8m the central

nDnltorlng st ation provi des a S assi st ance dat a
mpuitaring statibn 186 dmqublz renfed oyesdgheywirelesssd-hog niesl nefwepk. The

n&%g [ fack Zﬁ%chqe%/ 1851 504 @vufeieﬁsel?ans&%?% ﬁ%ﬁl&%@e BBile node 102

ess a ocC ﬁES net wor ecel ve t_ .
w'ah ﬁleswm@e adthpamsshmetdwyk. Amexageie olathe wirplessdransqgiver may be a

loﬁpg)twi@%wlg nge }ﬁ}ﬁo ?r@&ue% cy Hﬂf) T‘raflécé%gr Qr?cptﬁg‘ 11]%604 broadcast

[0037] The central monitoring station 106 provides a GPS assistance data

to the mobile node 102 over the wireless ad-hoc mesh network. The one or more fixed
nodes 104 in the wireless ad-hoc mesh network receive the GPS assistance data sent by
the central monitoring station 106. The one or more fixed nodes 104 broadcast the GPS
assistaﬁce data over the wireless ad-hoc mesh network. The mobile node 102 receives the

GPS assistance data from the one or more fixed nodes 104 over the wireless ad-hoc mesh
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assi stance data over the wrel ess ad-hoc nesh networKk.
The nobil e node 102 receives the 35 GPS assi stance
wa@aaoa/ob4260m t he one or nore fixed nodes 104 ovePCT/IN2007/000270
wi rel ess ad-hoc nmesh SUBSTHPTUTE SHEET (RULE 26) WO
2008/ 004250 PCT/ 1 N2007/000270 9 network using the
Assi sted-GPS (A-GPS) receiver 214. The A-GPS receiver
214 conputes the location data using the GPS
assi stance data. The conputed |location data is then

néhBRMIGR live AQMEeaaPEElA IdIR) Weble SHI4aChBO& - @res:hecewer 214
network fromthe nobile node 102 to the central

coppmiiasdhg eeptiop detagisinggbe GHS ispistanpedaidtlis CRPHEE fcaliqn data is
théd dynaliGal -1 %véretﬁg 'Mﬁ[es@éﬁhé@%eéh%&ﬁ in'l‘? the mobile node

necessary {)ro grammabl e i nstructions %?r orm n%

1@hterthe pentig! moRitorngratation A§o.t using| the a@tiweﬂx igterface PO I8 A-GPS
Ui &S Fnd GRGlsY &9%4 B5lc LiRGQIGE2

reger%rog{ cl&ag Hﬁu?? Eeqlupsc%: I"e E(‘)rglgon(:%elr ve p%hv?etr”c{r pl'ﬁfé)mmg

opRr oS hl@cx@nwhngzthdlqmamatm at periodic 10 intervals
and receives the GPS assi stance. data broadcast over

the P31 ess Sprthese thieshrHet wefiekehmtd 4c SApUttRIQUgh & periodic
slk@PRdkeQp Faledo cOfsehRoveiRe £CPRBEIE 214 §aREVESatt feBiodic

aSSI stance data for calculation of the_ | ocation

méFd’t’aéS i TeeeiYesdbe F8Y apdvtanch datadugndeast PY to wirelges ad-hoo mesh

ndtR6AL dndtolRhiRs it BEARN Mtal RIYEEH-G iekeitl@es 4NRLeiR88EE GPS
to track S satellites and tune to a GPS satellite

assistapescdaita, o1 (cledatiannof the ncatian; dste, tigsireqnitgd der the cerpeutation of
the ']&ﬁtl&tﬁ&%ﬂ is %ﬂ:aﬁ?re‘a%ﬁal‘é@ & d%@s ﬂort] ﬁeeld%; ﬁ&dmgjﬁ%ﬂjtes éﬁld éune toa
Mor eover, as recei ver may be swtc
Gefmatalfite to aeseive decetioroimfgrmptian whivh aﬂ@ﬁcfatthlﬁbtﬂm@i ggqairgdsto compute
u |
t BB ol R Al s, OB hlcdiflr Dy SO ORI OFF and
aqtlfvaueheoryl»r ogent thlenlpeatiqnod@tatiaedesmﬁ endistag@t refluctibe in power
S 0 send the request for the notification
¢ ’%él?ﬁmése% m@ d. nmonitoring station 106. The request
for t he notlfl cation may include |ocation information
ile node 10 deSl ed b user
o entP T oni B ReegrEnsk Tih 32 gRboteahP L espat  etiopethe
errdeqme&f theoBystdie 100tnhdyi eatlithe réquedt Hor & lesmxﬁcat\m msoihbldentral
e, 102 E&G;%entra EItOgJ 9stat / 1ﬁﬁ
mﬁP RFing statiem, € teaurst dor fenoiticaiqngmayige B?C ?tlé’“f“i‘@?’é"a““o“
oRh mékiesnclie4l 0ehdestied Y aht @ad lugerl qHE &chitht® hbitoring station 106
assi.stance data to the nohil e nod 102. On lzegxgwn
dyngmically Ry thegieayssblon HF.HPPE%P%W ¢ Frapogtivggopilsnodg 4p2. The

cobrdl MEiRSing @catﬁdxpmaaa@l ﬁ&ﬁdesw@samlsfaﬁmatt@@ d'nb %r more fixed
| ocati on data usi assi st ance dat a.

nedshpost which |dés'eaamr=%l¥ raat@ ahq @P%mﬁﬁneeaﬁqw tqféafr@&ﬂ%v@e t0eOn

réé@:l(/ﬁ% ARSreqibsNRF HEBRAAORIRANK ALGEMCEiGer zrmtwdkes ﬁ}pﬁl&n 1 0%eep
e central nonitoring station 106, which

metie aed serpytere theolegatiop ratspsivtathe GRY aﬁi*ﬁ%qcée@tat H&e computed
[ dnf dfAld @habRaliPGoRBf olG8he HirehksS bEMI Ash network from the

mobile node 102 to the central monitoring station 106, which then processes the location

data and provides the notification to the end user of system 100.

[0040] In accordance with an embodiment of the present invention, the

mobile node 102 communicates directly with the central monitoring station 106 using the
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[0040] In accordance with an enbodi nent of the present
invention, the nobile node 102 communicates directly
Wowaos/004260 central nonitoring station 106 usi ngP€TEN2007/000270
SUBSTI TUTE SHEET (RULE 26) 1W\D 2008/ 004250
PCT/ 1 N2007/ 000270 10 106 to the nobile node 102 is
recei ved by the nobile node 102 using the network
interface 212. Moreover, the nobile node may al so
receive the GPS assistance data directly fromthe
10561t hd | mdBpRi dolk 1109 i radeived bOfe UsdbNE dode 102 tuskigkthe network
interface 212. Further the network jnterface 212 may
interiges 3B Wereavsratiemebiler aade mat alpe agrsivetihs (S prsistance data
dlte‘aﬁfhb@r{he SnfalRoHORhE Stafors | deURina AR Sk aklifeltlR 212, Further,
cen noni toring station 106. F 0041] The trackln%
the mictwoplo inter faerd h? oWy edsovierves ehan duerace fyr tasgmitking the location
i L Uy UL QDU BLIRRE <0G 10Be | nput / out put

nter constantly nonit the security nodul e

204 t)@éflar ecei yhdgadilie Lﬁl'lttmtcbﬂﬁlugﬁﬁt@s with! itet¥@Eurity RRdule 204
i nput/output 10 interface 216 al so serves as an

using Télﬁ ﬁrw@owtmrt interfersf2d 6 Thryinpibouighinigfacel 4l censishily menitors
thk " s%&kﬂr? Inodtid ©0208r trfb fifeC Hfu'aﬁ&l AR URGgR4 theAlriffhf/ &fput

connection or a wreless 1ink couple the i nput / out put
intenfaey 2 IcdsozeFends anHaterfpcedy tapsiprring thxoconirel dafrefrera hgrtracling

uﬂpg(ﬁef% %94 cufARBLAS ZOPfA\% 8o E@rﬂ)ﬂ P Q'ngEXs hﬁl? l:éi%fe the

electric wres, d the Exanpl es o
inpiity eekpers mtetrfandxﬂﬁayf the trlad@h@ wmt 6)3ttp ¢la=l secuity meflulg-20édExamples
ower radlo F t e
t{wlrmf) c?(nnect[oadz:?] ugg gg‘%ﬁm fé grlc vgljﬂsﬁs 5@8&1‘3 qik% Exarﬁ]ﬁgs of the
wirelesn ik mag @clirdetan aeicalc en nsfm:lhda& lepswer, raﬁ@r frequency (RF)
exang ﬁé tion sensor, a vibration sensor, an
S pol l uti on sensor, a tenperature

sens a hu | ng Y C& 2 addritN&vi
B

sush dsrsensal,| fer exampleara maton eRRaQr 8 rdbratipnt $§BSOrNYhMRACh Seor, a

. us e ' .
o9 St SRE iy BRI TR ) e e
Onefor Iniong béthetsocuauty/ e‘mdglg;t; ap4 umiytbel inftaled b rg@salocations in the
\ hicl car [. C .

w50 102, o5RER B D 655 RS i
capablk loé modmeni émzhraajauttxmt ;hemsda tnevehgaler ynihkea perbinakvehicle, a

c%é@%&%fi enhliehl igccgidg%gegvg é nrg%?l'lbod%ein§ 812 t(ﬁ% rt1Jresen% mmgnttlon the

nﬂSBﬂléJh(gileZ(D?.’r magl‘ﬂr?rpfet;\tﬁﬁel cmhﬁrég i &mbilmgadkmgtunﬁ?ﬁcmmrzh‘kmg unit
e an S 1

BRI ECRERE Fe Toni Grhsa 205 Por mo i iRy gpode 204

Mirdovad, thefraclifl m’ﬁDBOZdﬁ@/ Behepostable abridoeldhadia t o t he
tracking unit 202 coupled 30 with the security nodul e

204 @o43ENSi nghté h@cﬁ)@tﬁjuﬁfoﬁﬁlé e2®f skires Shé uabbikn node 102 for
Exanpl es of sjtua élon i ncl ude, but are not Bgted
OPYIENCSHBISEYATIOR 2B P%P"b’é? By tpation daip. o Fherteking it 283 £

with the security module 204 on sensing the occurrence of the situation. Examples of
situation may include, but are not limited to a completion of a periodic interval for
checking firel gauge or tire pressure and the like; a broken door or window; detection of
tampering with the one or more security modules 204, and presence of intruder in the

premise. Examples of situation data may include: fuel gauge readings; tire pressure
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checking fuel gauge or tire pressure and the like; a
broken door or w ndow, detection of tanpering wth
wWo b@sonesor nore security nodul es 204, and pr eBe€NE001/000270

intruder in the nrem se. fexanpl es of situation data

may include: fuel gauge readings; tire pressure

SUBSTI TUTE SHEET (RULE 26) WD 2008/ 004250

PCT/ 1 N2007/ 000270 11 information; alert data such as

a siren or an alarmbell indicating an intrusion in a
mﬁﬁﬁﬂﬁcﬁleaale‘i'th&ftzi sh 4PAREEH RY 28T aliBe bAN S dfatif® R intrusion in a

securify nmodul e 204; and the |ike. [0044 e centra
prﬂ@ﬁ?ﬂbﬁ% eigergpesinE ohthe oBe P"e’é@rﬁ\ﬁ%%mfyﬁ@oq"éf‘c b 8 f&alﬂgf

and/or 5 the_situation data fromthe nobh ?

Exartfi¥d of tHee teabalrmosionng satinm 0p Frepiyethy oo el or

th@8%hatiON8ith HOS (ROmMObif AL 862. @xa& Es 38218 h&aﬁ@p@ta]-ﬁ@y iﬂElude a
ot her | ocation indicators of nobi | e node such

lagitude pud lgngigide eesprdingtes of ity mehile |nP1ke102mé>ﬂ@é iactign indicators of
thg'ﬁ{ybh@ﬁ(‘)cﬁg;u%t Atd or %Q&e‘c AthO IR i€ Bkd. YR LORELS %ﬁlt&rlﬂg station

| ocation data. and/or the situation data and provi des
1Q6rantompsicallyi pragesess theologationelaty- andéor thef sifupiéonsiata and proides the

no-mf:atfb%ttb ftHe ﬂ& 'uQs? Fﬁ% s?s@erﬁ ¢64. The nf)ﬁlfcaﬁn%{ Hh}?f)e gtet f?’l the form of

pop-up user persona
a Mbsslagtm @@r@ndcese( srvsysoneé computer.ne dhart W%m}eS%iCm@MS) a

M(l%@dia ﬁ[egsg%‘]t sdf® Eé ﬁ%/lsgr a ‘?ex% 'rrfé:Fsgﬁe? @xl !:rvﬁiréo Log oﬁncge er%d user’s

user's he end user
mbbite Bys¢, end ﬂ:@mknﬂf;hebed aseg ubthesydian 100 mhy bé e sulpomisr (vehicle-

ovgr?e% relm}rér E gong qn erld th? plga) w]t% I slée% 100 81‘; Qﬁ' é)r%YS‘?S#x ?!%Eﬁ%&gd by the

subs$
sﬁycsibemﬂtﬁli)systhlel (lOoTlnef m(mﬂcatmn rmy;loetsentste tite end usdfr@nelndrlety of
r.on n net

P RBIETRG 6k CuSREE o RIS potaP i RE el Praors, fred

wireé@chetworke | veissl meekovs, k] lulag ﬁm&oﬂtetsuﬂf kssGSNHGPRS/aG/CDMA
netw?r ks such as GSM GPRS/ 3G CDMA, and sim | ar
GRS CRRIURHE R BIBPRS. [ 0045] The nobil e node 102

conmuni cates wirelessly wth other nobile 20 node
102 [ptflone orThgerabile m@qﬂQ}ov&@zcxnmwas«lw@wlﬁéwmm%mv@bﬂe

nddat 863 %ﬁ@ ofd %r ofbrd rH%‘wied %Bé&kidzrguéﬁfg' the %ngorpﬁht@ﬁaéehﬁz in the

network 1 nterface 212, bi | node 10
trclinetlingR02sUsing the aetvpds mt@afaeee%)lélathé rmobdp (110%? H}2aﬁa§shﬁ1mt@n as

e%eltx/% éga‘?é'ri%gbi &aﬁ)g?@%xet% gAMbl o8 09 'émf'fﬂ[e Bne or more

y Creati ng a conmuni cat1 on
fixeslt wedek , 10 terebyeaidtingad Icymtnvaicatignr e¢teotk, auerhowesiBedily the

w1r§l%¥¥oadkho% %‘3%5 ggm)r 3 #}&;{R‘g}é ntg% Eﬁl}{aj} n ﬂ?%lf%da%ﬂ & Jngizone or

moferfededasdeadOhoc mesh network has sel f-healing
ﬁg?v\@&ﬁ |r Issf:la’gg l\merelg%s ddﬁolét%ileng ? | eﬁisl%astsell%?xgalﬁg cﬁara?terlstws
i. @nﬁe orireldD adhaf meshenatwbiklie c:maﬂke&f hﬂaatag diself t® fedlugr of one or
Pt BEPITRBE 1 e 2 B e A o Eernaels B
tl&i@hﬁssxohfof ARelobdtionRlaR b/of AR sitofidnQiata, if one or more of the mobile
nodes such as the mobile node 102 fails, then the wireless ad-hdc mesh network removes
such a failed mobile node 102 and defines an alternate path for dynamically routing the
location data and/or the situation data to the central monitoring station 106. Additionally,

failed mobile nodes 102 or failed fixed nodes 104 may be integrated into the wireless ad-
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30 nodes such as the nobile node 102 fails, then the
wi rel ess ad- hoc nmesh network renoves such a failed
wondnsloes2zs@de 102 and defines an alternate pat hp€DIN2007/000270

dynami cally routing the |omration data and/or the
situation data to the central nonitoring station 106.
Additionally, failed nobile nodes 102 or failed fixed
nodes 104 may be integrated into the wirel ess ad-

SUBSTI TUTE SHEET (RULE 26) WO 2008/ 004250

PCT/[b)i2q07/ 0002 AR, tilig v&u@%? ha-hbE LRek ’netw&ﬂ{ W @SS Sating and

ad- hoc mesh network has self-creating a
selfedetergining ghasictgisitsakac ther viselpss sad-has, mesthh@etwplrl@smable of
ap;
S D MRS RSB gl SRAELILREIDRY g
asrtbel awbile mede 1¢23 inth éhemybplle@ avolthe m@h)netwnrb, aniderprirting| cecmng
o S RLB LS o A RL A9 By L e B
memltommglsmnom d0@ In @cqohiancﬁewttln ah embuhitwrafnige pesnt mmertios, the
w;reﬂ\e/sgn?%rog %{e?lﬁnetwgrk £ F neesrztbrgtgtle %gg]etd r?glfghsixoﬁ sP reﬁ%bq% gz?t]m ﬁl‘ggntgm
for dytamidadls eoliting thee 1sdation és4 aﬂcﬁdrlthﬁﬂliﬁatnmtdataadt gaived point of time.
for dynamcally routing the |ocation data and/or the
si typhdggn dat g %co@aﬁﬂev\@ﬁ‘h BR b Bﬁhﬂ 8the gpes[exqoiﬂ%ntibﬂ the
accordance wi th an enbodi nent pres
cenfiglempitpaing tskagion d 86 ey send itfhet @mutmg daja a@ ithenoreQ@ mreng security
m§ﬁgg 30CveP %rﬁkelgg'ﬁ@ hBQ nfegﬁa n%grkh 'Exgﬁqrél@sn §1e<90lﬁfrbf {ata include

ul es 204 over the wreless ad-
inExehitidies aofignigon.r ckidatdeorsnsbumiéng anmaidyin rf<2r| n(@lflalng security
pérﬁ)ﬂh%l' if? %iveh g?éﬁh&g ré‘iQtOstthe SedHi ' ncgiu?enZ(ﬂl oa}rc%tfrcﬁr execute control
not I Tyl mg security personne I'Ven prem sk, &t
actibn,tand thelle: Thy cmwm Idaa 204 berserrtd:ryt the Icenttai( ewnit(mngcstanmIIOG

W%Qopﬁltéhoglgmte%%gegtp {hee d;ll'he control data may be sent

Hg Slation 106 with or WIthOUt
the estion of the d user. 049] The w
r{ﬁ@%ﬁesh nebBiRIESAF g UPEsh rt%w héo‘iﬁ‘%ﬁe&l lm@ @iurahty of
mamy h&ien ade and Ghe aRAnSHREiRU (APAEE 164 XRELHRAKPpHD i-directional
therefore support bi-directional 20 connunlcatlon

COpBRYEHOR hewearthe eantralgperitoring gfatianak0o pd thgenokHenedss 102.
nobi | e nodes 102. [0050] It will be evident to a
per 00508k | | et wih bt keidatttto & baﬁort $kélledrim kel agt thadiee m38IR node
i ncj yde the.re trjcal CII‘CUItS an )
1B B et bR R b FEid GrecBinns Bisoandihtpe trgking
urﬁmmeilﬂﬁ itk gorﬁptmhntasmxlae tmmlbmpfoeese@szgls tB@ﬁxe}an@OXem@ To¥ttery
0 the batt 5 210 etwork_jnterface 21
21@ &‘eé’%’i’%‘f Wéﬁ%ﬁ%&@ a&eﬁtﬂg%ﬁ reggyet hgh Ehwmff/eaput (V0)
infetth€d 216; Ahe ﬁﬁea&eurzgl GiodaRM N BUBRE Uhé wmmdmkeefaz@éu the A-
Further, the network interface 212 t he A-

Gp3spiyer21g pad &}Wd“R“F@“tPWﬁﬁtF‘lf%cﬁtzd éﬂ“aiyr‘l‘f“é‘i*qed'érér f’@fﬁwﬁhyﬁqms“@

conf&tiBAE tnSh ftReFe Whth RudeLUhS idc8ionCaR.) Q5 didBkSont Bita and the
transmt/recei ve data such as the location data, the

cogfrpld#fd- on data and the control data.
[0051] Further, the components of the tracking unit 202 such as the

microprocessor 206, the memory 208, the battery 210, the network interface 212, the
assisted GPS receiver 214, and the input/output (I/O) interface 216, may be implemented

as a hardware module, software module, firmware, or any combination thereof.
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30 [0051] Further, the conponents of the tracking unit
202 such as the mcroprocessor 206, the nenory 208,
wo b@soapsery 210, the network interface 212, tPEI/IN2007/000270
assisted GPS receiver 214, 1and the input/output (1/0

interface 216, may be inplenented as a hardware
nmodul e, software nodule, firmvare, or any conbinati on
t hereof. SUBSTI TUTE SHEET (RULE 26) WD 2008/ 004250
PCT/ 1 N2007/ 000270 13 [0052] FIG 3 is a block diagram

of gobiRed nogezlDi,a m&k@ﬁ@r@eﬂgﬁm héde @A, RHRAHIAROWith
he fixed node 104 conpri ses

of the present invention. |
el EnE 7 8 prestnt imiewiny Thbied nade |G cagersng probessor 507, o
memesBYass sthrakesdas %ro%@c%st ifteffhdeSh8 L4 GOSERL LR er §1]00a|cr)1§ %%ee&nd

second __transceiver 312. The Erocessor 302 is capab
trgfpscedyes 3¢ Th PvcsEpPR37alb Fapabla of exesutingsograpumable instructions for

pREHh R IpRaeResBtht GRS Rdet108 lﬁl'%@(ﬂﬁzﬂﬁg SvithOf enltddiment of the
d h d the ¢

accordance Wt an enbo. I ment o presen
Piesrpk IvEion, thearenesoedebis Bopdware modaledwelr es apdubengolddn or

; , . . i t hi
88 LSRRI PLLS s SR D RLERAAL 0, )
wik canothen cenbagimént aefb e prasers othivemsivh, dhe t frecessoes?iY may be

- i 0 t or, be i mented .as a
AN, o R B ASERR A0R T B PATL B s
me@pgoon athee el Of dpmory swragot degicet yyfficiehit dy heldi the necessary
vij.ce ufficient to.hold t necessar
s BT S '

gra Stru on the fixed

nodegd434. [00 r ides the.fixed
nng 10 mﬁthﬁgéﬁégﬁg% gﬁggﬁ?%BS%g&%¥ g%ﬁé@l&ﬁ st s tor
stpmrfgonfenmation spelyas infodndtion relpivadiior dyowtit neptiog of the location data,

] ocat i ' ' d/ I
AR08 AT LR DAL Sk s
arglfvd Agemaevablerstvags| sectsdstapegieives, flbpraslidca pemavabikasemdry oppy or

i SC renovabl e nenory cards, or optical storage.
q#ﬁ%§§?”§he broadcast interface 308 may be a wirel ess

tra hver s .20-radio frequency (RF) node

oML or TRty bR b e BOEREks ERloetiRESEh s o
raffipofiehviastyi (RF) amGRE), a8SMsmadene caP$IN analewe tbrfd GPRSh@odem

ral nit.orin station 106 to t lurality of . .

oot 18 or RNt 5" o AR gty ol e e onitoring
statonfi0g uo altk bbdrdlity?oﬁ)inubi&l nddys 062 5dpial ﬁ}rﬂ@ﬁg&ﬁl-ﬁbgané%lgdletwork

the o r re fi.xed. nodes. suc S i xed node 104.
°°?ﬁ%“f?$ Qe e pliralty 6211*8?%%%058%@ %ﬂéﬁe@@ YL fxFLRodgntugh as
fited nbtie1@l. Thakikédnodt 18bbiaRbdieths GBS sdifdn@\Wfa tb BR plurality of

i.f el ess -hoc nmesh network, at regular intervals at
mV\g‘{es‘b%‘g? fluggd’VB? Shsawielesss 3RsemEsh n4tH ok @b reme dntrivels at a

spadifieirivestidean treqfieriche I ra6¢Rdnce ivineRhi @bodii&tfdXBE present
broadcasts the GPS assi stance data

. nhode 1%4 oastant&y S
inyegiph et < gFieR ol y1 O congBitobraaliess £ @Pepssistace data to the
plialit§! TSRobe-13A6s 102SEveP BleWokdless 3l-HoBEn SR GEMIE Dt the specified

broadcast frequency.

[0055] The first transceiver 310 serves as an interface for the fixed node
104 to communicate with the plurality of mobile nodes 102. The request for notification
received from the central monitoring station 106 may be forwarded to the mobile node

102 over the wireless ad-hoc mesh network, using the first transceiver 310. Further, the
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broadcast frequency. 30 [0055] The first transceiver

310 serves as an interface for the fixed node 104 to
wa@oeoomsini2zéat e with the plurality of nobil e nodeRBC/@2007/000270

The request for notificatiom received fromthe

central nonitoring station 106 may be forwarded to the

nobi | e node 102 over the w rel ess ad-hoc nesh

network, using the first transceiver 310. Further, the

SUBSTI TUTE SHEET (RULE 26) WO 2008/ 004250

td ANRORIOh AREB2H O tHAmBBINPMaB 0b @A iR Bk 3hd cvﬁene&sh.ﬁi hoc

ile node 102 transmtted over the wirel ess ad-ho

nw&wtw%mwkew@ byebefivesdnody 194 asipg the dirsi digasceiyar 3 llQSTlPﬁgﬁxed
nbdeel ol oBuhlcaRs Qfﬁh Yfler ﬁ)lte noliB€1 (jc4I 28Ry tH@Q:gﬁtra]r %mtﬁrmg station

conmuni_cates with other fixed nodes 104 and
10 tharfixedgngsh eiwerk vting the gecondariseriterd12. |T>b@doqaﬂsmdata and/or
' t
sEEHYPLta 3 B dyin SRS ARIC Bhe B vy Zed Bcs o0 o At
confial mopitaing stationdPe usingdbe prsded trartszielmr 313 Emmplcsemﬁ thalﬁrst

trg}%gé&%xﬁﬁg?az/t 1@51*13)6”%5])3&'05? v S/g&g{athbeﬁ g%gulclg ecﬁ] rggfa(&ﬁn-g%odgms GSM

mioderhy @éWm@umeGPRqudamg@nd alati ikef Tbﬂﬂf@nmytrélﬁ@lver 312 may
111@9.@@ rﬂ%eir'ﬁ gsgl)é‘ ggrﬁlgl%{urcééthnpgg:h!{/ rl'{le-') c?irfl omférin'gl {j ﬁa% 10(9 erelessFy or
usimg £ wirad eonfhestion diramnpiles af sercgnd/mratnbceﬁ\he3 tefor thelwireless connection

e 1B PR R airegedht BERRRRY (RI oo b8 Rp s Py

matléred, €PR Scaodeattand fthe likRy ThaedkortietrdnSstiee B&2 mla@\ndhidld Gferface

radl fre e F) nodens, GSM node TN.. no

f R0 e [t PR e o T el s megpppover

liﬁ@:}bnhﬂﬁlbhl,dlewwatﬂﬁéefﬂéﬁmrﬁ(fWANplaﬁ)dl thegiké.ne fixed node 104

to a wired connection such as a world wi de web, a

powefi0054]i ne c@maeotdadey with \dh denbbdi@eniNef wer fredANyent@dhdthe
accordance with an enbodi nenL s a

the |ik |
L LN e N A e e s e M B

frequem}péaehffblemeauastafg the IGRSOodssMah&adat) rfoﬁbﬂrﬂﬁﬁﬁ@atﬁgl Giith the
broadcasting the GP

ﬁg@%P Wegﬂ@%gﬁ f%@ﬁ CUBRPNEATRS Hith H@er Fxssh padeg 04

ERdmpl&seofmRbd h&ilenod @y IR QBRI Gat deﬂglaxv\ﬁettxborks such
ot her fixed nodes 104. 20 Exanples of fixed node 104

a{AYMI GRR Y&/ CPONL & meiyosls, b aiselessrauteioand e likel | ul ar
net wor ks such as GSM GPRS/ 3G CDVA networ ks, a

W e[I 657 ' out gf accBffd 11:!1 ah%mb% 91%3 of F] ?%gs%%ﬂglqgn%on, the

wi t han enbodi nent oPéehﬁ’ resen? I nvVen
fikgdrmde hoHertsl BhnRgErsgzier Wi pag’gmeggﬁmptmmstnclxmrcbmthg; gtoring

' n t Or,]
o PR g QPR R b LR SouBh ol B e Blbre-nen
nawerk tb e oshira hemsoditk Simnrids br directly relaying the location data and/or
the situation data to the central monitoring station 106. In this case, the fixed node 104

gathers the location data and/or the situation data from one or more mobile nodes 102.

[0058] It will be evident to a person skilled in the art that the fixed node
104 may include the requisite electrical circuits and connections to connect various
components such as the processor 302, the memory 304, the storage 306, the broadcast

interface 308, the first transceiver 310 and the second transceiver 312. Further, the
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network to the central nonitoring station 106 or
directly relaying the | ocation data and/or the
wa@Raosabi2eom data to the central nonitoring statPONINGG/000270
In this case, the fixed nods 104 gathers the |ocation
data and/or the situation data fromone or nore nobile
nodes 102. 30 [0058] It will be evident to a person
skilled in the art that the fixed node 104 may
include the requisite electrical circuits and
ifeRIAA 8REALRES with r@%ﬂﬂ@céon\»i&!ubﬁw& treRIRRBENSthe qg&u&% dhhCthe
processor 302, e nenory 304, the storage 306, the
stbwa%%srsd(orﬂilemoewlaﬂ@@ 308, the first transceiver 310
andg?bﬁ)]seconf}ulttﬂe@n%e béflﬁ§on%ﬂtg of ert h%d nt)&e 104 such as the
SUBSTI TUTE SHEET (RULE 26) WO 2008
PRCESINEB0the ooy 3045thp ﬁtﬂrwe?%ntl@rlfrgaaie@st witterface 308, the first
[ a
8 k8 P B ko o€ b e
nwdﬂch@ﬁWMPmEﬁubnﬁmn@ﬂ@gr@wcombnmmmemmn@ﬁe 104 such as
the processor 302, the nenory 304, the storage 306,
t he %96&dca5tFKhvb$hdm®k3mﬁymnhéﬂkkmmnﬂn&nﬁma@smﬂbndﬂain

acgéél%gﬁ% lgpﬁl g’rﬁbo%prgenl"t ?91%33%% Warlréverr%glo ma%\e antra losggr?{{gesgation

1@ipclodastai hmaltqomputeh ¢02apablf 0Dfi0teskihga lebaticn datddroltit a situation

tra noni.tori n statio
oy 3] BBl Bor TR o TO Pt PR SRk The b computer
Amlaﬂ\tﬂ{et therfornT vé aneassis@hceTREMVer Conipytes tcainpfsing lOpra:&@sor 404, a

R, 0 P ae Aol G A oh TR OB o g sseond

trmbelfldr @d4.iITho ptadedtr €04ds tapable of ctdiatim)Hbaamhae m-Eh@ctlons for
st. co ut er take the. form of an assi stance

Peg FRSGRE P gt} meniotien station, 104 ga | acgordpgegpyigh an

erﬂ@&hm&n oF ﬂfe%ﬂ&eﬂtqgvenﬂom pidtdssdt4d4 ida hbrdSbre module such as a
transcei ver 412, and a second _transceiver 414. The

migrosoaadllsy oxguch sthen integraled chipy B PrPRENS OBRRERATEY e central

m'oﬂﬁdrfnlg%iah&’ﬂ $0d. W ackerdafdel WAHAHAhePRRDREM AN S Bl ptré'%@nt 1nvent10n
central nonitoring station 106. In accordance wt

the pERs§F AR M4 BRY Phdnpemseed a3 spfevare madule fer qreotiag @mrawm of

th ScefhrA| A MRS TDRh & (BUPIAIA 8 HERGONOBOL! Lhanlhm agpess
such ot her egrated chip for executihg operations o

meperyc eneiial typeoell dureimg storaei davice0Gufficientatee boldathe enecessary

p%ﬁﬁmﬂﬁﬁ%d&%&x E%Em&grlemgte I)n \t.hlg%e a?ﬁl%ﬁ]& { :%BEIHE)IJI the

ocessor 4 be 1 npl enmented as so re no U| e

f or [?6531? ut | ng g%%ksprg{?dgsothé he%tr%?%éﬁl%lrmg s{e]lhg Ed({] Jith a

station-106.
maasdes stonmmmfcymahorom@h ras tinfpenasion dg/quand dorsd)mamg:eroutmg of the

Vi C f nt.to .hold th essar rogr anmi
R, BT o R e DRSS B e
dsdtatd torsto]:@ﬁl.for[lﬂﬁ&ﬂ.ﬂ;ucﬁlae ttetmeotagmod® 802pzlilﬂvd dﬁ&sﬂdﬂ&mg end user

. cen nDnltorln on 106
inf Rt TRRF T PE UG ARG oSht o Rl e eior yone o
maienfixsdcnddesl 0Agthefsedubi®y module 204 information such as the type of the

security module 204 and the like. Further, the storage 408 may include the requisite
software for keeping track of dynamic routing tables controlling data flow in a wireless
ad-hoc mesh network configured by the plurality of mobile nodes 102 and one or more

fixed nodes 104. Examples of the storage 408 may include a fixed and/or removable
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| ocation data, the situation data and/or the contro
data. The storage 408 may include a database to store
wO ndosnoresé on such as the nobil e node 102 and apPCT/IN2007/000270
correspondi ng end user infeormation; dynam c routing
tabl es fromone nobile node 102 to another or to one
or nore fixed nodes 104; the security nodul e 204
i nformati on such as the type of the 30 security nodul e
204 and the |ike. Further, the storage 408 may i ncl ude

t he poeer)i siteThs @PSV@ﬁt@llfOQfonl‘t@rﬁ@' tkd GRSkaRflitdd A W &y and
routlng tables controlling data flowin a wreless

CRHEHIHETE FES HSHERRE Rt c B ﬁg% rEgstape dp ipglideainforpagpn such as

A[mz?dal: eE;ﬂl@ﬁll@ﬁs %91% RBGnANRe Ble. TRE A ImbdlaX §6L1RRY @%lt]i%rmatlon of
es o e storage 408 may include a fixed and/o

theeﬁggafﬂt%htes%em FOTEIGHERY ¢iRUBEers) dely 2@‘@@#@@42@@1«3 the
&1@%@?)@69&%%0&5&& %O[ﬁ%%)osﬁlﬂ)% ogg§at Inl'te i yﬂaQe s a function of
trac sky"and

constant GPS satellites In
timg lapd, Itlwtlek@ BheapRS assistaneeadrtemadnba dymc@mmetsds peer ghecwireless

oFPEGOELHSES L TE TR NG il 0 SRS ot
n¢deh dP2rekhieoidmafiac ank ehm&emtie ﬁﬂfbmas;m uichxdkd mothe &PBiassistance
d%y hen%l”?%ﬁcb E)Hrgl Ag fa%]g f) eﬁ&z t comp %e pogoc%t d%? in

on such
subswaluaélyl tetheced rtingg ag ehea -@P$ uncived nsudf as ttheTA-@R8l redegver 214

R L et A SR D R
inf@niatied. noni toring station 106 to the plurality of

mobi | e nodes 102. The Al manac and the Epheneris
i nf ol0Redli on i Abe ek drapsseivhed BP8an be ipswizalese tragkseizier such as a

rat% A % o IP/"{QF?%UH«%I) Iotr3é 1(85[ i e}neopepﬁﬁsl\l }I%guce COEPRY fhodem

| On ataln tahtla tlmea
capable &f @lsblrsmelowrmmmﬁmrabetwm the @Sraﬁ ewntmmg Qdtibn 106 and

szﬁcﬁrl r@gg? od e‘TdFQ %Uch' n%: k {e%rho\é% 4 84 Elughc% ?’?sq Fans m%er%?# may be

receiving sut
cqpable Ijif e?ﬂiaiahshmgstmnmlarcsmxm lmweemﬂae rmyrabmoaltmngedt:&'&s 106 and

s OB RSP 105 ik fioRe R AT b 6E Presen
inveniin] eheotemmal abnitsdrign gtaﬁmfmﬁlirﬁébﬁve@ nthé dbaxdem dalaeand/or the
.central nitorin e or npre d
sifiglil Bn BRMicubr BB 085 0% RS et s a2, 166 s
adsisRNSE @ity 65 bd Ieht MR YhebFuraligpeibhebiRf nodsd adyl mahive Q‘elayed by the
n the central |tor|n stati

ni cation bet n
cefig] Ao oS Bl L1 (8, Ut OB B meor JSY nodes Todh using the frst

tra3EEv AN S ETHY dnb oﬂlﬁ’loﬂ%l’fb@d nBER 00 Inal MR rYEMRE thd GPS assistance
invention, the centr nonitoring station_ 106 receives

dgtp @var dhetiredsss adehior m /nswofﬂﬁ@ the plugaity; fmndeile 8odes d3-one

or nnre fixed nodes 104 using the first transceiver
412.1086H Gps The spaftehipuigeRS Stagohd 08 eqvtonagicallyeprocesses the

10@£thaiaiat MMdRF HERREABn AAF EPnel R niTRY pﬁf&e!sﬁxlg%‘f% 1504tib88ata may
central nonitoring station 106 to the one or nore

include ghasking ghe potheptiity §f emgin pf thg docation data by performing actions such
as Cyclic Redundancy Check (CRC); generating a notification including location of a

mobile node embedded in Geographic Information System (GIS) maps depicting terrain
information to provide visual representation of the location data and the like. Further, the

automatic processing of the situation data may include checking the authenticity of origin
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transcei ver 412. The one or nore fixed nodes 104 may
then broadcast the GPS assistance 25 data over the
wowesloesso ad- hoc nesh network to the pluralityrPof/N2007/000270
nobi | e nodes 102. [0064] Ther central nonitoring
station 106 automatically processes the |ocation data
and/ or the situation data. The automatic processing of
the location data may i nclude checking the
authenticity of origin of the |location data by
1&ﬁcgzﬁfgrfhé"@p@5f infRRRatfAGR IR d 3P thO¥%hation Rad Hﬁh%@ ¥t o Biilted to
generatlng a notification including | ocation o?
aasta%wfqr@a%%e 81eh &angedtitenpressuigrandhihe likafosrapealaronsignal; and
ARt gtﬁﬁﬁﬁcmoﬂﬁpé&ﬁﬂré?ﬁe L 'El;eah atlc} ATRE FBEAGH % ot Rlclugmg

visual representation o ocati on
thehlécqtlpk of thﬁurlﬂlﬂbrnod@ A62 ardierdharbaimenecefshe sitpatién g then be

pitpldsRtd oA BB e RO ) "V 2008, 004250
PCT/ jobg8)07/ OO%Z Qecm]rg trheG e YA By QJP%sglaQ@ 1n9Jrf e fog receiving

i nformatiion included In the situati on ta su
rqggest [fpmihe aatifieation fromatheisnd nfeor Frathen theosecondetrangerinpe 414 may

rdcbivE al fn§§§éi!iro FRROnE Pl‘f’d LeKB rgs(rs)]pns%nto T TR ey %gq,t b?[?ﬂje central

generatln e notification an occurrence
monitering smlonmé Abe ickithmonitotims btatibm §06 thp fidieataiomaddally

p;oggsa ;ﬁ%?hgtﬁxcﬁglg%ﬁgﬁz%@@gé%’er Wﬂﬁg ga%/tuxrrlcrl ecpe gh 8lf<18§ ré}xe a&t&fel}]tbmty
of prigig o€ madnitrruammdm pﬁefforrﬁmg actjdd® 6adh :iEI”tb_e @gﬂeriadundancy Check

A4 al i nt er f f .
ST T T AT A
mob#e nodeui@h @Bner&thg sedandsignAnRlesifyig Hd dediiyy mb@de YL by

rUCtIO fromthe e user response t t he
AR i SF iRy b T s RR: Tvge Bt e Figeee
408)@Gnd 'g"éieranﬁgh rcadtrdlraaita tood ey &d @itheddecd@d 1r[UdMlef204 hhﬁg the first

aut anat |1 ess he instruction sent t he end
(ERSER ‘4% ﬁ%ﬁbe fﬁaé hEER) RYVPHe The ferand r—reﬁlspexverd'rm in

the &8¢ ta®fust Beeilmst mtgttOfich s @QG§M7GPKEJ3@;CGDMJ§ c&i6fion to
cli¢c Redyndancy Check (CRC); identifying the

as tﬁe g?
QRS dhGHENG Bieh PHaeidng ¢ ﬁbﬂma’ééﬁag% saryjge K$M§} dchpgmedia aressage
s@ﬁc@@m@ Rt AR ssaBBRIViRo BEH G Wi ngg%ﬁ ad e llﬁin al arm

si gnal ; |dent|fy|ng the security nodule 204
mat C[IOOGYQ the of b@ofiafde Wik ah RBiboURtend Bf ﬁ{é rEJéﬁt f?i%imon the
user information _stored in the stora 408; and

CHERTRIRGE Staligh Po may geaerels thiecquirk féa op deqejyang the situation

degWakddt oh ADEHAEindd dittafibi) OHe Re-hé it s1tﬁefti%ﬁ %9&@/' M&hdeHteeiving
over, the wirel ess ad-hoc nesh network. The second

inptrugtion dfqpthey gud uper, @ rfitdationsrssnorge defined IES’theu‘#rtﬁ’ruser typical
situBti® feBSRsUabh §§n&1f§’§£/’tl@3§g§4rﬁgpem%l £OBE6f APRthfon, and

nOtlﬁﬁ the end user sendi ng” a short nessage servicde -
1

the &) Thecengal mamitening %@ﬁd@é dngfélwwes {RvB)irol alata@xer the
wﬁ?l%%%gfhoc eV A8Qorkltd Bee s@cu web and the Iike.
[0066] In accordance mnth I ment of the present

| nV qobéqn, the 2&BRLAR whP @h teﬁfbbfl‘lﬂleﬁ{ gt {hﬁ‘;})rélsg@t 8htion, the
generaté the control data on receiving t st tuation
wireless ad-hoc mesh network dynamically routes the location data and/or the situation
data to the central monitoring station 106 at fixed frequency such as 433 Megahertz
(MHz) or at Industrial, Scientific and Medical (ISM) unlicensed radio frequency bands

(2.4 Gigahertz). In accordance with another embodiment of the present invention, the ad-
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data, based on a pre-defined situation. The

pre-defined situation may include receiving 25
WO p@snu2sd on fromthe end user, a situation reRBEDIME007/000270

defined by the end-user, tagpical situation responses

such as notifying the security personnel in case of an

intrusion, and the like. The central nonitoring

station 106 dynamically routes the control data over

the wreless ad-hoc nesh network to the security
hdPHeheneBRtk dFehnli®AR Thuted H1ROGOABARRGER avh/oh t@nslﬁgmdda%ﬁt the

of the present invéntion, the wreless ad-hoc nesh
contrehponitoriyms#iond Vs ysing sl rgnsency happinsegaigieand/ or

the situation data to the central nonitoring statio

106 (8908 xed IragordaRsy Wil AR SMbaBgCRbofa e rresent( ‘W’}lo%rthe
mdbild KA D7 HamicRAY ABkirhinGs @6 Qembqa hodd t5¥utt Blei 16QA§S data

radi o frequency bands (2.4 G gahertz I n accordance

angfar fheasipetingrdasniiosroresnce StithameThrdisteat of the Bissanb Hvertiop, the
céi‘ﬂal r&#ﬁ%ﬁ%’f érQEt%nSUEE d&@@kgtl@%u{é@f&%ﬁélﬁQ%&%ﬂg of the situation

CT/ 1 N20077 00027 hoc mesh netwofk dynam cal |y
da’cfo endhe mebile sedgt 1Q3rf01:!fﬁ¥ thezpittion defpebased eradynemicieputing tables
#bﬁed &G the antfzﬁ? %&ﬁ’trohﬂ% sBtigh '1@? %gcﬁ cHr?ﬂa'i] ansrﬂ'tggff%‘lstation 106
reque cy hoppi ng techniques. [0 I'n"accor
updatel thnexasting dbwtenby &fepingea pads eﬁthelrmﬁehtnoeiﬁs 1@hend the fixed
nJH%?héfadHQéj& r%%ﬁ%{bﬂlﬂhﬁﬂé&%ﬁet ermnes the next nobile

ode to rou cation ta and/or the situation

dat 0 ac COpflaneeo b fufer 07 ﬁﬁ? HEE @t o P87 REGRER 6
|nv2ﬁ9¢2n t he ceﬁ%ré% ﬁonl ?ﬂg sta#@o% 106 updg esfor
mem‘tqrmgrﬁl@ healih efthe @rocsigmraﬁ% The agnitamonitaring stitiow 496G way also

i %h@ rgmﬁaé)ﬁnmghdlpglt it 418 (516 s @H& géwéri'}g% tglietboéa{aﬁcgpofdtﬂé Rost

ased rov
cqmmtqrdDZ mmlmsp@ralllmglesﬁﬁlaﬁ um‘n411)06. The central nonitoring
station 106 10 updates the existing routes by keeping
a tr[@ew]of the wibbbd evidcnﬂes almsoand:iltddeinfﬂmeact thatoilie ssentral
ane

fr 069] . The h
m BT r a0 A kAT O P P R e S enLoRORT CBP AT RaP
conmedt ttige progsdoln @04 ebd tnlamofy 406ethp rstmz@ssms #HOGPSTUné 410, the ﬁrst
t.ral itori tati 06 I 15 | ud
S B R P 0. ANy B S e
suppBruaiti408 of the host conputer 402 and especially the
GPS unit 410. [0070] It will be evident to a person

ski lfogri]i n t hBurétet, thd@dmpdaents 6NhE abntralMBidhit@ngNghtion 106, i.e.,
station 106 may include the requisite elgctrlcal

the PIRSSRTOs Wi TeoRSBIOT A6 W6 Storpecc APhelke GF uhH otlds dlesy first

tréReiver €2, IRNREId4RBscet a4 B, @eaTR) HOBitortN8 PP WRletnal power
410, the ‘first transceiver 412, the second transceiver

supply, unitHid 8.0pty broimnleentees grurdvree wedwe.raftwarsqdule, firmware

oS4 RbMbMBidn Ak&r. [ 0071] Further, the conponents of the
central nonitoring station 106, i.e.,

[0072] In accordance with an embodiment of the present invention, the
central monitoring station 106 and its components may be implemented as a software
program residing in a high end server computer comprising internet connectivity having a
public IP address for GPRS, a telephone connectivity for PSTN, and a mobile phone for
GSM data call.

[0073] The end user of the system 100 may request location information
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25 the processor 404, the nenory 406, the storage 408,
the GPS unit 410, the first transceiver 412, the

W@ e@s04260 anscei ver 414, the CPU nonitor 416 apdI/ANme07/000270
external power supply unit9418, may be inplenmented as
a hardware nodul e, software nodule, firmmvare or any
conbi nation thereof. 30 [0072] In accordance with an
enbodi ment of the present invention, the centra
nonitoring station 106 and its conponents nay be

TheMelpesIet 8@ ndsfictisOfst¥aived bp HRFyaEMI e Hedkmehl hﬁn@ormggthnon
end server c%nputer COﬂprSIn |nternet connecti vit

100aNsinggthe seqopd frrrsceiper st dr Eags cqngpl mpritoring stagiple Ao Automitically

proSRERhd Mlphe¥t foPthe BStRbatiBR dndroiRB 'tﬁeereﬁlﬁ@ﬂ%r fne annﬁﬁ%n to the
data call. 35- [0073] The end user o he system 100

comgspond g @aabil geder 103rovenihs rvialgss Ad-he msh IROTEK e form of a
ncfti%lelétﬁmzﬁihuéép deO&CQQA'%QdE tdh 1HNARO ?é@@&ﬁi%g thel aot}-flﬂﬁtlon the

request foor the notification is recefve e system
nogificptipn requestrdata paelet eemprisgs ifarmatien fot oBiting thqglotlﬁ@tlon request

da%g%a%ﬁél o%ﬂﬂéé‘vfr{; Fs% adHb& me mﬁet&&ﬁt TR 410 sElgﬁ bf‘c?ahaZﬁanzété)&zer

automatically processes the reques
thp otifeldse ad-hemmaghanetwerk exsayt eegavepad by nﬁemhodbhgxes that mclude but

arl 91& ]ﬁr%ﬁ&f 1100 fagte'égﬂ 8e lV%%{,: ﬁ?}é@éﬁ&dh%n:ﬁoa%d tl?e ri%d eT be notl%‘lca‘uon

over ess a e foor
reguasbdatd pachttiabomg meﬂ;ussbnmaxtemtspmdm:etexplhme@drhohjunmmowt}hEG
request for the notification, the notification

request data packet conprises information for routing

t he [A074]f i cat Figh 5rllﬂ}ﬁ1§me&k a rﬁm&@e paadet of¥ adtifidadon request data

i d- t f dat
ARSI P BFAEA D A g e
reqmse daiteqbamet 5ot hetdeo dieellbhaig fidlds, lad;ﬁuckehtlD 502 @ diSfination

uaranteed Ilve e i ng and
il T R e Do e G i S0 2l paR b oo M ehes
toalhlﬁjﬁgly\wdnhfyl thé n@IREB R siMatd padket 88® lidiréGvbiding duplicity in

conjunction with FIG 0074], FIG 5 illustrates a
itSpg %%ea% anq {rypsngpsign o?headeﬂalaLfnil gatiged? YW eest toguyigpely identify

thPasdoRt 180 10N t1AGRRE daNEAifvhiidh RYuaIBeW i RIates@b l%lhtﬁe central

present invention. The notification_request
mB‘&Eﬂk@g stgtion 10fe befae &n thearequesy onihsgrotifieatign proalcbé &k er epduser
of2fsys@md@Bt i nation 15 device 1D 504, a notification
request 506 and a CRC Hash® 508. The packet 1D 502
ser V89751t o unTepnratificatipanequest S0 éncingles thi eeivdl brites efthe saquest

fof %ﬂﬁpﬁﬁh eﬁroﬁ@&i b§7 he fid %HX B0 %ﬁ LD sysltjéﬁll l"ébt théa gec#u'egtsfob the

reception ‘and transm ssion. e destination
n%matmrrwanluﬂeumuqﬂébm Jockdioniof § moblienave 302 er nedeestLOP status

oftaﬁréémgié:gllagé F@ ?rgén F{{g%ﬁ%ﬁ 9(22% % ?\Pelé ?c?’\?ladggtg tﬁe auﬁﬁ%gtﬁc%?%?ﬂle qurce
ofrtepmiicatianrequas datatpla¢hec 5Q0. Onrthmr thei CRC Hla§h #038 imrhetles gerCyclic

Réﬁlngaf,n& Bﬁs o éxtr or co;rQCQion and correct decoding of the notification request 506.

[0076] In one exemplary embodiment, the end user of the system 100
desiring a location of a mobile node places a request for a notification with the central
monitoring station 106. The central monitoring station 106 automatically processes the
request for the notification and dynamically routes the request for the notification in the

form of notification request data packet 500. The notification request data packet 500 may
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[0075] The notification request 506 includes the
actual bytes of the request for notification provided
whygoosiezemd user of the system 100. The requespPCT/aN200t@0270
notification may include reguest for a |location of a
nobi | e node 102 or a request for status of a nobile
node 102. The CRC Hash 508 serves to validate the
authenticity of the source 25 of the notification
request data packet 500. Further the CRC Hash 508

bé Ffted @96 4 WRe16M4 GG mRaOHHREIGR GYcHBIsttBe fREle& B Pbe mesh network
correétl on and correct decoding of the notification

(explgined in sepunctiopgvity FiG e ths @wbllarnydfer%?od?xwfy haphin the
w?r@fésé"&ﬁﬁocolfnémﬁet@%&t & rilxgtgledl?&l'erl'oﬁgorathé P&Ad houk A4 ﬁﬁﬁy first

i.le node places a request for a notification wt
aftcwéal% st yaquenesg ofigi nogfisatign sequest slatatmeket TAR using theagtacket ID
56D WnkO e NPighb RS R
PELIRTARARS] e AL (005 383 08 0t my
dagtﬁ@m@d}g aext hopfort the netificafiprcreieshdata padket SG0orsingdhe destination

SR ROl PR OB S

th@@l)obvl@nQ%WMME Qoo dM@'@S?d@B&‘E e n2dilb@odoolP6d this case

dé)c\égés f?ig \;M)cra xﬁ%g'qu{élsq 81% ngmglji(d} ?-{avg %§uc hco ag tﬁe request for the

nmlﬁtxpmnclod’ed\nn tife retifcatid) rdqoest Hata patiied f&)Omﬁdi eonfiliZes th¥ location
rel ess ad-hoc nmesh network, the

d"ﬁaBSl%{%tﬂ ai%%anc?\én?tﬁe fixed node 104 may first
ascertain the uniqueness of the notification request
dat ket 500 usi t he packet 1D 5 2. Once. t he
uni a;ggﬂﬁss i sq%é%"@FC[Ag‘f%‘éHh a{‘iﬁ:‘g’ebﬁﬂ‘ﬁ?qn& Egﬂeprﬁ??t Byentige. the
niirthbeg @f bede inl @4 noBfcatileteqlidtt B&ta phckeN 80U mhp paril Qﬁd bd&ich equal
not | ‘F{é&tbl on request data packet 500 usin

thg Qum pudinggp Bg Anformatiop copiaiaed bR dieket PP, I

art AiGeri@itve fehfb@&hﬁﬂt HROMSHer SR bReP AL S tnoBAthLE 36NES da{af}eacket
nobi | e node 102 whose | ocation data was desired. The

SORIBRY Re Hiberd ietn this case decodes the |ocation
request using the CRC Hash 508 to decode the request

for the 10 notification included in the notification
requé8t8ldat a PH&két iBgmiesnd wepen sbuetire Ploe@aliPSnAssistance

Bﬂﬁﬁ@astl@ti]gack& 0@P§ ﬁﬁ%ﬁ%&@%ﬁ a‘filaetr@11 odlO{ &t thle I?)rese:nt invention.

accordance wth an e e present
ThaGBh Asgisiance goadaastrdain pasketohpOdsclides thedfolioving fields, lagracket ID

6({22 9 lfﬁ‘rﬁ:t Qﬁ}; @?zp A lﬁlﬁﬁlaéag%()gaéﬁ %@{e&eﬁg %O?%nds SR I6 1 O 1 %‘he

er 0 btes corres 0 orma
pa@b«rttl& afderves @hlelqualtyadqma@ktbt CE’S%SSismnamehdwﬁMaMIWﬂ(et 600,

U byt QL i | f ication
thg,'gg g\é%nag%fhgpl@ﬁ%ﬁx PbrgéeBﬁgn it a%smls 1|or)1( :1“ € éagnp %Ogd%ljdes
dd¥¢ end Bme I(hqsnstatatoethe ard&esﬁmghsesbrtdsb: infomaaﬂﬁn arbeRfme stamp 604
Br oa st d t a

2 E 0,.in. . .
a@i hno?atl A a%ng an Rreg},? 8 do ggﬁ’ hsgteﬁ&%sslg [fenjunction with the
Almanamt606)mnd tﬂ'ehEpﬁﬁ&rﬁS@)BSAamﬁlaBIeﬁadCb@ﬁjﬁmdi’rbhavwﬂﬁﬂ@t4 the
A rrcl)a(r)laclz g&é mcﬁlsdes 51% ofrl%‘l[ gn orma orI 1) tlhgsGPS sateril?tes cﬁocl( correction and
atmospheric delay parameters while the Ephemeris 608 includes information such as the

position of a satellite in space as a function of time.
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602, a tine stanp 604, an Al manac 606, an Epheneris
608 and a CRC Hash 610. The packet I D 602 serves to
waeiogoed250 | denti fy the GPS Assi st ance BroadcaspCTE{2a07/000270
packet 600, thereby avoiding duplicity inits
reception and transm ssion. The tinme stanp 604
i ncludes 25 date and tinme (accurate to the order of
mlliseconds) information. The tinme stanp 604 aids in
cal cul ating and predicting the position of GPS

sat ghd7of es | nTK‘eOGRQ']ﬁEH 610 Wklullestthe CyAlnrRdiasdH0P Bag tbr error
t he Epheneris 6 explained in conjunction with

cche@ongfandt qearect A}eﬁ%% obths $B% IAssistangenBrogdqgst; data using the time

stérﬁ'ﬁ S6ATRE ARk beﬁnéE@Eﬁl%nﬁ‘éris'Gb@S clock correction
and at nospheric del ay paraneters while the Epheneris

608 includes information such as the 30 position of a

sat Eb g L | N BRACExER léyyf MRt Qhe LBt muidRwih 'EHT En 106
SHEET (RULE 26) WO 20087004250 PCT/1 K200 7/ 00027

caﬁc@@?ﬁ@]therﬁgs @R@tmg [datg P@mg riled GBS $nit ke eKBlélh¢CblnRémM1@FaWc‘ylfh
FIgL L8 f}%r Sré’sfsls% g OfduA %o C ol %Ptmoqgcf%h%dgé 1ol eror
roa CaSt I e Stanp

S Assi st ance ata using th
brea)ﬂ:astmgehe&ﬁi’ﬁn@&m@@ datd ovérethEphiestess i asl-1008ness 0088 to the

plmia %m%?ﬁ%}% ga }'i“élg ?Q?cg}ég@ Nba gg FealtS e (?ElS 4B gt'a{l %rcfaﬁ%ver the

assli stance
wtréiess@$ou nieth a@wev@h&hmM| af tioGP b AcsistemceVidrbddcade Id&a pdcket

LSRR A A8 P 008 R DO [ s

upverectiniag ther eltiisaioadedest dmespacketswel & the ndtif@ation request data

e ot e%bine e 6P O Einsre B oade) Gipaihcfys 508 on ascertaining

thehifiigh@ss oflthel GRS AmdmmeBma&fast dutd lhﬁkeft (EDGJT’uﬂﬁg the @a&E’SD 602,

Assi st an e Br oad packet
(hp Rl S tioh (oG Rt 3P OB brSeside 1o o B 1P the
ARS8 50 2@ KRS Ephénedid aoscerwd AGGR@eRPbt Di4 MenOddlculates the
request data acket such as the notifjication re ugest

logajiog datsa@%them st G04cbp Pdwanag 80 the Ep

Br oadcast data packet 600. On ascertaining the
uni q[ueness of the GPS Assistance Broadcast data packet
600 [0e§lhg t helnpaseridencepvigoan embodimentefhibp dreseridnypsiien, the

\I'ng& gfﬁ'té_ﬁﬁ hinb&Ps 3951&9&% %Bid\éasg Q49 %gcl&h@()ot ﬁl%ﬁvaﬁl Qﬂfpas such

Al manac 606 and ris 60
equek dieveumtz1 Hftiyeas @afteemqndtnestOt ﬁe lnfoan@ttqnowr@emed msthngGPS

i R L
ingheeGRBM Asdisianee Braadeast drda p2Reti90friney boh figd mentien t he GPS
Assi stance Broadcast data packet 600 nay vary and as

such equal the nunber of bytes corresponding to the
i nf doeazi on cBiGt. diilestraien atrteesa@ﬁrucﬁs@ ofst GRS drdskaraldtgmtket

SP@% & [?(n%tg 9’%61%1 an en{i})oﬁ h%g)ielsg éli;]Vegp g, [Ofglg 'Pracgier data
pemaak’ﬂl() neQdezetiic Hell@vifg Xetlisnupaeket ID 702, a mobile umt ID 704, a
location data 706, an input/output data 708 and a CRC Hash 710. The packet ID 702
serves to uniquely identify the GPS Tracker data packet 700, thereby avoiding duplicity
in its reception and transmission. The mobile unit ID 704 serves to uniquely identify the
mobile node.102 whose location data 706 is being provided to the end user in the GPS
Tracker data packet 700. The location data 706 contains actual bytes containing the
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25 [0082] FIG 7 illustrates a nmessage structure of a
GPS Tracker data packet 700, in accordance with an
wepdsmi4zent of the present invention. The GPS ACEHDINE$7/000270

data packet 700 includes the followng fields, a
packet ID 702, a nobile unit ID 704, a |ocation data
706, an input/output data 708 and a CRC Hash 710. The
packet ID 702 serves to uniquely identify the GPS
Tracker data packet 700, thereby avoiding duplicity 30
lo&a@mh {8ta l08 R REHAB ndRd 02! BRERPISSIf Wbatid@atdRBY IRk 1atitldPand
704 serves to uniquely identify the nobile node. 102
lovmt’s@@ cp-gedinates of thawaebite eoqif‘slqgegffsv@rthmt lggation ghchpe 2 apge of 2
&lstredd, ISR, ﬁfea‘iﬁﬁﬁfouqﬁt BatR 30K Slay 1QQudeT§1€1aﬂt&1C@§tét 8P an
a 706 contains actual bytes containin
ocswmwf; POTEitGHEE FeysRUDE oge)or VOre 68T 0Hedes SUCh as the security

I PO B L0 s by B0 g
tha mt:urltyongiutas @84 ey orctida @M@Fﬁfstams@f thsise¢usityodéulasPp4 or fuel

a%e(r)e(re rea 18g kge%?edktg‘ed ﬁ%gﬁfeﬁ%&?}l %% u?xfregg?ndﬂ; té eadh secunty

mbmﬂém@% S|tuat|on data of an occurrence of a
situation sensed by one or nore security nodul es such
as the security 5 nodule 204 or status information of "
the [ee83)rity ThelGREhaRDZ10 fholmdst the L@yc]ilmkcﬂurrwmcy) Bitsffor error

the se rit ncl

CA I E P RRUUEt S4B op Jae 105 o B Mup i PldRirys i
the GPSems&er ddtd gdkqr7egsure and the | i ke, corresponding

to each security nodule 204. 10 [0083] The CRC hash
710 includes the Cyclic Redundancy Bits for error

COr rggg4jon - angh &&re&aﬁpla@mmnqm -G rdceivat sueh aﬂﬂi& at GPS

706 and .t he i nput/ out ta S Tra
regeiv e ZJadk e Ml npéfoé(ﬁ?] colGisdhe ey “acfatﬂ Wb are Ce with
the-NFRend1 MR HleHdEids ASsdcRBoMNMIEIBA) baideRES) Yl%mgﬂtﬁ: Ihdﬁle 102
the nobil e node 102 cal cul ates the | ocation data 7

o s dherlo ion 4 704 RONEILh I IMVKPHIRG I 0% PYsh |ﬂtf‘szreless
fﬁ&otﬁésﬂtﬂe%rl( PR endiHi rggﬂlto?ﬁ% statm? 1 Omh ileSroMP 8L 8PS tracker

en transmts the |location data 706 along with the
dita petkeot0p The dentral MOBitasipgrsiative 1RP pelrwglnga@e KBe ?re%lwr data

%ﬁgtwokautc%atlggﬁtﬁ&eg L tﬁ.éolgt:e[’tﬁﬁ'dgﬁ b aa'h!i % 1 ﬂﬁ/ohﬁu{ Ma 708.

rac ata packet e central
Tho seéntrek inpgtosingasiaten 1@®Gceerdinglyaprovides & mxﬁeﬂsntﬁ thelead user of
t%a& Qo(packet 700 automatically processes the

atlon data 706 and the i nput/out put data 708. The
central nonitoring station 106 accordl ngly provides a .
noti fication to _the, end e
[OOS@Pgﬂn acc ’%8%%’8&‘13“% #ﬁan egn o} e%t% gfg}%%gtomrveens?oﬁt the
nufive@rdfigtes i e GRS Tmcktredat padhyt mt) may tvtng agPSBs 'Eudx:kcmal the

nurglger %rit(e%tcor7r(<:e)s(%301r1]ai Xg Y&t AR (%mgt?onsgo%tt]ame %lﬁ%lthe E%S Tracker data

packet 700. In an alternative embodiment, the number of bytes in the GPS Tracker data

packet 700 may be a fixed number.
[0086] FIG. 8 is a flow diagram illustrating a method for providing a

notification to an end user, in accordance with an embodiment of the invention. The

method initiates at step 802 on the reception of a request for notification such as
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nunber of bytes corresponding to the information
contained in the GPS Tracker data packet 700. In an
wabkdaosnness ve enbodi nent, the nunber of bytes i PCT/IN20GRH0270
Tracker data packet 700 may be a fixed nunber. 30
[0086] FIG 8 is a flowdiagramillustrating a nethod
for providing a notification to an end user, in
accordance wi th an enbodi nent of the invention. The
nmethod initiates at step 802 on the reception of a
ncﬁlﬁgéiﬁﬁtre(;lﬁgt dAQdabie? 360 BN LS Y&dbiBHodSWBR b Mdbite RdeED2 from a
(R WO 2008/ 004250 PCT/ I N2007/ 000270 23
cenfstl Mpwitering statien sechtasranizel aeniiering gtipn, 104 bgspe juger of the
sygtgfaelo‘é;b?&lﬁ tlﬂﬂgg eSt fgpg&ﬁ]c%nft%%@ &ste®TVOrAl is received by the

nonito stati on such as central rmnltorlng station
Sy$108. 100rvet1@rn¢nmd apongpringgationywhielnthen aelprsghs tpayest tpethe mobile

nod‘éq lA? %Eeg fSE Jﬁgto} Ho?ﬁehﬁﬂ&&%dﬁl@? s%)ésag %@uﬁgpm@cﬂﬁ‘e bY@ sense the

system centr noni tori ng
mennw nocdn fmncmcmrrme oA sigrstiothandr mquide situation Haia troby eat @ the

o etlrBb el el 300 B BB SHA AR AR ops
assigtander darcte tif mabitd iodabivara windesradwhodeesh heterpikorenfigured by a

nt th nt i t t
P SUBar e hSies e BT R AR bR b lgef o ¥y
80BS Hiesthabikenodaicamped & &canidni data mghatethe redeivad s RSedsaistance data.

ThobEES ROt SHHSDRERT R 1o pieds Subecder e s

asEﬂsﬁéﬁ& ededlddtbulaft tifel 10¢utidh dBRBAL $te8 1D iel Iecation eata and/or the

nputes .a | ocation data us R er ei ve
SGSRIS i i S RSO Sisoe AT B Hiess Tgpsgtrom the
mbBifSAOd8 o hd derit] bRitdFAB islaBom OMEstE LS., ﬂﬁ&eﬁtl‘tﬂ! nfoktforing station
assi stance data and cal cul ates. the | oc

n da

aupragicglproggsees|thrdaeation defa pad/of ke Yuat atas %g‘hth&&?%ml
m'()§1td}|¥1§%fgt16ﬁ‘lpk§(/1cfe9 th%ﬁlﬁ&\ﬁ% td 1he el Lr eﬁﬁst%d%fm%eﬂﬁaﬁbd ends

network fromthe ile node to the central '
wh@h the st rugersqfatb@ éYﬁtenAffe%tVé%J thg ppwtifieation e thy central monitoring

itoring.station 15 automatically processes the
ocat ion data and/or the situation data. At step 814,

the central nonitoring station provides a

not i fheati on : drﬁ%gr[;&g) ¢

ends[f bgﬂen t hte[ﬂeé%}]g,elﬁsgg?n @gQW§%?§%tg?na€%n§g?}%/%§ ne
theaentfdl canitoing stoiont Fee catrelrmbnitpong sotipmgay él‘teatgemﬂate 2ontrol
dita QJ Qd Th%h ngtrly&%n rQ{theﬁ Cf?é)l%{ tH? eh@ %s%}OtAlfel'n%ﬁ%élf N8B ntral

Send> I nSt riuction 1o e central nonitoring sta
m]Shnaom%rstamah nmagertemte thg certtad dombasay ot hane grefdeﬁmdeltuatlon For

mg%gct: ' ﬁ]ﬁ RIS gefanegd ﬂxg?na%hfa de{e]:i?t%e ogleaﬁltlrrltr o5 eorV seeﬂs t%ngﬁering

with &id ape oﬁﬁ}bregemi‘tﬁmeddlésemddmlﬂ«el THatcanttaaSﬂdntonng S(n‘eon may
pre-def.ined s atio For tance t he pr.e- def

B IS 15 S S CE AR 1ORIoB SEhY e ASTORIR e o

setcam@/&ﬁédﬁg:s ZEhevdnt Br ;bR seiRitPmotilELm e rekp’onﬁmﬂm}heetms@ oflthe

t he | The centr nitorin ti
control ciata received from tl?e arcmloc meslh getwor ”lohe resgonse may include

immobilizing the ignition, sounding an alarm bell to notify the security personnel or any

such person suggested by the end user and the like.
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then route the control data over the wrel ess ad-hoc

mesh network to the one. or nore security nodul es.
wab@sonesor nore security nodul es may then r espOniN2067/000270

the basis of the control data received fromthe

ad- hoc nesh network. The response may incl ude

i mobi lizing the ignition, sounding an alarmbell to

notify the security personnel or any 30 such person

suggested by the end user and the |ike. SUBSTI TUTE

SHEEGOSSRULE 28y 2€ard£08/WiifiA 3b CxBibialyNRBIdiReR2 40 thengesent

[0088] In accordance with an exenplary enbodi nent o

lntfff?@mgna@@eﬁ?{nah? Froesing system 4oy t%?ﬁklaﬁﬁ?h"&!e% Mgl g3 theymebids rage 102
is pRIvided K édaCis¥edTithd fforddie fra@8ingd 8teADRYBisASRIDS a Veficle.

provi ded. An end user of the automatiC tracking system
Theeram@gttfgr the lQsatien Hfrtheyehicls is peesived at arpratrplagenitoring gatiqnach
asl RERH kRRitGHing 28io% 90k Ohﬁ chﬁ'trarl ﬁfbﬁit&ﬁ% Bltiof rGRY thélequest to the

nmonitoring station such as cent nmoni tori ng
vehicky Wanse dgrgtion indormatien whs ﬁ@ﬁpd by thegendtugen eyer rameé@s afdoc

més%SI F\é%rk tféhr{eﬁ By 2/ D}aﬁ{gﬁof‘%f?ﬁl%s é&‘éﬁ"&z&lﬁ&e 1§“PfPthrWItﬁ %}Qns)é\ﬁéers

e en over w reless ad
fon e@mmmacaft@n PEtbobss) anqobm erlmary figed nedes shasas(fewd mode 104. The

AN r%ée?ve; §th' "stﬁ?edA‘Q’;ﬁé"&eEeﬁx?e?%ﬂ Vifid §eh1&95va ol T :ﬂ?(egg&e%ﬂon

pur poses > ohe “or nore d Nodes
ofrtioriequiedyby tﬁh gehigle,@RE receives ¥ 6PS stsidanas dzttin belﬁg @e&icast over the

wgggs%"a\c/i oczt%eshlrpe &gy)&fﬁﬁ l/e i Cklg Lfﬂ% 8{38 um lﬁclgq&ibéentral

of "t'he request S difd7rceives
massriag smncm cdmtantb,etra@gs 6P addclliet amml/@iimptutes thevG}]?Sadtsesmnce data.

TR fos PRk B PRV TR R SOuRE sbliGy S R o more

fitedanidss @Bﬁhslabaicbsttths GPSdassispist @82 bhe HPSifkss ai-A0¢ eesh

ata. The GPS st dat.a is p ovi ded
nfEHE ) POt S PR AT S an Bhe YEficip, the Regig data
conpaieRd tyhthe A-GPS asl&a&t idch@eRS l6&EbS hﬁ&ﬁﬁnd@bﬂﬂ@v@fuckh &he
W rel ess. ad- hoc ?Esh 15 net wor k to gf recelved b %
lopatiepdafagis ypapisaiiy 1uRd Qvehithy wireleshad-hose meshopetygikgfrom the

veh QP @6 cBiird] RS sthBGE ITHE lechthd | IHEl@Srihd) Stati @€ AlthB&ically
information of the vehicle. The |ocation data is

prasesenitiealorafiop slatde dhislianan Heludg providdg auistd éenrgsepiation of the

1oBRioWOhforh iRIM & el I bORIVEE TR thd BILIO TRY central
station. The central nonitoring station autonmatically

mpyHigEiag stakon then provides thalogatioa of Wisivekickedy the ged wge
providing a visual representation of the 20 | ocation
information using the |location data received fromthe
vehi[@0%] The Bwther.dp seanrsrihe welieles mteyents suchive thefr @vinteséon,

thé@@fuﬁg& ﬂltcl ®Q fﬂ{ed t\’é}}ﬁl %%hdr Ste %chglﬂﬁmgﬁllﬂeéjﬁl%ﬁ ‘as %chxggl] module

o secure the vehicles 1'n events suc
204hEdrtingemce, i vedickgunay bdrlﬁtted@hthcarlsslpm)%elber for dacedlandiviihdows,

kit dul e

sr3REssfipr TRl e BREV A e TP RN G BT BoBReP B it B irhoe of
a amaﬁlcmmch asmtrsmon ﬁmrprdvader satuamh duita d“hwss;tuzﬂmeeldtaaﬁmg ovith the
lo i a Fag % w1r 2ha }?o%urgcles]i)ynegxtl) llcj fr tﬁa)(leh le t

8‘3&%@? é’Pﬁ cc‘i?P r?&’%r B? © ork trom lele to
the central monitoring station. The central monitoring station automatically processes the
situation data and the location data to identify the vehicle, the vehicle owner and type of
situation and such other information, and notifies the appropriate personnel of the

occurrence of the situation along with location information. The end user may then send
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a situation such as intrusion and provide situation
data. This situation data along with the |ocation
wa@latoa/ooeego be routed over the wirel ess ad- hoc nB&HIN2007/000270
network fromthe vehicle t®s the central nonitoring
station. The central nonitoring station automatically
processes the 30 situation data and the |ocation data
to identify the vehicle, the vehicle ower and type of

situation and such other information, and notifies the

iRRRABR %eeceﬂﬁﬁlsﬂﬁﬁ'i?drm@fstitleﬁ to 86 G456 8O bnd Bemore security
situation al on | ocation information. The end

medies. geh as H’é‘ﬁmg’éﬁﬂlg thy Egitiom herelsHeqriggbe meligly. T automatic
trg&g%/ 19@)%%npt§g/ebwg)gydep Bf aZIQandZ\%hic fi)Eerbh'IQi% ﬁlowﬁﬁd also
central nmonitoring station to aye to the one or
preides meany ferisgeuriag dhel wehiclesuch as | mmbl lizing the
ignition, thereby securing the vehicle. The autonmatic
tracking informati on thereby provides on-denand
vehi [OP0]1 ocat Iwrcéarflancerawiiho an candthet smemmmuvcrdbshmea nef the
pregcrnt ?&%ﬁt{e Arnn gl)? %p }ﬁeﬂdo" %ng tg? a[lt%%ap % trfaﬂxmagc %/% e(rjnagpfp amed al?aove
mchwle dirécd nommhmca;mtbeme&mﬂle anthile heded 2 ¢sveh ncthe walnkleh\glth the

oSl BB S O o 3 B 0B ira G £t e

migkte neteorkt foaldymnmct ouiinpgoithatloarion The, ﬂieLlsﬁtahﬂldnydzmzi and/or the

ol T camee PG Bt B EF Beaalig s Fgence

dsth tolakd Plurdliag af a;litﬂﬁle noldé&e for ad co@putstainaof HaelocLidh r(ﬂta The
nDnltorln% st at.i qn in hi s c se hroad astﬁ t he

congas lartin s dyRgmisaly spFEPYeE (oot relos AR EOREY gk to

tHeRente0MPHit@ineGtioh, e that@biios datificatibi®o at&angéed
| ocation data is dynam cally routed over the w rel ess
ad- hoc nesh network to the central nonitoring

staty 09@1& wWhi clhrht keB d?ﬁgJ&’éséiﬁﬁloﬁs Sodbdifis @an&ﬁmte&s @f‘th@f@ﬂ%sent
user 10091] The f or egoi n%h‘ escriptions of speci

Ny 98  hire begn cPFeS?Iﬁ@d fﬂr@g@ﬁses o blémtloar@nﬁ dossripdem They are not
ifRSE R BedHalistH ' S EishiCthe njnJth?Jr{ Rt tthre%ﬁg forms dlsclosed and
description. They are not I ntended be exhaustive
obyiously minyi modifieations ansk Yaiatians archosgibledn dightfafrthesabove teaching.
Tgéa %ﬁlgc{a?g%rés Vgé}g 0}6%21\8{ ?%chés%@hﬁgﬁ ﬂy?]rﬁprqgg Eé% @Qﬂl%ﬂ %he%?ﬁllmples of the
inveiohiang its 20actipad applivetipmand ¢ thexeéy ehabdeothens dk@le¢ or ihbed to

' bésp uﬁﬁ%elrhe lﬁ)vegﬁg’l% aﬁ"(‘i( QL "f‘ctu.rs] H%%dxmebﬁ%lm %ac’no%f ng@cﬁ%cations as are

i'nvention i"catl on,
smhért@niye pntahllar we lnemtsmpllaieﬂl d‘d15| undbrhteodxrthattvanmbemmssxons and

t I nvent i on
su% tlm%%ng rrtjl?) eglu%valentts are goréem]%{?tg ag m{ mge%naest ngy 63{;&«3?&&{' rgpder
e)qfeélenio btiethpscasredintehded ®© conetethstapplicatibitor \implemidfitation without

d. substitutior val ent
BB Ar e e s ae e Pt BuSE BT encer
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25 expedi ent, but these are intended to cover the
application or inplenentation wthout departing from

wo b@sepi2zso t or scope of the clains of the preseor/IN2007/000270

i nvention. SUBSTI TUTE SHEBF ( RULE 26) WD 2008/ 004250
PCT/ 1 N2007/ 000270 26 5 CLAIMs: \What is clained is:
1. An automatic tracking and security system
conprising: 10 a plur alé% Iﬁg nobi | e nodes in
operative conmunicatio % at | east one fixed node,
the plurality of nobile nodes and the at |east one

fi xaxha@ddaimedfsi guring a wirel ess ad-hoc nesh
network; and a central nonitoring station, the centra
moniit or i Ag atfoatiOttadkthgped rsaiu'rmyesysterﬁmmmmeiag:i on with

t he W|rel ess ad-hoc, nesh network; tein each of

L he TRy P OBHC WSt PePPAOLRS LR S of leid P e
nodE.CME iplifalitiRE Whddild HddésSardaga it @eagf orer fieddiode cosfduring e
response to a situation data of a situation sensed by

W’F‘H%SS&@ hpemeth isHETkAr i ty nodul e; and wherein the,

centyr adntAPMdnRbin}o shiliad,| 88 dehtrMapRRk@ingf stV irtlioperaeieS
(d obal Positioning ste ‘Q@ aSSI stance data to the
comnmrnégatltnryvvélﬂ thewpireless ﬁbé@sﬂ wirel ess 20 ad-hoc
h’rl{%?etn‘(‘@e[ch of %dplm%edf MdtAE mo&!‘s oRBrifds 4 ﬁ:hétto‘{xe Qfcurity
bile nodes is furthér capable of conputln%
mb@&g@ndomcmbla ofiporiginglieal GRS respenssttap sigiatian data gipysituation
I sh network i s capabl e of
Seﬁl&% bﬁ'nt *F@“‘%E?‘%ﬁg@‘e‘ﬂ%%ﬁg%ﬁ on data and/or the
si t udteradn theateatrdlroenitoniag statiem s ¢apatdé ofrptsividinengBe Glaal
Pdsfinind3yGEN] sélstaH@enaat&aO{ol A9ptafty Ghnonl gga@gg;vgﬂ fle WiBless
adahﬁcmhmetadoﬂy apd ocessing the | ocation dat a and/or the

nser et s R s eI aBeRE kATl ok BDuF

almtatﬂinaihmuimgwmeﬂls siahndeaiast andone of t he pI ur ality of
icular unit.

o outera® R gviedest AFROC Sloaf b B s ciliapiert GRARERY Bpune

~ thatlocati@a8dta antorf th¥ effudbionl @ataSrom @l glathisy dfasebils tiatidsan. the

35 4. The automatic tracking and security system of

ceafral ’Pr?“f‘o“%g'f‘t&n ade at

wherein the central monitoring station is further capable of
automatically processing the location data and/or the situation data,and

providing a notification to an end user.

2. The automatic tracking and security system of claim 1, wherein at least

one of the plurality of mobile nodes is a vehicular unit.

3. The automatic tracking and security system of claim 1, wherein the at

least one fixed node is a cellular base station.

4. The automatic tracking and security system of claim 1, wherein the at

least one fixed node is capable of communicating on at least one frequency.
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| east one fixed node is capable of conmmunicating on at

| east one frequency. SUBSTI TUTE SHEET (RULE 26) WD
wWQO®8/h04R50 PCT/ 1 N2007/ 000270 27 5 5. The aur@NE{20€7/000270

tracki ng and security systermnof claim1, wherein the

central nonitoring station conprises a GPS unit for

conputing the GPS assistance data. 6. The automatic

tracki ng-and_security .system of. claim wherein t.h

10" Gont ¢ ARCABRTELF g Ry B B G Rt iCh b e
ceagsli mbrititiag datian tompiires pl GPK it Yoradonpoting the GRE esistayice
d roadcasting the GPS assi stance data over the w rel ess

4- hoc mesh network 7. The automatic tracking and
security systemof claim®6, wherein the at |east one

fixed no recei ves the GPS assi stance data from the
cent‘fal RiaPlPiaHg tradlng F‘??H“Qnsé’s"ﬁlino%fo‘saalg’t Vhrgeiggtke

cenfsli BbRERg datich o @ites e GMSI8difaRe Atk MO the PREHity of mobile
networ k. 8. The autonatic tracking and security system

nogles RY bropdopstingie @Fhashiance dataqves be ddrelestadmios e peiyer
is capable of dynam cally routing the |ocation data
20 and/or_situation data by defining at |east one
al t ek nat &hp auiemptg tracking; ang seqyeity stam) of §laiia Oa WeEpibihe at

leSdt toHatexeM ndad ?‘bc{éi@est #e f(ﬁ%n&srsﬁ{ang@)@ait& BohNGe %Eﬁjéa{il %nitb{ﬁ;/g

an event of failure of at least one of the plurali

steffonnesist beoagesdis sthe rfdlf o rassifiencat datze g¥¢r e ewirglgss dadenge mesh
ne}ﬁgrkaut omatic tracking and security systemof claiml1,
erein the 25 wireless ad-hoc nesh network is
further capable of determning a newy added nobile

node, and/ ' - ' h

ho08% 3" 036 i M VLSOO D01 ORI . A o
waelessoml-imssthesheteivorrk ;is amuhblepafadyinagicelty sduting theo locatonf duta

routing.the. | td on ta, and/.or sit i on dat 0._..30
sl S R, AR BBy MRS Rl b
ddta ackorrsguatiod ds@celthetcgntsal stoaitordg tdtimhninhp ewdne e faflutelod at

notifigcati,on,to the.end, user, c ri ses | ocati on of
tephns o RRRUE RS Rouss B P SRER oot ore e dfisac t on.
35 11. The automatic tracking and security system of
cl ai/rjn 1, erein_.the .notificatjon to tfhcg .end user. i
provi-ded auipmatic (RPking Ay PIYF Y SERLT Gmubi WRFrep the
wirélastad-hobBRdl ddtil bk $Hakther(dRbdbie &6)
determining a newly added mobile node and/or fixed node;
integrating the newly added mobile node and/or fixed node into the wireless
ad-hoc mesh network; and
updating existing routes for routing the location data and/or situation data to

the central monitoring station.
10.  The automatic tracking and security system of claim 1, wherein the
notification to the end user comprises a location of the mobile node and/or occurrence

of the situation.

11.  The automatic tracking and security system of claim 1, wherein the

notification to the end user is provided by the central monitoring station using at least
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WD 2008/ 004250 PCT/ 1 N2007/000270 28 5 one of a short
nmessage service, a nultinedia nessage service, a video
wa@bkiog/oo2sphone call, a text nessage and a worPdr/¥w20e7/000270
web. 12. , The automatic tracking and security system
of claiml, wherein the notification to the end user
i s provided by the central nonitoring station mhenever
entral itor station receives a fe
onect o FEPIEF et ot PPURRER IR sHTRE ¢ Fef i3
catlyi erEhesagerand kiwvgldavide weicuri ty system of claim1,
wherein the notification to the end user is
automatically provided by the central nonitoring
st atizon. The ahtbmafib @racitih® awd hd&ulﬁuya@ktbmgomﬁns ECwhdréif the

ten1a to cl.ajm ei.n the cent
‘ﬁ?‘{"a‘ ﬁﬁ‘ *’é’g 6%1PTP¥}‘1‘F‘L‘?Y( ‘ﬁ% FCW&E‘HB‘F@T’SB S’&B%Y"é‘f’}eﬁﬂ the
ce@lﬁﬂtrﬁ@htoﬂﬂé @aucanéced%@ adqaet For theiotifibdioh FRnc@ebidisedat a

over the wrel ess ad-hoc mesh network to the

plurality of nobile nodes. 20 15. The automatic

tr acki Ng TAB GuRAEHE itfakkisy ahde EEchfltstltyé}bm Holaith €1 Whdieih ke
central nmonitoring station is furfher capabl € of

ngiifisetinstondieaend; psst rig criopatically girgded py dhs cprdrab mepnifedng
st@fgl generating the control data based on the
I nstruction received. fromthe end user. 25 16. The
autonatlc tracki ng and security systen1of cl ai m 14,

Wher T?@ au‘t:cﬁﬁg‘ti(:agracﬁﬁ’lg' dn@" 4B ggtéﬂn c'c§rdf r{ohaﬁim 1,
capa fe of generating tRe control data based on an

wharein theeerptralohonitoring stgtionisdugthres defablsed gonarating ao¢ontrgipdata

Y [ S

an;dccgg%-%?:ﬁ%y%o%@iﬁ t}?e EJ g'gi(éla\?\%g\?eg?lhe \?&%‘lgistéﬁ] Iﬁ)\gs &g]ﬁlgtwork to

msehmdﬁygﬁnwﬂmhedmis capabl e of nodifying a state of
the nobile node based on the control data received
fromthe central nonitoring station over the wreless
ad- hisc b an®inate kack3tg 4l seduritpuystemm ol clainm dékivheeiare

chbontiRE ihg® Huler erdle SPmbthe el Rundimkrotgine
frém R éﬂcﬁhseﬁﬁﬁu p@ietanigg Steadon®ol, datdBased 0k el insmRIRibIO FdcBiged

stﬁ# in operative communication with the wireless
frag "&¥h network; SUBSTI TUTE SHEET (RULE 26)

16.  The automatic tracking and security system of claim 14, wherein the
central monitoring station is further capable of generating the control data based on an

occurrence of at least one predefined situation.

17.  The automatic tracking and security system according to claim 14,
wherein the at least one security module is capable of modifying a state of the mobile
node based on the control data received from the central monitoring station over the

wireless ad-hoc mesh network.

18.  An automatic tracking and security system, comprising:
a plurality of mobile nodes configuring a wireless ad-hoc mesh network; and
a central monitoring station, the central monitoring station in operative

communication with the wireless ad-hoc mesh network;

SUBSTITUTE SHEET (RULE 26)



10

15

20

25

30

35

WO 2008/ 004250 PCT/ 1 N2007/ 000270 29 5 wherein each of
the plurality of nobile nodes conprises at |east one

wG@emsniL2y0 nodul e and is capabl e of providi ng PERINDIT®0270

response to a situation datza of a situation sensed by
the at | east one security nodul e; and wherein the
central nonitoring station is capable of providing GPS

(d o@'ﬁ%rem eQ?H bt t@@ 'pﬂ)gahg% éf %‘Eﬁ)ﬂea&? § &Qﬁbcr% gﬁtl@asﬁ 8nefr:l %s%téé

pl ura s over t e WTeless
mpdsle ancétswapdbie dipdovidieg Eiahtimeacispate tohesitphtionalatat of asftuation

le%}?th@gtgg%t&ﬁesfe% t{?‘ﬁqé)d pagl e of conputing a

oca i on a usrn assi stance data; and
wher whereinltbe véntel ﬁsmnadhghmnorras kapableveft groviding aih (@ ol

YO S el oS e GO RN Semicvisies

atl-hec mésh reewdrk;aindmoni t ori ng stati on; and V\,her e| n t he

centr ni.to rt h

C o o hBr et Sihd BB b0 ottt HisterAPabiS gl pegpputing
chQﬁﬁéﬂdhtht&ﬂig&heGBSassﬁbta{Wédﬁtzﬂgn?(i notifi catl on to an end
user . An automatic tracking syste conpr.i si ng:
a pl WP%{FIH@S Birelgid-ocipesh fefipry fsehapghls ef 1% squtia e

thid Tothtish dh@ast/oPBR fituX@s daROHem hdpluRity & mbdilePfodePR) the
nodes and the at |east one fixed node configuring a

ceitrabmenttoriga statien; 3adh network; and a central monitoring

st at {yRfein ilecchRAl i Hito étit%'lé"ﬁrtﬁér%ta}')é%ﬁ den oper ative
25 comuni cation with the wirel ess ad-hoc nesh

~net wor k; anfrEadiralt mecestng tha pitustion dasy and(prdecatiorodnty, gnd

capabl e (Hm\%lﬁé{be{‘ﬁ’caggﬁo(ageﬁ@ﬁéer Posi tioning System
assi stance data to the plurality of nobile nodes over

the wireless ad-hoc nesh network; and wherein each of

the wur%%%orﬁétr%kﬁlgs%ﬁ%o& Jsfl :ther Capabl.e of

comput i ng ocat | the GPS assi stance
dat a2 plaradityfendiile nobes lmpp@hte@mmd}uhm@tiqnssﬂth atdeasbore fixed

n?%g%l%] lugiltydgp of% lg!)(%és 04 tcrll!‘egg(t 185 P one %gci gglntfagurm

ralrty € no
wireless airhoagnesh ad:twoﬂ: andand wherein the cent raI
noni tori.n sta ther c

aut ot Pl BE ulicny b sen B ARPuRrfcaion g operative
cpnmuhiditiog vﬁt}ﬂtbzcﬁtreleﬂ; adfhoa niesibidteorRpde of the plurality

of m)}'Cx)erem tﬂg geen%ral monitoring station is capable of providing GPS (Global
Positioning System) assistance data to the plurality of mobile nodes over the wireless
ad-hoc mesh network; and ‘
wherein each of the plurality of mobile nodes is further capable of computing
a location data using the GPS assistance data; and
wherein the wireless ad-hoc mesh network is capable of dynamically routing
the location data from the plurality of mobile nodes to the central monitoring station;
and
wherein the central monitoring station is further capable of
automatically processing the location data, and
providing a location of a mobile node of the plurality of mobile nodes

to an end user.

SUBSTITUTE SHEET (RULE 26)



10

15

20

25

30

35

to an end user. SUBSTI TUTE SHEET (RULE 26) WO
2008/ 004250 PCT/ 1 N2007/000270 30 5 20. The automatic
WO e@sld42g0 syst em of claim 19, wherein at | eastPONEN2007/000270
the plurality of nobile nades is a vehicular unit.
21. The automatic tracking systemof claim19, wherein
the at |least one fixed node is a cellular base
statj.on. .10 22. The automatic.tracking system clcal m
o Wher Tt FrBils BV St PRALE MhaBHT AT lnsis it
ple@ioi obdilé NgleoB aakchicalasinitone frequency. 23. The
automatic tracking systemof claim19, wherein the
central 15 nonitoring station conprises a GPS unit
f or 200N UThé A@ombte GiSSkemasfceaifhal @ .wiiddein Teeat least one
aut o Iicﬁ%ﬁaﬁkin sgsten1of claim19, wherein the
fixed pedes a celgartdais $R§1°8t ati on provi des the GPS
assi stance data to the plurality of nobile nodes by
broadcasti ng the GPS assi stance data over .the wireless
ad- Hde nabs apemglls Radinosystermnel dafin Mhrwhergin et gpst one
fiNHo8Ms @hpabler B Bhunibh BNt leh oAl frtfRady. One  fi xed
node receives the GPS assistance data fromthe centra
nmoni toring station and broadcasts the GPS assi stance
dat &30veryt heidig! 8aRiR0sRm TESdhiRe 190 Wherefr tiR0 centlE
automatic tracking system'of claim19, wherein the
mppitasing ststiericontpsisesredhS wait fo eanpusing His&H easgistance data.
dynami cally routing the | ocation data by defining at
| east one alternate path for routing the |ocation data
to tMe cdheralommia rankinggsysteat iofrelaimi A9.amhesgintheogentral

falilur f e ral i f  ;
S 655k HESapbeblEsl il R of bl
byabrbadrasting ther GRKassigtasgestatamvef the it lessl@-hoptmeask netwotke

W rel ess ad- hoc nesh network is further capabl e of

determining a newy added nobil e node and/or fixed
nodegs. i niTagmatoimate trackimesyisygmadtoddmn®bi whernindbe anlddsb one

R MITEN G R T e e
bidadadstt e lGPS gsthricaldataoRértiny witglessati-abe mesh HIBGMK. TUTE
SHEET (RULE 26) ‘

26.  The automatic tracking system of claim 19, wherein the wireless ad-
hoc mesh network is capable of dynamically routing the location data by defining at
least one alternate path for routing the location data to the central monitoring station,
in an event of failure of at least one of the plurality of mobile nodes and/or the at least
one fixed node.

27. The automatic tracking system of claim 19, wherein the wireless ad-
hoc mesh network is further capable of

determining a newly added mobile node and/or fixed node; '

integrating the newly added mobile node and/or fixed node into the wireless
ad-hoc mesh network; and

updating existing routes for routing the location data to the ceniral monitoring

station.
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WD 2008/ 004250 PCT/ | N2007/ 000270 31 5 28. The
automatic tracking systemof claim 19, wherein the
wo o@aniso of the nobile node is provided to tPer/amo7/000270
user by the central nonitoriing station using at | east
one of a short nessage service, a nultinedia nessage

service, a video clip, a phone call, a text nessage
d ide. . i '
aysiam oftne bR g ufen of Q8 FHS BFBIch Tt IREHAE e

motgilzirode isqaevided tptheendestr bythekentmhohons@nglsiativhesigeattcaat
oney ia,tsgn&i'trl]r%ssSt eateir\%ne Vg]e{l}l%v%& telge C%m {cgla \I/EHQ(; tlpri Mon
St On TEREPY &% f—i’re’&l S8 SPOTARE S5t R 0F Tt AdMONC
cafipbiekiemensabe and & ontld hédeameb. user. 15 30. The autonatic
tracking systemof claim19, wherein the centra
nmonitoring station is capable of automatically
provi ding the location of the nobile node. 20 31. The

automati ¢ tracki ng systemof c¢laim19, wherein the

cental %HB ﬁ‘i‘tf"B?ti‘Crfﬁa%‘ln&tSY%‘ﬂn Pg‘ﬂf“{}’rn](% é‘iher@H‘p‘ng ioéattﬂ“ of the
mEREIoAE i ProRid6@ i he lendl aed b?rmh esnfanme@tdrivg staibd WRendvbe

control data over the wreless ad-hoc rresﬁ network to

the iGentisl gioaiterng sation secelysh p redupts deisthe docatiomef the mokile pede

frdh Akdnfgsef claim 31, wherein the central nonitoring
station is further capable of processing an
instruction received fromthe end user and 30
generating the control data based on the instruction

received fromthe end user. 33. The automatic tracking
of Vai mIBa,avigmeatie| tacking ssisny af daimi 19r Whereinsthet pantral

m.%ﬁtofrlgg sh&bn %g‘%@%l@ o?fautgﬁlgﬁgaﬂgl ipg%ric?igg g’{"eolg&"u%h of gﬁeamobi(lf

ased-on an urrence of at one predefine
naglet uati on. 34. The automatic tracking system of claim
31, wherein sone of the npbile node conprises at
| east one security nodul e. SUBSTI TUTE SHEET (RULE 26)
WO 2008/ 004250 PCT/ 1 N2007/000270 32 5 35. The

?:;gﬁaghghg ra%?o%rlla%g t%%l%}negr%y% e lo?l c@ir%4’l9,mger:rgfnn thtehgen%%l
monitoring station is further capable of generating a control data and dynamically
routing the control data over the wireless ad-hoc mesh network to the plurality of

mobile nodes.

32.  The automatic tracking of claim 31, wherein the central monitoring
station is further capable of processing an instruction received from the end user and

generating the control data based on the instruction received from the end user.

33.  The automatic tracking of claim 31, wherein the central monitoring
station is further capable of generating the control data based on an occurrence of at

least one predefined situation.

34.  The automatic tracking system of claim 31, wherein some of the

mobile node comprises at least one security module.
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security nodule is capable of nodifying a state of the
mobi | e node based on a control data received fromthe

W@ eoused2smoni toring station over the wrel ess BAFIN2007/000270

mesh network. 10 36. An astomatic tracking system
conprising: a plurality of nobile nodes configuring a
W rel ess ad-hoc nmesh network; and a central nonitoring
station, the central nonitoring station in operative
conmuni cation with the wirel ess ad-hoc nesh network;
15 Biser eiThe Tahtema'éct’ltrmﬁlingmy@ﬂemomﬂ dlgins 3 A twiarein sheca et ene

seflritl B oS St pliofBiha 4.5t ot I dobls BT e ssoep!

datd eecdive® @SS theacknhgiCmBEifing &tatdnh Kovea it wirelesi fl-igClesdf
the plurality of nobile nodes is further capable of

ne&‘?ﬂ?ﬂﬁuti ng a location data using the GPS assi stance
data; and 20 wherein the wirel ess ad-hoc nesh network

IS capabl e of a}/nam cally routing, the | ocation data

f r om0t he 451 4RI lﬁya%ngiﬁwmec%’é@gt o the central

MONIi ot ghirh g of hRbilOkbdes @MEMHBT Gk Relbsd @d-HEE e network; and

noni toring station is further capabl e of

aut Gnaet@h|mapitaripg: sBtpm gthe Heentralc gronieringa ptationg iy opgative
co%x%ﬂléja'tlﬂﬂwﬂh hRGAlIQDaRhocdmfREhRpode of the plurality

mobi ['e nodes to an end user. 37. A method for
pr ovhiraiy th?oqqnfralda@mﬁ@ﬁng statien isnekpaideof pravedinge RS dGlobal
Vi .

R G S LT
a&mrﬁﬁsnmﬂstam]ce data is provided by a central

noni t I [

oo R By of B PL 0 Mo TR R
a Jotatioaldetayusing thedii @sistarbeslaanahdat | east one fixed node;

compitaa? R kB S Hedod i Buie DB haficf fune
thel &icatisreded fred tivguralitgemabéé ﬁsdbs acl the@wentrad stoneingGdtion;

from the central nonitoring station; sensing an
I’(‘5lccurrence of a situation and sending a situation

dat avhevdi@ftﬁlcenttahmom&ﬂmgismgoﬂsfmelfef: oapaBld oby at | east
one security nodul e co eDs.led in _the gobl | e node;
2

SUBST| TURE© Y PTQEJESE‘ NB1op 88r-GH4 250
PCT/ | N20 @/l @cation of a moblle node of the plurality of mobile nodes

to an end user.

37. A method for providing notification to an end user, the method
comprising:

providing a GPS assistance data to a mobile node of a plurality of mobile
nodes, wherein the GPS assistance data is provided by a central monitoring station to
the plurality of mobile nodes over a wireless ad-hoc mesh network configured by the
plurality of mobile nodes and at least one fixed node;

computing a location data, wherein the mobile node computes location data
using the GPS assistance data received over the wireless ad-hoc mesh network from
the central monitoring station;

sensing an occurrence of a situation and sending a situation data, wherein the

sensing is performed by at least one security module comprised in the mobile node;
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33 5 dynamcally routing the | ocation data and/or
situation data over the wreless ad-hoc nesh network

WO eoosloes26@nt ral nmonitoring station; processi NgPCT/IN2007/000270
automatically the situati os3data and/or | ocation data
and providing the notification to an end user,
wherein the central nonitoring station automatically

procgsses the situyation data _and/ ar t.he |l.ocation data.

bra gt it 1 doGat B8 oR0SE Sl P R 67 VIR,
adBioc IR heiworld toghenaehirdl @onicking ssat@ny ehi cul ar unit. 15

39. The nethod of claim 37 erei.n the at, | east on

71 xaetgee forieny i Pyl S8% SRR Afion et 3T b
thsﬁlgl@ﬁ@'twﬁ 34 anfeld LierwitpsP tHleSdeﬂ@alaﬂoﬂﬂ?ﬁﬁg statia futoodically

node commupi cating on at |east one frequency. 20 41.
prosrsserdherdretion defegnifprthe ?%%anrfé% %‘?fﬁ‘pri si ng conputi ng

t he {HBinARSEsd @ece data by the central nonitoring

station using a GPS unit. 42. The nethod of claim 37,

further conprising broadcasting the GPS 25 assi stance
data by the central nonitoring station to the

plurality of nobile nodes over the wreless ad-hoc
mes B8net be kethed of qlhim 3k tvherginghe eiohilamads is  YphicHisF unit.
conprising the central nonitoring station providing
the GPS assistance data to at |east one fixed node,
wher¥in {The ragthod3of Fleias 87.0wherpinkibd atdenst brofuechseds e

i.skance data to the plurality of nobiles nodes
“gﬁgga%ﬁéé&??eless ad- hoc nesh network 44. The net hod

of claim37, further conprising defining at |east one
al t efnat Nk r L I '

. t &%od

a2 T R dndPEr AURES, Slek BRHURE o Nsd G 3pleR Roce

camastmicetingwon kt lewst dieefregieericy.al nonitoring station, in an

event of failure of at |east one of the nobil e nodes
and /or fixed node. SUBSTI TUTE SHEET (RULE 26) WO

200841004210 Rethod NZECQaim081) 2fhther3 dorbprdking  Sbreputiak htbel @S
claim

7, further conpr.ising perform .dynam c
A5IPTH “UV@ECB?S?HBO OP@Fgggmdﬁmﬁ@éﬁﬁggﬂtnetmork by
determ ning a new y-added nobile node and/or fixed
P IO)C: 24} Ingtdl"g)% Irr%%tggcg ﬂé Qlemqu] gweégﬁl‘gld %gmggs%gl. %roggcggtinagn%é O(EPS
assistance data by the central monitoring station to the plurality of mobile nodes over

the wireless ad-hoc mesh network.

43.  The method of claim 42, further comprising the central monitoring
station providing the GPS assistance data to at least one fixed node, wherein the at
least one fixed node broadcasts the GPS assistance data to the plurality of mobiles

nodes over the wireless ad-hoc mesh network

44.  The method of claim 37, further comprising defining at least one
alternate path for dynamically routing the location and/or situation data over the
wireless ad-hoc mesh network to the central monitoring station, in an event of failure

of at least one of the mobile nodes and /or fixed node.
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ad- hoc nesh network; and 10 updating existing routes

for routing the location data and/or situation data to
w0 b@soenss al nonitoring station. 46. The met hoRPCDiIN2007/000270

claim 37, wherein the notiflying the end user conprises

providing a location of the nobile node and/or

occurrence of the situation. 15 47. The met hod of

cl ai jp 37, wher ei he .eng,user is notified.by.th .
centPal 0B rf??tg?‘? r?é CE‘T”?:\‘t ?70 nﬁlﬁté?rn oaR lsllr@ag?rf%%lg‘go ? yrgue
roRfifyf dvel BB thaGdret’s ¥d-be mah metworlgdi a message, a vi deo
clip, a phone call t ext ssgge.and g world w de
web, deismImE e radded aobile podE HRERE XHIgRE 0 the end
USerinfeSrafifd tHel iRe/1b¥ddel endbBOho@ androd Fixe® hbdedingt tt ivaidlesn
receiving a request for the notification fromthe end
adrheemesh @EIWPRE 3Rt hod of clai m 37, wherein the end user
IS apfaairmt dxsaink Yoled fof k@eing e TobiRios Btaraall/ofBitiation tag to
station. 25 50. The method of claim37, further
the gpriTel BOREPTHERBHARi ng a control data by the centra
monitoring station and dynam cally routing the contro
data over the wreless ad-hoc nmesh network to the .
nobi46e ndde mBpdsf claith 7 nwldieid thsfnotifingribg gnd pegr epraprises
Y LV [ i 3 end user
S R R R bR SR
control data based on the instruction received from
the L?Pd Uk rmetﬁso%' of.-Eréﬁn @?,tvlﬁfég?iﬁ’ %e%h@ L&By %%otiﬁﬁ({ B}hﬁlg central
conpri si ng generating contro ata on 5 the
mooiteringesiatenofisivg pt dahef preedf 2i shost inessaganbavied,na mhdtimedia

it 8l Bl RS B el SR St Bbasso ™
0Tz 325 s e e o gl
the O 1 SRS PL Ml e SR 8 B oS Rl

nRRoriGtativh ¥n Feeeiving a requdstiforehe Aotificaticn fodm theendroder.| e
node based on the control data. 54. A nethod for
providing notification to end user, the nethod 10

CONP4Y. Si Mikie nXtA &Hichi@n 37 GARréls Hiehanee idaktdndtiealty notified
nobi |l e node of the plurality of nobile nodes, wherein
by Hhe cepis! goRitENg A O/at a i s provided by a centra

nmonitoring station to

50.  The method of claim 37, further comprising generating a control data
by the central monitoring station and dynamically routing the control data over the

wireless ad-hoc mesh network to the mobile node.

51.  The method of claim 50, further comprising receiving an instruction
from the end user by the central monitoring station and generating the control data

based on the instruction received from the end user.
52.  The method of claim 50, further comprising generating control data on

the occurrence of a predefined situation, wherein the control data is generated by the

central monitoring station.
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the plurality of nobile nodes over a wrel ess ad-hoc
mesh network configured by the plurality of nobile

wooeassp42%® conputing a | ocation data, wherein POEIN2007/000270

nobi | e node conputes | ocatisen data using the GPS
assi stance data received over the wireless ad-hoc nesh
network from the central nonitoring station; sensing

Sensihs 1 O BRRoZ FhEAREE shtet Bep S e Roni P I I stme
detarhyrths et ldast drizescomiy |/rr&)dmle,d®her21ﬂ iy ﬁﬁl’éaﬁaﬂnbysechﬁiﬂ}t imdgule

I [ dat ituation, data over the
s 858t AheiBestidoie edin BEbutth et ant  al

nonitoring station; processing automatically the
situation, dat nd/ or | ocation_data and providing the
not i ?40 at‘f‘oﬁlefarﬁga e REPViging: notificaiign ntoy ﬁ%g c¥s% r e~ method
compiidigy:i ng station automatically processes the
situation data and/or |ocation data; and 25 notifyin

t he BRUdigsr CPSgsistupsefipty e mypliepodrof thegdyrality of mobile

nodes, wherein the GPS assistance data is provided by a central monitoring station to
the plurality of mobile nodes over a wireless ad-hoc mesh network configured by the
plurality of mobile nodes;

computing a location data, wherein the mobile node computes location data
using the GPS assistance data received over the wireless ad-hoc mesh network from
the central monitoring station;

sensing a situation and sending a situation data, wherein the sensing is
performed by at least one security module comprised in the mobile node;

dynamically routing the location data and/or situation data over the wireless
ad-hoc mesh network to the central monitoring statjon;

processing automatically the situation data and/or location data and providing
the notification to an end user, wherein the central monitoring station automatically
processes the situation data and/or location data; and

notifying the end user.
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