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" Description

: Thig invention relates to apparatus for and meth-
ods of proteting @ system agsinst corruption orloss
of auiput signal dye to 8 malfunction.

In diverge technical areas that rely on reliable
oommynication of sigrigls, such as telephony and
data tegnaimission and switehing. data processing,
and proopss opnitrol. it is gomman o duplicgte--or
aven, y replicatomey

o jvaly glem - compo-
nents (o.g.. mritml unkts; clreult pecks) in order to
achieve fault tolerance; and hence reliabiity.

The replicgted caniponents typically operate
oither in agtive mode (all ogmpqnents dre simultane-
qualy apérating in the same state and using the same
inpute], or iIn"hgt" standby mode (all campenents are
poqudun,hgtammt nacessarily in'the same state
ROFuging the game: irwis). w in "eaid” standby mode

- (the mop-aciive companenfs need ngl be. powered
. )

When u&ing standby camponents, some form of
testing of the gotive compornient, or errgr detection in
th dato strggmi(e) procesnad by the activie compo-
nent, igtypigally ysad m datermine when a switch of
sysiam optout (3 "protection switch®) should be made
from the active compongnt o 8 standby somponent.
b'mmm of whsther the. standby compgonent s hot
or cold, howayer, the switghing scfien gonventionally
gwlts in atime periad dyring whigh date is eorrupt-
Al;arnatj\aglyg having thg rgplicateg components
oparale in synchronized active mode can prevent
tion if thige or mare gamggnents are used

(6 g tav "vaﬂna o daterming the system outpit).
However, hiaving such radundancy fias other prob-
lems. These mblme inglude the mt of tha extra

‘ sociated in@remd maJnthanm m, and the extra
spoce end w;rlng Muind to accommpdate the extra
o , ) g, It would be advantagsous

to have aﬁ erfgng&mnmhlgh would use only two re-

plicated active mﬂﬂﬂt& but whigh would retain
he apllity 10 mvant stata cormption.

Addlﬁ!?ﬂﬂllya _nts such asvotlng. which

tam outpyt, m.tmu@e'mngaﬂbmty thg; thg arange-
ments thamsaivas will gorrupt the quiput qasg which

Mgitized woite 18 ralativel g
.wm‘ﬂl" Ang, for’ |qw«em¢ data. i the time' dyring
Juhich deta is cqrrupied a8 @ reaylt of protection
gwltmina could be mage lgas. than'a bit time, elther
wwm sehiamga g grvar detastion cambined
“with minigal sotrangmisgion sould bie usied effectively
1o prevent corruption. However, for high-qpend data,
Wwﬂm ‘suitghing m byrst emrors which make
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correction scheines impractical and detection
schemes less reliable. Further, these burst errors
may last long enough to corrupt the data of more than
one user. If a burst error is not detected, myriad prob-
lems arise. Even when a burst error is detected, re-
transmission is needed, and it typically must be in-
vaoked eithar manually or by higher layers of data pro-
tocol. Thus, with a grade of service that allows error
bursts caused by protection switching, upgrading of
the squipment to operate with the protocol options
that automate retransmission would normally bs re-
quired. This may be very costly for high-speed data
systems. Also, retransmission following a protection
switch may cause temporary overload conditions. For
theas reasons, the prevention of data corruption rath-
er than the mere curing of corrupted data is more de-
sirable for high-speed data switching communication
services.

According to one aspect of this invention there is
provided apparatus as claimed in claim 1.

According to another aspect of this invention
there is provided a method as claimed in claim 17.

The invention is directed to solving the data cor-
ruption problem of the prior-art while offering the op-
tion of having duplicated--as opposed to more exten-
sively replicated--components.

Specifically an arrangement may be provided for
use with replicated signal-handling components--be
they transmission links, switching nodes, processors,
ar any other equipment--which eliminates the previ-
ougly-describeid corruption of output. The arrange-
ment uges either an error detection mechanism con-
nected to the outputs of the signal-handling compo-
nents to detect errors in the output of any of the com-
ponents, ar a faylt detection mechanism connected to
the components themselves to detect faulty opera-
tion of any of the components. The preferred imple-
mentation employs error detection on the outputs, as
this will detect not only the effects of faults, but also
othier errors such as noise-induced transient errors,
and because the time it takes to detectan error is typ-
ically small. For purposes of this application, both
faults in components and errors in component out-
puts will be subsumed in the term "malfunction.” The
malfunction detection mechanism generates a mal-
function signal to indicate detection of a malfunction
at any of the signal-handling components.

A signal delay arrangemient is connected to the
outputs of the signal-handling components. The de-
lay arrangement receives the output signals of the
components and outputs them following a delay of
time sufficient for the malfunction-detection mecha-
nigm to detect a maifunction and to generate the mal-
funiction slg nal. A system output signal generating ar-
rangement is’ connected to the delay arrangement to
receive therefrom the delayed output signals. The

‘generating arrangement outputs a system output sig-

ng which carresponds to at least one of the received



" delayed signals. However, the generatlng arrange-
ment respongs fo the malfunction signal to output a
system outpyt signal whigh corresponds only to re-
- eelved delayed signals which are not affected by the
mialfyngtion, Thet is. the malfynction signal serves to
blogk 8 delayed autput signal whigh lp affesied by the
detected matfynction fraim being usad In generating
the' system outout signal, while the gelgy arrange-
ment provided autfigiant fime.for the malfunction to
e detégted-gnd the requisite blocking to commencs.
The aboxe charecterization makes dlear that no
outpyt Infarmation ¢ soryptad or iost 98- resuit of
the dliput of one ar ingre of the replicated. compo-
nants bacoming faulty 8nd system-output switching,
8% 0 cangequenos. to biing based on ngn-faulty out-
pyts. No loas or corryption rasyits beceyse the output
signal deley Introduced by the delay arrengement
equals or exceeds the time needed to detect the error
gondition and t9 effagt the blacking of the errared sig-
pal. Fyrthermore, thie signels on which the system
output will-be based are ngt directly gperated on by
the maifunction=detection meghanigm, but are prop-
aaaﬂng $hrough:the delgy meghanism while malfune-
tign datection geaurs, Hange, the arrangement ls not
[} !sely T lisalf b 5 gorryptor of the system quipyt.
To fyrther imif the ppssibliity thet the arrénge-
ment itselfwould bring abolt fallyre of a aystem that
Hm 1, it is deplrgble to make as many parts thereof
% posaible auf of padsive elaments. The signal delay
arrangamentand the syalem qutput signal generating
arrgngement are particplarty sulted for implementa-
tion from pagajve parts, mrtigularly trom pasgive opt-
igal parts: For'sxample, the delay srrangement may
camprigs lengths of optical fiber, and the generating
grrangament may ¢gmprise optical AND gates (e.g.,
-tfananhanm) for selectively pegsing-through or
king component oufpyt signdle. The qutputs of
the ANP getes may further be combined into asingle
 oulpit by means of gn oplice! OR gate (e.g., a cou-
' pler)-of another gptical AND gate.

- These gng other agygngggs of the present in-
vention will begome gpparent from the follpwing de-
g0ription of an illustrative embediment of the Inven-
tgn sam!dam tggether with the drawing.

' Brlof l:.!uc - tlon ef tho Drawln

- FIG 1 ghgwg ln t;lqgk gjggram form a switching
systeim embadying an Uiystrative example of the
invgrtion, also ghown in bloek diagram form; and
FiG. 2isa tlming diggram for the gfsration of the
system of FIG, 1,

lzaemlnd Doseriptlon

Flci 1 iystrates the invention within the context
ofa anmunlggﬂgn gwiiching system.10. As is con-
~ wentional, syatem 10 comprises-a plurality of switch-
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ing stages 11 arranged in a switching matrix. An lllus-
trative system of this type is the fast packet switching
system discloged in U.S. Patent No. 4,484,326.

Switching stages 11 are all the same. Each in-
cludes a switching element 12, For reliabllity purpos-
es switching slement 12 has been duplicated in this
illustrative example. Each stage therefore includes
two switching-elements 12 and 13. Both elements 12
and 13 are normally active at the same time. The
switching elements are conventional, each Hlustra-
tively being a packet switching node such as is dis-
closed in the aforementioned patent.

Signal link 14, which carries input signals to a
stage 11, is connected to the inputs of each element
12 and 13. In thig illustrative example, stage input sig-
nal link 14 Is an optical link carrying optical signals,
whereas elements 12 and 13 are electrical signal-
switching elements. Hence, link 14 is interfaced to the
input of each element 12 and 13 by an optical-to-elec-
trical signal converter 25. Such converters are well
known In the art.

Each element 12 and 13 has two outputs. The
outputs are treated identically--they are each con-
nected to identical apparatus--and hence the connec-
tion of only one output will be discussed, with the un-
derstanding that the connection of the other outputis
the same.

First outputs of elements 12 and 13 are connect-
ed to element output links 15 and 16, respectively. In
thig illustrative example, links 15 and 16 also are opt-
ical links. Hence, they are interfaced to the outputs of
the respective elements 12 and 13 by electrical-to-
optical signal converters 26. Such converters are
well-known In the art.

Each link 15 and 186 Is connected to the input of
a respactive error-detection circuit 17 and 18, and to
the input of a respective delay line 19 and 20. Error-
detection circuits 17 and 18 may be any desired error-
detsction circuits. Many error detection schemes and
circuits for implementing them are known in the art.
For example, a parity error checker may be used to
advantage for this purpose.

Links 15 and 16 are likely to be electrical links
coupled directly to inputs of electrical circuits 17 and
18, and indirectly--via electrical-to-optical conversion
circuits 26--to inputs of delay lines 19 and 20. How-
ever, for purposes of speed and reliability, it would be
prefarable to have circuits 17 and 18 be optical cir-
cults. In-such an arrangement, links 15 and 16 would
be optical links, connected directly to the inputs of cir-
cuits 17 and 18. The latter, optical implementation is
shown in FIG. 1. Should electrical circuits- 17 and 18
be used in conjunction with optical links 15 and 16,
the links would be coupled to the inputs thereof by
means of optical-to-electrical conversion circuits
such as circuits 25.

For reliability purposes, delay lines 19 and 20 are

passive optical delay lines, such as lengths of optical
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" fiber. The delay of lines 19 and 20 is detemined by
the-time neaded to detect an ervor at cirauits 17 and
18 and effect blogking of the errored signal at gates
24-ang 22. Roraxample, for links 15 snd 16 operating
gt a'datp spsed-of 185 Mbps, ysing parity for error de-

- fection gn Szhitwg;dﬁ._w 8 gale speed of approx-

imately Q.01 ysag, the delay s about 0.3 usec, or

Wm1§9fmt) of optical fiber.

The quiputs of delay linee 19:gnd 20 ara connect-
aﬁ mm !nemgf-gy;!_gql- P gates 21 and 22, re-
niputs of gates 21 and 22 areopt-

) error-defection circuits

' gates 21 and

|-OR gate 23.

autoyt of .
siana,l fink 24, !,ims 24 lsg
sigral link 14, ard gates 21
kngwn In the art.
- Theoperationafg swi.tc_h,ing atgge 11, iistrated
by thg timing dlagram of FI. 2, Is ag follows. Signals-
* vag. Speechorate-in digital form are conducted by
M@ (ﬂput signal link ;ig Q&h swltching nodes 12

sZQ 'am opuen_l ejé’ments

uqh de,lay.llngs 19
: .,15 prmss the

L prs qgglgnamd
and er signel 2, respao-

R ~!grmg thg tjmg that | no errpr Is feund. both error-
* detoction clrouits 17 and 18-gensrate ewor signals

gnabling the. assonieted gates: 21 and 22 to pass-
ﬂ!rqugh signalg mggwgd from the assmlated delay

; _g )
el Y ang mwﬂ 2 msmﬁﬂvgly. Vihen an
apror qaoprs; lluatoatively 4t polnt 200 in FIG. 2, it
takes 'some time before Its oeymrence is detected.
This tim ls'.g,gglgngtsd_ __sz inFIg. z When the

Qumgt §1gnA| q1 bling the agso-
gted 99 rom pRgsing-through the received in-

maltion thmby gauging the agsoclated gate 21 to
M%W infgirn . The signalg quiput by
gales 21 avd 22 are deslanated in FIQ. 2 as oytput
‘signal 1 and Utbut signe) 2, reapsctively. Dslay fines
19 and 20 are Sized tﬂﬂﬁl@y'}mﬂrrmuen Inpuit thereto
forihe.operating time of glrculte 17 and 18, sothatthe
‘outpyt gignals of giraults 17 ard 18 arrive at gates 21

909 23 I8 sannested 1o a stage output
tical link like stdge hput ..
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and 22 elther at thie same time as or ahead of the in-
formatlon whoss error status they represent. This de-
lay time Ia-designated in FIG. 2 as T 202.

The signal streams output by gates 21 and 22 are
combined into a single signal stream by gate 23. If no
error Is detectad by circuits 17 and 18, the signal
streams output by gates 21 and 22 are identical, so
the cambined signal stream output by gate 23 is a du-
plicate of e__ach of its component signal streams. If an
erroris detected by circuit 17 or 18, the corresponding
signal stream Is.blocked by the associated gate 21 or
22, and the signal stream output by gate 23 is a du-
plicate of the remalning, -error-free, signal stream in-
putto gate 23. The signal.output by gate 23 is desig-
nated in FIG. 2 as a combined output signal. When an
error in the output of one of the switching elements 12
and 13 s detected and the corresponding signal
stream Is blocked, at no time is the signal stream out-
put by switching stage 11 interrupted, lost, or other-
wise corrupted thereby.

Of course, it should be understood that various
changes and modifications to the lilustrative embodi-
ment described above wiil be apparent to those skil-
led in the art.

Claims.

1. Apparatus for protecting a system against cor-
ruption or loss of output signal due to a malfunc-
tion, having a first and a second signal-handling
component {12,13) for performing like signal-
handling functions and adapted to receive a com-
mon input (14) signal, each component being for

. generatlng a ssparate output (15,16) signal from
the common input signal, and CHARACTERISED
BY malfunction detection means (17,18) con-
nected to both of the components, for detecting
occurrence of .a maifunction affecting either of
the output signals and generating a maifunction.
signal to indicate detection of the malfunction;
signal-delay means (19,20) connected to the first
and the second components for recsiving the
separate: output signals, delaying the received
signals ‘while the malfunction-detection means
are detecting occurrence of a malfunction affect-
ing either of the received output signals that are
being delayed, and outputtlng the received sep-
arafe output signals after a delay of time suffi-
clent for the malfunction-detection means to de-

- tect a malfunction and to generate the malfunc-
tion slgnal and output means (21-23) connscted
to the signal delay means for recelving the de-
layed signais and outputting a system output (24)
gignal corresponding to at least one of the re-
ceived delayed signals, the output means being
responsive to the malfunction signal for output-
ting a signal corresponding only to a received de-
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fiber. The delay of lines 19 and 20 is detérmined by
the time needed to detect an error at circuits 17 and
18 and effect blocking of the errored signal at gates
21 and 22. For example, for links 15 and 16 operating

19 and 20 arg sized to delay information input thereto
for the operating time of circuits 17 and 18, so thatthe
output signals of circuits 17 and 18 arrive at gates 21

AL

and 22 either at the same time as or ahead of the in-
formation whose error status they represent. This de-
lay time is designated in FIG. 2 as T 202.

The signal streams output by gates 21 and 22 are

at a data speed of 155 Mbps, ysing parity for error de- combined into a single signal stream by gate 23. if no
tection on 32 bit words, with g gate speed of approx- error Is detected by circuits 17 and 18, the signal
Imately Q.01 ygeg, the delay is about 0.3 usec, or streams output by gates 21 and 22 are identical, so
about 46m(150 feet) of optical fiber. the combined signal stream output by gate 23 is a du-
The outputs of delay lines 19 gnd 20 are connect- plicate of each of its component signal streams. If an
ed to first inputs of optical AND gates 21 and 22,re- 70  erroris detected by circuit 17 or 18, the corresponding
spactively. Second inputs of gates 21 and 22 are opt- signal stream is biocked by the associated gate 21 or
ically connected to outputs of error-detection cirguits 22, and the.signal stream output by gate 23 is a du-
17 and 18, respectively. The quipyts of gateg 21 and plicate of the remaining, error-free, signal stream in-
22 arg connected to inputs of an optical OR gate 23. put to gate 23. The signal output by gate 23 is desig-
The output of gate 23 is connected to a stage oytput 15 nated in FIG. 2 as a combined output signal. When an
signal link 24. Link 24 is an optical link like stage Input error in the output of one of the switching elements 12
signal fink 14, and gates 21-23 are opucql elements and 13 is detected and the corresponding signal
known in the art, stream Is blocked, at no time is the signal stream out-
The operation of a switching stage 11, illustrated put by switching stage 11 interrupted, lost, or other-
by the timing diagram of FIG. 2, is gs follows. Signais- 20  wise corrupted thereby.
=8.q., spasch or data-~in digital form are conducted by Of course, It should be understood that various
stage input signal link 14 to both switching nodes 12 changes and modifications to the illustrative embodi-
and 13. Both nodes switgh the incoming signals to ment described above will be apparent to those skil-
one of their outputs--illustratively their first outputs-- led in the art.
from whence the signals are conducted by element 25
output links 15 and 16 to error-detection circuits 17
and 18 and delay lines 19 and 20, respectlvely The Claims
~Qutputs of nodes 12 and 13 are designated in FIG. 2 : -
as input signal 1 and Input signal 2, respectively. 1. Apparatus for protecting a system against cor-
~ While the signals are passing throygh delay lines 19 30° ruption or loss of output signal due to a malfunc-
and 20, errorsdetection gireuits 17 and 18 process the tion, having a first and a second signal-handling
received information to determine if an error therein component (12,13) for performing like signal-
has ocgyrred, illustratively as a resultof a malfunction handling functions and adapted to receive a com-
in the switching glements 12 and 13, and generate mon input (14) signal, each component being for
signals indicative of the determination. The emrqrgig- 35 - generating a separate output (15,16) signal from
nals generated by qircuits 17 and 18 are designatad the common input signal, and CHARACTERISED
in FIG. 2 as error signal 1 and ervor signal 2, respec- BY malfunction detection means (17,18) con-
tivaly. ' nected to both of the components, for detecting
Duyring the time that no error Is found, both error- occurrence of a malfunction affecting either of
 detection circuits 17 and 18 gengrate error signals 40 the output signals and generating a malfunction
erabling the associated gates 21 and 22 to pass- signal to indicate detection of the malfunction;
through signals received from the associated delay signal-delay means (19,20) connected to the first
lines 19 and 20. The delayed signals oytput by delay and the second components for receiving the
lines 19 and 20 are designated in FIG. 2 g8 delayed separate output signals, delaying the received
signal 1 and delayed signal 2, respactively. Whenan 45 signals while the malfunction-detection means
error ogours, illystratively at point 200 in FIG. 2, it are detecting occurrence of a maifunction affect-
takes some time hefore its ogeurrence is detegted. ing either of the received output signals that are
This time is designated as T 201 in FIG. 2. When the being delayed, and outputting the received sep-
error Is found, Hlustratjvely by error-detection circuit arate output signals after a delay of time suffi-
17, it generatgs an output signal disabling the agso- &0 clent for the malfunction-detection means to de-
ciated gate 21 from passlng-through the received in- tect a malfunction and to generate the maifunc-
formation, thereby causing the asagciated gate 21 to tion signal; and output means (21-23) connected
block the regaived information. The signals output by to the signal delay means for receiving the de-
gates 21 and 22 are designated in FIG. 2 as output layed signals and outputting a system output (24)
signal 1 and qutput signal 2, respectively. Relaylines 55 signal corresponding to at least one of the re-

ceived delayed signals, the output means being
responsive to the malfunction signal for. output-
ting a signal corresponding only to a received de-
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layed signgl which ls uneffected by the malfunc-
tign.

Apaaratys 9s claimed in s:!alm 1 wherein the mal-

..fumc;lonngggegﬂgn meang compriges means

- {1748) for generating g firat and a second mal-
. fungtion gignal (ERROR SIGNAL 1, ERROR SIG-

t,l_gfim_gm_ §

NAL 2) to indigate detection of 8 malfunction at
996000 Somponent, respectively,
andihe it mgans: e,gmgrlqgs means-(21-23)
rggpenam to the first and the second malfunc-

‘tion-gigngls fortrangmitting at its output a signal

' cormeapenging. only to the received delayed sig-

nal oitpyt by, ¢
firgt wmmnam

Annaratue a8 glalmad in Qﬂlm 1 wherein the out-
nyt means  compriges gignal-gating mesns
(24,22) for recalving the delayed signals and
trapammitting @ gigngl whigh ingludes atlgast one

pacthlaly ‘the secand and the

~ ofthe regelved delaved signals, the signal gating

. ‘megang belng responsive 1o the malfunction sig-
. ngierbloeking the reselved delayed signal which

8.

4ng oulputting the ‘gingle:

Ig atfented by the malfunction from being includ-

_ Qﬂ '.ﬂ thesigngl tfgﬂamlm kythe slgnal-gatlng

' Amatgg gga!@!mgg in glgjm 1 wherein the out-
put'megns. mmprlss& means (21-23) for output-

ting e selacted recaived delayed aignal which Is
ynafected by the malfynction. -

Agggmyg gg gjgmgg in glaim. 1 wherein the out-
put meang g@npﬁggg means (23) for combining
the recelved delaved signale info ¢ a,ln.g.g signal
nal: and ‘maans
(21.22) responsive to the malfuniction signal for

. Blogking the recaivgd dalayed signe) which Ie af-
fopisd by the malfunctioh frgm belng combined
into the aingle signal.

__Anna@tus 88 slmmgd in-glaim 1 whgtgin the sig-

nal gelay means (19,20 operates separately

. ﬁnggg thg mﬁgmggn Jetection means a7, 18).

Agmrgtyg as dlaimedin glgim 1 wherein the first
and the second signal-handling component
(42:43) functionally. diiplicate each other and
have a commen signal input (14) and each has a

- sepergte gignal oyfout (15,16) for generaling

 thereat an outpyt signal fror ah Input signal; the

- malfunction-detection. means. (17,18) delects
" malfunctions 4t the components af a point In-the
. apparstiis that precedes rageipt of the eytput sig-

nals of the signal-hangdling gomegnenis by the
firsk and second signal:delay means angd gener-

‘ates e firstand 4 second signel (ERRQR SIGNAL

1, ERROR SIGNAL 2) te Indicate detection of
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malfunction at the first and the second compo-
nent, respectively; the output means comprises
first and a second signal-gating means (21,22)
connected to the malfunction-detection means,
sach belng for receiving the output signal gener-
ated by, respactively, the first-and the second
component, and for selectively transmitting the
received signal, and each being respectively re-

.spongive to the first and the second malfunction

signal for blocking the received output signal from
being transmitted; the signal-delay means com-
priges a first and a second signai-delay means
(19-20) connected to the output of, respectively,
the first and the second signal-handling compo-
nents to receive the output signal generated
thereat, and connected, respectively, to the first
and the second signal gating means to transmit
the received output signal to the signal-gating
means, each delay means being for delaying
transmission of a received signal propagating
thersthrough for a period of time (T 202) suffi-
clent for the connected gating means, when re-
sponding to a malfunction signal, to block those
component output signals which are affected by
the malfunction that is represented by the re-
sponded-to malfunction signal; and the output
means further comprises output signal means
(23) connected to the firstand second signal-gat-
ing means to receive signals transmitted by the
signal-gating means, for generating a signal cor-
responding to.atleast one of the received signals.

Apparatus as claimed in claim 7 wherein the out-
put signal means comprises means (23) for com-
bining signals received from the first and the sec-
ond signal-gating means into the generated sig-
nal.

Apparatus as claimed in claim 7 wherein the out-
put signal means comprises means (23) for se-
lecting one of the signals received from the first
and the second signal-gating means as the gen-
erated signal.

Apparatus as claimed in claim 7 wherein the mal-
function-detection means comprises error-de-
tection means (17,18) connected to the outputs
of the signal-handling components for detecting
errors In the output of either component.

Apparatus as claimed in ciaim 7 wherein the mal-
function-detection means comprisés fault-
detection means (17,18) connected to the signal
handiing components for detecting faults in either
component.

12. Apparatus as claimed in claim 7 wherein the sig-

nal-delay means are optical signal-delay means
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1. Vorrichtung; 'zum Schutz eines Systems gegen el-

(19,20), the signal-gating means are optical sig- Patentanspriiche
nal-gating means (21.22), and the signal-combin-

ing means are optical algnal-cmlbining mgans

@)

ﬂﬂl

ne Verfﬁlsohung oder den Verlust eines Aus-

5 gangssignals aufgrund einer Fehifunktion mit ei-
1;{ Amaratug as Gtgimed In qlaim 12 wherein each nem ersten und einem zweiten Slgnalverarbel-
gﬂtig;gl slgngl-dplay megns (19,20)1s a Iength of tungsbautelil (12,13), dle gleiche Signalverarbei-
K I fiber; each gignal-gatlng means is an-opt- tungsfunktionen ausfithren und ein gemeinsa-
. ledl AND ggte (24,22), and the signal-combining mes Eingangssignal (14) aufnehmen, wobei je-
' m_,qng ig gll;hgr@ nglgg,l QRgatg (23)oranopt- 10 des Bauteil ein getrenntes Ausgangssignal
iq,el ANI;’ gg,lg. (15,16) aus dem gemeinsamen Eingangssignal
srzeugt,
14. Apparatggasqlalmpd in. alalm 7 wheroln the sig- gekennzeichnet durch
ngl;d,glgy “megns: (19.20). _the signal-gatmg eine an beide Bauteile angeschaltete
means 24, gg) and the signal ggnblntng means 15 Fehifunktions-Detektoreinrichtung (17,18) zur
(Z@lal’ﬁ mmm Feststellung einer Fehlfunktion, die eines der
: Ausgangssignale beelntréchtlgt und zur Erzeu-
15, Apparatug g.s glaimoﬂ in qlnim 7 whereln each gung eines Fehifunktionssignals, das die Fest-
glg_ngl,hgtg!mg gomp;gneﬂt isa digital swuohing stellung der Fehifunktion anzeigt,
ngge (1&43} _ 20 eine. an das erste und das zweite Bauteil
_ angeschaltete Signalverz8gerungseinrichtung
186, Appara grgglgimad In da]m 10 wherein the ar- (19 20), die dis getrennten- Ausgangssignale
don r s smpfiingt, die empfangenen Signale verzagert,
7 18) eaoh havtng an wihrend die Fehlifunktions-Detektoreinrichtung
' . he outy ut respectively of the 25 das Auftreten einer Fehifunktion feststelit, die ei-
'ﬂrgt-gmg;mng §tgngl;hgngjlng component, for nes der empfangenen und verzSgerten Aus-
L gmlng arvors I thg output df the connegted gangssignale besintrichtigt, und die empfange-
C. j‘ggnglqhgnglllng %m@ngnt qnﬂ ggneratlng asig- nen, getrennten Ausgangssignale nach einer
VerzOgerungszeit ausgibt, dle fir die
30 Fehifunktions-Detsktoreinrichtung ausreicht, ei-
ne Fehifunktion festzustellen und das Fehifunk-
1?, A mgghgd Qf mmmg a gygtpm ag_ainst corrup- tionssignal zu erzeugen, und
_ tugn Qxlmg: f output signal duﬁtea malfunction, eine an die Signalverz8gerungseinrichtung
' sferm - angeschaltete Ausgangseinrichtung (21-23) zum
35 Empfang der verzigerten Signale und zur Ausga-
be eines Systemausgangssignals (24), das we-
nigstens einem der empfangenen, verzgerten
(19 Signale entspricht, wobei die Ausgangssinrich-
R o tung unter Ansprechen auf das Fehifunktionssi-
gnltorlng th,e gygtgm to dm (200) 0c- 40 gnal ein'Signal ausgibt, das nur einem empfange-
'gmmef a nw,fmwm atg]ﬂ’tg.l’gfum duplicat- nen, verzdgerten Signal entspricht, das durch die
: gg P Fehifunktion unbeeintréchtigt ist.
- mﬂng a_- nstlen signgl (ERROR
BNAL 1) upon detection of a malfunction; . Vorrichtung nach Anspruch 1, bei der die
E d@lﬂpﬂg (T202)the qulm;t gignals subse- 45 Fehifunktions-Detektoreinrichtung eine Einrich-
' Mly t@ the mgnttg;l fora tjmg gufﬂclent to tung (17,18) zur Erzeugung eines ersten und el-
- dale ' nes. zweiten Fehifunktionssignals (ERROR SI-
j GNAL 1, ERROR SIGNAL 2), das die Feststel-
lung einer Fehifunktion beim ersten bzw. zweiten
80 Bautell anzeigt, und bel dem die Ausgangsein-
.  del richtung eine Einrichtung (21-23) umfaft, die un-
- gl;gyentlng gengrgtj;o_n ofa system output ter. Ansprechen auf das erste und das zweite
'slgngt qgnpsggndtng to-'g c_!elayed ‘output slgnal Fehifunktionssignal an threm Ausgang ein Signal
af el by alfyn: ) . abgibt, das nur dem empfangenen, verzGgerten
in rg&pgngg.gg gqm[g;ign gtghe mg,lfunqtlon slg- 55 Ausgangssignal des zweiten bzw. des ersten

Bauteils entspricht.

3. Vorriéhtung nach Anspruch 1, bel der die Aus-
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ggnggeinrightgng eine 8ignalgattprelnrlchtung
(21.22) ymfaly, die die verzBgerten Signale auf-
nimmt urid ¢in Signal Obertréigt, das wenigstens
eings der anfgenommenen, verzdgerten Signgle

anthalt, wgbel die Slgﬂ!lqattgrélnﬂtzh(ung unter
Ar;spmhan ‘ayf das Felilfynktionseignal das
empf e, verzigerteung; dyroh dig Felilfunk-
tion issintrdohtiote Signal gegen eine Aufnghme
in'dgs dyrch die algnalamrelmistﬁung Gbertra-
9&!19 §lgnal mﬂh

\!gmehtmﬂ nagh Angpr ueh 1, bei der die Ays-

_s#nsﬁﬂlnmhgyng eine zi,nrinhtung (21-23) zur

s A s!m ﬂﬂﬂ!ﬁmﬁ“. empfangenen und
Zdgerten Signals aufwelst, das durch die
Fﬁwﬂ!ﬁlﬂﬂ sin unbeelntriichtigies it

Voprightyung nagh Apgpruch 1, bal der die Aus-
%ﬂﬂwlﬂﬂﬁhws aing Elnrichtung.(23) zur Kom-
bingtion der empfangenen, verzigerten Signale
3y sinem einzigen Signal ynd Zur-Ausgabe des

‘ginzigen Signals sowie eing Einrichtung (21.22)

wﬁmlat, die ynter Ansprechen auf das Fehlfunk-
tionsgignal -das empfangens, verzSgerte und
durs!'- dLe Fehlfunidion besintriichtigte Signal fiir

,g;,n@ Kombination zu-dem einzigen $igngl -sperrt.

Vorvightung nagh Angnrugh 1, bel der die Signal-
verzbgerungeeinrightung: (19,20) getrennt von
dsrmﬁg?mfyﬂ!sugn&nemw@:m (17,18)
araedet.

Vﬂﬁ@ﬂung rtagh Ansprugh 1,
dadureh gglsp_nn_zglchngt-
deG das erste und dae zwelte Signaivererbel-
bgnggm;gu (12:13) sich gegenseitig funktionell
wardopoeln ynd einen gemeinsamen Signaletn-
g8rg.(14) sowis Je einen getrennten Signalgus-
gang (¥5,18) zur Erzeugung elnes Ausgangssi-
gnels aus einem Eingangssignal -aufweisen,
dal . dig Eshifunktiong:Deteldoreinrichtyng
(17,48) Fahlfunktionen kel den Bautellgn en ei-
ngm Punkt in:der Vorrightung festatollt, der dem
mgfana der Aggggngggjgngla der Signaiverar-
telle durch die ergte und die zwelte

'vgrzégmngmngmuna vorausgeht und ein er-

stes und gin Zweltes Sighal (ERROR SIGNAL 1,
ERROR SIGNAL 2)9rzeugt, dae die Feststaliung
elngr Fehifynktion beim erﬁtgn w lzslm zwei-
ten %\M ongslgt

| mwengssmmmmg sine erste und eine

Zwaite, an die Fehlfun ‘Deteltoreinrichtung
engeschaltéte” §!gna!gslt9:em.ﬂghtuns (21,22)
ymiaBt dieje gas vom-erslen bzw. gweiten Bau-
tell erzeuighe Ausgengssignal aufnehmen und se-
leltiy ‘das ﬂyfg@ngmm.@ne Signgl Ubertragen,
yng die je ulher Ansprechen auf das ersfs bzw.
Zweite thlfunktnongalgnal eina'(Jbrtragung des
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aufgenomm'e‘neh Ausgangssignals sperren,

daR die Signalverz&gerungssinrichtung eine er-
ste und eine.zweite Signalverzdgerungseinrich-
tung (19-20) umfait, die an den Ausgang des er-
sten' bzw. zweiten Signélverarbeitungsbauteils
angeschaltet sind und das dort erzeugte Aus-

'gangssignal empfangen, und an die erste bzw.

zweite Signalgattereinrichtung angeschaltet ist,
um das empfangene Ausgangssignal zu der Si-
gnaligattereintichtung zu ﬂbertragen, wobei jede
Verzdgerungseinrichtung die Ubertragung eines
empfangenen und durchlaufenden Signals um ei-
ne Zeitperiode (T 202) verzbgert, die fir die
angeschaltete Gattereinrichtung beim Anspre-
chén auf ein Fehifunktionssignal ausreicht, um
disjenigen’ Bauteilausgangssignale zu sperren,
die durch die Fehlfunktion beeintréichtigt sind,
welche durch das jewellige Fehifunktionssignal
dargestellt wird, und

daR die Ausgangseinrichtung ferner eine an die
erste und zweite Signalgattereinrichtung
angeschaltete Ausgangssignaleinrichtung (23)
umfait, um von der Signalgattereinrichtung
ibertragene Signale. zu empfangen und ein Si-
gnal zu erzeugen, das wenigstens einem der
empfangenen Signale entspricht.

Vorrichtung nach Anspruch 7, bei der die Aus-

- gangsslgnalelnrichtung eine Einrichtung (23) zur

10.

1.

Kambination von Signalen aufweist, die von der
ersten und der zweiten Signalgattereinrichtung
empfangen worden sind, zu dem erzeugten Si-
gnal kombiniert.

Vorrichtung nach Anspruch 7, bel der die Aus-
gangssignaleinrichtung eine Einrichtung (23)
umfafit, die sines der von der ersten und der
zweiten Signalgattereinrichtung empfangenen
Signale als das erzeugte Signal auswéhit.

Vorrichtung nach Anspruch 7, bel der die
Fehifunktions-Detektoreinrichtung eine Fehler-
detektoreinrichtung (17,18) umfaBt, die an den
Ausgang der Signalverarbeitungsbauteile ange-
schaltet ist und Fehler im Ausgangssignal eiens
der Bauteile feststellt.

Vorrichtung nach Anspruch 7, bel der die
Fehlfunktions-Detektoreinrichtung eine Fehler-
detektoreinrichtung (17,18) umfait, die an die Si-
gnalverarbsitungsbauteile angesclialtet ist und
Fehler bei einem der Bauteile feststellt.

12. Vorrichtung nach Anspruch 7, bei der die Signal-

verzBgerungseinrichtungen optische Signalver-
zBgerungseinrichtungen (19,20), die Signalgat-
tereinrichtungen optische Signalgattereinrich-
tungen (21,22) und die Signalkombinierelnrich-

»
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tungen gptische Signglkombmlerelnrichtungen
(@3 sind. o

v 13 Verrichtung nas;h Angprunh 12, bei der jede optl-

a,glu,g ssgngwgr;éggrunggsinﬂchtung (19,20} ain

Stifick alenr. optischen Faser ist, jede Signaigat-

tereinrightung eln optisches UND-Gatter (21,22)

lgt ynad die Signal&qmplnig,rg!nrlehtung entweder

sin optisches ORER-Gatler (23) ader ein opti-
G UNE’*%%' i&& ' :

14 qulghturm nach Amnrmh 7, bei der die Slsnal-

‘#WWMM" he'ﬁwhﬁs#s'-

utall sm dlglt@lar Varmitt-

slgnale ausgruny

n@
§x§tam eln ﬁggr voR. Qa.,uts"en (1’2.13) it glel-

tungefynitionen- aufwaelst,
: .,,,MQ&' Elngangaslgna! (14)

' ingsLsgglLy ng ‘einer Fehlfu nktlon.
j\éer,zégern (?292) dm_: Augqangssig nale nach der
Obe '

'm:seham 'mmw&naie (cfoiwal-
NED@!J- LT SIGNAL), dag wenigstens einem

"smma.,'s-
r.zbqsrte"-
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Appareil pour ‘protéger un systéme contre Ia
son d’une anomalle de fonctlonnament ayantun
premier et un second composantde traitementde
signaux (12, 13) pour effectuer des fonctions de
traitement de signaux semblables et adaptés:
pour recevoir un signal d'entrée commune (14),
chaque composant servant & générer un signal
de sortie séparée (15,16) & partir du signal d'en-
trée commune, et CARACTERISE PAR des
moyens de détection d’anomalle de fonctionne-
ment (17,18) connectés aux deux composants,
pour détacter I'occurrence d'une anomalie de
fonctionnement affectant I'un ou l"autre des si-
gnaux de sortie et générant un signal d’anomalie
de fonctionnement pour indiquer la détection de
l'anomalie de fonctionnement; des moyens de
temporisation de signaux (19,20) connectés au
premier et au second composant pour recevoir
les signaux de sortie séparée, temporisant les si-
gnaux regus pendant que les moyens de détec-
tion d’'anomalie de fonctionnement détectent I'oc-
currence d’'une anomalie de fonctionnement af-
fectant I'un ou Fautre des slgnaux de sortie regus
qul sont temporisés, etsortantles signaux de sor-
tie séparée regus aprés une temporisation de
temps suffisante pour que les moyens de détec-
tion d’anomalie de fonctionnement détectent une
anomalis de fonctionnement et générent le signal
d'anomalie de fonctionnement; et des moyens de
sortie (21-23) connectés aux moyens de tempo-
risation de signaux pour recevoirles signaux tem-
porisés et sortir un signal de sortle de systéme
(24) correspondant & au moins I'un des signaux
temporigés regus, le moyen de sortie étant sen-
sible au signal d’anomalie de fonctionnement
pour sortir un signal correspondant uniquement a
un signal temporisé regu qui n'est pas affecté par
"anomalie de fonctionnement.

Appareil gslon la revendication 1, dans lequel le
moyen de détection d’anomalie de fonctionne-
ment comprend un moyen (17,18) pour générer
un premier et un second signal d’anomalie de
fonctionnement (SIGNAL D'ERREUR 1, SIGNAL
D’ERREUR 2) pour indiquer la détection d'une
anomalie de fonctionnement au premier et au se-
cond composant, respectivement, etle moyen de
sortie comprend un moyen (21-23) sensible au
premier et au segond signal d'anomalie de fonc-
tionnement pour transmettre & sa sortie un signal
corraspondant uniquement & la sortie du signal
temporisé regu par, respectivement, ie second et
le premier composant.

Apparsll selon la revendication 1, dans lequel le
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moyen de sortie comprend un moyen de trans-
migsion par porte de signaux (21,22) pour rece-
voir les signaux temparisde et trangmettre un si-
gnal qui comports ay mging I'yn des signaux tem-
nriaés repus. le moyen de tranginission par por-
te.de.signayx étantsensible ay signal d’anomalie
de fonctionnement poyr gmpcher e signal tem-
nogisé regy qul est affecté par’anomalie de fonc-
tionpament.d'élre: mglug d.an.s Ie signel-transmis
per-lg moyen de trangimission RAY Rerte de si-
M .

Agp,grgil selon la rgvgnglggt!pn 1, dans lequel le
rngyan de sortie corprend un moyen (21-23)
poyr sortir un signal temporieé regu sélectionné
qui West pas affecté par Fangmalle de fonction-
ngmt :

Apggr@ll g@lgn Ia revendigation 1, dans lequel le
moyen de gortle cgmprend yn moyen (23) pour
combingr lg; $ignaix temporiaés regus en un si-
gngl unigue of sortirie signal unique, et un moyen
(21,22) sensible av signal d'anomalis de fonc-
tionnament peur empécher le signsl temporisé
@gg o ost gftgg;é par [‘ammaﬂo de fongtionne-
ent @’Qtr@ ngblﬂ.é dans le signal unique.

A!?pgrsll selon la revongmgn 1, d,gng lequel le
moyen de temporisation dé signaux (19,20) fonc-
t,gnnpgéggtgmgnt dumoyen de détection d’ano-
ma!leda fmqtlannmnt 17,18).

Apparsll selon lg revandqutipn 1, dans lequel le
promier stle. gegpnd compogant de traitement de
signaux (12:13) se doublent fongtionnellement
Fun Iautrg et-ont une aﬂtree dg sjgnal gommune
(14) ot on; ghagun une sortie de signal séparée
(1§,1§) poury généreryn signal de sortie & partir
d'yn’ signgl gl’gntrgg, le. moyen d'anomalie de
fongtionnement (17,18) détects loe anomaliss de
fongtion Nt aux composants 4 un pint dans
Fappareil qui précade la raception des signauxde
Sortie das compoagnie g¢ traitement de signayx
pgrles pramior et gecond moyens de temporisa-
tionde sighaux ‘of géﬂére ynpremier etun second
signal . (SIGNAL DERREUR. 1, SIGNAL
@gﬁgﬁuﬁ 2)-poyr i uer la-détection d'une
%ﬂﬂm@bd? fonctignneiment au premier et au se-
cond: composant, respectivement; le-moyen de
gergeggmg;gng yn. premier et'yn sacond moyen
de ‘transmission par porte de signaux (21,22)
ggn,nsggé,g gy moyen de détection d’anomalie de
fgngugnngmgm;. ghgg,qn gervant & recevolr le si-
gnalde gortie gé“ﬁfé par; 'agggsﬂvamenh le pre-
mieretle: gg,ggn,d ¢omposent, et pourtransmettre

gélectivementle slgnal regu. gt chagyn étant res-
pactivemant sensible.ay premier et ay sacond si-

. gnal d'angmelie- de fcnstlonnsament poyr empé-
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cher le signal de sortie regu d’étre transmis; le
moyende lemporiaatlon de signaux comprend un
premier et un'second moyen de temporisation de
signaux (19-20) connectés & ia sortie, respective-
ment, du premier et du second composant de trai-
tement de signaux pour recevoir le signal de sor-

‘tie qui y est généré, et connectés, respective-

ment, au premier et au second moyen de trans-
mission par porte de signaux pour transmettre le
signal de sortle regu au moyen de transmission
par porte de signaux, chaque moyen de tempori-
sation servant & temporlser la transmission d'un
signal regu s’y propageant pendant une période
de teamps (T 202) suffisante pour que le moyen de
transmission par porte connecté, alors sensible a
un signal d'anomalie de fonctionnement, bloque
les signaux de sortie des composants qui sont af-
fectés par I'anomalie de fonctionnement qui est
représentde par le signal d’anomalie de fonction-
nement auquel il est répondu; et le moyen de sor-
tie comprend en outre un moyen de signal de sor-
tie (23) connecté au premier et au second moyen
de transmission par porte de signaux pour rece-
voir des signaux transmis par le moyen de trans-
mission par porte de aignaux, pour générer un si-
gnal correspondant & au moins {'un des signaux
regus.

Appareil selon la revendication 7, dans lequel le
moyen de signal de sortie comprend un moyen
(23) pour combiner des signaux regus du premier
et du second moyen de transmission par porte de
signaux dans le signal généré.

Appareil selon la revendication 7, dans lequel le
moyen de signal de sortie comprend un moyen
(23) pour sélectionner I'un des signaux regus du
premier et du second moyen de transmission par
porte de signaux comme signal généré.

Appareil selon la revendication 7, dans lequel le
moyen de détection d’anomalie de fonctionne-
ment comprend un moyen de détection d’erreur
(17,18) connecté aux sorties des composants de
traitement de signaux pour détecter des erreurs
dans la sortie de I'un ou I'autre composant.

Apparell selon la revendication 7, dans lequel le
moyen de détection d’anomalie de fonctionne-
ment comprend un moyen de détection d'erreur
(17,18) connecté aux composants de traitement
de signaux pour détecter des erreurs dans I'un ou
I'autre composant.

Appareil selon larevendication 7, dans lequel les
moyens de temporisation de signaux sont des
moyens de temporisation de signaux optiques
(19,20), les moyens de transmission par porte de
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signaux sont des moyens de transmission par
porte: gpﬂgyg§ (21.22), et les moyens-de combl-
naison de sionayx sont des moyens de combinal-
— sendealamwaﬂﬂm @

13. Angargil selon I rgvendmuqn 12 dans lequel
chagye mayen de temporisation de signaux opti-
08 (49.20) est une longieyr de fibre eptique,

ohgtyie moyen de transmission par.ports de si-
© graix eat Une ports ET optique (21,22), et le
mayen de’ cembinalagn. de aignayx st soit yne

WHQ!JW (wwum prie T optigue.

_ 14 Amm&lgel’.@nlg mxgngiggtlgn'r ‘danslequel les
mﬂ\‘ml@a tgmggr gtlﬁn de- algngyx optiquos

gsa!snawt czm sam asia 'ulmslma pasalfs.

‘!5, Amarei! qg.lon Ia rmndlggtlon 7 dans quuel

u"n noeud de mmmusem nymémus (12,13).
A Apngroll ggjgn_lg rovgndlgqﬁ,gn 10 dans |equel le
N R S S -,.D. A R .
mmgm z) pggr lnglégat Ig qgteetjon d'una
woc qlg ptqggctig d'_un systéme contre la

¥ 2% d__g; glgriayx de sor-
i ps g'ant une durée suf-

Qﬁ §QRTLE Q@MQ!NE’) eompondant a au
moing l‘un das signiux de sortle temporisée; et
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interdiction de générer un signal de sortie
du systdme correspondant & un signal de sortie
temporisé affecté par une anomalie de fonction-
nement (SIGNAL DE SORTIE 1), enréponse a la
génération du slgnal d'anomalie de fonctionne-
ment.



