-1- "METHOD FOR SECURE TRANSM TTAL OF PINS OVER TELECOWUNI CATI ONS
NETWORKS" Field of the Invention This invention relates to performng
commercial transactions using a 5 tel ecommunications nmedi um such as
a nobile phone. In particular this invention provides a system and
nmet hod for secure transmittal of serial “hunbers or PINs (persona
identification nunbers) associated with prepaid credit purchased from
service provjd . c
consumer. Thi ' as pe tH-a Frem—h—robt 5
and ot her pergEFEeOMMUNTCATIONSINEONWORICOol ogy where prepaid credit
i s purchased by consuners. Background Art The onset of pre-paid
services worl d-w de has brought about the sale of prepaid blocks of
credit, to tRpIuer ibeafléntidh 2 user's account. -While this has been
mani fested in the nobile phone market, for purchase of bl ocks of
credit to top up 15 the credit on prepaid nobile phone accounts, its
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formof a card bearing a seria or PIN (Personal
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nunbers or PINs may be issued using nedia other than physical scratch

cards to tog R E\h credit, however. Likew se, in sone cases a
a ?(?L?fﬁdj X
cust oner nee§ ﬁo ave an account to continually top up, and can

sinply pay to have the
The onset of pre-paid services world-wide has brought about the sale of prepa:id

.....

blocks of credit, o top up credit on a user's account. ~While this has been
manifested in the mobile phone market, for purchase of blocks of credit to fop up
15 the credit on prepaid mobile phone accounts, its application is not limited to this
particular commercial activity, being also used in relation to other services such as

internet connection, cable television, on-line gaming, etc.

The distribution medium for these blocks of credit hitherto has typically taken the
form of a card bearing a serial number or PIN (Personal ldentification Number).

20 Typically, the PIN is concealed with an opaque scratchable strip by security
printers during manufacture of the card. To access the service, the customer
purchases such a “scratch card”, reveals the PIN by removing the scratchable
strip, then contacts the service provider to provide relevant details, including the
PIN, to gain access 1o the required service.

25 Serial numbers or PINs may be issued using media other than physical scraich
cards o top up account credit, however. Likewise, in some cases a customer

need not have an account to continually top up, and can simply pay o have the



-2- service provider issue a PIN that allows themto access the
service (possibly up to a specified value or for a specified anount
of tinme). Oten the transmttal of PINs after paynment is besieged by
carrier connection and or nessage deliy 2gry probl enms. Wiere PI N
transmttal fails because of carri er onnection and/or nmessage

delivery problens, the custoner wl hav paid for the servdpce but
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secure trans suc I'Ns over w reless’  networks such as
t el ecommuni catl ons networks poses a challenge. 10 Accordingly it is
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transmtting a PIN and/or user narme to facilitate access by a

subscri ber ®&halleng®. t el econmuni cations provider to a service or
nerchandlse provi ded by a serV|ce provider, said method having steps

receivi a first iqQn fromthe suhscriber being a
request @orgcgcﬁF‘ijﬁW'&"bﬁ &1 o EP%/F*E% inyenen éq’lé’ﬁ%‘f’é% a,ngthpd and system for
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data fromsaid first conmunication, 25 and sending the PINto the

subscr i ber :relages, whish eygjcorpeathe atprpmeniiosed §iftfHitya second

conmuni cation fromthe subscri ber
Throughout the specification, unless the context requires otherwise, the word
“‘comprise” or variations such as “comprises” or “comprising”, will be understood 1o
15 imply the inclusion of a stated integer or group of integers but not the exclusion of
any other integer or group of integers.

Disclosure of the Invention

In accordance with the invention there is provided a method of securely
transmitting a PIN and/or user name to facilitate access by a subscriber of a
20 telecommunications provider to a service or merchandise provided by a service

provider, said method having steps of:

receiving a first communication from the subscriber being a request for

pravision of a service or merchandise via a telecommunications network;

generating, and recording a PIN against data from said first communication,

25 and sending the PIN to the subscriber;



in confirmation of receipt of the PINwthin a predeterm ned period

of time, where if there is no confirmation wthin the predeterm ned
period of time, the facilitator voids the transaction; and where on
successful confirmation within 5 the predeterm ned period of tine,
the facilitator issues instructions to thé .service provider to

provi de the service or nerchandi se; and, awaiting a nessage fromthe
servi ce provi devaitngtvia Barankedisession, aseeorshaprmunigationdom reoskesHber
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identifier pertajning to the subscriber referably the conmunj.catj.
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conmmuni cation constituted a request for issue of a PIN and/or user 15
nane for goodssevyiceprovidesio provideghegeriganpeararandiecadief:f rom a
predeterm ned vendor. Wth such an arrangenent, the sending of a
bl ank nessage to a predeterm ned shortcode or enmi| address woyl d ..
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vendor. A plur ty of orttodes or enmmil|l addresses could be 20

al | ocat ed by tpvevided tecbargaiheatibsei®gsr ovi der, each bei ng associ at ed
with the issuing of a PIN and/or user name for differing or the sane
goods or services and/or the sane goods or services of differj
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entered text or nunerals or othe clais intended. It is 25
understood that SMs or enmail nmessages will contain information in

headers andprdbgply) ¥R chindOnkHiR sdispriséen idianioimddaags ennediningmd eext.
ascertained. Preférably the communjcation from said \%13%?%}38%%&?%@8
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i ncl udes a Y¥ihvihie gsepgeqant, the sHBRGHDEF YoM tUREiesdan
whi ch the PLN, aRd6PheUSShmiARB SEEG BRited 4 Tequest for issue of a PIN.and/or user
15 name for goods or services of a predetermined value and from a predetermined

vendor. With such an arrangement, the sending of a blank message 1o a

predetermined shoricode or email address would constitute a request for issue of

a PIN and/or user name for goods or services of a predetermined vaiue and from

a predetermined vendor. A plurality of shortcodes or email addresses could be

20 allocated by the telecommunications provider, each being associated with the

issuing of a PIN and/or user name for differing or the same goods or services

and/or the same goods or services of differing predetermined value and/or from

differing predetermined vendors. By the expression “blank message”, a message

containing no manually entered text or numerals or other indicia is intended. ltis

25 understood that SMS or email messages will contain information in headers and

the like, from which the identity of the sender can be ascertained.

Preferably the communication from said subscriber includes a service provider ID,
identifying the service provider to which the PIN and/or user name relates.



Preferably the comuni cation from said subscriber includes a service
or goods ID, identifying the service or good provided by the said
service provider to which the PIN and/or user nane rel ates.
Preferably the comuni cation fromthe subscriber includes a nonetary
value or 5 unit value indication for tfhe value of the transaction.
The inclusion of such information is preferably provided in

pr edet er ni riyeferablydie comnumicaiiondramfsaichaubssnbek InslusisHR gervdge ph goods

conmuni cat i,gn . . . i d :
Fequired. 8 HerbR B aRe B, bECT R o B Bis o SeRRee prdlider to which
t he messagehe @it anti/or LferTens tidstes) ber may or may not be registered
to access this service. Preferably the tel ecommuni cations provider is
selected froma wrel ess service such as a nobile phone service, or
t he | nt er ndrefefilp thk esmnuhiqation Ifre thé subtoeiber ohudisiscamanesary rvalied er
from being a.l anpd-.li.ne. based servic Preferably the unique

i denti fi®er Yl V@R’& ’Bﬂ’ﬁ?‘tl‘ongfgﬁgl?s\éahﬂ)’? Oﬁﬁﬁﬁr@nﬁﬂﬂﬁ’é’r used by the 15
subscriber. Preferably in the sane step of sending the PINto the
subscriber . the facilitator . sends ..nstructi . . L

cont 1 1 m r edtepicfop s SBrRino BERAS ekl BR3:8u dFefdBRghpHIomA
tr atr:]ked. sesgh@e rh@rﬁpgfofm%mdismm\suéd for!inti;g%m_r’rd/nmr?tibys,ttren f@&@er shortcodes
aut henti cati on net and system descrjbed  in the appligcant's patent
speci fi cat iC’(Br?”f“?r‘T'l3 PEHESIGH A TTRUE oﬁ‘s%Pﬂ%@eaﬂﬁteéﬂ‘)glggnwﬁa}nh@nS‘ir‘]‘%scf‘ﬁgr
subj ect of reqatdMroRRRe hedba§d chitdnSG2004/ 000239, the contents of

whi ch are incorporated herein by cross-reference. Preferably the
subscri ber account with the tel econmuni cations provider is 25

mai nt ai4red The subsehider Maytdrenauhsitid legistered ao peegaitbisdlvite.account ,
and if the prepaid debit account does not have enough credit or is
for sonme reason not -5- charged, the transaction authenticated

detai |l s wi Prefeembly thehedleboamdunibetidnrsapeaider ds selected from a wireless service

such as a mobile phone service, or the internet. This does not preclude the

telecommunications provider from being a land-line based service.

Preferably the unique identifier is the email address or phone number used by the

15 subscriber.

Preferably in the same step of sending the PIN to the subscriber, the facilitator
sends instructions to the subscriber to confirm receipt of the PIN from the

facilitator.

Preferably the tracked session is performed by suffixing and/or by the
20 authentication method and system described in the applicant's patent
specification titled “Authentication Method and System” which is the subject of
patent application PCT/SG2004/000239, the contents of which are incorporated

herein by cross-reference.

Preferably the subscriber account with the telecommunications provider is
25 maintained in credit by the subscriber as a prepaid debit account, and if the
prepaid debit account does not have enough credit or is for some reason not



subsequently voided by the facilitator. Al so in accordance with the
invention there is provided a facilitator to facilitate access by a
subscri ber of a tel ecommunications provider to a service or 5

mer chandi se provided by a service provider, said facilitator
receiving a first communication fromthé subscriber being a request
for provision of a service or nerchandise via a tel econmuni cations
net wor k, whehargsai the timoshdtioatantheydicategtdatails witldber witithald aad thevtragsadiion

data from sai,d co ni catjon . ds the PINto the subscriber;
wher eaf t er %%S&QPQ'T&%Y‘%@%&O‘PVE\ﬁgrﬁa@?@n a a tracked session, a second
10 communi cation fromthe subscriber in confirmation of receipt of
the PINwthin.a r r m,n ] i, '..{%r i S..
confirmati o’gfs%i Ip kﬁﬁoﬁ%ﬁggp\'@h&%eﬁ%h@% gleerr (Ig 6%%6?%@%7% ,fa{slfqe fo fetitite
facilitatorastesdsby he subsosigst bbra teledomiremications sproeielesftol a service or
confirmation within the Elrggdeterm' ned peri e facilita
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the service provider that the service or nerchandi se has _been

provi ded, anarcbandisesige telpcemmynipadengaetwskdwhergcsaiq fagifator geperates,
instructi Oneﬁﬁ cacggf} ygi | P.rﬁlﬁlrl iLQish hi p
subscri ber. rfegcgpfe]lsb{a?@al ! atdge% frrgﬁfséagdﬁg\é HST&%gﬁnf’rﬁﬁ??gtj%}lheanl o
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to the bscri ber. Pre Ly | i 1. : h Nk 1.0,
the subddrgarmoagatT LEnRe X BpEey 3 boh e b oofBh 8P w Pk
pr edet er m neddeermipddopetiodrei thaed whererif beereg is rrec modéonatpai mgthirs dhel
PIN and data fromsaid first co ni_.cati on. Preferabl en. sai
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faci | itatorsyebessra eqpneash RitNirante pasdetémunes Pediolli 6fstime, the facilitator
comuni cation against data contained in said secgnd conruni cat,i on,
message, artPUARSNSTEICIRAE &h e STYTRAPTOVERID RIRUIdedBE SN\ hRE dIangise:
from sajgl fdnusinh&eamRNhe 3hEiRBIRBwRS INGeasdRERNGINGAE @drviceprovider that the
service or merchandise has been provided, and on receipt of said message, said
facilitator issues instructions to the telecommunications provider to charge the

subscriber.

Preferably said data from said first communication and said second
20 communication includes a unique identifier pertaining to the subscriber.

Preferably when said facilitaior sends the PIN to the subscriber, said facilitator
starts a timer to time out said predetermined period of time, said timer being
recorded against said PIN and data from said first communication.

Preferably when said facilitator receives said second communication message,
25 said facilitator checks recorded PIN and data from said first communication
against data contained in said second communication message, and when a
match is found, marks the record PIN and data from said first communication as

being authenticated.



Preferably at the end of said predeterm ned period, said facilitator
PIN and data fromsaid first comunication are deleted if

unaut henti cated. Preferably the conmunication conprises a bl ank
nmessage containing no text. Wth this arrangenent, the subscri ber
woul d_under st and bef orehand that the 5 %endi ng of the conmunication
constituted a request for issue of a PIN and/or user name for goods
or servi ces Poéfermbly atigheeend védaidarraeetaraingd qrariedp seiddecifiipiaiddN and data

vendor. Wth such rra nt., i nk message to a
predet erm n r&%%?%@%%@%@@@b aéégglgg@}ﬁgﬁ%ﬁ%@ﬁcs#%@ute a request
for issue of a PIN and/or user nane for goods or services of a
predetermn val 10 rm : | 4
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provi ded by, the said rvice provider .fo i.ch t P r -
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required, as it can be determ ned what the subscriber requires, fro
t he messageug@gisiagd. that SMS or email messages will contain information' in headers an

the like, from which the identity of the sender can be ascertained.

Preferably the communication from said subscriber includes a service provider ID,
identifying the service provider to which the PIN and/or user name relates.

20 Preferably the communication from said subscriber includes a service or goods
ID, identifying the service or good provided by the said service provider to which

the PIN and/or user name relates.

Preferably the communication from the subscriber includes a monetary value or

unit value indication for the value of the transaction.

25 The inclusion of such information is preferably provided in predetermined format.
Where more information is provided for in communications, then fewer shortcodes
or email addresses are required, as it can be determined what the subscriber

requires, from the message content.



-7- The subscriber may or may not be registered to access this
service. Preferably the tel ecommunications provider is selected from
a wreless service such as a nobile phone service, or the internet,
This does not preclude the telecommunicéations provider from being a

| and-1i ne based service. 5 Preferably the unique identifier is the
emai | addr eFhegubgdribee nayrdrenayusaideggisiered so bscasshieis seRief. er abl y i n
the same step of-sending the PIN to the subscriber, the facilitator
sends instructions to the subscriber to confirmreceipt of the PIN
fromthe f Redfbidblit tire tel€cofmreficicaidng prorider ac lsetbcaes Bowna ivergiesst semnvieg

by suffixin nd/or by th aut henti catj on net hod..and, syst em

descri bed ig%‘&hésa%ﬁfﬂg@'snfh@epﬁ%ﬁ?: Oéﬁé Rl ofis; §qaSgnot Preciude the
" Aut hent i catd@brivBtimiesticRhrSviaéerdm wRirgha ismdtite Hstiieetvif.  pat ent
appl i cati on PCT/ SG2004/ 000239, the contents of which are incorporated

herein by cross-reference. 15 Preferably the subscriber account with

the tel egonpiibedly BBSINRJURVIHEE el & theRInMiPadEdss br s turhyertused by the
subscriber as a prepaid debit account, and if the prepaid debit
account doe8UbEstidP®ave enough credit or is for some reason not

charged, the transaction authenticated details will be w thheld and

the t ti b tl i ded h iljtator. 20 Brief.
Doscr | pti onPiStorERl 5 G e Kef ereriin bopuf feike SHB5aner 18 Foitor

Wil l now besdRaCHishaeidry tdané Mdubewintd il @safiindtie88ipt HRARe WPINY from the
reference to the attached drawing figure which is a diagram show ng

steps in thé&cHiE®lod of the invention. Best Mde(s) for Carrying Qut
the Invention 25 In the nmethod of the enbodinment a facilitator 11 is
provi ded in_comrunication wth at |east ogne tel ecormg,mi cat id(?ns

provi derl 013Pwigrably e siragles (355pignpis perfgimed by suffixing' and/or by the

authentication method and system described in the applicant’s patent
specification titled “Authentication Method and System” which is the subject of
patent application PCT/SG2004/000239, the contents of which are incorporated

herein by cross-reference.

15 Preferably the subscriber account with the telecommunications provider is
maintained in credit by the subscriber as a prepaid debit account, and if the
prepaid debit account does not have enough credit or is for some reason not
charged, the transaction authenticated details will be withheld and the transaction

subsequently voided by the facilita’[or.
20 Brief Description of the Drawings

A preferred embodiment of the invention will now be described in the following
description, made with reference to the attached drawing figure which is a

diagram showing steps in the method of the invention.
Best Mode(s) for Carrying Out the Invention

25 In the method of the embodiment a facilitator 11 is provided in communication
with at least one telecommunications provider 13 and at least one third party



service provider 15. The tel ecommuni cations provider 13 has a nunber
of subscribers 17 having nobil e phones 19 comuni cating through
nobi | e phone towers 21 in known nmanner. The tel econmuni cati ons
provider 13 and third party service proyider 15 nmay conmuni cate
usi ng a nobil e phone technol ogy such as 5 SM5 (short nessage

service), org eHﬁdé“%rd\{He ragt  enEBjdecorMuri@MoRE! SkvideR 1478@a8Sa beines of

the facilitator ecomuni cations provider 13 and third party
servi ce proubesribess a7 éavitg imobile thhanes Tencamguinisating theughdnehiteaplsene

the o1 ecomuivean BAzoRprbatgar HoREblMunedlon S BRUESH iy tikdpary
or in an al tseriat pmeudenbsdhaganbmhmnmye bmngra:orqmdeqﬁmdeltmmmdw such as
systens of t%tel econmuni cati ons, provi shari %H'gation

appl i cat ionSMw tENYT HEPSSRGEI FeNIeHNYr Pﬁ'HngV‘TGEfHET tee'F‘@ll:o %.‘@&im
provider. Agtindigi@vdéh ierabrtdiodt RitelebEmAUIPABHBRE hrovide RS Hirdesarty

17 sends a nessage 23 requesting access to a particular service to
the facilit&ewicelprovifies tegsadwtilysirated i f'ﬁéfef d1 | dhengciitaiorad 1 rpay be

ABCD XYZ 12%@0\)31?%" E%Aodgl'abbféeﬂ%r |ﬂ NLI GnjSARE Wit ’he tSieERIMBSI éﬂﬁhs

i ssuance of den I'es t party service provi
XYZ identi f pewidenel 3 exsvileseribed go ddisbemnbediment est isdan radiemeiige seeembncwaent

20 prOV| er 1234 i.s the t

" equi r es s reolpelig: e BBl ¢ f B PmbERHS L. n
service pr ov;emer sharingsdpsplicetidres with ether pplidations rah bernatels@mmunications
enbodi nment gJ”ray not be necessary to include the PIN keyword in

cases where fQY &hortcode to which the 25 communication is sent is
solely dedicated to the issuance of PI Ns and/ or user nane/ password.

Li kew se, ere only one t |
provi der, \A?‘Cf:%rdwgttxﬁ ‘335?@/ ofﬁ‘ g%{@ebf\éﬁé %P bgcg)egﬁ 7g%§83 ;31'2&59&%6
Simlarly, 2Btre@kt@uhgl abesgtotoeal phttiztilankenvicet toethe fasililatdryl 1a Bienglessage ts
val ue avalla k } e nged
n the following format:

PIN ABCD XYZ 1234

where PIN identifies that the subscriber is requesting issuance of a PIN

ABCD identifies the third party service provider

XYZ identifies the service or good being requested from the service
20 provider

1234 is the monetary or unit value that the subscriber requires to be set

against the service sought by the third party service provider.

It should be noted that in an alternative embodiment, it may not be necessary to
include the PIN keyword in cases where the shoricode to which the
25 communication is sent is solely dedicated to the issuance of PINs and/or
username/password. Likewise, where only one service or good is provided by ihe
service provider, it is not necessary to specify the service or good XYZ. Similarly,
it should be noted that where there is only a single unit value available, the need

1o enter an amount would be eliminated.

30 The facilitator 11 identifies the unique identifier used to send the message, either
the mobile phone number or the e-mail address. In GSM systems, an SMS to a



to enter an anount would be elimnated. 30 The facilitator 11
identifies the unique identifier used to send the nessage, either

t he nobi |l e phone nunber or the e-mail address. In GSM systens, an SMS
to a -9- shortcode woul d pass through arp SMSC whi ch generates a
Delivery Service Report (DSR) which contains the details of the

nmessage | ”%H&jtdb%e%oélﬁepéﬁs!\'thré&ﬁeram dRIC twhidhRAE)A1ED Y DRI Service
nunber. In the case of e-nmail, the nessage details are included in
t he header . Repoit DS ewhich axpnidiag tag ekl centhepessage ndusivg pf the UIN

nmessage by ginpl negl. Lyl re S hi

et M Rt VAl i e R SR S R
are retrievdgtafls are intldegws sagkedusaddr is Unlerstembiise antybree taci $pdodtare-
sends a nessage 25 containing a PI.N back to ,the subscriber via the
i que | Bon el TesSsaRa Oy SUTRN Lo3EEHRY RIELroAIBRS e T T0F TERTRHIEe
from the supggid Bsdd aditR ddembihications skaluasthehendal durils dentdtiiewsd P
the PIN that has just been sent, cross referenced along with a tiner

val ue. The Herraesspgplhiéafienitiali zes at a predeternined period of 72
hours and is periodically updated so as to count down in real tine.
The predeterm ned period of tine can be any period that racfica

15 for the. SuissePnsserihe Jagilipior: $RNASe% tMRISEHE 4N CANRINIAR %Eg{géla@*‘ P 188

period, i.eguhsRRh& %Héeursigm@rdewﬁh‘éa%oe@ahsﬁs EBhAMALINA ofSHBSEH 6ilI8s PIN
must confirmthe transaction by sendi ng another nessage 27 to the

facilitaPorfresithgstasribeme conmuni cation medium as utilized to send
the initial request for a PIN. Once the transaction has been
confirmed, the transaction is 20 deened aut henticated

¢ _ | ( by the
faci | i t at or Therfreiliiiah&iores thghiueiauendenifics a7d s BN w’[ihﬁév%éﬁw Sgnt,
Recei pt ( DSRhss TBRPGIBA2AI0hE WRATa P LAgef aghbl tdbPvalR iieiebSat a
depends upon whether shortcode suffixing is allowed or not, and
depends uparredpiermised prgod ehEa Hobes andis pariodieally HBERISHSORP iR QOWNE Aewn
facilitatory req) time. The predetermined period of time can be any period that is practical

15 for the.subscriber to take the next step.

Within the predetermined period, i.e., before the timer value reaches zero, the
subscriber must confirm the transaction by sending another message 27 to the
facilitator using the same communication medium as utilized to send the initial
request for a PIN. Once the transaction has been confirmed, the transaction is

20 deemed authenticated by the facilitator.

The manner in which the message 25 or Delivery Service Receipt (DSR)
message 25 is sent from the facilitator to the SMSC, depends upon whether
shortcode suffixing is allowed or not, and depends upon whether the subscriber is

already registered with the facilitator.

25 Where shortcode suffixing is allowed and the subscriber must be pre-registered
with the facilitator, the facilitator will have a record of subscriber PIN recorded
against the mobile phone number of the subscriber. The subscriber sends an
SMS to the facilitator predetermined shortcode, for example shoricode 222,
requesting the facilitator to issue a third party PIN/password to allow the



25 Where shortcode suffixing is allowed and the subscriber nust be
pre-registered wth the facilitator, the facilitator will have a
record of subscriber PIN recorded against the nobile phone nunber of
t he subscriber. The subscriber sends an . M5 to the facilitator
predet erm ned shortcode, for exarrpl e shortcode 222, requesting the

facilitator t sseathrd t | | th -
sublsclrl ber t%‘%ﬁlﬁrt@éuéoéwg%?ls\/"f‘ A F}roéﬂ%’%&b’ J\[?%rt%frﬂo yp%\lfv\' e E’é‘?\(}‘?‘ire The

provi der. Th@cﬂﬁ&ﬁﬁ' bidcé&s%s MOGess88 BAE %Wmsmdn@érom@t@ply with his
subscriber to reply w his subscriber PIN'to a dynam cal |

gener at ed SLﬂUbB&ré:wr slﬁﬂ)\f‘ tt@o@iedyrﬁmw@byagpn%ratezﬂz@yﬁgaé md§2§% exgmple
dynam cal | y éi?é ﬁ/ﬂe%u‘{és‘tié 153@93@&@1@2@%@%’% d&}h‘ es 27 and the

faC|I|tator ermne i A IN and nobile
phone nunber rratches t he subscriber PIN recor ded against the nobile

phone nurgberru éJE\SHlfer r@@fe‘s 3PhR hé"%@ I ef’tort&?eh okl i R RAMFROK O 8GodcRiber
correct, the fac hen a uthenticated transaction
to conti nue PINrarcamebilavheore mhmbercmmefthe ﬁuhgcrllt@r &HINoeeerdadcgainst the
subscri ber l.stration i.s na 10. 1 | red I_At_..of

for a thi rd”ﬂ)cg?ﬂfaf@é'?\ﬂ@%beﬁr {ht@ fa ?%lil "t 8H9t' tg'e s?@rsl %rtcgd% ?nggﬁém
facilitator tps mpmoztthenaud,smthelmthémndaeapl@mbammmtcacmmueenge to a
dynam cal ly suffixed shortcode. For exanple, the subscriber requests

issue of a third party service provider PIN by sendi ng an SVM5
nmessage 23 o ctah& fwze'ré shatade siibing dslall@ed a?ﬁdesmacﬁiba'rtragistratid)relis not

sends a ssa e rom.shosrt code suffi Ler
Tohe i ae 5905 9134 CHROh FTTasE Tar Adni e S ik Ry AL of the
chal I enge C@dl@sdﬂb*aﬁ hh@@aﬁudatbepairmﬁanu@eubsnnbbntd h;s@on@wﬁh Hellenge tam
SM5 nessage res

t I 221234. Th b
i nstructed, &'\F(Mﬂmccﬁg"s‘ﬁﬁé‘?#?lﬁ%ﬂc&deﬁﬁeéjf S ‘?e“gets’h’ S g)n%cf?g%eeﬁis [RSHE 108 &

number,  dynaficc Wéé&@@%ro@@& PIhBY Isendifig cRdsMsandssdge 2B Yo Rt Ribilitier
faci Iltator then allows the authenticated 20 transaction t
xogtore 222

conti nue. I\/§B@m’f‘ﬁ§*§| P22.nethfofaeiitpier At §eds AoMeaPadiN2S PTG

;egﬁ(r)(rjtsco oS %d wiR @1l QOHBSr ineQdentiRIS PR, 2RdTBRE tHYsibsEHBSGH IrBEIy with
a challenge code which could be alphanumeric, in this case “DOG”, to an SMS
message with CLI 2221234, The subscriber responds 27 as instructed, and the
facilitator then compares the subscriber mobile number, dynamic shoricode, and
challenge code, and if they match the facilitator then allows the authenticated

20 transaction to continue.

Most mobile network operators do not allow suffixing with regards to their
shortcodes. So a message 23 sent by a subscriber to a shortcode will be
processed and message 25 will use the same CLI of the original message. In the
case where the mobile network operators do not allow suffixing with regard to
25 their shortcodes, and where the subscriber must be pre-registered with the
facilitator, the facilitator will have a record of subscriber PIN recorded against the
mobile phone number of the subscriber. The subscriber sends an SMS 23 o the
facilitator predetermined shortcode, requesting the facilitator to issue a third party
service provider PIN/password to allow the subscriber to access a service
30 provided by the third party service provider. The facilitator processes the request



processed and nessage 25 will use the sane CLI of the original
nessage. In the case where the nobile network operators do not allow
suffixing with regard to 25 their shortcodes, and where the

subscri ber nmust be pre-registered wth-tihe facili tator, the
facilitator will have a record of subscriber PIN recor ded agai nst t he
mobi | e phonenguirbiptothe Bebssribercio feply. wiEhenis Ribicpluber dpemisalyngSisaze
to the facilitator predeterm ned s Jlortcode equesting the
facilitator 2RhANYLGEC SCHWRNE RN ‘QéP’?ﬁs@Qe;#ow der PIN password to

al l ow the subscriber to access a service 30 provi ded by the third
party servi vi der e | | itator ess ue
and prorrpts%ﬁﬁ ‘gl?SEE?r 15%‘3'9?0 ek L{Hof‘h %ﬁﬁlﬂg’sgﬁ%} iﬁPé%ﬁiR?”e

generated g|,pRanWIRELAOSFINCRRE amhahiéﬁd defuBRSs fdect? acts ltethe session
subscriber replies 27, and upon matching the subscriber nobile phone

nunber, Sub¥eekarpihefagiitatathen saws the pethepiinaéet Bansasien (eUINYS. t he
session 5 tracker), the facilitator then allows the authenticated
transaction to continue. -1 n cases where shortcode suf

al | owed and!fsGBsas whege ﬁ'é@?@ﬁ?a%qﬁaﬁ‘f‘g i neforl ?P%@U bs X]brggé%g'ﬁtfatlﬁ’l” i
request 23 BB{] eﬁyﬁ@ﬂ réh RRe If;)¥o§§rr et Eé‘?&' é’%rcﬂ')é\‘t;f éé}mcetd?@wder l?]lN from

subscri ber, aci’litat s t he subscriber to repl
chal | enge thedeukssriber, ribe fanmms@rgmmss thaysohserinesitptregly W 306?@'@'999

chal | enge ¢ r
facilitator 88??%3?89?@@%?}1 Erge%sé Al (':f)zeJ n# pﬁe%% ‘?cl %I%En%é o
nunber &a0d ténthinedeini measage R fmmhthéesmsjcsberf rtben fiehititaderr thegrchecks the

P e o SR BAE b St el oS R R B e o
has been auirbgntricc ahfidr agspeser fromd trab taaliitatohaof thei bultsztibers fdguest, the
transact | onfaon0r aluRuhedafsetionde SPRUH o | vat o5 the PI N andl or
user nane and password delivered to the subscriber in relation to
e LB o] B B s foboo’ A6 2 Bl
wher eupds t ingorfrsC2d thatiord pasy sewice @Rdvidee of ¢he detais ruf diae rtnansactlon The.
provider or sérbncedprovzder then activates the PIN and/or user name and password delivered
to the subscriber in relation to the transaction. The service provider informs 31 the
facilitator of the successful activation of the PIN and/or user name and password,
whereupon the facilitator instructs 33 the telecommunications provider or third
20 party banker to charge the subscriber the requisite amount. The facilitator then
informs 35 the subscriber by SMS that the transaction has been successfully
authenticated, the PIN has been activated and the subscriber’'s account has been

debited.

Upon issuance, the PIN transmitted to the subscriber is not activated. That s, itis
25 not valid for access to the service provided by the setvice provider. Attempt to
use the inactive PIN by the subscriber will result in denial of access to the service.
The PIN is activated (made valid) by the service provider only and immediately
upon receipt of information from the facilitator that the subscriber has confirmed
receipt as per the process described above. The subscriber is then able to use the

30 PIN o access the service.



20 party banker to charge the subscriber the requisite anount. The
facilitator then infornms 35 the subscriber by SVMS that the
transacti on has been successfully authenticated, the PIN has been
activated and the subscriber's account has been debited. Upon

i ssuance, the PINtransnmtted to the suBgcriber is not activated.

That is, it is 25 not valid for access to the service provided by

t hg ser \t;i ce Tpectaf!isd@nmm_tdaaom providen syt dok as iae bbﬁe@tiah Bgbyt thhiecharges the
subscri ber w

t f t
o et i vat edupsaileer ool By MercaSerypeanng ofe cEbSHPYT Sgcolmt with the
I medi at el y o ifRRmURRaidHS Cﬁm\hﬂéror DBbitied |fsr abhé h@nlﬁlaﬁhb' fn#thediateRAtupon

the subscriber has confirnmed receipt as Per t he process descri bed
above. The #igbsciiomBemibetfaeiliatas Eh@ gmesia ﬂﬁ@TeCBUOIPI’iNIGt&Nb§@fM§ aredt is

service: & 1halle hel PORTRLGRANS B figfory act as the

col l ecti on age char er- f hrough a mechani sm
debiting the subscriber's account with the telecommunications

provi der. i v r

From the ag CEparyrerd s i AR, bR, o Soliit? Bse Mt M Ao o
is 5 1ikew smrecamldemmgmg orsassighied do theosuhsedbérn diis theathod party beakersor .
where it is: thlrd I t epRs. k) ;
of - stored sRrURY bErERI s 8P The RrEaF Tl Ry RHRE R TR S
third party chaiitkmly and inthediatehgupauseelphat inefrfigtivns ftdmeﬂ'daef‘acmtawr t he
requi site anount fromthe subscriber's credit only and i mediately

upon receipt. of instructions fromthe facilitator. 10 In cases where
the facild t & casexcwhemsthehiecititaber aclg abdbe elaating haspsthet heebpsoifractkhef the

stored val ue, hel on [ g r i .
debi ts the SaBLSAseReBha PG AR e b ey e R el T b e
aut henti cat lsoiﬁls@bet’dne:recﬁbnhiyraam ummetﬂamiysaqibnosuadaessml he‘dxeabmmn dihtne
facilitator theg_@é ! ubsc%J er by SM5 that the transaction
has been 18§°Q{fFEHQY r@PF?F E’Brf%lsg'?% ® hat the subscriber has been
charged the requisite anount. : »
The facilitator then informs the subscriber by SMS that the transaction has been
- 156 successfully completed and that the subscriber has been charged the requisite

amount.

It is in this manner that the subscriber is charged only upon confirmation from the'
subscriber that the PIN that is purchased has in fact been successfully delivered.

Transfer of value or funds in relation to the successiul purchase and delivery of
20 the PIN is effected in the manner described below. '

Where the telecommunications provider écts ‘as’ the collection agent, the '
telecommunications provider transfers the requisite amount to the facilitator or to
the service provider immediately after each successful sale, after an agreed
reconciliation period (for example, weekly or bi-weekly) or after a certain number
25 or value of transactions is reached, depending on agreements made between all
parties. The transfer of amount is done through bank transfer, cash payment, or
any other agreed method. If the facilitator first _r'eceiveé the funds on behalf of the



It is in this manner that the subscriber is charged only upon
confirmation fromthe subscriber that the PIN that is purchased has
in fact been successfully delivered. Transfer of value or funds in
relation to the successful purchase and delivery of 20 the PINis
effected in the manner described bel ow.- here the t el ecommuni cati ons
provi der acts as' the collection agent, the t el ecomuni cati ons -

provi der tr aswtiee spmme!er etpai ﬁcﬁlim’cambumsfem thherenaisitei ampont tr the Sarviee
service provider at el er each sale, after an

agr eed reco?fBY'pPé%ﬁ eﬁaf"é%%ﬂ“%%’é{ g\%e@kg?/m&ﬂ%q ‘weekl y) or

after a certain nunber 25 or val ue of transactl ons i s reached,

depending o ree between all parties

anount is dgﬁgg%?gﬁ&%@h ankex QL Clganng oy 88é§,ﬁmoye§eto %ﬁ'{?f%@? stored
agreed met hoghud belohgingad és!stgﬁhb@ftofthé subseritee) westhirdpahyrgmkenobelkalifg
of the -13- service provider, the facilitator transfers the r§%U|5|t

anount t o5t H@@@r’%ﬁ?@er spheVEawRile AMONaT i facilivaior e de dhr FeRiRccRIPVIdST
by bot h part; r i

ool oyed to REAlby, ek, S chlasci, R o B 4,880 BGRAMID priog for
subscri ber, examme,u welelmam pi-weekhg ror @ftet b sertaingunsograursalue erinsaeliangds
requisite a C i i

i mredi at el yngf’@%?é e%\écn%% céljé saltg?‘% ’ﬁé&‘g?‘% teb%t‘g%éﬁe/l aﬂzaag{xé)él ﬁf‘ef transfer of
reconci | i at i amoer Isodofé othrou@hahmle Jfransisk] wash pzaynvmmoy)arm othfer exgraed
certain nuynber or actl ons | eache d n

agr eenent n@ﬁ@ogeﬁ%%ﬁacﬁlt?mb f%%ewe]shtge %%%P%rbeg?[f oiﬂ;%«?w?‘%g%&%ger

t hrough banknkFasibg) irapafiis frRyg0isite @many totHwescraigeqedvidé imthéashnner.
If the facilitator first receives the funds on behalf of the service

provi der, t3¥ eguancy farsedip iy dolh BARIRS: 1 equi site amount to the

service prOV|der in the manner. and frequency agreed to by both

parties. facilitato t.he clearin S h e :
rack o tnaveets e e’ BERoAG ey Eor G TR RE PR ekt B g StTea
the facilit afmie belangihgros atsﬁgnecemmheustuescrl@rawmuamm&)r “teinefes®thei requisite
provi der .inmedi ately after. each ucces Isa#t after an
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d
reconci | i1at |Q5H°‘H3rtpotae(sfe6\"c%>%qﬁ e%%‘eﬁ‘l’%esﬁfapé‘%gé?ﬁ%r an -

certain agreed reconciliation period (for example, weekly or bi-weekly) or after a certain

number or value of fransactions is reached, depending on agreements made
between all parties. The transfer of amount is done through bank transfer, cash,

~ payment, or any other agreed method.

20 It should be appreciated that the scope of the invention is not limited to the

particular embodiment described herein:



nunber or value of transactions is reached, dependi ng on agreenents
made between all parties. The transfer of anount is done through
bank transfer, cash, paynent, or any other agreed nethod. 20 It

shoul d be appreciated that the scope of the invention is not limted
to the particular enbodi nent described herein' -14- The O ains
Defining the Invention are as Follows 1. A nethod of securely
transmtting a PIN and/or user nanme to facilitate access by a

subscri ber ofThe €laires Befining e longntien areias Folowsser vi ce or

mer chandi se provided by a service provider, said nethod having steps
of: 5 receiving a first comruni cation from tgﬁf”bfc” ber bei r;tg %cilitate

request for Tprodi Sisdhrdhr! seswieli Fanypiting enERYiagg/ayj yseq name

t el ecommuni cat i opg &Rt WpKsubsBARE Gt h NBlecaMfhunfeabE Peovidd?! Y A or
data fromsaid first conmunication, and sending the PINto the

subscriber; awai Masghangisg pioYided Red sepdes previdgr, salonathed AR SiRRsRT:
fromthe 10 subscriber in confirmation of receipt of the PINwthin
a predeterm ned period of time, where i here i s no cgnfirmation

er t :
within the predefohined pet icopnyinicationerompiher si¥hscribe BFINGoR Jeayert for

transaction; andpdiRich &M §16ie8 P hiérchaHandd vida téletormintiRicBtidritenetwork;
predeterm ned period of tinme, the facilitator issues instructions to

the service provider to provide the service or merchandi se; 15 and,
awai ti ng a nmessagenératg,tdme reesrdingea PINvgdiest ddtatfroiheaid €irsti coennonnication,

mer chandi se has been provided  and issuing instructions to the
t el ecomuni cat i oﬁ@gﬁ?'g‘gﬁ‘%&e *?'3‘ t@&%‘? a%b§%’gg%ubscri ber. 2. A method of
securely transmtting a PIN and/ or user name according to 20 claim1l

where said data fromsaid fir éck::egmgég'igﬁtiaonset%ggdfsg&qugﬁ:%g& from the

conmuni cation i néY"ﬁ'&Bg’ é"%n?q entifrer pertaining

subscribefd 3. Asufedchiber infcoafrenatiehyf tecaips wif thel PIG| sitth B medétermiose period
name accor di ng t8f ﬁnqg where if there is no confirmation within the predetermined period of
time, the facilitator voids the transaction; and where on successful
confirmation within the predetermined period of time, the facilitator issues
instructions to the service provider to provide the service or merchandise;

15 and,

awaiting a message from the service provider that the service or
merchandise has been provided, and issuing instructions to the

telecommunications provider to charge the subscriber.

2. A method of securely transmitting a PIN and/or user name according to
20 claim 1 where said data from said first communication and said second

communication includes a unique identifier pertaining to the subscriber.

3. A method of securely transmitting a PIN and/or user name according to any
preceding claim where said first communication comprises a message

containing no manually entered text or numerals or other indicia.

25 4. A method of securely transmitting a PIN and/or user name according to any

preceding claim where said first communication from the subscriber includes



precedi ng claimwhere said first communi cati on conprises a nessage
containing no manually entered text or nunerals or other indicia. 25
4. A nethod of securely transmtting a PIN and/ or user nanme according
to any preceding claimwhere said first,conmunication fromthe
subscriber includes -15- a service provider ID, identifying the
service provider to which the PIN and/or wuser nane relates. 5. A

net hod of securelysdriid8prdviddrno, efifhing Rtk 6&rvies §roviderao AN e MINtamd/or
any preceding claimwhere said first conmuni cation fromthe

subscri ber incl ud®§rnamgrelaissi ce or goods 1D, identifying the service
or good provided by the service provider to which the PIN and/or

user nane relates. 6. t hod of securel ransmtting a PIN agnd/.or
user name acc%rdi/}@ef@%a%‘;sec&e& ansy E‘Iga‘%l ﬁ?‘b\ﬁ@ﬁ@’ga@ﬁ%m? gf:corgmg t any
comuni cati on fr greddieBne WhBeY sdidist 08B muRidaEoe frafythe aubscrivler iHtludes

value indication for the value of the transaction. 10 7. A tq?d of
securel y tPansni t& $YCR OPERPEE: dteniiving Wﬁr?@“é%ec%rr%qqgorf’wd%%yt & service

precedi ng cl ai m Wi6Vigertb SvHid e FIRMNAAIrthsbt Aathe fQBIMNI Ccation is
preferably provided in predetermned format. 8. A nethod of securely

transmtting a PIN and/ or user nane according to any preceding claim

where the subscrifbgetityofdeciitly f@tismhigingey PN anédr Lser ddmaacasdingHe any
service. 9. A nethod of se,cureIP/ tar}ﬁgsm' tting. a Pl Eﬂg\%/ or

according to any PrEfesinaifial WhaiensakhEist CoRENIGRERD éa?HP%‘?{ er includes

provider is sel egf@bndtaBM=Auec o il BHife HEICKLIEETOT HedvAGe of theRidneagtivene
service, or the internet. 10. A nethod of securely transmtting a PIN

and/ or user nane according to any 20 one of clains 2 to 9 where the
uni que i deditif.i erA metHddeofesautehatiaisnsitingra PNhané/onusdraranus edcdrglinglie any

subscriber. 11. A nethod of securely transmtting a PIN and/ or user
name according t &SRINGFRELHNRE @\%‘? é‘?éaidn#rgtngorg'gl‘fﬁ'cg 1%|so?re?erably
sendi ng the PIN fpeoide in predetermined format.

8. A method of securely transmitting a PIN and/or user name according to any
preceding claim where the subscriber may or may not be registered to

15 access the service.

9. A method of securely transmitting a PIN and/or user name according to any
preceding claim where the telecommunications provider is selected from a

wireless service such as a mobile phone service, or the internet.

10. A method of securely transmitting a PIN and/or user name according to any
20 one of claims 2 to 9 where the unique identifier is the email address or

phone number used by the subscriber.

11. A method of securely transmitting a PIN and/or user name according to any
preceding claim where in the same step of sending the PIN to the
subscriber, the facilitator sends instructions to the subscriber to confirm

25 receipt of the PIN from the facilitator.



subscriber, the facilitator sends instructions to the subscriber to
confirm 25 receipt of the PIN fromthe facilitator. -16- 12. A

nmet hod of securely transmtting a PIN and/ or user nanme according to
any precedi ng claimwhere the tracked quSion is performed by
suffixing. 13. A nethod of securely transnitting a PIN and/or user
nane according to any preceding claimwhere a subscriber account

with the tel eQonmuAk®aticdREcurelyftfanshfit@ing lasPINBa /G M niafeCacadtdind3o any
t he subscriber as a prepaid debit account, and if grepald debi t

account does not PF?&@@'”@&&H’@WVW%(@"%”%CPKGF’S%%P” i byjpytfixing.
transaction authenticated details will be w thheld and t he

transacti on sybsequently _voi de 14. A facilj

Lo Tactl it at daceabetag os sSufel Pheimtre 3 M aflithis oabieogordod tany
provider to a sepwcedingrclaml Wnamhs&u@bmerd@@obm wltaethwterec@mmmenons
said facilitator receiving a fi (glormum cation fromt hed\s}fegscrl

being a ﬁequestpfodfdeﬁl‘sd???@f[%'he%'lﬂ %{e BPY NeeSUbSCHRG @Fhbriesd! 1t§ccount

tel ecommuni cati oggq m%éf@ré@aldfve@w azBb6htf @sdsl hb@have @ApagHR RSt amk not
records a PIN agal nst da fromsaid communi cation, and sends

th
PIN to the subscrhaerd. Hireiiearaion: sulbamtraleLideias Wil ARGVHEeNy;30da the
tracked session, tr§n§a%99ﬁg¥5%ﬁggmlﬁ%ld&ﬂb)t HRTcilidgrsubscri ber in

confirmation of receipt o iI'n a predeterm ned period of
time, where if there is no confirmation within the predeterm ned

period of tinmm, Ahgcliggdd iol fichitatdOdddssd by 4 raubsader at, a asdcymmiuBications
successful confirmation within the predeterm ned Bel’l od of tinme, the

facilitat issu@VvEler i & $evice sHameishandise propided By G seficeRioYAsl isqi

the service or MREERAGDISRiving4 ﬂf‘é’teﬁgl%m&\rcattlbﬁ fr@ai tHet aLipscridemidetnd a
nmessage fromthe service provider that the service or nerchandi se

has been provi det@auasidobRravisia pt a 6enics oF Meedieagdise visnp delesRmMupigetions
obecs bar 55! BRI e ShERRII Gohl s, b J 10t
data from sai d firemtsaid communication, and sends the PIN to the subscriber; whereafter
15 said facilitator awaits, via a tracked session, a second communication from

the subscriber in confirmation of receipt of the PIN within a predetermined

period of time, where if there is no confirmation within the predetermined

period of time, the facilitator voids the transaction, and where on successful

confirmation within the predetermined period of time, the facilitator issues

20 instructions to the service provider to provide the service or merchandise,

and whereafter the facilitator awaits a message from the service provider

that the service or merchandise has been provided, and on receipt of said

message, said facilitator issues instructions to the telecommunications

provider to charge the subscriber.

25 15. A facilitator according to claim 14 where said data from said first
communication and said second communication includes a unique identifier

pertaining to the subscriber.

16. A facilitator according to claim 14 or claim 15 where, when the facilitator

sends the PIN to the subscriber, the facilitator starts a timer to time out said



comuni cati on and said second conmmuni cation includes a unique
identifier pertaining to the subscriber. 16. A facilitator according
to claim14 or claim 15 where, when the facilitator sends the PINto
t he subscriber, the facilitator starts q71|ner totinme out said -17-
predet erm ned period of tinme, said tinmer 'being recorded agai nst said
PIN and data fromsaid first communication. 17. A facilitator

according to any ppdRtétninddpemodl 6f tilelaldhiher bR retbreed fairst tsaidoPIN
recei ves said second comuni cati on nessage, the facilitator 5 checks

the recorded Pl N2Bidatfrom SREHMSHOMMPHRISIoRomuni cat i on agai nst data
contained in sald second comuni cation nessage, and when a match 1is

f ound, marks I PNaddtafroms fir ication as
boime autheniins o faligior REeSane; Badtt Ro-or SRS [T A5 IoonBels widh T
14 to 17 where atadxifaoenécmess@ew séeorm edaireuritaion pRiskagh, ®ei thcilitator
facilitator PIN and data from sai ?ormunl cation are del eted

i f unaut heht i cat 8@ecksgthe xegarged; Ft’”é't 6’?d é’@é% "M i ofirgh gORWNSAtIAD Zogipst

14 to 18 where sgh@h ddnisihed FOSEIY BEESHI &fmﬁwbﬁuﬁbﬁcﬁl FheSSRSES lanB&hen a match
corrprl sSes a rressage cont ai ni ng no manual y entered text or nunerals

or other indicials fPQ”QOmaNSf@@ rererat BN et dal figmt griadstrieeraynieationns
14 to 19 where sgéq au{h%'htlcé?@mmn' cation from said subscri ber

i ncl udes a servic %row der 1D, identifying the service provider to
which the PIN and/ or user nane relates. 21. A facilitator according

to any one ofgcl AIfaant%rb@c&@mm@raﬂy%abdaffclarrﬁg14Q@mmmé%@ratmérrd0cmsald
sai d subscriber conprises a service or goods ID 20 identifying. t

service of0 good PieseieI@dedy ReRigds a3aid sf@wra&@ d:"Bl\/l%'@r 432 wHPEh Saﬂchef'rSt

PIN and/or user pgafRuhRRASESre d’@ete&\xfflﬁx%U{Hehﬁééiéd according to any one
of clains 14 to 21 where said first comunication fromthe

subscri ber includes a nonetary value or unit val ue
19. A facilitator according to any one of claims 14 to 18 where said first

communication from said subscriber comprises a message containing no

manually entered text or numerals or other indicia.

15 20. A facilitator according to any one of claims 14 to 19 where said first
communication from said subscriber includes a service provider [D,

identifying the service provider to which the PIN and/or user name relates.

21. A facilitator according to any one of claims 14 to 20 where said first
communication from said subscriber comprises a service or goods ID,
20 identifying the service or good provided by the said service provider to which

the PIN and/or user name relates.

22. A facilitator according to any one of claims 14 to 21 where said first
communication from the subscriber includes a monetary value or unit value

indication for the value of the transaction.

25 23. A facilitator according to any one of claims 14 to 22 where the data from said

first communication is preferably provided in predetermined format.



i ndication for the value of the transaction. 25 23. A facilitator
according to any one of clains 14 to 22 where the data from said

first conmmunication is preferably provided in predeterm ned format.
-18- 24. A facilitator according to any e of clainms 14 to 23 where

t he subscriber nmay or nay not be registered to access the service.

25. A facilitator according to any one of clains 14 to 24 where the

t el ecommuni catd, ons fHliRatbE8EcIrding @b fl ashel SO 4 @b OZSwisdrE the SubssHber
as a b5 nobile phone service, or the internet. 26. A facilitator
accordi ng to any NAYOIdNaY:Nefi hesregistarad d5a6aess éha $REVIGRI que i denti fier
is the email address or phone nunber used by the subscriber. 27. A
facilitator according to any one of clains 14 to 26 re in the sa
step of sending” H@‘%lﬂla?‘@rt GCEHEING U cFMbePNe ¢ He Cfaé@?mgaf%r&séﬁs%re the
instructions to tdecorhBubielidisi RBUIdEPIsCENdtedNfioat 8iviitel®ds §diRicEINch raena
the facilitator. 28. A facilitator according to any one of clains 14
to 27 wher® the MApHRSHONR g8W[cEN0Y thejidpsined by suffixing. 29. A
facilitator according to any one of clainms 14 to 28 where the

subscri ber coyn th the tel ecommuni catjons pravjd S .
mai nt ai ned i %cr %BICV}JWO'E RECOrdBgsianaRy ARy OlxSlamm r@pt‘ﬁ géd"é’\rﬂ)‘?rfe the unique
account, and if {hetinsra9@cefigbbddrassotsiordafmmitusbawg tensugirissredi t
or is not charged, the transaction authenticated details will be

wi t hhel d and the transacti on subsequently voided by the facilitator.
27. A facilitator according to any one of claims 14 to 26 where in the same step

of sending the PIN to the subscriber, the facilitator sends instructions to the

10 subscriber to confirm receipt of the PIN from the facilitator.

28. A facilitator according to any one of claims 14 to 27 where the tracked

session is performed by suffixing.

29. A facilitator according to any one of claims 14 to 28 where the subscriber
account with the telecommunications provider is maintained in credit by the

15 subscriber as a prepaid debit account, and if the prepaid debit account does
not have enough credit or is not charged, the transaction authenticated

details will be withheld and the transaction subsequently voided by the

facilitator.



