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PROGRAM ANALYSIS/VERIFICATION SERVICE 

PROVISION SYSTEM, CONTROL METHOD FOR SAME, CONTROL 

PROGRAM, CONTROL PROGRAM FOR DIRECTING COMPUTER 

TO FUNCTION, PROGRAM ANALYSIS/VERIFICATION DEVICE, 

PROGRAM ANALYSIS/VERIFICATION TOOL MANAGEMENT 5 

DEVICE 

 

Technical Field 

 The present invention relates to a program 

analysis/verification service provision system etc. for analyzing 10 

and verifying a target program with use of a program 

analysis/verification tool. 

 

Background Art 

 Program analysis/verification is a technique of analyzing 15 

and verifying that a program of a computer satisfies a certain 

characteristic. It is considered that the program 

analysis/verification is extremely effective means to certify and 

verify safety and reliability of the program. 

 In recent years, such a program analysis/verification 20 

technique has been tremendously improved, so that more and 

more practical programs can be analyzed and verified. Actually, 

various programs (hereinafter, referred to as "program 

analysis/verification tools") for carrying out the program 

analysis/verification have been developed for research use and for 25 

commercial use. 

 Here, a conventional art for sharing the program 

analysis/verification tool will be described by using a virus 

analysis/verification site as an example. 

 Fig. 11 is a view illustrating a typical configuration 30 

example of the virus analysis/verification site. As illustrated in 

Fig. 11, a user of a virus analysis/verification site 900 sends, to 
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the virus analysis/verification site 900, a target program that the 

user wants to subject to virus analysis/verification (P1). For 

example, to sites listed in the following Non-patent Literature 1, 

the target program is sent via a Web interface. When the target 

program is sent to a site, the virus analysis/verification site 900 5 

uses a virus analysis/verification software 901 to carry out 

analysis/verification the target program thus sent (P2). When the 

analysis/verification is completed, the virus analysis/verification 

site 900 sends a result of the analysis/verification to the user 

(P3). 10 

 An advantage of the virus analysis/verification site 900 is 

that a user of the site does not take time and effort to prepare a 

computational resource (CPU time, memory capacity, etc.) for the 

analysis/verification and to introduce analysis/verification 

software. 15 

 

Citation List 

 Non-Patent Literature 

 Non-Patent Literature 1 

 "Virus/malware analysis site by sandbox", [online], June, 20 

2011, [search date: October 20, 2011], the Internet  

<URL: http://lhsp.s206.xrea.com/misc/virussandbox.html> 

 

Summary of Invention 

 Technical Problems 25 

 However, conventional program analysis/verification tools 

have the following practical problems. 

 (1) Enlargement of computational resource required by 

program analysis/verification tool 

 Depending on the type of program analysis/verification 30 

techniques, program analysis/verification tools need an 

extremely large amount of computational resources (CPU time, 
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memory capacity, etc.). This phenomenon is particularly 

remarkable in a case where a complicated characteristic is 

analyzed and verified or in a case where a target program to be 

analyzed and verified is large. Therefore, the kind of and the size 

of analysis/verification that individual users of program 5 

analysis/verification tools can realistically carry out are limited. 

 (2) Diversification of the kind of program 

analysis/verification tools 

 In accordance with improvement of analysis/verification 

techniques, extremely various kinds of program 10 

analysis/verification tools exist and new tools are being devised 

and developed. Therefore, it is difficult for users of program 

analysis/verification tools to determine which program 

analysis/verification tool to select. 

 (3) Time, effort, and cost of introduction/operation of 15 

program analysis/verification tool 

 As described above, various kinds of program 

analysis/verification tools exist, however, a single program 

analysis/verification tool rarely satisfies a user's purpose of a 

program analysis/verification tool. Therefore, the user is required 20 

to introduce, operate, maintain, and manage a plurality of 

program analysis/verification tools. This increases time, effort, 

and cost. 

 (4) Difficulty of testing program analysis/verification tools 

themselves 25 

 Usability of program analysis/verification tools is being 

perceived widely. However, it is difficult to test the program 

analysis/verification tools themselves as to whether or not the 

program analysis/verification tools operate as were expected. 

This is because, as well as users of program analysis/verification 30 

tools, the size of analysis/verification of programs that providers 

of program analysis/verification tools can perform is limited and 
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programs and source codes thereof that the providers of the 

program analysis/verification tools can use and view are limited, 

so that a test of a program analysis/verification tool cannot be 

performed on various target programs. 

 The present invention has been made in view of the above 5 

problems, and an object of the present invention is to achieve a 

program analysis/verification service provision system which can 

select one to be used from a plurality of program 

analysis/verification tools as appropriate and easily 

analyze/verify a program. 10 

 Solution to Problem 

 In order to achieve the above object, a program 

analysis/verification service provision system in accordance with 

the present invention, which program analysis/verification 

service provision system is for analyzing/verifying a target 15 

program with use of one or more program analysis/verification 

tools, includes: target program obtaining means for obtaining the 

target program; a tool storage section in which a plurality of 

program analysis/verification tools are stored; tool extraction 

means for extracting, from the plurality of program 20 

analysis/verification tools stored in the tool storage section, the 

one or more program analysis/verification tools for use in 

analysis/verification of the target program that the target 

program obtaining means has obtained; tool obtaining means for 

obtaining, from the tool storage section, the one or more program 25 

analysis/verification tools that the tool extraction means has 

extracted; and tool execution means for analyzing/verifying, with 

use of each of the one or more program analysis/verification tools 

that the tool obtaining means has obtained, the target program 

that the target program obtaining means has obtained. 30 

 Further, a method of controlling a program 

analysis/verification service provision system in accordance with 
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the present invention, which method is for analyzing/verifying a 

target program with use of one or more program 

analysis/verification tools, the program analysis/verification 

service provision system including a tool storage section in which 

a plurality of program analysis/verification tools are stored, the 5 

method includes the steps of: target program obtaining step for 

obtaining the target program, tool extraction step for extracting, 

from the plurality of program analysis/verification tools stored in 

the tool storage section, the one or more program 

analysis/verification tools for use in analysis/verification of the 10 

target program that the target program obtaining step has 

obtained; tool obtaining step for obtaining the one or more 

program analysis/verification tools that has extracted from the 

tool storage section in the tool extraction step; and tool execution 

step for analyzing/verifying, with use of the one or more program 15 

analysis/verification tools that has obtained in the tool obtaining 

step, the target program that has obtained in the target program 

obtaining step. 

 Further, a data processing service provision system in 

accordance with the present invention, which data processing 20 

service provision system is for processing target data at multiple 

stages by subsequently using a plurality of data process tools, 

includes: a tool storage section in which the plurality of data 

process tools are stored in a state in which the plurality of data 

process tools are associated with respective pieces of tool related 25 

information on the plurality of data process tools; a result data 

storage section in which result data that has been obtained by 

processing data with use of one or more data process tools for use 

in a previous stage is stored in a state in which the result data is 

associated with characteristics descriptive information on the 30 

result data; result data obtaining means for obtaining the result 

data from the result data storage section; tool designation 
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information obtaining means for obtaining, as tool designation 

information to designate which data process tool is used for 

processing the result data that the result data obtaining means 

has obtained, the characteristics descriptive information 

associated with the result data from the result data storage 5 

section; tool extraction means for searching the pieces of tool 

related information on the basis of the tool designation 

information that the tool designation information obtaining 

means has obtained, and extracting the one or more data process 

tools associated with a corresponding piece of the tool related 10 

information from the plurality of data process tools stored in the 

tool storage section; tool obtaining means for obtaining, from the 

tool storage section, the one or more data process tools that the 

tool extraction means has extracted; and tool execution means for 

processing, with use of the one or more data process tools that the 15 

tool obtaining means has obtained, the result data that the result 

data obtaining means has obtained. 

 

 Advantageous Effects of Invention 

 According to one aspect of the present invention, it is 20 

possible to select one program analysis/verification tool to be 

used from a plurality of program analysis/verification tools as 

appropriate and easily analyze/verify a program. Further, by 

carrying out the program analysis/verification on a sharing 

system, it is possible to solve various practical problems 25 

occurring in conventional program analysis/verification 

techniques. Those effects are not limited to a process for 

analyzing/verifying programs. 

 

Brief Description of Drawings 30 

 Fig. 1, illustrating one embodiment of the present 

invention, is a function block diagram illustrating a detailed 
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configuration of a program analysis/verification service provision 

system. 

 Fig. 2, illustrating one embodiment of the present 

invention, is a block diagram illustrating a configuration of an 

analysis/verification execution sub-system included in a program 5 

analysis/verification service provision system and a flow of an 

analysis/verification execution process. 

 Fig. 3, illustrating one embodiment of the present 

invention, is a block diagram illustrating a configuration of an 

analysis/verification execution sub-system included in a program 10 

analysis/verification service provision system and a flow of a 

display process of a result of analysis/verification. 

 Fig. 4, illustrating one embodiment of the present 

invention, is a block diagram illustrating a configuration of a 

target program management sub-system included in a program 15 

analysis/verification service provision system and a flow of a 

registration process of a target program. 

 Fig. 5, illustrating one embodiment of the present 

invention, is a block diagram illustrating a configuration of a 

target program management sub-system included in a program 20 

analysis/verification service provision system and a flow of a 

request process of obtaining a target program from an 

analysis/verification execution sub-system. 

 Fig. 6, illustrating one embodiment of the present 

invention, is a block diagram illustrating a configuration of a tool 25 

management sub-system included in a program 

analysis/verification service provision system and a flow of a 

registration process of a program analysis/verification tool. 

 Fig. 7, illustrating one embodiment of the present 

invention, is a block diagram illustrating a configuration of a tool 30 

management sub-system included in a program 

analysis/verification service provision system and a flow of a 
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request process of obtaining a virtual machine including an image 

of a program analysis/verification tool from a 

analysis/verification execution sub-system. 

 Fig. 8 is an explanatory view of data for use in the program 

analysis/verification service provision system illustrated in Fig. 1, 5 

which shows a data structure of a request management database. 

 Fig. 9 is an explanatory view of data for use in the program 

analysis/verification service provision system illustrated in Fig. 1, 

which shows a data structure of a target program management 

database. 10 

 Fig. 10 is an explanatory view of data for use in the 

program analysis/verification service provision system illustrated 

in Fig. 1, which shows a data structure of a tool management 

database. 

 Fig. 11, illustrating a conventional technique, is a block 15 

diagram illustrating a typical configuration example of a virus 

analysis/verification site. 

 

Description of Embodiments 

 The following description will discuss an embodiment of 20 

the present invention in detail. A program analysis/verification 

service provision system 1 of this embodiment will be discussed 

with reference to Fig. 1 to Fig. 10 as follows. 

 (1. Method of configuring system for sharing program 

analysis/verification tool) 25 

 First, the description will discuss a method of solving the 

four practical problems of the conventional program 

analysis/verification tools described above. Note that specific 

examples of the method will be described later. 

 A key concept is that, on the basis of a so-called "cloud" 30 

like approach which has been popular in recent years, users of a 

plurality of program analysis/verification tools and providers (tool 
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providers) of a plurality of program analysis/verification tools 

share a single system and carry out program 

analysis/verification. 

 Specifically, the program analysis/verification service 

provision system 1 includes three sub-systems, i.e., an 5 

analysis/verification execution sub-system 10, a target program 

management sub-system 20, and a tool management sub-system 

30. Individual sub-systems will be described below. Note that all 

the three sub-systems may be provided in a single computer, or 

may be divided into a plurality of computer groups which are 10 

connected via a network. 

 (1.1. Analysis/verification execution sub-system) 

 First, based on a user's request, the analysis/verification 

execution sub-system 10 (Fig. 2, Fig. 3) obtains, from the target 

program management sub-system 20, a target program P to be 15 

subjected to the program analysis/verification, and obtains an 

analysis/verification tool (virtual machine T) from the tool 

management sub-system 30. Next, the program 

analysis/verification is carried out with use of the target program 

P and the analysis/verification tool (virtual machine T) thus 20 

obtained, and a result of the program analysis/verification 

(analysis/verification result data R) is registered in a repository 

13. Further, the result thereof is shown to the user. 

 Regardless of the user's request, the analysis/verification 

execution sub-system 10 independently obtains, from the target 25 

program management sub-system 20, the target program P to be 

subjected to the program analysis/verification in accordance with 

an operation status thereof. Specifically, the operation status 

when the analysis/verification execution sub-system 10 obtains 

the target program P is, for example, a case where (1) a CPU 30 

utilization rate of the system, (2) a memory utilization rate, (3) an 

external storage utilization rate, or the like falls below a preset 
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threshold. The analysis/verification execution sub-system 10 

obtains not only the target program P but also the program 

analysis/verification tool (virtual machine T) from the tool 

management sub-system 30, and carries out analysis/verification, 

and then registers a result of the analysis/verification 5 

(analysis/verification result data R) in the repository 13. 

Therefore, in a case where a request is received from a user 

thereafter, it is possible to immediately return the result of the 

analysis/verification by inquiring the repository 13. 

 As described above, the plurality of users share the 10 

analysis/verification execution sub-system 10, which makes it 

possible to flexibly use a surplus computational resource. This 

can reduce a cost of the program analysis/verification as a whole. 

Further, because the program analysis/verification can be carried 

out in advance regardless of the user's request, it is possible to 15 

hide a cost of a computational resource which is needed for a 

whole process from receiving the user's request to providing the 

result of the analysis/verification. Furthermore, it is easy to select 

an appropriate program analysis/verification tool from a plurality 

of program analysis/verification tools. 20 

 (1.2. Target program management sub-system) 

 Based on the user's request, the target program 

management sub-system 20 (Fig. 4, Fig. 5) maintains and 

manages (obtains/stores/renews/deletes) a target program P 

designated/provided by a user. Further, the target program 25 

management sub-system 20 provides an appropriate target 

program P in response to a request from the analysis/verification 

execution sub-system 10. 

 In this way, the program analysis/verification tool can be 

executed with respect to a target program P registered by a 30 

plurality of users, so that individual providers of program 

analysis/verification tools can carry out a test of the program 
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analysis/verification tool with respect to various target programs 

P. 

 (1.3. Tool management sub-system) 

 Based on the user's request/command, the tool 

management sub-system 30 (Fig. 6, Fig. 7) maintains and 5 

manages (installs and sets/deletes) a program 

analysis/verification tool designated by a user (provider of the 

program analysis/verification tool). Further, the tool management 

sub-system 30 provides an appropriate program 

analysis/verification tool in response to an obtaining request from 10 

the analysis/verification execution sub-system 10. 

 As described above, the provider of the program 

analysis/verification tool installs, maintains, and manages the 

program analysis/verification tool, and a plurality of user share 

the program analysis/verification tool. Therefore, users do not 15 

need to install, maintain, and manage the program 

analysis/verification tool by themselves. 

 (2. Installation example of system for sharing program 

analysis/verification tool) 

 The following description will discuss one installation 20 

example of the sub-systems described above. 

 (2.1. One installation example of analysis/verification 

execution sub-system) 

 Fig. 2 is a block diagram illustrating a configuration of the 

analysis/verification execution sub-system 10 and a flow of an 25 

analysis/verification execution process. 

 The analysis/verification execution sub-system 10 

includes a controller 11, a virtual machine execution environment 

12, and the repository 13. The controller 11 carries out processing 

of an execution request transmitted by a user, 30 

reception/transmission of data from/to the target program 

management sub-system 20 and from/to the tool management 
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sub-system 30, execution of analysis/verification, and storage of 

a result of the analysis/verification in the repository 13. The 

virtual machine execution environment 12 is an execution 

environment for carrying out the analysis/verification. The 

repository 13 stores the result of the analysis/verification. 5 

 Note that there are two reasons why the 

analysis/verification is carried out with use of the virtual machine 

execution environment 12. As a first reason, by carrying out the 

analysis/verification with use of the virtual machine, a plurality 

of users and a plurality of providers of program 10 

analysis/verification tools can easily achieve fair use of the 

system. Here, the wording "fair use of the system" means that, for 

example, a program analysis/verification tool that consumes a 

CPU and a memory largely is executed later, and other program 

analysis/verification tools are preferentially executed. 15 

 As a second reason, by installing and setting the program 

analysis/verification tool on the virtual machine (see (2.3. One 

installation example of tool management sub-system) in detail), 

providers of program analysis/verification tools can install and 

set the program analysis/verification tools in an execution 20 

environment that is substantially the same as an execution 

environment in which they ordinarily develop and test the 

program analysis/verification tools. This can prevent providers of 

program analysis/verification tools from taking on an 

unnecessary burden such as correction of a program 25 

analysis/verification tool in order to cause the program 

analysis/verification tool to be suitable for a special execution 

environment and additional preparation of a system for causing a 

program analysis/verification tool to receive/transmit data 

from/to the outside. 30 

 A specific flow of execution of the analysis/verification is 

as follows. First, an execution request of the analysis/verification 
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is transmitted to the controller 11 from a user (A1). The execution 

request includes a tag indicating which target program P is 

subjected to the analysis/verification and a tag indicating which 

program analysis/verification tool (virtual machine T) is used. The 

controller 11 that has received the execution request obtains the 5 

target program P from the target program management 

sub-system 20 on the basis of a tag designated by the execution 

request and a tag that is attached to the user in conformity with 

the user's permission (A2-a, A3-a; target program obtaining step), 

and obtains the virtual machine T including an image of the 10 

program analysis/verification tool from the tool management 

sub-system 30 (A2-b, A3-b; tool obtaining step). 

 Note that the "tag that is attached to the user in conformity 

with the user's permission" means a tag, which is attached to 

individual users, representing access permission to the program 15 

analysis/verification tool (virtual machine T) and to the target 

program P. For example, as a most basic tag, a tag such as 

"USER_A" is attached to an execution request that a user A 

transmits. This allows the user A to obtain a target program P and 

a program analysis/verification tool (virtual machines T) to which 20 

the tag "USER_A" is attached. Meanwhile, for a user B, a tag such 

as "USER_B" is attached, so that the user B cannot obtain a target 

program P and a program analysis/verification tool (virtual 

machine T) to which only the tag "USER_A" is attached. That is, 

the target program P and the program analysis/verification tool 25 

(virtual machine T) of the user A can be hidden from the user B. As 

a more complex example, in a case where the user A and the user 

B share their target programs P and program analysis/verification 

tools (virtual machines T) as common users, a tag such as 

"GROUP_AB" is attached to execution requests transmitted by the 30 

users A and B. Therefore, the users A and B can obtain the target 

programs P and the program analysis/verification tools (virtual 
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machines T) to which the tag "GROUP_AB" is attached. 

 Then, with use of the target program P and a tool image 

(virtual machine T), the analysis/verification is actually executed 

in the virtual machine execution environment 12 (A4; tool 

execution step). After the analysis/verification, the controller 11 5 

receives a result thereof (A5), and causes the repository 13 to 

store the result while associating the result with a tag (A6). Note 

that, as described above, the processes (A2) to (A6) of Fig. 2 may 

be carried out in advance in accordance with an operation status 

of the analysis/verification execution sub-system 10 even if an 10 

execution request is not transmitted from a user, although it is 

not illustrated in Fig. 2 explicitly. In this case, as the tag that is 

associated with the result while the result of the 

analysis/verification is stored in the repository 13, a tag which 

has been attached to the target program P itself and the tool image 15 

(virtual machine T) itself of the program analysis/verification tool 

can be used. 

 Fig. 3 is a block diagram illustrating a configuration of the 

analysis/verification execution sub-system 10 and a flow of a 

display process of the result of the analysis/verification. 20 

 The result of the analysis/verification stored in the 

repository 13 is presented to a user as described below. First, an 

obtaining request (result obtaining request) of the result of the 

analysis/verification is sent to the controller 11 by the user (B1). 

The result obtaining request includes tags same as those of the 25 

execution request described above. The controller 11 that has 

received the result obtaining request obtains the result of the 

analysis/verification from the repository 13 on the basis of a tag 

designated by the result obtaining request and a tag attached in 

accordance with the user's permission (B2, B3). Then, the 30 

controller 11 causes the result thus obtained to be displayed for 

the user (B4). Note that, in a case where the result is not stored in 
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the repository 13, the processes (A2) to (A6) of Fig. 2 can be 

executed. 

 (2.2. One installation example of target program 

management sub-system) 

 Fig. 4 is a block diagram illustrating a configuration of the 5 

target program management sub-system 20 and a flow of a 

registration process of the target program P. 

 The target program management sub-system 20 includes a 

controller 21 and a repository 22. The controller 21 carries out 

processing of a target program registration request transmitted by 10 

a user, obtaining of the target program P, and registration of the 

target program P to the repository 22. The repository 22 stores the 

target program P. 

 A flow of registration of a specific target program is as 

follows. First, a registration request of a target program P is 15 

transmitted to the controller 21 by the user (C1). The registration 

request includes a tag designated by the user and designation of 

how to transmit the target program P. The tag designated by the 

user in the registration request can be arbitrarily determined by 

the user in terms of the number and the contents thereof. It is 20 

expected that the tag is used when, for example, the kind of 

programming language for use in the target program P is 

designated and when the kind of program (distinction between a 

user program and a system program, etc.) is designated. Further, 

it is assumed that how to transmit the target program P is direct 25 

transmission from the user (C2) and import from an external 

system (version management system etc.) (C2-1, C2-2). The 

controller 21 that has received the registration request obtains 

the target program P in a way designated by the registration 

request (C2, C2-1, C2-2), associates the target program P with the 30 

tag designated by the registration request and the tag attached in 

accordance with the user's permission, and causes the repository 
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22 to store the target program P (C3). 

 Fig. 5 is a block diagram illustrating the configuration of 

the target program management sub-system 20 and a flow of a 

request process of obtaining the target program P from the 

analysis/verification execution sub-system 10. 5 

 When the controller 21 has received an obtaining request 

of the target program P from the analysis/verification execution 

sub-system 10 (D1), the controller 21 searches for the target 

program P in the repository 22 on the basis of a tag designated by 

the obtaining request (D2, D3). Then, the controller 21 transmits 10 

the target program P that has been obtained from the repository 

22 to the analysis/verification execution sub-system (D4). 

 (2.3. One installation example of tool management 

sub-system) 

 Fig. 6 is a block diagram illustrating a configuration of the 15 

tool management sub-system 30 and a flow of a registration 

process of the program analysis/verification tool. 

 The tool management sub-system 30 includes the 

controller 31, the repository 32, and the virtual machine 

execution environment 33. The controller 31 carries out 20 

processing of a registration request transmitted by a tool provider, 

generation of a virtual machine (initial virtual machine) for 

installing and setting the program analysis/verification tool, and 

storage of the virtual machine T including a tool image in the 

repository 32. The virtual machine execution environment 33 is 25 

an environment which allows the tool provider to install and set 

the program analysis/verification tool. The repository 32 stores a 

system image of the virtual machine T in which the program 

analysis/verification tool has been installed and set by the tool 

provider. 30 

 A specific flow of the registration process of the program 

analysis/verification tool is as follows. First, the registration 
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request of the program analysis/verification tool is transmitted to 

the controller 31 from the tool provider (E1). The registration 

request includes a tag designated by the tool provider. The tag 

designated by the tool provider of the registration request can be 

arbitrarily determined by the tool provider in terms of the 5 

contents and the number thereof. The tag of the registration 

request designated by the tool provider is assumed to be used to 

designate the following: (1) the kind of programming language and 

the kind of program with which the program analysis/verification 

tool can deal (distinction between a user program and a system 10 

program, etc.); and (2) an execution environment in which the 

program analysis/verification tool operates (such as the kind and 

version of operating system, the kind and version of library, a 

necessary computational resource, i.e., the clock and kind of CPU, 

the size of a memory, and the size of a disk). 15 

 The controller 31 that has received the registration request 

generates a new virtual machine (initial virtual machine) (E2). At 

this time, the controller 31 forms an appropriate virtual machine 

(an appropriate virtual machine (initial virtual machine) in which 

the kind and version of operating system, the size of a memory, 20 

and the size of a disk are adjusted) in accordance with a tag 

designated by the registration request. Note that, in this 

embodiment, a virtual machine in which the program 

analysis/verification tool has not been installed and set yet is 

referred to as "initial virtual machine". 25 

 Here, in a case of frequent combinations of designated tags, 

an uncompleted virtual machine (initial virtual machine) in which 

an appropriate operating system or a library is installed in 

advance may be generated and stored in advance, and the 

uncompleted virtual machine may be simply copied when the 30 

virtual machine is needed. This makes it possible to reduce a cost 

for use in generation of the virtual machine. 
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 Then, the tool provider executes, in the virtual machine 

execution environment 33, the virtual machine (initial virtual 

machine) generated via the controller 31, and the program 

analysis/verification tool is installed and set in the virtual 

machine (initial virtual machine) (E3). As described above, an 5 

appropriate operating system, an appropriate library, etc. are 

prepared in advance in a virtual machine (initial virtual machine) 

on the basis of a tag designated by a registration request. 

Therefore, the tool provider can install and set a program 

analysis/verification tool in the same way as the tool provider 10 

ordinarily installs and sets other program analysis/verification 

tools. This prevents tool providers from taking on an unnecessary 

burden such as correction of a program analysis/verification tool 

in order to cause the program analysis/verification tool to be 

suitable for the execution environment and preparation of a 15 

special system for causing the special system to receive/transmit 

data from/to an external system. 

 Finally, the controller 31 associates the virtual machine T 

with the tag designated by the registration request, and causes 

the repository 32 to store the virtual machine T including the tool 20 

image in which the program analysis/verification tool has been 

installed and set by the tool provider (E4). 

 Fig. 7 is a block diagram illustrating a configuration of the 

tool management sub-system 30 and a flow of a request process of 

obtaining the virtual machine T including an image of the 25 

program analysis/verification tool from the analysis/verification 

execution sub-system 10. 

 Upon receipt of a request of obtaining the virtual machine 

T from the analysis/verification execution sub-system 10 (F1; tool 

obtaining step), the controller 31 searches for the virtual machine 30 

T in the repository 32 on the basis of a tag designated by the 

obtaining request (F2, F3; tool extracting step), and transmits the 
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virtual machine T thus obtained to the analysis/verification 

execution sub-system 10 (F4; tool obtaining step). 

 (3. Detailed description of Example) 

 The following description will discuss one example of the 

program analysis/verification service provision system 1 in detail. 5 

 (3.1. Configuration) 

 The following description will discuss a configuration of the 

program analysis/verification service provision system 1 with 

reference to Fig. 1 and Fig. 8 to Fig. 10. Fig. 1 is a function block 

diagram illustrating the configuration of the program 10 

analysis/verification service provision system 1. Fig. 8 to Fig. 10 

are explanatory views showing data for use in the program 

analysis/verification service provision system 1. Note that, in the 

following description, Fig. 2 to Fig. 7 are also referred to as 

appropriate. 15 

 The program analysis/verification service provision system 

1 provides a service which allows a user of a program 

analysis/verification tool to analyze/verify a target program P 

with use of the program analysis/verification tool provided by a 

tool provider. 20 

 As illustrated in Fig. 1, the program analysis/verification 

service provision system 1 is configured to include an 

analysis/verification section (program analysis/verification 

device) 100, a target program management section (program 

analysis/verification target program management section) 200, 25 

and a tool management section (program analysis/verification 

tool management device) 300. Note that the program 

analysis/verification service provision system 1 may be 

configured by a single device. That is, the analysis/verification 

section 100, the target program management section 200, and the 30 

tool management section 300 may be mounted on a single device. 

Alternatively, the program analysis/verification service provision 
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system 1 may be configured by a plurality of devices. Specifically, 

the analysis/verification section 100, the target program 

management section 200, and the tool management section 300 

may be separately mounted on two or more devices. 

 Further, the analysis/verification section 100, the target 5 

program management section 200, and the tool management 

section 300 correspond to the analysis/verification execution 

sub-system 10, the target program management sub-system 20, 

and the tool management sub-system 30, respectively, illustrated 

in Fig. 2 to Fig. 7. 10 

 Note that this embodiment will discuss a case where 

information inputted from/outputted to the program 

analysis/verification service provision system 1 to/from the 

outside and information processed in the program 

analysis/verification service provision system 1 are written in the 15 

form of tag, however, the form is not limited to tags. 

 (3.1.1. Analysis/verification section) 

 First, the analysis/verification section 100 has a function 

of (i) receiving an execution request of analysis/verification of a 

target program P from a user, (ii) obtaining the target program P 20 

and a program analysis/verification tool (virtual machine T) in 

accordance with the execution request, (iii) executing the 

analysis/verification, and (iv) storing analysis/verification result 

data R (Fig. 2). The analysis/verification section 100 also has a 

function of receiving a result obtaining request from a user and 25 

presenting the analysis/verification result data R thus stored to 

the user (Fig. 3).  

 Therefore, as illustrated in Fig. 1, the analysis/verification 

section 100 includes an analysis/verification control section 110, 

a virtual machine execution environment section (tool execution 30 

means) 120, and a data storage section 130. Note that the 

analysis/verification control section 110, the virtual machine 
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execution environment section 120, and the data storage section 

130 correspond to the controller 11, the virtual machine 

execution environment 12, and the repository 13, respectively, of 

the analysis/verification execution sub-system 10 illustrated in 

Fig. 2 to Fig. 3. 5 

 The analysis/verification control section 110 controls the 

whole analysis/verification section 100. Specifically, the 

analysis/verification control section 110 includes a user interface 

section (tool designation information obtaining means) 111, a tool 

execution control section 112, a data management section 113, a 10 

target program obtaining section (target program obtaining 

means) 114, and a tool obtaining section (tool obtaining means) 

115. 

 The user interface section 111 presents an operation 

screen to a user in order to provide a user interface for receiving 15 

input. The user interface section 111 may directly receive a user's 

operation such as a keyboard and a mouse, or may indirectly 

receive the user's operation via a communication network such as 

the Internet. 

 Specifically, upon receipt of the operation from the user, 20 

the user interface section 111 obtains a tag indicating 

identification information on the user (user identification 

information) and a tag indicating permission of the user (user 

permission information). 

 The user interface section 111 also receives the execution 25 

request from the user (A1 of Fig. 2). The execution request 

includes the tag indicating which target program P is subjected to 

analysis/verification (target program designation information) 

and the tag indicating which program analysis/verification tool 

(virtual machine T) is used (tool designation information). The tool 30 

designation information is to designate which program 

analysis/verification tool (virtual machine T) is used for the 
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analysis/verification of the target program P that the target 

program obtaining section 114 has obtained. 

 The user interface section 111 receives the result obtaining 

request from the user (B1 of Fig. 3). The result obtaining request 

includes a tag similar to that of the execution request. Note that, 5 

in the result obtaining request, the tool designation information 

can be omitted. 

 The tool execution control section 112 analyzes/verifies 

the target program P on the basis of the execution request that the 

user interface section 111 has received from the user. Specifically, 10 

the tool execution control section 112 controls the target program 

obtaining section 114, and obtains the target program P on the 

basis of the target program designation information (A2-a, A3-a of 

Fig. 2; target program obtaining step). The tool execution control 

section 112 also controls the tool obtaining section 115, and 15 

obtains the virtual machine T including an image of the program 

analysis/verification tool on the basis of the tool designation 

information (A2-b, A3-b of Fig. 2; tool obtaining step). Further, the 

tool execution control section 112 causes the virtual machine 

execution environment section 120 to execute the target program 20 

P thus obtained on the virtual machine T thus obtained, to 

thereby analyze/verify the program (A4 of Fig. 2; tool execution 

step). Note that such analysis/verification of the target program P 

can be carried out on the virtual machine T while the target 

program P is being executed on the virtual machine T, however, 25 

the analysis/verification can be also carried out without 

execution of the target program P. Furthermore, the tool 

execution control section 112 receives a result of the 

analysis/verification after the analysis/verification in the virtual 

machine execution environment section 120 is completed (A5 of 30 

Fig. 2), and controls the data management section 113 to 

associate the result (analysis/verification result data R) with the 
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tag of the execution request, and then causes the data storage 

section 130 to store the result (A6 of Fig. 2). 

 Note that the tool execution control section 112 can carry 

out the processes (A2) to (A6) of Fig. 2 in advance in accordance 

with an operation status (CPU utilization rate, memory utilization 5 

rate, external storage utilization rate, etc.) of the virtual machine 

execution environment section 120 etc., even if the execution 

request is not transmitted from the user. In this case, the tag that 

is associated with the result when the result (analysis/verification 

result data R) is stored in the data storage section 130 is a tag 10 

attached to the target program P itself and a tag attached to the 

virtual machine T itself. 

 The tool execution control section 112 controls the data 

management section 113 on the basis of the result obtaining 

request that the user interface section 111 has received from the 15 

user, obtains the analysis/verification result data R stored in the 

data storage section 130, and presents the result on the user 

interface section 111 to the user (B1 to B4 of Fig. 3). Specifically, 

the obtaining of the analysis/verification result data R is carried 

out by searching for a request management database DBi with 20 

use of the tag included in the result obtaining request and 

obtaining associated analysis/verification result data R (i.e., 

analysis/verification result data R associated with the tag) from 

the data storage section 130. 

 Upon receipt of the execution request from the user, the 25 

data management section 113 causes the request management 

database DBi of the data storage section 130 to store a content of 

the tag included in the execution request. Further, the data 

management section 113 causes the data storage section 130 to 

store the analysis/verification result data R. At this time, the 30 

analysis/verification result data R is stored in the request 

management database DBi so as to be associated with 
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identification information (result data identification information) 

on the analysis/verification result data R and information on the 

tag of the execution request. Further, upon receipt of the result 

obtaining request from the user, the data management section 

113 reads out, from the data storage section 130, the 5 

analysis/verification result data R corresponding to the content of 

the tag included in the result obtaining request. 

 The target program obtaining section 114 transmits a 

target program obtaining request having target program 

designation information to the target program management 10 

section 200 (A2-a of Fig. 2), and obtains the target program P in 

response thereto (A3-a of Fig. 2). 

 The tool obtaining section 115 transmits a virtual machine 

(tool image) obtaining request having tool designation information 

to the tool management section 300 (A2-b of Fig. 2), and obtains 15 

the program analysis/verification tool (virtual machine T) in 

response thereto (A3-b of Fig. 2). 

 The virtual machine execution environment section 120 

analyzes/verifies, on the virtual machine T obtained by the tool 

obtaining section 115, the target program P by operating the 20 

target program P that the target program obtaining section 114 

has obtained (A4 of Fig. 2). 

 The data storage section 130 stores the request 

management database DBi and the analysis/verification result 

data R. As shown in Fig. 8, the request management database DBi 25 

stores the user identification information, the user permission 

information, the target program designation information, the tool 

designation information, and the result data identification 

information in one record. The analysis/verification result data R 

is associated with other information by the result data 30 

identification information. 

 Here, information registered in the request management 
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database DBi will be specifically discussed with reference to Fig. 

8. 

 ● The user identification information is identification 

information on users. Examples "USER_A, USER_B" represent 

tags attached to a user A, a user B, respectively. 5 

 ● The user permission information is access permission of 

users. An example "GROUP_AB" represents a tag indicating group 

permission, by which the users A and B can share a target 

program P and a program analysis/verification tool (virtual 

machine T). A tag "PUBLIC" represents a tag indicating that an 10 

arbitrary user can access a tagged program and a tagged program 

analysis/verification tool (virtual machine T). A tag "ADMIN" 

represents a tag indicating that only a manager can access a 

tagged program and a tagged program analysis/verification tool 

(virtual machine T). 15 

 ● The target program designation information is 

information to designate which target program P is subjected to 

analysis/verification. The target program designation information 

corresponds to the sum of target program identification 

information and target program related information of a target 20 

program management database DBp. An example "OBJP_ID_1, C, 

SYSTEM_PROG" represents a target program "which has 

identification information OBJP_ID_1, which is a C language 

program, and whose kind is a system program". 

 ● The tool designation information is information to 25 

designate which program analysis/verification tool (virtual 

machine T) is used for the analysis/verification. The tool 

designation information corresponds to the sum of tool 

identification information and tool related information of a tool 

management database DBt. An example "TOOL_ID_0, C, 30 

USER_PROG, SYSTEM_PROG, CPU_SPEED_2G, MEM_MAX_1G" 

represents a program analysis/verification tool (virtual machine 



- 26 - 

T) which "has identification information TOOL_ID_0, can verify a 

user program and a system program, includes a CPU having the 

frequency of 2 GHz, and uses a memory of 1G at a maximum". 

 ● The result data identification information is 

identification information on result data (analysis/verification 5 

result data R) of the analysis/verification. An example "RESULT_0, 

RESULT_1" represents identification information for referring to 

the result data of the analysis/verification. 

 Note that information (e.g., consecutive number and date 

and time of issue of request) to directly specify the execution 10 

request may be further provided in the request management 

database DBi. Note, however, that it is possible to specify the 

execution request in a case where the target program designation 

information and the tool designation information, i.e., the target 

program P and the program analysis/verification tool (virtual 15 

machine T), are uniquely designated in the request management 

database DBi. Therefore, the information is not essential. 

 (3.1.2. Target program management section) 

 The target program management section 200 has a 

function of receiving a registration request of the target program P 20 

from the user, obtaining the target program P in accordance with 

the registration request, and storing the target program P (Fig. 4). 

The target program management section 200 also has a function 

of receiving a target program obtaining request from the 

analysis/verification section 100 and transmitting the target 25 

program P thus stored to the analysis/verification section 100 

(Fig. 5). 

 Therefore, as illustrated in Fig. 1, the target program 

management section 200 includes a target program management 

control section 210 and a target program storage section 220. 30 

Note that the target program management control section 210 and 

the target program storage section 220 correspond to the 
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controller 21 and the repository 22, respectively, of the target 

program management sub-system 20 illustrated in Fig. 4 to Fig. 5. 

 The target program management control section 210 

controls the whole target program management section 200. 

Specifically the target program management control section 210 5 

includes a user input section 211, a target program obtaining 

section 212, a target program registration/search section 213, 

and a target program transmitting section 214. 

 The user input section 211 presents an operation screen to 

a user in order to provide a user interface for receiving input. The 10 

user input section 211 may directly receive a user's operation 

such as a keyboard and a mouse, or may indirectly receive the 

user's operation via a communication network such as the 

Internet. 

 Specifically, upon receipt of an operation from the user, the 15 

user input section 211 obtains the tag indicating identification 

information on the user (user identification information) and the 

tag indicating permission of the user (user permission 

information). 

 Further, the user input section 211 receives the 20 

registration request of the target program P from the user (C1 of 

Fig. 4). The registration request includes the tag (target program 

related information) designated by the user, a tag designating how 

to transmit the target program P (transmission method 

designation information), identification information (target 25 

program identification information) on the target program P which 

is to be analyzed/verified. 

 The target program obtaining section 212 obtains the 

target program P on the basis of the registration request that the 

user input section 211 has received from the user. Specifically, in 30 

a case where the transmission method designation information 

included in the registration request is "direct transmission", the 
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target program obtaining section 212 obtains the target program P 

transmitted by the user (C2 of Fig. 4). Meanwhile, in a case where 

the transmission method designation information included in the 

registration request is "import", the target program obtaining 

section 212 obtains the target program P from an external system 5 

(version management system or the like) (C2-1, C2-2 of Fig. 4). 

 In a case where the user input section 211 receives the 

registration request from the user, the target program 

registration/search section 213 causes the target program 

management database DBp of the target program storage section 10 

220 to store the content of the tag included in the registration 

request (C3 of Fig. 4). The target program registration/search 

section 213 also causes the target program storage section 220 to 

store the target program P that the target program obtaining 

section 212 has obtained (C3 of Fig. 4). At this time, the target 15 

program P is stored in the target program management database 

DBp so as to be associated with the identification information on 

the target program P (target program identification information) 

and the information on the tag of the registration request. 

 Further, upon receipt of the target program obtaining 20 

request from the analysis/verification section 100, the target 

program registration/search section 213 refers to the target 

program management database DBp and reads out the 

corresponding target program P from the target program storage 

section 220 in response to the target program designation 25 

information (the sum of the target program identification 

information and the target program related information) included 

in the target program obtaining request (D1 to D4 of Fig. 5). 

 The target program transmitting section 214 receives the 

target program obtaining request having the target program 30 

identification information from the analysis/verification section 

100 (D1 of Fig. 5), and, in response to the target program 
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obtaining request, transmits the target program P to the 

analysis/verification section 100 (D4 of Fig. 5). 

 The target program storage section 220 stores the target 

program P in the target program management database DBp. As 

illustrated in Fig. 9, the target program management database 5 

DBp stores the user identification information, the user 

permission information, the target program related information, 

the transmission method designation information, and the target 

program identification information in one record. The target 

program P is associated with other information by the target 10 

program identification information. 

 Here, information registered in the target program 

management database DBp will be discussed specifically with 

reference to Fig. 9. 

 ● The user identification information is identification 15 

information on users. Examples "USER_A, USER_B" represent 

tags attached to a user A, a user B, respectively. 

 ● The user permission information is access permission of 

users. An example "GROUP_AB" represents a tag indicating group 

permission, by which the users A and B can share a target 20 

program P and a program analysis/verification tool (virtual 

machine T). A tag "PUBLIC" represents a tag indicating that an 

arbitrary user can access a tagged program and a tagged program 

analysis/verification tool (virtual machine T). A tag "ADMIN" 

represents a tag indicating that only a manager can access a 25 

tagged program and a tagged program analysis/verification tool 

(virtual machine T). 

 ● The target program related information is information 

that can be arbitrarily determined by a user in terms of the 

contents and the number thereof. For example, as the target 30 

program related information, the kind of programming language, 

the kind of program (distinction between a user program and a 
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system program), etc. for use in the target program P can be 

written. In the examples, "the kind of programming language" and 

"the kind of program" are exemplified. The examples "Java, C, C++, 

OCaml", which are examples of the kind of programming language, 

exemplify tags indicating by which programming language the 5 

target program is written. Further, the examples "USER_PROG, 

SYSTEM_PROG, LIBRARY", which are examples of the kind of 

program, exemplify the kind of target program (user program, 

system program, library, etc.). 

 ● The transmission method designation information is 10 

information in which how to transmit the target program P is 

designated, e.g., whether the target program P is directly 

transmitted by the user or is imported from an external system, is 

written. An example "DIRECT_UPLOAD" represents a tag 

indicating that the target program P is directly uploaded by a user. 15 

An example "IMPORT_git://XX ..." represents a tag indicating 

that the target program P is obtained or has been obtained from 

an external repository (herein, git://XXX ...). 

 ● The target program identification information indicates 

the identification information on the target program P which is to 20 

be analyzed/verified. Examples "OBJP_ID_0, OBJP_ID_1" 

represent tags indicating identification information for referring 

to the target program P stored therein. 

 (3.1.3. Tool management section) 

 The tool management section 300 has a function of 25 

receiving a registration request of a program analysis/verification 

tool from a tool provider, generating a virtual machine T in which 

the program analysis/verification tool is installed and set in 

response to the registration request, and storing the virtual 

machine T (Fig. 6). The tool management section 300 also has a 30 

function of receiving a virtual machine obtaining request from the 

analysis/verification section 100 and transmitting, to the 
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analysis/verification section 100, the virtual machine T which 

has been searched for on the basis of the tool designation 

information thus obtained and then has been extracted (Fig. 7). 

 Therefore, as illustrated in Fig. 1, the tool management 

section 300 includes a tool management control section 310 and a 5 

tool storage section 320. Note that the tool management control 

section 310 and the tool storage section 320 correspond to the 

controller 31 and the repository 32, respectively, of the tool 

management sub-system 30 shown in Fig. 6 to Fig. 7. In the tool 

management section 300 of Fig. 1, a virtual machine generation 10 

section 312 of the tool management control section 310 has a 

function corresponding to the function that the virtual machine 

execution environment 33 of the tool management sub-system 30 

has. 

 The tool management control section 310 controls the 15 

whole tool management section 300. Specifically, the tool 

management control section 310 includes a tool provider input 

section 311, a virtual machine generation section (virtual 

machine generation means) 312, a tool registration/search 

section (tool extraction means) 313, and a tool transmitting 20 

section 314. 

 The tool provider input section 311 presents an operation 

screen to the user in order to provide a user interface for receiving 

an input. The tool provider input section 311 may directly receive 

a user's operation via input devices such as keyboard and a 25 

mouse, or may indirectly receive the user's operation via a 

communication network such as the Internet. 

 Specifically, upon receipt of an operation from a tool 

provider, the tool provider input section 311 obtains a tag (tool 

provider identification information) of identification information 30 

on the tool provider. 

 The tool provider input section 311 also receives the 
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registration request of the program analysis/verification tool from 

the tool provider (E1 of Fig. 6). The registration request includes a 

tag designated by the tool provider (tool related information) and a 

tag of identification information on the program 

analysis/verification tool (tool identification information). Note 5 

that the tool identification information is used as identification 

information on the virtual machine T including a tool image in 

which the program analysis/verification tool for use in the 

analysis/verification has been installed and set. Furthermore, the 

tool provider input section 311 receives the program 10 

analysis/verification tool in response to the registration request 

(E3 of Fig. 6). 

 The virtual machine generation section 312 generates, for 

each program analysis/verification tool, a virtual machine T in 

which the program analysis/verification tool has been installed 15 

and set (E2 of Fig. 6). For generation of the virtual machine T, the 

tool related information that the registration request has is used 

as data for installing and setting the program 

analysis/verification tool in the virtual machine. The virtual 

machine generation section 312 includes an initial virtual 20 

machine generation section 3131 and a tool introduction section 

3122. 

 The initial virtual machine generation section 3131 

generates, on the basis of the tool related information, a virtual 

machine (initial virtual machine) in which the program 25 

analysis/verification tool has not been installed and set yet. 

Therefore, for example, it is possible to obtain an initial virtual 

machine which is appropriate in terms of the kind of programming 

language and the kind of program (distinction between a user 

program and a system program) with which the program 30 

analysis/verification tool deals and an execution environment 

(the kind and version of operating system, the kind and version of 
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library, a necessary computational resource, i.e., a clock and the 

kind of CPU, sizes of a memory and a disk, etc.) in which the 

program analysis/verification tool operates. 

 The tool introduction section 3122 executes the virtual 

machine (initial virtual machine) that the initial virtual machine 5 

generation section 3131 has generated, and installs and sets the 

program analysis/verification tool on the basis of an instruction 

etc. by the tool provider (E3 of Fig. 6). 

 In a case where the tool provider input section 311 receives 

the registration request from the tool provider, the tool 10 

registration/search section 313 causes the tool management 

database DBt of the tool storage section 320 to store the content 

of the tag included in the registration request (E4 of Fig. 6). The 

tool registration/search section 313 also causes the tool storage 

section 320 to store the virtual machine T that the virtual 15 

machine generation section 312 has generated (C3 of Fig. 4). At 

this time, the tool registration/search section 313 causes the tool 

storage section 320 to store the virtual machine T as data of a tool 

image. 

 Further, the tool registration/search section 313 causes 20 

the tool management database DBt to store the virtual machine T 

so that the virtual machine T is associated with the identification 

information (tool identification information) etc. thereof. Upon 

receipt of a virtual machine (tool image) obtaining request from 

the analysis/verification section 100, the tool registration/search 25 

section 313 refers to the tool management database DBt and 

searches for the tool related information corresponding to the tool 

designation information that the virtual machine (tool image) 

obtaining request has. Then, the tool registration/search section 

313 reads out, from the tool storage section 320, the virtual 30 

machine (tool image) T associated with the tool related 

information corresponding to the tool designation information (F1 
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to F4 of Fig. 7). 

 The tool transmitting section 314 receives the virtual 

machine (tool image) obtaining request having tool designation 

information from the analysis/verification section 100 (F1 of Fig. 

7), and, in response to the virtual machine (tool image) obtaining 5 

request, transmits one or more virtual machines T extracted by 

the tool registration/search section 313 to the 

analysis/verification section 100 (F4 of Fig. 7). 

 The tool storage section 320 stores the tool management 

database DBt and the virtual machine (image data) T. As 10 

illustrated in Fig. 10, the tool management database DBt stores 

the tool provider identification information, the tool related 

information, and the tool identification information in one record. 

The virtual machine (image data) T is associated with other 

information by the tool identification information. 15 

 Here, the information registered in the tool management 

database DBt will be discussed specifically with reference to Fig. 

10. 

 ● The tool provider identification information is 

identification information on tool providers. Examples "USER_A, 20 

USER_B" represent tags attached to a user A, a user B, 

respectively. 

 ● The tool related information is information that can be 

arbitrarily determined by a user in terms of content and the 

number. The tool related information is, for example, the kind of 25 

programming language and the kind of program (distinction 

between a user program and a system program) with which the 

program analysis/verification tool (virtual machine T) can deal 

and an execution environment (the kind and version of operating 

system, the kind and version of library), a necessary 30 

computational resource (a clock and the kind of CPU, sizes of a 

memory and a disk, etc.) in which the program 



- 35 - 

analysis/verification tool (virtual machine T) operates. In the 

examples, "the kind of programming language", "the kind of 

program", and the examples "execution environment and 

computational resource" are exemplified. The examples "Java, C, 

C++, OCaml", which are examples of the kind of programming 5 

language, exemplify tags indicating which program written in 

which programming language is a target of the program 

analysis/verification tool (virtual machine T). Further, the 

examples "USER_PROG, SYSTEM_PROG, LIBRARY", which are 

examples of the kind of program, exemplify the kind of program 10 

(user program, system program, library, etc.) that the program 

analysis/verification tool (virtual machine T) can analyze/verify. 

Further, the examples "OS_Linux 3.X, LIB_libgplk_1.X, 

CPU_KIND_X86, CPU_SPEED_2G, CPU_NUM_8, MEM_MAX_1G, 

DISK_MAX_4G", which are examples of the execution 15 

environment and computational resource, exemplify the kind of 

the execution environment and the kind of computational 

resource where and with use of which the program 

analysis/verification tool (virtual machine T) can execute. In this 

case, the examples indicate that the OS is Linux 3.X, the library is 20 

libgplk 1.X, the kind of CPU is X86, an execution frequency is 2 

GHz, the number of cores of the CPU is 8 or less, an amount of a 

maximum usage memory is 1 GB, and an amount of the disk is 4 

G. 

 ● The tool identification information is identification 25 

information on the virtual machine T including the tool image in 

which the program analysis/verification tool (virtual machine T) 

for use in the analysis/verification has been installed and set. 

Examples "TOOL_ID_0, TOOL_ID_1" represent stored program 

analysis/verification tools, and, more specifically, represent 30 

identification information for referring to the virtual machine T 

including the tool image in which the program 
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analysis/verification tool has been installed and set. 

 (4. Comparison with conventional techniques) 

 Here, regarding the problems described as "Technical 

Problems", the description will discuss differences between the 

program analysis/verification service provision system 1 of this 5 

embodiment and conventional techniques, in particular, a virus 

analysis/verification site (Non-patent Literature 1). 

 (1) Enlargement of computational resource required by 

program analysis/verification tool 

 Regarding this problem, in a case of conventional virus 10 

analysis/verification sites, users do not need to prepare a 

computational resource, however, providers of 

analysis/verification tools need to prepare a computational 

resource by themselves or to form new web interfaces. 

 On the contrary, in a case of the program 15 

analysis/verification service provision system 1, tool providers of 

a plurality of program analysis/verification tools can share a 

computational resource, so that a burden on the tool providers is 

largely reduced. Further, as described above in (2.3. One 

installation example of tool management sub-system), the tool 20 

provider merely needs to install and set a program 

analysis/verification tool in a virtual machine which has been 

prepared in advance. Therefore, the tool providers do not need to 

perform additional works such as formation of new web 

interfaces. 25 

 (2) Diversification of the kind of program 

analysis/verification tools 

 Regarding this problem, a large number of virus 

analysis/verification sites exist as described in Non-patent 

Literature 1, however, those sites are operated by different tool 30 

providers individually, and a uniform interface does not exist. 

Therefore, it is difficult for users of program analysis/verification 
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tools to determine which program analysis/verification tool to 

select, i.e., which virus analysis/verification site to select. 

 (3) Time, effort, and cost of introduction/operation of 

program analysis/verification tool 

 Regarding this problem, similarly, a large number of virus 5 

analysis/verification sites are operated by different tool providers 

individually, and a uniform interface does not exist. Therefore, it 

is difficult to carry out analysis/verification effectively with use of 

a plurality of sites and to collect/compare results of the 

analysis/verification. 10 

 As easy means for avoiding the problem, it is conceivable 

that a plurality of program analysis/verification sites are used as 

back ends and a site to provide a uniform interface as a front end. 

The means is specifically carried out as follows: a target program 

is received from a user; the target program is transmitted to a 15 

plurality of program analysis/verification sites; and results 

thereof are collected and then transmitted to the user. 

 However, as described below, this method still has 

problems. First, if a target program is simply transmitted to a 

plurality of program analysis/verification sites, the target 20 

program is also transmitted to sites which do not provide the 

program analysis/verification tool that the user needs. As a result, 

efficiency of the analysis/verification is decreased and results of 

analysis/verification becomes enormous, and therefore 

comparison and examination of the results are difficult. On the 25 

contrary, as described in (2. Installation example of a system for 

sharing program analysis/verification tool), the program 

analysis/verification service provision system 1 is configured so 

that target programs and program analysis/verification tools are 

managed by tagging the target programs and the program 30 

analysis/verification tools. It is therefore possible to select a 

necessary program analysis/verification tool efficiently. 
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 Further, as another problem, if a target program is simply 

transmitted to a plurality of program analysis/verification site, 

users need to store and manage results of the 

analysis/verification. Therefore, there is a possibility that the 

users are burdened with a computational resource or the users 5 

unnecessarily repeat identical analysis/verification. On the 

contrary, in the program analysis/verification service provision 

system 1, as described in (2. Installation example of a system for 

sharing program analysis/verification tool), results of 

analysis/verification can be uniformly stored in a repository, and 10 

therefore searching etc. of the results can be performed by using 

tagging. 

 Furthermore, the means of using a plurality of sites as a 

back end cannot solve the problems (1) and (4). 

 (4) Difficulty of testing program analysis/verification tools 15 

themselves 

 Regarding this problem, first, computational resources 

that providers of individual analysis/verification tools can 

prepare are limited, and a size and a complexity of a target to be 

actually analyzed/verified is limited. Therefore, the difficulty of 20 

testing program analysis/verification tools themselves is a 

problem that conventional virus analysis/verification sites also 

have. 

 On the contrary, in the program analysis/verification 

service provision system 1, providers of a plurality of program 25 

analysis/verification tools share computational resources. As a 

result, it is possible to analyze/verify a target having a larger size 

and a more complicated configuration, and therefore it is possible 

to test the program analysis/verification tools themselves more 

strictly. Further, because a program to be analyzed/verified can 30 

be shared by a plurality of program analysis/verification tools, 

and therefore it is possible to perform a test of each program 
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analysis/verification tool on more targets. 

 As described above, conventional virus 

analysis/verification sites have advantages, for example, users do 

not need to prepare a computational resource for 

analysis/verification and to perform an additional work such as 5 

introduction of analysis/verification software. However, the 

conventional virus analysis/verification sites still have the 

problems ((1) to (4)) that the present invention has achieved. 

 (5. Application to multiple stages of analysis/verification) 

 The above description has discussed a case where the 10 

program analysis/verification service provision system 1 

analyzes/verifies a target program with use of the program 

analysis/verification tool at a single stage. However, the program 

analysis/verification service provision system 1 can be suitably 

used in a case where the target program is analyzed/verified at 15 

multiple stages of analysis/verification. 

 Further, for example, in a case where a target program is 

analyzed/verified with use of a program analysis/verification tool 

and then result data obtained by the analysis/verification is 

further analyzed/verified, tool designation information for use in 20 

the analysis/verification at each stage and tool related 

information are preferably tagged appropriately with the target 

program or the result data. Specifically, the program 

analysis/verification service provision system 1 is configured 

such that a tag is used at the each stage of analysis/verification 25 

etc., and therefore it is also possible to efficiently carry out 

analysis/verification in a case where a target program is 

analyzed/verified at a multiple-stage process of 

analysis/verification. 

 The following description will discuss an example where a 30 

target program is analyzed/verified at multiple stages with use of 

a tag at each stage in the program analysis/verification service 
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provision system 1. 

 Here, the description will discuss (i) a process in which the 

program analysis/verification service provision system 1 

analyzes/verifies a target program with use of a program 

analysis/verification tool and (ii) a case where result data 5 

obtained by the process is subsequently subjected to 

analysis/verification (postprocessing). 

 First, the result data, which the virtual machine execution 

environment section (tool execution means) 120 has obtained by 

analyzing/verifying the target program with use of the program 10 

analysis/verification tool, is associated with characteristics 

descriptive information (tag) of the result data, and then is stored 

in the data storage section (result data storage section) 130. 

Meanwhile, the tool storage section 320 stores the result data in a 

state in which the program analysis/verification tool 15 

(postprocessing tool) for analyzing/verifying the result data is 

associated with the analysis/verification tool related information. 

 Then, the user interface section (tool designation 

information obtaining means) 111 obtains, as the tool designation 

information, the characteristics descriptive information 20 

associated with the result data from the data storage section 130. 

 The tool registration/search section (tool extraction 

means) 313 searches for the tool related information on the basis 

of the tool designation information that the user interface section 

111 has obtained, and extracts, from a plurality of postprocessing 25 

tools that the tool storage section 320 stores, a postprocessing 

tool associated with the tool related information thus found. 

 Thereafter, the program analysis/verification service 

provision system 1 subsequently carries out analysis/verification 

(postprocessing) with respect to the result data of 30 

analyzing/verifying the target program with use of the 

postprocessing tool thus extracted as described above. 
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 In the above example, it is conceivable that examples of the 

characteristics descriptive information (tag) which is preferably 

attached to the result data of this analysis/verification process 

encompass tags indicating the kind of data (e.g., "execution_path" 

(representing an execution path), "execution_trace" (representing 5 

execution trace), "program_point" (representing an execution 

point in a program)). Further, the tool designation information 

(tag) can be also attached to a data analysis tool in the same way 

as the program analysis/verification. 

 Note that the number of process stages of 10 

analyzing/verifying the target program is not limited to two stages, 

and the number of process stages may be arbitrarily used. 

 The above description has described a case where the 

program analysis/verification service provision system 1 

analyzed/verified the target program with use of the program 15 

analysis/verification tool and subsequently analyzed/verified the 

result data thereof. However, the present invention can be also 

applied to a case where the program analysis/verification service 

provision system 1 analyzes/verifies a result of data 

analyzed/verified in another system. That is, in a process of 20 

analysis/verification at multiple stages, all processing of the 

analysis/verification may be carried out by the program 

analysis/verification service provision system 1, or processing at 

each stage may be carried out by another system. 

 Specifically, the program analysis/verification service 25 

provision system 1 can carry out analysis/verification more 

accurately on the basis of an execution path that another system 

has outputted as a result of analysis. 

 Also in a case where a program analysis/verification tool of 

another system, which is not the program analysis/verification 30 

tool of the program analysis/verification service provision system 

1, analyzes/verifies the target program, it is possible to 
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analyze/verify the result data with use of a data analysis tool by 

attaching a tag (attaching characteristics descriptive information) 

to the result data which has been outputted as a result of the 

analysis/verification. 

 That is, even in a case where the program 5 

analysis/verification tool of the another system analyzes/verifies 

the target program, it is possible to use a frame of the present 

invention by attaching a tag to the result data of the 

analysis/verification to be outputted and storing the result data. 

 Further, as described above, the present invention is not 10 

restrictively applied to analysis/verification of a target program 

and to a process (postprocessing) of analyzing/verifying result 

data of the analysis/verification to be outputted. For example, it 

is preferably possible to apply tagging also in a case where 

preprocessing is necessary to analyze/verify a target program. 15 

 The following description will discuss an example where a 

target program which has been obtained by preprocessing a 

pre-preprocessed program is analyzed/verified with use of the 

program analysis/verification service provision system 1 in order 

to analyze/verify the target program. 20 

 Depending on the kind of program analysis/verification 

tool, it is assumed that a target program (post-preprocessed 

program) needs to be prepared as a result of preprocessing of a 

program (pre-preprocessed program). 

 Specifically, the target program, which is a result of 25 

preprocessing the pre-preprocessed program with use of a 

preprocessing tool (tool), is outputted as a first stage, and then 

the target program is stored in the target program storage section 

(post-preprocessed-program storage section) 220. Then, as a 

second stage, the target program obtained by the preprocessing is 30 

subsequently subjected to an analysis/verification process with 

use of the program analysis/verification tool. 
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 In this case, the target program, obtained by preprocessing 

the program which has not been subjected to preprocessing, is 

stored in the target program storage section 

(post-preprocessed-program storage section) 220 so that the 

target program is associated with the characteristics descriptive 5 

information (tag) of the target program. 

 Then, the target program obtaining section 114 obtains the 

target program from the target program storage section 220. 

Meanwhile, the user interface section (tool designation 

information obtaining means) 111 obtains, as the tool designation 10 

information, the characteristics descriptive information 

associated with the target program, which characteristics 

descriptive information is obtained by the target program, from 

the target program storage section 220. 

 As a process which needs preprocessing of a program in 15 

order to analyze/verify a certain program as described above, 

there are, for example, data flow analysis, control flow analysis, 

program slicing, and pointer analysis. 

 Thereafter, the preprocessing tool (tool) and the target 

program (post-preprocessed program) are tagged and stored, 20 

which makes it possible to use the frame of the present invention. 

 Indeed, there are various kinds of preprocessing tools as 

well as the analysis/verification tools, and the various kinds of 

preprocessing tools consume a computational resource largely. 

Therefore, the present invention is effective not only to the 25 

analysis/verification tools but also to the preprocessing tools. 

 For example, it is conceivable that, as the tag (tool related 

information) which is attached to the preprocessing tool (tool), 

there are a tag indicating a target which can be subjected to 

preprocessing (which is similar to a tag attached to the 30 

verification tool) and a tag indicating which preprocessing is 

carried out (e.g., a tag indicating the kind of preprocessing such 
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as "data_flow_analysis", "control_flow_analysis", 

"program_slicing", and "pointer_analysis"). It is also conceivable 

that, as the characteristics descriptive information (tag) which is 

associated with the data of the preprocessing result, 

"data_flow_analysis", "control_flow_analysis", "program_slicing", 5 

"pointer_analysis", etc. are effective. 

 The following description will discuss, as an example in 

which the above two examples are combined, a case where the 

target program is subjected to preprocessing with use of the 

preprocessing tool (preprocessing data process tool) in the 10 

program analysis/verification service provision system (data 

processing service provision system) 1, and then the target 

program which has been subjected to the preprocessing is 

analyzed/verified with use of the program analysis/verification 

tool, and then result data of the analysis/verification is 15 

analyzed/verified with use of another analysis/verification tool 

(postprocessing data process tool). 

 As a first stage, the target program, which is the result of 

preprocessing the pre-preprocessed program with use of the 

preprocessing tool (preprocessing data process tool), is outputted 20 

and the target program is stored in the target program storage 

section (post-preprocessed-program storage section) 220. The 

target program, which has been obtained by preprocessing the 

pre-preprocessed program, is associated with the characteristics 

descriptive information (tag) of the target program, and is stored 25 

in the target program storage section (post-preprocessed-program 

storage section) 220 as described above.  

 At this time, it is conceivable that the characteristics 

descriptive information (tag) preferably attachable to the target 

program which has been subjected to the preprocessing, is, for 30 

example, a tag indicating the kind of preprocessing 

("data_flow_analysis", "control_flow_analysis", "program_slicing", 
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"pointer_analysis", etc.), as described in the above examples. 

 Then, as a second stage, the target program, which has 

been obtained by the preprocessing, is analyzed/verified with use 

of the program analysis/verification tool. Specifically, first, the 

target program obtaining section 114 obtains the target program 5 

from the target program storage section 220. Meanwhile, the user 

interface section (tool designation information obtaining means) 

111 obtains, as the tool designation information, characteristics 

descriptive information associated with the target program, which 

characteristics descriptive information has been obtained by the 10 

target program from the target program storage section 220. Then, 

the virtual machine execution environment section (tool execution 

means) 120 analyzes/verifies the target program with use of the 

program analysis/verification tool, and result data thus obtained 

is stored in the data storage section (result data storage section) 15 

130 so as to be associated with the characteristics descriptive 

information (tag) of the result data. 

 At this time, it is conceivable that the characteristics 

descriptive information (tag) preferably attachable to the result 

data is, for example, a tag indicating the kind of data 20 

("execution_path" (representing an execution path), 

"execution_trace" (representing an execution trace), and 

"program_point" (representing an execution point of the program), 

etc.), as described in the above examples. 

 Finally, as a third stage, the user interface section (tool 25 

designation information obtaining means) 111 obtains, as the tool 

designation information, the characteristics descriptive 

information associated with the result data from the data storage 

section 130. The tool storage section 320 stores the program 

analysis/verification tool (postprocessing data process tool) for 30 

analyzing/verifying the result data so that the program 

analysis/verification tool is associated with the 
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analysis/verification tool related information. Then, the tool 

registration/search section (tool extraction means) 313 searches 

for the tool related information on the basis of the tool designation 

information that the user interface section 111 has obtained, and 

extracts, from a plurality of postprocessing tools that the tool 5 

storage section 320 stores, a postprocessing tool (postprocessing 

data process tool) associated with the tool related information 

thus found. Thereafter, the program analysis/verification service 

provision system 1 obtains the data process tool thus extracted 

from the tool storage section 320, and subsequently carries out, 10 

with use of the postprocessing tool thus obtained, 

analysis/verification (postprocessing) with respect to result data 

of the process in which the target program has been 

analyzed/verified. 

 Note that, in the above combination example, the number 15 

of preprocessing processes and the number of postprocessing 

processes are one each, however, it is possible to combine the 

arbitrary numbers of preprocessing processes, postprocessing 

processes, and analysis/verification processing processes. 

Further, any of the preprocessing, the postprocessing, and the 20 

analysis/verification processing can be omitted. 

 As described above, in a case where a data process is 

carried out at multiple stages, the program analysis/verification 

service provision system 1 associates the data (program or data 

other than the program) obtained at each stage as a result of the 25 

process with the characteristics descriptive information (tag), and 

then the data is stored. The data obtained at each stage as the 

result of the process is associated with the characteristics 

descriptive information (tag) at the same time as the data is stored 

or during a period after the data is stored but before a tool for use 30 

in the following processing at a next stage is extracted. In this 

case, the characteristics descriptive information (tag) to be 
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associated is preferably determined in accordance with a 

predetermined rule which is suitable for the tool for use in 

processing at the each stage. Note that the program 

analysis/verification service provision system 1 may be 

configured so that a user manually associates the characteristics 5 

descriptive information (tag) with the data obtained from the 

processing at the each stage. 

 As described above, the present invention may be 

configured as follows in a case where the present invention is 

applied to analysis/verification at multiple stages at which a 10 

process (preprocessing) in which a target program is obtained by 

preprocessing a program and a process in which the target 

program thus obtained is analyzed/verified are subsequently 

carried out. 

 The program analysis/verification service provision system 15 

(program analysis/verification service provision system 1) for 

subsequently carrying out a first process in which a 

pre-preprocessed program is preprocessed to obtain the target 

program and a second process in which the target program thus 

obtained through the first process is analyzed/verified with use of 20 

the one or more program analysis/verification tools, the program 

analysis/verification service provision system further includes a 

post-preprocessed-program storage section (target program 

storage section 220) for storing the target program, which has 

been obtained by preprocessing the pre-preprocessed program, so 25 

that the target program is associated with characteristics 

descriptive information (tool designation information) on the 

target program, wherein: the target program obtaining means 

(target program obtaining section 114) obtains the target program 

from the post-preprocessed-program storage section; and the tool 30 

designation information obtaining means (the user interface 

section 111) obtains, as the tool designation information, from the 



- 48 - 

post-preprocessed-program storage section, the characteristics 

descriptive information associated with the target program that 

the target program obtaining means has obtained. 

 Further, in the present invention, in a case where 

analysis/verification is carried out at multi stages, i.e., in a case 5 

where a first process in which the target program is 

analyzed/verified and a second process in which obtained result 

data is analyzed/verified are subsequently carried out, the 

present invention may be configured as follows. 

 The program analysis/verification service provision system 10 

(program analysis/verification service provision system 1) for 

subsequently carrying out a first process in which the target 

program is analyzed/verified with use of the one or more program 

analysis/verification tools and a second process in which result 

data obtained through the first process is postprocessed, the 15 

program analysis/verification service provision system further 

includes a result data storage section (data storage section 130) 

for storing the result data, which the tool execution means (virtual 

machine execution environment section 120) has obtained by 

analyzing/verifying the target program with use of the one or 20 

more program analysis/verification tools, in a state in which the 

result data is associated with characteristics descriptive 

information (tool designation information) on the result data, 

wherein: the tool storage section (tool storage section 320) stores 

at least one postprocessing tool for postprocessing the result data 25 

in a state in which the at least one postprocessing tool is 

associated with a piece of tool related information on the at least 

one postprocessing tool; the tool designation information 

obtaining means (the user interface section 111) obtains, as the 

tool designation information, from the result data storage section, 30 

the characteristics descriptive information associated with the 

result data; and the tool extraction means (tool 
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registration/search section 313) searches for the piece of tool 

related information on the basis of the tool designation 

information that the tool designation information obtaining 

means has obtained, and extracts, from a plurality of 

postprocessing tools stored in the tool storage section, the at least 5 

one postprocessing tool associated with the piece of tool related 

information thus found. 

 Further, in a case where the present invention is 

configured as a service provision system which does not need an 

analysis/verification process of a program, the present invention 10 

can be also configured as follows. 

 A data processing service provision system (program 

analysis/verification service provision system 1) according to the 

present invention, which is for processing target data (target 

program, result data) at multiple stages by subsequently using a 15 

plurality of data process tools (program analysis/verification tool, 

preprocessing tool, postprocessing tool), the data processing 

service provision system includes: a tool storage section (tool 

storage section 320) in which the plurality of data process tools 

are stored in a state in which the plurality of data process tools 20 

are associated with respective pieces of tool related information 

on the plurality of data process tools; a result data storage section 

(data storage section 130) in which result data that has been 

obtained by processing data with use of one or more data process 

tools for use in a previous stage (program analysis/verification 25 

tool, preprocessing tool) is stored in a state in which the result 

data is associated with characteristics descriptive information 

(tool designation information) on the result data; result data 

obtaining means (target program obtaining section 114) for 

obtaining the result data from the result data storage section; tool 30 

designation information obtaining means (the user interface 

section 111) for obtaining, as tool designation information to 
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designate which data process tool (program analysis/verification 

tool, postprocessing tool) is used for processing the result data 

that the result data obtaining means has obtained, the 

characteristics descriptive information associated with the result 

data from the result data storage section; tool extraction means 5 

(tool registration/search section 313) for searching the pieces of 

tool related information on the basis of the tool designation 

information that the tool designation information obtaining 

means has obtained, and extracting the one or more data process 

tools associated with a corresponding piece of the tool related 10 

information from the plurality of data process tools stored in the 

tool storage section; tool obtaining means (tool obtaining section 

115) for obtaining, from the tool storage section, the one or more 

data process tools that the tool extraction means has extracted; 

and tool execution means (virtual machine execution environment 15 

section 120) for processing, with use of the one or more data 

process tools that the tool obtaining means has obtained, the 

result data that the result data obtaining means has obtained. 

 (6. Summary) 

 A program analysis/verification service provision system 20 

according to the present invention, which is for 

analyzing/verifying a target program with use of one or more 

program analysis/verification tools, includes: target program 

obtaining means for obtaining the target program; a tool storage 

section in which a plurality of program analysis/verification tools 25 

are stored; tool extraction means for extracting, from the plurality 

of program analysis/verification tools stored in the tool storage 

section, the one or more program analysis/verification tools for 

use in analysis/verification of the target program that the target 

program obtaining means has obtained; tool obtaining means for 30 

obtaining, from the tool storage section, the one or more program 

analysis/verification tools that the tool extraction means has 
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extracted; and tool execution means for analyzing/verifying, with 

use of each of the one or more program analysis/verification tools 

that the tool obtaining means has obtained, the target program 

that the target program obtaining means has obtained. 

 Further, a method of controlling a program 5 

analysis/verification service provision system of the present 

invention, which method is for analyzing/verifying a target 

program with use of one or more program analysis/verification 

tools, the program analysis/verification service provision system 

including a tool storage section in which a plurality of program 10 

analysis/verification tools are stored, the method includes the 

steps of: target program obtaining step for obtaining the target 

program, tool extraction step for extracting, from the plurality of 

program analysis/verification tools stored in the tool storage 

section, the one or more program analysis/verification tools for 15 

use in analysis/verification of the target program that the target 

program obtaining step has obtained; tool obtaining step for 

obtaining the one or more program analysis/verification tools that 

has extracted from the tool storage section in the tool extraction 

step; and tool execution step for analyzing/verifying, with use of 20 

the one or more program analysis/verification tools that has 

obtained in the tool obtaining step, the target program that has 

obtained in the target program obtaining step. 

 According to the configuration, the target program is 

obtained, and the one or more program analysis/verification tools 25 

for use in the analysis/verification of the target program is 

extracted and obtained from the plurality of program 

analysis/verification tools stored in the tool storage section. Then, 

the target program is analyzed/verified with use of the one or 

more program analysis/verification tools thus obtained. 30 

 As described above, the target program can be obtained, 

and the one or more program analysis/verification tools for use in 
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the analysis/verification can be selected in accordance with the 

target program from the plurality of program analysis/verification 

tools that have been prepared in advance. Therefore, it is possible 

to provide a plurality of users who want to analyze/verify target 

programs with a service in which analysis/verification is executed 5 

with use of program analysis/verification tools selected in 

accordance with the target programs from the plurality of program 

analysis/verification tools that have been prepared in advance. 

Further, for a plurality of tool providers who want to provide 

program analysis/verification tools, it is possible to provide a 10 

service in which requests of analysis/verification of target 

programs are received from a plurality of users and the target 

programs are analyzed/verified. That is, according to the 

configuration, it is possible to achieve a sharing system for use in 

the program analysis/verification tools. 15 

 With this, the present invention has the following effects. 

(1) Because a plurality of users can share a tool execution system, 

individual users do not need to prepare a computational resource. 

Therefore, it is possible to flexibly use a surplus computational 

resource, which reduces a cost of analysis/verification and 20 

increases the kind of analysis/verification and a size thereof 

which can be executed. (2) It is possible to collectively introduce, 

maintain, and manage program analysis/verification tools, so 

that individual users do not need to introduce, maintain, and 

manage the program analysis/verification tools. (3) Users can 25 

easily select an appropriate one from a plurality of program 

analysis/verification tools because it is possible to provide a 

uniform user interface. (4) Individual tool providers of program 

analysis/verification tools do not need to prepare a computational 

resource as well as users. Therefore, it is possible to flexibly use a 30 

surplus computational resource, which reduces a cost of 

analysis/verification and increases the kind of 
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analysis/verification and a size thereof which can be executed. It 

is also possible to perform test of the program 

analysis/verification tools on various target programs. 

Particularly, it is possible to perform the test of the program 

analysis/verification tools on the target programs which have 5 

been difficult to be tested because of limitation of a computational 

resource. 

 Therefore, the present invention has an effect of easily 

executing analysis/verification of a program by selecting an 

appropriate one from a plurality of program analysis/verification 10 

tools. Further, the present invention can solve various practical 

problems of conventional program analysis/verification 

techniques by carrying out program analysis/verification on a 

sharing system. 

 Further, the program analysis/verification service 15 

provision system of the present invention further includes: tool 

designation information obtaining means for obtaining tool 

designation information to designate which program 

analysis/verification tool is used for the analysis/verification of 

the target program that the target program obtaining means has 20 

obtained, wherein: the tool storage section stores the plurality of 

program analysis/verification tools in a state in which the 

plurality of program analysis/verification tools are associated 

with respective pieces of tool related information on the plurality 

of program analysis/verification tools; and the tool extraction 25 

means searches for a piece of the tool related information on the 

basis of the tool designation information that the tool designation 

information obtaining means has obtained, and extracts the one 

or more program analysis/verification tools associated with the 

piece of the tool related information thus found. 30 

 According to the configuration, further, the tool storage 

section stores the plurality of program analysis/verification tools 
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in a state in which the plurality of program analysis/verification 

tools are associated with respective pieces of tool related 

information on the plurality of program analysis/verification tools. 

Further, the tool designation information to designate which 

program analysis/verification tool is use for the 5 

analysis/verification of the target program is obtained, and a 

piece of the tool related information is searched for on the basis of 

the tool designation information, and then the one or more 

program analysis/verification tools associated with the piece of 

the tool related information thus found is extracted. 10 

 Therefore, it is possible to select a program 

analysis/verification tool in accordance with a target program by 

associating program analysis/verification tools with respective 

pieces of tool related information in advance and setting the target 

program together with the tool designation information. In the 15 

tool related information, it is possible to set, for example, the kind 

of programming language and the kind of program (distinction 

between a user program and a system program) with which the 

one or more program analysis/verification tools can deal, an 

execution environment in which the one or more program 20 

analysis/verification tools operate (the kind and version of 

operating system, the kind and version of library, a necessary 

computational resource (clock and the kind of CPU, sizes of 

memory and disk), etc.). Meanwhile, the tool designation 

information is information to designate which program 25 

analysis/verification tool is used for the analysis/verification, 

and can be selected from contents that have been set as the tool 

related information. 

 This makes it possible to provide a uniform user interface, 

so that users can easily select appropriate one or more program 30 

analysis/verification tools from the plurality of program 

analysis/verification tools. 
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 Further, in the program analysis/verification service 

provision system of the present invention, the tool storage section 

stores, as the plurality of program analysis/verification tools, 

virtual machines in each of which a corresponding one of the 

plurality of program analysis/verification tools has been installed 5 

and set, and the tool execution means analyzes/verifies, on the 

virtual machine obtained by the tool obtaining means, the target 

program that the target program obtaining means has obtained. 

 According to the configuration, further, as the plurality of 

program analysis/verification tools, virtual machines in each of 10 

which a corresponding one of the plurality of program 

analysis/verification tools has been installed and set are prepared, 

and the target program can be analyzed/verified on this virtual 

machine. 

 Therefore, the present invention has the following effects. 15 

First, by executing analysis/verification with use of a virtual 

machine, it is easy to fairly use a system among a plurality of 

users and a plurality of providers of program analysis/verification 

tools. Second, by installing and setting program 

analysis/verification tools in a virtual machines, providers of 20 

program analysis/verification tools can install and set the 

program analysis/verification tools in an execution environment 

which is substantially similar to an execution environment in 

which the providers of program analysis/verification tools 

ordinarily develop and test the program analysis/verification tools. 25 

Therefore, in order to cause the program analysis/verification 

tools to adapt to a special execution environment, providers of the 

program analysis/verification tools do not need to perform 

additional works such as collection of the program 

analysis/verification tools and preparation of another system to 30 

cause the program analysis/verification tools to transmit/receive 

data to/from the outside. Note that analysis/verification of a 
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target program on a virtual machine may be carried out while the 

target program is being executed on the virtual machine or is not 

being executed on the virtual machine. 

 Further, the program analysis/verification service 

provision system of the present invention further includes: virtual 5 

machine generation means for generating the virtual machines in 

each of which a corresponding one of the plurality of program 

analysis/verification tools has been installed and set, wherein the 

tool storage section stores, as the plurality of program 

analysis/verification tools, the virtual machines that the virtual 10 

machine generation means has generated. 

 According to the configuration, further, in a case of 

receiving another program analysis/verification tool, it is possible 

to generate a virtual machine in which the another program 

analysis/verification tool has been installed and set and to cause 15 

the tool storage section to store the virtual machine. 

 Therefore, generation of a virtual machine in which a 

program analysis/verification tool has been installed and set is 

carried out in the program analysis/verification service provision 

system, so that the tool providers do not need to generate the 20 

virtual machine. Further, a plurality of virtual machines in which 

respective different program analysis/verification tools have been 

installed and set can be made in a uniform way in consideration of 

an execution environment of the virtual machine particularly. 

Therefore, it is possible to deal with the plurality of virtual 25 

machines similarly. 

 Further, a program analysis/verification device according 

to the present invention, which configures the program 

analysis/verification service provision system, may include the 

target program obtaining means, the tool obtaining means, and 30 

the tool execution means. 

 Further, a program analysis/verification tool management 
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device according to the present invention, which configures the 

program analysis/verification service provision system, may 

include: the program analysis/verification tool management 

device comprising the tool storage section and the tool extraction 

means. 5 

 Note that the program analysis/verification service 

provision system, the program analysis/verification device, and 

the program analysis/verification tool management device, may 

be realized by a computer. In this case, the present invention 

encompasses: a control program which achieves the program 10 

analysis/verification service provision system, the program 

analysis/verification device, and the program 

analysis/verification tool management device with use of a 

computer by causing the computer to operate as each of the 

foregoing means; and a computer-readable storage medium 15 

storing the control program therein. 

 (7. Supplementary explanation) 

 Finally, blocks of the program analysis/verification service 

provision system 1, the analysis/verification section 100, the 

target program management section 200, and the tool 20 

management section 300, particularly, the analysis/verification 

control section 110, the target program management control 

section 210, and the tool management control section 310 can be 

configured by means of hardware logic or can alternatively be 

realized by software with use of a CPU (Central Processing Unit) as 25 

follows. 

 In the latter case, (each device configuring) the program 

analysis/verification service provision system 1 includes storage 

devices (storage media) such as a CPU (central processing unit) 

for executing a command of a program, ROM (read only memory) 30 

in which the program is stored, RAM (random access memory) for 

developing the program, and a memory in which the program and 
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various data are stored. Further, the object of the present 

invention can be also realized in such a manner that: a recording 

medium is provided to (each device for configuring) the program 

analysis/verification service provision system 1, which recording 

medium has stored program codes (execution mode program, 5 

intermediate code program, and source program) of (each device 

for configuring) the program analysis/verification service 

provision system 1, serving as software for realizing the 

aforementioned functions, so that the program codes are readable 

by a computer; and the program codes stored in the recording 10 

medium are read out and carried out by the computer (or CPU or 

MPU). 

 Examples of the recording medium encompass: tapes such 

as a magnetic tape and a cassette tape; disks such as magnetic 

disks (e.g., a floppy (registered trademark) disk and a hard disk) 15 

and optical disks (e.g., a CD-ROM, an MO, an MD, a DVD, and a 

CD-R); cards such as an IC card (including a memory card) and an 

optical card; and semiconductor memories (e.g., a mask ROM, an 

EPROM, an EEPROM (registered trademark), and a flash ROM).  

 Further, (each device for configuring) the program 20 

analysis/verification service provision system 1 may be 

configured to be connect to a communication network, and the 

program code may be supplied via the communication network. 

The communication network is not particularly limited, and 

examples of the communication network encompass the Internet, 25 

an intranet, an extranet, a LAN, an ISDN, a VAN, a CATV 

communication network, a virtual private network, a telephone 

network, a mobile communication network, and a satellite 

communication network. In addition, a transmission medium 

constituting the communication network is not particularly 30 

limited, and examples of the transmission medium encompass: 

wired transmission media such as IEEE1394, a USB, a power-line 
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carrier, a cable TV line, a telephone line, and an ADSL; and 

wireless transmission media such as infrared rays (e.g., IrDA and 

a remote controller), Bluetooth (registered trademark), 802.11 

wireless, an HDR, a cell-phone network, and a satellite line, and a 

digital terrestrial network. Note that the present invention may be 5 

also realized by a computer data signal which has the program 

codes specified with electronic transmission and is embedded in a 

carrier wave. 

 The present invention is not limited to the description of 

the embodiments above, and can be modified in numerous ways 10 

by a skilled person as long as such modification falls within the 

scope of the claims. An embodiment derived from a proper 

combination of technical means disclosed in different 

embodiments is also encompassed in the technical scope of the 

present invention. 15 

 

Industrial Applicability 

 The present invention can be used for a device (system) for 

analyzing/verifying a target program with use of a program 

analysis/verification tool. 20 

 

Reference Signs List 

  1  program analysis/verification service provision system (data 

processing service provision system) 

100  analysis/verification section (program analysis/verification 25 

device) 

111  user interface section (tool designation information 

obtaining means) 

114  target program obtaining section (target program obtaining 

means) 30 

115  tool obtaining section (tool obtaining means) 

120  virtual machine execution environment section (tool 
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execution means) 

300  tool management section (program analysis/verification 

tool management device) 

312  virtual machine generation section (virtual machine 

generation means) 5 

313  tool registration/search section (tool extraction means) 

320  tool storage section 

  P  target program 

  T  virtual machine 

10 
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Claims 

 Claim 1 

 A program analysis/verification service provision system 

for analyzing/verifying a target program with use of one or more 

program analysis/verification tools,  5 

 the program analysis/verification service provision system 

comprising:  

 target program obtaining means for obtaining the target 

program;  

 a tool storage section in which a plurality of program 10 

analysis/verification tools are stored;  

 tool extraction means for extracting, from the plurality of 

program analysis/verification tools stored in the tool storage 

section, the one or more program analysis/verification tools for 

use in analysis/verification of the target program that the target 15 

program obtaining means has obtained;  

 tool obtaining means for obtaining, from the tool storage 

section, the one or more program analysis/verification tools that 

the tool extraction means has extracted; and  

 tool execution means for analyzing/verifying, with use of 20 

each of the one or more program analysis/verification tools that 

the tool obtaining means has obtained, the target program that 

the target program obtaining means has obtained. 

 

 Claim 2 25 

 The program analysis/verification service provision system 

as set forth in claim 1, further comprising: 

 tool designation information obtaining means for obtaining 

tool designation information to designate which program 

analysis/verification tool is used for the analysis/verification of 30 

the target program that the target program obtaining means has 

obtained, wherein: 
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 the tool storage section stores the plurality of program 

analysis/verification tools in a state in which the plurality of 

program analysis/verification tools are associated with respective 

pieces of tool related information on the plurality of program 

analysis/verification tools; and  5 

 the tool extraction means searches for a piece of the tool 

related information on the basis of the tool designation 

information that the tool designation information obtaining 

means has obtained, and extracts the one or more program 

analysis/verification tools associated with the piece of the tool 10 

related information thus found. 

 

 Claim 3 

 The program analysis/verification service provision system 

as set forth in claim 1 or 2, wherein: 15 

 the tool storage section stores, as the plurality of program 

analysis/verification tools, virtual machines in each of which a 

corresponding one of the plurality of program 

analysis/verification tools has been installed and set; and  

 the tool execution means analyzes/verifies, on the virtual 20 

machine obtained by the tool obtaining means, the target program 

that the target program obtaining means has obtained. 

 

 Claim 4 

 The program analysis/verification service provision system 25 

as set forth in claim 3, further comprising: 

 virtual machine generation means for generating the 

virtual machines in each of which a corresponding one of the 

plurality of program analysis/verification tools has been installed 

and set,  30 

 wherein the tool storage section stores, as the plurality of 

program analysis/verification tools, the virtual machines that the 
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virtual machine generation means has generated. 

 

 Claim 5 

 The program analysis/verification service provision system 

as set forth in claim 2, the program analysis/verification service 5 

provision system being for subsequently carrying out a first 

process in which a pre-preprocessed program is preprocessed to 

obtain the target program and a second process in which the 

target program thus obtained through the first process is 

analyzed/verified with use of the one or more program 10 

analysis/verification tools,  

 the program analysis/verification service provision system 

further comprising  

 a post-preprocessed-program storage section for storing 

the target program, which has been obtained by preprocessing the 15 

pre-preprocessed program, so that the target program is 

associated with characteristics descriptive information on the 

target program, wherein:  

 the target program obtaining means obtains the target 

program from the post-preprocessed-program storage section; 20 

and  

 the tool designation information obtaining means obtains, 

as the tool designation information, from the 

post-preprocessed-program storage section, the characteristics 

descriptive information associated with the target program that 25 

the target program obtaining means has obtained. 

 

 Claim 6 

 The program analysis/verification service provision system 

as set forth in claim 2, the program analysis/verification service 30 

provision system being for subsequently carrying out a first 

process in which the target program is analyzed/verified with use 
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of the one or more program analysis/verification tools and a 

second process in which result data obtained through the first 

process is postprocessed,  

 the program analysis/verification service provision system 

further comprising  5 

 a result data storage section for storing the result data, 

which the tool execution means has obtained by 

analyzing/verifying the target program with use of the one or 

more program analysis/verification tools, in a state in which the 

result data is associated with characteristics descriptive 10 

information on the result data, wherein:  

 the tool storage section stores at least one postprocessing 

tool for postprocessing the result data in a state in which the at 

least one postprocessing tool is associated with a piece of tool 

related information on the at least one postprocessing tool;  15 

 the tool designation information obtaining means obtains, 

as the tool designation information, from the result data storage 

section, the characteristics descriptive information associated 

with the result data; and  

 the tool extraction means searches for the piece of tool 20 

related information on the basis of the tool designation 

information that the tool designation information obtaining 

means has obtained, and extracts, from a plurality of 

postprocessing tools stored in the tool storage section, the at least 

one postprocessing tool associated with the piece of tool related 25 

information thus found. 

 

 Claim 7 

 A method of controlling a program analysis/verification 

service provision system for analyzing/verifying a target program 30 

with use of one or more program analysis/verification tools, the 

program analysis/verification service provision system 
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comprising a tool storage section in which a plurality of program 

analysis/verification tools are stored,  

 the method comprising the steps of:  

 target program obtaining step for obtaining the target 

program,  5 

 tool extraction step for extracting, from the plurality of 

program analysis/verification tools stored in the tool storage 

section, the one or more program analysis/verification tools for 

use in analysis/verification of the target program that the target 

program obtaining step has obtained;  10 

 tool obtaining step for obtaining the one or more program 

analysis/verification tools that has extracted from the tool storage 

section in the tool extraction step; and  

 tool execution step for analyzing/verifying, with use of the 

one or more program analysis/verification tools that has obtained 15 

in the tool obtaining step, the target program that has obtained in 

the target program obtaining step. 

 

 Claim 8 

 A control program for causing a computer to function as 20 

each means of a program analysis/verification service provision 

system according to any one claim 1 or 2. 

 

 Claim 9 

 A computer-readable storage medium storing therein a 25 

control program according to claim 8. 

 

 Claim 10 

 A program analysis/verification device, the program 

analysis/verification device configuring the program 30 

analysis/verification service provision system according to claim 

1,  
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 the program analysis/verification device comprising the 

target program obtaining means, the tool obtaining means, and 

the tool execution means. 

 

 Claim 11 5 

 A program analysis/verification tool management device, 

the program analysis/verification tool management device 

configuring the program analysis/verification service provision 

system according to claim 1,  

 the program analysis/verification tool management device 10 

comprising the tool storage section and the tool extraction means. 

 

 Claim 12 

 A data processing service provision system for processing 

target data at multiple stages by subsequently using a plurality of 15 

data process tools,  

 the data processing service provision system comprising: 

 a tool storage section in which the plurality of data process 

tools are stored in a state in which the plurality of data process 

tools are associated with respective pieces of tool related 20 

information on the plurality of data process tools;  

 a result data storage section in which result data that has 

been obtained by processing data with use of one or more data 

process tools for use in a previous stage is stored in a state in 

which the result data is associated with characteristics 25 

descriptive information on the result data;  

 result data obtaining means for obtaining the result data 

from the result data storage section;  

 tool designation information obtaining means for obtaining, 

as tool designation information to designate which data process 30 

tool is used for processing the result data that the result data 

obtaining means has obtained, the characteristics descriptive 
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information associated with the result data from the result data 

storage section;  

 tool extraction means for searching the pieces of tool 

related information on the basis of the tool designation 

information that the tool designation information obtaining 5 

means has obtained, and extracting the one or more data process 

tools associated with a corresponding piece of the tool related 

information from the plurality of data process tools stored in the 

tool storage section;  

 tool obtaining means for obtaining, from the tool storage 10 

section, the one or more data process tools that the tool extraction 

means has extracted; and  

 tool execution means for processing, with use of the one or 

more data process tools that the tool obtaining means has 

obtained, the result data that the result data obtaining means has 15 

obtained. 


