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present invention relates generally to the processing of conponents on a
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[0005] In certain Circu ces a network operator would |ike to upgrade,
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exanpl e, the network operator may |ike to install application software,
which is incorporated by reference herein in its entirety for all purposes.

BACKGROUND
L FIELD
[0003] The present invention relates generally to the processing of components on a
device, and more particularly, to a system for automatically installing, updating, or

removing components on a device.

1L DESCRIPTION OF THE RELATED ART

[0004] Data networks provide a way for a large numbers of users to communicate with
each other using a variety of network-enabled devices. For example, in a wireless .
communication network, a variety of network-enabled portable telephones allow users
to communicate with each other over great distances. The network-enabled devices are
generally configured with a variety of installed components that control how the device
operates, and ultimately, how well the overall network performs.

[0005] In certain circumstances a network operator would like to upgrade, install,
delete, or otherwise change the configuration of the network-enabled devices. For
example, as system software is improved, the network operator would like to have new
components installed on all devices in the network so that the network operates more
efficiently. For example, the network operator may like to install application software,

a binary executable, or other information on the devices to provide service



a binary executable, or other information on the devices to provide service
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si t uat i onwotzb@/o3et3sor Kk operator nay desire to install eQraspi3o€0926
applications or other device upgrade applications based on the needs of a
specific type of device. Furthernore, if it is determ ned that a problem
exists wwth a currently installed systeim conponent, the network operator
would Iike to install an upgraded conpohent to repair the problem
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be install'ed and activa e system shou nough to
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not all of the devices will be upgraded, some devices will not operate to provide the best
performance and the overall operation of the network may be degraded.

[0007] Therefore, what is needed is a system to automatically process components on a
device to allow selected versions of components to be installed and activated. The
system should be flexible enough to process the components on a large number of
devices in a relatively short time, thereby providing fast upgrades to all devices
operating on a network, which will result in the best device performance and increased

network efficiency.

SUMMARY
[0008] In one or more embodiments, a system is provided to automatically process
components on a device. For example, in one embodiment, the system allows a device
to install, update, delete, activate, disable, recall or otherwise change the state of a
component on a device using a versioned action list available on a download server.
The components that can be processed may be of any type, for example, an application,
executable, configuration information, user interface settings, random data, or any other

type of information.



conponent on a device using a versioned action |ist avail able on a downl oad
server. The conponents that can be processed nmay be of any type, for

exanpl e, W0 20ppisp43at i on, executabl e, configuration inf@cratSzaa,0403er
interface settings, random data, or any other type of information. WO
2004/ 059438 PCT/ US2003/ 040926 3 [0009] During operation of the system the
devi ce checks the version of the action List on the downl oad server

agai nst a stored version associated with“the |ast action list processed by

the deyihse. |If the.two versi are different, the device downl gads the new
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conponent i AHHEILOMPEACTL st . For exanple, if the action is to install the

| dent {DDgs). COMDORRAL erbOinSAY REACAUNHRESali Dy SATRAREDh pr RN her
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on the devilséto ddierming whethendncastion epsisttdbe peptforiied facthe ddentifist cpmpbemim ng

t he desi gnat,ed, actiaons onl.y on.new.conponent versions.. [0011] After
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example, if the action is to install the identified component, the device downloads the
component, and any other necessary information from the download server, and installs
the component on the device. Thus, the device steps through the action list performing
the designated actions only on new component versions.
[0011] After processing a particular component/action pair, the component version
stored on the device is updated with the new component version provided in the action
list. When the entire action list has been processed, the device records the version
identifier of the action list, so as to avoid re-processing the current action list in the
future. Thus, the device will not process another action list until the version of the
action list available on the download server is different from the stored version on the
device.
[0012] In one embodiment, the device checks the version of the action list every time
the device communicates with the download server. For example, the device may
communicate with the download server after the device is powered on or at periodic
intervals. The system provides a mechanism to allow components to be processed on

the device with no user interaction or limited user interaction. For example, in one

embodiment, components may be pushed to a device at power up to effectively provide



action list available on the downl oad server is different fromthe stored
version on the device. [0012] In one enbodi nent, the device checks the
ver si on oWothe/det3son |ist every time the device conmuRCTAtSe&3wione t he
downl oad server. For exanple, the device may comunicate with the downl oad
server after the device is powered on or at periodic intervals. The system
provi des a nmechanismto allom/conponents4to be processed on the device
wWith no user interaction or limted user interaction. For exanple, in one
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processing may be at the option of the user. Thus, the systemallows the
conponent piogawastgogessipg i oy koeeed, prooptade cequiredyiroptionabr  opti onal . [ 0013]
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is done in a secure fashion.

[0014] In one embodiment, a method is provided for automatically processing
components on a device. The method comprises receiving a version identifier
associated with an action list, determining that the version identifier is not equivalent to -
a stored version identifier, receiving the action list, parsing the action list to obtain a
component identifier and an associated action, and performing the action on a
component identified by the component identifier.

[0015] In one embodiment, apparatus is provided for automatically processing
components on a device. The apparatus comprises logic to receive a version identifier
associated with an action list, and logic to compare the version identifier to a stored
version identifier. The apparatus also comprises logic to receive the action list if the
version identifier is not equivalent to the stored version identifier, and logic to parse the
action list to obtain a component identifier and an associated action. The apparatus also
comprises logic to perform the action on a component identified by the component
identifier.

[0016] In one embodiment, apparatus is provided for automatically processing

components on a device. The apparatus comprises means for receiving a version



conmponent identifier and an associ ated action, and perform ng the action on
a conponent identified by the conponent identifier. [0015] In one
enbodi mrenwQ 20ppEs8US | s provided for automatically proeesdisegs/oedeponent s
on a device. The apparatus conprises logic to receive a version identifier
associated wth an action list, and logic to conpare the version identifier
to a stored version identifier. The appgratus al so conprises logic to
receive the action list if the version identifier is not equivalent to the

stored version.identifier,. and logic to,parse.the action |ljst to obtain a
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enbodi ment , awomativally erocessambaipoacite dh e deviveo Tihd @dmpatEpidadatlg mediyst r uct i ons,
whi ch when executed by roggssing logic in_a device, operate to
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[0018] Other aspects, advantages, and features of the present invention will become

apparent after review of the hereinafter set forth Brief Description of the Drawings,

Detailed Description of the Invention, and the Claims.

BRIEF DESCRIPTION OF THE DRAWINGS

[0019] The foregoing aspects and the attendant advantages of the embodiments
described herein will become more readily apparent by reference to the following
detailed description when taken in conjunction with the accompanying drawings
wherein:

[0020] FIG. 1 shows one embodiment of a system to automatically process components
on a device;

[0021] FIG. 2 shows a functional diagram of a device that includes one embodiment of
a system to automatically process components;

[0022] FIG. 3 shows one embodiment of a method for operating a device to provide a

system to automatically process components on the device;



apparent after review of the hereinafter set forth Brief Description of the
Drawi ngs, Detailed Description of the Invention, and the O ains. BRI EF
DESCRI PTIvoN 200/050438 DRAW NGS [ 0019] The foregoi ng aspect eCarus2eia@4@é endant
advant ages of the enbodi nents described herein will becone nore readily
apparent by reference to the following detailed description when taken in
conjunction with the acconpanyi ng drawi ngs wherein: [0020] FIG 1 shows one
enbodi ment of a systemto automatically process conponents on a device;
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The follow ng detail ed description describes enbodi nents of a systemto

automatically process conponent devi systemis suitable for
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devi ce capatstworss (YBUbilogahgreamgtworks, wide area networks, long haul network, or any

other type of data network. The system is also suitable for use with any type of device

that is capable of downloading and installing components. For example, the system is
suitable for use with office computers, notebook computers, and handheld devices, such
as portable telephones, PDAs, or any other type of device capable of receiving and
installing components.

[0026] In one or more embodiments, the system interacts with a runtime environment
executing on the device that is used to simplify operation of the device, such as by
providing generalized calls for device specific resources. One such runtime
environment is the Binary Runtime Environment for Wireless ™ (BREW™) software
platform developed by QUALCOMM, Inc., of San Diego, California. In the following
description, it will be assumed that the device is executing a runtime environment, such
as the BREW software platform. However, one or more embodiments of the system are
suitable for use with other types of runtime environments to automatically process
components on a variety of wired and wireless devices.

[0027] FIG. 1 shows one embodiment of a system 100 to automatically process
components on a device. The system 100 comprises a server 102, a data network 104,
and a device 106. The data network 104 may be any type of wired or wireless network
that allows information to be communicated between the server 102 and the device 106.
For example, the network 104 may be a communication network, wide area network,

virtual private network, or a public network, such as the Internet.



installing conponents. [0026] In one or nore enbodi nents, the system
interacts with a runtinme environnment executing on the device that is used
to sinpl iwg 20pesad3son of the device, such as by provi dipag/usessnadoee ed
calls for device specific resources. One such runtime environment is the
Binary Runtinme Environnent for Wreless (BREW software platform devel oped
by QUALCOMW Inc., of San Diego, California. In the follow ng description,
it will be assuned that the device is executing a runtine environment, such

as th sof tware platform ..However ne or re enbodi nents of the
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version identifier 108 with a stored version identifier 114 that represents the version of

the last action list to be processed by the device 106. If the downloaded version 108 and
the stored version 114 are equivalent, then the device does not need to perform any.
installations or changes to the existing components 116 on the device. However, if the
downloaded version 108 is different from the stored version 114, then the device 106
knows that additional component processing is required. For example, there may be
new components located at the server 102 that need to be installed on the device 106.

[0030] Once the device 106 detects that a new version of the action list exists, it
transmits a request to the server 102 to obtain the new action list 110. The server 102
responds by transmitting the action list 110 to the device 106. The device 106 then
processes the action list 110 to install, update, delete or otherwise process components
identified in the action list 110.

[0031] The device 106 operates to process the action list 110 by stepping through each
component/action pair and determining whether or not to take action with regard to each
component. For example, if the action list specifies that a component needs to be
installed or updated, the device 106 downloads the component 112 and any other

required files from the server 102 and installs it on the device 106. For example,



to the device 106 via the network 104. For exanple, the device 106 may
contact the server 102 during a power up sequence and the server 102
responds W9 20042033438t ti ng the action |ist version identiPCiras2d884d96 t he
devi ce 106. The device 106 conpares the version identifier 108 with a
stored version identifier 114 that represents the version of the |ast
action list to be processed by the devicg 106. If the downl oaded version
108 and the stored version 114 are equi val ent, then the device does not
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device need not take any action with regards to that component. However, if the stored
and downloaded component versions are different, then the device 106 performs the
action associated with that component in the action list. Thus, the system is very
efficient, since the device 106 only processes new versions of the components.
[0033] FIG. 2 shows a functional diagram of a device 200 that includes one
embodiment of a system to automatically process components on the device 200. The
device comprises processing logic 208, compare logic 206, function logic 214, version
update logic 224, a stored action list version identifier 204, component version
identifiers 212, and installed components 226. The described logic and functions
provided by the device 200 may be implemented in hardware, software, or a
combination of hardware and software. For example, in one or more embodiments, the
processing logic 208 comprises a CPU, processor, gate array, hardware logic, memory
elements, virtual machine, software, and/or any combination of hardware and software.
Thus, the processing logic 208 generally comprises logic to execute machine-readable

instructions to perform the functions described herein. It should be noted that the device



action list 110 to determ ne whether or not action related to a particul ar
conponent needs to be taken. For exanple, the device 106 nay al ready have
t he neweswowessgises3sof a component installed, and so it PC3/Uset03nNE®RESary
for the device to re-install that conponent. In one enbodi nent, the
conponent identifier in the action list 110 includes information to
determ ne the version of the conponent. For exanple, the version

i nformati on can be appended to the end t he conponent identifier. The
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identifiers are equivalent, the method returns to block 302 to obtain a new version of the

action list at another time. If the two version identifiers are different (Diff), the method
proceeds to block 306.

[0037] At block 306, the device retrieves the action list from the download server. For
example, the action list 210 is downloaded from the server to the processing logic 208
via the data network.

[0038] At block 308, the device begins processing the action list by parsing the first
component/action pair in the action list. For example, the processing logic 208 operates
to process the downloaded action list 210 to parse the component/action pairs.

[0039] At block 310, a test is performed to determine what action, if any, is required for
the component/action pair that is currently being processed. In one embodiment, the
device operates to automatically perform the action by proceeding to block 312.
However, this may result in existing components being re-installed on the device. In
another embodiment, the version of the component is checked to determine if the action
is necessary. For example, if the action is to “install” the component, the version of the

component is checked to see if the device has that version of the component currently



device 200 shown in FIG 2. It will further be assuned that the device 200
is in secure communication with a downl oad server via a data network, as
i1l ustratwo 200059438 1. [0035] At bl ock 302, the device ebraiSa@3am9aeti on
list version identifier fromthe download server. For exanple, the device
comruni cates with the downl oad server via a data network and the downl oad

server transmts the action |ist version_ltol dentifier to the device, as
shown at 202. [0036] At block 304, a test is perforned to determine if the

downl oaded ist, versipn identifier i.s di.fferent froma stored
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re-installing conponents are
licensing information is not removed. For example, if the action is to install or update

the component, the processing logic 208 operates to download the component 222 (or
update) from the download server via the data network. The downloaded component is
then installed as an installed component 226. The processing logic 208 may perform
any type of installation or update procedure to install or update the downloaded
component 222 as an installed component 226. If the action is to delete a component,
the processing logic 208 controls the delete logic 220 to delete the identified component
from the installed components 226. Although not shown in FIGS. 2 and 3, virtually any
type of action may be performed with regards to the component, such as installing,
updating, deleting, recalling, activating, and deactivating, etc.

[0041] At block 314, a component version list is updated to reflect that a new version of
the component has been installed or updated, or that the component has been deleted.
For example, the processing logic 208 controls the version update logic 224 to update
the stored component version identifiers 212 with the new information about the
currently processed component.

[0042] At block 316, a test is performed to determine if all of the component/action

pairs in the action list have been processed. If all pairs have been processed, the method



installed on the device. For exanple, the processing logic 208 retrieves a
stored conponent version identifier 212 and conpares it to the version of
t he conpoweno4/isgsati fied in the action list. |In one enipadiusesB/o4ibe
version of the conponent is incorporated in the conmponent identifier
provided in the action list. If the two conponent versions are the sane,
no further action is required with regards to that conponent and the

met hod proceeds to block 416. If the tm&'conponent versions are different,
t hen the processi | qgi oper at es erformthe actipn associ ated
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316, atest is perfornmed to determne if all of the conponent/action
device 200 from a network resource that interfaces to the device 200 via a data network.
The instructions, when executed by the processing logic 208, provide one or more
embodiments of a system for automatically processing components on the device as
described herein.

[0045] It should be noted that the method 300 illustrates just one embodiment and that
changes, additions, or rearrangements of the method elements may be made without
deviating from the scope of the invention.

[0046] FIG. 4 shows transactions 400 that occur between a download server and a
device during operation of one embodiment of a system to automatically process
components on the device. For example, the transaction 400 may occur between the
device 106 and the server 102 shown in FIG. 1.

[0047] At the start of the automatic process, the device 106 requests the latest version
identifier of an action list from the server 102, as shown at 402. The action list

comprises component/action pairs that describe an action the device should perform

with respect to each identified component. The action list may be changed or updated



pairs in the action |ist have been processed. If all pairs have been
processed, the nmethod WO 2004/ 059438 PCT/ US2003/ 040926 11 proceeds to

bl ock 320wol2bo4aisb43pai rs have not been processed, the nerhoadSpiccne®ds to

bl ock 318 where the next pair is accessed for processing at block 310. The
action list 210 may be any length and so there may exi st any nunber of
conponent/action pairs to be processed. [0043] At bl ock 320, the stored
action list version identifier at the déaice i s updated. For exanple, the

processi ng | agi.c 208 ntrols.the update version logic 224 to update the
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conponents on the device. For exanple, the transaction 400 may occur

bet ween t hdl02devhewn apHlland t he server 102 shown in FIG 1.
[0050] The server 102 responds to the request by transmitting the requested component

to the device 106. The device 106 receives the component and performs the installation
or update as required. The component may have a component version identifier that the
device stores locally. After the device 106 parses the entire action list and retrieves all
the needed components from the server 102 as necessary, the device 106 updates a
locally stored action list version identifier with the version of the action list that was just
processed. Thus, the device 106 will not process another action list from the server 102
until the action list version identifier downloaded from the server is different from the
stored identifier.

[0051] FIG. 5 shows one embodiment of an action list 500 for use in a system to
automatically process components on a device. The action list 500 comprises an action
list version identifier 502 followed by component/action pairs (504, 506). For example,
component/action pair 504 comprises a component identifier and a corresponding
action. In one embodiment, the component identifier also includes a component version
identifier, so that the version of the component can be used to determine whether or not
the component currently exists on the device. The action may be one of “install”,

“update”, or “delete” however, any other type of action may be specified. The



[0047] At the start of the automatic process, the device 106 requests the
| atest version identifier of an action list fromthe server 102, as shown
at 402. TWe 2eeises38l i st conpri ses conponent/acti on pai PETiUsat03@e®es | be an
action the device should perform wth respect to each identified
conponent. The action list may be changed or updated WO 2004/ 059438

PCT/ US2003/ 040926 12 periodically and the action list version identifier
identifies the current version of the tion list. [0048] The server 102

responds tao_the request fro he device, 102 by transmjfting th ver si on
i dentifier 18%0 éo%mﬁgﬁftlorﬂfﬁtt Hﬁyﬁ)leffl,co‘jﬁé %W&@HyéFltai’é‘?&OW %‘}dtgﬁcei ving the
action |i Sdon¥Rmshtomd 86t ideh®fiers hA§ b@%‘f%\?ﬁ%}ﬁ@.ﬁpar es that identifier with a

stored action list version identifier. “the two version identifiers are
equi valBM] t henAedredingly, while aneer morefenrhodanentsiof 4 systent fo qutemativallyer si on

identifiers e different., then the device 102 reguests new. actjon |ist
fromthe seqrggeerss aPonehts o fudevige %%geTrUglﬁgfg%@lcg%ﬁ%?ed%ﬁel?’ég‘(Y@Lb% to the
request frmpgtd@@t&embcaaﬁb% ch3hghd @MYEthiden thd EnbdateMemS WihBul dephstids Shown
at 408. The device 106 processes each conponent/action pair in the action
list to detfEmithr st orasseptialrharacksristies hereforsdte disclosuge brd desgriptionsi cul ar
conponent . . I 6. M . a ticul ar ,conponent needs
to be i nstﬂgﬁ?lgg%o@%ég%g?ﬁ , 111?%?18%?\};'?12@0}11%@& P §q‘8§é? EPRE f E‘%%B”@H‘&?P’ (or
updat e) fronbithés seforthrin tHORasigdamsat 410. [ 0050] The server 102
responds to the request by transmtting the requested conponent to the
devi ce 106. The device 106 receives the conponent and perforns the
installati Oﬁf or update as required. The conponent may have a conponent
version idehth €4&Mt hat the device stores locally. After the device 106
parses the entire action list and retrieves all the needed conponents from
the server 102 as necessary, the device 106 updates a locally stored
action list version identifier with the version of the action |ist that was
just processed. Thus, the device 106 will not process another action |ist
fromthe server 102 wuntil the action list version identifier downl oaded
fromthe server is different fromthe stored identifier. [0051] FIG 5
shows one enbodi nent of an action |ist 500 for use in a systemto



automatically process conponents on a device. The action list 500 conprises
an action |list version identifier 502 foll owed by conponent/action pairs
(504, 506yo 2pewosessanpl e, conponent/action pair 504 conprirassoa/oem@rponent
identifier and a corresponding action. In one enbodi nent, the conponent
identifier also includes a conponent version identifier, so that the
versi on of the conponent can be used to ﬂfternine whet her or not the
conponent currently exists on the device.” The action nmay be one of
"install", "update", or "delete" however, any other type of action may be
speci fied. The WD 2004/ 059438 PCT/ US26d3X049926 13 information in the
action list may be encoded using any suitable format and the conponent and
action identifiers my be of any type. [0052] Accordingly, while one or

nore enbodi nent s1.0f aAsjyehedTdreudeiaGioEly FatéNingRbAHERMHIEONPABARE ShoON a
devi ce have been illustrated and described herein, it will be appreciated

t hat vari ou@e@ﬁéﬁgﬁﬂé@ﬁi be made to the enbodi nents without departing from

their spirit or i : er1 .St | refore,.the disclosures and
descri ptions he%g?ig&?r%?%?@{ndgg%&{ﬂoﬁ%decga}%ﬂ ‘-Vurgﬁra gf‘ &bogl,ll%’ut not limting, of
the scope of theddterveninigainat themersibn identifiér it @ot dyuivaldnb® £ abledWengorc! ai 5. VE
CLAIM WO 2004/ 059438 PCT/ US2003/ 040926 14 CLAIMS 1. A nethod for

aut omat i cal 1|%§n i8cessi ng conponents on a device, the nethod conprising:
receiving a versjefvindend hdiognisgssoci ated with an action list; determ ning
that the version identifier I's not equivalent to a stored version
identifier; receparsingtheastiaelistan obfagt a cpapsiengidehiifiaand an afsosiatddmcdbh;ai n a
conmponent iZ(ljn ntifier and an associ ated action; and perform ng the action
on a conpone identified by the conponent identifier.

performing the action on a component identified by the component identifier.

2. The method of claim 1, further comprising updating the stored identifier

to be equivalent to the version identifier.

3. The method of claim 1, wherein the action is installing and the step of

performing comprises installing the component on the device.

4. The method of claim 1, wherein the action is deleting and the step of

performing comprises deleting the component from the device.

5. The method of claim 1, wherein the step of performing comprises

changing the state of the component on the device.

6. The method of claim 1, wherein the step of parsing further comprises
determining that a component version associated with the component identifier is not

equivalent to a stored component version.

7. The method of claim 6, further comprising updating the stored

component version to be equivalent to the component version.

8. The method of claim 1, further comprising receiving the version

identifier, the action list, and the component from a server.

9, The method of claim 1, wherein the device is a wireless device.



2. The nethod of claim11, further conprising updating the stored identifier
to be equivalent to the version identifier. 3. The nethod of claiml1,
wherei n twe 2aetd59438i s i nstalling and the step of perf oPgirng2@omPRees
installing the conponent on the device. 4. The nethod of claim1, wherein
the action is deleting and the step of perform ng conprises deleting the
conponent fromthe device. 5. The net hodlsof claim1, wherein the step of
perform ng conprises changing the state of the conponent on the device. 6.

Th hod of clajm 1, wherei . f ing furth i
determ ni ng ¢ hat  conpERaRT 4 aheisRC IR Bor 8308 eR Sk o ARBRE R

identifier dppara@is coﬁﬂjﬂﬂsjﬁgl ent to a stored conponent version. 7. The nethod
of claim®6, further conprising updating the stored conponent version to be
equi val ent to thegicdapreaivete Veesien antifier ayspsiagask wishl amfctiondisth 1, furt her

conpri sing receiy| [4SJ . ] dLier, the acti l.i.st., and the
conponent from al\églgggélr?&pég t%\geq%g%g%g{%&@aasf%e Yerg 3(r?%1nﬁlﬁfﬁe device is a

wi rel ess devi ce.lo¥0tao&é{veRADBi o GEl FHTROWSSi O AR AGFieriSndibquiiapat & ws f or
aut omat i cal Iépgr ocessi n%, conponents on a device, the apparatus conpri sing:
| ogic to rctFPYCIsiopdEItEIRTi dentifier associated with an action list;

logic to conpar elo%iﬁ% g%fsé h{%”ﬁc{igf?ﬂ&ti tb ioﬁ{ai& Qc&n%&n%?qeli(tﬁj&iaﬂﬁ ah Q%Q%faieider ?
| ogic to receive the action list If the version Pdentitier s no
equi val ent actonhemd stored version identifier; logic to parse the action

list to obtain conponent jdentifier and an associ ate action; and |logic
to performthe 218511‘3381’8&0131 SRR 2 ForBRenent @ﬂn‘b@e‘ﬁi‘?’et?‘e@ﬁﬁﬁﬁw

i denti fi er.jddakifiefhe apparatus of claim 10, further conprising logic to
update the stored identifier to be equivalent to the version identifier.

11.  The apparatus of claim 10, further comprising logic to update the stored

identifier to be equivalent to the version identifier.

12.  The apparatus of claim 10, wherein the logic to perform the action

comprises logic to install the component on the device.

13.  The apparatus of claim 10, wherein the logic to perform the action

comprises logic to delete the component from the device.

14.  The apparatus of claim 10, wherein the logic to perform the action

comprises logic to change the state of the component on the device.

15.  The apparatus of claim 10, wherein the logic to parse that action list
further comprises logic to determine that a component version associated with the

component identifier is not equivalent to a stored component version.

16.  The apparatus of claim 15, further comprising logic to update the stored

component version to be equivalent to the component version.

I7.  The apparatus of claim 10, further comprising logic to receive the

version identifier, the action list, and the component from a server.

18. The apparatus of claim 10, wherein the device is a wireless device.



12. The apparatus of claim 10, wherein the logic to performthe action
conprises logic to install the conponent on the device. 13. The apparatus
of cl ai mwO,20esp438n the |ogic to performthe action ceopriss@s/okdgéc to
del ete the conponent fromthe device. 14. The apparatus of claim 10,
wherein the logic to performthe action conprises |logic to change the
state of the conponent on the device. 11-'16 The apparatus of claim 10,
wherein the logic to parse that action I''st further conprises logic to

determ ne that conmppnent, version asspciated with the, conponen
Cdent i f1er 15 nad- equiisi of gramaf AP RRHBR cHPYEAL GH BR6cC. e
appar at us Qipp&dafils ®odprising! t her conprising logic to update the stored

conponent version to be equivalent to the conponent version. 17. The
apparatus of cl aneans@or ikemvinge verigwridentifier Resgriatedovithereaciontiss  ver si on

identifier, the action |list. .an mponent.. from.a rver. 18. The
appar atus of cl aPeRnE oor (\lﬁﬁeet?’gflﬂg ﬂﬁéagé’\%%% llﬁgrr&ép%lsr %cftéeggﬁlalggél’t & SQQ/@J

2004/ 059438/ ideg@iyf 040926 16 19. Apparatus for automatically

processi ng conponents on a device, the apparatus conprising: neans for
recei ving a ver sheamsferaresivingtheaciigr ligh ed with an action list; neans for
determ ning thatyL g ELFO0EIERN {56 obSiPloriillelBhGRiic fnfagtored
version identifier;, neans Frecelving the action 1i's ;means for parsing
t he acti on dssafatédactiohaaml a conponent identifier and an associated action;
and neans for perform nrgf@ft he, acgi on. on a conponent i,(%,eeati fied by the
conponent i dentPfangfor Begtormping thpackoR R emrAngRilaniiticd hytheForaRRRsh! si ng
means for ypdaifdepg the stored identifier to be equivalent to the version
identifier. 21. The apparatus of claim 19, wherein the neans for performng
conprises means for installing the conponent on the device.

20.  The apparatus of claim 19, further comprising means for updating the

stored identifier to be equivalent to the version identifier.

21.  The apparatus of claim 19, wherein the means for performing comprises

means for installing the component on the device.

22.  The apparatus of claim 19, wherein the means for performing comprises

means for deleting the component from the device.

23.  The apparatus of claim 19, wherein the means for performing comprises

means for changing the state of the component on the device.

24.  The apparatus of claim 19, wherein the means for parsing further
comprises means for determining that a component version associated with the

component identifier is not equivalent to a stored component version.

25.  The apparatus of claim 24, further comprising means for updating the

stored component version to be equivalent to the component version.

26.  The apparatus of claim 19, further comprising means for receiving the

version identifier, the action list, and the component from a server.

27. The apparatus of claim 19, wherein the device is a wireless device.



22. The apparatus of claim 19, wherein the neans for perform ng conprises
nmeans for deleting the conponent fromthe device. 23. The apparatus of

cl ai m 19, wothwensispsshe nmeans for perform ng conprises mpamaSbas/oeivangi ng
the state of the conponent on the device. 24. The apparatus of claim 19,
wherein the nmeans for parsing further conprises neans for determ ning that
a conponent version associated with the_ _conponent identifier is not

equi valent to a stored conponent versi oh! 25. The apparatus of claim 24,

caui val ent Lot HB: conpbNBRTERERY Pod Somigs AR PRVEE U oW NERATIERLO. f ur  her
conmpri Sing «REIME ﬁﬁro&@sgﬁg\mg?&iﬁ zi‘g%vié’e_?_ﬁgérgﬁ th Q80 klafib Afy prb@i&s 8GhpSiknts St

and the conponent om a Server. apparatus of "claim 19, wherein the
devi ce is anuhe édviss theteoimpater W dabie mMabO4B@8prid@ly: US2003/ 040926 17 28. A

conput er -readabl.e nmedi a conpr.i sing instryuctions, which when .executed by
processi ng | ogi dngtichons o ??8‘?“”6‘[5@%5‘{%0‘? B%éﬁﬂtl?ﬂ?ﬁﬁcbaé‘?qc‘ylﬂ.bFB@‘étécgl)(lgtngrponent s
on the device, tigneoMMUbelctRRtRbR! Rt RN Gsi6R (RAiféMN ot dlvaltsi kons for
receiving a version identifier asSsociated with an action 1ist;

i nstructi ostorédversien ademiifithng t hat the version identifier is not equival ent
to a stored version.identifi.er: 'hnsttruglt it_ons for receiving the action
list; instructi SR RONSOE & ?ﬁmﬁht C AR I i st to obtain a conmponent
identifier and amstruetsmcofpsinaeid £fon diBckoi obEin & edhpiient RenPBéfMAMNNY t he
action on a conponent identified by the conponent i1dentifier. 29. The
conmput er r @gPsiatesl apEaRAngf claim 28, further conprising instructions for

updating the St apli el bt B oAU Y2k EhndRnl RENYRLALP,T dent i fier

30. The conputer rea claim rein the in ctions for
per f or m ng comppnérs édentifitr. ucti ons for installing the conponent on the
device. 31. The conputer readable nedia of claim28, wherein the
instructions for

29.  The computer readable media of claim 28, further comprising

instructions for updating the stored identifier to be equivalent to the version identifier.

30.  The computer readable media of claim 28, wherein the instructions for

performing comprise instructions for installing the component on the device.

31. The computer readable media of claim 28, wherein the instructions for

performing comprise instructions for deleting the component from the device.

32.  The computer readable media of claim 28, wherein the instructions for

performing comprise instructions for changing the state of the component on the device.

33.  The computer readable media of claim 28, wherein the instructions for
parsing further comprises instructions for determining that a component version
associated with the component identifier is not equivalent to a stored component

version.

34.  The computer readable media of claim 33, further comprising
instructions for updating the stored component version to be equivalent to the

component version.



perform ng conprise instructions for deleting the conponent fromthe
device. 32. The conputer readable nedia of claim28, wherein the

i nstruct iwod4ans943per f orm ng conpri se instructions for eoanggeevg/oudees st at e
of the conmponent on the device. 33. The conputer readable nedia of claim
28, wherein the instructions for parsing further conprises instructions for
determ ning that a conponent version ggoci ated with the conponent
identifier is not equivalent to a stored®conponent version. 34. The

co t er readabl rred a of claim rther c n nstructions for
upgg?i ng the st MSH’QHW\T/@%&SW% 1@81% ‘Frgﬁfg?@lplflﬁﬁgucolrrpo?lent
Version. M&%ﬂé&%ﬁ?&el@% thS¢ORRM4AR48 , tdSackon ll-gh%n&:ﬂﬁ%hﬁfonérﬁafﬁﬁlpl e

medi a of clalm?28, further conprising instructions for receiving the
version iderserverer, the action list, and the conponent from a server. 36.

528 i gg'rrput er T ea?%?bl efhré%%lm%u%r readag)le me%la g\fh cFI‘aElIen 53 { rflerem ﬁlCC(E:VIC% 1sa a w rel ess

wireless device.



