1 Method for defining a filtering nodule, associated filtering nodul e
The present invention relates to the field of the security of
information systens. It 5 nore specifically pertains to the
definition of a filtering nodule suitable for filtering information
using a predeterm ned security policy, between a first nodul e capabl e
of processing information with a first sensitivity level, and a
second nodul e chlpthiddfoodefiningashitering mbdulg hésociavet Hilteringanddule
sensitivity level, said first and second nodul es bei ng connected, in
parallel with the filtering nodule, by a cryptographi c nodul e
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black modules. The cryptographic systems also comprise two external interfaces: a first
interface or user interface or private network interface, connected to the red module, and
30 a second interface or wired or wireless public network interface, connected to the black
module.
The cryptographic system in particular comprises a “cipher” mode specific to the
processing of sensitive information.

In the “cipher” mode:



nodul e. The filtering nodule is al so positioned between the
red nodul e and the bl ack nodul e. The filtering nodul e
applies a security policy, which defines all of the black 10
information allowed to pass through it,, fromthe red nodul e toward

t he bl ack noduj e, t he bl ack nodul e toward the.red nodul e.
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30 language that can be compiled, said filtering rules defining the properties of the
information whereof transmission is allowed by the filtering module between the first and
second modules;
- validation processing for the predefined set of rules is carried out, validating that a
transmission authorization or refusal has in fact been provided by applying said set of
35 rules to any information that may be provided at the input of the filtering module;

- said predefined set of rules is compiled;



the set of filtering rules defines static, tinme and dynam c
properties of the information that can be transmtted; the set of
filtering rules includes at | east one protocol automaton, defined by
a set of states corresponding to succesgive steps of the
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Accordi ng, to. ?ferérr‘i]o pect, the present invention proposes
crypt ographi ¢’ equi pment i ncl udi ng:
- the existence in the set of rules of first and second rules associated with different

actions, the first rule being applied on all of the objects of the second;
30 - the existence in the set of rules of two rules associated with different actions, and
each of themis applied on a subset of the objects to which the other is applied;
- the existence of two rules executing the same action on the same objects,
- the set of rules is defined according to a rules tree structure;
-the filtering module is defined such that the information from the first module whereof
35 transmission is authorized by the filtering module is transmitted to the second module in

clear:



15- a first nodul e capable of processing information with a first

sensitivity level; - a second nodul e capabl e of processing
information with a second sensitivity level different fromthe first
sensitivity level; - a cryptographic mygdule suitable for applylng
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In one embodlment of the invention, a cryptographic system is considered,

llustrated in figure 1. In the considered example, the cryptographic system is
30 cryptographic equipment 1 of the encryptor type.
This equipment is characterized by a security architecture including four main
modules: a module 2 processing sensitive information, also called red module, a module 3
processing non-sensitive information, called black module, a cryptographic module 4, and
a filtering module 5.
35 In one embodiment, the red module pertains to a first security level, and the black

module pertains to a second security tevel, which is for example lower than the first level.
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25 keys to encrypt the messages.

The cryptographic equipment 1 is further suitable for allowing the transmission in
clear of messages from the red module 2 to the black module 3 by providing those
messages to the filtering module 5, and on the condition that the filtering module 5 deems
that those messages are not sensitive and that their transmission in clear is essential to

30 the normal operation of the cryptographic equipment 1, for example the information for
monitoring and management plans (signaling, routing, etc.).

The filtering module 5 is suitable for determining whether a message from the red
module 2 that it receives as input can be sent in clear to the black module 3. If it is
determined that the message may be sent to the black module 3, the filtering module 5

35 then sends it to the black module 3.



applicable by a filtering nodul e. This met hod 100 i ncl udes
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predeterm ned security policy. 25ln a first step 101, the security
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LAt o Z*‘@%?%JR% 1 BsRegh Rt e AUAARRA0hdu0d 5565 TRl Hitllryo
bet2leen @ iﬁéermd'n@mdie Qh@lektor’tmjﬁlt@mg nmwanmemm@mme@mmncat i on
moni tor that tha BaReiEd mdkl BHRhie 87 oBUAND S BT oo e T Buiep et
passage mpliaaUISbPaFfEWbdwlype message. 20l n one enbodi ment, the

(i i vi cual 1y SRR nBRbGE borRr i SEEST i Ba T BERBIAL 8 rues gataprse 15
BE SENT"from Eairs@etamlhme@ﬂ‘ty&k@@f : Furthernore, the

" 'th ering r uIlnee; fﬁ&cé’é[g t1¥]1,p?r1|é; Eé’cﬁﬂtf'ﬁ‘éﬁ‘cﬁxstod% ia%%liecp%yqﬁgl 8}[ Imoo%ule 5is

described by defining a set of filtering rules.

In the concerned embodiment, one or more filtering rules are defined using one or
more protocol automatons.

These filtering rules, including the protocol automatons, are defined in a flexible,

30 deterministic and readable description language.

In one embodiment, the description of the security policy assumes the form of a
tree, with a root-type element (for example: the “POLICY” element), which includes one or
more thread elements of the intermediate node type, some of which in turn include one or
more thread elements of the intermediate node type (for example, the “FIELD”

35 intermediate node-type element defines a property of the message to which the filtering
rules can be applied), until leaf-type elements are reached (for example: “FREQUENCY”



' ' ition of their
25order of their daughter rules, and the |ogic conposi
Bool ean results, for exanple : Evaluation of that rule (AND)
Eval uation of daughter rule no. 1 (AND) Eval uation of daughter rule
no. 2 (AND)... Evaluation of daughter rgle no. N

[ fu e L) [ f d hter, rule no. 1 (OR
cval uat oy 3001 cauont el obe T8 ey e o St o Gylfsa grarcy or
rul e no. REEMIEEr Yaldps: allevyng dbemassagesviatie wrsiady ep rdduirirfgOfej€iBAfCthe

a state Vilekadyes W@&{@@ﬁ&t%vgitif}?géiwggte at€unber of a certain type

of nmessages received by the or the nmonent of
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Ipol icy appli gd b?é{éﬁé@% ?{’%é’?/?ﬁng gﬁ%ﬁuﬁt%'%prﬂ’?@( B‘”é’ﬁt O(SSfth% Aeseags urassage
filtering rul es Hagdiopexr ﬂﬂme@SE'@éEtthéhTé:bBEueSENEmation fietlds ﬁlh@'n@‘éﬁ%ﬂ@e),
with a protoco

[ [ ; soci at.e )
Ut oaton, - such y e PPRERE (Y (BAIRE) B dheshgfo b ol s repteiby an
st af(gat ransiti oningrrmatin tiriok of dBmntiopmberty (pFbtece \watdsdtbon of such an

i £ ' tate variabl e
el ement then cauggs Jol& | lefflto fof at | eas S L s A .
cont ai ni ng the curreOtr?t 'sdt@lge oeﬁ?et Fsat Yr SEB0BE aépg-@pdrr@ , and "SHATE]

exanpl e, a si npl & FNRIOEBN") avhichmdefing a meastecal pueSmatas. ﬁtp?cﬁt&?dgﬁ{dt#hag?n is

(L) and TARABR N, 498 XBRS 8 B o heBn Shs an
a1 o' oW i iy i af o ot LGRS TGP S o
U SYErS Vet 2ol A e Sttty Sern
appl i es (gener al 1ejwens ey eed wedi blgikngrotibles c acebirdih@ o e igive dedimbiM Bation
rule, typically JsB8sa98uy RFEELS SutiA or??oraexample makes it possible to monitor
that the passage of a “SIP REPLY"-type message follows the passage of a
“SIP REQUEST -type message.
20 In one embodiment, the “filtering rule” security policy elements are accessible
(individually), and return a result of the Boolean type:
- True or "TO BE SENT",
- False or "DO NOT SEND".
Furthermore, the “filtering rute” security policy elements define the evaluation
25 order of their daughter rules, and the logic composition of their Boolean resuits, for
example :
- Evaluation of that rule (AND) Evaluation of daughter rule no. 1 (AND)
Evaluation of daughter rule no. 2 (AND)... Evaiuation of daughter rule no. N
- Evaluation of that rule (OR) Evaiuation of daughter rule no. 1 (OR) Evaluation
30 of daughter rule no. 2 (OR)... Evaluation of daughter rule no. N
Fiitering rules depend on state variables 16. For example, a state variable
represents a bandwidih, a number of a certain type of messages received by the filtering
module, or the moment of receipt of the last received message of a given type, etc.
The evaluation of an element of the security policy, of the filtering rule type, may
35 cause the madification of state variables 16 associated with the security policy. This

modification is effective if the message is completely in accordance with the security




passage direction, a value of a field, a frequency, etc.), and by the
associ ated actions that 15it applies to those objects. These actions
are for exanple the provision of a "TO BE SENT" or "DO NOT SEND"
result, and the nodification of any stafe variables associated with

t he rul e.politie agplisdohy ghe ditteringn npaiutei Suli.ay;, aipef ihedehﬁﬁetolﬁltwg@t hﬁeshs hbe:
recei ved DRSSAOFR " Lf+€s the condition, i.e., whether the
recei ved rmessage lIJE OzranT%EF:éc%NTE' which it applies. 20The rules are
vari ed. Argglement oftthe filkaringguleeiee may hesssbtigtet aviith s priotatbhadteématon,
bet ween t for n h naut hori zed data formats
For exarrp%agr,] %éet?c Y}%ges 62%:5%9@%{5311 %g(rg?étic Ures2 24&8 Sé?tfeom'%f)ﬂ_os@ Bigffco!
by the fidutematany Hsdavaluatinofgiuch ke dementdther dassssuthistiogifi@itioh @f Bt dast

b d ok L.nformation fields: "Type",
" gi rzng" ea%&e%é?ﬁéﬁﬁ%%%gﬁé gwr%%ﬁt(agey%fg-ﬁﬁf@ﬁ ﬁql\%fg’ﬂ@to'}'nf or mat i on
field, such tHetan exhmpleTypeimile girdtonvisauthmatna niddee dp sof ziguo ?gtug! {“tdee”,
16 bits, « oLz e fi «a_fixedsize, egual to it
the " Vai usP g PAREmenkSie oD VNS Stair EF"SRip” Bha BF log' G dipenie of e
'Size' fi'8lad) ewbnitovheBOhissib the “ldie” state badses dintgeyd ©, thé ORQhning” statﬁ, afd¢he
g for A h t f nessage W.l |, us_set .out t ot
conf 1 1 osstsEReR e Rkt Byt won B LR RipMing: b Bl e e e
i d=' Type'sted¢.ze="2' [...1 35FIELD id="'Size' size="2" [.--1 9 FIELD

= Ve e St AR BB AERTERA b ki, s denBBE PSS
i dent i f i &erifying) thescor@iitioa' deflned. by itheliralet egpi¢diat mesyagadpebenestsuchads a
further E?s nggidﬂ%&io%t, ar\)af’i']te o?laeﬁé?cl, a f?e%%gnt%/? e{cﬂl, gnsd 83; th%raos c%iétle %ct(l)ornsttnaet
use of autondtons.
15 it applies to those objects.
These actions are for example the provision of a "TO BE SENT" or "DO NOT
SEND" result, and the modification of any state variables associated with the rule.
The action(s) are in particular applied basedon whether the received message
verifies the condition, i.e., whether the received message is an object to which it applies.
20 The rules are varied.
Some of the rules make it possible to discriminate between the allowed data
formats and the unauthorized data formats.
For example, let us suppose that certain messages allowed to be sent by the
filtering module through the considered security profile must be made up of a sequence of
25 three information fields: "Type", "Size" and “Value", i.e., have a TLV (Type-Length-Value)
information field, such that:
- the ‘Type’ field must have a fixed size, equal to 16 bits,
- the ‘Size’ field must have a fixed size, equal to 16 bits,
- the ‘Value' field has a variable size, equal to the value of the 'Size’ field, which
30 must be in the bit range [0, 1020].
The rule for verifying the syntax of a message will thus set out the conditions
defining the objects-messages to which it applies:
FIELD id="Type’ size="2"
[...]
35 FIELD id="Size’ size="2'
[...]



Rul es make it possible to reduce the tinme hidden channel s. As
a rem nder, "hidden channels”, inplenented by the messages sent by
the filtering nodule, refer to the transm ssion of information other
than that sent within the nessage itseld§, but such information c?n be
determ ned ba 1 LR freauency 1 f certain types o
nmessages (ti neqﬁﬁl'ggjen\b%i{g%%l g‘g’,'geanﬂ} g@"iqxl'qggg’t he i nformation
necessary for plkeper conveyance of the data froma transmtte][ to a
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inthe T f 1 " v info tion field, at 1 kb during
t he i]anelr%eiga'g}ég?}%%! %#bf%%r}{%oﬁﬁhfggﬁa*:g@grgﬁ@g?. and will for exanple
be written: FIRELE ndke Tppssible izedu@ the.timd hifddd dDandelsSi ze' si ze=' 2
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of the f TEbERe B} B Rer ORSRIRE Gitne o 075 5 RS o et Tomabdp of
set, a mildden@hsnnEereqiras dheiseistehes sivatcole slefiedd\betvethehd 'trshﬁﬁittil‘{h/g part
node and t mtiing node to send sensitive information in rse
code, V\hgbggnse '%?%av }pétt is systematically encrypted. The security

policy may |i friot exdmgehd ddewac fiaitribé bhydwitthi tieatpdt hiethsundsaged in the TLV
trapsm ssd Sy Tp Y Wt S . mnute. 35Let usS no _

co?]g)i der%ar%r%@ﬁ%t)tryia or?ﬁg'%f gn\}‘%f}ﬁgt gﬁ‘bt%Lg'nng%éamﬁﬁ?‘Saﬁﬁf'?%lﬂf P& peur
of a mes$3PO senoridsyand mitleor exemipie he wpites:age direction, allowed by the

filtering nodg|sg,~ at. 10.ymessage for each value of that field,
o ALt sl

said security policy er ‘applying the tinme hidden channel limt
i ndi cated abové...]lt will for exanple be witten:
FIELD id="Size’ size="2’
20 [...]

FIELD id="Value’ size="$Size’ min="0" max="1024
BANDWIDTH max="10240" period"3600s™
[...]
A state variable indicating the current value of the bandwidth of this type of
25 message and a state variable defining the beginning of the fixed period arein particular
associated with such a rule.

Other rules also make it possible to adapt the running of the filtering module based
on the communication protocol implemented by a message received at the input of the
filtering module.

30 In particular, by using a tactical radio set, a malicious user could use the switches
between the listening mode and the transmitting mode to send sensitive information in
Morse code, whereas his voice is systematically encrypted. The security policy may limit
this hidden channel by limiting the number of transmission/reception mode switches per
minute.

35 Let us now consider a rule monitoring the value of the "Type" information field of a

message in TLV format, and the passage direction, allowed by the filtering module, of the



RULES FI ELD i d="' Type' size='2" 5VALUE nask=' FFFFh' FI XEDval ue=' 0100h'
RED- TO- BLACK yp[. .. 1 FI XEDval ue=' 0101h" 10RED-TO- BLACK [..1

| NTERVAL mi n='0200h" max='0202h' BLACK-TO-RED |[...] |

15FI XEDval ue=' 0300h' RED- TO- BLACK [ ... 110 NTERVAL m n=' 0400h
max='0410ResBIACH FOhRENE tFatERY sbitese OEYWTlic)BlUABK JPHRRPHe timd hldden

.1 25[.. &haﬁh@-}ﬂuf HEicélegEbé\}ez‘ﬁ:vwn?for example be written:

RULES
FIELD id="Type’ size="2’
5 VALUE mask='FFFFh’
FIXEDvalue="0100h’
RED-TO-BLACK

[..]
FIXEDvalue="0101h’

10 RED-TO-BLACK

[...]
INTERVAL min="0200h" max='0202h’
BLACK-TO-RED

[...]
15 FIXEDvalue="0300h’
RED-TO-BLACK
[...]
INTERVAL min="0400h’ max="0410h’
BLACK-TO-RED
20 [...]
FIXEDvalue="0500h’
BLACK-TO-RED

L]

[..]
25 [.]
FIELD id='SIZE size="2"

[...]
FIELD id="Value’ size="$Size’ min="0" max='1020"
BANDWIDTH max="10240' period="3600s"
30 [...]

In one embodiment, one or more filtering rules (FREQUENCY) monitor the
frequency of certain types of messages sent between the red and black modules.
For example, a rule imposes a maximum passage frequency value through the
filtering module of the messages from the red module toward the black module, whereof
35 the first information field, with a size of two bits, assumes the value 100h (hexadecimal
value).
The minimum period between two transmissions of two messages of this type is
for example 10 s,
This rule may be written:
40 RULE
FIELD size="2’
VALUE mask="FFFFh’
FIXED value ="100h’
RED-TO-BLACK
45 FREQUENCY period="10s’




[...] FIELD id="Value' size="$Size' min="0" nax=1020" BANDW DTH

max="'10240" period="3600s' 30 I n one enbodi nent, one or nore
filtering rules (FREQUENCY) nonitor the frequency of certain types of
nessages sent between the red and blacq1nodules. For exanpl e,

a rule inposes a maxi num passage frequency val ue through the
filtering nodule of the nessages fromthe red nodul e toward the bl ack
nmodul e, wher eofhigatdrgefriens maked ib possibleto rfnnleihd existdride af ﬁlda@’l Qiantnw@

bits, assumes deci
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exanpl e T0les dafhbase asitTd BEVSHIMNT g by tefault 48Rl “BORDr SERE’ 2' VALUE
nas&;'FFFFh' FI XED val ue =" 100h' RED- TO- BLACK 45FREQUENCY
period="10s' 11 This arrangenent makes it possible to limt the

exi stence of Hncddgtap dianthel herence andTdeendlétbihassi sTahaeeubefilieing eliles @8us

such t hat gE];\/([ 55% not explicitly declared in the rul es database
as "TOB ' ﬁ%ey "default declared "DO NOT SEND'. 5 In a

step 102, the lm:etmbodm@etsatmh eifiphtiinas €65e by abhefieatingbrddebd BY hMrson, or
rules t hl.[gs a%ma?eecd wHidh 15 partlcu(?arly suitable when one has decidable or semi-decidable

10 coherence semantics.

The set of rules is considered to verify the coherence criterion if no rule from the
set of rules defined in step 101 creates anomalies with another rule. In particular, if a
deontic logic is followed, none of anomalies A1 to A4 described below may be allowed.

Generalization anomaly A1: one rule is a generalization of another if they have

15 different actions and the first rule is also applied to all of the objects of the second (if two
rules R1, R2, respectively, are candidates for application to a set of messages E1, E2,
respectively), the associated actions are different, and E1 is included in E2, there is an
anomaly because it has been impossible to decide which ruie must be applied).

Overlap anomaly A2: a rule is overlapped when the preceding rule is applied to all

20 of its objects, knowing that the two rules have different actions.

Correlation anomaly A3: two rules, with different actions, are correlated if each of
themis also applied to a subset of the objects to which the other is applied.

Redundancy anomaly A4: the rule is redundant if it executes the same action on
the same objects as another rule.

25 The set of rules is considered to verify the completeness criterion if it is
demonstrated that the rules of the set of rules defined in step 101 are able to filter all of
the messages that may be provided at the input of the filtering module. In one
embodiment, the set of rules is considered to verify the completeness criterion if
furthermore, conversely, all of the rules are used.

30 If the set of rules does not verify the completeness or coherence criterion, its
definition is revised such those criteria are verified.

In embodiments, only some of the criteria or certainaspects of those criteria are
verified,
In a step 103, the set of filtering rules thus defined, comprising the protocol

35 automatons and representing the selected security policy, and the completeness and
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The processing block 14 more specifically evaluates theroot filtering rule defined in

the rules database 15, following receipt of a message.
30 The evaluation of the root filtering rule causes the evaluation of its daughter rules.
Recursively, the evaluation of the daughter rules causes the evaluation of all or part of the

filtering rules tree making up the rules database 15.

The values of the state variables in the state variables block 16 are updated during

the application of the rules of the security policy, on the messages monitored by the filter
35 module during its operational running.
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- the delayed integration of the rules into the filtering module.

The invention makes it possible to configure the security policies within the filtering

25 module, instead of hard coding them.

The invention thus makes it possible to respond to the limitations of the filtering
modules of the prior art regarding their lack of upgrade capacities: in fact, according to the
invention, to modify the behavior of the filtering module, it suffices to modify the security
policy, then to compile it and load it into the filtering module in the form of a rules

30 database, without modifying the treatment block. Furthermore, the invention further makes
it possible to have a filtering module with an adaptive behavior. Likewise, the processing
block may be identical in filtering modules with different confidentiality levels and/or
applying different security policies; only the rules databases will differ.

The advantages of the proposed solution are present throughout the entire lifetime
35 of the filtering module.
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(103); of fitering rules includes at least one protocol automaton, defined by a set of states

25 corresponding to successive steps of the implementation of a communication protocol,
and events causing transitions between said states.

4.- The method for defining a filtering module (5) according to any one of the preceding
claims, wherein the filtering module includes a processing module (14) adapted for
30 executing all of the rules integrated into the rules database (15) upon receipt of
information to be filtered and adapted for allowing or refusing transmission by the filtering
module of said information between the first (2) and second (3) modules according to a

refusal or an authorization provided following the execution of said set of rules.

35 9.- The method for defining a filtering module (5) according to claim 4, wherein state

variables (16) associated with the filtering rules are defined, and a refusal or authorization




- said conpiled set of rules is integrated into a rul es database (15)
of the filtering nodul e. 2.- The nmethod for defining a filtering
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25 10.- The method for defining a filtering moduie (5) according to any one of the preceding
claims, wherein the application order and logic composition of the results of the rules is
defined by the set of filtering rules.

t1.- A filtering module (5) suitable for filtering information according to a security policy
30 between a first module (2) adapted for processing sensitive information, and a second

module (3) adapted for processing non-sensitive information, said first and second

modules being connected, in parallel with the filtering modulie, by a cryptographic medule

(4} suitable for applying cryptographic functions,

said filtering module being characterized in that it comprises a processing module (14)
35 and a rules database (15) including a set of rules defining the predetermined security

policy, in a compiled language, said filtering rules defining the properties of the information



209.- The nmethod for defining a filtering nodule (5) according to any
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information with a second sensitivity level different fromthe first
sensitivity level; 10- a cryptographic nodule (4) suitable for
appl yi ng cryptographi c functions, connecting said first and second
nodules; a filtering nodule (5) according to one of clains 11 to 12,
suitable for filtering information according to a security policy
between the first nodule (2) and the second nodule (3).




