wo 2022/008509 A 1 | AI] 000 K0 0 OO0 O

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

A

=

(19) World Intellectual Property
Organization
International Bureau
(43) International Publication Date
13 January 2022 (13.01.2022)

(10) International Publication Number

WO 2022/008509 A1

WIPO I PCT

(51) International Patent Classification:
HO04L 9/00 (2006.01) HO4L 9/14 (2006.01)
GO9C 5/00 (2006.01)

(21) International Application Number:
PCT/EP2021/068657

(22) International Filing Date:
06 July 2021 (06.07.2021)

(25) Filing Language: English
(26) Publication Language: English
(30) Priority Data:
67/705,604 07 July 2020 (07.07.2020) UsS
17/305,324 05 July 2021 (05.07.2021) UsS
(71) Applicant: BITDEFENDER IPR MANAGEMENT
LTD [CY/CY]; 59-61 Acropolis ave. 3rd floor, office 302,
Nicosia, 2012 (CY).
(72) Inventors: BURCEANU, Elena; Bld. Aurel Vlaicu nr.

17B, Sc. B, et. 1, ap. 24, Judetul Costanta, 900055 Constan-
ta (RO). BOLBOCEANU, Midilina, Str. 8 Martie nr. 12,
ap. 1, Judetul Vrancea, 620150 Focsani (RO). HALLER,
Emanuela; Str. Preciziei nr. 6M, bl. 9B, et. 3, ap. 23, sec-
tor 6, 062203 Bucuresti (RO). ROSCA, Georgiana M., Str.
Panselelor nr. 14, bl. 134Bis, sc.1, et.5, ap. 31, sector 4,

042065 Bucuresti (RO). CEBERE, Bogdan; Str. Alexan-
dru Vlahuta nr. 2, bl. M50, sc.3, et. 1, ap. 70, sector 3,
031023 Bucuresti (RO). TITIU, Radu; Str. Sg. Ilie David
nr. 11, et. 2, ap. 8, sector 4, 040807 Bucuresti (RO).

Agent: TULUCA, Doina; Bd. Lacul Tei 56, bl. 19, sc. B,
ap. 52, sector 2, 020392 Bucuresti (RO).

(74)

(81) Designated States (unless otherwise indicated, for every
kind of national protection available). AE, AG, AL, AM,
AO, AT, AU, AZ, BA, BB, BG, BH, BN, BR, BW, BY, BZ,
CA, CH, CL, CN, CO, CR, CU, CZ, DE, DJ, DK, DM, DO,
DZ, EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT, HN,
HR, HU, ID, IL, IN, IR, IS, IT, JO, JP, KE, KG, KH, KN,
KP,KR,KW,KZ, LA, LC,LK,LR, LS, LU, LY, MA, MD,
ME, MG, MK, MN, MW, MX, MY, MZ, NA, NG, NI, NO,
NZ, OM, PA, PE, PG, PH, PL, PT, QA, RO, RS, RU, RW,
SA, SC, SD, SE, SG, SK, SL, ST, SV, SY, TH, TJ, TM, TN,
TR, TT, TZ, UA, UG, US, UZ, VC, VN, WS, ZA, ZM, ZW.

(84) Designated States (unless otherwise indicated, for every
kind of regional protection available): ARIPO (BW, GH,
GM, KE, LR, LS, MW, MZ NA, RW, SD, SL, ST, SZ, TZ,
UG, ZM, ZW), Eurasian (AM, AZ, BY, KG, KZ, RU, TJ,
TM), European (AL, AT, BE, BG, CH, CY, CZ, DE, DK,
EE, ES, FL, FR, GB, GR, HR, HU, IE, IS, IT, LT, LU, LV,
MC, MK, MT, NL, NO, PL, PT, RO, RS, SE, SI, SK, SM,

(54) Title: IMAGE DISTRIBUTION USING COMPOSITE RE-ENCRYPTED IMAGES

Tnput Sensor

i !_9'

Privacy management server

B

Data repository

15
Client / 20
device \

& Comm. nctwork
30
12a
Distribution

server

Clicnt ~_
! \ N
device D 126 \

» )
12b Client

device 10

FIG. 1

(57) Abstract: Some embodiments enable distributing data (e.g.,
recorded video, photographs, recorded audio, etc.) to a plurality
of users in a manner which preserves the privacy of the respective
users. Some embodiments leverage homomorphic encryption and
proxy re-encryption techniques to manipulate the respective data
so that selected portions of it are revealed according to an identity
of the user currently accessing the respective data.
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