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DESCRI PTI ON COMMUNI CATI ON CONTROL SYSTEM TECHNI CAL
FIELD [0001] The present invention relates system used
for a distributed control systemor the |ike,
BACKGROUND ART [0002] 10The distributed control system
Is used for plant. operation control In wide variety
of fields such n petrochem stry, steel, paper pulp,
foods, pharmaceutical s" and el ectric power,. [0003]
Fig, 1 shows an exenpliGRIcgnfdguration of a
di stributed control system Referring to Fig. 1, an
oper ati on noOPYBYNAQAAPPEr abNSROLagd saEeontrol | er 2
are connected to a control bus 3 controller 2 controls
a plant 4 under the nonitoring of the 20 operation
noni toring apparatus operation nonitoring apparatus 1

TECHMNSIJATL chiewge of operation and nonitoring of the

[0001]

The present invention relates to a communication control
system used for a distributed control system or the like.
BACKGROUND ART
[0002]

The distributed control system is used for plant
operation control in a wide variety of fields such as
petrochemistry, steel, paper pulp, foods, pharmaceuticals,
and electric power.

[0003]

Fig. 1 shows an exem?lary configuration of a general
distributed control system.

Referring to Fig. 1, an operation monitoring apparatus
1 and a controller 2 are connected to a control bus 3. The
controller 2 controls a plant 4 under the monitoring of the
operation monitoring apparatus 1. The operation monitoring
apparatus 1 is in charge of operation and monitoring of the
plant. The operation monitoring apparatus 1 displays a screen
to perform control operation and monitoring. In accordance

with the scale of the plant, a plurality of controllers are

distributed across the plant. The operation monitoring
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pl ant The operation nonitoring apparatus 1 displays a
screen to performcontrol operation and

nmoni toring,. In accordance with thb scale of thn
plant; a plurality nf controllers are 25 diatri buted
across the plant. The operation nonitoring apparatus 1
and the controller 2 communicate with each other to
control the plant via the control bus 3, [0004] Sensor

appdewitees 15an8 presenittd 1he ?lﬂ&ntﬂqﬂﬁ‘@&tﬁﬂ}h%a%h other
process val ues of tenperature, pressure and |iquid

to kewekolVahwes1antd have Hdheidntiyotgle ppening
controlled by an operation signal given by the

[ooeantroller 2, An analoe signal of 4 to 20m and to 5V
out put . fromthe sensor devices 5 6 is input to the

congéggbgrgnggé eg 0@:5{%$ C%ﬂtrOI % e%@%tthe

not shown) I n the contT per ns contr

pro%%%gh@%WJ%§H§¥a{éﬂ”e%&@uggiaé&% %grgﬁera bq%qg iﬁvel

operati on anount .

of 4.t 0 ch controls the throttle
ValgSSnﬂﬁgE%ng &%ﬁﬁsé%f%$ OBQEﬁBEeCQ&}rOlled by an

trollin valve throttle opening 15 of a
ope FERLPRor Bah THIEDRYES SHBGRE OFF 2 ¢ erpennadei signal
essure is controlled. [0005] The control bus of a
Ok gdﬁ%éﬂpW%ﬁHl d di S iBurEdPedntren $)st ernssradpusces 5, 6
dedi cated to process control. The protocol for the

is Yot dio blie Fenarpretacel dedfedtwd i priocess a control

control, In recent years, renmarkable progress in IT
unlt|nhyﬂnaﬁm@wn in the controller 2 performs control

arithmetic operation and obtains an operation amount. The
operation amount is output as an analog signal of 4 to 20mA
and 1 to 5V, which controls the throttle opening of the valves
7, 8. For example, by controlling the valve throttle opening
ofeareactionoventheprocessamountoftemperatureo;pmessure
is controlled.

[0005]

The control bus of a conventional distributed control
system is a bus dedicated to process control. The protocol
for the control bus is a protocol dedicated to process control.
In recent years, remarkable progress in IT (Information
Technology) or web-related technologies has presented a need
for the open architecture of the control bus for a distributed
control system. As a request for the open architecture, a

request for a network that is based on Ethernet (registered
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Techuol ogy.) or web-related. tecthnol ogi es has
presented a. need for the open architecture of the
control bus for a distributed control. system As a
request for the open architecture, a 25 request. for a
network that is based on Ethernet (registered
trademark) 2s on the rise. Wth th this background,.
it is under study to apply industrial Ethernet
trademegikst ersedt rtddensirdkd- to the control bus for a
di stributed control system 5[0006] The Pat ent
Refieténceh 1s déscridoesiral comuni gaturgle coatpdly syst emply
t hat enpl oys a redundant configuration of a network
Induadaptér Et hanspar énégi ot aruserrapphd cat itent pe ogrrant whém s
a conmuni cati on station comuni cating over the
for kOdlisansmssionontrol REpdoeel /i nternet Protocol )is
connected to Ethernet (registered trademark) [00071
[0006]

The Patent Reference 1 describes a communication control
system that employs a redundant configuration of a network
adapter transparent to a user application program when a
communication station communicating over the TCP/IP
(Transmission Control Protocol/Internet Protocol) is
connected to Ethernet (registered trademark).

[0007]

Patent Reference 1: JP-A-11-205356
[0008]

Industrial Ethernet (registered trademark) does not
currently satisfy the real time property or reliability
requested in process control so that it is difficult to provide
such a communication control system.

[0009]

In a conventional system, it is difficult to implement
open protocol communications while assuring real time property
and reliability from the following circumstances:

(a) Communications over a standard protocol that is based on
Ethernet (registered trademark) or TCP/IP (Transmission

Control Protocol/Internet Protocol) do not sufficiently
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Patent Reference 1.: JP-A-11-205. 356
I ndustrial Ethernet (registered trademark) does not

currently satisfy the re, ML tine property or _
reliability "requested in process control so that if
is difficult to provide such a conmunication control

system 1000 20In a conventional system it is
difficult to inplenent open protocol comrunications

vhi asSSHE IS A0 n i abil i
o the ol o o fﬁ%%&ﬁ@l[%ﬁ%é&%rt?'agn%?nﬁ%j%ﬂaifwhen
andar C { ' ased on erne
use{(éi;/gg]i gtn?r ed t r%dgir%ﬁ%@goel%/%%%ﬁ ?%E%%if ofontrol.
250045 9t ol ernet_ Protocol). 0
Rbo 4 cliﬁlgliw(t:%/%g%t é‘%‘eg/}t t Re Meeds" f %Fdrlglgl(%egl n?:_r‘b?‘tbﬁ%%t yor
. iapLlity. wh used .in industrial. applications
SRR LS oo A ea%mma%g?fwm only
; [ [ .pr.at, |. for attaining real. tinme
e RSl BT R o B Y Saripromyscon
cg atibi Jity when connected to another system or when
or Y %gtw%t.wﬂé%i%%‘fb?es%t%@v%%ammﬂ@mwm e the
rket is used. This does not sufficiently neet the
mar?%ﬁué%tu?%ﬁi' opeht prastast 610 te smfifricdatritdns mel@010: 16Fhest

i nvention has been acconplished in order to solve
for open protocol communications.

[0010]

The invention has been accomplished in order to solve
the problems. BAn object of the invention is to provide a
communication control system capable of performing
communications that satisfy real time property, high
reliability and a need for open protocol communications by
introducing in the same communication station critical
communicationsection:ﬂyrprovidingrealt:hmapropertyfnuihigh
reliability as open communication section.
DISCLOSURE OF THE INVENTION
[0011]

In order to solve the problems, the invention is
configured as follows:
[0012]

(1) A communication control system for controlling

communications performed between a plurality of communication

stations that are connected to communication paths being
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the rtob.lens, An object of the inventionis to

provide a commLrnioation control. system capable

perform ng conmuni cations that .satisfy real tine

property, high reliability and a need for open

protocol . comruni cations by 15 introducing in the sane

communi cation station critical

COw: ftffitk cdj.Cgisectionforprovidiigrealtiniroperty
mu L pF ik} PR gh Wi ipdbi 11 e tds 2ogen seonmms tii cabeeroseetiontion

DI SCLOSURE OF THE | NVENTION [00]-11 20In order to
contgpbVesyhecprobhenssinbe i nvention is configured as

follows: [0012] (Id A comrunication control systemfor

controdtt i ngroemunitcatri odsinperifoor medpbetweenng pidctions

conmuni cat 25 stations that are connected to

whicommumnineati ign patdiss beingo woehakivphdelied whthnai mahH-n
path and a ono-path, the cof fnunication control system

and CIIOAPAISI RO h respect fHEsy cendmunicat i o f MNCEhONement s
i mpl ementing sections which are nultiplexed so as to

eoriespond oM t byt hei BB 0 path and the syb;path ¢ 0ST
? Crespectiveloy, a%d egch of whi ch |ﬁ$#ghent¥:. a an

hiefggg@g@g@lﬁﬁ@eiuric.tion in-a p075100.1 raver of an
051 hi erarchi cal nodel ; second communi cati on

Lot ERLBIROLLA S0ChL000) RMLLELHR The soctions
which are multiplexed so as to correspond with the multiplexed
first communication function implementing sections
respectively, and each of which implements a communication
function in a data link layer of the 0OSI hierarchical model;

a high-priority communication section for performing a
high-priority communication via the first communication
function implementing section and the second communication
function implementing section each corresponding to any one
of the multiplexed communication paths; and

a low-priority communication section for performing a
low-priority communication wvia the first communication
function implementing section and the second communication
function implementing section each corresponding to the
sub-path,

wherein the high-priority communication section and the
low-priority communication section coexist in a single

communication station, and
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1.0 corrnunication function inplenmenting SeCt"L 010:3
respectively, and each ef which inplenents a

comuni caLion function in a data | ayer of the CSI

hi erarchi cal nodel ; a high-priority

conmuni cation section for performn a high-priority
coriimunicatr:on -7-la the first cainmulLi.cation 15

function inplenmenting hection and the second
conmwuri gathan £y ' . -pienmenting. section egeh _
cor r espondi ng LCH§%§953558P %H@Cﬁb?FikWQﬁﬁﬁﬁntlng section

incG@pmuni cation paths; and a
l.0,,,r-pr:iordtcomunication sectir:n for perCorm ng

a | gw -priority communication via the fin:di
connunﬁggf%gﬁ 20 Furtt i DRE TP efht Fhgrsact Mes anditdieses

coi njcation funrtion. iinple:nment-ing
Corgggggggﬁng?g% %?rQ%ﬁRﬁRﬁ%@F%EWtQRmmunkpation section and
the e&gin.lite hi gh picigJdritv- comunic. ation section

and” dPé* Pow Br COFFIY icormmii catdtomrs ectd e coexi $f i n

a si&g!e 25 communi cation station, and the

secd ¢l iscor ifungbii oh a4 il @mentingcseetkeRnding
MACincludes: an_add(ess storing section for

st oM T 7gS MAC addressesceoivespondengebonth®y on whether 4

hi gh-priority communi cation section and 5 the

Erangiprieri rycoristondni dat hbom i2ecti o, r 1&SPESHINE! ¥t i on
a transmtting section which attaches the

secClclgrt espondineg MAG-addoess yt 0cangaRRUALGaL O ame
dependi ng on whet her a transm ssion requestg?clggPhe clile

tranﬂqﬂtqnﬁhgijmmiﬂﬂﬂﬁﬂﬂéﬂiﬂ%&m%e%BiQﬂeoéoﬁﬂgnication path;
IO\N-pI‘IOI‘Ity commun ca t 1on section, an ’
and

a receiving section which compares a destination MAC
address of a communication frame received from the first
CommunicaFion function implementing section with the MAC
addressstbredjjltheaddressstoringsection,andwheneamatch
is found in the comparison result, sends the received
communication frame to the corresponding communication
section.

[0013]

(2) The communication control system according to (1) ,
further comprising:

a multicast address storing section for storing a
plurality of MAC multicast addresses,

wherelnwheneidestinationMACaddressofzacommunication

frame received from the communication path matches with any
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10 transrdts the coimm nication frame to the

; conmuni cati on. path; a receiving section.

whi ch conpares a destination MPJ: address of a

conmuni cafion frame received fromthe first

conmuni cation function inplenmenting section with the

MAC 15 add re SS Sto red in the address storing

aect-Lon" and when a match is found in the conparison
one pedilet addendse $ e areckei v exdh eclohtrumi lgatdaort fddrestettdreng

correspondi ng conmuni cati on section, CO 20(2) The
sectdamunitta. t senonontc@inusyst e accorti gt 0 ifrh)lementing

further conpri sing: _ a muiticast address
sectstar iTh&ectiOncddtust 05t Dgnarphieakict ¥ nef MG -priority
mul ti cast addresses, wherei n when a des

comnud datih MAGCaddy essh@f a commun icat ion 25 frame
rece'lved fromthe communi cation path matches with any

oneofittheaddr essesst or akiljl{ het %MLB%EQ@E_@HW esssfQrion

ng section, the second comrunication function

imeﬁﬂgﬁﬁﬁﬁgié@ktf@ﬁté8ﬂd§?@%%tJE%ﬁﬁﬁE%%@fg%g?QaR%a@%té%e

rrority conmmuni cati on section,

K tlj]{erwi t hesecondconmmunij cat i onf uncti on i npl ementi ng
oW %ec qr&ﬁ%gecnog%m%rhlecactoln%unsi%% TOh frame to the

[001I4qw- priority communication section. [0014]

{3) The communication control system according to (1)
or (2), wherein units each including the high-priority
communication section, the low-priority communication section
and the communication function implementing sections, or units
each including the high-priority communication section, the
low-priority cbmmunication section, the first communication
function implementing sections aﬁd the second communication
function implementing sections are provided and multiplexed
in a single communication station, and

one unit serves as an active unit and the other unit serves
as a standby unit.

[0015]

(4) A communication control system for controlling
communications performed between a plurality of communication
stations that are connected to communication paths being
multiplexed with a main path and a sub-path, the communication

control system comprising:
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(3) The communi catcontrol system according to (1) 10
or (2) wherein units each including the high-priority
C 01113110fsection, the fowpriority comuni cat ion
section and the conmuni cation function inplenmenting
sections, or units each including the high-priority
comruni cation section, the lowpriority comunication
sectir,n, the first conmunication 15 function

I Mpizene iSRG O RSTARG 5 :Sec nication .
fUﬁc;ioEﬂ$%?;]e§é€?ing seé%?%ﬁgﬁﬁgggﬁgg£$%8¥ip%ﬁ Prming @
U o o e 2L Og P R Ry 0Ra"HRe' BPher biinne

one unit. serves as an active uni an

St a i.1.. 2Q[.0015j . .
Ser vies As & i$a Br/cc%‘m&njtcaqu.llfod}lséceo%f{lr%r} ﬁqé_@erp}forming a

comuni cation co ol system UTt _
1owﬁQmT”Tf€g!é%Hh folmed between a piiirality of
conmmuni cat i on §5§%$%%%O?h%&é © Yonnedtld to
comyupi cat bon paths being nultiplexed with amain path
and agsgﬁ-qh%? CSthE Tonmifit diRdt FéAIRORIlnEonts@Indness of
syst.em conpri sj ng: a high-priority.
thec}érarlrlrl?nip@gﬁ)@ﬁl%égﬁ ottt gtatder fasiting /a high -priority
comuni cation normal ly via the main path; a
| owf il Or T 141 ¢ sRftHiccat Pors widcthiionw fbr qerfioriiag @n path
£ Iom#gtiority conoanrication via the sub-path; 5a path
of HP&ghé9NngTecEtitan charmudilagnosinngoa theusdness tof whbe the
main ﬁfth and the sub -path; and a swi tching Section
maipgpatiy tehilhgorhecdonmura chty ars path sofl tt be diagnosis by
hi gh-priority cosmuni cation to the sub-path when the
the path diagnosing section,

wherein the path diagnosing section includes:

a path state storing section for storing path state
information of a path state from a home station to each
communication station; and

a fixed—cyclfapatkldiagnosing section for‘diagnosing'fhe
communication path from the home station to each communication
station in a fixed cycle,

wherein the fixed-cycle path diagnosing section
registers the path state information obtained from the
diagnosis result, in the path state storing section,

the fixed-cycle path diagnosing section broadcasts a
path diagnosis packet in accordance with a multicast protocol
of Internet Protocol,

differentZU?multicastaddresses‘areassignedtx>thenain

path and the sub-path respectively, and
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main path is. diagnosed as faulty as a result of

di agnosi s by 10 the path diagnosing section, wherein

t he pat h di agnosi ng section. includes a path

state storing section for storing path state

information of a path state froma hone station to

each communi cation station; and | ba fixed-c:ycjru

oat hdi agnos-cnq section for diagnosing the cont.:nun
eacltabmgmnication station peatdriis amdae dstianeystath@nhe

to each comunication. station in a fixed cycle,

IP muherokrt thertbxets cyedeopaty dic@agnpstNgsSesttO.between
registers the path state informati on obtained fromthe

the 20idi agrROSkKSJr esyl §ubj-1i9aI:H? fath state st 05k NP address,
section, the fixed-cycle path diagnosing section.

and Q%QQQ%%%J% 8apat hi 400081 52 pRCKEYL £ i b AGCHAdance W &;h 1p

a multicast protocol of internet Protocol,

addrtefs%f %Mtc%e@”v}ﬂtfrﬁ%hea% aRofs A& %I%%ir%%ﬁsd Q- 18, TR,

5 path and the sub-path respective
to each of the main path and the sub-path.

[0016]

(5) The communication control systemaccording to (4),
wherein the fixed-cycle path diagnosing section includes a
diagnosis packet transmitting section for broadcasting to
other communication stationseapathgdiagnosis;packet including
receive state information of path diagnosis packets from other
communication stations, and

on receiving a path diagnosis packet, the fixed-cycle
path diagnosing section registers in the path state storing
section receive state information of the path diagnosis packet
transmitted by the home station, the receive state information
being included in the received path diagnosis packet, as the

path state information of the communication path from the home

station to a transmitting source of the path diagnosis packet.

[0017]
(6) The communication control system according to (4)
or (5), further comprising:

a multiplexed communication station where units each
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each conmuni cation station perforns broadcasting by
using the I P nuiticast address corresponding to a.
path sel f(icted between the main path and the
.. sub-oath, as a destination 1111) address, and _
receives a path diagnosis packet of which destination
| P address matches with the IE mnulticast address
corresponding to each el the main path ari thet I
; ; h. 01 :5 {1 he col n ; cont,r.o
1nc§$i§12?nj act c}% r dllrlnl tht( c%ﬂj(a'L 4%:%&%18 id _hleé%t%(oera- csyecciktelt Byt h the
' 1 ' ' es._a I agnosi s packe ,
Lo et g e s e st | Rt Fihertiasmosing
i cati.on stations a path diagnosis packet . i
s e ARG Toce Vor Sinie PREGFRRL ACE| R-gF g&fnvhile being
l.agnos ackets from ot her communi cation stations,
mul%ﬁégﬁﬁ“¥§cgpyiﬂﬁeé) At HRAGR0SPEVHAES anEctife unit and
fixed-cycle path diagnoing section regi.sters in the
thegalblpe g §$6VFﬁga%éc°tt‘r%ﬁi%@@il¢e wpAped} hforamt poliress
. of the path diagnosis packet transmtted by thg hone
15 &% at9oRd 19 Fecriek®h vier 525t Y iasioriretdaon. drebrgtinol wded ch
in the received path, diagnosis packet, as the path
unidyate information oil the conmunication path fromthe.
home 20 station to a transmtting source or the path
di aghesesnpackebericolmdiZat 6pThet cohominitcati @@ rforms a
control systema ecording to (4)
transmission to the multiplexed communication station

performscommunicationbydesignatingtheactiveunit,andwhen
failing to communicate with the active unit via any one of the
multiplexed communication paths, retries to communicate by
switching a designation to the standby unit.

[0018]

(7) Thecommunicationcontrolsystemaccordingto (6),
wherein the multiplexed communication station each includes
a self diagnosing section,

the self diagnosing section in the active unit halts a
communication operation while placing the home unit in a
standby state on detecting a failure,

the standby unit places the home unit in the active state
SO as to start a communication operation when the other unit
halts the communication operation, and broadcasts to the other
communication stations that the home unit has become the active

unit, and

10
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or CY:, further conprising: 25a 1))1lil t: p .1 eYed

comrunj.cati.on station where units each incioning

the high-priority corasturnLaation section, the

| owpriority comunication section, the path

di agnosi ng section and the switching section are

provi ded while being nmultipl exed, any one of the units

serves. as an active unit and t. the other unit serves

ase§0§t&mﬂﬂpnwﬁqtl@mdsaaaﬂbﬁea@miuﬂﬁnegstasla5$mgnmmg

to the high-prior 1. t: y co.ulmurlLic.ation section
infogmagiom Unndicating wherein amothepfc0thEP. hunldatlicond

sta.taion which perfornms a transmi ssion to the
commpplitiapliexedtedmmuni g atdtonvst abirdnrk@ pesfieonmBsion to the

caununi cati on by designating the active unit, and
actiwkennfiai lhnqet @ ecamauniicat & hw tih fhe-actdnvetwitds W @ he

any one of the multiplexed conmuni cation paths,

tableetdh@Siddncomupai caterhy+ $Wht chi-ng @agféhgﬂﬁgk%QeH%lng
t he standby unit, [0018i

the b@&ﬁd&b@@“d@&maﬂﬂdéﬂlmﬁySt9”1aCCOfd'n-g tO (6)
wherein the .maltiple,,ind cPrmauni cation station each

[oolbpci udes a self di agnosing section, t he
sel f diaghosing section in the active unit baits a

comgyni cakL o, AR atol Ngon%reé,est%%%a SofiBoEe (4),

unit Iin at 20 stan € on
b nit. pl ces t he hone n the active
Wherghﬁtghgggaéh ngr lggESﬁﬁﬁﬁlEﬁ?l&ﬁnoﬁgFﬁFFénawﬁéﬁlure

the other unit halts the conmuni catiton operation, and
et t%?o%%lcaslfast%o e Fot e COMAMI CatEst 1SairoRs catvats the
fai lt e hone, unit has becone the active 25 unit, and
T LRBEh BohfinT"6AE: BA St APi 8h i RETGHES Catiabl 6 st ionisngn a
Iniformation Ir:di cation which unit of the
fixedy F¥FpPezed communication station isacrire, perrorns
1: a "13:111 Lon La the active unit while referencing
[0020he rnformation stored in the

(9) Thecommunicationcontrolsystanaccordingto(8),
wherein when the low-priority communication section receives
a broadcast notice indicating that the main path is faulty,
the low-priority communication section controls a
transmission so that a transmission count per unit time of
low-priority communication is equal to or smaller than a
predetermined value,

and when the broadcast notice is not received for equal
to or more than a predetermined time, the low-priority
communicationsectiondeterminesthatthemainpathisrestored

to normal operation and halts the transmission control of

making the transmission count be equal to or smaller than the

11
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Sfable, and SPda S he int (.)1:1laa :11 GSin :the
table whenC hi 1 r'ig :,-)he broadcast conmunicati on.
F) 00191 _
Theconi muni cati oncontrol stemaccordinto (4), wherein
whil e the pain diagnosing section. detects a 10 in the
mai n path. the path diagnosing section broadcasts the
failure in the main path to all communiction stations
predetarfiixed veyed.0029: :9)tilecomunii cation tout:01
SySt emaccording to ( ) 15 whe ein when L r _
[oocaqymlin:caliont ei At ceivelL. a broadcast notice
indicating that the nmain path is faulty., the
Iomﬁ@b'0rTB¥cQW%UHHé@%i&@d%ﬁyf&¥%§ggg£%ccé%dlq%Fo
transm ssion Sc that a transm ssion count
cdtlon is e

u or
Whekbgﬁ gr th g%pgkg% b#§ e?ﬁrnlne&lvl mmunlg %lgﬂd WesELon

readcast not.ice i not re ei d for equal La or
rec%ﬁﬁlg %anggépregapérﬁiﬁgd i°ne, uﬁ’ o P oripyPriority
ni.cati on sectln determnes than tne peth irs
CommunﬁFgﬁ%gg 5 ot BRI GPErdtiondand Haffssther so that a
ranswi, ssi on control of predeterm .ned [0021]
tra?fﬁfs?ﬁ8ncoﬁﬁﬁﬁlcapﬁ6n EORE 1 Gitesy stfemtaccor @ng rieyity

wherein while the lowpriority conmmuni cation section
communication is equal to or smaller than a predetermined

14

value.
[0022]

(11) The communication control systemaccording to (4),
wherein in a case where the low-priority communication section
is recognizing the main path as faulty, while the sub-path is
not under transmission, the low-priority communication
sectionimmediatélyperformsthehigh—prioritycommunication,
and while the sub-path is not under transmission and there is
no high-priority communication waiting to be transmitted, the
low-priority communication section performs the low-priority
communication.

[0023]

(12) Thecommunicationcontrolsystemaccordingto (4y,
further comprising:

an authentication section which performs authentication

between the high-priority communication sections in different

communication stations so as to enable communication between

12
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5. recognizes the main path as faulty, the
| ow-priority conmuni cati on section contrcls a .
transm ssion so that a transm SSi On count per unit
time O f the iowpriority conmunication is equal to or
sma-1 |ler than a predeterm ned val ue, 10[ 0022]
(11) The communication control system according to
(4), wherein in a case where the lowpriority
the gonlneintiicattieoh cosotirgrtdtsi arecogrtiizimg the. main path
as faulty, while the sub-path is not under
[002#dansm ssion, the low-priority conmuni cation 15eon
i mredi ately perform .. the high-priority
Cemﬂmﬂﬂ%eeﬂthMEGaﬁﬂKh@th@o&@%éﬂ&hﬁ@%@rﬁ%n@%o(12),
under transm ssion and there is no hlgh-pr!orhty
where@AMdAeCa uk henitt Q1 Wl tdNG itH, be dnansni tied” the
| owpri (Drity comruni cation section. pertormns i?i%)
| oW -prord t 0 g i on,
Thﬁkégﬁﬁgﬁ%cgﬁgoggﬁﬁ%%%#ﬁgyéTgﬁgggio?%Fnf%%?%éﬁli? an
er LS Ng:; i cation _sectiaon [ :
M 13 ekﬁét%“%gt*?%ﬁ%@%&ie#?ﬁeWﬁgah@ il ﬁgj_tlon
' ' sections in.ditferent. . communi cat i on
and2%?%??%%gﬁégﬁggngjéﬁbgFgt&gﬁﬁuﬁfggfﬁbﬁﬁﬁﬁFﬁé%H‘:Pﬁévate
K thenticated. co nicati on stations [0024.1
©Y ?@@E The "Comlifranic eo%“@?hﬁ%fﬁ?‘%&sten1accord|ng to
(12) wherein the authentication section includes:
a pubff¥ key gehelhitfg S8Etish fo6PTcrieherdeasinnganthe
el ectronic public key to be exchanged between. the
genehahedsPaPiLof &Rd aRotHer CoBWumiCEAtics! s tsttatdrom, - . ;
froman electronic private key that is unique. to the
hofre COMHEN, kgl ; generating section which generates an

electronic common key that is unique to the home station and
another communication station from a public key received from
the another station and the private key of the home station,
generates the electronic common key fo£ each communication
station, and stores the generated common key;

an authentication packet transmitting section which
performs at least either encryption of a packet or attachment
of an authentication value to a packet by using the generated
common key, and transmits at least either the encrypted packet
or the packet to which the authentication value is attached;
and

an authentication packet receiving section which
performs at least either decrypting of the received packet by

using the common key or determination on whether reception is
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a key transmttl.ng section for broadcasting the 10
generated. public key to all communication stations;
a ..... ormm n key generating section which generates
an el ectronic, common key that is unique to the hone
station and anot her communication station froma
public key received fromthe another station and the
private key of the home station, 15 generates the

allelvect baBe@ 6AMME, EAukeY FOF HACH HLOMMUMNLALIOR i on value
station, and stores the generated comon key:.

beidd authenbicCald amPaskaledransmtting section which
Perforns. at |east either encryption of a packet or

[ooattachment of an autheilticatien value to a packet by
using the generated 20 common key, and transnits at ]
|ea?i4f'fﬁ@&x%ﬂﬁnﬁﬂ%ﬁ%ﬁ%@?Pn%roéﬁ%g%%%ﬁ%%c%%d%QBQHa%1%),

aut henti cation value i's attache

: ' ' i Vi ti whi ch formns
wneBHA RN SRR, REEEREITG it 2Bl e GRnoeet padia coon

25. _using the common key or determ nation on whether
keyr@%@% igﬂmﬁspréyﬁgﬁedkﬁgséﬂl n e BBRHA Kesy aky t Reing

. -auth n&&cation val ue being attached to the pack(
Dif %ﬁigf man methpg The communi cation control system
cording to (13) , wherein the comon key generating
[Oogéktion generates the conmon key fromthe private key
and the public keyusing _

(15) hecommunlcatloncontrolsystemaccordlngto(13),
wherein the authentication section includes:

a key update section for updating the common key by
changing the private key per predetermined time;

a confirming section which stores the common key just
before update and a latest common key, confirms the
authentication value by using the latest common key on
receiving the packet, and in a case where the confirmation is
determined as illegal, confirms the authentication value by
using the common key just before update; and

a decoding section for performing decoding of the packet
by using either the common key just before update or the latest
common key by which the authentication value is confirmed as
valid.

[0027]

(16) The communication control system according to (1)

or (4), wherein a router for performing a path control of the
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D ffer-Hell mn nethod, [00261 (15) The
comruni cation control system according Jo (13), 10
wherei n the authentication section includes:
key update section for updating the conmon key by
changi ng the private key per predeterm ned tine;
a confirmng section which stores the comobn key | ust
bef ore update and a | atest conmon key, confirn.s the
commm G Hett i HtT o vaFeRr BYNeSi HytRhe R &FBst ComMOR Keyis
on receiving the packet, and in a case where the
provasied phetioromgugecerfioneda st idreghe eomtirheathen path
aut henti cati on val ue by using the conmon key gust bef
inclexdgpdat pjluandity of sub-netwodeedodime igdctio@mifarted by
perform ng decodi ng of the packet 20 by using either
the ttheitconmon key | ust before update or the | atest common
key by ich the authentication value is confirmed as
[oo2agalid. 0271 comunication piih in accordance with
Internet Protocol is provided on the copianinication

f.)@tr.)nrheanshihe; €emmamiccea ddl. s et PatdccordiGides &) ,
plurality of sub ---na:tworks being int(rconnected. by

whetdh® roWere 10028J station ex{d?3 Jhergomphigati;cpn,
control sysie:mat.00fdlng to whertiin a sole master.

StQ&k@ﬂa§§é§%§a%q&ﬁ¥%§H9mf€E%H{fmter—networkdiagnosing

frame including path state information on the paths between
the home station and all another communication stations
existing on the sub-network to which the home station belongs
and path state information on the path between the home station
and a master station existing on a sub-network to which the
home station does not belong, and

each of all communication stations on the plurality of
sub-networks including the master station and the other
communication stations includes:

a path state storing section for storing path state
information indicating whether the communication path from the
home station to each of another communication stations is
sound;

a diagnosing message receiving section which registers
in the path state storing section the path state between the
home station and the communication station existing on the

sub-network to which the home station does not belong, based
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the naster. station transmts :in inter-net:(surk

di agnosi ng frane including path state information on
the paths between. ID the hone station and all another
cornrdm cstion stations st ing on the
sub-netidiork to which the home station beiongs azad
path state Intcycipation on the p.atli between tThe
hone station and a master station exist::no on a

on sub- petwokkaté WﬂE%meQ%oﬁPquﬁkﬁﬁkpQP?g%% qg&eﬁgk%g ork

and 15each of ail comttunication sia ns on the

diagaBktygoff rSuR-;netwpr ks i ncluding. the master station
lagnd thgoother commdl! ni cati on statLons incl udes:

et Con"anaut g e ke T B e Tt pain
oo 1 SO Lot o ST TS TS BhRGLn Format fon g the
oot B P SR B P8R 657 mL i oimene: paPh St b8 of aata.
(008Fhy  on. exi en. the 25 sub-network 10 which the home

statjon. does not bel ong, based on. the path'state
infLi%ﬁfﬂHﬁCPW@P@d§@tﬁﬁﬁtﬁ@ntﬁ@éﬁ%ﬁéﬁm@&k;oddaggasimg7),
frame; and a data transmitting section which selects
furgheherOfRBLAANA: path or the sub--path in accor dance
with the information in the .5 path state storing
sect | Onl e @neh perfor hen tvlanshi sshenaoésdat ai sf 004 %Hetwork
addresses of all communication stations existing on the
sub-network, and in a case where an address of the home station
is the address that is uniquely determined among the list based
on a predetermined condition, causes the home station to
operate as the master station on the sub-network.
[0030]

(19) The communication control system according to (1)
or (4), wherein the high-priority communication section
performs communicationleaccordance\uitheaprotocol.dedicated
to process control, and

the low-priority communication section performs
communication in accordance with an open standard protocol.
[0031]

(20) The communication control system according to (1)

or (4), wherein the high-priority communication section

transfers at least one of process data, an operation amount
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(10) The canp-, ni cat lon control systemaccording to
(17) further conprising: a selecting section which
generates a |list of network 10 addresses of al
comuni cation stations existing on the S b G t work,
and in a case where an address of the honme station is
the address that is uniquely determ ned anong the |i st
based on a predeterm ned condition, causes the hone
and gtratdlorrm,o opérate as the master station on the
sub- networ k. 15100301 (19) The conmmuni cati on
contreol ogyst enr acg eradinnin taa(ildn eect4bn phereims thel east
hi gh-priority commrunication section
one perifiergvs aemEUN L&l i ©ONj Fraccor dane ewt thaonet eggkdedi cats |
d to process control, and 20the lowpriority
[003xgmruni cati on section perforns comruni cation in
accordance with an open standard protocol _ [0031]
21)(20) Then 0435 I i-at. contyr ys ac ' .
i (1) or (4), %%Ilrlei E%%Lﬁg%ﬁi gh%%%%rﬁit)%%m SH D ing
jomtexe g1 sVIsTE ' [ fers.at | east one .of .
e proceségggiQETfE%&%gg£?§§?%ﬁ%g§%§ﬁ%ll%ﬁdogﬁxh I
tle | i 10r it nlrnifliCatiOn LK C 1110n _
statiory 0L s RetY GBI TR TS Batas being
t.ransfer. .fil e transf and n:.,..essage transfer , _
ey ARS i REE PAGPITS bR BchntFof ¢ JERiRRL don
Contorﬁpntrq{, commur)i. cations perfornmed between a
Prucal Y SO S ¢atit m stations that. are
connected to comtmiicaLion paths being nultiplexed
w £hPa9PREEACPATH aRETEN$GRIp Opeyect henchami pvpTatmion a
. .control systemc.c)ie[tn-My 10a high-priorit\i
highepihmiidat icHsEctGon dormpend btV fVhg ehe main path;

a low-priority communication section for performing a

low-priority communication via the sub-path;

a path diagnosing section for diagnosing a soundness of

the main path and the sub-path; and

a switching section for switching the communication path
of the high-priority communication to the sub-path when the
main path is diagnosed as faulty as a result of diagnosis by
the path diagnosing section.

[0033]
(22) The communication control system according to (21),
wherein the path diagnosing section includes:

a path state storing section for storing path state
information of a path state from a home station to each

communication station; and
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hi gh-priority communication nornally ,la the

1ti Jl pat h); a 1-- -priority communication
section or performng a.. Lowpriority _
cmx.r.cinication via. the sub-patlu a p.,.3.1),h di
agnoslll4scot: Yl fcil a c).nc sing. a sou rntn eits 15
the. main enth and the sub-path; and a switch.) ng
sectlon .e.or switch.ing tne comm:mca Lion of the

1- da. f(+eddoyld 1 D0 ayaggayyﬂgcsaéétoirbxf %otrh&iaswaéfﬁ{;&he

when the main path is |lagnosed as faulty as a. resu

comﬁﬁnﬂbﬁﬁﬂ@@ﬂ%a@hi§&mﬁBﬁegﬁﬁmegk%Q9§hp o%gﬁﬂl%%mmunication
20[ 00331 (22) The commruni cation ecntrti system

cgar diyn 1). erein the path di agnosing section
Stai@%%ﬁuggsg £9xe8 )Cyac\ﬁ%dth state storing. section for

st ory ), state jnformation of path state from
a. o‘ﬂ%%??len)st g%‘igon.f%txc?de_é:cyhcjceo i'tat FORI"SEBPPpn S eahd on
' -cycl e path di:.agnos.inc; section for
reg%%é‘ggﬁogﬁ% 2 & oﬁﬁﬁ%%caf?sﬂ“ﬁ%‘fhoflro?ﬁ*%?l%n%rref_rom the
._station to €. S.CGl communication station in a fixed
diaguepes result; "jRe b, peRé Fibedd: ¢y¢c1e atse i taghosi ng
tion recriste.rs the. path St. at e information
[Ooggfai ned fromthe diagnosis result, in the path state

storing section, (0014) (23) The conmuni cation control
(23gy§ﬁ§ﬁ]g@@@paﬁﬁ@tﬂ@n(ggyﬁiol system according to (22),

wherein the fixed-cycle path diagnosing section includes a
diagnosis packet transmitting section for broadcasting to
othercommunicationstationseapathdiagnosispacketincluding
receive state information of path diagnosis packets from other
communication stations, and

on receiving a path diagnosis packet, the fixed-cycle
path diagnosing sectiog registers in the path state storing
section receive state information of the path diagnosis packet
transmitted by the home station, the receive state information
being included in the received path diagnosis packet, as the
path state information of the communication path from the home
station to a transmitting source of the path diagnosis packet.
[0035]
(24) The communication control system according to any one
of (21) to (23), further comprising:

a data transmitting section which transmits data to

another communication station, and retransmits the data when

18



10

15

20

25

wherein the fixed -cycle path diagnosi ng section
i ncludes a 10 di agnosi s packet transmtting section
for broadcasting to other conmunication stations a
pat h di agnosi s packet including TeCel Ve state
i nformati on of path diagnosis packets from ot her
domruni cati on stations, and on receiving a
pat h di aghos2,,,, packet the fixed-cycle path
a nQﬁWﬁﬂuﬁﬁQﬁPtﬂaﬁ-ﬁaﬂpqmegreﬁengttoethenpatﬁremaﬁme another
storing section receive state information of the path.
comrglin agmiosdn Sspacket : withansni. preddtbrinhechomemst atihan
the receive state Information be .1 rig included in
t hea datbosedaeGingathtdbagnosirs tpacket,a asrihe patdption
state information of the conmunicatio pati f .romthe
esphate: 2@ ostat keankaiadthhanssbd -4 Nghsauree: of 1Eh%d@ﬁzhlly
di agnosi s packet . [00351 (241) The
rec€0l1dd111. 1).nication control, system according to any
one. of (214 to (23), further conpri si ng: a
[oo¥@ata transmtting section which transmts data to
anot her- conmuni cation. stat on , and retransmts the

(25)dat@, e V‘@&Emuﬁn@ [RCERL 10”5 DONSE - o%gléﬁ%oﬁ;o (24)

returned onrt%e anot hex. nlcatlon

furgﬁéfﬂéték§q§g§$erntned tlne, and a data
g sect

ecei Vi on for returning a normcl reception
res tg a tra Sﬂ]ttln sourc when data is
nonﬂﬁ?ghrggg 9ed r@@@b]é% ﬁ%rcﬁﬁﬁﬁﬁpgaﬁﬁﬁ? St
fcontrol g temaccording to (24), further conorising:
InTrREi Ot Bl e tht F g SSELET ot $or st 6FiengS pat HoRt aPe e
information of a path state froma honme station to

ComTELLH Torftiint cat 1 oW st ati on; a counting section

for counting tines of the data transmtting section
r etthr 8RBTt PPng atiel Wat &9 rargpunting times of the data

transmitting section retransmitting the data; and

a registering section which, when a count value of the
counting section reaches a specified value, determines the
communication path as faulty and registers the path state
information indicating that the path is faulty, in the path
state storing section.
{0037]
(26) The communication control system according to (24),
further comprising:

a counting section for counting times of the data
transmitting section retransmitting the data; and

a switching section which, when a count wvalue of the

counting section reaches a specified value, determines the
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a registering section which, when a count value of the
15 counting section reaches a specified val ue,
determnes the comunication path as faulty and
registers the path state information :indicating that
the path is faulty, in. the path state storing
section_ [0037] 20(26) The communication control
system according to (24), further conprising: a
compoumitdatg sectdton dsorfaeot iangl tshitesnefs the dat@unication
transmtting section retransmtting the data; and a
patéwi t chi ng section which, when a count val ue of the 25
counting section reaches a. specified value,
[0odetier mi nes the comrunication path as faulty and

switches the comruni cation path_ [0039] As
UndREStQﬁge£§98b5hefgbﬁcu§ﬁ%(”&1§JH%§Jdent% fl 51nventlon
provi des the follow ng advant ages: )

P st Fon 4aat Ry S 4 de real ?fh&ypr?perty
secti on

(1 ow bri SF by abmmin AL G LS80t | R eaBxi SbLhh-PRACTLLY
commaf® cGeTTHn sgg£1on to provide real time property and high
reliability and open communication section (low-priority
communication section) coexist in the same communication
station. This provides a communication control system that
satisfies a request for industrial applications and a request
for open protocol communications at the same time.

(2) When a communication path used for critical
communications is faulty, the communication path used for
critical communications is switched to a communication path
for open communications. This prevents the traffic of open
communications that is based on a standard protocol from having
an influence on the real time property of critical
communications.

(3) Open communications are under way with some
restrictions even while critical communications are using a
communication path for open communications. This avoids
interruption of open communications.

(4) A common key to serve as a common password between

communication stations is generated and the common key is used
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10 station, This provides a comunication contro
systemthat. satisfies a request for industil-1
applications and a request for open protoco
conmuni cations at the sane tine, (2) When a
comuni cation path used for critical comrunications is
faulty, the communication. path used for 15 critica
coi nunications is switched to a comruni cation. path
for tprtiopeni conrmvu. ni Gat .iomsidihy scpievent s ddrentriafaftiions
of open communi cat :1 on s that is based on a 53 t
withandapdnpnotacoli tf tenphavinge aro iprkhuence oncther § ealtack
time property of critical conmunications, 20(3) Open
via eoamunirclap ronscar e-dmderi seyi wd Frsamakeshrd otingnsence
even While critical comunications are using a
on QOMMYH Icatdn@in padty 5106 . open comruni cati ons, This
avoi ds interruption of open comrunicati ons.
(4)A conminkeych 0 S6T Ba RS & COITRO RATENRN (DAL WRAN o
25 comuni cation stations is- generated and the conmmon
criﬂgaéﬂ %oHﬁ%ﬁica&Q%n@PEH8n§ﬁ§ 59@" ég%égéﬁnéyJ%ﬁ ications
critical conmmunications wth a com-w A"~ Key, it s
N t urjt ttack via standard, .
O ol Gor T L N Ray SRS E] LR AU Ag" AHC T tleriie g
ChLts commruni cati ons, (5) A communi cation
relfébﬁ%#ﬁy'being nmul ti pl exed while critical

ci %qnthgations and staﬁgard prot ocol conmunications
coexi'st. 17 ¢ he®SanePEoundhicatd ont '$¥@t+on, tRusperform

K asgg&%&g; high reliability. 6) There are
ACKNSP oV " FURBE 0 o per f b in 28 ackHewW e@gmemtication
,_.co"mujEications with an actual conmmunication :imng
LIiagy 229 guckort t ol di agResengspath Rath ainf axédxeyiclecle
, I rrespectve of a commani cazlon timng, This allows
LT regReck ‘dét et icorcotmanfeuf tointampavh, Whiiehahilnivei zies ck
the swi tchover tine of c.ommunlca-Llon path thus
detecripnpofia futitngntheath,cahich mimenpreperte settchover
~communi cati ons (1) Arouter is provided on a
timecef rorniugattiacn opapht fiamhluintesneongedtd ngal time property
sub--networks, This readily supports network
of ceoonmedticcnoower a Wi de area or a | arge-scal e network.
Thesanecnpi phi cati onpat hand 20trans: m tti ngirecol vi ng
sec¢tion avetsharied.prdvidiel S&®a communication path for

interconnecting sub-networks. This readily supports network
connection over a wide area or a large-scale network.

(8) The same communication path and
transmitting/receiving section are shared in the same
communication station for communications that is based on an
open standard protocol and critical communications. This
reduces the component cost and wiring cost.

BRIEF DESCRIPTION OF THE DRAWINGS

(0040]
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communi calie,n station for conmuni cefons that is based
on an open standard protocol and critical

comuni cations, Thi reducee the conponent cost and

wi ring cost, BRI EF DESCRI PTI ON OF THE DRAW NGS 1 00401

It shows an exenplar.'" configuration of a general

di stributed control system . (Fig, 2] It is a
bl ock di agram showi ng an enbodi nent of the invention,

(Fi g[,F_i?gi- hﬁ its sﬁom&l of I%x%im%qraar@ 838W189f%?ggg%cgiéqorgeral

function i1 nplenmenting sectron.

di&hrbiﬂlfé?e(%dg&g{g[n s§howing an o tb er embodi ment of
t he

I nventi on. [Fig. 5. It is a block

[ i.ng. anot her enpodi nent 10 of the _
?'ni‘ E?L. dﬁ??%ggls 1‘&% ck dlagramy shewing| o kerdiedinams of
show ng .anot her enbodi nent of the invention,
R €™ 9% i's a bl ock di agram showi ng anther
enbc%%i ment_ of_the. invention, [Fig, 13] It is
1

a. 1y1%c.H ditaghant shéarhgdansrher serbédiomentinot itde ion
invention, [Fig.lt. is an explanatory draw ng of
fungjilicgnjife lsfed g retcright in the enbodi ment shown
'n %%%§.4] It is a block diagram showing another embodiment
of the invention.
[Fig. 5] Itiseablockdiagrmnshowinganotherembodiment
of the invention.
[Fig. 6] It is a block diagram showing another embodiment
of the invention.
[Fig. 7] It is a block diagram showing another embodiment
of the invention.
[Fig. 8] It is a block diagram showing another embodiment
of the invention.
[Fig. 9] It is an explanatory drawing of switching of
a control right in the embodiment shown in Fig. 8.
[Fig. 10] It shows a particular configuration example
of authentication section.
[Fig. 11] It is an explanatory drawing of the operation
of the authentication section shown in Fig. 10.
[Fig. 12] It is a block diagram showing another

embodiment of the invention.

[Fig. 13] It is an explanatory drawing of a procedure
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[Fig. 10] It shows a particular configuration exanple
20 of authenLictien section, (Fig,it is an explanatory
cirow ng of the operation of the authentication
section shown i n. PICT 10, [Fur, 12] It isa

bl ock di agram showi ng anot her enbodi nent. of the
invent on 25[Fig. 13] It is an explanatory draw ng of
a procedure whereby a conmmunication station obtains

whepdth stat eedmifarimiiofn  station Fi@etdfdsit dagrd state
bl ock di agram showi ng anot her enbodi nent of the

infdmventdon, [Fic, 15] It Is a flowhart show ng
a transm ssion pr ocedur e. [Fig, | b] It i sfl OWCha%l
sh ajmecepti ons procedyy 8. F
L o R Y g Gt 0841 " The cTnbehn et

emb i R&1AI1 LG LT B ELP; L draw ngs. [0042]

[Fig. 15] It is a flowchart showing a transmission
procedure.

[Fig. 16] It is a flowchart showing a reception
procedure.
BEST MODE FOR CARRYING OUT THE INVENTION
[0041]

The invention will be detailed referring to drawings.
[0042]

(1) First embodiment

~—

Fig. 2 is a block diagram showing an embodiment of the
invenfion. In Fig. 2, a communication path 10 is duplicated
by a main path 11 and a sub-path 12. The communication path
10 is for example the control bus of a distributed control
system.

A communication station 20 and communication stations
31 to 3N are connected to the main path 11 and the sub-path
12.

[0043]

The communication station 20 includes a unit 21 for

performing communications. The embodiment in Fig. 1 includes

a single unit.
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(1) FlIst enbodinent Fig, 2 is a block Theorem show ng
an fll.:0cdinoNt of the 15 invention.. In Fig. 2, a
comuni cation. path 10 is duplicated by a main path 11
and a sub -path. 12, The conmmuni cation path 10 is for
exanpl e the control bus of a distributed control
svstem A conmmuni cation station 20 and
conmuni cation stations 20 31 to SN are connected to

in. pat 1 and the sob-path 12, [0043] _

El'ﬂg fglglﬁgrﬁn‘?n g%]rr gll "é’:’fl%%tg’cfiaﬂ@gné%a&ﬁpp 29Ckppn 211
i,..rform:(rn communications. The enbodinment in Fig,
peﬂEO?W%Iuééghﬂﬁil%ﬁﬁﬁﬂe GRrfunications. | n t A@ewminiority
21, highcprioritv collmunication section 211. perfqrng
COW“@H&&%J&I}W cGifiturii’tat i ohls; Lowdsrtiforintsy  low-priority

conmuni cat i onsecti on212perfornsl owpriority
COMEy T teations. . Hi gh
-prioritycacmmuni cations transfer process data, an
opeFatihomramounty, canralhdrmtant st heahsker hovepssofdty, an
comruni cations perforns i nage data transfer, file
opetregrisier ampessageat r arisfer , aant the lliike..  Low-priority
Hi gh-priority- coum | m cations o _
comtnuan sfae-iemsn lpeneal tnidTedaias JHd el QM Or It CONMIRN G |
tions iv are less real tinme than high -prierity

me sGaRRLD €8 £ORS.and the 1idBe M- i OF 4y communications
comuni cation section 211 perfornms comunications in

tra@%@@&dﬁﬂ&@ﬁ@éﬂk@m@&ﬁﬁﬂ?@higqu%ﬂﬁ¥k5f&§%88ﬁﬁ%nications

control. The lowpriority conmuhi cati on ction

arepﬁéggrgﬁaqo@ﬁﬂ@‘%ﬂédnﬁ?&HL CAHANCE, .&J%égko S0
standard 15 protocol.The open standard pro ocol 1'% for
exaﬂHEehHBh—priority communication section 211 performs
communications in accordance with a protocol dedicated to
process control. The low-priority communication section
performs communications in accordance with an open standard
protocol. The open standafd protocol is for example IP
(Internet Protocol).
[0044]

Communication function implementing section 213a, 213b
is duplicated. Communication function implementing section
214a, 214b is also duplicated. These communication function
implementing section are provided to implement the
communicationfunctionjjlapredeterminedlayerofeM1OSI(Open
Systems Interconnection) hierarchical model.

The communication function implementing section 213a,

213b implements a communication function in the physical layer
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(Internet li-rotocol). 10044l Conmruni cat i on
function inplenenting. section 213a, 213b is
dupl i cat ed. Contruni cati on function inplenenting
section 20 214a 214b is al so duplicated. These
cormmuni cation function inplenenting section are
provided to inplenment the communication [unction in a
predeterm ned | ayer of an 021 (Open Systens

(fidst exgemectsi o) owdelierarchical model. The
conmuni cation function imdenmenting section 213a, 25

213 el rRI@IRNLS ta oML AL liab Ifddngtd iony ik dthe, Pk 144,
sical layer (first layer) of an OSI hierarchical

214kﬂPﬁ§hementseicoﬁﬁﬁn@@gﬁgghpﬁﬁﬁggiéﬁ99ﬁﬁﬂgﬂa%%!fﬂﬁﬁﬁ%@%r
section 214a" 2141--) inplenents a conmunication

(sedddq hASAN. d4 atrhe(féjft}gie%%%chi’[cgye#%&éégcond | ayer) of

an 021 "hierarchical no 13a and 2:1.4a

Ell’Th_FLg%&%%%%%g%é_%ﬁ%gézggv?dgdsco dcotrgcetsrlfj%nrdf lcg 18?% rI]nain

e provided to correspond

t szf- q%# 12. %ﬁiﬁ} In the c ication control

pat i 3 et Bhown P G 26 ScBAINTER FBre B e i e
,,or ty. in which there is no failure in t.h{.:3

su '@?ﬁ%ﬁ@%? Cill Orl the high priority connthnication se

C. 1. Ol 211 uses the communication function
[Ooﬁﬁﬁplenenting section 213a and 214a to perform

communi cations; on the main. path 11, The lowp:1-hD r

t yIcbhafoimeaticen s ePoh r2l2s ysedn shewn, 15E0M M) when

CLe.:; (1 tunction inplenenting section 213b and 214P
comntug igertfignm CAVM undecarvipnsoonatheg soi mparh. thzre is no
failure in the communication, the high-priority communication
section 211 uses the communication function implementing
section 213a and 214a to perform communications on the main
path 11. The low-priority communication section 212 uses the
communication function implementing section 213b and 214b to
perform communications on the sub-path 12.

When the main path 11 becomes faulty, the high-priority
communication section 211 uses the communication function
implementing section 213b, 214b and the sub-path 12 to perform
communications. In this case, low-priority communications
are restricted.

[0046]
The high-priority communication section 211 can perform

communications by using either the duplicated communication

function implementing section 213a, 213b or the communication
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cS5A3tiefl the main. patb. 11 becones faulty, the : Tt
igh-prio rity cocmunication sect-ion 211 uses the
comuni cation function inplenmenLug section 213b, :214b
arid the sub-path 12 to perfOrc 20 comuni cations, In
this case, lowpriority conmunications are restricted.
[ 0046i The g -priorThi comruni cation section
211 can perform conmuni cati ons by using either the

duplicated co ni catiqn functjon jnpl enenti section
O S e € i et o AUt ghe Tov pricTiey

i npl.enenting section %£4a, 214b. The lowpriority .
comEbimmi At oSkt o121 aHSGs€Tonl y1tEs corresponding

corr.espondi ng conmuni cation function inplenenting
COMZELLCEL 197 ua{ﬁa:lmb}mg]@qemtslwys’ection 213b and 214b.

theirigherioritycomuni =tion section 211 .5 and the

| owdpriiot$ ¢4 Ye or@ A ica oo idet FommRn2 cegérinstediniom@ 1l

same comuni cation station. [0047] According to
anct hlee ekodd went 1 ishowmniuniRiay, i @ stelvg iirgR12pedexrisy in the

comruni cation section to provide real tine 10 property
samgnd okimghy irceltiiatyi Isttaytiamd | ow- priority communi cation

sect: on that uses an open standard protocol coexist.
[00AJtii e same comuni cation station. This providesa

communi cation control. systemthat satisfies a request

f or Acpdustihigal t @pplHecatinppaiapdta sheavest f ergopen  he
protocol ¢ oramtnicat ions at the same tine, ii[0048]

higB-phows iafy exeuhph eyt CORF isguraldnon: Of LCORUMME CALL PNt ipe
function inplenentilig section for |on%nent|ng a

ProROIILESUL O LN A1, L Bl L Bt oo
section that uses an open standard protocol coexist in the same
communication station. This provides a communication control
system that satisfies a request for industrial applications
and a request for open protocol communications at the same time.
[0048]

Fig. 3 shows an exemplary configuration of communication
function implementing section for implementing a
communication function in the data link layer.

The configuration will be described taking as an example
the communication function implementing section 214a. The
communication function implementing section 214b has the same
configuration.

In Fig. 3, an address storing section 215 stores a MAC

address corresponding to each of the high-priority

communication section 211 and low-priority communication
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20 the conmunication. 11l.inction Arlip.|lenenting
section 214a, The conmuni cation function inplenenting
section 21,41D has the same configuration, In
Fig. 3, an address storing section 215 stores e MAC
address corresponding to each of the high-priority
comruni cation section 211 and low-priority
comuni cation assigned to eacn ot the
secthj et com ni catsiiony1sernconMadlaandckow PshoFbl) address is
conmuni cati on section. 212, [00491 _
assilgansnidé téngs SLCIHOM 2D @ppends; a Gennesponding VAG o
address to a comuni cation frame dependi ng on whet her
211 tmdtmmsm§§wﬂyr@&%%@&atl“»ohhge!at%npmgf' ty
conmuni cation section 211 or lowpriority
Oo@@pnun|cat|on section 212 and transmts the
conmun’' , cation frane to a connunlcgtlon pat h. c
Recei vi 0 1,50 es._the destination
adgl‘refeasﬂs @&ﬁ%é c%%rgmgn?rga??% 3 SHer BcSiVEd TIOM tHe MAC
L]C tlon functian i nting.section
addéﬁg%“£b. K FﬁénﬁﬁétﬁﬁﬂwaE?%ﬁo?%%e%9l?ﬂe08d&ﬁﬁﬁyer the
no section 215 a match is round in the
tra?ﬁﬁﬁﬁﬁ%%%nr?@ESFFQrpd§%é% ?hElBECBFééaltYSCommunlcatlon
%tlon frane to the :aertinent comrunication
Sec%le%ri i %!h ( REGH-S" H oA Ty Yo ofIAT & 8t # bh ' e6 EF6ROR1 £ 1r and
| ow prd. oTity conmmmni cati on section 212). F00501
Eransgring § i (2t C HHie5e2 5t oF | hgPsectPon FomsHDicstion path.
plurality 20 of MAC mmiticast addresses may be
pr OVAGfeld iy ppacéion thle/ addmessest oriengdsetinoni2h5.MAC

In this configuration, the recelLti-ng section. 217 of
addnigfes of the communication frame received from the

communication function implementing section 213a with the MAC
address stored by the address storing section 215, and in case
amatch is found in the comparison result, passes the received
communication frame to the pertinent communication section
(high-priority communication section 211 or low-priority
communication section 212).

(0050]

A multicast address storing section to store a plurality
of MAC multicast addresses may be provided in place of the
address storing section 215.

In this configuration, the receiving section 217 of the
communication function implementing section 214a, in case the
destination MAC address of the communication frame received

from the main path 11 matches any one of the addresses present
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conftiiiicat-ion function inplenenting section 214a,
in case the destination MAC address of the

comuni cation frame received 25 fromthe main path 11
mat ches any one of the addreses present in the MAC
mul ti cast address storing section, pasSes the

comruni cation frane to the bigh-priority conmunicati on
section 211 and ot herw se pasLi es the communi cation

in EB@ @ &H?th ﬂ%@“éﬁdgé%§ogyyghﬁ “égét1§§thgs 212the
At S%nc

I'S way priority connmunrcations Uses a
address f r c ﬂnun caﬁlons *mé . .

co g %%%éegéﬁod?ﬁ%ﬁF F? ﬁ I's %l% OBElSFégVa FRMGRoTREF O

enbodi %ﬂe 10 i nvention [
SechﬂBo%gﬁtﬁngs 8rB?§8eE?ﬁ§e8nE§eaF8 POéﬁaFﬁ8n35ﬁéme £@

Lg in this enbodinent, the unit. is dupiicatE. ):d.
the {Gfmbht QAL F¥n CSTRUPGLR 22N FEATdES & dual unit 21a

and 211, The unit 2la includes high-priority

continF2afi BAY - 15198cP OToRY ZIMmgy C3t fonprigey a MAC

commu fri cat | on sect ion 212, communication
multypetFondirprenénti Reraeeticen 12ins3a 2. 13b, 214a 214b.

The unit 21b has the sane configuration as the wlt
[002%&-in the illustrated ez.anTde, the unit 2la serves

as an active unit and the unit 21h serves as a standby

uni t2) 2060052 lembodiment

Fig. 4 is a block diagram of another embodiment of the
invention. In Fig. 4, same components as the preceding ones
are given the same signs. In this embodiment, the unit is
duplicated.

A communication station 22 includes a dual unit 21a and
21b. The unit 2la includes high-priority communication
section 211, low-priority communication section 212,
communication function implementing section 213a, 213b, 214a,
214b. The unit 21b has the same configuration as the unit 21a.
In the illustrated example, the unit 2la serves as an active
unit and the unit 21b serves as a standby unit.

[0052]

The active unit 2la performs communications. When the
active unit 21a turns faulty, the unit 21a halts communications
and places itself in the standby state. The standby unit 21b

switches to the active unit and takes over the communications.

In this embodiment, the unit is duplicated thus enhancing
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The active unit 2la perfornms comunicai:i,ons. \Wen
the active unit 2la turns faulty, the unit 21la h a 11.
ts cornunicat:ions and places itself, in the standby
state. The standby unit. 21ti switches to the active
.unit and Lakes over the :...ormmnt_ations. the
reliability (commurTicatlonsThe unit. may be .
triplicated O further being rmultiplexed... (3) Third.
the emsodidhitlenty SRy, &Gorirsurai ddotkn i agr arof ot hefay be
enmbodi nent of the | nvention, In Fig., 5 a
tripdonmtrccatt onustiati one #0g i sucenpesked.to a main path
11 and a sub-path. 12. Hi gh-priority comunication
[00Ssgction 401 perfMms 10 high-priority cowmin:,,tions
by using the main path Il. Low -prkerity comruni cation

seqt3)omrrAQ2 RenfRIiNE:«cwpri orstv comuni cations by
using. the but; -paih 12. Path di agnosi ng section 403

di agnoses ithe soyndness ol the main path 11,and the .
sub-path 12.
invention.

In Fig. 5, a communication station 40 is connected to
a main path 11 and a sub-path 12.

High-priority communication section 401 performs
high-priority communications by using the main path 11.

Low-priority communication section 402 performs
low-priority communications by using the sub-path 12.

Path diagnosing section 403 diagnoses the soundness of
the main path 11 and the sub-path 12.

Switcﬂing section 404 switches the communication path
between the high-priority communication section 401 and its
distant party based on the diagnosis result of the path
diagnosing section 403.

[0054]

Restricting section 405 restricts communications by the
low-priority communication section 402 based on the diagnosis
result of the path diagnosing section 403. For example, the
restricting section 405 restricts the transmission band of the

low-priority communication section 402.

Transmitting/Receiving section 406, on receiving a
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Swi tching section 404 swi tches the cormw nication path
between the h)gh -priority comrunication. section 401
and. its distant. party based on the diagnosis result
of the path diagnosing sectiern 403, [00541
Restricting section 405 restricts conmunicarior: by
the imwvloriority cormHH icatim section 402 based on
the H a2nosis result of the path diagnnmsing section

: r_exanple, the restriUjng section 405 _ .
tra?%ﬁ%?%@??1ﬁ%e%???i£5?@s%%ﬁ. Iof LR REL Y ofOpREBE cay ion
sec ggnughﬁation sectign 402, 25Transm tting/ Recei Vi ng

secti on-408° PR EEeiVi hg RS FafeRIESii6n theguésames to
h fromthe high-priority communication section 401,

© by Aadl Iy erdnsft £3s demmantentd iom firands atve st heceived

mai n path 11 and passes the communication traffics
fromebRevEa i Bmtthed Imdion apaieist inkttiora desti nati on

Transm tting/ Receiving section 407, on receiving a

t r ahsm 881 bhineqbeseifiom tdwect owe prIOOi tyn receiving a

comruni cati on section 402, sequentially transmts
trageonhenicat ismfeanesrbo tiiee subwpatrh ol tandcpassescLheon

conmuni cation. franes received fromthe sub-path. 12

sectipom 43t i vathentially tradbeitkabsmhthi PGl EECFVLNALSs o
section 406 and 407 respectively correspond to the

the cormyp atliDrrfupekiser ARl esmntin MR sechi #2433, 4
and 2130, 21 4h in the enbodiment shéwn in F g, 2?gélged

from 0055 1s 15l pat he1 enbedhmeBRL L ShawRhn Fig, 5, in CSSe
the path diagnosing section . 403 has determ ned that

t herri ntPéﬁBm}Ltihéé?%%ﬁginphe Swidching, sect fagagjt f]'04407

sel ects the nmain pat s the conmuni catron

oo ALY ShRPELOELLY, CUTLOlERt OBARELN AT el o
implementing section 213a, 214a and 213b, 214b in the
embodiment shown in Fig. 2.

[0055]

In the embodiment shown in Fig. S5, 1in case the path
diagnosing section 403 has determined that the main path 11
is normal, the switching section 404 selects the main path 11
as the communication path of the high-priority communication
section 401. 1In case the path diagnosing section 403 has
determined that the main path 11 is faulty, the switching
section 404 switches the communication path of the
high-priority communication section 401 to the sub-path 12.
In case the path diagnosing section 403 has determined that

the main path 11 is normal, the restricting section 405 does

not restrict the transmission band of the low-priority
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20 determned that the main path 11 is faulty, the
switching section 404 switches the communi cation. path
of the high-priority comrunication section 401 to the
sub-path 12. In case the nath diagnosing section 403
has determ ned that the main path 11 is normal, the
restricting- section. 405 does 25 not restrict the
transm ssion band of the lowpriority conmunication

comsect tanidR2 slkntdase the.patin dicagrosilng pachi aii #}Bosing
has determ ned that the main path. 11 is fau the

sect£SAIiCYiMgs S@stdORi A8 frStrikt smdhe paansn ssé Ofbulty,
band of the low priority comrunication section 402.

the Thes Pat b dh @000sit NGn SLEL | POsAP3-ak sondi @gNesess s en band
sub-path. 12 and, on detecting a fault, generates an

of @ﬁ@rﬂ%wL§$§g}itYa%o?ﬁEH§cB@EBndE@Q@9§hngO%QCtion 403,

on determ ni ng e main path 11 is faulty,

br ﬁ%g%&ﬁaﬁ:@é%ﬂ%ﬁ? tsg%t_?:ﬁhn ZH)?f&thalso diagnoses the

to nstations. Thel owpriority

co nigation section 402, aon _eceivilg the. broadcast
20t "V haf tha’ nal n Atk 18 fadity  caRErOrs e o olerm.
[Oo%éﬁgsnissions so that the transm ssion count per unit

of lowi..ssi conmunications will drop below a

predeterm ned val ue. Wien t he broadcast notjce th%;

t he Maits (Fattha PROPAOPL 52T 51 Mot WecBP V- § i i ng that the

_predeterm ned tine, thepriority , ,
main path 11 is faulty, broadcasts the fault in the main path

to all communication stations. The low-priority
communication section 402, on-receiving the broadcast notice
that the main path is faulty, controls transmissions so that
the transmission count per unit time of low-priority
communications will drop below a predetermined value. When
the broadcast notice that the main path is faulty is not
received for a predetermined time, the low-priority
communication section 402 determines that the main path is
restored to normal operation and halts the transmission control
whereby the transmission count is kept below the predetermined
value.
[0057]

The low-priority communication section 402 may control
transmissions so that the transmission count per unit time of
low-priority communications will drop below a predetermined

value while it is recognizing that the main path 11 is faulty,
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conmuni cati on section 402 determnes that the main
path is restored to normal operation and halts the
transm ssion control whereby the tra n SM SS On
count kept oel .ow the predeterm ned val ueS [ 0057]
The lowpriority comuni cation section 402 may contro
transm ssior so that the t. nsnjc.sion count per nit
time of lowpriority communications will drop bel ow a
rede i I ' bsence .of r.0 ast .
22 LR e the® 2 ! Do SRS IR B REE Rhin parn
is %gﬁﬁgriority comruni cati on section 402 i medi ately 5.
per OF I hi gh-priority conmmunicati ons when the
[Oogg -Tath 1.2 is not transmttini and. perforns
priority communi cati ons when the sub-path 12 is
not transmtting and there are no high-priority )
conmttiRi € TIRSOHat ¥ i FRYHE et o a-sest iqred O 2whimediptely
I s recognizing that the main path 11 is faulty.
per{pFue59gh~pPrior b ¢ ol f atol ahe warpoth frefitd shown liZnis
Fig. 5 the high-priority comrunication section 401
not gid arse il tdvidysr | @rdl t peecdamgi caty-ore isecttioncd@Runications
respectively use separate path while the comruni cation
whepathei suoromlh thuss shati hgacemiuniicat izons théia are no
cm-restricted band. When the main path turns
highapktyritheccommundcat don waatth rof tbhee hiraghmdriterd, tyile
conbhi bi ati on section 401 is switched to the sub-path
it andrtbeghows pyi ehibty teenmunine gkiten 15ectd axuAQ2, i s
subjected to restriction on the transm ssi on band.
EELLE

According to the embodiment shown in Fig. 5, the
high-priority communication section 401 and the low-priority
communication section 402 respectively use separate path while
the communication path is normal, thus sharing communications
in a non-restricted band.

When the main path turns faulty, the communication path
of the high-priority communication section 401 is switched to
the sub-path and the low-priority communication section 402
is subjected to restriction on the transmission band. This
allows high-priority communications continues while
maintaining the corresponding band, thus keeping the real time
property.

When the main path is faulty, the communication path of
the high-priority communication section 401 is switched to the

sub-path although the low-priority communication section 402
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20 allows high-ori ority comrunications continues

whi | e mai bt ai ni bg the correspondi ng band, thus keeping

the real tine property. Wien the main. path is tailthe

comanm L: ati on path the FMA-i-priority

conmuni cation section 401 is sicitched to the 25

sub-path al though the low-priority coudnunication

section 402 is capable of perform ng comuni cations
is dapadlrestripet tdriangd Q860)n ()t Fous tim enbedi neated band.

Fig. 6 is a block' diagramof another enbodi nent of
[00ddue invention. Fig. 6 shows a particular configuration

execrate of path diagnosing section. In Fig.

6, the mathistateStnhd T g sect.1 Iin 501 stores

path. state -Information on. whether the cbmunicatin

path f r gmitshe B@H€k58§5 QBmJ§fSQH8gh@§re$5%§iﬁ@§€ & he
per distant station, Transmitting

1nvéﬁ¥%6§n QQ%-r%P%%%%% % rtf%&id¥légﬂf{ §%1§%f%§%ﬁple

tramthe hlgh prlorlty om Luni catlon section

r te information in the path
of 5t£fé§§%§?|ng %ékfé

i on sel ects a sound

h ndt s dat
oL 1 D L0 AEOEA L R a0

|on response.is not eceived, Wt
statg d A T8 P R R FRE SPHBRhdbeE o Rang R sGF o, the
assunes the communl i ation path as -faulty and reflects

hom?tﬁ%@q%WbFﬁhFPBﬁdoﬁthé“EﬁFﬁa§?aﬁﬁd2@e¥ ot it | o3 tnkon-
the path state storing seotion SOL The

[00G%kei ving 503 recai.vesdfiatronthedistant station and
passes the received data to the nigh-priority
CorfATl Tatli lom s ectronn40l2 rahenveecei virngdata ofiriomuest
t he di stant communi cati on station, the receiving

fromadtg bagboBriority communication section 401, references

the path state information in the path state storing section
501, selects a sound communication path and transmits data
thereon.

The transmitting section 502, in case a normal reception
response is not received within a predetermined period of time
after data transmission, assumes the communication path as
faulty and reflects this information on the path state
information in the path state storing section 501.

The receiving section 503 receives data from the distant
station and passes the received data to the high-priority
communication section 401. When receiving data from the
distant communication station, the receiving section 503

returns a normal reception response to the distant
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/..)returns .a normal reception response to the

di stant conmmuni cation station. In this way,
the transmtting section 502 and the receiving section
503 perform acknow edgnment conmuni cati ons wher eby
diagn OSI S is nade based On Whet. her a norma
reception. response is received in return for data
transm ssion, [0062] Fi xed cycle path ]

[ i.ng secti.on 504 diagnhoses the state of the pat
Com%?%%?%%@‘%bégigjé?}bn cyclically per interface and per
di stant_cttation, anci registers the diagnosis result
10i Ent he' bat B4t at &' St SrtAg Y&t "én %‘f‘)‘i?g%e i’xegrd  the

cycl.e path di agnasi ng section 504 includes diaghosis .
recﬁi?! I%élﬁptsne&ﬁ%int t5i%§?g pgééf)irﬁ‘n A58 OPAGIERGRwn Fommunications
di agnosi s packet transmtting section 505 broadcasts a
whergpPl di aghResis packete rvaafitRbvhABh RAfMPEIG logesgption
the rbbeiving 15 state of a. path di agnbsis packet
resppafranst FEICCearaRm cattiwm st i drta ot tdesiot hekon.
stations, The fixedpat Li diagnosing section 504, on
[00pédei ving a path di agnosis packet, registers in the
path state storing section 501 the information on the
r ecéiivepdgcstakeepethadpatyho2@ndi agnaedios padketiagnoses the
transmtted by the hone station included in the
starecef ved.pgat irdnagnosbscpacketomsythecpatly sdat@terface
i nformati on on the comunication path fromthe hone
andspati anstantheratriansnssi eBgseueee @het ReapabBis result
di agnosi s packet,
in the path state storing section 501.

The fixed cycle path diagnosing section 504 includes
diagnosis packet transmitting section 505 (not shown). The
diagnosis packet transmitting section 505 broadcasts a path
diagnosis packet including the information on the receiving
state of a path diagnosis packet from another communication
station to the other stations.

The fixed cycle path diagnosing section 504, on receiving
a path diagnosis packet, registers in the path state storing
section 501 the information on the receiving state of a path
diagnosis packet transmitted by the home station included in
the received path diagnosis packet as the path state
information on the communication path from'the home station
to the transmission source of the path diagnosis packet.
[0063]

An interface 506 makes intervention in the
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r00631 Aninterface506 nmakesin rven on comuni catlons
between a main path. 11 and a communi cation star.ion
50. The inter face iej nmakes intervention in the
comuni cati ons between a sub-path 12 and the
commu. ni cation station 50, 5 According to
t he enbodi nent shown in Fig, 6, a fsnction to perform
ac*nowJedgnent. crm snunications with an actual
commygmAaiiicatd dretweemgaamdiia fraidt | bh toddicagnosera qatiton
in a fixed cycle irrespective of
stataexi | uni . Caei antiavfrdge _OCeN#gikeH defite #0dht Son in the
allow :: quick deLection of a Cault in. a path,

comm@inicdlichsXetkioyes aa agibapdth a2CMadS the Lorfmurti datidn
1 ma y broadcast a path diagnosis packet in accordance

stativd tdn. the muiticasl protocol or the IP fl7nror1Celt
Protocol).ir thlF.: case, a 15 SepaxareMuil tdcasr

[ooeaddress is assicned Co caen ot the main Path 1li. e d
the slth-Each oomuni _cat ion sration perforns

. [ ' : at i A I P d :
O ﬁ%%r%%gfs?ga?lﬁ? aér%&(ﬁ‘lﬁ?n@ éjﬁm% frp%lg?26a %a Lhnrc S%n

the nultic ress ccilmespondlu- _

o RSy STONEk Yest, Ao ALY poale SUMT0L, o0 e
comﬂj@glgggges§fnatC1ies tih%f(;%g fa%It'Le%§t: adibm’rsisn R
SErE SR ndid'd 6 the! rdiH path of S1edlpat e Path
fixed cycle irrespective of a communication timing are provided.

This allows quick detection of a fault in a path.
[0065]

The fixed cycle path diagnosing section 504 may broadcast
a path diagnosis packet in accordance with the multicast
protocol of the IP (Internet Protocol). In this case, a
separate IP multica;st address is assigned to each of the main
path 11 and the sub-path 12. FEach communication station
performs broadcasting by using as a destination IP address the
IP multicast address corresponding to a path selected between
the main path and sub~path and receives a path diagnosis packet
where the destination IP address matches the IP multicast
address corresponding to the main path or sub-path.

With this operation, simultaneous communications to a
particular communication station are made possible thus

reducing the number of communication circuits. By using the

IP multicast protocol, when networks are interconnected via
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Wth this operation, sinmullLaneous conmunications to a
particul ar. comruni cation station are nmade possi bl e
thh:-:: reduci ng- the nunber of communi cation
circuirs. By using the 25 I F- main: cant protocoj,
when networks are interconnected via a router., a
sendi ng station. nmay corununicate to a conmuni cati on.
station on a network where the honme station exists as
a r¥ekkrasy . : jon. station on a . .
net wor k ?ﬁﬁﬁ%@%ﬂégé%%$§ﬁ29¥5%?%P?Sfﬁﬁ§f Uni 288 g tLon
I3 Al | 0 ni cation path. thus
S Ty et rabk ke (TBNUATy BFoConmuRrLafFors vell as
i fth eirbodi nment 1-Ag.7is a
» ot b o S I PGt eto e B eriehe router.
Jd_nvention .In Fig. 7, protocol section 61
ThlSe%?%%%ZESM%iSé%&"icg}?"ceomttrlawe of ORI pat hon Paind taus
assSyb-path 12 gégchated in accordance with a
SY&R8Faltlsurisése tdhn etaRsHi tes © fprastiges) i canthieons .
ner al - pur pose -cbnnectioni ess protocol is for
[Ooggénple UDP/ I P (User Datagram Protocol /I nternet
Protocol . 15[ D0673 UDP/ 1P is a highei |eve
pr ot 8¢of 16£h| pmpadamenst ocol group of TCP/IP, upPlIT
belongs to the transport |ayer and is. defined in
REC788:.7 Ul ai blackonhegt aomtessl pr Giroaole raradhdees ot o f
have such functions as connecti on managemmt, 20
theagknentedgment, sequence, wi ndow control and flow
control. TOP ofl grnangses, [0068] I n ot her
wor @s, FUDP/ TP psosubst anéial by €1 POt O66hs M@ﬁﬁ§9¥ﬁg@ion

| P packet may be used. by an a op.1 ic at on of
condislantt ataﬁﬂﬂlpdﬁw|yﬂiQﬂdaas@QEL%%tW“ﬂyﬂdﬁglicated in
functions, UDP/IP is
accordance with a general-purpose connectionless protocol.
The general-purpose connectionless protocol is for example
UDP/IP (User Datagram Protocol/Internet Protocol) .
[0067] |
UDP/IP is a higher level protocol of IP in a protocol
group of TCP/IP. UDP/IP belongs to the transport layer and
is defined in RFC768. UDP is a connectionless protocol and
does not have such functions as connection management,
acknowledgment, sequence, window control and flow control TCP
possesses.
[0068]
In other words, UDP/IP is substantially a protocol

wherebyanIPpmcketmaybeusedbyanznmﬂicationofthecﬁstant

station. Including a smaller number of functions, UDP/IP is
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subject to a lower |oad thus allow ng hi gh-speed data
COTIMJU.i. Ca. tions. There is no guarantee that data
is delivered to the distant party so that it is
necessary to provi.de neans for assuring uellab'i 1

itiy. In the invention, reliability is assured
by perform ng acknmm edgnpnt conmuni cati ons ever UDP/
I P, r_0069] transmttin; M eceiving

subjsadti o 60, bwe¢chilngpdsechiuon 60loswhgchesgla-datad data
transmttirK port: between the dua

comniOcioramiutrus catlinteya pat ho (qraidantpee tthhtldaaadi sule-1patdred
12) , Data tiansm .tting section 602 transmts

to thkRedsemu(4 datayofotihesrthiiq)is-nBEE8ERLY €OMPRIY CAL inRins
section. 401 to the scp-itctuQ g section 601

for Radans@cei vd Nohisectityon. 603 receives data fromthe
main path 11 or sub-path 12 and transm .ts it to the

hi ghy P 0 Lcat i secti 401. -
A e R R R N P e R

aCkAHWf¥§g§%§§ZE%Eﬁﬁ%f%hﬁ’oﬁgeogg£gyﬁéffﬁpjtting sect

lon 6 reset y a sign S gener at ed when
e data ifé&ceiviing section 603 has received a norma
[00 . , .
recepti on response. The tinmer 604, on counting up to a
speci fied_val ue ransmts.a. -up signal TOto the .
GatS t Pansis EEThGtSEEU FERC892Eo FARGLAR 60, switching
tpetr?ﬁinission. request, Receiving the tinme-up signa
SECPGN Phe YAt BCEPANSATEE npP ekt Fon 602 Tetratishit STt nal
data. [0, 3711 i Counting section 605 counts the
COMMAYEETT ‘Gt 15 et uptaiyrad sh TUL amdd, swheragh 12) -
predeterm ned val ue is reached, originates a.
SWECHT ig 2Sisgdlt 1SwW 1Se - itdie S ttahinmgisecttiinon 60K tdnta
swtch over 5. the comrunication path.
of the high-priority communication section 401 to the switching
section 601.

Data receiving section 603 receives data from the main
path 11 or sub-path 12 and transmits it to the high-priority
communication section 401.

[0070]

A timer 604 is activated by a signal TR generated by data
transmission by the data transmitting section 602 and reset
by a signal RS generated when the data receiving section 603
has received a normal reception response. The timer 604, on
counting up to a specified value, transmits a time-up signal
TU to the data transmitting section 602 tomake a retransmission

request. Receiving the time-up signal TU, the data

transmitting section 602 retransmits the data.
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Path state storing section 606 stores information on
the state of the path fromthe hone station to each
comuni cation station, Reg is t er _ _
ngsection607det erm nest hatthe 10 conmuni cation. path
is faulty when the count value of the couinting
section 605 has reached a specified val ue and
registers in the path state stoning section 606 the

oPAth state information indicating that the path is

[ @Lﬂlty, [0072:i According to the enbodi nent shown in

Si bl Ity while enjoying the
i i efRad Gafa  LrBnaH EePBR=UHI YUBTOES o tife-up signals

connecei onl eas protocol. The general. versai-i ity of
TU G e atinde a GHIEEE ProtsehlV Prisyides earhopen wortipites a

bus at the same tinme_ 20A conmuni cat i'on. path is .
SWIditided Lever Shér the wddtteririets anstilosi ol counvihas over

reached a predeternmined valuelt is thus possible to
Chep rGasiin isy ttichovertlof path due to a tenpor ary fault in

a communi cation pathlt is also possible to switch over

a patehkhwhiheeistdentnd piend iant 6@fsitentef aulfbrand 125 an the

per manent fault.
state of the path from the home station to each communication
station.

Registering section 607 determines that the
communication path is faulty when the count value of the
counting section 605 has reached a specified value and
registers in the path state storing section 606 the path state
information indicating that the path is faulty.

[0072]

According to the embodiment shown in Fig. 7, it is
possible to assure reliability while enjoying the high-speed
data transmission unique to a connectionless protocol. The
general versatility of the connectionless protocol provides
an open control bus at the same time.

A communication path 1s switched over when the data
retransmission count has reached a predetermined value. It
is thus possible to prevent switchover of path due to a
temporary fault in a communication path. It is also possible

to switch over a path while identifying a transient fault and

a permanent fault.
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(6) Sixth eiftodinment Fig. 8 is a block

di si grm of anot her enbodi nent of the invention_

In :fig. 8 a multiplexed communi cation station 70

includes a nmultiplexed unit 7l1a, 71b. the illustrated

exanple, the unit is uplicated. Tbn units 71a, VIb

each has the sanme configuration as the comrunication

station 40 shown in FigOne of the dual units 7la and
[0071pb SEYCVe.53 as an actiY:e unit and the ot hEn-

serves: as a standby unit .separate a:lc-hie:7,S 1

‘H (6@ Ssztuathb i@ hder | O pn 1Communi cat on secTion
O each .Eacib un.Lt1l X (2.011fl eC Led. 20 tlne

mul g4 i Isstl%xgcloqe%@eyabggw gh ﬁ&@h%fﬂ%lﬁ‘b@ ?nﬁfggf%e

-pth) | CC .ssume t at the unit

invaetiye and the unit 71b is s ta nd byAnoti-gm st:Eg.
ion. 72 -L-rcn-, mtting t t he. I'tiplexsid comon | _
cats ta.Lion, 70 _nerf Sft:nun:l ions to.the
acﬁﬁbeguﬁrtqaia H?uf %% T ﬁﬁ?mmﬁiﬁiifqWIStatlon 70

. corftnuni cati.ons w 11V e nn|I 1 at On

inc fGJLTUTEIL 00 M CAE S¢1 "Bath, tpnghe 1llustrated

comuni cation station 72 ret ri es conmoni cations the

exa“&f]a%dwl%ﬁﬂltﬂé dep 1l 62 XP ahdt vy idravildg | dPecechthas

the éame configuration as the communication station 40 shown
in Fig. 4. One of the dual units 71a and 71b serves as an active
unit and the other serves as a standby unit. A separate address
is assigned to the low-priority communication section of each
unit. Eachunit is connected to the multiplexed communication
path (main path and sub-path).

[0074]

Assume that the unit 7l1la is active and the unit 71b is
standby. Another communication station 72 transmitting to the
multiplexed communication station 70 performs communications
to the active unit 7la. When it has failed in communications
with the active unit 71a on whichever multiplexed communication
path, the communication station 72 retries communications to
the standby unit 71b.

[0075]

Fig. 9is an explanatory drawing of switching of a control

right in the embodiment shown in Fig. 8.

Each unit 71a, 71b includes self diagnosing section 73.
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right in the enbodi mrent shown in Fig, 8. Eacln nnit

71la 71b includes self diagrg)sing section 73.

Assune that the unit 7la is active and the unit 71b is

S tandby, The sel f- diagnosing section 73 in

the active unit 7l1la, on detecting a fault, places

itself in the standby state and 5 halts

comuni cations. When the unit 7la has h?Ited .

co t he stan unit 7lio C tse
thggggkﬁgekgﬁgtghan s?a??é %Snﬂﬁﬁ%ggtg%ﬁét %d””t 718 is

¢ d%adcasts to the other communication stations that it
SEAEPYow an acti ve unit, The other communi cati on.

sta on 7 cludes a. table 74 _10 storing

i nf i‘Pﬁaﬁ?gﬁ gbﬁgﬁﬁ?&ﬁguﬁf%?téfmt he h%l*%}i'%laé@d’@:omﬂw ila,
Pat ion station 70 is active. The cxmmuni cation

on dehEFbnng2ar ef et EncRsaERE | hPot Aatlh o stdredii stthée and
table. 74 to performtransm ssion to the active unit,

halpy r eeaminAgas isrsadcastiheromthhe uniitt 771 | heke halted
commAi cat i eh station 72 updates the 15|nfornat|on

commgnihettiabise e [90F6dby unit |"Akt hel anbodi teat f shownhe
in Fig. 8 a multiplexed comuni cation stat |ion

actagsusesthi ghilyst et t abl @umeconnani cas | ans b {LRFHs 20t the
Sevent h enbodi nent Aut henti cati on section nay

othbe Promiidédaitnohhe teamuum catiton tstiat noy 40 botkveThnit.
The authentication section perforns authentication

bet weenoth gh- siveliht ¥a €0BAUSE g8t bOM SeGld AMdN 2 table 74

separate co:4m |l mcation stations and 25 enabl es
sto€QAYUNE abi-AAS i Bet ween @Hﬁﬁﬁnthﬁékedo%ongH@'Cﬁhi@?plexed
communication station 70 is active. The communication station
72 references the information stored in the table 74 to perform
transmission to the active unit. On receiving a broadcast from
the wunit 71b, the communication station 72 updates the
igformation in the table 74.
[0076]

In the embodiment shown in Fig. 8, a multiplexed
communication station assures highly reliable communications.
[0077]

(7) Seventh embodiment

Authentication section may be provided in the
communication station 40 in Fig. 5. The authentication
section performs authentication between high-priority

communication section in separate communication stations and

enables communications between authenticated communication
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stati ons, Fig, 10 shows a particul ar
configuration exanpl e authentication section,
Wil e the configuration of authentication section is
shown in Fig, 10 for conveni ence of explanation, the
conmuni cation station 80 aaso includes the conponents
of the communi cal -on station 40, [0078] Public key
generating section 301 generates an 10 el ectronic
statpobki.c key K2 to be exchanged between the honme station
and anot her conmuni cation station froman el ectronic
privat el1keyHiwaund qgertoctihe rhame sitattonion examplKeyf
transmtting section SO2 broadcasts the generated
authpdblcetkey K2cteoal.l comruni cation stations, 15Conmmon
key genetglLing section 803 generates, on a per c

OLgAMMAT + ki, CG%fl%%raﬂybﬁnéﬁ'éﬁkﬁ@ﬁ@léatﬁﬁnegeeﬁionr1s
(mn cc:mu:on key K3 line to conmunication stations 80

ShowI:'}nd §1 }f'fqm al@u@d§ I&%\ﬁ 1errf‘ccee| Y e&?)ma%%l%wer the

station and the prlivate key KT of the home stat’ion

commegg ?E?PS$S£ glgﬁngﬁagfgog%ﬂyﬁﬁaggwﬁ%%ﬁiiﬁ?é%ents of the

||na Ion S generati ng

comm gg uses4oor exanpl e the. Pllfer-kbllnan
HB%HS PBOSE@F&P@ a conmon key froma. private key and

0073 publlc key [00791 Ts-al:Merit :Lc:aillon pa
ans.mi 1:. t l.r[c; section 801 Lises the

Public key generating section 801 generates an
electronic public key K2 to be exchanged between the home
station and another communication station from an electronic
private key K1 unique to the home station.

Key transmitting section 802 broadcasts the generated
public key K2 to all communication stations.

Common key generatihg section 803 generates, on a per
communication stationbasis, anelectronic common key K3 unique
to communication stations 80 and 81 from a public key K2’
received from the other station 81 and the private key Kl of
the home station and stores the generated common key in the
communication station 80. The common key generating section
803 uses for example the Differ-Hellman method to generate a
common key from a private key and a public key.

[0079]
Authentication packet transmitting section 804 uses the

generated common key K3 to encrypt a packet or appends an
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aut hentication. value to a packet, The authentication
packet transmtting section transmts the encrypted
packet or the packet to which. _

t heaut henticationvaliic?i s attachKito another

comuni cation station 31. 5?Authentication packet
receiving section 805 decrypts a packet received from
the other communi cation station 81 by using the conmon

i i is.all d
autggﬁtgcthBDdgggﬁg]985a3§§ggk 1qr%%%péégﬁﬁb§€%85g$§|BECket

ased on the common key an e ‘aut

traﬁéﬁ%'ﬂ%ﬂ t etCQ o%acégfeatnsm]i%[ 00t0 S Yy K ypgg]gg‘tceor the
g08 “Up it e Key*TorVRVer y

section ates a priva
a conmon key.

ined ti t 0, updat.e, [ y
pacfEER ‘?’nhﬁmﬁﬁs%%:? O PS08 Cet orBsT Al BomToRt keghpdsto another
bef ore, urKl at e and | at est caranel: key, and confirns
COMIRN &Gt h&RTT e5fFdR"15 lval ue b;'). using the |atest
co n key OD receiving a packet. In case the
co ?Fh%?%bﬁaFéOHe@%?h?ﬁe%?QQHY4QgﬁﬁﬁCHHﬂ@ 66 Hemirpgts a
section 806 confirms the authentication value by using
packgk EBRfiDHCKey fPdst Nsefadhe wpdatenication stdetadi 1y by
section 307 decodes a packet by using the common 20
usiggythel FSmenoke yupdatoe ofeticheniratestheommn &eypf Din is
whi ch the authentication value is confirmed valid.
allppedassecti oh8Obrgenekatesna publictkeyri E2tf68Malue
the private key Ki of the hone station and broadcasts

attateedener tbhedpapkbtic key K2 to all. conmunication
stations,
[0080]

Key update section 808 updates a private key for every
predetermined time to update a common key.

Confirming section 806 stores a common key just before
update and a latest common key, and confirms an authentication
value by using the latest common key on receiviné a packet.
In case the confirmation is determined illegal, the confirming
section 806 confirms the authentication value by using the
common key just before update.

Decoding’sectionéﬂy7decodeseapacketkn/usingtjmecommon
key just before update or the latest common key for which the
authentication value is confirmed valid.

[0081]
Fig. 11 is an explanatory drawing of the operation of

the authentication section shown in Fig. 10.

In a communication station 80, public key generating
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In a communi cation station 81 also, the public. key ,5
generating section. 801 generates a public key. 1(2
fromthe ivate key ICL" of the hone station and
broadcasts 4, -Jhe generated public key to all.
comuni cation stations, 0082] In the comrunication
station 80, conmmon key generating- 10 section 803
generates an el ectronic common key K8 unique to the
sectdconmifilcaehonatst at irorsl 8O kand K81t Foam tdepihidc eer K1
K2' received fromthe col mtnication station 81 and

of thhenphivataetkey. akKli ofroblieahbre tskatkdBrated public key
in the conmunication station 81, the OLTYMIi 15 key.

K2 tegenenatdonghurSectdion 803 igenerates an el ectroni ¢ common
key K3 unique to the communication stations 80 and 81

frem the.pubhi eckeyoK2 Jiegainedsf rgmsthe Leation,

station SO and the private key hi' of fhe home stafion

generatin secti|ﬂ1§5ﬂs %ﬁ?&a€@§haCQEHPP£C§£%0Q2St?Egﬁnthe

generates and 20 sto a conmmon Key serving as a

. SSWOIL et ween -ltsel f ,and _anot her
priv gy RS O e SR ass ot BR PRl I he gepgrated
station, 80, uthenticatioqg$acket.transnitting.

PUb L& °8n 804 s €€ T HE geHerdt et Torffbh' key K3 to 25

gcrypt a packet O adds on authentication value to a
[008% cket,

In the communication station 80, common key generating
section 803 generates an electronic common key K3 unique to
the communication stations 80 and 81 from the public key K2’
received from the communication station 81 and the private key
K1 of the home station.

Similarly, in the communication station 81, the common
key generating section 803 generates an electronic common key
K3’ unique to the communication stations 80 and 81 from the
public key K2 received from the communication station 80 and
the private key K1’ of the home station.

In this way, each communication station generates and
stores a common key serving as a common password between itself
and another communication station.

[0083]

In the communication station 80, authentication packet

transmitting section 804 uses the generated common key K3 to

encrypt a packet or adds an authentication value to a packet.
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The aut hentication packet transmtting section. 804
then transmts the encrypted packet or the packet to
whi ch the authentication value is attachedtx)the
conmuni cation station 81. 5In the comunication
station. 81, authentication packet receiv:section 805
decrypts a. packet received fromthe comunication
station 80 by using. the common key K3' or determ nes

Thevwgﬂﬁﬁgnﬂfgéﬂgé '1|5%H@ Io%@QnPﬁ%%@%ﬁgchﬂgﬂ?Q§Fo%O&eythen

K3' and the aut tication value a

traHéﬁEﬁE t%%[%%%ggggéh;ﬁfcke%ngft%E%P%Efg$%gkne %;?%ﬁ@he

ou BRRRLLE R 00l Lanamiated Somot generate 2. oo,

transn1tted packet . Thls assures the security of 15
81- comuni ci ons. By providing high- priority
connunlcatlons with e cemmon keé IS possible to
pr et/erit! S SOEEWILGR Lt sk aith OapBA / |@\7\Fb?nbw@ylon packet
conununi cations from having an influence on high-
recopry ory . 6§CEernunifcatdonsyP{0085paghes) rEicghitted from the
enbodi nent Fig. 12 is a bl ockranms show ncl anot her
comphbei hepl ot atthen nY@nbiyonising the common key K3’ or

determines whether reception is allowed based on the common
key K3’ and the authentication value attached to the packet.
[0084]

According to the embodiment shown in Fig. iO, a
communication station to which a public key is not transmitted
cannot generate a common key so that it cannot wiretap or tamper
a transmitted packet. This assures the security of
communications. By providing high-priority communications
with a common key, it is possible to prevent a security attack
in open low-priority communications from having an influence
on high-priority communications.

[0085]

(8) Eighth embodiment

Fig. 12 is a block diagram showing another embodiment
of the invention.

In the embodiment shown in Fig. 12, routers 90, 91 to

perform path control of a communication path in accordance with

Internet Protocol are provided on a main path and a sub-path
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In the emhodi mrent shown in Fic 12, routers 90, 91 to
perform path control of a comunication path in
accordance with 25 Internet Protocol are provided on a
mai n path and a sub-path respectivei.y " The nmain
path is conposed or SUb --networks in t.Er
cs":aansoted by the router 30The. sub-path is

conty. naned of sub-networks 12a, 12b interconnected by

esgehe iruter 9he Qa0ASHEH is composBasot esymstaryshial iian,,

exi sts on a sub-network. The master station transmts

11b s’ilﬂtb%%hne@t%rk‘)(y diRgNES LAY 4§ a”%‘heTEGbLEFa@B 15‘%‘&3}‘%@'osed
dlagn05|ng t tane no Hides :iIs:tat:mt |on on

of §Hﬂn%é Wﬁﬁy tfﬁ%*&%%%f%&“ﬁé%%g@ eﬁagﬁe réutépe9l

ot her cc ifor,tmcation stations pres
[008%ﬂb net wor k to whi ch. the 10 home : st at |t.|n bel ongs
d intormation on the p h between the hone station
master sta resent, on sun- pet
ahi chS%%nee Rashe R Bl B B Bl omg uBEh R D he
the C. OWUI -1 icaticin station 20 serves as

I .
maSttGPFe Sttr?%'tonr B AavidmThe S et wer e neL ff rame -
12a. ' The COPMB11"11Lj. on

The inter—network diagnosing frame includes information on the
path between the home station and each of the other
communication stations present on a sub-network to which the
home station belongs and information on the path between the
home station and the master station present on a sub-network
to which the home station does not belong.

In Fig. 12, the communication station 20 serves as the
master station on the sub-network 1lla, 12a. The communication
station 23 serves as the master station on the sub-network 11b,
12b.

[0087]

In the communication station 20, path state storing
section 221 stores path state information indicating whether
the communication path from the home station to another
communication station is sound.

Diagnosing message receiving section 222 registers in
the path state storing section 221 the path state between the
home station and a communication station present on a

sub-network to which the home station does not belong based
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station 23 serves as the master station on the
sub-network lib, 12:a [00871 In the

communi catton station 20, path state stoting section
223 stores atin state. intonnation indicating whether
'20the coriumani cat ton math fromthe hone
std.-L.3 0r; ti O another commhnication station
resound. Di agnosi ng nessage receiving section 222 re:

on tﬁgrﬁa A LPStBa Hf }ﬁg%l%koﬁhggu% %t&%n 21 t%e Qgetwork
;

stat’e et ween one station an

- ent b- network to which th
dlaé#g% 06 %KH elgﬁb b%é%@p58n5¥ﬁanbafﬂ ﬁgte 2, the
nat on included.in the |nter- mork d|a nosi ng
dla??aﬁéng lﬁe?ﬁ898x£ﬁﬁFéV§H8mﬁeCﬁlﬁPg, S rephgtar égﬁ8§| Rgth
sage rec \Ti ng section 222 reglsters t he path
StagEz%eég{?e% Eﬁ tHE"EBnAD R eaLT oht s arilorn 9@ gagmgnication
comruni cation station on the sub-network lib, 17b.

Stat%?% PRahBfi ftPngeseerion 1223 1sél-ect s either the main
"path or sub-path in a.ccordance with the information

i n Bhe2 patdnsnateisgopeagisactrense2ecandet cansnihs main

data. The path state storing section 221, the
patl@lioelsgﬁ@brpgtmoim@m@geiarmwthgtm@dnf@mmzownﬂncta:teapath

transmtting section 223 are provided in a naster
stastattoniandsetheoont Genl ecomminiacairians staatd.ons.

The path state storing section 221, the diagnosing
message recelving section 222 and data transmitting section
223 are provided in amaster station and the other communication
stations.

[0088]

Selecting section 224 prepares a list of the network
addresséé of all communication stations present on a
sub-network and, in case the address of the home station is
one uniquely determined from predetermined conditions, causes
the home station to operate as the master station on the
sub-network. The address uniquely determined refers to, for
example, the highest address, the lowest address, and the like.
[0089]

Fig. 13 is an explanatory drawing of a procedure whereby
a communication station obtains path state information.

In Fig. 13, communication stations other than the master

station are called general stations. Sub-networks A and B are
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[0088] Selecting section 224 prepares a list of the
network 15 addresses of: all conmunication stations
present on a sob-network and, in case the address of
the hone station is one uniiiuely ueterm ned
irc.)nprck:termned conditions, causes the home
station to operate as the MaSter station on the
sub-networ k. The address uni auei.v determ ned refers

intéocdonic20c@xanpl enct Bephhghest address, sithe Jowest o o 4
address, and the like, [0089] Fig, 13 is an

a geaxdplanatords A aw Qgeoﬁn@eEEgﬁﬁg%%%ﬁMhebﬁbyhg'sub—network

comuni cation station. obtains path state i nfornation:

s, 10 ks SomIUD ool 90coCall e puer DR e,

master station are call gener

: §%¢¥ s A and. 13 are i nterconnected. On the
lntsu -#ﬁ%%&g "A, a master station sand a general station

oodhy are interconnected. On the sub-network Fa, a master
[ %ﬁ%ﬁion b and a general station b are interconnected.

5[ 0090 I n_such a network, processing is nade
inq?hng@IFoﬁﬁﬁﬂoﬁkocEHBF§§Slng 1S n¥fe generalfollowing
station a/ cyclically transmts via nulticasting the
pro qghﬁﬁion state fromeacgim:q:ation in the hone 10
sub-network to each of the dual pathd in the hone sub
- nétifor lgeneral stEdcierst at'i omy havdangly eceiaethihe via
receotlon state, acquires path state infolqgflation
nul i Ghttiie horer star T onn t<o-athe fdiost aathsttatiofe in the home
sub-network to each of the dual paths in the home sub-network.

Each station, having received the reception state,
acquires path state information 1 from the home station to the
distant station.

The master station in each sub-network cyclically
transmits via multicasting the reception state from the master
station in another sub-network and the reception state from
each station in the home sub-network to each of the dual paths.

Each station, having received the reception state,
acquires path state information 2 between the master stations
based on the reception state coming from the master station
in another sub-network.

Each station acquires path state information 3 to each
station in the master station based on the reception state in

the source sub-network.

In this way, each communication station can determine
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The master station in each sub-network cyclically h
transmts via nmulti casting- the reception stats from
t he master station in another sub-network and the
reception state fromeach :station in t he home sub -
etWOrk tO each of the dual pattis. Each
station, h.:tying received the reception state,
acTiires path state information 2 between the master
stations 20 based on_the reception state camng fro
the o e QUatToh Th BroRet: St het Werk, (e bath State
nf Eac statLon acquires path state information 3 to each
Infodad 5 6H i fr the naster station based on the recerAtion
state in the source sub-network. 25In this way., each
[00% dhmuni cation station can determine the soundness of

each of the dual paths fromthe gctjh state .
i nfleremaiicer imery spowrpdo1Fighel énboedy hens Shovielipwing

Fi g, provides the follow ng" advant ages: (a)
advaEdEyaf: the stations C ---11-1 deternine the soundness
of a path, (h) A general station and a.

masteer Escat pontperstortm ong tdagasie teransme sseorotimdness of

ohta[n. information on a path to the 10 outside of the
a pdidne sub- net wor k. (c) Incase the patlistate

information of tliehonmef,:i..ation is fault: wthout

exgept i Bngeheird Icastea coPMUAhcatd ansseee sRbeRbuptRd-form

for a predetermined tine, a fault in the hone station
mul tiSass wrect shhiuss iadd @w petdse {0foAreubbeshoot prahat §Ghe
outside of the home sub-network.

(c) In case the path state information of the home station
is fault without exception or in case communications are
interrupted for a predetermined time, a fault in the home
station is assumed thus allowing use for troubleshooting also.
[0092] |

(9) Ninth embodiment

Fig. 14 is a block diagram showing another embodiment
of the invention.

In this embodiment, high-priority communications and
low-priority communications share a single communication
path.

A communication station 100 includes protocol interface
section 101 for performing high-priority communications and
protocol interface section 102 for performing low-priority

communications.
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1S[0092] (9) N nth. enbodi nent Fig, 14 is a

bl ock daagram showi ng anot her enbodi nent of the

i nvention, In this enbodi ment, high-priority

conmuni cations and 20 | owpriority conmunications

share a single communi cati on path.

comruni ati on station. 100 includes protocol interface

section. 101 for performng high-priority

comMunigeati-ens kanb ff adagoltdnt enbacenseat i edmd02itares

performng lowpriority 25 comuni cati ons. A
withhtgheprbapkohosht 6PARYE €Ee U0 SHOWN) GOIFBMH GRILSith a

with the protocol interface section 101 in accordance
highWibth o2 1hi g fb‘dmmdﬂi%fdéj)/o&m&éﬁ ' QﬂdpEBHﬁBHHcéﬂgiogith

communi cates wth the protocol interface section

thei 5%%%§faFgggg%%%éiéeé%%%ﬁiQ@btxhgo%%%@fagﬂéywwith a

rotoco mmuni catl o uncti on

el nting section. 103 and. 104 are provided to
e g?ngﬁghgéﬁ?ﬁﬁﬁg%é%)QMﬁﬁé%?ﬁ%%Tace section 101. and
[009% 2, respectively. These conmuni cation function. 10

i“mpi eneni ng section 103, 104 inplenments a

conmuni cation: function in the data ill4K | ayer

(seCBRUI-a7érY of VAant 682 1M € i tht 0alS Srodel” TR Btd ty 4

control section 105 controls transTaission. the ,
are prevzeffutfi Ceat CFRANE unethith A0 et Haig-2 Se Seicér on

103, 104 based -15 on the priority of the nrotocol.
101 "are  A8Awun] cHls € TRt | oA heisepl @prant hgaseetr i ghnedadon
. 104 -Tiltsa. franme into sub-frames below a certain
implepgmnite nicengt bt apd tldansm €4 tihe legsultts ng. coubufrianmes on

to the priority control section 105.
function in the data link layer (second layer) of an OSI
hierarchical model.

Priority control section 105 controls transmission from
the communication function implementing section 103, 104 based
on the priority of the protocol. The communication function
implementing section 103, 104 splits a frame into sub-frames .
below a certain frame length and transmits the resulting
sub-frames to the priority control section 105.

Communication function implementing section 106
implements a communication function in the physical layer
(first layer) of an OSI hierarchical model. High-priority
communications and low-priority communications share the
communication function implementing section 106.

The communication station 100 is connected to the

communication path 150. The communication path 150 is shared
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Comuni cation function inplenenting section 106 TO
i npl ements a conmuni cation function In the physica
| ayer (first layer) of an DST hierarchical nodel.

Hi gh-priority comunic.r.i.tiuns and low -.:,tiority
-omuni,, L.ions shay, Lh.,, comrunication function
i npl ementi ng section 106. The commruni cati on

station 100 is connected to the conmunication path

b 150105h§rgégnq uni cation gath,lSO is shared. . o

Y byl 0% pFi or i tydonmuin?ERt FOns hhahF gh- pHi%r i t yPigh-priority
comuni cati ons. [0094] i n the conmunication

COMIR 73 9 bl ement i ng section 103, a MAC addr ess

[oor% ister 121 stores a WC address corresponding to a
Br tocol for laigh-priorit:", comunications.
Transm ssion. accepting section 122 accepts a frane
t: r ARSI ® OB tIRe icghrunicarinohmst aneohid@Osection 103,
Reception accepting section 123 accepts a frame

a Mpcridieds Hyr adies tecomividi cabiren stld enldk@Gis 0rresponding
Comruni cation function inplenenting section 104 has a

to zpmcitarcodohb i guirgdt +momi, o ey MAGmaddress dregi streendal sefi on
t he conmuni cation function inplemanti ng section 104

accsporey adAC @ddiess acoiespandiRgmbO & HHiQqld f19y the
| ow-priority conmmuni cati ons, 1510095]

com@pet atitopnok tbhe ceanhodi. et c6POWohNaEEEpe 124 Wekhkibg 123
descri bed. Fig, 1513 a flowhart show ng

accabtalbsmrsskonepaGRAULE, - hEN ‘et ANSMH SS90 -5 on 100.

procedure of high-priority' 20 conmunicati ons,

M L S R T G LR ol
similar configuration. The MAC address register 121 of the
communication function implementing section 104 stores a MAC
address corresponding to a protocol for low-priority
communications.
[0095]

Operation of the embodiment show in Fig. 14 will be
described.

Fig. 15 is a flowchart showing a transmission procedure.

In the transmission procedure of high-priority
communications, transmission accepting section 122 appends
the MAC address of a MAC address register 121 to the source
address part of the transmission frame received from protocol
interface section 101 and temporarily stores the frame.

In case the transmission allowing signal output from the

priority control section 105 is High, the transmission
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address part of the transm ssion frane received from
protocol interface section 101 and tenporarily stores
the frame. In cast the transmi ssion. allow ng

signal output fromthe. 25 priority control. section
105 is Nigh, the transm ssion accepting section 122
passes .the frane to the pri.orlaty control |aSich

i mredi ately passes the frame to a comruni cali on

accep2mef keBtlonnptEnenRidd tRe seahd toneasethesity aRsMrol

sacn ornto,,ilno signal, output trorit the hrthil
sect&%%tlQ@5105wh§ch0W@th@15Eém§n1ﬁ§é§@sac@§@t Seatd oo 4
122 eps storing le frame and causes thga frane:
commhﬁlcﬂ@JQHIfUHEkHontDﬁpiéﬁ@ﬁ@lﬁ@'§gb@%ékﬁl%%g'ng%.case the
si.Qflal 1s driven Hgh. The priority confrol sec
0 t
tran%hghgﬂcﬁhgéggaﬁkgh§1§931 &Héﬁﬁﬁnf§§32gﬂeghxﬁ5gw¥p%ontrol

t Ly conmuni cati ons
Seth%§n2%2£S|on precghg F g 55%? 8r|?§C88 91§§§F38H5122
keep§h§%oFlg%nﬁ%ggh%§§%3¥¥£%gggééég%%gﬁ%mL!%%Faalt until the

transmission allowing signal is driven High. The priority
control section 105 controls the transmission allowing signal
based on the priority assigned to the protocol for
high-priority communications.
Transmission processing of low-priority communications
is the same as above.
[00906]
Fig. 16 is a flowchart showing a reception procedure.
In the reception processing of high-priority
communications, reception accepting section 123 compares the
destination address of the reception frame received from the
communication function implementing section 106 and the MAC
address stored in a MAC address register 121. In case a match
is not found, the frame is discarded. 1In case amatch is found,
the frame is passed to protocol interface section 101.
Reception processing of low-priority communications is
the same as above.
[0097]

The priority control section 105 classifies
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15 the of high-priority comuni cation, seceptan
accep,..1.nq se.c..-6160 123 conr..a,ires the

destin:ai.- ion address of the reception frame
received fromthe cnmmunicatarah tunction inplenenting
seelion 106 and the MAC address store::: in. a MA6

address 6TaaalLster . case a. match. ZOn0-13 toU R .;
itailleClLLSCarCtect.ca.se a match is toun!-L the

b Q. 4pr ol ,interface section.

CO@&E&%?%?%?%@E% ﬁlggfpoé’“%ﬁ Py e %T%u%lmlgaﬁ@nd
) control sectlon conmun

to %fﬁ%%ﬁ%y i > PO Y ot col e BRIty Gqritrol

lions i'nto gin -
r|or|t rot ocol communications, The
SeCqugrlﬁy con?ﬁ se@%l 105 Af WAyBL§F Ve aright to the
tra gansn155|on rlght to the transm ssion acceptance of a
f'Fdime “of "a* hFGREPPFEroLE. TH2pe stloedi Ut es ooy eotocol
frame is bein Eith.flitted. The priority contro
unlegst i g wost gF9@§a%%r%ﬁéﬁgsﬁnﬂﬁsmNQﬁﬂdto The priority
transndssi on acceptance of a frane of a lowpriority
COHEFB@OC%PCEhP@ssl%ﬁoﬂﬂéﬁﬂiranetksnbeﬁﬁgibnansh@mtedxandhe
no frames are waiting at the transm ssion acceptance
Lragpma shilgh-2 prepkRyelQf pr 6rrecel ofand dwaredicatiely protocol
causes the frane to be transmtted. The
Unl@ﬁﬁoﬁhpyheanframesestbemn@Oﬁra&@mﬁQk%dtﬁ@@sﬁbsik@ﬂe%fare
a transm ssion. frame by using the transm ssion
waigfihowang tsignatasent hat oh hectearsmcEsi on SOHALhObriority
transm ssion frames per certain tinme fromthe commun

protostlpnafdineticon 4tml enentdangthb seshian 103¢ rad 043t toq.
will drop below a predeterm ned val ue assigned to each

of the wommmi €atdan Ju |se
103: 101:2 [009% | AccolrE%fdr;&%tdoq{@%eéﬁbg%glﬁ%eﬁggéﬁﬁgsSlon

of &ntfhﬁsml§31gﬁt@r%m%oﬂyﬂd%¥ﬁbL@ﬂ@gtﬁgngﬁfgsfégnd?EOWlng

protocol and a. network
signal so that the transmission count of transmission frames

per certain time from the communication function implementing
section 103, 104 will drop below a predetermined value assigned
to each of the communication function implementing section 103,
104.

[0098]

According to the embodiment shown in Fig. 14, both a
network using an open standard protocol and a network using
a unique protocol to implement real time communications are
necessary in the communications between hosts, interfaces for
these protocols are provided in the same communication station
and the protocol processing function share the same

communication function implementing section and communication
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a uni que .protocol to inplenent real tine

comruni cations are necessary in the COMJ SOL Ca t

: LOOS between hosts; interface S. for these protocols

are provided in the sanme conmmuni cation St at ion and

t he protocol processing function share the sane 0

O:IMOin.:l.cation function in-Lola:fie t The.

section and conmuni cation path. This reduces the
pathhar dwagereasteanth€abh £al ayé Ngo £0Sdnd [QEY laying cost.

In the above enbodi nents, a commun ca ti on station is
[oooRresent in the operation monitoring apparatus in a

distr ibut.ed 5 control system [01001 Wi .le the

SOl IRNLS AP Snodiflepl. & é&ﬂhhnlkgeléﬂ' SeTRARE 1

triplicated or furt eing muiti
ere g R R PR aAa s +18-‘+%§9%'y°28fp°r PR Re st %uted
contdd ogg% |cat|on pat h, CLAI M5
[0100]
While the embodiments employ a duplicated unit, the unit
may be triplicated oxr further being multiplexed.
In the multiplexing of triplication or above, a single

main path and a plurality of sub-paths constitute a

communication path.
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[ 1] A conmuni cation control systemfor controlling

communxcat ons perforned between - plurality of commd.

ic ion stations that. are connected to comuni cation

pat hs being nmultiplexed with a main path and a

sub- path, the communication control system conpri sing:

first communi cation function inplenmenting seuticns

whi ch are nmultiplexed so as to correspond fi-h the
CLA&ﬁgn path and the sub-path respectively, and each of

i'ch inmplenments a communication function in a

physi cal |ayer of an 051 hierarchical nodel,' second

comuni cation function inblenmenting sections ch e
[1]mul hi pleex@thrSi@aS 4P C8ofit 8pONdWish clvhe i tipbexed11ldng

first conmunication function inplenenting sections
com§SReSL el e ARG -RG ML OF MY 6No{ APL BIBRIF Bommunication

comuni cati o unction in a data |ink layer of the 051

hi.er ar chi cal _nodel ; hi gh-pr.i qri.t :
Sl N Gt oL Bedi BT TS bel for NG REAFT RTEys Peing

comuni cation via.the commupi cation function. 20 .
muliApErent Wh@&%&]ﬁﬂ&&?%@é}?@ﬁﬁ%‘%ﬁ&fﬁ e Confiiinicat ion

corresponding to any one of the nultipiexed
CoNgFRHUFIYSAHETORQAPLr1Sing: | ow-priority

comruni cation secti n for performng a lowpriority

confumistat ¢onmyh acé heogonfund taeh o miodseteingring  sections

i mpl ementing section corresponc incr to the sub-path,
whichOardi gailmiphexbdpsbosis tiyo conmius watid ani tdeatieomaamd path

the lowpriority comruni cation section coexist in a

andSkRgl e eopruRi ¢akieR StallonNandN@ach of whRehse&@nNdments
conmruni cation function inplenmenting section includes:

a communication function in a physical layer of an OSI
hierarchical model;

second communication function implementing sections
which are multiplexed so as to correspond with the multiplexed
first communication function implementing sections
respectively, and each of which implements a communication
function in a data link layer of the OSI hierarchical model;

a high-priority communication section for performing a
high-priority communication via the communication function
implementing section implementing section corresponding to
any one of the multiplexed communication paths; and

a low-priority communication section for
performing a low-priority communication wvia the

communication function implementing section
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an address sto.cine section for storing MAC addresses

corresponding c.o the high-priority comrunication

section and 10 the low priority conmunication section

respectively; a transmtting sectionwhich

attaches the correspondi ng MAC address to a

communi cation frane dependi ng on whet her a

sm ssion reguestor is the nigh-priority comuni cation

section or the lowpriority conmmunication section, and

1.5 transnits the commuhi cation. frame to the

commmoti on, a receiving section which
coEB%%%?%gl%ng%tFﬁﬁtFBﬁ RMRE address of a conmuni cation

frame received fromthe first conmuni cation function

i pl gkt 1 h G NSelt FBNPHL PR 1 e NECREC iR $§ S tioreand the

the address storing section, and when a match is found
Loy P ¥ her torpatd®oi ¥ esiul ¢n @i arhe coegdisfedin a single

communi cation frame to the correspondi ng comruni cati on
commietiontion[ 2taThencoandni cati on control system

according to claiml, fu her conpris a
nui ttilcaste caddr essmsindciang osectinonibor imsp bemagyt Bang section
plurality of MAC multicast addresses-, wherein

inwhetea: destinati on MAC address oJ a comruni cation
frame received fromthe comuni cati on path matches

W t lranyd@nes ©f stbeiagdeessesnstrored tiot ihiye MMAC addresses
mul ti cast address storing section, the second

co EONTRRL R b FruRChi gR -biRbere Rt tBﬁmélQl@@Elbﬁnsé@@ﬂ@n and
the communication frame to the hiohpriority

th&OTAMND €88 1 Oy, SE6HhORi c8P¥on section respectively;
ot her w set hesecondconmuni cati onfuncti on

a transmitting section which attaches the corresponding
MAC address to a communication frame depending on whether a
transmission requestor i1s the high-priority communication
section or the low-priority communication section, and
transmits the communication frame to the communication path;
and

a receiving section which compares a destination MAC
address of a communication frame received from the first
communication function implementing section with the MAC
address stored in the address storing section, and when a match
is found in the comparison result, sends the received

communication frame to the corresponding communication

section.
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i mpl ementing section sends the conmunication franme to
the lowpriority communi cation section, [3] The
comuni cation control systemaccording to claim1 or
2, wherein units each including the highpriority
communi cation ion section, the [owpriority
communi cation section and the comruni cation function
i mpl enmenting sections, or units 20 each including the
hi rity communication section, the lowpri rity
conmuni cati on section, the first conmunication
[2]fun%hépgo#ﬂﬁhfgggﬁ?ﬂgc8§€£bQngyé{@htiﬁ%é¥%ﬁ to claim 1,
contfruni cat1on function.. ... i pi~enenting sections are
£ g&pvided and .nul tipl exed in a single ccrmun. caton
UEStati o7 PAnd '256ne unit serves as an. active unit and
the other unit serves as a standb nit. .
comﬁnWQiﬁ+?ﬁ?%oﬁ?ﬁﬁe%ﬁs?ﬁﬂff89(ﬁ%ﬁﬁ%ﬂqiﬁar storing a
coranunica.t ons p foined e tween a [Diu ra.1 ty of
Plugstimon Pt Mion THatiGE a9 Tonnect ed to
communi cati on paths being. nmultiplexed with a main ,
pat Whaneia i 2pt ht 1t del @0 Mt ¢ ¢ oh CdohEPBIMUSY SEEHOT
conprising: a high-priority comunication section for
fraper freceilivg da thiogh Lprei eommynd emvheine #Bitén Magchelsl ¥ 1kha any
the main path; 10a low priority communication section
one, $ Dithperddres sgs atloowd In thiet§AComigniceatvaddrehe storing
sub- pat h; a path di agnosi ng section for
seatiiagnosihg assoomndnessmoin ideet e n fpatdtiand tihelementing
sub-path; and a switching section for switching the
sece@UEcGatd athdgatdmilibn 0fat hen hfgbmpr torichy high-priority
conmuni cation to the sub-path when the main path is
conagnresedasdauldy, asma@ result of diagnosis by the
pat h di agnosi ng secti on,

otherwise the second communication function
implementing section sends the communication frame to the

low-priority communication section.

[3] The communication control system according to claim 1
or 2, wherein wunits each including the high-priority
communication section, the low-priority communication section
and the communication function implementing sections, or units
each including the high-priority communication section, the
low-priority communication section, the first communication
function implementing sections and the second communication
function implementing sections are provided and multiplexed
in a single communication station, and

one unit serves as an active unit and the other unit serves
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wherein the path di agnosing section includes:

a path state storing section for storing ath state 20
information of a path state froma hone station to
each communi cation station; and a fixed-cycle
pat h di agnosi ng section for diagnosing the

comruni cation. path fromthe hone stat Lon to each
conmuni cation station in a fixed 25wherein the

fixeg-c%cle ﬁa h di agnosi ng section registers the
38 At h*3YaPE Pt or mation obtained from the di agnosis
result, in the path state storing section, t he

fi xed-cycl e path di agnosi ng- section broadcasts a
ath diagnosis in _accordance with a multicast ,

ngotpocoF.OWB’fmFﬁFEF-ﬁ@t Pt isdol | SyStem  gpff gritred 1ing

mui t castaddresses are assignedtothe main Eath and the
CORpR pat bl pes [ﬁ;ﬁéﬁq}”éﬁﬂ bghteedch PedmTAitda® T GHP8IA G Lon

perforns broadcasting by using the IP nulticast .
st algdeess theitr espondpngecoed pat hcoalaet @t bet weehh$0 being

the main path. and the sub-path, as a. destination. IP
mu e essed arid Ir ecei epad hpatfl aisagnosits, palcketorpfunication

whi ch. destination |IP address matches with the IP
comut ¢l cagttaddeessrcoingspondi ng to each of the main

path and the subpath. :1.5 151The conmuni cati on

conta 0li Systrémraasordmignticatliainmséction for performing a
high-priority communication normally via the main path;

a low-priority communication section for performing a
low-priority communication via the sub-path;

a path diagnosing section for diagnosing a soundness of
the main path and the sub-path; and

a switching section for switching the communication path
of the high-priority communication to the sub-path when the
main path is diagnosed as faulty as a result of diagnosis by
the path diagnosing section,

wherein the path diagnosing section includes:

a path state storing section for storing path state
information of a path state from a home station to each
communication station; and

a fixed-cycle path diagnosing section for diagnosing the
communication path from the home station to each communication

station in a fixed cycle,

wherein the fixed-cycle path diagnosing section

57



10

15

20

25

wherein the fixed-cycle path diagnosing section

i ncl udes a di agnosi s packet transmtting section for
broadcasting to other communi cation stations a path

di agnosi s packet including 20 receive state

i nformati on. of path diagnosis packets from ot her
comruni cation stations, and on receiving a pathd
gnosi s packet, the fixed-cycle path diagnosing section
I

.egisters_in the path . .state_storing section receive
reod SREE S nEBP et Oh of ke bAEPFArGAnGs; O pabket Jgom the

. transmtted t.he hone station the receive state
dlaigﬁlP&rlﬁaﬁe&ﬁllb%eﬁﬁ‘g e IRfded ﬁfrf"n‘t%esﬁ%rcle‘?g o> pat H
di agnosi s packet, as the path state informatjon of the
comiifii Cari6h Wér St r‘g%ﬁ‘i’%%sh%%s%?‘é%%nbmagcas‘:s a
transmtting source of the path diagnocis packet. 6]
pathhdleshfEnF cad Font cldhﬁlcﬂor%kc@rﬁ“a&go? HHg 1t BFmtacol
or 5 further conprising: a mul tipl exed

of dorprrmiccatirot os1dt/i on where units each including the
hi gh-priority communi cati on section, the
different IPmulticast addresses are assigned to themain

path and the sub-path respectively, and

each communication station performs broadcasting by using the
IP multicast address corresponding to a path selected between
the main path and the sub-path, as a destination IP address,
and receives a path diagnosis packet of which destination IP
address matches with the IP multicast address corresponding

to each of the main path and the sub-path.

[5] The communication control system according to claim 4,
wherein the fixed-cycle path diagnosing section includes a
diagnosis packet transmitting section for broadcasting to
other communication stations a path diagnosis packet including
receive state information of path diagnosis packets from other
communication stations, and

on receiving a path diagnosis packet, the fixed-cycle
path diagnosing section registers in the path state storing
section receive state information of the path diagnosis packet

transmitted by the home station, the receive state information
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10 lowpriority conmmuni cation section, the path

di agnosi ng section and the switching section are

provi ded while being rmultiplexed, any one of the units
serves as an active unit and the other unit serves as
a stand.by unit, and a. different address is assi"nec
ot he high-priorityccm cam cationsection of each

15ynit, wher ei n ano;her connunication station
be whi ch erfq%ggsnsggtﬁr g%gg]éggb?ﬁg%g éyggrqgéps pgaec eedt, as the

comruni cat i onbydesi gnating the active , it, and when
patiyistehg tof ebRRbhPedtle thict ROTReN e F el A TR ¥iramanye home
one of the 20 nultipl exed comuncaton paths, retries
statol Woimunitcanes by Shit g éﬁﬂlﬁgeaoﬁéé}%ﬁaﬁgo%l%%@w packet.
standby unit_ [7] The communi cation control system
according to claim6, a self diagnosing sec,ion,
the self diagnosing sect ion in the active unit halts
a conmmuni cati on operation whi 1 e. placing the hone
.hit in 8 standby state on detecting failure,
[ 61t he T8tearainynuumida tpl cac esortthe harpes tiem tadavtdiencadtd wdaim 4
state so as to start a conmuni cation operati on when
or the fihgtetintdmded 4 snd he conmmuni cati on operation, and.
broadcasts to the other communi cation stations that
t he shofE Wit tehas beedi®i dathenastb¥eonUfthbreandits each
10each conmuni cation station includes a table storing
ind Rl N idHl catii g i eh pi tepfmdhiec il dd plsex@don,  the
conmuni cation sta. ion is active, perforns
lo&fﬁyﬁﬁBf%ﬁ‘“&dﬁh&ﬁ%&a%ﬁkﬁyes%@%HoWU'|€héeﬁ%ﬁ§DCUH%g%%%ing
Informati'on stored in the table, and updates the
{,nf [ LN e N LeceLvi he, - ;
o SaUCRN OB SaLT oh. “LE] TR SeRmhATSaT on Santr SRS
mul}yl le&ea(f,(:%rngr’ pgetgf ?htaeI Hbi’tsw.?gffég é’ysh'alne Elafvgzﬂrhlt and
i'agnosi ng sécfr on detects a farlure in the marn
a t he. pat h_di agnasi n ection broadcas h
end Bl Bhe e fo Bot HR AT o edt T o ST s =
is Iars]s?gfnleée‘go ¥1%| lreligh—priority communication section of each

unit,

wherein another communication station which performs a
transmission to the multiplexed communication station
performs communication by designating the active unit, and when
failing to communicate with the active unit via any one of the
multiplexed communication paths, retries to communicate by

switching a designation to the standby unit.

[7] The communication control system according to claim 6,

wherein the multiplexed communication station each includes
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[ 91The conmuni cation control. system according to
claim8, wherein when the lowpriority comrunication
section receives

t hel ow priorityconmuni cati onsecti oncontrols

transm ssion so that a. transm ssion. count per unit
time of lowpriority comrunication is equal to or
smal l er than a predeternm ned val ue, and when the

= Sgggaggg Boquicge%%&ggt received for eql to or nore

an a dr M ne me the lowpriority

Dl £2{ Eog section deéce{{%r@eft Al Lhe g, lreahglltg a
res ored to nor ratl on an S

ransm_ssi on control of the t-ransm ssion.
compyAaE AR oo G Ao, Ve k. SRS 16 o aerein fdt i a
val ue. [10] The comuni cation control system according
StanbEIéFﬁFe4onwﬁ€F§Fﬁ%ﬂ%IQEQQﬁQW%ﬁvprlorlty
conmuni cati on section recogni zesmain path as faulty
t hetNBVETFIGY 4 LE5P €dRABIATCAPBA. u%%%tlpoﬁh%@rﬁtrld’lesséate
transm ssion so that a transm ssion count per unit
so gneo oftahle 4 GwIprirord st icohanf et oh Wheredligl otpesr unit
smal l er than a predeternined value. 20 [11] The
halgenmmicoattiuon cedgritarobrsyst emactiot dineg dice samyt orfdieppther
clains 4-10, wherein in a case where the lowopriority
communication stations that the home unit has become the active
unit, and
each communication station includes a table storing
information indicating which unit of the multiplexed
communication station is active, performs transmission to the
active unit while referencing the information stored in the

table, and updates the information in the table when receiving

the broadcast communication.

(8] The communication control system according to claim 4,
wherein while the path diagnosing section detects a failure
in the main path, the path diagnosing section broadcasts the
failure in the main path to all communication stations in a

fixed cycle.

[9] The communication control system according to claim 8,
wherein when the low-priority communication section receives

a broadcast notice indicating that the main path is faulty,
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conmuni cation section is re to ring the main path as
faulty, while the sub--path is not under transm ssion,
the lowpriority conmuni cation section i medi ately
perfornms the high--priority 25 conmuni cation, and
whil e the sub-path is not under transm ssion and
there is no high-priority comrunication waiting to be
transmtted, the lowpriority comunication section
erforms the |owpriority communication, .5,6112] The
th%omﬁﬁﬂ‘@aﬂ%ﬁ“&%nt XOTE S S et or o Tigt 19 cl aﬁ%ﬂtr&?ﬁs N
further, conprising: an aut hentication sectian
Cr3ihiehs pett o?‘?rst%%gh%n’fi‘féats{“&)ﬁSB@PV\Eé’Hntthé’er CRERHR e
hi ci h-priority communication sections indifferent
Lovgomimui tiaf | 6ATEHALFERSOF0 1ds ¢@ RhabPe Tondift tati 6han a
bet ween 10 the aut henticated conmunication. stations.
prgdaie muenednhiieat i on control system according to
claim 12, wherein the authentication section includes:
a publd ehlegy theneratdagssenttiore fior ngéneeatingdafrrsqual
el ectronic public key to he exchanqgd between the hone
to sbat i ronrand heamot herp oimumninciatedn tstmat, i onise f rlewm-griority
el ectronic private key that is unique to the hone
comgtati @ax; ion sectiank®yt drmairses thengchseet hgratfloi s restored
broadcasting the generated public key to al
to CONHMAL Cape@AtsSbatl ia@@S;halts the transmission control of

making the transmission count be equal to or smaller than the

predetermined value.

[10] The communication control system according to claim 4,
wherein while the low-priority communication section
recognizes the main path as faulty, the low-priority
communication section controls a transmission so that a
transmission count per unit time of the low-priority
communication is equal to or smaller than a predetermined

value.

[11] The communication control system according to any one
of claims 4-10, wherein in a case where the low-priority
communication section is recognizing the main path as faulty,
while the sub-path is not under transmission, the low-priority
communication section immediately performs the high-priority

communication, and while the sub-path is not under transmission
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20 a common Key generating section which generates an

el ectronic common key that is unique to the hone

station. and another communication station froma

public key received fromthe another station and the

private key of the hone station, generates the

el ectronic common key for each communication. 25

station, and stores the generated common key; an
andaqyﬁgﬂgifgthon Ck%L &Ea@?pttég1 &%?gg(gkgwwght'n to be

pe#?orns at ?eg§9. it her éhcryp ron of a packe% Or
5 atta hgﬁgt gf fn aut hentjcation value to a packet b
ra&?i“‘r}%tt GEfet A el tBMDK Gt arisht O’ Sachiedspertorms

ei.t her the encrypted packetor the packet to which the
theg deHeRm Ot oh SRHIFIE 12 Gt ached; and an

aut henti cati on packet receiving section which perforns

at | east either decrypting of the received packet by

usi ng the common key or determ nation on whet her
[12]ecépei samingnigasibowednbaseds vAt ehe cophdhN & eyo ardctim 4,

the authentication value bei hg attached to the packet _
furth4)r Teeoommnt:cati on control sys cmaccording to

claim 13, wnerern the common key

genenatungsect cahgeneratteisirhehd ohmorr Adrke yuft henttheat ion

privateandt he public ke.y by using Differ-Heil man
betmethothe Hild] - dihieo comnddingatnirc saadnty ekcgsyshemn different

according to claim 13, further conprising: 20a key
comtpehale tS eckican ifbels Bpdatihg e commmkeyyion between

changing the private key per predetermned tine; a

t h eC QRFtNEM NG SRGT | QW 1&hh St est 4 heogommon key | ust

[13] The communication control system according to claim 12,
wherein the authentication section includes:

a public key generating section for generating an
electronic public key to be exchanged between the home station
and another communication stations from an electronic private
key that is unique to the home station;

a key transmitting section for Dbroadcasting the
generated public key to all communication stations;

a common key generating section which generates an
electronic common key that is unique to the home station and
another communication station from a public key received from
the another station and the private key of the home station,
generates the electronic common key for each communication

station, and stores the generated common key;
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bef ore update and a | atest common key, confirnms The
aut henti cation value by using the | atest conmmon key on
25 receiving the packet, and in a case where the

confirmation is determined as illegal, confirnms the
aut henti cati on value by using the comon. keyt before
upda: nd a decodi ng section for performng

decodi ng of the packet by using either the conmon key
just before update.or the | atest ccnmon. key by which_
L he Ut REREPEREFoR 08I BEGR oot #H TRt BN aPFREIon  Hpich
The communi cation control system according to any onc
pepfoRtRids LEaEG $5NRRAcPRFAYAL FOutYr af B?cb%Ff?ﬁ rﬁﬁ/ﬁf@ment
path control 10 of the conmmunication path in

of gt grdasEE IwietH Amiverk Het tPratsedet §Yprevndeth dr9anrgated
comruni cati on path, and the communi cation path

conmenh kdes anglurasmifs sfiblpesworixs deithg gpcrypted packet
.terconnected by the router. 1 The conmuni cati on

or dont neiclkyysttenwadcor dhaga2ohehai patEonwhet e nih addlashed;
master station exists on the sub-netwo ' t he

andmster station ano'mts an inter-net o k diagnosing
frame including path state information on the rths
bet ween duiehdromec it Bdn onparick @l | rearwaitshierg ¢ ormmimiaoat iwdnich
stations 20 existing on the sub-network to which the

pe hodEnStat len shek 0nps ranse pab hi sy alfe theaf eeoat ved wackdie by
pat h between the honme station and a master station

us By HH g offod: k8Yhor &1k ntig amhiiceh chh@hbBeRerSt@té®ttion is
does not belong., and each of al

al Lo Latd of shat ceRsoankthesphurad iy rfn22-ation value
sub-networ ks including the nmaster station andother

being attached to the packet.

[14] The communication control system according to claim 13,
wherein the common key generating section generates the common
key from the private key and the public key by using

Differ-Hellman method.

[15] The communication control system according to claim 13,
further comprising:

a key update section for updating the common key by
changing the private key per predetermined time;

a confirming section which stores the common key just
before update and a latest common key, confirms the
authentication value by using the latest common key on

receiving the packet, and in a case where the confirmation is
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comuni cation stations includes: a path state
storing section for storing path state infornmation

i ndi cati ng whet her the comrunication path fromthe
honme station to each of zEit10 her conmmunication
stations is sound; a diagnosi ng nmessage receiving
sectionregisters in the path state storing section the
path state between the honme station and the

det%%%q%%| %%'9@1%?%&'0%0% l%hgn F%nahQ%e%QQCQ%gﬂqb% l%e by

e home st at’i on oes not belon

the ath state hnf or t| includ in th
uSlnﬁte%-ne wor k- ke%rah%: l%fre upéeadce’da%t(?transmttlng

sec t| n_whi ch seleclaltherth maj n_pat h
b P IR COR T L PET T SR P Gt packet
pat h state storing seclLion and perforns transm ssion

2 %?l%lﬁt%f-tki%f CPESTOTFRRY SR C alt § oT” ¢ omedie Systigm-atest

accordlng to claim16 or 179 furthur conprisinn
comgogeKedt PHgV ek i Bt vt e yeher at @3 v 1 istl picondtigned as

addresses of all conmmunication stations existing on
valfife 20 sub-network, andin a case where an address of

the home station is the address that is uniquely

determ ned anong the |ist based on a predeterm ned

condi tion, causes the hone station to operate as une
[ledastler sbatmiiohcenhibthecsubrnét wpskemTheccodiugi icat izory one

control system according to
of claims 1 to 15, wherein a router for performing a path control
of the communication path in accordance with Internet Protocol
is provided on the communication path, and the communication
path includes a plurality of sub-networks being interconnected

by the router.

[17] The communication control system according to claim 16,
wherein a sole master station exists on the sub-network,

the master station transmits an inter-network diagnosing
frame including path state information on the paths between
the home station and all another communication stations
existing on the sub-network to which the home station belongs
and path state information on the path between the home station
and a master station existing on a sub-network to which the
home station does not belong, and

each of all communication stations on the plurality of

sub-networks including the master station and the other
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any one of clainms 1 to 18, wherein the high-priority
comruni cati on section perforns communication in
accordance with a protocol dedicated CO prpcess

control, and the lowpriority conmmunication
section Perfornms conmunication in accordance with an
open standard. protocol., [20] The commni cati on

control system accprding to any one of clains 1 to 18,

wherein the niggrgriorit¥ onmuni cation section
CORPUNEFRY £t 5t RasY Bne" o uﬁ?%Cess data, an operation

10 anount and an alarm and , .

t helDWRPF T oF FEY Bommailegt i et ohper PEPREHt PRELsState

~oneofi mapecata transfer, , ,
1n§qqr@§3aq]%ﬂ@|d&%§)§a@]é@*‘;lﬁ%; dgfle communication path from the

home station to each of another communication stations is
sound;

a diagnosing message receiving section which registers
in the path state storing section the path state between the
home station and the communication station existing on the
sub-network to which the home station does not belong, based
on the path state information included in the inter-network
diagnosing frame; and

a data transmitting section which selects either themain
path or the sub-path in accordance with the information in the

path state storing section, and performs transmission of data.

[18] The communication control system according to claim 16
or 17, further comprising:

a selecting section which generates a list of network
addresses of all communication stations existing on the
sub-network, and in a case where an address of the home station
is the address that is uniquely determined among the list based
on a predetermined condition, causes the home station to

operate as the master station on the sub-network.

[19] The communication control system according to
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any one of claims 1 to 18, wherein the high-priority
communication section performs communication in accordance
with a protocol dedicated to process control, and

the low-priority communication section performs

communication in accordance with an open standard protocol.

[20] The communication control system according to any one
of claims 1 to 18, wherein the high-priority communication
section transfers at least one of process data, an operation
amount and an alarm, and

the low-priority communication section performs at least

one of image data transfer, file transfer and message transfer.
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