
DESCRIPTION COMMUNICATION CONTROL SYSTEM TECHNICAL
FIELD [0001] The present invention relates system used
for a distributed control system or the like,
BACKGROUND ART [0002] 10The distributed control system
is used for plant. operation control In wide variety
of fields such n petrochemistry, steel, paper pulp,
foods, pharmaceuticals" and electric power,. [0003]
Fig, 1 shows an exemplary configuration of a
distributed control system, Referring to Fig. 1, an
operation monitoring apparatus L and a controller 2
are connected to a control bus 3 controller 2 controls
a plant 4 under the monitoring of the 20 operation
monitoring apparatus operation monitoring apparatus 1
is in charge of operation and monitoring of the 



plant The operation monitoring apparatus 1 displays a
screen    to perform control operation and
monitoring,. In accordance with thb scale of thn
plant; a plurality mf controllers are 25 diatributed
across the plant.The operation monitoring  apparatus 1
and the controller 2 communicate with each other to
control the plant via the control bus 3, [0004I Sensor
devices 5, 6 present ID the plant 4 detects the 5.
process values of temperature, pressure and liquid
level, Valves 7, 5 have their throttle opening
controlled by an operation signal given by the
controller 2, An analoe signal of 4 to 20mA and to 5V
output. from the sensor devices 5, 6 is input to the
controller 2. Based on this input, a control 10. unit
(not shown) in the controller 2 performs control
arithmetic operation and obtains an operation amount.
The operation amount. as output, as an analog signal
of 4 to 20mA and 1 to 5V, which controls the throttle
opening of the valves 7, 8. For example, by
controlling the .valve throttle opening 15 of a
reaction oven the process amount oil .temper attire or
pressure is controlled. [0005] The control bus of a
conventional distributed control system is a bus
dedicated to process control. The protocol for the
control bus is a protocol dedicated to process
control, In recent years, remarkable progress in IT
(Information 



Techuology.) or web-related. tecthnologies has
presented a. need for the open architecture of the
control bus for a distributed control. system. As a
request for the open architecture, a 25 request. for a
network that is based on Ethernet (registered
trademark) 2s on the rise. With th this background,.
it is under study to apply industrial Ethernet
(registered trademark) to the control bus for a
distributed control system. 5[0006]         The Patent
Reference 1 describes a communication control system
that employs a redundant configuration of a network
adapter tfansparent to a user application program when
a communication station communicating over the
LO(TransmissionControlProtocol/internetProtocol)is
connected to Ethernet (registered trademark) [00071 



Patent Reference 1.: JP-A-11-205.356
Industrial Ethernet (registered trademark) does not
currently satisfy the re,M1 time property or
reliability "requested in process control so that if
is difficult to provide such a communication control
system 1000 20In a conventional system, it is
difficult to implement open protocol communications
while assuring real time property  and reliability
from the following circumstances:  (a) Communications
over a standard protocol that is based on Ethernet
(registered trademark) or TCP/IP (Transmission
25Conrroi Prctocol/Internet Protocol) do not
sufficiently  satisfy the needs for real time property
and reliability when used in industrial. applications
such a process control.  (b) Communications over a.
unique dedicated protocol. for attaining real. time
property and reliability have only .5.. insufficient
compatibiJity when connected to another system or when
a network. device or software widely available on the
market is used. This does not sufficiently meet the
request for open protocol communications, L00101 10The
invention has been accomplished in order to solve 



the rtob.lems, An object of the invention is to
provide a comm-Lrnioation control. system capable
performing communications that .satisfy real time
property, high reliability and a need for open
protocol. communications by 15 introducing in the same
communication station critical
COMP:ftffitk_cdj.Cgisectionforprovidiigrealtiniroperty
arKihigh re-Liability as open commu.nicatien section.
DISCLOSURE OF THE INVENTION [00]-11 20In order to
solve the problems, the invention is configured as
follows: [0012] (Id A communication control system for
controlling communications performed between a pif
communicat 25 stations that are connected to
communication paths being  mrel.tipl.e2led with a main
path and a ono-path, the coffmunication control system
cromprising          first ce-Tmunication function
implementing sections which are multiplexed so as to
correspond with the main path and the sub-path
respectively, and each of which implements:. a
communication turic.tion in-a p075100.1 raver of an
051 hierarchical model;         second communication
function implementing sections 'ph:ion are mu.
tiplexed 30 05 to correspond with the multiplexed 



1.0  corrmunication function implementing SeCt"L 010:3
respectively, and each ef which implements a
communicaLion  function in a data layer of the OSI
hierarchical model;         a high-priority
communication section for performin a high-priority
coriimunicatr:on -7-la the first caimmulLi.cation 15
function implementing hection and the second
communication function. I -piementing section egeh
corresponding Lc any une of the multiplexed
communication paths; and a
1.o,,,r-pr:iordtcommunication sectir:n for perCorming
a low -priority communication via the fin:di
communication 20 function implementing section and the
second coimmdnication funrtion. iimple:ment-ing
sect-ion etch corresponding to the sula
wheitin lite high picigJritv- communic.ation section
and die low-priority communication section coexist in
a single 25 communication station, and           the
second communicati.on function implementing section.
includes:         an address storing section for
storing MAC addresses corresponding to the
high-priority communication section and 5 the
low-priority crimordnidat ion aection. respectively;
a transmitting section which attaches the
corresponding MAC address to a communication. frame
depending on whether a transmission requestor is the
high-priority comumnication section or the
low-priority comnun ca t ion section, and 



10 transrdts the coimminication frame to the
;communication. path;         a receiving section.
which compares a destination MPJ: address of a
communicafion frame received from the first
communication function implementing section with the
MAC 15 add re SS Sto red in the address storing
aect-Lon" and when a match is found in the comparison
result, sends the received communication frame to the
corresponding communication section, CO 20(2) The
communica.tion control. system according to (1) ,
further comprising:         a muiticast address
storing section for storing a plurality of MAC
multicast addresses,              wherein when a des
ina t jun MAC address of a commun icat ion 25 frame
rece'lved from the communication path matches with any
oneoftheaddressesstoraKililthetW:multicastaddressstori
ng section, the second communication function
implementing. section sends the communication frame to
the high riority communication section, and
otherwisethesecondcommunicationfunction implementing
section sends the communication frame to the
low-priority communication section. [0014] 



(3) The communicatcontrol system according to (1) 10
or (2)  wherein units each including the high-priority
C 01113110fsection, the fow-priority communi cat ion
section and the communication function implementing
sections, or units each including the high-priority
communication section, the low-priority communication
sectir,n, the first communication 15 function
impiementlnq sections and the second communication
function imialementing sections are prosHderi and
multiplexed in a single communication station, and
one unit. serves as an active unit and the other unit
serves as a standby unit. 20[0015j         (4) A.
communication control system for controlling.
communications perfoImed between a piiirality of
communication stations that. are connected to
communication paths being multiplexed with amain path
and a sub--path, the commniruHation 2 li control
system comprising:         a high-priority.
communication section for performing /a high -priority
communication normally via the main path;        a
low-priority communication section for performing a
low-priority conoanrication via the sub-path; 5a path
diagnosing section for diagnosing a soundness of the
main path and the sub -path; and a switching Section
for switching the communication path of the
high-priority cosmnunication to the sub-path when the 



main path is. diagnosed as faulty as a result of
diagnosis by 10 the path diagnosing section, wherein
the path diagnosing section. includes        a path
state storing section for storing path state
information of a path state from a home station to
each communication station; and lba fixed-c:ycjru
oathdiagnos-cnq section for diagnosing the cont.:nun
cation                  path from the 1-.Lome station
to each communication. station in a fixed cycle,
wheroin. the fixed-cycle path diagnosing section.
registers the path state information obtained from the
20 diagnosis result, in the oath state storing
section, the fixed-cycle path diagnosing section.
broadcasts a path diagnosis packet in accordance with
a multicast protocol of internet Protocol,
trerenr P murticast addresses are assigned to the main
25 path and the sub-path respectively, and  



each communication station performs broadcasting by
using the IP muiticast address corresponding to a.
path self(icted between the main path and the
..sub-oath, as a destination 1111) address, and
receives a path diagnosis packet of which destination
IP address matches with the IE' multicast address
corresponding to each el the main path and the
suh-path. 0 01 5 (the commun I. Ca ;ILO IA control
system according to (4 ) wherein the fixed-cycle path
diagnosing section includes a LU diagnosis packet
transmitting section :tor broadcasting to other
communication stations a path diagnosis packet
including receive state informatit:in of path
diagnosis packets from other communication stations,
and on receiving a path d1agnosie paci,..Et, the
fixed-cycle path diaqnoing section regi.sters in the
path state storing section receive state information
of the path diagnosis packet transmitted by the home
station, tiie receive state information being included
in the received path, diagnosis packet, as the path
state information oil the communication path from the.
home 20 station to a transmitting source or the path
diagnosis packet. 1. 0 01.7 (6)The communication
control system a ecording to (4) 



or CY:, further comprising: 25a 1))1il t: p .1 eYed
communj.cati.on station where units each  incioning
the high-priority corasturnLaation section, the
low-priority communication section, the path
diagnosing section and the switching section are
provided while being multiplexed, any one of the units
serves. as an active unit and t. the other unit serves
as a standby unit, and a different address is assigned
to the high-prior 1. t: y co.ulm.urLic.ation section
of a Ch Un t         wherein another c0111P.lunlcation
sta.taion which performs a transmission to the
multiplexed communication station 10 performs
caumunicati on by designating the active unit, and
when failinq to cammunicate with the active untt. via
any one of the multiplexed communication paths,
retries to communicate by switching a designation to
the standby unit, [0018i                 The
communication control. system accordin.g to (6),
wherein the .maltiple,,ind cPrmaunication station each
inciudes a self diagnosing section,            the
self diaghosinq section in the active unit baits a
communication operation while pit:loll-1g the home
unit in at 20 standby state on detecting a fa ore.,
the standby unit places the home unit. in the active
state so as to start a communication operation when
the other unit halts the communicatiton operation, and
broadcasts to the other communication stations that
the home unit has become the active 25 unit, and
each communioat:on station includes a table st.oring
Iniformation Ir:di cation which unit of the
muitipiezed communication station isacrire, perrorms
1: a "13:111 Lon La the active unit while referencing
the rnformation stored in the 



5fable, and SPda S he int (.)1:11aa :11 GIS in :the
table whenC hi 1 r`ig :,-)he broadcast communication.
F)0019I
Theconimunicationcontrolstemaccordinto (4), wherein
while the pain diagnosing section. detects a 10 in the
main path. the path diagnosing section broadcasts the
failure in the main path to all communiction stations
in a fixed. eye [0029: :9)tilecommunii cation tout:01
SySt em according to ( ) 15 whe ein when L r
comm.lin:calion t e i Olt ceiveL. a broadcast notice
indicating that the main path is faulty., the
low-priority communication section controls a
transmission Sc that a transmission count. per unit
time or lowtprior=, Y cosimunicdtion is equal to or
smaller than a 20 predetermined vlue,        and when
the broadcast notice is not received for equal La or
more than a predetermined time, the Low-priority
commtinication sectln determines than tne peth irs
rmuflonred to noImal operation and halts the
transwission control of  predetermi.ned [0021]
(10) The communication cont roil system according to)
wherein while the low-priority communication section 



5. recognizes the main path as faulty, the
low-priority communication section contrcls a
transmission so that a transmiSSiOn count per unit
time 0 f the iow-priority communication is equal to or
sma-I ler than a predetermined value, 10[0022]
(11) The communication control system according to
(4), wherein in a case where the low-priority
conuminication section is recognizing the. main path
as faulty, while the sub-path is not under
transmission, the low--priority communication 15eon
immediately perform. .. the high-priority
cemimin.i.cation" . and while the sub-path is not
under transmission and there is no high-priority
commun Ca IT. it On waiting to be transmitied" the
low-pri(Drity communication section. pertorms the
low--priority comm.:ideation, [0023]           (12)
The communication control system according to (4) ,
further compnising: an authentication section which
performs authentication between the high-priority
communication sections in ditferent. 25. communication
stations so as to enable communication between  the
authenticated. communication stations [0024.1
(13) The comumanication c:ontroi system according to
(12) , wherein the authentication section includes:
a public key generating section for crenerat, inn an
electronic public key to be exchanged between. the
home station and another comumnicatioi: station;-.;
from an electronic private key that is unique. to the
home stati.o.n.; 



a key transmittl.ng section for broadcasting the 10
generated. public key to all communication stations;
a .....ormmin key generating section which generates
an electronic, common key that is unique to the home
station and another communication station from a
public key received from the another station and the
private key of the home station, 15 generates the
electronic commm-,in key for each communication
station, and stores the generated common key:.
an authentication packet transmitting section which
Performs. at least either encryption of a packet or
attachment of an autheilticatien value to a packet by
using the generated 20 common key, and transmits at
least either the encrypted  or the packet to which the
authentication value is attached; and an
authentication packet receiving section which performs
at least either decrypting of the :received packet by
25. using the common key or determination on whether
reception is  allowed based on the common key and the
authentication value being attached to the pack(
[0025]         (14) The communication control system
according to (13) , wherein the common key generating
section generates the common key from the private key
and the public keyusing 



Differ-Hellman method, [00261              (15) The
communication control system according Jo (13), 10
wherein the authentication section includes:
key update section for updating the common key by
changing the private key per predetermined time;
a confirming  section which stores the common key lust
before update and a latest common key, confirn.s the
15 authentication value by using the latest common key
on receiving the packet, and in a case where the
confirmation is determined as illeg 1 confirms the
authentication value by using the common key gust bef
e update; and              a deco dine section for
performing decoding of the packet 20 by using either
the common key lust before update or the latest common
key by ich the authentication value is confirmed as
valid. 0271  communication piih in accordance with
Internet Protocol is provided on the copianinication
f.)at.n., and the cemmuni.ca LI. on pati.: includes a
plurality of sub ---na:tworks being int(rconnected. by
the router. i0028J           (17) The commohicaticpn
control sysie:mat.00fdIng to whertiin a sole master.
station exists on the sub-network, 



the master. station transmits :in inter-net:(surk
diagnosing frame including path state information on
the paths between. ID the home station and all another
cormrdmicstion stations      st ing on the
sub-netidiork to which the home station beiongs azad
path state Intcycipation on the p.atli between tThe
home station and a master station exist::no on a
sub-network t6 which the home station does not belong,
and 15each of ail com)ttunication sialions on the 1.0
-anIty of sub-networks including. the master station
and the other commdlnication statLons includes:
a path stair: storing se lion for storing path state
iniormati.on driddL:ai int:, whether tne coE111.10fli
c:::-u-Lan path from the 20 ho.m.e st.ation to each of
another communication stations is sound;           a
dia.gnosing message receiving. suction which registers
in the path state storing section the pafn state
between the home station and the communication
station. eXi en. the 25 sub-network to which the home
station. does not belong, based  on. the path state
information included in the inter-network. diagnosing
frame; and a data transmitting section which selects
either the main. path or the sub--path in accordance
with the information in the .5 path state storing
section, and performs transmission of data. [00191 



(10) The camp-, ni cat Ion control system according to
(17) further comprising: a selecting section which
generates a list of network 10 addresses of all
communication stations existing on the S b Ci t work,
and in a case where an address of the home station is
the address that is uniquely determined among the list
based on a predetermined condition, causes the home
station to operate as the master station on the
sub-network. 15100301         (19) The communication
control system accordini to (1) or (4), wherein the
high-priority communication section
performscommunicationinaccordamcewithaorotocoldedicate
d to process control, and 20the low-priority
communication section performs communication in
accordance with an open standard protocol_ [0031]
(20) The C 043-M:LI liation control system according
to (1) or (4), wherein the high-priority
communication. section 25 transfers at least one of
process data., an. operation amount  and an alarm, and
ttle low-pi:10r it y COrnIrnifliCatiOn LK:C:111On
prflAii 1 ft:L.; a ti beast: one of 1.u.nze data
transfer. file transfer and n:,..essage transfer ,
10032i (21 ) Aoc.ii-aurv[ c a ti.oncontrols ys ttmtt
orcontrol, commur)i cations performed between a
-plurality' collmllmicatitm stations that. are
connected to com;tmniicaLion paths being multiplexed
wIth a rmain path and a sub-p:)e)- the comminvpTat ion
control system c.c)ie[tn-Mg 10a high-priorit\i
communication section for perforifing et: 



high-priority communication normally ,la the
1tiJIpath);         a 1-- -priority communication
section or performing a.. Low-priority
cm.x.r.cinication via. the sub-patlu a p.,.3.1),h di
agnos1114scot:YI fcil a c).nc sing. a sou rmtn e:ts 15
the. main enth and the sub-path; and a switch.) ng
sectlon .e.or switch.ing tne comm.:mica Lion of the
1-d..(-)..1.1) Driority communication to the sub--oath
when the main path is llagnosed as faulty as a. result
of diagnosis h..s/ the path dianosing sebtion,
20[00331  (22) The communication ecntrti system.
according to L21): wherein the path diagnosing section
includes:         a path state storing. section for
storing .,),ath state information of path state from
a. hOTile station. to each communication. sL3tipn; and
fixed-cycle path di:.agnos.inc; section for
diag.nosing the common cation path from the home
station to e..S.Ctl communication station in a fixed
cycle,         wherein the fixed-cycle path diagnosing
section recriste.rs the. path S t. a t e inform.ation
obtained from the diagnosis result, in the path state
storing section, (0014) (23) The communication control
system according to (22), 



wherein the fixed -cycle path diagnosing section
includes a 10 diagnosis packet transmitting section
for broadcasting to other communication stations a
path diagnosis packet including TeCelVe state
information of path diagnosis packets from other
dommunication stations, and         on receiving a
path diaghos2,,,, packet, the fixed-cycle path
diagnosing sect-ion registers to the path state
storing section receive state information of the path.
di agnosi S packet: transmi.t ted b the home station,
the receive state Information be .1 rig included in
the ...ic,:iveCI path diagnosis packet, as the path
state information of the communicatio pa ti f .rom the
home 20 station to a transmitt-ing source of the path
diagnosis packet . [00351  (241) The
e0111111.1).nication control, system according to any
one. of (214 to (23), further comprising:         a
data transmitting section which transmits data to
another- communication. stat on , and retransmits the
data. when  s normal reception response is not
returned from the anothex. communication station
within a predetermined time; and         a data
receiving section for returning a normicl reception
response to a. transmitting source when data is
normally received. [0036]  (25) The communication
control system according to (24), further comorising:
a path state storing section for storing path state 10
information of a path state from a home station to
each communication station;         a counting section
for counting times of the data transmitting section
rethransmitting the data; and 



a registering section which, when a count value of the
15 counting section reaches a specified value,
determines the communication path as faulty and
registers the path state information :indicating that
the path is faulty, in. the path state storing
section_ [0037] 20(26) The communication control
system according to (24), further comprising: a
counting section for counting times of the data
transmitting section retransmitting the data; and a
switching section which, when a count value of the 25
counting section reaches a. specified value,
determines the  communication path as faulty and
switches the communication path_ [0039]            As
understood from the discussion, the invention 5
provides the following advantages:         (t.)
Critical communication section (high-priority
commumftation. section) to provide real time property
and high reliability and open communication section
(low-priority communication section) coexist in the
same communication 



10 station, This provides a communication control
system that. satisfies a request for industil-1
applications and a request for open protocol
communications at the same time,        (2) When a
communication path used for critical communications is
faulty, the communication. path used for 15 critical
coimunications is switched to a communication. path
tor open comm.u.nicat.ions. This prevents the traffic,
of open communi cat :I on s that is based on a 53 t
andard protocol from having an influence on the real
time property of critical communications, 20(3) Open
communications are under way with some restriotions
even While critical communications are using a
communication. path for open communications, This
avoids interruption of open communications.
(4) A common key to serve as a common password between
25 communication stations is- generated and the common
key is used   for authentication" By providiEq
critical communications with a comi-w-Ai key, it is
possitile to prevent a security attack via standard
protocol corrmaihications ftinth.aving an influence on
critical communications,          (5) A communication
path is being multiplexed while critical
cionmnnilcations and standard protocol communications
coexist. in the same coumamication station, thus
assuring- high reliability.          (6) There are
provided a. function to perform 16 acknowledgment
co"miuiEications with an actual communication :iming
and a luucLion to diagnose a path in. a. fixed cycle
Irrespectve of a commanicazlon timing, This allows
quick detection of a fuult in a path, which minimizes
the switchover time of c.ommunlca-Llon path thus
,--),F..il,Duting the rf-ca..., iine property or
communications         (1) A router is provided on a
corminnication path for inte.rconnecting
sub--networks, This readily supports network
connection over a wide area or a large-scale network.
Thesamecmpiphicationpathand 20trans:mittingirecolving
section are shared. in the same 



communicaIie,n station for communicefons that is based
on an open standard protocol and critical
communications, Thi reducee the component cost and
wiring cost, BRIEF DESCRIPTION OF THE DRAWINGS 1_00401
It shows an exemplar.'" configuration of a general
distributed control system.         (Fig, 2] It is a
block diagram showing an embodiment of the invention,
(Fig, 3j It is a. block diagram showing communication
function implementing section.         [Fig. 43 It is
a b icc kdia gram  showing an o tb er embodiment of
the invention.              [Fig. 5: It is a block
diagram showing another embodiment 10 of the
invention,        [Fig , t...* It is a block diag.ram
showing another embodiment of the invention,
[Fig. 7] it is a block diagram showing a n th.er
embodiment of the. invention,         [Fig, 13] It is
a. 1)1 oc.k diagram showing another embodiment of the
invention, [Fig.It. is an explanatory drawing of
swilehjng of a control right in the embodiment shown
in Fig. 



[Fig. 10] It shows a particular configuration example
20 of authenLictien section, (Fig,it is an explanatory
cirowi ng of the operation of the authentication
section shown i n. PICT 10,        [Fur, 12] It isa
block diagram showing another embodiment. of the
invent on 25[Fig. 13] It is an explanatory drawing of
a procedure  whereby a communication station obtains
path state informution.         [Fig, 141 it is a
block diagram showing another embodiment of the
invention,         [Fic, 15] It Is a flowchart showing
a transmission procedure. [Fig, lb] It isflowchaft
showing a reception procedure.       BEST MODE FOR
CARRYING OUT THE INVENTION 10[0041] The invbution will
he detailed referring Lc drawings. [0042] 



(1) FlIst embodiment Fig, 2 is a block Theorem showing
an fll.:0cdimoNt of the 15 invention.. In Fig. 2, a
communication. path 10 is duplicated by a main path 11
and a sub -path. 12, The communication path 10 is for
example the control bus of a distributed control
svstem,           A communication station 20 and
communication stations 20 31 to SN are connected to
the main. path 11 and the sob-path 12, [0043]
The communi:aLion station 20 includes a. unit 21 for
pi,..rformi:(rn communications. The embodiment in Fig,
1. includes 25a. single unit,           In the unit.
21, highcprioritv collmunication section 211. performs
highepriority communications,Low-priority
communicationsection212performslow-priority
communications..          High
-prioritycacmmunications transfer process data, an
operation amount, an alarm and the like, Low-priority
communications performs image data transfer, file
transfer, message transfer, ant the like.
High-priority- coumilmications
transfe-eminLenealtimedatas,Thilelowtprioritycommunica
tions iv are less real time than high -prierity
communications.         The high--priority
communication section 211 performs communications in
accordance with a protocol dedicated to process
control. The low-priority commuhication section
performs communications in accordance with an open
standard 15 protocol.The open standard protocol is for
example IP 



(Internet li-rotocol). 10044I          Communication
function implementing. section 213a, 213b is
duplicated. Communication function implementing
section 20 214a 214b is also duplicated. These
cormnunication function implementing section are
provided to implement the communication [unction in a
predetermined layer of an 021 (Open Systems
Intexconnection) model.                 The
communication function imidementing section 213a, 25
213b implements a connuni,iatlon function in the ph
sical layer  (first layer) of an OSI hierarchical
model.         The communication function implementing
section 214a" 2141--) implements a communication
ful-ICtion. in the data link .1.ayer (second layer) of
an 021 hierarchical model.         The 213a and 2:1.4a
E.i..rEE provided to corre S p S. d to the rfla path
11, The 213h and 214b are provided to correspond to
the sub-path 12. [00451 In the communication control
system shown in2; when 10 communications are under Way
normaty in which there is no failure in t.h{.:3
031MLUTI C ill OT1 the high priority conmthnication se
Ct. 1. Oil 211 uses the communication function
implementing section 213a and 214a to perform
communications; on the main. path 11, The low-p:1-hD r
t y coruminicatien section 212 uses the 1. 5COM:MU n
CLe.:;(1 tunction implementing section 213b and 214P
to perform COMMI:In cations on the suimpath. 12. 



c5A3tiefl the main. patb. 11 becomes faulty, the :Tt
igh-prio rity cocmiunication sect-ion 211 uses the
communication function implemenLug section 213b, :214b
arid the sub-path 12 to perfOrc 20 communications, In
this case, low-priority communications are restricted.
[0046i         The q -priorThi communication section
211 can perform communications by using either the
duplicated communication function implementing section
213a, 2j3b or the communication  fun,ction
implementing section 214a, 214b. The low-priority
communication section. 212 can use only its
corresponding communication function implementing
section 213b and 214b. in this way,
theirigherioritycommuni=tion section 211 .5 and the
low-priority communication. section 212 coexist in the
same communication station. [0047]        According to
the embodiment shown in Fig, 2, the high -priority
communication section to provide real time 10 property
and high reliability and low-priority communication
sect: on that uses an open standard protocol coexist.
in tiie same communication station. This providesa
communication control. system that satisfies a request
for industrial applications and a .request for open
protocol c oramitnicat ions at the same time, ii[0048]
3 shows an exe:mplary configuration of conummication
function implementilig section for implementing a
communication function in the data link layer. The
configuration will be described taldng as an exampi.e 



20 the communication. 11.inction Arlip.lementing
section 214a, The communication function implementing
section 21,41D has the same configuration,        In
Fig. 3, an address storing section 215 stores e MAC
address corresponding to each of the high-priority
communication section 211 and low--priority
communication  assigned to eacn ot the
hj-tcomlnication section 211 and low-priorit,
communication section. 212, [00491
Transmitting. section 215 appends a corresponding MAC
address to a communication frame depending on whether
the transmission requester iS the high-priority
communication section 211 or low-priority
communication section 212 and transmits the
commun',cation frame to a communication path.
Receiving section 217 compres the destination MAC
address of the communication frame received from the
cotmniication function imp.Hementing section
21.3.awit:h the MAC address stored by the addresu
siori.no section 215, and in. a match is round in the
comparison result; passes the received, 15
commuriction frame to the :aertinent communication
section (high-i:riority communication section 211 or
low-prd.oTity commnnication section 212). F00501
ArmAiricast addiess storing section ro stoics
plurality 20 of MAC mniticast addresses may be
provided in place of the address storing section 215.
In this configuration, the receLti-ng section. 217 of
the 



comftiiiicat-ion function implementing section 214a,
in case the destination MAC address of the
communication frame received 25 from the main path 11
matches any one of the addreses present  in the MAC
multicast address storing section, pasSes the
communication frame to the bigh-priority communication
section 211 and otherwise pasLies the communication
frame to the low-priority communication. section. 212.
5In this way, high-priority communications uses a MAC
molticast address for communications, .00511 (2)
Second embodiment Fig. 4 is a block diagram el another
embodiment of the 10 invention, In Fig. 4, same
components as the preceding ones are given the same
signs. in this embodiment, the unit. is dupiicatE.):d.
cuumnunication staLlofl 22 includes a dual unit 21a
and 211,The unit 21a includes high-priority
communication. 15 sect I. on. 211, ow -p r iorit y
commu fri cat I on sect ion 212, communication
function implenentinq section 2i 3a 2.13b, 214a 214b.
The unit 21b has the same configuration as the wilt
21a-in the illustrated ez.anTde, the unit 21a serves
as an active unit and the unit 21h serves as a standby
unit. 20f00521 



The active unit 21a performs communicai:i,ons. When
the active unit 21a turns faulty, the unit 21a h a 11.
ts cormunicat:ions and places itself, in the standby
state. The standby unit. 21ti switches to the active
.unit and Lakes over the :...ormmint_ations.  the
reliability (commurTicat1onsThe unit. may be
triplicated Or further being multiplexed... (3) Third.
embodilitent 5Fig. 5 is a block diagram of another
embodiment of the I nvention,         In Fig., 5, a
communication station 40 is connected to a main path
11 and a sub-path. 12. High-priority communication
section 401 perfMrms 10 high-priority cowmnin:,,tions
by using the main path II. Low -prkerity communication
section 402 performs lcwpriorstv communications by
using. the but; -paih 12. Path diagnosing section 403
diagnoses the soundness of the main path 11 and the
sub-path 12. 



Switching section 404 switches the cormw.nication path
between the h)gh -priority communication. section 401
and. its distant. party based on the diagnosis result
of the path diagnosing  sectiern 403, [00541
Restricting section 405 restricts communicarior: by
the imw-loriority cormiHHiicatimn section 402 based on
the Hia2nosis result of the path diagnmsing section
403. For example, the restriUtinq section 405
restricts the tfiri,pissimn. band of the low-prior ty
communication section 402, 25Transmitting/Receiving
section 406, on receiving a   transmission request
from the high-priority communication section 401,
sequentially transmits communication frames to the
main path 11 and passes the communication traffics
received from the main path. 11 to a destination.
Transmitting/Receiving section 407, on receiving a
transmission request from the low-priority
communication section 402, sequentially transmits
communication frames to the sub-path 12 and passes the
communication. frames received from the sub-path. 12
to a destination,         The trahsmitting/receiving
section 406 and 407 respectively correspond to the
communication function implement ma section 213a, 214a
and 213h, 21 4h in the embodiment sh6wn in Fiq, 2,
[00551 15In the embodiment shown in Fig, 5, in OSSe
the path diagnosing section . 403 has determined that
the main path 1]. is normal, the switching section 404
selects the main path. 11 as the communication 'oath
of the hi.qh-priority communication section 401. In
case the path diagnosing section 403 has 



20 determined that the main path 11 is faulty, the
switching section 404 switches the communication. path
of the high-priority communication section 401 to the
sub-path 12. In case the nath diagnosing section 403
has determined that the main path 11 is normal, the
restricting- section. 405 does 25 not restrict the
transmission band of the low-priority  communication
section 402.In case the path diagnosing section 403
has determined that the main path. 11 is fau the
restricting section 405 restricts the transmission
band of the low-priority communication section 402.
The path diagnosing section 403 also diagnoses the
sub-path. 12 and, on detecting a fault, generates an
alarm. [0056]        The oath diagnosing section 403,
on determining lat the main path 11 is faulty,
broadcasts the fault in the main path
toallconsnunicationstations.Thelow-priority
communication section 402, on eceivilg the broadcast
not that the main path. Is faulty, controls
transmissions so that the transmission count per unit
time of low-i..ssi communications will drop below a
predetermined value. When the broadcast notice that
the main path is faulty is not received for a
predetermined time, thepriority 



communication section 402 determines that the main
path is restored to normal operation and halts the
transmission control whereby the tra n SMi SS On
countkept oel.ow the predetermined valueS [0057]
The low-priority communication section 402 may control
transmissior so that the t. nsmjc.sion count per nit
time of low-priority communications will drop below a
predetermined  also in the absence of a broadcast
notice that the main path is fault 10058i The
low-priority communication section 402 immediately 5.
performs high-priority communications when the
sub-Tath 1.2 is not transmittini and. performs
low-priority communications when the sub-path 12 is
not transmitting and there are no high-priority
communications waiting to be tria-r=i tted, while it
is recognizing that the main path 11 is faulty.
10[0059]        Piccordidiq to the embodiment shown in
Fig. 5, the hiqh-priority communication section 401
and the low-priority communication section 402
respectively use separate path while the communication
path is normal, thus sharing communications 1.5in a
cm--restricted band.        When the main path turns
faulty, the communication path of the hi gh-oriori ty
combhibiation section 401 is switched to the sub-path
and the low-priority communication section 402 is
subjected to restriction on the transmission band.
This 



20 allows high-ori ority communications continues
while maibtainibq the corresponding band, thus keeping
the real time property. When the main. path is tailthe
comanm:L:ation path      the FM4-i-priority
communication section 401 is sicitched to the 25
sub-path although the low--priority coudnunication
section 402  is capable of performing communications
in a restricted hand 0060] (J) Fourth embodiment
Fig. 6 is a block' diagram of another embodiment of
the invention. Fig. 6 shows a particular configuration
execrate of path diagnosing section.         In Fig.
6, the path state st 0 IT q sect.1 lin 501 stores
path. state -Information on. whether the cbmmunicatin
path from the home station is sound per Interface and
per distant station. 10[0061]        Transmitting
section 502 receives a tg-..a sin" Ssion 1,6:1g e s t
tram the high priority comiLunicatIon section 401,
references the path state information in the path
state storing section 501, selects a sound
communication path and transmdts data. 15 thereon.
TJ:c tiansrnitrino section 502, in case a normal
reception response is not received, within a
predetermined period of time after data transmission,
assumes the communliation path as -faulty and reflects
this information on the path state 20 information in
the path state storing seotion SOL         The
receiving 503 recai.vesdfiatromthedistant station and
passes the received data to the nigh-priority
communication section 401. When receiving data from
the distant communication station, the receiving
section 503 



/..)returns .a normal reception response to the
distant  communication station.         In this way,
the transmitting section 502 and the receiving section
503 perform acknowledgment communications whereby
diagn OSiS is made based On Whet. her a normal
reception. response is received in return for data
transmission, [0062]         Fixed cycle path
diagnosing section 504 diagnoses the state of the path
from the home station cyclically per interface and per
distant cttation, anci registers the diagnosis result
10in the path state storing section 501. The fixed
cycle path diagnosing section 504 includes diaghosis
packet transmitting section 505 (not shown) .
diagnosis packet transmitting section 505 broadcasts a
nath diagnosis packet includinb the informat ion on
the rbbeiving 15 state of a. path diaqnbsis packet
from another ce-maRmication station to the other
stations, The fixedpat Li diagnosing section 504, on
receiving a path diagnosis packet, registers in the
path state storing section 501 the information on the
receiving state of a path 20 diagnosis packet
transmitted by the home station included in the
received. path diagnosis packet as the path state
information on the communication path from the home
station to the: transmission source of the path
diagnosis packet, 



r00631 Aninterface506 makesin rven on  communicat1ons
between a main path. 11 and a communication star.ion
50. The inter face iej makes intervention in the
communications between a sub-path 12 and the
commu.nication station 50, 5           According to
the embodiment shown in Fig, 6, a fsnction to perform
ac*nowJedgment. crmismunications with an actual
communication timing and a function to diagnose a path
in a fixed cycle irrespective of
acxilmuni.cariontimiri,,_uceN7oi.TiderL 10This
allow::: quick deLection of a Cault in. a path,
e ...N. 1 Xed cyc:la anita d I a CMG S q :1; C. t r; U
1 ma y broadcast a path diagnosis packet in accordance
-viith. the muiticas1 protocol or the IP fl7nror1Ce1t
Protocol).ir th1F.: case, a 15 SepaxareMultdcasr
address is assicned Co caen ot the main Path 1i. e d
the slth-Each oommuni_cat ion sration performs
Orrhad.casting dv arminq as a de:atlination IP address
the multicast arkfress ccilm:espondlu-Ig to a path
sgMecr.e71 het:ween this main paand suhm.Tdli and
receives a pEdii cliagnris 20where the (Fasta.patical
TA? address matClies title IN) fault:Least: adibmirss
ctrna.5{K:ndind to the main path or sLa)-path, 



With this operation, simulLaneous communications to a
particular. communication station are made possible
thh:-:: reducing- the number of communication
circuirs. By using the 25 IF- main: cant protocoj,
when networks are interconnected via   a router., a
sending station. may corununicate to a communication.
station on a network where the home station exists as
well as a (7.: 01E111111:d. Cat ion station on a
network connected via the router. This minimizes the
sit/It:di:Dyer time of. communication path thus
assuring the real f-me property of communications,
[C066] (5) Fifth eirbodiment         1-A g.7 is a
block diagram showing another embodiment of the
invention,         In Fig. 7, protocol section 61
performs communication control of a main path 11 and a
sub-path 12 duplicated in accordance with a
general-purpose connectioniess protocol. The
general-purpose -cbnnectioniess protocol is for
example UDP/IP (User Datagram Protocol/Internet
Protocol. 15[D0673         UDP/IP is a highei level
protocol of IP in a protocol group of TCP/IP, upPlIT
belongs to the transport layer and is. defined in
REC768.. UDt is a connectioniess protocol and does not
have such functions as connection managemnt, 20
acknowledgment, sequence, window control and flow
control. TOP oflgrnanqses, [0068]         In other
words, UDP/IP is substantially a protocoi. whereby an
IP packet may be used. by an a op.1 ic a t on of the
distant station, Including a smaller number of
functions, UDP/IP is  



subject to a lower load thus allowing high-speed data
COITIMUn.i. Ca. tions. There is no guarantee that data
is delivered to the distant party so that it is
necessary to provi.de means for assuring uellab'i 1
itiy.         In the invention, reliability is assured
by performing acknmwiedgmpnt communications ever UDP/
IP, r_0069]                 transmittin;M:eceiving
section 60, switching section 601 switches a data
transmittirKj port: between the dual
10corunutuicatitya path (mail, pa t.h 11 and sub-path
12) ,         Data tiansml.tting section 602 transmits
the scm.(4 data of the hiq}----nr:ority communication
section. 401 to the scp-itctuOig section 601.
Data receiving secti.on. 603 receives data from the
main path 11 or sub-path 12 and transmi.ts it to the
high-prijor.tt-y communication section 401. [00701
n tinier 604 is act iva.ted by a signal TR generated
hr data transmission by the data transmitting  sect
ion 602 atKi reset 20 by a signal RS generated when
the data if&ceiviing section 603 has received a normal
reception response. The timer 604, on counting up to a
specified value, transmits a. -up signal TO to the
data transmitting section 602 to make a
retransmission. request, Receiving the time-up signal
TU, the data transmitting section 602 retransmits the
data.  [0,3711         Counting section 605 counts the
number of time-up signals TU and', when a
predetermined value is reached, originates a.
switching signal SW I- o the switching section 601 to
switch over 5. the communication path. 



Path state storing section 606 stores information on
the state of the path from the home station to each
communication station, Reg is t er
nqsection607determinesthatthe 10 communication. path
is faulty when the count value of the couinting
section 605 has reached a specified value and
registers in the path state stoning section 606 the
path state information indicating that the path is
faulty, [0072:i According to the embodiment shown in
.ri.g possible to assure relty while enjoying the
high-speed data Lrdnsmission unique. to a
conneceionleas protocol. The general. versai-i ity of
the connectionless protocol provides an open control
bus at the same time_ 20A communication path is
switched over when the data retransmission count has
reached a predetermined valueIt is thus possible to
prevent switchover of path due to a temporary fault in
a communication pathIt is also possible to switch over
a path while i.dentifyinq a transient fault and 25 a
permanent fault.  



(6) Sixth eiftodiment         Fig. 8 is a block
disigrm of another embodiment of the invention_
In :fig. 8, a multiplexed communication station 70
includes a multiplexed unit 71a, 71b. the illustrated
example, the unit is uplicated. Tbn units 71a, Vlb
each has the same configuration as the communication
station 40 shown in FigOne of the dual units 71a and
71b SEYCVe.53 as an actiY:e unit and the othEn-
serves: as a standby unit .separate a:lc-hie:7,S 1
:H.. a ss: quad to the IOW- pn 1Communicat on secTion
Or each .Eacib un.Lt1 X (2.011fleC Led. 20 tIne
muI.lTilstexecLccu(Jpunicaticn path (main path and sub
-pth). IOC pi         P.ssume tbat the unit 71m Is:
active and the unit 71b is s ta nd byAnoti-gm:st:Eg..
ion. 72 -L-rcn-,m1tting t the.    ltiplexsid common I_
cats ta Lion 70 nerforms poi:ft:nun:I cat ions to the
active unit 71a. ifit-,:an it has: faiied In
corftmunications with -ME: Lae:. 11V e nniI 1 at On
iVI11.0t eve rtcomnniuil cat fi path, the
communication station 72 retries commonications the
standby unit 710. Fin.e eXplahatory drawing IofeCe at
3:01 



right in the embodiment shown in Fig, 8. Eacln nnit
71a 71b includes self diagrg)sing section 73.
Assume that the unit 7Ia is active and the unit 71b is
S tandby,         The self- diagnosing section 73 in.
the active unit 71a, on detecting a fault, places
itself in the standby state and 5 halts
communications. When the unit 71a has halted
communications, the standby unit 7lio places itself in
the active state and starts communications and
broadcasts to the other communication stations that it
is now an active unit, The other communication.
station 72 includes a. table 74 10 storing
information. on which unit of the multiplexed commnh i
Pat ion station 70 is active. The cxmmnunication
station 72 references the information stored in the
table. 74 to perform transmission to the active unit,
On receiving a broadcast from the unit 7 lb , the
commnAi cat i eh station 72 updates the 15information
in the table 74. [0076J        In the embodiment shown
in Fig. 8, a multiplexed communication stat lion
assures highly reliable, communications, [0077] 20;7)
Seventh embodiment         Authentication section may
be Provided in the communication station 40 in F rTh
The authentication section performs authentication
between high-priority communication section in
separate co:4milmication stations and 25 enables
communications between authenticated communication 



stations,         Fig, 10 shows a particular
configuration example authentication section,
While the configuration of authentication section is
shown in Fig, 10 for convenience of explanation, the
communication station 80 aaso includes the components
of the communical-on station 40, [0078] Public key
generating section 301 generates an 10 electronic
public key K2 to be exchanged between the home station
and another communication station from an electronic
private key hi unique to the home station.         Key
transmitting section SO2 broadcasts the generated
public key K2 to all communication stations, 15Common
key genetgLing section 803 generates, on a per c
0111MUTI 1i, Ca 111:. on station bass s, an el en,- r.
(min cc:mu:on key K3 line to communication stations 80
and 81 from a public key R2' received from the other
station 81 and the prlvate key KT of the home station
and stores the generated commcm key in the 20
gondiulliination station 90. The common key generating
section. 90'3 uses for example the. Pilfer-Hellman
method tooenerate a common key from a. private key and
a public key. [00791 Ts-al:Merit :Lc:aillon pa
cans.m.i I:. t 1.r[c; section 801 Lises the 



authentication. value to a packet, The authentication
packet transmitting section transmits the encrypted
packet or the packet to which.
theauthenticationvaliic?is attachKito another
communication station 31. 5?Authentication packet
receiving section 805 decrypts a packet received from
the other communication station 81 by using the common
key K.3 or determines whether reception is allowed
based on the common key and the authentication value
attached to the packet, 10[0080]        Key update
section 808 updates a private key for every
predetermined time to update, a common key.
Confirming section 80-6 stores a common key just
before urKlate and a latest caramel: key, and confirms
an authentication 15 value b;'). using the latest
common key OD receiving a packet. In case the
confirmation is determined .11 legad, the confirming
section 806 confirms the authentication value by using
the common key just before update,           Decoding
section 307 decodes a packet by using the common 20
key j LIS before update or the latest common key for
which the authentication value is confirmed valid.
[0081]  section 801 generates a public key. E2 from
the private key Ki of the home station and broadcasts
the generated. public key K2 to all. communication
stations, 



In a communication station 81 also, the public. key ,5
generating section. 801 generates a public key. 1(2'
from the ivate key ICL" of the home station and
broadcasts 4,-Jhe generated public key to all.
communication stations, 0082] In the communication
station 80, common key generating- 10 section 803
generates an electronic common key K8 unique to the
communication. stations 80 and 81 from the public he
K2' received from the colmmtnication station 81 and
the private key. K1 of the hbme station.
in the communication station 81, the OLTYMfli 15 key.
generating. section 803 generates an electronic common
key K3 unique to the communication stations 80 and 81
from the public key K2 received from the communication
station SO and the private key hi' of the home station
-            In this way, each communication station
generates and 20 stores a common key serving as a
common password between -Itself and another
communication station. [008.3] In the communication
station 80, authentication packet transmitting.
section 804 uses the generated common key K3 to 25
encrypt a packet Of adds on authentication value to a
packet,  



The authentication packet transmitting section. 804
then transmits the encrypted packet or the packet to
which the authentication value is attachedtx)the
communication station 81. 5In the communication
station. 81, authentication packet receiv:section 805
decrypts a. packet received from the communication
station 80 by using. the common key K3' or determines
whether reception is allowed based on the common key
K3' and the authentication value attached to the
packet. 10[00841 ..2'cce.d'ino to the embodiment shown
in. Fig. 10, a C GMTP D nic a t jOil station to which
a public key is not transmitted cannot generate a
common key so that It cannot wiretap et taMpet a
transmitted packet.This assures the security of 15
communicions. By providing high-priority
communications with e cemmon key, it is possible to
prevent a security attack in open low-priority
conununications from having an influence on high-
priori.ty ccmmunications, [0085] 20(8) Eighth
embodiment Fig. 12 is a blockrams showincl another
embodiment ot the invention. 



In the emhodiment shown in Fic 12, routers 90, 91 to
perform path control of a communication path in
accordance with 25 Internet Protocol are provided on a
main path and a sub-path  respectivei.y " The main
path is composed or SUb --networks in t.E:r
cs":aansoted by the router 30The. sub-path is
conty.naned of sub-networks 12a, 12b interconnected by
the router 91, 0 01$ EH          A sole master station
exists on a sub-network. The master station transmits
an inter-network diagnosimq frame. The inter -netwol:
k diagnosing t tame no Hides :is:tat:mat ion on the
mama i..-Jetween the home station and eacb c.f. the
other cc.ifor,tmication stations present on a
sub-network to which. the 10 home :stat it:in belongs
and intormation on the p h between the home station
and the master station present on a sun-network to
which the home station does not belong,         Tn.
Fig. 32. the C. OMMUI-1 icaticin station 20 serves as
the tnast r 3t ;3: E. CM cm [he sio-ner.wor.k: LLr
12a. 'The COPM511"11Li. on 



station 23 serves as the master station on the
sub-network lib, 12:a [00871         In the
communicatton station 20, path state stoting section
223 stores atin state intonnation indicating whether
'20the coriumani cat ton math from the home
std.-L.3_0r; ti 0 another commhnication station
resound. Diagnosing message receiving section 222 re:.
,ters in the path state storing section 221 the path
state between the home station and a coffmontcation
sLattion present 25 sub-network to which the home
station does not belong based  on the path state
information included in the inter-network diagnosing
frame. In the example shown in Fig, 12, the diagnosing
message recej \Ting section 222 registers the path
state between the communication station 20 and a
communication station on the sub-network lib, 17b.
Data transmitting section 223 selects either the main
'path or sub-path in a.ccordance with the information
in the path state storing section 221 and transmits
data. The path state storing section 221, the
diagnosing 10 message receiving section 222 and data
transmitting section 223 are provided in a master
station and. the other communication stations. 



[0088] Selecting section 224 prepares a list of the
network 15 addresses of: all communication stations
present on a sob-network and, in case the address of
the home station is one uniiiuely uetermined
irc.)mprck:termined conditions, causes the home
station to operate as the MaSter station on the
sub-network. The address uniauei.v determined refers
to for 20 example, the highest address, the lowest
address, and the like, [0089] Fig, 13 is an
explanatory drawing of a procedure whereby a
communication station. obtains path state information.
In Fig. 13, communication stations other than the
master station are called general stations..
Sub-networks A and. 13 are   interconnected. On the
sub-network A, a master station sand a general station
a" are interconnected. On the sub-network Fa, a master
station b and a general station b are interconnected.
5[0090]         In such a network, processing is made
in the following procedure:         The general
station a/ cyclically transmits via multicasting the
reception state from eacqim.:q:ation in the home 10
sub-network to each of the dual pathd in the home sub
-network,         Each station, having received the
receotIon state, acquires path state infolqflation I
from the home station to the distant station. 



The master station in each sub-network cyclically h
transmits via multi casting- the reception stats from
t he master station in another sub-network and the
reception state from each :station in t he home sub -
etWOrk tO each of the dual pattis.         Each
station, h.:tying received the reception state,
acTiires path state information 2 between the master
stations 20 based on the reception state coming from
the master station in another sub-network,
Each station acquires path state information 3 to each
station in the master station based on the recerAtion
state in the source sub-network. 25In this way., each
communication station can determine  the soundness of
each of the dual paths from the pctjh state
information 1, 2, 3, [0091] The embodiment shown in
Fig,provides the following' advantages:        (a)
Each of the stations C,---11-1 determine the soundness
of a path,           (h) A general station and a.
master station perform multicast transmission to
ohta[n. information on a path to the 10 outside of the
home sub-network.        (c) Incase the patlistate
information of tliehomef,:i..ation is fault: without
exception or in case communications are interrupted
for a predetermined time, a fault in the home station
is assumed thus allowing use for nroubleshootira also,



1S[0092] (9) Ninth. embodiment        Fig, 14 is a
block daagram showing another embodiment of the
invention,           In this embodiment, high-priority
communications and 20 low-priority communications
share a single communication path.
communiation station. 100 includes protocol interface
section. 101 for performing high-priority
communications and protocol interface section 102 for
performing low-priority 25 communications.          A
higher-rank host computer (uot shown) communicates
with the protocol interface section 101 in accordance
with a high-i-,liority communication protocol and
communicates with the protocol interface section 102
in accordance with a I ow-priority communication
protocol. [00931         Communication function
implementing section. 103 and. 104 are provided to
correspond to the protocol interface section 101. and
102, respectively. These communication function. 10
impiemening section 103, 104 implements a
communication: function in the data ill4K layer
(second layer) of an OS-1 hierarchical model. Priority
control section 105 controls transTaission. the
..1-7ommu.ni cat ion function impl ement ing- section
103, 104 based -15 on the priority of the nrotocol.
'The rommunjcaticm function. implementing section 103!
104 -Tiltsa. frame into sub-frames below a certain
[ranie length and transmits the resultinq. sub-frames
to the priority control section 105. 



Communication function implementing section 106 TO
implements a communication function In the physical
layer (first layer) of an DST hierarchical model.
High-priority com.unic.r.i.tiuns and low -.:,tiority
-ommuni,,L.ions shay, Lh.,, communication function
implementing section 106.         The communication
station 100 is connected to the communication path
150. The cxmmT,unication path 150 is shared.
bylow-prioritycommunicationsandhigh-priority
communications. [0094]         in the communication
function implementing section 103, a MAC address
register 121 stores a WIC address corresponding to a
protocol for laigh-priorit:", communications.
Transmission. accepting section 122 accepts a frame
t:ransmitted by the communication station 100..
Reception accepting section 123 accepts a frame
received by the communication station 100. 10
Communication function implementing section 104 has a
similar configuration, The MAC address register 121 of
the communication function implemanting section 104
stores a MAC address corresponding to a protocol for
low-priority communications, 1510095]
Operation of the embodiment show in Fig., 14 will be
described. Fig, 1513 a flowchart showing
atraJismission procedure,. Tr: the transmission.
procedure of high-priority' 20 communications,
transmission. accepting section 122 appends the MAC
address of a MAC address register 121 to the source 



address part of the transmission frame received from
protocol interface section 101 and temporarily stores
the frame. In cast the transmission. allowing'
signaloutput from the. 25 priority control. section
105 is Nigh, the transmission  accepting section 122
passes .the frame to the pri.orlaty control laSich
immediately passes the frame to a communicaLion
.20notion 1..mplemenaill no sect] oncase the. transmj
sacn ornto,,ilno signal, output trorit the hrthil
section 105 is Lowe the transmission accept'section
122     eps storing le frame and causes thga frame:
tn. wait-. until. the transmission &[1.lcSJinCi
si.Qflai is driven High. The priority confrol sec
tia_na 105 controls the taransmtssa on al _Lowing
sign?, nased cm the .p.c.i.erity ::,...ssignec1
protocol. for 10 high -prierity communications.
Transmission precsslarig at-praority commur16a3tions
is the same as above, [00961 16 is a flowchart.
shrf,i,d..ng a recepticm procedure. 



15  the of high-priority communication, seceptan
accep,..1.nq se.c..-6160 123 comr..a,ires the
destin:ai.- ion address of the reception frame
received from the cmmunicatarah tunction implementing
seelion 106 and the MAC address store::: in. a MA6'
address 6TaaaLster . case a. match. ZOn0-13 toUrRi.;
itailleCILLSCarCtect.ca.se a match is toun!-L the
frame. is passed to prot&c.ol interface section. 101.
Reception pcoceSsing ofcollininniCa:liOnS 1.5 the same
as above, Theprior J.,control.section  commun c
a.lions into h gin -p iority trot col c ommun.i. cati
on. s and low-priority protocol communications, The
priority control section 105 always gives a
transmission right to the transmission acceptance of a
frame of a high-prior:Lt. y protocol unless another
frame is being tr:Eith.flitted. The priority control
section 105. gives a transmission. right to the
transmdssion acceptance of a frame of a low-priority
protocol unless another frame is being transmitted and
no frames are waiting at the transmission acceptance
of a high--priority 10 protocol, and immediately
causes the frame to be transmitted.         The
priority control section 105 controls transmission of
a transmission. frame by using the transmission
allowing signal so that the transmission count of
transmission frames per certain time from the commun
lost on function implementing lb section 103, .104-
will drop below a predetermined value assigned to each
of the communication function implensEmting section
103; 104. [0092 I Accord in. to the embodiment shown
in Fig. 14, both a 20 network using an open standard
protocol and a. network. using 



a unique .protocol to implement real time
communications are necessary in the COMMUISOL Ca t
:LOOS between hosts; interface S. for these protocols
are provided in the same communication St at ion and
the protocol processing function share the same 0
Of:IMO in.:I.cation function in-Lola:fie t The.
section and communication  path. This reduces the
hardware cost and cable laying cost. [0099]
In the above embodiments, a commun ca ti on station is
present in the operation monitoring apparatus in a
distr ibut.ed 5 control system. [01001 Whi.le the
embodiments emp 0 y a cispi. c aunit, thc snit may be
triplicated or further being muitipiexed.           in
the mAtiblexing of triplication or above, a. single
1.0 main path and a plurality of sub-paths constitute
a communication path,  CLAIMS 



[1]A communication control system for controlling
communxcatons performed between - plurality of commd.
ic ion stations that. are connected to communication
paths being multiplexed with a main path and a
sub-path, the communication control system comprising:
first communication function implementing seuticns
which are multiplexed so as to correspond fi-h the
main path and the sub-path respectively, and each of
which implements a communication function in a
physical layer of an 051 hierarchical model,' second
communication function imblementing sections ch e
multiplexed so as to co r spondwith the multiplexed 15
first communication function implementing sections
respectively, and each of which implements a
communication function in a data link layer of the 051
hierarchical model;           hiqh-priority
communication section forperforming highpr iority
communication via the communication function. 20
implementing section implementing section
corresponding to any one of the multipiexed
communicationand              low-priority
communication secti n for performing a low-priority
communication via the communication function
implementing section  corresponc incr to the sub-path,
,.0.,dienim the h-priority communication section and
the low-priority communication section coexist in a
single communication station, and        the second
communication function implementing section includes: 



an address sto.cine section for storing MAC addresses
corresponding c.o the high-priority communication
section and 10 the low-priority communication section
respectively;        a transmitting sectionwhich
attaches the corresponding MAC address to a
communication frame depending on whether a
smission reguestor is the nigh-priority communication
section or the low-priority communication section, and
1.5 transmits the commuhication. frame to the
commotion, and        a receiving section which
compares a destination MAC address of a communication
frame received from the first communication function
implementing section with the MAC 20 address storedin
the address storing section, and when a match is found
in the comparison result, sends the received
communication frame to the corresponding communication
section.   [2] The communication control system
according to claim 1, fu her compris         a
muiticast address storing section for storing a
plurality of MAC multicast addresses-,         wherein
when a destination MAC address oJ a communication
frame received from the communication path matches
with any one of the addresses stored in the MAC
multicast address storing section, the second
communication function implementing 10 section sends
the communication frame to the hiohpriority
communication section, and
otherwisethesecondcommunicationfunction 



implementing section sends the communication frame to
the lowpriority communication section,  [3] The
communication control system according to claim 1 or
2, wherein units each including the highpriority
communication ion section, the low-priority
communication section and the communication function
implementing sections, or units 20 each including the
hi rity communication section, the low-pri rity
communication section, the first communication
function implementing sections and the second
communication function.....ipi.ementing sections are
provided and multiplexed in a single ccmmun.caton
station, and 25one unit serves as an. active unit and
the other unit serves  as a standby unit.
communication control system for controlling
coramunica.t ons p fo ined e tween a [Diu ra.1 ty of
cot:mon1 t ion stations  tt are connected to
communication paths being. multiplexed with a main
path and a sub--path, the communication control system
comprising: a high-priority communication section for
performing a high-priority communication normally via
the main path; 10a low-priority communication section
.for performing a low- 1. rity commgnicatv:La the
sub-path;        a path diagnosing section for
diagnosing a soundness of the main path and the
sub-path; and a switching section for switching the
communication path 15 of the high-priority
communication to the sub-path when the main path is
diagnosed as faulty as a result of diagnosis by the
path diagnosing section, 



wherein the path diagnosing section includes:
a path state storing section for storing ath state 20
information of a path state from a home station to
each communication station; and        a fixed-cycle
path diagnosing section for diagnosing the
communication. path from the home stat Lon to each
communication station in a fixed 25wherein the
fixed-cycle path diagnosing section  registers the
path state information obtained from the diagnosis
result, in the path state storing section,         the
fixed-cycle path diagnosing- section broadcasts  a
path diagnosis in accordance with a multicast
protocol. of Internet Ptc. ocol,        different 12
muit castaddresses are assignedtothe main path and the
sub-path respectively, and each communication station
performs broadcasting by using the IP multicast
address corresponding to a path selected between 10
the main path. and the sub-path, as a. destination. IP
address, and receives a path diagnosis packet of
which. destination IP address matches with the IP
multicast address corresponding to each of the main
path and the subpath. :1.5 151The communication
control system according to claim 4, 



wherein the fixed-cycle path diagnosing section
includes a diagnosis packet transmitting section for
broadcasting to other communication stations a path
diagnosis packet including 20 receive state
information. of path diagnosis packets from other
communication stations, and on receiving a pathd
gnosis packet, the fixed-cycle path diagnosing section
registers in the path state storing section receive
state information of the patildiaanesis packet 25
transmitted by the home station the receive state
information  being included in the recei d. path
diagnosis packet, as the path state information of the
communication Lon path from the home station to a
transmitting source of the path diagnocis packet.  [6]
The communication control system according to claim 4
or 5 further comprising:        a multiplexed
communication station where units each including the
high-priority communication section, the 



10 low-priority communication section, the path
diagnosing section and the switching section are
provided while being multiplexed, any one of the units
serves as an active unit and the other unit serves as
a stand.by unit, and a. different address is assi"nec
othe high-priorityccmIcamicationsection of each
15unit,        wherein another communication station
which performs a transmission to the multiplexed
communication station performs
communicationbydesignating the active , it, and when
failing to communicate with the active unit via any
one of the 20 multiplexed communcaton paths, retries
to communicate by switching a designation to the
standby unit_  [7] The communication control system
according to claim 6,  a self diagnosing sec,ion,
the self diagnosing sect ion in the active unit halts
a communication operation whi 1 e. placing the home
.nit in 8 standby state on detecting failure,
the standby unit places the home unit in the active
state so as to start a communication operation when
the other unit halts the communication operation, and.
broadcasts to the other communication stations that
the home unit has become 4- he active  unit, and
10each communication station includes a table storing
rmation indicating which unit of the multiplexed
communication sta. ion is active, performs
transmission to the active unit while referencing the
information stored in the table, and updates the
information in the table when receiving 15 the
broadcast communication. [8]The communication control
system according to claim 4, wherein while the path
diagnosing secfr on detects a failure in the main
path, the path diagnosing section broadcasts the
failure in the main path to all communication stations
in a fixed cycle. 



[91The communication control. system according to
claim 8, wherein when the low-priority communication
section receives
thelow-prioritycommunicationsectioncontrols
transmission so that a. transmission. count per unit
time of lowpriority communication is equal to or
smaller than a predetermined value, and when the
broadca t notice is not received for eql to or more
than a predetermined time the low-priority
communication section determines that the main path is
restored to normal operation and halts the
transmission control of maid n the t-ransmission count
be equal to or smaller than. the 10 predetermined
value. [10] The communication control system according
to claim. 4, wherein while the low-priority
communication section recognizesmain path as faulty,
the low-priority 15 communica ion. section controls a
transmission so that a transmission count per unit
time of the iow-prioriy communication is equal to or
smaller than a predetermined value. 20 [11] The
communication control system according to any one of
claims 4-10, wherein in a case where the low-priority 



communication section is re to ring the main path as
faulty, while the sub--path is not under transmission,
the low-priority communication section immediately
performs the high--priority 25 communication, and
while the sub-path is not under transmission  and
there is no high-priority communication waiting to be
transmitted, the low-priority communication section
performs the low-priority communication, .5,112] The
communication contxol system according to claim. 4,
further comprising:        an authentication section
which,performs authentication between the
hicih-priority communication sections indifferent
communication stations so as to enable communication
between 10 the authenticated communication. stations.
[13] The communication control system according to
claim 12, wherein the authentication section includes:
a public key generating section for generating an 15
electronic public key to he exchanqd between the home
station and another communication stations from an
electronic private key that is unique to the home
station;        a key transmitting- section for
broadcasting the generated public key to all
communication stations; 



20 a common Key generating section which generates an
electronic common key that is unique to the home
station. and another communication station froma
public key received from the another station and the
private key of the home station, generates the
electronic common key for each communication. 25
station, and stores the generated common key;  an
authentication.cket transmitting section which
performs at least. either encryption of a packet or
attachment of an authentication value to a packet by
using the generated common and transmi s at least
either the encrypted packetor the packet to which the
authentication value is attached; and        an
authentication packet receiving section which performs
at least either decrypting of the received packet by
using the common key or determination on whether
reception is 10 allowed based on the common key and
the authentication value beihg attached to the packet_
[14] The communication control sys cm according to
claim 13, wnerern the common key
generatingsectiongeneratesthe common 15 key f m the
privateandthe public ke.y by using Differ-Heilman
method.  [15] The communicatir control system
according to claim 13, further comprising: 20a key
update s ection for updating the common key by
changing the private key per predetermined time; a
confirming section which stores the common key just 



before update and a latest common key, confirms The
authentication value by using the latest common key on
25 receiving the packet, and in a case where the
confirmation is  determined as illegal, confirms the
authentication value by using the common. keyt before
upda:nd        a decoding section for performing
decoding of the packet by using either the common key
just before update or the latest ccmmon key by which
the authentication value is confirmed as valid,     ]
The communication control system according to any onc
of claims 1 to 15, wherein a router for performing a
path control 10 of the communication path in
accordance with Internet Protocol is provided or the
communication path, and the communication path
includes a plural.: f sub-networxs being in.
.terconnected by the router. 1 The communication
control system according 2o claim 16, wherein a sole
master station exists on the sub-netwo '        the
master station ano'mits an inter-net o k diagnosing
frame including path state information on the rths
between the home station and all another communication
stations 20 existing on the sub-network to which the
home station belongs and path state information on the
path between the home station and a master station
existing on a. sub- e ork to which the home station
does not belong., and              each of all
communication stations on the plurality of 25
sub-networks including the master station  andother  



communication stations includes:        a path state
storing section for storing path state information
indicating whether the communication path from the
home station to each of zEit1O her communication
stations is sound; a diagnosing message receiving
sectionregisters in the path state storing section the
path state between the home station and the
communication station existing on the sub-network to
which the home station does not belong, based 10 on
the path state hnformation included in the
inter-network ig frame; and        a data transmitting
section which seleclaitherthe main path or the
sub-path in accordance with the information in the
path state storing secLion and performs transmission
of data. 15  [18] The communication control system
according to claim 16 or 179 furthur comprisinn
a selecting section which generates a list of netwc
addresses of all communication stations existing on
the 20 sub-network, andin a case where an address of
the home station is the address that is uniquely
determined among the list based on a predetermined
condition, causes the home station to operate as une
master station on the sub-network. The communication
control system according to 



any one of claims 1 to 18, wherein the high-priority
communication section performs communication in
accordance with a protocol dedicated CO prpcess
control, and        the low-priority communication
section Performs communication in accordance with an
open standard. protocol.,  [20] The commnnication
control system accprdinq to any one of claims 1 to 18,
wherein the nigh-priority communication section
transfers at least one of process data, an operation
10 amount and an alarm, and
thelow-prioritycommunicationsectionperforms at least
oneofimapecata transfer,
filetransferandmessagetrnsfer. 




