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WD 2005/ 060388 PCT/ US2004/ 023975 SYSTEM AND METHOD
FOR MANAG NG AND COVMUNI CATI NG SOFTWARE UPDATES FI ELD
WOR00FMEDIBNVENTI ON 5 The present invention rel ab@BUSD04/023975

software and conputer networks and, in particular,
the present invention relates to a system and net hod
for managi ng and conmuni cati ng software updates.
BACKGROUND OF SFETEMVAND! MINTHMOI FORTWRANAGING

avai | abl e sof tware products undergo a_conti nual
revision 16\)P IGAPEYG SOF I ARESEPPAdES: es
and/ or functions. Each revision of a software product
or conponent may require the addition of new files
and/ or the repl acenFIELDOF BHEINMVENTIONS with files

of n r versi,ons.,Oncci a vendor has isolated a .
sof t WaF ePISPBH LY entino BHERS R d SUFWAE et COBIPYIST ofetyvgrks and, in

AR URE OfeCPResdrt iWPsHidn WRHtest R RUlystddftanfii NethBE FofMnanaging and
pupdla{t e aﬁdmemsal?e 1t he lugdat eesvvi del yysavai I abl g to tohe anaging an
comgtunmetisg s@ofdrempdatesendor s have a 15 busi ness

i ncentive to di j t cust oners

as quickly and ﬁ%@%ﬁ@@b &E%wﬁﬁiléghe | nt er net
Provivies RrhdrBiany avhilsianesvafo brd&ﬁéﬁsouﬁfﬁfeﬁgld Q aftiabdl revision
the | atest wupdates for software products. The

peogpssot vepayr owiperade featuresand/on denctions drashtrewision of a software

co n expectation by.custoners that saftwar oduct s

PP B SR BEBt D e B Rl ot s Bl RS FebfdeBment of
ekistifg filesiwith files bMieWe? SersiinsS Tricvavend A9 isdldt€d »EsTWdre product
the use of the Internet to distribute updates,

prhlem wad| areatecia seltiondpr theorroblegndt avonlslwyaptutor Biethat fiy into an
u??&t@'?ﬂd M%Ee tﬂe é;dg{e ‘gll efgdawpétrlé ?odthe rc]%wog{prsass e @gxgiors have a
e 11X I's nade avall abl'e tor ~downl oadi ng. e vendor

basih&s ingentitietol disteibue tsoftaarengddes k@ oetbriers aglyeickly andniouble-free
sinple to discover and |l ocate update files for an
agppisiat i on. The technical aspects of file 25 downl oad

have ip %{e?‘?es i Iﬁgﬁgﬁéﬁ q%x;)&?%ﬂtt {Hantiki Sor Suitbfbes &1 ntQirgethe latest

now typica e operating system
updatere firi sofftatare prdaetsh, Tlee expilosiee groweth chdr Intoomes tuseget hasacreated a
sof tware update as a &gﬂ(o e" for, downl oa

" . This . .
cOmmeRFEPFdatap hy cystopers ¢ Braduely 28 &e&tﬁeﬁrpwﬁsd online

£ dd%vnl&z{lf?n%? eft 49 aR5 AP IR MARG: 8ATWMre VBEIRE RFBOMote the use of the
updat ed files enbedded and conpressed to 30 nake the

Intemniet ¢re distrithite updates because of redusep deliragests andj@Hewsichstomers to

e sumof .the .conpressed sizes of each changed.file
oty NG o iSRG PR 4, SR PeelF PO avallsble for
d6%ATHHINgN The RendRGle0Eh B¥tihReded cAPBNd&igned®o GRARE &l aedsimple to
files to a tenporary location, then starts the setup

discoxgr aand docatesupdate dde for pe applieatipnopdihe| tseknitalnaspacts of file

dE)vhvglo%X %%\%ﬂ msost‘ij)lf Eh%g}t)p%réyed frér% the user's view, and are now typically handled

by the operating system.

In a conventional approach, a software vendor constructs a software update as a
"package" for download. This package is typically a self-extracting executable file with
the setup program and each of the product's updated files embedded and compressed to
make the package smaller. The size of the package is generally the sum of the
compressed sizes of each changed file, plus the size of the extraction code itself. Upon
execution, the package extracts each of the contained files to a temporary location, then

starts the setup program to install each file to a proper location in the system's directory.
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WD 2005/ 060388 PCT/ US2004/ 023975 Files that are
shi pped in a conpressed form are deconpressed as they
waemsoessal | ed. Any existing file of the sanmePCEITE20041023975

r wt he safe- |ocati-on-would sinply be overwitten by the

repl acenent file. Even though the Internet nmakes w de
and quick distribution of software updates 5

FR&Sthhtdre shipp&l nl dédr@stead fovhilare detorfipreydet las they are installed. Any
transm ssi on has caused probl ens. The sheer sizes of

exigiingotile i ftheraree appe it i oM lpeasioncuéd gimply bgvervaitien by the
' fe;updates to becone unreasonably | arge.
re%lsaégrﬁf:r;} ﬁa{g‘rrul titude of fixes for a variety of problens
of 3Ev¢1f thgugt thal ﬂnler?e& rdkes! pﬁd% and quiek digdlition dff software updates
vendor updates a software product, an regul ar basis
Pessibley s ed gwgm of etk SFasmissiem fias Gaused prghlemsy  he sheer
. t 10, ' id u
s S QB SBHS e AR NEIERE, G e b Spes G Bdates o
béaoare ureeasbnably lgpgkat BsualBex austdudcef fipsbafbe apadkiggd problems of a

cqQmi n a nunber. of whole files, |t be uite
PIOSh eI LU ATHRER, R TRABE o et SopsF aBOMeS Siiarsgioduct on a
répMRP bNs, eI VAR b&P iz DR up §RO PAKaEORSI c&d}_ﬁxg@ 208w bBeause the

efficiency of the download is decreased.
vetidor camos amitrigles gpdse ttheoésstmption that fitei unen hlrekdyriias shiisa diles from

B F TS Befhe Y GUE RS BhARk Finh SR RS may e
qERAIERS e A WhGh thBEH& drk komPRYIO Bhnetitity, &R Wit the isstdstimodem
connection tinme wll reduce the direct nonetary cost

cnpecticnsstbe bandvoddrefficieney efdheidownlogdisdgriegsedl so have
sonme~ di.stingui shabl e cost.s.re i he,si,zes_of .
own R MR BI oGoetP 3 pe A AR NBIGUARS pflccss is, of

c@lirsts Undedirallie, dat sonten edsas,y cldesmedrs tpay AeonywistancRestuednhgetion time
the sizes of downl oads will 20 increase thejr

chaygas| dising thase e Kowaloads: diny reducionsng qoRasAtion tigrg will reduce the
dif&¥ Erngﬁﬁér?n%sz fﬁ% ttﬂese?éﬁs?ﬁé}?.aﬂ?LWekggﬁvmrq?S@facgn% ?1§a()r S51élve some

equi pnen ng tine es to
digtiniatishableostsvdiating to ehelsivgsl cd ddivalpadpthey pesvida s@ reducing the sizes

bl e to vari ous, network connecti.on prqbl

I .
mp & bew directi A9BFIapt benedisanyekhn Redcing i e deloamigpds will
idg}seqﬁ thfe a@hiW@H&%ﬂgbﬁdmhyélﬂMP% m@] gﬂée?& ﬁle{eeamgffers with

ne noi se, call-waiting signa uni ntention
existingaretisorkServer équiipmerdt service providers enforce a

connggction tine limt, limtjng the gnount of ti the ..

user TR IPHimR It tekeruto dovmlagd, aiTerie de flso, pakgs i dgploading
px‘o%esq N QaReRBlco VvaFieEs AdtivBriiiRiedtidva ;ﬁ‘&;lwﬁg.k There are a number of

connection is cut off, he or she may have to start

reasas, Whybart Internetosessopremaglitibg dssconeseied prantaturdly, includingdelephone
i rotocols1 do..not .al | ow tdhe.file transfer to §)e .

ife QAR cAlk Walng fignaly 4 36‘“6?8‘@?“@2 SOMBUNGS b >R {ntemehy service
plovRiecty i@ h coMidcHoBMR 1intit, DEnififS HR dn@slint 3F€me the user can be on-

opportunities for failure are so nunerous that nan
lings én @ singld sessiorearlf ythe msersisi downlpadingtaalange ide wheatthe network

ol i AP S o RIS 8L 995 RS o
and file transfer protocols do not allow the file transfer to be resumed, so any interim
progress would be lost, and the transfer would have to be restarted. The opportunities for
failure are so numerous that many users find it nearly impossible to obtain the update
online. If the size of an update package is too large, users may never be able to

completely download it.
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-2 WD 2005/ 060388 PCT/ US2004/ 023975 One attenpt to

reduce the size of software updates and increase
whamvdwesh ef ficiency relates to the use of dePCEUS2004/023975
-pat ches, or bi-rary patches. One skilled in the

relevant art will appreciate that a delta patch

corresponds to specialized software code that

modi OineSat@hpeXb Srtedm tHel sizsvignsofbrees!tupdatey afd Ciaceadel B@adWIdth

devi ce. Because the delta 5 patch includes specjalized

elligiengn relaies de, the uspiod Lfi@ltaerra@%l%a?rchlw Paighssr e@ngpikilled in the
re‘f@%ﬂ% hﬁrﬂ'vﬁﬁea&;))?e%fa?é Bt 9f e?tafﬂa'tc% cd%ﬁ:s@&ﬂs t6 q}ﬁéﬁalﬁ%ﬁtsme code
upaa a a

twar e update ‘service n transmt
thatredodéfies ainzexdkting ddé evhdﬂlekecqmﬂ bhaicosipating dévice. Because the delta

t tt ete dat ed f Th dat ed .
PRIk T Mdas BACiQE BT Fodiba opisug delis patths TehEs: fcach unique
vérsiof olfatme t RE aptalte doftivare up@htbd] gtéeﬂwm%aafé%ﬁw&eéaharansm a

pat ches can potentially reduce the anount of data
smaltpri sized updat@pdma@atth mstead of transmidtyg @a;om!sete,olpdeﬂed eﬁle The

e Sl ealcies Fisn ik in D Ik Pl s o ufud e

nunbaltheligh efeSiyftiate Abltd pafchése c@X ipsientiBBC ddue ahd/AMBUSt of data
delta patch is required for each version of a file

rqr?ygﬁd:m updats filgsr eurtgnd aperogshes derslekia patshing rare éqﬁmsﬂé in managing
ttieun egﬁ oL gtb %prpélg%) gglg%ﬁl%g qr? ’Sltls)atIOHQ '\A%%x% E&'aéefaliufxg&trlog%grﬁxeons of a

uni que version O

fIRPPHIHACBecaBYTR unfifiatd1td patdr i reQsiredufop @ath Rersidal éfoa file, typical
pat chi ng transmt all possible delta patches to a

seltwasup e rRystems g &ﬂeggeqmmmmed% Bot-ihprwadh of unique delta
|
PHURICH b RGO S8 68 YR TBNTI O ¢ 3421 BRCp0 el Some upit

Sgroiees b;hﬂpdfﬁﬁl@tc&ltdebitahlngt mhsﬁnt Ialic possiide diitaopattingl yo a client
t he nurrber of potentially applicahle delta patches can
caaple,tmgy eHitow HOVERE HusnapRiozeh AWisally Hisrigset ey prqurigof data

#r@ d td Fhp L e Wa?@ﬁﬁﬂait@asnt% \‘\ﬁﬁl‘ﬁ@tdof%séiﬂﬂa.\g)%te delta patches

tware service scans a client nmachine to sel
mmt'aasdfl dekcodinght, che mamnbbe of pptehiidbbapplicable elrtth patchentan quickly

machi ne. Al though this educ apount. of delt
Bf5aY B e S oo RIS Upoideet e ¢ BLEPNReF apftpef Bep networked
updild ShANGe 46LE seahst DRIAT MaBRiRe 4B ARt SHicH G@lta batch may be
scan the client nmachi nes and sel ect an applicabl e

ap,tdicable dfat each Tlient usashiie. t Abhowghi thioreduces| ihgi amount of delta patch
5502 G T BB S o B oBi T R 5 el service

tcpsfcﬁﬁ el diehiBadHindsianadséleft safappRéadRy delaatth) Thesid€ bf &€ additional
is typically achieved by traditional VWb servers. In

logirdincregsestthe syrtera espurcge that npistibe pryvidedritnips, Seé&‘?estlflﬁﬁlef this
%ﬁ{'f)?c craﬁa aé}@pén? uﬁﬁ& b of gé&g)rlp ctaglﬂﬁg, c&ln%s th typically

SUC a rdwar rrvers.

a¢me\teﬁ®y&faﬁltlon§]pW©b@J:ﬂvél%d sof twar e updat es, such as
t hose t hat ag)p to hardware drivers, are difficult to
30 pHbadditon i thecabeve deseribed ghoriconingsyexisting systams are unable to

0 I
SRS PSR eI R Byl s ki e o
spmﬁxﬂxzerhaﬁsvaré opdaaesamaiha,s thdse tlaat @applgrtd haxwand driverdytase disficult to
nconpati bl hard dri. ve{) upgrade t he
p;o;y aIppgf:xis(pﬁl q)}%:geng;a dlStI’l ution because most' specialized software updates
will only work on client computers with specific hardware. In most cases, for example, if
a client computer obtains an incompatible hardware driver upgrade, the installation of the

driver upgrade may cause a fatal error, or even prevent the computer from operating.
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driver upgrade may cause a fatal error, or even

prevent the conputer from operating. -3 WO 2005/ 060388
WD SR04/ 023975 As will be readily under stBonu$a0423975
-t he foregoing;--there~-is a need for a system and net hod

havi ng i nproved conmmuni cati on of software updates

between a server and a nunber of clients. In

addi Aisarill Yelteddlyasiderdstood fio@e thefforegdingOfheisis @ niépd! &re system and

systen1and met hod havi ng .i nproved nechani sns for

methodvhaying, apnosed epmprigication of sgiwargpurdatqscbetweqn, pserver and a

R BRI BRI T A AR A RABIAS update system and

nthodChaving dmprosyd ndsthanisnsredh aﬂoxﬁrxmg uplagg sergiceotd warpet specific

upda More specifical | t he present invention is
0Fes el ehen dliieing raladBa s faci |1 tati ng the
sel ection and i npk mgh@t t o selEnanenupdat es while
mnimzing the 10 Ean Wi (}{ h and processing resources
r equilhe grasentsipyention an diréq’q::i tonae pysterh @nd afetlal for managing software

updat I n nce wth an.as t of the present

upn otore speciEpala AR restol HyRudh B Grectieth sy G method for
f&[lﬁﬁﬁ?&@%efe@ﬁoﬁ qhd WRpIRmERERbE Of isSftWaRVIFiRfts Wille minimizing the
accordance with an aspect of the present invention, a

bargtwididy amgd prmmlrmqqg regiiredatee selpdated implemenh ghe software

O3B R 5 B R Ber SOBR A sopponn

a&ﬁiwxerfoﬁpfsmamgmdm@d@wsem rovideput i ng devi ce in
conmmuni cation with a software up ate service. In

accolmlaacerdahéen witle aetdwpect af sdfet yreésenupidedreionsra/i method for
obtai ns a synchronization request froma client
cerompuicating deftvaee uptates yinahr tei zaftware mpdatesservioe|todés client
an identifier of an installed software update if the
carhputing daymqeuisipigvided, i The metbod mayhee implemented in efcomputer system
20 updat e. The software update service determnes if

h@l%@lmné RPEBYtinglevicqir semawRisatieR with e@rﬁOﬂb\@m lmdia@rservwe In
ogrdanes 57 E;aé.if”réﬂ'@ re,ﬁ%#év‘?%ai%&%t?n’%&c%tpoﬂm paynchtonization request
LSO S P BT S BRSO DR e b s e eRliir of an
rgPaﬂ%‘% es%ﬁTﬁ{]a}é pdate 'ltffht el %9:%' Pin?%% lf,é’ B the fﬁ@%ﬁ%cg software

evi ce

BEE TP Brert AR HF oy TASEEATAD e s

ah MddnfificAdflaf 135@bne ﬁﬁfa‘l@@rsgft%%aﬁﬁlaté/‘h f fleNsofiNire u{>date service
prereqUISIte rGQU|reS he SynChronlzatlon request

détBEhieke thad Nthe dAthrbhi@htidro reqiibst! enfiprieePean Rehdfibredf at least one
software update. Alternatively, if the software

insfatlad eofteard apdaist the ndofiedird lnpdate vervdgen sdleasianaddditional software
request does not conprise an identifier of at |east

update fonsomimuattaod tonthe eliepadamputing devsof. t Ther lactidmbfthe additional
service selects a first level 30 software update for

seftvare Hpdaie isodeperdenhen ghei fulitllneentpfia iprayeqinsitecdefinedh i thie additional

the first level -4 . . L .
software update, wherein the prerequisite requires the synchronization request to include

an identifier for at least one installed software update. Alternatively, if the software
update service determines that the synchronization request does not comprise an identifier
of at least one installed software update, the software update service selects a first level

software update for communication to the client computing device, wherein the first level

4.
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WO 2005/ 060388 PCT/ US2004/ 023975 software update does
not include a prerequisite. The software update
WG 2008/06088% hen comuni cates an instructi on conpoOnEst004623975

s -the selected software update to the client conputing

device fromthe software update service. The software
update service then stores the instruction conponents
e d. so 4N ' .
Ehrbtoralo @ nacr Rt D PREThREL 07, SIVER, gmdys sopice then

céfifufiichied tan GASRILA TofhaR SOME AeltRtedl sdff@é upBfe to the client

component that fulfills a condition of an

cRptingedividet fforUh€ s6ftWharRChpdatet fefviee! aht Qefrvafel Y¥af service then
update. I n accordance with another aspect of the

stpfes SleinstridtidAtdofiponéntsTef thedelected sefownnenipdateiinthe client computing
software updates fromthe software update service to

d¢hiee asl dnainstalldDsofiovaoel ipdate dfélve deent sompputirigddedice Tontains at least one
met hod may be inplenmented in a conputer system

compdngdt thgt fulfglly @penditdompefianrapplealility rule sterndrimihestleotad software
wth a software update service. In accordance with

updaée. net hod, a software update service obtains an
aut hori zation request fromthe_c|lient conputi.n
devi He acagidance; i%‘&l‘-‘?eénastpéffuégtt{‘% SHEsihdnyeRtion, a method for
identifier of a clietntvi?uth rization rm(gal%le st.oretd 1P

CORRURICEE SCHNBUR iR VTUR. (hFn SOURRE SR pifRYiee 1 The client

céxﬁéa’dn“geqe@?teelé PréVided, lelie?l%e&lold ‘%‘H&yTﬁé’ %@%ﬁé&eé S 'aSoniphiter system
assocrrated wi a target group. e of twar é update

‘ . . . N ti . o

R I E G CHRTR JeVtk ih DfmEloh o G ot s defvice. In

a@otdaaEd 4adhi RO nEbd @ %ﬂ@a@ﬁﬁﬁté babict R8tatlsl #Muthorization request

conputing device 1Is associated with the target group.

fréheths elitMedonpidaidevise! The QueHRRRAUC R8st FoM@InY & identifier of a
cookie fromthe software update service to the client

cliswputhbrigatid@thedulé ftordd drsthe elieditrdongaitin® deviaé. The software update
client conmputing device is associated with the target

sqyvioe detemhimee ifrthe kberg eompnting dokeeisi adsmriatéd withtahterget group. The
target group. The software update service obtains a

sofwpre ypddte seruice detemsinesihat e tligntcemppting devieais assogiated with the
t he software update service, wherein the request

taggnh rqupsif theeclicat guthorizagirn aodule indicaten that the eisnhrempuging device
.the [eg;e , . the softwar uggat e s&% vi ce. det er m nes
15; gssogial N\Sgr%e LASEFA t8EOY s BYPHRLE FCTVIFE COHyuycates a server

ied in .25 the s r COoo

c4REH Brantir roftwEe upf SR fe o device i it s determined
4GP eBe S bine i ics S BB LRARIT R, ke d 30 Uliin the server

. . ' ' ft
ey JERIFUARE BORHBL5 D THE SENFARTIUERIEHC! Baff o MRl for a
leféﬁ'm‘lét sTvAE \pafe stetedVBn2BE WoRAARB Bpditd /sbISEAOWHeARD (R request

n accordance with a further aspect of the present

cortfd theoServéd dgkir0dId edsporse NELLbtAifink e FeqlRbR the software update
structure fromthe server to the client conputing

sethei¢e deterrined ifow solewlare Tipdatoss hssdciary Wich itheplacgee gt identified in
a conmputer systemincluding a client

the server cookie. Additionally, if the software update service determines that the

software update is associated with the target group identified in the server cookie, the

software update service communicates the software update from the software update

service to the client computing device.
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conmputing device in comunication with a server. In

accordance with the nethod, a 5 software update
W(se(m,ioasssjet erm nes whether the client conputiPQr/us0ee23975

is associated wth a target group if the client

conmputi ng devi ce contains an authorization nodul e

i ndi cating that the client conputing device is

22?3 fi:gt ig%ﬁl (fléxji érz%fggc?ugf E(hehstesg'an Wgﬁt%nur)d%eﬁmd for

I coo Pom t server
n C tHiaS
oA i e %ﬁﬁ%&t ot S (b Sl Tl doviee is
proVRlel ar BR! mfHddPmayl B i \f}\tgy'léfﬁé'nt&f)ﬁ}(becohﬂﬁf&'s&bt@& fnlbRuding a client
target group. The software update service obtains a
cofpiREt ddvide it cdnBasticAivd Wiah A sivaiCturRcsidai@dwih thdiénethod, a

server. The request contains the server cookie. In

safesdpe updatt Gepliteadetemgines evhether @t clidnb eosplting keviop datssociated
service determines if a data structure i s associ ated

withtdh tdrpet grang af thy olignti cberpuiting ettvice ¢dnéainss em \agthorization module
cookie. If the software ate service determ nes that

indivating tthat sthe edientr eomputing &fmtsaase@mmd hitth ghe; targpstgroup. The
gro p |dent|f|ed in the server cookie, the software

H

¢ aipdafer serdee @equ,ataseas SEINEr @aelde rom cttva rsérVFF é?nthe client
devi ce.

the ser er t.qg.the clien t|n
MR 101 9 e eEoRgt Kss i lis CRGBHHRE s%‘a%ectssasa%ated with

wge%g&etﬁe  SEOBEko, PRl T S e
sn{f'g%? ggtaB]% a Fgogr gﬁe%gtdorgydaqaegtﬁ[\ﬁﬂ‘g %Eo‘i{deogﬁtet Jg?ver The request

oW ng e escription

E‘fet Eé?oer"\é iel Ny ?é‘sg&tge%yautgm grtﬁwreafest %@E@Mare update

'S a ock di agram of a software’ update

sétViek edsterhmésqfia Q8tadtribthRs assoRiR With Btariet PRABE@ntified in the
service providing update software in accordance wth

sdri@ BEREENUIf theweftvaN upddte bivideEdeinsings thad ke dia0 k@idture is
of the software update system of FIGURE 1

adsbtibtet neith nke tdrgetagiobpridémidied on theé servel i cobkiec dnp dfivgge update
device with the update service in accordance with the

sqviee eommunicates thenjatFt@oREe fomstha séiverttk tht cignteoroputingalevice.

sof t ware upda L ing the
synchroni zat i %ﬁ“@*%@ﬁ@%ﬁ&bﬁmﬁéa client
conpirhé ﬂﬁregtﬁf{% §pect3 @nd Afdny BE tHeRMRHEnS B8vnEed Bf this invention will
accordance wth the present invention; -6

bez«m&-/ memadlbmpmammﬂegswe trcaRmbeter wndgrsaschy reference to
ram of t of t. stem of.. FI
i, R R Pt ARG Rkt Y2 Flfrtich, Sifipé accompanying
dﬁ@ﬁﬂ@nﬁhmgﬁlto a client conputing deV|ce fron1the
update service in accordance with the present

i nveRIGURE lFts@Jhlpcs diagrampplog ISoBVatr WA SyYsm.sipeludingea client
pr glﬁgxe %lya%t FJ %Evﬂig}gﬁlédé e%ﬁh{&@ 1H%c§cn'8ancg \mtah the present

eSS|ng i on ate |n or na
ins/ehtedi; conputl ng

FIGURE 2 is a block diagram of the software update system of FIGURE 1

illustrating the authentication of a client computing device with the update service in
accordance with the present invention;

FIGURE 3 is a block diagram of the software update system of FIGURE 1
illustrating the synchronization of available updates between a client computing device

and the update service in accordance with the present invention;
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device in accordance with the present invention;
FIGURE 6 is a block diagram of the software update
waeymwseensss FIGURE 1 illustrating the nergi ng pdT/usdod4023975

» ~patches and installation of updated files by a client

computing device in accordance with the present

invention; 10 FIGURE 7 is a flow diagramillustrative

of aFBOURWEH ¢s upblatle diggrhmnef ithep kefowart eapdatdy sgsterh | FIGURE 1
ilﬁ.}gnputl ng devi ce and an update service for identify

FravRg we ipasmisgion of solrwleainlale InoanaRoTLId LAIGH cwﬁeunr?g device

ﬁ{eglg} h the
ﬁgirﬂe@gﬁf) &ﬁ?ﬁ%}gfﬁ F %%&K%TR% g%?%t% oec{:%(fn di agr am of
an ablGUREZnts anblockitdiagrarioof greowoftivarg umﬁteseymmofeFIGUREl
cess to dates stored on t date service,
i R P G s IGRRR o, Srrlaft Fssmagiot e o et gomputing

d@%@@iﬁé&b&%ﬁd@\ﬁfthﬁ%pﬁéﬁéﬁm{l@enﬁ%ﬁ of software updates
| Tustrating an authorization routine, in accordance

wi t hFIGURBrtedenat biopk aliagram; ofF theUREftvare | updatepsystese oof FIGURE 1

o ra of a sync I zatio ut i for co igating ..
5RO oBe SPIEY ahd i R of RRIED, R 82 cten
cd}kﬁﬁﬁﬁr% deRlc¢iif Bcdobdanc€ With ke SrefanY irvesitiondevi ce, in

accordance wth the present invention; FIGURE 11 is a

bl ocKIG@VRE imaiflavwidiegram lhlgstgarnvsﬁéﬁrﬁpﬁwyres@éw &putsre implemented

h I rfac y. J

S PR AomgFE PR L SERICO/P i ffapr s
avdilablet fo€ dikpalliatiog ofl @vd Cléent cOmPGIEY d@l’l&e invaédorddn€e with the present
present invention; 25 FIGURES 12A and 12B are
iInveptitr at i ve of a sof tware updat e processi ng

sub- 0 h [

devi cfe@q}fgekt #2 (r%e #%‘%?Zn@n gﬁn??a#l g“‘?‘éﬁ‘%@‘st“ eg;mﬂ% 18 pmwdmg
sélective aocaianc apddteshstoted qor the aptiate vewide] i accarthnEd GhilREhe present
13 is a flow diagramillustrative of a sub-routine
NVepihented by a client conputing device for updating

a bagfbiRe J 851 Ablakia 8f Ry @ﬁﬁ}hﬁl'erbeﬁspﬁfgﬁ?g %Qldzﬁgs illustrating
Wi th the present | nvention. ED DESCRI PTI
ail HEhGREHERRED NEMBEOLIvEAKe vatntbe prdsyntdewsntivhed, t he

For - FRaE 13 2 arogh gt pEa SBra S BEr tna py contmpnicating
a@él@@tﬁ%bu BY SoTiwa8 updateld fr@ﬁlta?Qoﬁ\Qaré‘ updat¥\erdd 36 A60RBB computing
04/ 023975 "system and nmethod for facilitating

devies, sredesordanee with thepesentimventiony of sof t war e updat es

FesobIFUREN Gl O g @RI LBRE R RERBRE Bisgon of @ graphical

uSPfifiteAiR fop d@p&smgl N GF b HRARupHatel thad Qrdd4\RFEHIE to an individual
invention software wupdates_can correspond to updates

cligsit ceppeting devigsf imageerdapes With thepresest inyprtiais i ng
SYSUBBURES 12A and 12B are illustrative of a software update processing

sub-routine 1200 implemented by the client computing device 110 to retrieve and install

requested software in accordance with the present invention; and
FIGURE 13 is a flow diagram illustrative of a sub-routine implemented by a
client computing device for updating a baseline installation component in accordance
with the present invention.
DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENT
Generally described, the present invention is directed to a system and method for

managing software updates. More specifically, the present invention is directed to a
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5 Further, software updates can include software
drivers or updates to firmvare, such as system BI CS.
wo osoesssiance with an aspect of the present |PVEN$10041023975

: ~-a-system and —cemponrent architecture for processing

the software updates is provided. In accordance wth
anot her aspect of the present invention, an update
sytei and methivd fon failitates the skiRctidr 4l nplémentation of software updates
aut hori ,zation_and synchroni zation of client machjnes
while hmyrmizieg, the shandvidth j and) prosessing) desOurGes aregiresh ie eselect and
- W r ofy,t ekl ' : :
bERC (i dHRiond TRAGEs. T lin REoRRARS it ML FkachlinfEyion software
updatésaan conedpahd edupdates Sonspetifiz sofywatelappligatibnhesopesating systems.
rovided. One . skilled in the relevant art  wi

']
F o3qihyare updgles, 6 nchide soffyars SRVATS 95 yRdates topfirmyare, such as

s B0, NYLRkéRBartR Ywith S8 &E_edqr&\/ih_@e&eieﬂt iRRnB6ESLYstem and
application. Further, one skilled in the relevant art

componeapaichitéciure fohprocessulg the softwhiceupdatepas pravidedbdn accordance
consi dered 15 . ndi vi dual | or as,part .of .co n -

iR R Esersd e Prepeat ientiord an RbeBE roiGtol SB8 TRertros gp faciltate

tHeSawh&MiA6Kn A0 §yhidniZd6ibl a1 MRn imAbidevakgh aMPdpdate service is
system 100 in accordance with the present invention.

pwitiedal Inyacgerdanccrwith & Aathes gspashé thppresent syvantion. @gnethod for
ugar?(ing %gg%ktgﬁat?orﬁeco nggﬂtz%ngll {&s SRIRRG! £ids ﬂﬁié&igggagﬂ%g)gtches is

e Service an exteéernal upda

provilled GEirrsiilled ifl @iseCrieldvast, art Witl afpaetifte, HOweeEr tiae addifional aspects
stores and nmanages the distribution of software

of heresent Hyentie may Aseubs providedtin the @reseritapplieationn Kusther, one
SBTS935 340 ol B BRSPS bl i

imdividvdllgranab panp dit@mmpn invetgvesaspd. The cl i ent
conmpuyt i device 110, the update servi¢e 120, and, th
ext eﬁéﬁgﬂﬁdosé’tf@a@?:?q%"o%s&@} 9@% ahlagk &aaqaeiaalwratwe of software
i cat ' . . k .
SFBEIHER10 Y Pl Bl A T o, e
saftwiirel @pdate aystan W00 knafy\taprise otdrer moret diemetompBytinghdevicse 110, an

e b0 g B BRI BB At agecihveiRed the updat

s PIOERDES stoRRd 2R N BanktRWihe YRGFibRiord NSOTsBRIWaRN updates that are
e

between the client conputing device 110 and th
cgemupicated 2d andiinstalladen thegliemscontputing dgdce puht Eheswofiviazeupdates

120. As w1l .be. appreci at ed those skilled in.the
s cbe, hip it pY “nENBRE Forfide 220, sRoBE Y spushberoft hBme! update
pioWidetsQIPE 1 is a sinplified exanple of one suitable

system for inplenmenting the present invention and that

t he pheskent computing devices! 19pthe yndaterservieenl 20hard theaanteraal update

- 8. P 3 L~ |
T A S T
argp Gheiveork SEAN)CEr 4 24gerongivorkesuéh aslabeide Giress aEtwerls (WAN) or the

shown in FIGURE 1, the update
Internet. By the use of generally known software, the software update system 100 may
be configured to exchange documents, commands, and other known types of information
between the client computing device 110 and the servers 121, 122, 123 and 124 of the
update service 120. As will be appreciated by those skilled in the art and others, the
software update system 100 shown in FIGURE 1 is a simplified example of one suitable
system for implementing the present invention and that the present invention is not

limited to this example.
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service 120 includes an update server 121 for managi ng
the overall processes of the wupdate service 120 and
w@omsadeasst i ng processes of the servers 121, 120CT/LR)04/023975

« -and 124 of the 5 update service 120. The authori zation

server 122 generates authorization cookies as
requested by the client and, in turn, the
aut haki #dl | K de@tbed SindfortS@élail CbeJGNE oAL EeiBédiftlent the update
cookies, that allow client conputers to access updates
sqaviee il & Fopiprisere aupaber ok spnEise ¥90 shawie inefKédRE 1, the update
r 0 i pf o . e
s@ ki e Bl SO RRSeEL R IR O JHolddfs of the
upditcasbatice $20 arel cobZBnatingpascestes of Yt servedd 1210€223,0023 and 124 of the
present inventjon tq identify spezéific uodatgs,fo,r a .
u%‘}?é“c isff"l"lf’etlﬁge &he @ RPN PRIV &1 28 Beperalgso gt P‘ézaélf’&ﬁ?"kles as
redliestdd B iheCH [ th u&h%@&dm&%ﬁ?ﬁ %5%18{55 dréhs8d EbV%éi’EFate server
ne or ‘nore software conponents for delivering data
cddkiiess thats alowt edenti témpwttswér eacogrdatipdatesr vovddel Hyy the update
t he service 120...The external .update provider
serge Y20 i Peie Sever | 7omevides Gt iR aaltFpIng the updates
provicRaTtyV@E QpdRdabRce 100€ Phd RkRahta URHR} 2PERNWE le sy3@m of the
may be associated with an entity that provides
presdnt weireatios ¢ ideatify spedificewdates fart thepectft type cli¢rg computer or a

be. distrib d to aroups | ient, co rs, .For
Sl Bionb il cSiipt SpRRRER adbe EroTAFHBY 2 Fore one or more
SCTBARE camponetits for delivetingdaRafiley assdtiatedr witlil e¥felvae &ipdates provided

desiring to use the update service 120 to distribute
by fawdatesevicgsd@lor nore software applications. In

anot I t L e 2 Vi 04 it

mmy i SR Wt 15 L E10 ey SRARIeSons ™ RYR RefiB b gsuibure
scftwz28 pdudes) UHereg tedig iup@atd pebvidy 1B nfiybeCRsqRibted @ith an entity that

device that stores and executes software applications
prpyides vpfiwane; spftware wpdateh @r palier data that iselg bsedisiEibried to groups of

n f r i . . .

ol EbrBfkefly TR Pt A oxRimfublE BRI TRULER b wssociated with
a ahingh yiaety Ssofth@sg deysdosen ndesiriiggiot ede thesumtatentervicPD28 )to distribute

bil e tel ephones, two 25 way ers, etc. will be
upg3ifsder SPe el BYTe FR%‘@TB@PB‘F&PH%? ﬁ%ﬂqtherieﬁa‘f‘ﬁé’ Hherexggrmal update
pRIVRRE $30 Fi§ be AEEBIaIAGHM iffard Bijiafd 4y3Rkn PRIPULI NG

evice 110" may take on any suitableform For
exanihe cliettecoviputing devinplit@ mypydeey amye cdiiputimgydévinesl thdestares and

network. i nterface.for praoyidin co ni cat.i o i th
eﬁeﬁgte.ﬁ éf’%ﬂ? 1catigns l!llg.t %}fq(c]il%g ézprf‘ngnggn. VIB%TI(YVI may be formed
fr6RNrydHeest 4 Rimb&eof dMttRnAEIMYAtECFoRECidCRIESS e h¥Plikited to,
connéction, and nay be used with any suitabl e 30

personali spwpuieen(BSsht parednal digital assistangs [RIPAS)P mubite delgphones, two-
In addition, the,client. c fin devi ce, 1,10

wel) R, el o W bF wbsTEimed BY s B offftark St afify or others, he

ardRitdcturd o HE rebiet cdiﬂ;bdtin@Pd/evﬁeque 15 2 taleO8H &Hy(‘s@ﬁ;ﬁale form. For
necessary for operating the client conputing device

exapple, the ekend sompuidigedesti¢enld Ospay ielues networkdaierfagmfor providing

& i S1@N - 06
o RIR B e A OEACLAT AR Gonk B2 00 HO0RRurc for wse
with ndnyowired @r anidelessefdtivorky conmectas emdoiay 2 edSehh any suitable

communication protocol, such as the TCP/IP protocol. In addition, the client computing

U

device 110 may include a processing unit, a display, and a memory unit. The memory
unit may store the program code necessary for operating the client computing device 110,

such as an operating system 116. In addition, the memory unit stores an update
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i nvention. The software update system 100 stores
software prograns that, when executed, inplenent the
w@e@soen3ss nventi on. When executed, the softwarBCUpSRDL023975

¢ -8ystem-100 stores, 5 manages, and sel ectively

conmuni cates software updates. As described nore fully

bel ow, anong many ot her benefits, the present
maR¥Efien® tofipouért €32 afofadRadllmg Sy exét@itihgi pigcaabst of the present
sel ecting target groups of client conputing devices
“ﬁﬁa@mhre eligible to receive software updates. The

pr es t ' ' i

For - ahe i UEE AP SRoP OV RS AR bR L G brccuted,
implémentsthe pfesérainyentipns Béhenfexeduted; theadoiﬂnglrd h}ﬁiam sseent 100 stores,

|nvent|o il ed descri

a n Ki
Manages) an fsekeﬁtéveﬁw SSBVRUTIGR{ES quBY?I? é‘PH?tS% 8 defaribed more fully

bEBHC Fabfdinp gmgﬁye olMeF Fﬂeﬁgﬁtseﬁé e?ent rgd&itien C&owaegradﬁe&ﬁmsm for
sof tware-upddtes that may refer to a specific upgrade

defining apdfseleating appet gaupoof diegt s:oraputmggdadwsotthaa are ellglble to
nedi a pl ayer versi.Qn o nedi a ver.si on
rOREG Ve taplifae 3 atesspt PnBEieronSe Pivides R aRefevef mechanism
fortRwaldadingWabh Mles Hsb¥iaicd with dspdateupliesi ncl ude the
communi cation and installation of a nunber of data
fil efor aumostsackedlusirating e smsw/ameenimataedetallﬂdsdespnptlon of a

RGP S5amBle b e bR e o SEPfMided LB hial e working
eXdﬂﬁ’pl&l réfeddncdad mallé tesofbmite apditerothat ey kaferd © dlfpdeifR. upgrade of a
Wth reference nowto FIGURES 2-6, an illustrative

softwase applicatiopeegectn upgradoof @omsdiseplaxeroyersipe 6dota Media player
<400 A3\ oR o B0 GRRL Bl OR B0 0 ot

upddte meC éndhndeF tHeUBSmaunichtiors aht viastellationdaf @ aemberc ef idata files
initiated bx the transm ssion of software gp ate .
agsfiaterawith rihesolwareo updaier eTluis &P RRPOpRSa0E UisTotinge the present

invefio'% 8&% oh§¢ n%ﬁgvt?etwééﬁea @%‘{ft\gﬁr@% d#RAR8d€an individual data file

provi ders e assocl ate tmare updat e
c@y&hmgla:ls@ﬁ.waﬁmmiateat ively, the 25 softvvare updat e

info tio be tr e i rd-party external
updat@* S Benee nov i PG RES F6: Ha gt oRe Gibaing etveen the

ShpddRatsIraRe B vty bt@ r&ysthlﬁel 095 tipakte ond Bg %(ﬁe ﬁles on the client
?Ornat|0n can i nclfude Software code utilized

In
cerpplla:ng devi¢d B0 will beadescriede  Withi Fdferetcet to FE@UBE@’Z ghe software

f or det. th

e Ve it T Bpen BT SReirSyPHRs bietgn by one or

i8S Chxitdthalg upBfte S pioviRESL1 3Ndatag. dEGRibed aklsoViesS Sthe@NeRbrndD update
the software update information may be conpi eted at

pmvyders 19 may b@o@gom@tpd teitte sefoware updatat se/ﬁf}gm H}Oeo@étematlhely, the

e init i.0 .the_oth | 1 us t.ed .so
et o bl o RBorthacib il (B e UB B8 PR Spermal update
pBQ-HeHSIZﬂﬂMIﬁ)?afﬁgﬂﬁlstréfmnelhﬁ&ﬁhﬁht of thdpresert! waestidhpdnd Software

information fromthe external update
update information can include software code utilized to update a file, software code

utilized to replace a file, various rules for determining the applicability of the software
updates, and/or display information describing the software update. The transmission of
the software update information may be completed at any time and does not have to be
contemporaneous with the initiation of the other illustrated software update component

interactions.
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provi der 130, the update service 120 generates one or
nore pieces of data to facilitate the transm ssion of
wapaanensshf or mati on. The data can include a papPChusS2004/023975

« —~Sstorage file that corresponds to set of software

delta patches for updating different versions of a
file. The 5 data can also include a patch storage
mani Upsh febéipt @Orthespdivdse tupdate infolenatisBpfomg the external update

particular file versions to a corresponding delta

proyisien 130, theapdass sarvise bihganerateseoneos gnqyg pieces ek daty o fagilitate the
| : - €3 Gl Qg A h S

upRIG B AHGEARIOED The Gaby Pin BRMESPDIRD dbbage file tat

camnapomdsttalset cfpefiivhrecdedta fpatvheefon pgddtmgdiifferentaeersiphd ofteefile. The
descri bed, i greater detail helow. One skilled in.,the .

data| @ e ictudsia Paigh srasesalentieh ha ROTGERARASLP G Bfex gapping

phliBulBAh Vi 18% édr}e_@;l»orfaﬁ{gc&uﬁtfemgﬁ tH@?htEﬁ%iorag%rlﬂe. The data
the self-extracting files may be conpleted at any

cari fuethenuhichide @ selftextractingt file itleat correspopdy teriefomatiomihelupdate agent

the .other illustr.at component interactjons. . . .

il Pfar B rosbest A 4G sBRSY Syt dp i sy &S will be described in
giefed domil bW, C0R¢ 5I8NEPin e Flbwint art GANMRPHcbRtedBN t6E gddddation of
initiates an authentication request to the update

theepatcle storage filey patch s®ragel manifesti erd dhe sdifentactivg filgs may be

[ t_Jnvention, .the ticatl t .
oBEPBGRL 0 B B s 0 PRRLAG, AuEBR gy it e ot
ilfus@atedl cemporediitéradipnslevi ce 110 and the update

service 120, which will be described in _greater detail

bel oo sk Beninsmisipropl sefbwarg pdatstinformatipn tg iglients, a client

: s . . . .

HBBRE BRI 150 e MRSl ST, IR RRKI P, 1o

ilnsiative érhbddinesd, oftthe padseiteinténtivhe thecduttenticatidncequast corgesponds
device 120 then initiates the synchronizatjon qQ

f th
toyrRdat RotRsakinissachiop petren thielignbeampuing deyise 11 2, the update

sdrVick§ 06 2fvhith Walitad HéE%HBed)Fn SteP dERANMeldwWY Q'fk%dno&m 18%n of the
synchroni zati on request al so corresponds to 't he update
apthertmatidn, i the eipdate i servidxel etransniits arc huthedticabompebokig to the client

el BT PSRRI Sl e s
cSRPRAERL dMteAR0 G BHRERRE bARhtdAlbatib 8f el a9Bflable updates with the
conmput ng 25 device 110 receives the information of

upddte agspter 420 e Is oén vidlngraive acmbodimgn{ rof otheaprasent invention, the

describi.ng the updates. Howev in.an illustrative
SHBERRURT Teocr oL rAEERe a0 b 1afeee Preocol fbiap o bgfeen the
cliéhti ddsipufihy aeQick N80 Wddathe dRiated SR vicel 020 WRRREwilMbt MNescribed in
conti nued reference to FI GURE 3, at sonetinme during )
grepter dpadihelqy.oblpen theacomplpiéen pothe syneheniggioay & ¢lignpeomputing
I nst ed Js. Lecekved.. MRP ' ' : .
oot T A LESR P Br 3 B Bt SPUBEL IR o
d¥dctibingahé WadatesU HaV@&et, l1h ah Mtistrative &abodigdntdofthé @resent invention,

synchroni zation and asked to sel ect an appropriate
ng sefivere cade @ripgantials e update hag bespdownlpaded-ng devi ce

110 ' i ot
sel ecptn, R {MERSE b HOURRRLSE shif Bt OfRhs (7] dpac process,a
séledtivatofaberppdatesgo deVinstallelli remived| do andilestrativd e¥Bodiment of the

2005/,060388 PCT/ US2004/ 02397£c5i i ) X )
present invention, a user may be presented with software update information received

during synchronization and asked to select an appropriate update. Alternatively, the
client computing device 110 may be configured in a manner to automatically select all

applicable software updates. Further, the client computing device 110 may also have

-11-
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sonme rules that allowit to automatically select a
subset of the avail able software updates. Still
wo 205he388 a user may initiate a sel ection of aPCUpsmb£023975

: ~Ppy- cemmuni cati+nrg~-w t-h the update service 120, such as

via an internet Wb page. Wth reference now to Fl GURE
4, the update management conponent 112 5 instantiates

scie HIKEAhA MG toldBorditidall§ slebedubSQraTlid ANGilaleY is6@ware updates.
110, if an update agent is not already present. The

Stk darteeragearser Mbg inkiate pegleetons of lap updaleshy senpwnisating with the

sof t war.e dat.e i nfornati ckage, such as

“%‘g’fefs-eé‘féf?é\ iswa’q_‘si‘il%?r_l X %&é’gﬁigﬁ%gem 118 receives

the watlf refstenastiod thi FESRE 4pahé Qipdatea Mianaaiaing Scontponent 112
the installer, as will be describe bel ow. Further

instgatigiption wpdaieraent 1ES emhechguicompaiips dewise hiP. df an update agent is
e : e
R LR PSSP SR 3568 8 o

updufe Inderdiavien patieagessuch \warselfepttadting filé.orThetupdate mgeitad 8, receives
t he_update agent 118 perforns an inventory of the )
the; SeliseHmBRnEaFle PSSR B WBtGs] PRE TBHHISH il be described

[ . ' ] [ : :
S48 R PIRER Ut FPERRLLSEN 86 g P UBPAEYinfrmain
fromdhe epdegeservied 82@let er mi nes 15 which delta patch, or

ot her, ..ypdat e i nformati Il be required to | ete

I SRR Ay I 3 SRR
sdfivdre Whdste TnfbREMRApabMgeS BRGIpHAE 2d6ht11a 84RARBHAS an irVeRfdBy of the
enbodi nent of the present invention, the request for

files fthatareeinstplert ers thesjientoromsaing devige 11).dBasedtonraenmeparison of the
.transmtted via a direct.network connecti whi .
iRt BF aph R Rolpea€ ShroRRattpeckatags it iSphD8 determines
whlERQRADA{chO6r 4thér WpdatsRformaNEen illbe ref@rdded dipldt®the selected
software 20 updates may be a background request that

updatesy Ahervptiate @gouttlh d thenrteapsmits ageqigstrfor spasiic dedtajupgates. In one

T BB IER o 8 S 0O R TR yreson

a div¥@REquRSt tranksmithsel \i9h divectaetstR icBnneetion,astiicn o4l borederred to as a
delta patch, the update agent 118 transmts a reque?t
mapual ppdated & anotheropbedimeny of Mg PresehiVERGas, tiedrequest for software
i ' i fei . . s
BBl 3 PO S ASRRAE R GRert e
- a@idhe Thissemivaimentatillbeaefeirtd seascamadutatndticaupdptet ches have

failed, the update agent 118 can initiate a.fall back
pr ocBYaR éﬂu ve &mbsawnt rﬂ}. dBe PuFssnic Lyentin, dg Zhea Software update
0 nspd S5 : fent
BBk 04 I8 AT 3000 s IROSBLIE £ R g i

sdraick H2¢ khatr wleetifiese theapartibelar idelta pdtshaidentifigde by therpat¢he storage
trgnsm ssion of a conplete co of .the enti. updat ed

mapitesty Al fFrRat Vel ML the gt 41 B olmay el Or if several delia

phithditabatriinvg, #eRdhERBEntaf 81cAS iMfise A allbt¥ §Rbicdlre. TR fallback
downl oad server 124 o the update service 120 can

priicedut logn pnadedssa requestsfor tthe transimigsior of @geampleteraopy tdighe entire

uﬁcga(g%‘r g}:ee %g% EI&%%%% éﬁﬁ%gﬁfeg}/ %Jgé gﬁlﬁl?agh ;?%géje%si}% G aftb S8clude a

request for the transmission of a complete copy of the entire updated file from in

self-contained package.
In an illustrative embodiment of the present invention, the download server 124 of
the update service 120 can directly process the software update request from the update

agent 118. Alternatively, the request can also be processed by any number of additional

-12-



10

15

20

25

30

WO 2005/ 060388 PCT/ US2004/ 023975 external downl oad
servers such as traditional Wb servers that have
we@2daonee03secei ved the requested update delta petThE®04/023975

« ~fromthe update service 120. For exanple, a

corporation may utilize an internal server to update
client machines. Additionally, the request can be

eREPaEeGRRloRY saxéresiel adlauditiond Web ¥k ersithatviiive RithéRceived the
or all, of the update delta patches 5 are cached in

regretetsupdaty datewnatnhss fioguibstupdatasewiiesi 1241 Forisfamples a corporation
TSR B B P LSRR, 88 BohSL ARG rees con

poeessed by gxtbirabdovwrlsad seraers irewhichabme 0dr all, bl the' updatatdalta patches
requests. Wth reference to Fl GURE 6,.opce.t e )

argofaced dn URERSEINE HTEYIRES I"BRPeRS: r ACEoTdingly, inhEriy sbpdiment, the

daWEIBhd 138 tTRdiBEDulel S0ty g@?ti)gl'éfd?ﬂltigﬁalt 8Gwhibad @éljlvsx‘g capable of

ile to generate an update Addi tionally,

sdarvieinggyatretesgensiet pBotomh (\HI TRIdHatawépiebter t he ner ger

full d iate fil o )
desci BLirebsyao TIEURGE: SeSE st ndsisaniamation iyreceived.
tHeNdatd RP&ItQ 18 3dtheslthS dBRY patS Wahithd BRtafled Fike ﬂéaéegbrate an updated

agai n or request "an entire updated file after
fileu nBdditionaliyaithe update @gens 118 ecan petditlate aykeather1the rogsger suscessfully

o B AR B AR BB b BB s e

u@da@ev\agé}nﬁgr@mayfre@ea%& YeltLpaistiadath O RGE&S aN@ntireUipdaed file after
00 1llustrating the interaction between a client

a pumpen ofrfailees;i @acerthe updae agrat 4 b§ phiains thesplidated gad ypdate file, the
20.] r.da i 'y t invention. At bl ock

30 i HRE SR Ul AeBEE T |10 ot hor' zes

acCeBRGUREhés ¢l iflomt dixprgmit 6f alddhiwdre wpdatd Iprsdessidg \teutine 700

enbodi nent of the present inventjon, the

ilstrating thanteractisn betwesss ¢lisnt Pfénwmsrsiev% iplieed thegpftware update

selrr{)&le Y86 i DR ofinSERRth ahd EIQ:F&H“[ ifvenfibr! €At 'bﬁ)%ﬁ%&cﬂlg Kbfware update
or allow ng access to Software updates that are

saxrgice ¢ R@ heatorizdshacaesp ao tthecelient computpr bf0. cbnpuilhisgativek embodiment

re detail ed explanati.on, of the auihorization )
o PESENPYiige: & aEMpHerion;of Acoesyierthe Flirnerempicpcanapelude the
gﬁiggﬁiﬁna)ﬂa sERRr-EEhRINLo kTR Rlowin® 288 %oﬁ%fe“@ﬁcﬁtelsnthat are

te service 120 synchronize update information. |
assnciatetl usith at parecudarbgrduprexftconfputene Py exeetdetarlod reixplangtion of the

25 the software. update.service 1 14 s netadat a

o BA0T Ap-Epenih st trgdace EIGHRER ol ent
conpuk i ;eckdeod, Ce 1difRnt TompiRe 20@t hdC e 8bfd%are update service 120
i nformati on describing the available software updates

synehrpinizs\ipdatgsnformatiene| bran Blustrasiverambodimenttad she present invention,

e Pl sor DAL eRPla PetFa SR PR warisly Wrwire vpdates
td’ #@adliént CoripddpEdevieadnd. 1Phe MetddhaCdontds infdrenatibh @ecribing the
uting device 110 obtains a 30 sel ection of

% Qnglepsaﬁwermmiateééo eBowavined tiselach opp oF Mo tpdatesyder installation.
AS fedde?ag{éh decriplin RE AR DhchrloRVER] SR s%%llsb%l RS tRow with
appl cabl’e updates can ‘correspon S the ut115Z4ton

reghrdato FIGUIRES 0fand 0o ukt blsek 706) ity Eldene Soinpulide déviteal ¥ obtains a
user selections. The sel ection of .user . i nterfaces

sglgqtionoé aprlicablepwdaten tdratlerd. daragiiflusifative pmgadimentof the present
1&%%‘@,5 the ‘selection of applicable updates can correspond to the utilization of a

number of unique user interfaces to facilitate user selections. The selection of user

interfaces will be described in greater detail with regard to FIGURE 11.
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-13 WO 2005/ 060388 PCT/ US2004/ 023975 At bl ock 708,
the client conputing device 110 processes the user

waedosn6i3es of applicabl e software updates and PCT/US2004/023975

interfaces with the software update service 120 to
request specific update information. In an
illustrative enbodi nent of the present invention, the

cli ept bKIOBI A SRt @Ombhfing QAetict $1@podesty ahé is@N&lection of
or nore applicable légidate delta 5 patches. The update

applisable safgwars uppatecanddnterfeersplith g sabwareaipdate seriret 12810 request

rQce h st e . 0. ] C ]
SRR b BT Al LM oL 88 hSuAthRdhion,
clicat Fonputing d¥Vitd1 I beeas @aad troquesiSldte &, marepamilieable update delta
di agram 800 for authorizing access to  clien
lbqg Gk thep process the

patehasut ihsgrdatsiagent Bpnathg clent compyting dgvics
. ! I .

e, D s oSl ot Bk 10, e 70

tesmirtaw®r e update service 120 utilizes an extensible

target.ing nechani ontrol cli.ent c ting ..
devt S0t TER st It KB Baecontl Goem SRt {hioripipg access to
Bk kw&gﬁtiﬁgo@ati&saqwne_ecoilragbonaﬁlg% SRS EFICEREN $1 now be

that associates specific software updates w th one or
denoribed. t &r geillugtretiys embodimeanof therpresenh invéations dbe safware update

For le, the software update 15 seryice 0 .
sqrvie S20 RLEs ap RSt RethEE dhesdnam (o o0 daciot coopputing
dPaéd 1 U hedesPiANPdREs a8l | ARér SeTAPAtE] NThélQufteak dpdite service 120
_having a specific hardware device. |In such an exanpl e,
incheporatest @ wagchanipiathat asspeipiee speuifieragitwari wrsdates twiitlyene or more

roup of client conputing deyj Viing
ey Bofips, P T AR Qe SR E° 0, AL 0 spfonare wpdate
séiide 1 20niday t1ideit AdcRESHN Spebific Hafdvdre dfiadrhipdblead agatticodir ®rand of
downl oad to the target. group. 20 In an i]lustrative

clian semputing devicem bl hhadng o spesifigaardyarerdgxicex {fiichignexample, the
; : . ciLitat - ' -
<L pe TRRID L TR L e L Ui goics 110
hekdig h@amicalat Brahd Gamp uhd agpetdfic hardsvareeddvivesind dintio therteansmission
or nore target groups.  Th frr esence of an
obihe particular sGRYHE dgwplead fp the dqrge @OWbnput i ng devi ce 110
defi ol ' [ C :
o t ho i MEARle chbEARIcHE BF R PR N GKh e MRLARAR: targeting
mechepisnn is factlaatge bygthewse of softenmngineponenty ('mchaerdmtian Iplug-ins")

el BREpey 5 S omRuing e S EBErSLiR (Y pecon RN (hiet gfpups. The
pleSerRE T ANuHAIRYGh Gﬁ%%ﬁg dfs# kiR ToldputiBg Ae gt 2id _dgﬁxgé%\gévhether

wth respect to Fl an aut horizatrton plug-i

theagliene computing device beloage ko el spesificetadzed gPoup OF dhe uthorization

PRRaRoth BRA s aRols Mo RO BB e A, DR Eprode
i&ﬁﬁﬁcﬁaﬂmmghﬁxﬁsmﬂhrpanﬁhﬁr BbfgareappAéation! ¢h 8lidtegh example,
to herein as PID validator 829, utilizes one or nore

andashobpd in onate detaikibalew with respecs de FILIdRE|8pan gutherizagion plug-in 826

n%?lgeniér{sgglsﬁ%ﬂeit érg 1%89 é(%el?%tflog hEeID EOQI %t %@g?p rx]n(Hﬁ?e of the client

eV I'sTvalid, erver
c@epaingt &vice ad@rpasy the obtained PID to a corresponding PID server plug-in 829.

The corresponding PID plug-in, also referred to herein as PID validator 829, utilizes one
or more methods to determine if the received PID is valid. Once it is determined that the
PID stored on the client computing device 110 is valid, the server generates a server

cookie which indicates that the client computing device 110 is a member of a target group

-14-
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cooki e which indicates that the client conputing
device 110 is a nenber of a target group -14 WO
wWQeM50aBB88 PCT/ US2004/ 023975 havi ng a val i dp@/Ds20041023975
anot her exanpt-e; -a target group may include client
conmputing devices that are designated as beta test
conputers. In an illustrative enbodi nent of the
haigs 8 Valid INBNt inCdhotlidp@xamplephitz@ei group Sedy incluliz 2liefit computing
t he software update service 120 contal ns a nunber of
d%"é‘?@?é‘?“&(ﬁ%@‘%‘ﬁflP@heta§’st%P‘ft?F§ that define a set of
targpl A QHRFafle Gniod ﬁﬁ”BP'tt'th x%?éﬂé ﬁ-ﬁreﬁﬁ@f {n8€ authorization
aut hor i7at1on server i Tl recogni 26 Each server
s@vﬁrhdﬂloiahe softvgdre gpdate canvicai 126 contanmm&mhberfafrserver authorization

connu g data with a corres ing client
DRGTRO DS afS B t50- P I8E0 BOPErOLs ChPHOROMBGHE, deFiges that the
axﬁﬁ&ﬁfaﬁo& 1Qryéden w’z}u Skezbgﬂ&e Maeh . s@d&N ablhofRitidhO PR inN Gontains
device 110 includes one or nore client authorization

cphpapentssfor lkammvgénating ideta with a eorgesporiding) cher sauthwrizhtierh plug-in

sbiid G adBit Sormpiine D o PR TREPRE TR e computing

d&h@&ﬂlmﬁmmes Bfe oP $icié [cHent! dhtlRaAti6A pRIptinG OkEUlértdies the target
device during the installation or upgrade of a

groups \Aar\@lualpg ¢ cdienobelosgeh Iasan HBugtiadive | amzhodgnent opf the present
IHVEI?({,O& H%r? & eornatah%? lg) l}/%-lins Ban '%%dklts{aggcﬁyﬁ] )@g%l{l :E)flient computing

dévied cairingdh@rnsfaﬁame& dpgraaia ofidSofiivaterapplicatidassuch ag tHednstallation
control the access to 15 software updates. The

orupgiadq ofhan eperEinggssieR. s Addiianally, the sarvereantherization plyg-ins may
TRY
8 S Rc i ins @ by BBl Bl of BBl BRG Bhinhe o EHrdl ShPhbcess o
sqftwige updateanTheadthorization @ihg-ink Gtodgmamrtlmactlieylt tompuetthg device 110
libraries, As shown _in FI GURE 8, aut or|zat|1gl) ..
}\c;é}utlgpzlzatégmeéyq{sugmag@eeqpaqfﬂ so cplug-in, or the authorization
t ver
plglgt ﬁgé#ﬁtqﬁcﬂeg gmlb E%%ﬁ&glb?}l{‘]li{eﬁgibéét%gr get 20 group
t hat Asshbwdemn EIGUREl%puherasth@heatmnnsa’rvGrlth heontalhd three example

Conp t "L (2 d
S RIOS R BhPIBR i 1) D Sboripriatort Gut T B fefiving o areet
gfo‘ﬂﬁltHﬂlqﬁclﬁgé@éﬁ %lﬁput@ﬁvdh@&nﬁftﬁﬁltﬁed"ﬂ! 0 onkpfikc?s 'ﬂﬁ&ét%roup") 2)a

PI'D target group”); and (3) third serve
sezand seriveraautorization plug-18329 di@ﬁnmgrfgtaagqt QX thgfr mgbldmh gemputers

h%vﬁﬁ%gz?evépg %ﬁa %eéngl nﬁ%&grﬁfﬁD her Inaftte* 31K qe ( tﬁlrd server

a®RoR4LOR gplﬁé—nﬂSB’O Q@efinihg &QHﬁg@t ?ﬁodp%a@hhﬁﬁ&es beta test computers
authorlzatlon pl ug-ins: 524 rst client
59

(lmﬁlh@tqr zbe i'enta ta5E€lgETPYP'32 shewniipndIGHRE $.hbe liesingomputing
ORIFEO SR S5 A0Sy SRR BBl "Ry SRz

pm@-iﬁﬂlm 18&6atid’gdtlﬁatthd’lglléﬁtaéomﬁdtmngldvmnIOOiS‘paJtmenﬂ)er of the All
device 110 is a nenber of the PID target group
Cpmpgteés(@rasr group; #d @) peaeondshisti aqﬁlgortr@v% glug1ip 886 dndicating that

I
oéheﬁpwrﬁgxﬂlng:gg@we h?()' %Q‘tntl)e ) ae? tog?léée?lﬂ W%&%J@ﬂv\}r{]?ﬁsb%xample,
tieppiescionipating devibe $ 80 dbesatodicontain Mdthonzanoﬂ plagan indicating that

h cl th t I 825 and, 82 b
1tdg%1nix N en}f}{gti@;@gtél{ﬁzegg{ﬂ%g %Su“g/llll ‘tg]e apprec?ar%ed l§y glorsTng or%inary skill

in the art, each client authorization plug-in 825 and 826 may be configured to execute one

or more functions on the client computing device 110 to assist the validation process. For

instance, the second client authorization plug-in 826 may be configured to examine the
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or nore functions on the client conputing device 110
to assist the validation process. For instance, the
waemeneh3sd i ent aut hori zation plug-in 826 may bBCT/US2004/023975

« ~cOnf i-gur-ed-t o-exam ne the -15 WD 2005/060388

PCT/ US2004/ 023975 nenory of the client conputing

device 110 to verify or obtain a PID for an installed
mSRbHVAT hedflRnt CatnbAiing ASviENPMNtJ Verkty @RSbtdin 4 PED for an installed

aut hori zation sub-routine 702 begins when the client
saforaseieppligatdevi ce 110 conmuni cates a configuration

803. L7l i i i
B

céiRpiting UdeideOln Or sthitiGhicReS ai conffiguratidn frequissa®y3 saithiea blittorization
sof t ware conponent, configured to obtain  informtion )
seeas dR2pi Ingan HiusHativio empadimsat of the presens: igyeiony thegonfiguration
{ zat4 Ford 20 ; b [ .
retaﬁ%sg gbjs élgl qogge(? ﬁﬁﬁemér tgu ltatbﬁzscon iegg? at gﬁp r%ﬁ%g?‘y to obtain
inf@thatiey destribirigzehe authodwstioneplhgrihsr séred roadthe autherization server 122.
"CetConfig." In regponse to.receivi t he, 10 .
As o B BT dyL0pe e i he atth itk SoIiegrpion payest 803 may
uthéze & HRHAR PefEld &&%a'taaeonfﬁgsggﬁfﬁé&%e t8hie6diving the

I'ncludes information identifying a ) ]
canfigntion akigaest 03 gthe remthosizaticed sermert 122 eeminunicatas iaoponfiguration

server 122 .|n ane enhodi nent., the configuration. . .
SR ACL Sbish RER o IR gL T gt iy Roization plugein
stofdANGhf kRS AMMrigRs iseRer 81, auhhend Zahbddimes! Ulle | Bsnfiguration

stored on the authorization server 122. In the present
respenspBe4 indledes ganf arcayr eff stongsi that idepbfieeagbdescrib¢sualk guthorization

i nf.ormati.on . that. identifies the firs I .
PRI P o e abe ARk i (226 ToehiShrsEL ¥olpte. the confguration
redpdie 80Z alrichitlep| Uffointata9 thandddnfiiet hitied firetr VREver authorization

aut hori zation plug-in 830. At block 805, the client
pluerip §28.nghelesacerd 13aveje putherigafiosnplug-ild% and the third server

A0 |0 okies in response to receiving the
a%gé]ﬁzl%élﬁﬁgz‘ilgolﬁgﬁg'sponse 804. In the 20 process of
bl oclit 86fck 80 ahé eclient obmupiting dizviced 101 Qegerates abms or more
an aut horization cookie for each pair _of natching

ahoIFion FQOKIEs Ve TesRARIfO0] F£5EIV I 1hE Fgnfigyration, fesponss 80ge In the
p&%gﬁed?tbl%cg(?)gg{h% clfeﬁ@ccﬁéxﬁiﬁngfdebﬁ@tl 16 $ehQhte€ 8h laBffiorization cookie

ug-1n nerates a aut hori~zat 1 on cookie
faracdlc pair @d nwittHing bkendlahd Gervpugwherizagiog gplugginsuhosciatbe present
the first. client author.ization lug-in 82 nd,the . .
e¥4mRle the fiprclignt HOReRHiPS rp'iltﬂ-lag&%gng%%teéraegﬁ?ewhmzaﬂon cookie
aggﬁ%h al el it Cagphiters 235%&0&9% YeSaus@ (tBE irst! QieRt aﬁﬂgorization

I'tion, the second client authorization plug-in 82¢
plyperienBas esd thesforstoservea atithorizatimniphwg-o0838 ave hothmssariatel with the All

with the PID target, gr because the ..second cl.ient .
CRmPHISFS 248F o PPug- o 2dBom e pond isht alipgpation plugein 826
gEHEAEY 4 SRbh@Buthbiifition cB8ile adotiakat Wit PIDAhREt PoliP because the
the PID target grou& A third authorization cookie is

gt

serond chemeauthosidasomplugtin 826 land the sesapdisemer anherization @lug-in 829
S8 B0 0, B IS L BB, e A bR i o
generated since the client computing device 110 does not have an authorization plug-in
indicating that it is a member of the beta target group.

As will also be appreciated by those skilled in the art, one implementation of the
process of block 805 may include the use of a generally known software method referred

to in the art as "GetAuthCookie." It will also be appreciated that the generation of each
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As wll also be appreciated by those skilled in the
art, one inplenentation of the process of block 805
worenpsoesiside the use of a general ly known sof t Rem/ES2004/023975

= ~fret-hod referred to in the art as "Get Aut hCookie." It

wi |l also be appreciated that the generation of each
-16 WD 2005/ 060388 PCT/ US2004/ 023975 aut hori zati on
a®ReZaBoNRYoltiB \WedyViBvald e iaHHifioaAl REQSERS] Far ifs@ince, the second client
i nstance, the second client authorization plug in 826
aythgrizasion phig ig §26 anaydecsoafrewed ity exaopine infarmationeiored in the client's
client’ syst.em ' 2 t4i-e . .
<l Bt SR 4 P e BB b Bl oot n ot
eLNRIRY, @5, probeds pf Bk 809 mdyl inclidSpPfocenys forebimaunicating with other
processes for comyunicating with other 5 conputers or, .
coapytersor devees Fof Mntance. 2 diepesitthorizaHen plgrip sipyogyycate with

a TBVicE QUM fé&uﬁd%@b scain&eVides c%rtaglag., 5 oftaitHe gﬁgéagd model of

scanrer, video card, etc., to o
theodevicaf I hehetewbndimiting odxaewplespra Icliantt ianthoaxaionl phig-in may

a client authorization plug-in communj cate wi.th .
CQREHRICE W P SEOUTEY, dRVISS, SHER R dHIRCTRTLN! TEAE 0 Qbfgin information
dggghgjngaidgg@rnati on describing a user. 10 In general,

a cliéent authorization plug-in may read configuration

i nf olmgxneral, & ¢liznt authgrizatiop phugrin nofy tead carifigardtion information from

a5 FRIPESRE el e somatiie dene 0 ot b SHleF, dofputing device
cSiubRatively chiheetcdal B dMBAteSomputing! de®ite 130! Nr dthet &x@ples, a

plug-in may be configured to utilize one or nore )
clienb [authorrationi plug-én mayphe eanfigoredpoosilizatng rimererfubbe or private

ot bR AU IAPIL LS SHPHEREAT Rl rom e

clseéit Vil wall g vialldated b$ teehcoieapadasy seVdP pluin, diatsaeh examples, PID
plug-in 826 uses a private APl to encrypt the client's
vaidatar plygsins826ruseea priype Pl treperypt thasligatis\RIP todrass the encrypted
[ [ I Q. ery.e ] . t RBL. o1
PHSGLARL AR, SRR O Rl STROCTE N ep 0 e

aliiaiszation®higsins saghutitize blongerimendurérmands sacioas fivgeirgrint readers or
prints, to construct_an authorizatjon cookie to be .
Voige BEHIS: 19 copsiruchay anthprization coelde fQ,pe Pasged 19 the serysrdphualidation.

Y@ TR tRer aftiplE thﬁgfrﬁtalﬁﬂ{oirié?ﬁdn u@-liryglﬁg Rl Gervige YEkhy other

service or any ot service to conmuni cate

serviich otoi earhmonicate ealehdrization aredentialot drenny \opleer ofypelaifadata to the
tHe. aut hori zgtion server 122. In an illustrative

ay, UARSETVER 14%he present invention, each

aut hgy bt Afds@ateAKbRimbRIrURE Prelent lifl Aok, NAkh authorization cookie
identifies an associated target group. For exanple, a

irstudesig string thab identifienare assheiiated tprget growparFor example, a string may

.aut hori zation cookie is.assogi.ated wi.th.the Pl [ get

gtk oA RN P DA BN & ieBteier i RITIFEe eroup.

E8@FitRtiAf6n 660KIRIAlsE ichilds 6 Ah@ LEIMERP cdmnfuhicafihg a4id between a
server. For exanple, an authorization cookie

cliens end atsenvenni For examply, Bn taythgagatiagr epglsieraagoaiated withdhg BID target
section, that .contains,an act.ual Pl D, Wiyl | .

SB35 bE) i 695 S Br oBRiMGan 0 D s Wi s popreciated by

tHobe ofl dtdin&¢GkilDh €@narf; Q¢ dufa REWYort YRE cOitailaing tiyp@of idsta that is

stored in any format, such as a byte array. For example, if plug-ins on the client and the

server require the communication of public and private keys, such data can be encrypted

in the data section of one or more authorization cookies.
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30 stored in any format, such as a byte array. For
exanple, if plug-ins on the client and the server
WO e@ai0688% he communi cation of public and pri varer/ks3084/023975

« -such data can be encrypted in the data section of one

or nore authorization cookies. -17 WD 2005/ 060388

PCT/ US2004/ 023975 Once the client conputing device

110 oRBEHRtERnECOMpIIAGIdeIRE 1100 geRkles ah QlitheALdlioBadobkieffor each

corresponding client and server authorization . .
pgir «f- qomessparidinge clienitandopgsveri aufhorikatips eplegrifituihe glied computing

t he generated authorizat| - [ 1ot o
by SFREURRER BaRiA g5 ABAEARE GRef LM quhogaatign server 122
ASlsh®W irCPIGURE 80thd @U@t oinbting demicd T @fnrhlisicates the authorization
authgrization 5 cogkies in a cookie request 806. T

) . The
ceakessi 1 arcogkie SqueHiaUon clhgdeekisgauest §0ouneludes anysujtafle format for
L&at .00 r -alt i ' i

CSRTIAH 00R0) 318 Qb OARY. BRp AGERIAP K 68 proces of
biogk BesreOhaimplemeftatibn of this parodf thé euthutikaionzaa¢thah702 may include

nmet hod 702 y include the use of general |y, kn < n
thegise fad ge&?é%q_ﬁfdaw&fse Ci &nst_hpa FeffaeCiotn 0% arta kpade

I'n ope oRERAHARRENt, HHRE cEAPKIrEqUe8HBS h1sSARec1BEG Cother authorization

i ncl udes other authorization 10 server cooki es stored
sérmertdookiee stored infthe memotyi efithe cheny goimpytinedéviee 1100, Asrwill become

w || becone re.readjl nder st ood fromthe .
R TR G EET f1ogh s e ERG BFPdRe Bf fapory of the client
cERAPRM S/iGeMiOCRay borédRYd ahtBbRzAofl RHlech@bbiGas ki were created in

server cookies that were created in_previous
pexEwst exaeutiarts ofiethguahdorizationomowtingt7’0le 78p. pRyiding the stored

ovi ding the stored .,authori zat i servear Kj IR
RheaTioR e P Bt ne hEC o flein¥tes s denE Bt g Bevice 110
will Be 4bleWb hlaiiginakl Rcdse ﬁﬁ&ilégeﬁ itlint ifeBe pRBRASn fiid preliegeexecutions
that were granted in the previous executions of the
ofutht quthesizatm sulprewinei7q3 7dp . the rpreseat sxawples sincgniiiers are no
/ O] OR..Server .
o3l REFREERI 5yt POl SR oSl BRI SR nctydes the fir
atitherifatiog t cooRidt fe6dizad i with cieolille Caspateratagetvgrotp tahéd the second

Al'l Conputers target gr otgp and the second
agiioHEATOR £0Pl0R atsgeiRIcd VEULGE PP &EH &R he PI D tar get

gr OuRy . . ..

O coRrbds Habin o308 4 Rl BLiidf uf SHHBE 3B 06, e
asthonaatioh 22rvge h2 géresates & server copliek i ka. orlerenabogliment, for each of the

enpodi nent, for each of the received authorization .
IRCEIYRT yithozizatgn co I%@ecqlg is; fadf, JP Sk PRRTAPTALS \Sefver authorization

pﬁ%tiﬂ% o Rdrh@RervRl BEbKIAdHE. TRBRERLECSHRIY Bhta GORIFAEd B3leBeh server
The server cookie data generated by each server

aathbohization plugsin ipéludesian identifigd &g cach fargeh giduipadentified émthie received

target. gro identified in the received 25 .

aifo o T 0P R o Bolbe S555ep e, ESR e Reffifeguest Py includes the
it QutheALdtRn RakiRHssottited With WAt inptérs &%Fet group and the second
aut hori zati on cookie associated with the | Conputers

autherizatiogrconkieasepoidied vétbohel PIRuetgst Broapi the augakization server 122
assqciated with the PLD target, greu h .

@i Pt kil JoE pomp LR et tor i respsisive g eroues.

Onafé anthbRgatian selfeni 1 ey sehwr cbblds datags frea tcombirded gt data of old
groups.. On the authorization server 122, the server

seruelGoekigatifan gldissBweT corkie Hagesiredindhe goakie rsayest 806, to generate a

new server cookie. In one embodiment, the new server cookie is encrypted by the use of

a publically available encryption method, such as Triple DES.
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30 server cookies, if an old server cookie is received
in the cookie request 806, to generate a new server
W@ omR0e3s8s N one enbodi ment, the new server COORCBUSR04/023975
encrypted by the use of a publically avail able
encryption nethod, such as Triple DES. -18 WD
2005/ 060388 PCT/ US2004/ 023975 In an illustrative
enbodh R NlluSttative eenoddaedt ofmiRNpriesont iHVEALSE ther sep@Rkiodkie can
can include, encrypted information that i dentifies one

ingludecpnerypéeshfermagion ahaééflergxfts:é (e or fnorg hgsaciated target groups. In
adfitidfe &h? %&Eéotecﬁf;lgg catl In %Xsﬁﬂéﬂ&tda@ v&?hais SRLER Hofh a clear text

st ore or mt "an an encry

fératarand ad leaciypiedrfatratn Ted expitatior dlatarstdnhé in Ithmclemevekt format is
f or mat 5 use e cI|e t co evice 110

upesh by i ﬁm ?f@nmngtflf-éﬂcs%apr gF PRIt the eyRiFation of the server

c&ﬁ@g' Ghe mﬁlrﬁﬁﬁ' dd4 sRReddA @e %‘hgiygféd' f@nﬁ&ﬁs &I3ed K?tSSﬁware update

format 1s used by software updat service 12
sctetce rlﬁﬂ rte deftertrie ¢fl thentliepd rpoiputing dlevuccél(llis) authorized to receive

ecelve dat es associ a W t o .
e snfeanied BhaTASing BER GRe ol Srdiseiingnlfe expiration data
of%Ré r REVePNcddRicd apfifest e afCta¥@t SO0 fid@ﬁﬁle& efm e 3brver cookie.
target groups |dent|f|ed in the server cookie. 10
AMen@tlﬁdw Qfelllylddléwn ito theckatpiratom time thee appliss tatheentirg mver cookie,

at an |es rver .c

tesataeD SRk Pt et & By RS Yoiepest AR Wy apply to
1rﬁﬁﬁbuzﬂftarg&| g“rbuﬂ'ﬁﬁ%sawm be dppredidiel by thosd of adity iliPthe art, each
As wi || be appreciated by those of ordinary skill in

server gpekie egphinclide \additionak idatag o For naftaaee, £d aervelh sapkie may be

r

?ﬂi@g%cffé st rlgg:inl?ﬁgst?aé ﬁxféﬁxﬁ%?)%hgﬂﬁlgs% tﬂﬁ‘% stglglpao??fl?éniggtu&%gutlon of
tint o rizhtidrhaiblraatineeX@cut i on of 15 the authorization
sub-routine 702. Once generated, the, authorizatiaqgn

ser vOnce gergratedothe; athasization seyecqokisgWonis communicated from the

a@t‘ﬁBHthfo a%)érQ%elgg’r 0° rthe1 2ieh© CBBS%H‘HOQC I?é ifg(l’ TPULNAGe as shown in

devi ce shown in the server
bkl e, the $edmear &totkreeds thent steredemothy mfembi'be of [thendient computing

devi.ce 110. Wen, the cl t utin
aos bd. 1Sy mee: e el eomiotiag feviea TT0h SR HshBae At least one
cShpbiiat SLIHEGErePekbige Bﬁsse)ﬁ?ﬂ&lr i chEﬁ‘tecd?ﬁﬂl@iBF deOiZe légzu'l Bélexecute

devi ce can re-execute he aut hori zati on method 70
thebawthorizati ore wetlerd /A2 tpodkcale a pewrsenver onelde.abds/mentioned above in

ch subse uent exec aut ri i qQn t hod ‘
55 ST Siatudae of 1 athortAfaf ThlBha 705 i R, fomputing
dévige BIOME cﬁmfcafeol%as&dts@wteh@omsh@ rthe AbthGYiza%i8h ¥€ver 122 in
122 in the cooki e request 806. In one enbodi nent, the

thel peokie degisstido. héxwems cerskartimente ths clienjudess BB3hayk| @ssend the
t rﬁ%t%ﬁg Ve{ess {l]lfeocr:r%r : éhe cr:]llen(g Blaa'i gltehsgrvseg {cj?rﬁr (%pfaélgp h&ﬁ changed,

TS
Iguration ascane

1.8l wﬁewlauihaﬁzélﬁﬁl’phagiﬁﬂﬁhs beén addear dance with anot her
aspect of the present invention, the software update

ser vinaccppdanpgyithr anpthes aspesy AE Hicopriesant iientiom-the seftyare update
c n p t yee
APPSRV, P S PR TE BB Ui o
infdfnatidyl between the metadata server 123 and the client computing device 110. By
the use of a unique software update hierarchy, the synchronization sub-routine can
efficiently identify specific updates that apply to a particular client computing device. In

addition, by the use of the server cookie generated in the authorization sub-routine 702,
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30 the use of a unique software update hierarchy, the
synchroni zati on sub-routine can efficiently identify
WG p@6i06(388 updat es that apply to a particul ar cPCBENE2004/023975
conmputing device. In addition, by the use of the
server cookie generated in the authorization
sub-routine 702, -19 WD 2005/060388 PCT/ US2004/ 023975
theSnEHtBRIRAIH &bliofiné bl Ededtivel ﬁx@ﬂt 8RESCH0l WRlates Wsstiated with
access to updates associated w't specific target
ﬂgﬁ@@ﬁ@%eﬂmna@tordance with an illustrative enbodi nent

of tf]n a&o? é v{qﬁ}/ %thlﬁ{lran@%’ fl){]nboﬁ%éanethtlépgr@ge%t invention, each

i ncl udes rée ‘conpone nstruc

sdfﬁx?ﬁi@ ﬂpcllatte 1r(cRJ)de§ltHré&c&im;i{ﬁdnts 5 (Daindnstacgon edjlhpor&md (2}36 localized
conmponent . be qggre0|ated by

dzh &Pmapsﬂr%,kmdl G)a qawecmtone@ac ol eanm’flq%%tbby é?ﬁ% o ordinary
al "G AR R HRR VB o TRAB YRR abdRLde AR Bmponents.
an up at € may an i nstruction conponent, a
Féroeahmpled adaupdatecmnormntam and irstrdetien companent, a localized data
conponent anot her exanpl e, .an update onl
CRTET ] 4 AEP PR o PBGEBNe A SPOEE BTy, Ghabie may only
cORAiR afi ML G SonRfon@ntol REfin LM cbRAIHENE &8 cliti€computing
vari ous conponents of the software updates are
dekdesc rliHsedhrions romponkatsipf thebsrifovare @pdateslatey deredbed bethore detail
blhe i nstructi on conponent contains two sub-conponents:
T9Y- an applicability rule that defines one or nore
con dG’éhé}H]?ry tdesdi®edl S e Cihsthdctidn Cdon§idnentC S6TRAaths @0 d@kicemponents:

110; and (2) a set of prerequisites that identifies
(e applicabulétyupirathas deSineshene ar angrependitigns ¢o berteged by a client

od nst al |(f‘e}¥£%ri &gfp'fu?dqga:q?: t’ Er%reequgsa% g-xa% A(isenﬂﬁ&f: Bf?,ﬁ{;gr?mg%e updates

tlﬁﬂﬁl@lr&dpﬁfbﬁ fbﬁbﬁ)geﬂmétaﬂélmtﬁf% 1n&ﬂ€ﬂ1ﬁﬁﬁ;5tia¢l=f A!ﬂ described below, the
conditions can be associated with other conditions by

apmhisabiliy wile ean defingi acpmbgs of gppditions rdptedog sprpputertand Sheh of the
céﬂ&lﬁ‘t&e&#g% FsS00A0E Q:th”&){eﬁ &%ldﬂfé)%ﬁ%? RORL G u#’ 'l(géi'cal operators.

termne | a Co partic
Futedxainpie, dlie Mbtiakaion (Compbnait &’ldyedcluée amhppllcdbﬂ;lqr rdl)etb determine if

a zgl!nngtsbt heaeéacl)'fl {11‘ \gr%gr; gé}eﬁ;@s?g%ﬁ%ﬁgi Ibgg gltsci) fdescrlged gelow the
sé? rdv eﬁrgféa{lf)é}té{)é%r? kdeGflry 54 ﬁmpltﬁ)daé§ tﬂﬁsﬁé'r@&lﬂrédnto have been

et'al W W th reference to
pnendxuvlwdnahllado dEd)reexm;ple: @antdasanibad pn enareg uﬂletallt h}:lcwm awlth reference to

FIGRRE S MR FRpdetsciay ORI guBiReEcR e hfefiss other updates
ré AP FR She péﬁn%ﬁeﬁwnﬁﬁﬂ@m’dﬁlﬁla%t@ I SiBerS&anles, as is also

prerequi sites can include the use | ogi cal Ferators
sltoovn SFIgEIRR A, therset oﬁmrmlspcsec@qmcmdt déke nsd efslogirhleoperators to
struction,co 0 contains code, such as a
R

4 BB cPIRlEX dM€%tes if there are other

updafrgs ihdirictide ROAPohéMMIsH Rehthing Wole, Yidlahs .a Boblean flag, that
illustrative purposes, an update is consi dered to be

indiqaeaRf therrare otlfer updates thatedepsnd fiiest a ppdigules update. For illustrative
?@Bie?gg%}lf {1 Uk ealg IQ:%;% gerg{i %‘o;bnéJ u p%,{éﬁz' u Tci?a?e §?}%rg i rﬁcl 8et Il}?cfates that
depend from a particular update. The Boolean flag that is used to indicate if an update is
a LEAF is dynamically updated by the metadata server 123 as related updates are added

or removed.
The localized data component of each update includes general information

describing the update. For instance, the localized data component may include
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30 a LEAF is dynam cally updated by the netadata
server 123 as related updates are added or renoved.
wabmshessd i zed data conmponent of each updat e iPCtH/uszs4/023975
general information describing the update. For
i nstance, the localized data conponent may include
-20 WD 2005/ 060388 PCT/ US2004/ 023975 information
indleratkioR digcritifg fiBatfedtees and beRfifsi b tf upfe UpTid €ocalized data
The | ocalized data_conponent. nmay al so_include a text
cerapanenhmaynale inqledg astext descriptiorh b dhe) dnallagpn tpracedures of the
t . P4 cal.j :
of 55 Jn ByREE e Reahf ceBf BonpEital They IRTPRLERY Y data or
infgrdation rélateditoshaupdate.t Rer incraatd, 2lndldalifdndaya magliinditate that an
that an_ 5 update is a hjgh priority update. In another .
uRdaifinsl @ highhBriowy Aindaieq Hlae%ptﬁwxmn&lﬁ, dﬁe E%‘ﬁ%%‘?da ata may provide
S5 Rl pfIRGRed Sheh 342 dies® (IRSRARRCE MY A upfee cannot be
instalied withfdtharseftwpctatpdstes. Tlbe lavakikddziatbrimafiom meyiberin mefprmat that

e i format t.hat all.o for the display of its
alE‘B’FFt %F ﬂ@dﬁ?ﬂq‘%’o‘?gﬁﬁtq%ﬁ“{e forragton t?_r?élsafat a conmponent of
eachTHPdath @ohipohatl BF cBfuRatd RCRIARY BRE ¥r MdkAbifhry i streams of
of 10 the update. In one enbodi nent, the data

theaipdateerin ak eszhodimerdathe dataycdmepanesioef each dipdefietrhaybe associated

of nore data fid.es, such as a xecutable file,. .
i olion (T St (S snetl] Sk Btabté e Sipleh & e ibrary. et
AdQesthibed &l R0re EASINbEIPHAERhNPMate nBSHOLIEd128d Withh @mbination of
conbination of data files, each of which facilitates

datp diless teaeh ofipdrichdtacilitates Hiel astyad npgrde.ningiafatian jos meshification of

fryare t o] . i -
<G B2 P, 5 B0k BRIy gy o s
bysite Qfe af aisigle CAB filé liscludisg utli thy iaformbtien retfuiredad icomplete a
required to conplete a . sel ected update

selgated wndetey ehljornatiely, g istallatiomotghe update gutbs fsilitard by use of
a Irititet LG VRN S dag%s u?ednfénﬁﬁc[atéjfoné e 'dr}{bxguﬁfes %Rﬁi&% O a client

used to update on more files stored on a clien
caopgtitigidegicdevi ce. I n an illustrative enbodi ment of the
presen updat es. can. be

t o ?venti on, S(ﬁf t war &g
ar r alfp @Y INTaGYH ERBeEmSnG plathe ATPERE VSR, SpHYRIcepdates can be
axge C?:iﬁg{jﬁi@ éhfy thieafRid RRTBnHBERE 8RtribulfBR®Fahd Yoftware updates.

, the hierarchy of updates defines
Gertrally deshibpd the hisearchyt bEupdatkst dedines redatsmekips betateby the updates

allafggplgg lggﬁj'gmaiiq%?qsu qalggs erseaﬁ% ﬁg%g] %ﬁtoggo%g%td,ﬁzg%tgss Epr illnstrative
pitpdaesn baanip1o ¥itdgdipaites ENRWRided ald Bd¥m H FISURROWAS ghown, a

hierarchy of sanple ugdates 900 includes a base set of
higpaeltye of S@mpleaupsetes 00 dneludss 2 basgperit efsumtars 9Qhda ssecond set of

u%%igsg)gzg%%cg% t%i?g %%}S%alfgpg%% gq:#g tggeﬁelg?l, %géxgulgﬁgea}nethie "base set of

updafdsSi doet Qot hale 4 prequsitetthgt defaiteyl thatihg?illatibn Of Rtier updates.
updates. _However, the sixth update 921 contains a

Hewerergthesixth update 92 b gentpias apreequisiteathpiiepwiresghe {nstallation of the
ﬁ&'{)&?ﬂ[ﬁd@&%@f %l?%és’legcé%cg ﬁpﬁ&%@ﬁ‘i légﬁl g 3&1% uB@:ﬂe5p§. t ICPhE dseventh
update 922 contains a prerequisite that requires the installation of the fourth update 914.
The eighth update 931 contains a prerequisite that requires the installation of the sixth
update 921 and the fifth update 915. Hence, the eighth update 931 also requires the
installation of the first update 911, the second update 912, and the third update 913. For

purposes of illustrating the present invention, it is given that all of the updates of the
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update 922 contains a prerequisite that requires the
installation of the fourth update 914. 30 The eighth

WwWaQpane3®¥B1l contains a prerequisite that requi PEBUSI04/023975
installation of the sixth wupdate 921 and the fifth
update 915. Hence, the eighth update 931 al so requires
the installation of the first update 911, the second

sdtipslaté Sthpdaedos A Alliskstiated i tRe All EGhputprdtA@sESErolp and the

iITustrating the present invention, it is given that

PH) farggt growp. updates of the -21 WO 2005/ 060388
PCT/ 4/ 023 I t . I
AR R AT M 5 R T e SPRINAR bt o

cétitding ah gpphcgbmﬂja ruléltkg sphﬁﬂﬂs d:dhdﬁicﬂslﬁﬁ the 1ﬁ§tdllza&n of the update.
described in nore detail below each update _contains

Fomexamle.cpifirst ypdatn Y 1 requiresy e ipstallatiogrefi an Bpglishpyersion of an
J}Qmiéq g%%ntl at 'gl%g s&ond Ih&d&l@@qﬁ Ge uli_’esI fﬁ'é 19&21?8#0% %f REindows® XP

requires the i AStal lation o
vérsighi S . v én sinotheo exanplepéreasikthgusdast ¥ refopes @roimdtallation of a

date 912 requjres the t |on of dows
SQ%BY%F dwépre.fﬂ??fl A% GE NP %Ei’ﬁﬁ Cﬁﬁ + rRersipely %@e@ziomputmg
dc'rivg?é‘ei Tewill AR iRt @b lugﬂdt&“if e a'iS LSl REIRs Hﬁre‘?ﬂ?)t been satisfied.

rred to as the X ccordlngly, the client
co rrpEI(BIdE,E %mlvm sbox&slﬂlevaebﬂlomof therisstaiction hemppmfalt ehatl ifidicates if

eyt Pk PR OR A ToBy U TPRES] gy Feferred to as

a CENIORGh hidbe intHE EFHESE d BoolbHEVauciin@icalifethatPSiFvefe update is

that depend Troma particular update. This section is
ﬂweda%mpéaiepﬁaasrlesa)fuﬂmd uptatet Renypusposes of Hlustrasing the inyention, a

oFRRUREL A e 1R S0 0y SPGB Bl e o

pREGRHeS A3 sholvnUf IRIGUREY,the séverenigdai®, 922 andahé eigtithadipdate 931
update is a LEAF update if no other updates list that

angahe prlyitee LiAdaundates. a 15 prerequisite. As shown in

g IS?JBg(r}[z llaelllﬁstya%{ktm pﬁﬁg@l ed%égrgg&di&_%%ﬁgrg%tﬁ%n%ggbﬁim 704

(FIGURE 7pfcemed i bcrto@dmlce d\h&xgﬂha pré&skntainsgmionr dBénzedliyadescribed, the
sub-routiine 704 . (ELGURE 7) formed in a&)@ordance Wi th
SYIeBropiZetien sub- FRPé‘ﬁF 8 SCIG%W@}Ya‘FqIVnH%‘g%tFﬁ dnstfygon components of

cHARE ML AREZ Hebid Sﬁﬁ@ ARt 'cB %Tgi%{/ﬁgtl!lty | S SeTver, such as the

communi cates t i Rstructi on onents of 20 certain
memdataeserhﬂ'tl%,em ideatifyl updﬁtescﬂmpuam bg applied do 1he chimot eomputing

serv such as the ta server 123, de
aenei s TASendn BeFiITRETD 30 SEHER, po Gittateo M Ehky Lomputing
dg\ﬁ(\,’é fR bt p?@cegé@v\ﬁlsiaﬂe&: | FdBtes18nd t&)rﬁrﬁhﬁlbﬁése @ ¥ynchronization

update, the client conmputing device 110 first
reguest 465k thesnethdatal serpetalt’8srequaitiog oneini pwrespdates available to the

nchr.oni zati on equest 1051 to the .netadat rver
Hop. | dBEEPYHE BndSHT G S BISPRREAR | ANt | B e ppetadate
sé}l/érelrlt’a refufnd £ 8RABEECo BpdaRS b Yh 8lidnf RomplEAY 8& it 10NAs will be
request 1051, the netadata server 123 returns a

mqmtﬂ@dllbﬂniqmtmcbﬁomdhc iiellaying desceiptiputthe gllmvpméutmg)devwe 110

di | d f N
P’a)ggsgﬁ plp?agwrsqorﬁg gﬁ? ehlil g @r StOR llrcgte (3 o omhqgmzatlon
request 1051.

The client computing device 110 processes the instruction components of each
received update to determine if the condition defined in the applicability rules can be met.
If the condition defined in an individual update is met, for purposes of illustrating the

synchronization sub-routine 1050, the individual update is "installed," and the installed
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processes locally-stored data prior to the
comruni cati on of the synchroni zation request 1051. 30
wabmsobizent conputing device 110 processes thePCT/US2004/023975

« -tnstruction conmponents of each received update to

determine if the condition defined in the

applicability rules can be net. |f the condition
uptikd 888vddn @MTirktEinpofetitlof URAMeft's $pdaRicached OR tHe&@ Shand, if the
of illustrating the synchronization sub-routine 1050,

carsitigndiifiped inagn indtyidual ppdatg sohmed dndivighal ypdate is considered to be
nd nstal +22.. V0 2005/ P —
ST 15 A SEEETR STOAERARE S g s s

catheat by @ds hiescriptiohhef tHeheynchmnikatibh subgoutireridisoj dhan update is
.defined in an individual update is not met,. individual ...
ingigdlad & Gan hecarsiaed that the pyerequisiey and thegopditinas phtheeapplicability
. . S f . i ' } .
r&fu%ggvg b%%‘nac é?ﬂffﬁﬁ%tﬁ}nscﬁ%ggg}dlﬁ%{flﬂgﬁﬁg{metg i?g HQs%rlBidgecHits sib-routine
degsnedtr meesaatilyomea ithat abé idata fileS Gissdciated withdti eupidatebare actually

.in t@ll d i,t can be a sumec{ that the prerequisites and
insalled ghie cligh computingdeyiss 110abi ity rul es have been

met . i g&?'e[ ahbRimen, ffe 13 doRGRhEnth 8F HRWIRAESSpdale cache can be used
describing this sub-routine does not necessarily mean

ta dagetgotine thdaeerivead updatas sBhe fitse domporent Isaisep thatstorimganstalled, non-

LRl BT T AR R e
tHe! dlieft, i.8., RAYdBtcs A Svet@RostdB&H TAD sdcond 3bMPSen 6f the update
the reéeceived updates. The first conponent is used for

cashoalsagnélndasghe staragp of all LEAF upditase As daseribedsadnerd detail below,

C onent, i s ,used,for _storing all other t as
uSGARBY BER, 5 e P i bark e X qmBEhipd 86 2 progessed by the
mie@idataneial 1 2310 iib&ify iR delariRages thaf afehwalldhl@ s installation on
cache al so includes the storage of all LEAF updates.

thesligatscompyeing deviept - det ai | bel ow, updates stored in
t he . o) i .
e, AR, SPEE 56180 0O S s RS i e
ilheiraeé ds itpsiat 031, 11053, anda 069 avillakive bé describad. aAk atill da appreciated
the client co utjng device 110. Returning now .tq ..
by thgsref prdinarysiill i 18e afthihe SyReHPRIARUCR TeBYFSt By S8 nitiated by one
i i4; a . \ ek
oLl g pr et BLOEESblgtB, BBkl e SO Commancs,
rdgnestingah updaten Fhy syichtdnization heguastmayt beanitiated by a user requesting a
.synchroni zati on request may be injtiated by one 20 of
list of HRSBRSoin ePmaNE Hbole ilied b e clienicagett, or any other software
cORPentt feQfiiting'S Riforkidibh 2heth GRETRRHNata KEFLEEII N @k update
updat e. The syhchroni zation request may be initiated

s@yyica 128.edn oagwedoidimens the isgnchpénizasipat regueshimchudes am aiihorization
update.initiated by .the client agent, or V.. Ot her .

sefbfroRaiie, StUTpoe At SR, AP B RO 7o (i guthorizaton

réRinB 98D 2 TRE LYEH! the JerQbr ddoRicliIbMs@he @Vt 16 QletkABineliNtheNSient is a
enbodi nent, the synchronization request includes an

mentbisnef onetdrerere Bargeigveupscooki e, such as the

o DB B R 05505 SRR gt e s
i tekilientdl pduke dablge. SMIor€ bpdcificdlly S 10nd &r infort MPd4tkd &Btstdréd in the
ugdate cache, the synchronization request includes a first component having identifiers
for installed, non-LEAF updates; and a second component having identifiers for all other
updates, such as LEAF updates, failed updates, and other updates that are not installed.

The update identifiers may be in any format including, but not limited to, an array of
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menber of one or nore target groups. Each
synchroni zati on request may al so include identifiers
wo 00586388 update stored in the client's updatECTES104/023975
Mor e specifical+y; -i$+ one or nore updates are stored
in the 30 update cache, the synchronization request
i ncludes a first conponent having identifiers for
intdpetsa! AREmatiily, LiFAert REEhE Uipd B8l sRr&emOthed dHeATOMmRdate cache, the
having identifiers for all other updates, such as
symeienizptien ercqudssi ise dot myafigered amithotahe ppdpel atdentifigiat When a

are not .installed. . The update identifi.ers.my ' .o
sBionGeiat Mieler dfnacotis PR f ke BEAR 0P SddBponication
reqdest PESV@ASADHIARB B0 EHd: e Okt @3aphling ideviege1® does not have any

ternatively, if there are no updates stored in the

C%h?‘bmdaéésupdat e cache, the synchronization request is

not 1%9 HLINESFIGURE A 2URDAS ch%%ﬁtta{if)ﬁ %%Jewll%ﬁl 4s communicated
synchroni zati on request is mot configured with an
fropdhé eliént eompiitigy devided 16yt dlermetadats server 128 Ue ge present example,

provides an indication that the client conmputin .
thaelients updae gaee Wk sowaigany updatss, ghven jpdfdhis 4s thdirst execution

3. e Sritbation REQUeOM (B3 ldoBEnteBHERT an identif;

Oﬁgg%ﬂgﬂc?m@ug’rﬁg?%ﬁn%omat he ¢ ieent cor?‘pu?i ng devfimcleenl e

fot EOcdcbed hpdatet ddatspossy teerecti@ig 4 syndheonizatoormequest, as shown in

exa e,. th lient' t il t. t ai .
bl T the e agfie ST b2 CHTnes of e 7 oo o TP contains a
1e8dt dnQipdBeNAchtifiERUSE it id Getbiniified ﬁ%ﬂ%%ﬂk%ﬁiz@ﬁbﬂ RYU&sE does not

1051 does not contain an identifier 10 for a cached

inghdatas. update sieptfiere theo metaslatavsencerd 23 yraspondh by sselesting first level

RS SR e RS ST B e, o

1e3t] updafsS tmANRicHdE ah§ upd£ss tHat 86 not havd a perétiigteridatiying other
that the synchronization request does not I nclude an
updstkst e i dentifier, the nmetadata server 123 responds by

sel e%ﬁt%rgl% iIf%l%Sfo i{ ﬁ;\rchelte e\?,:ﬁ’%gﬁ,ﬁgﬁ%ﬁ&(jﬁmﬁ%(‘r@@iegg%%nga}ins at least

t he npu escri be
ohd tisdatel hlch@fi@| thepdatadsa Raryer 123 exdeninesythe pekatqssiteb aff thtoserver's
not have a prerequisite identifying other , updates

staredatpdates (aosalect pddifipngl apdatessiordplivery fpythe glient. In one embodiment,

i [ ' I . ene .
R s 12 LA Dl BB o Bl RSt RP I PR Bmination
ofrthe efeequisitas, othet feeverensmr the updaeedfutidafies tamponent of the

se| ect additional ypdates, far delive to t lient.
STRDERZ2 B GEA e VD Mchdonhaict SbitperombEAF pElles that are
iRl 65 tlkadiepg fulfilled prerequisites. In the

exam nation of the prerequisites, the server uses the
updaireadditiort toesefecting updatgsdraring folfilled prersquisitasothie satvenalso uses

reqyest,. which. i hcludes identifigrs of .the non-LEAF
e s IeRaReinaRe SRS P BRCTsH b sraebrgtizat R eery g filter the
sd1&t&Pupitb9 MBRALRifAUY Ndninktafléd hpdates, SLEAR §pda@s. and failed
the server also uses 25 the updates identified in the
updatesnidentifindoinethe se¢ondheoneponenir ofhthe ynetnonigafinmsrequest are used to

thle:rI En?er o} rIlt?ore selected updates. This feature of the present invention allows the

system and method of the present invention to avoid multiple transmissions of updates
stored on the metadata server 123.

Returning to the present example, since the first synchronization request 1051
does not include an update identifier, the metadata server 123 selects the base level of

updates 901 for communication to the client computing device 110. With reference to the

224-



10

15

20

25

30

sel ected updates. More specifically, uninstalled
updat es, LEAF updates and failed wupdates identified

wo oshensgecond conponent of the synchroni zati oPCT/EsR008023975
are used to filter one or nore selected updates. This
feature of the present invention allows the system
and nethod of the present invention to avoid nultiple

sdnfifle 36l 68 utaseshowpdat IGURIDI sthertede Gavel bE uptitestiilaincludes the
server 123. Returni ng}llt o the present exanple, since

updpgesirpferanced axtloRi 2 P ol 4 %’sSt 1051 does not

00, o P LU (15 0 VST OpE P2 G i e

awthonization aéivencdokie cttmtanhedemtthc symqhronizatide reqestl1D0] tWiddntify the
reference,to the 24 WO 05/.060388 PCT/ 8200 /O 975
g arauRsdhatotre sspgidted &ﬁmﬁ eicliert eqmpputge dayire 0 The metadata

I I e e
ok 0 A o

bloklod A52105 e ptdvessnaft bldelkt H)ethem ﬁltmsmmaﬁcsemm ypdstes ithat are not

t.h ti t
= SOTERR Ry A0 E FhiiERaaHER B el hdrtion soryer pplie. In
tHar sHedeat teiaﬁﬁplar Snés 810 Oif W sel¥dtéd upditescd 1118912 COTR WU NENd 915 are
device 110. The netadata server 123 al so exam nes the

agsaeigled withotheP1br andhAll (rumpuser targeb etonps.iall efiihe GP]@é’@é gipdates are

2. ..T ss of block 1052 then filters
S%IE{O@FICﬁergcgé’tpgdnggd}%{eg@%t hat are not associated with

a taTget n@tade iseeet 113 ellen Ncdrh@uhieates ved selected updates in a
aut hori zation server cogkie, In the present exanple
syichramizatipn gespopge Ki9Betor e ¢lisahcempyting dgyige 1403 Inggeperal, each

@Hn%)u eFlg{l arségrtxs%siﬁa%@st i Plﬁdtltgpt (%xﬂ@orﬁé{ﬁeﬁpgf élch date sent by the

groups
saave 120entThug, ihehe [prezant emmle,i g diesti gmcﬂrbﬁlzafrdne response 1053
met adat a, server 123 then co ni cates _t he

e
inghdss dre nstryctiopy campansnts £or tie rRdatrsngeranss aﬁ?ﬁm@ 913, 914,
aldd 9N l?lOHRé‘te'rrﬂﬁdgﬁéﬂtcga&nl h{'})n%ﬁgﬁ Alespdt@€Hoes not include the

synchroni zation response includes the instruction
loceligedrdatt comripoaemh)r ttimlﬁtaacmmebyoﬁdaeh ipdager ver 120.

Thus |nt resent e hefII‘St
SyncNF&maf Elﬁ%i@%dg«% clipnt .cqpaiting, device 110 processes the

1dsﬁ§5t[dﬁcédn%bn€m9 R&H ﬁcél%d hﬁd%ltéJ rAladtesnih€ ifothe ReRdILi8S defined in
1, 912 3, 914, and 915. In one enbodi nent, each

tmymmhc@bﬂlbatrulm cam isomet dWetQ referencec hgaie tohBIGURE 9, the client

oBEan7 S da AgCogROnEnt BF L5 0aLR COMRONSN & F8CNeceivea

ﬁdymlgmrmsd ENoICRurpddes qum@ﬁﬁg e predéht |iRedntiog, it A8 given in this
conponents of each received update to determne if

t he
examplt tthanthg edrierasiang systeref slisp Fliendomnujing (deiceddf) lbém English
1nnEﬁlat1 r(])g Vggxdgwgﬁ Cv% Agaks 4 hGlsJF%’I%SO teH %{w& € Wient computing

vice 1 processes t TUC

d@\ﬁf@plllﬁiétaSDai PChendrie e@inngda 3%&@15(86 decibsQ)l5 Thk§rin the processing
gurposes of |Ilustrat|ng the present invention, it is

ithee AnStRICtion CompeReRs ©ft that Samile Sk oLt idlgtesy dheeslignt computing
dé\l?ge Plld @G{Jldc&%tlﬂerﬂafjﬁ%'c%ﬁdlm)g deﬁn@cf]lnEﬁglﬂrmpdate 911 would be

met because the computer contains an English OS. The condition defined in the second
update 912 would be met because the operating system is Windows® version XP SP1.
The condition defined in the third update 913 would be met because the client computing
device 110 is running an X86 processor. The condition defined in the fifth update 915

would be met because the client computing device 110 is a Dell PC. As a result, the first
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25 installation of Wndows(r) version XP SP1. It is

al so given that the client conputing device 110 is a
w®edos/0638sand i s running a 32-bit, X86 processorCT/UR84/023975

in the processing of the instruction conponents of

the sanple set of updates, the client conputing

device 110 woul d determ ne that the condition defined

updhtd OB, kédonll up@sad e, Witd wpdutel9 % andEifthhpdateSe 5taheall saved in the
conputer contai ns an English OS. The condjtion defjned

firsh qomposertonld theo cligndatwdate caghal d The qerditigncdafyedtinethe fourth
Pl 11d

oBBFL A4 QRBRI R VARSI e G BAL a8y 11 e romin

a BeBHAUXE.S bhﬁessbt eMhus; le)fdurﬂ’lglpdde\ﬂldés tdkidesed tonby adaiked update

X86 processor. The condl ion defined in the fifth
a%?p??d?‘e ingthg Se%@l F@imﬁ%neﬁ‘éf’ he clerds “PE@C &r5hent conputi ng

o0 R ot . ok i

dmpcmtle) i@ detthnnnds pr:dalbee@lbﬁt smﬁrq‘mz‘anhn mq:qimtels Qecﬁmaade In one
onent of the.client'

.saved in the
eﬂbﬂ%&f“@% Sk detoTRineg ohelia FRERER] HOGHORAEHG FUFsS reauired if ot
1edRdHe S rAhé reeiled u?@ﬁte? ﬁld‘i@iesttﬁﬁtqy $endtELEAF QRJdate In the present
conputing device 110 is not running a 64-
exanaple;sis a detdimined thaka fsubseqveny pﬂmheorgmonsrem@saequcbd because

f.ail d
li8 el{geﬁ\?elélfu%gﬁtg? al g ?‘E?ng%‘%{eé éli g(usr éﬁ e?{s o F?]rpﬂlétu}godevme 110
chthivieattSa shbded it E&ﬁﬁﬁﬁﬁﬁﬂaﬂGn ffqubdt 90k5 0fRé metddatatev@pl23.

conputing device 110 also determ nes if a subsequent
syncﬁpcﬂummnzed abeyes synehironizationetgquash iphedes identifiers for each
d t.
ugcvg C%P : za - %lhen eﬁﬁ&a@% nlllcshgr e’Ig'l@grlélghé gﬁlﬁ%ﬂ%ﬁ ge the subsequent

sﬁfchidﬁ@zah@ﬂ &eq&e@t mdﬁicﬁfdes ndifieat dga chﬂlbomdnt Ilﬁdllﬁtingathat the first
LEAF update. In the present 10 exa it

uprae7 i, seqonil wagata TE13hie¢, ypdate dhand érfﬁhzlwsiafsr? 15 atfuiggtalled on the
che%tt ‘i&%ga 8a§1%%§%%g+t Pﬁ Pﬁaﬁ(ﬁlcf‘égﬁp&ﬂ 8§§]’g s ¥ Eecond data

ent cC
cdrﬂ:ﬁonenomwatm@ﬂﬁmha fmrtlsmmiamrm 19y nottauccusgfaltly installed oe she client.
1055_to the netadata.ser 23. As su ri zed above
a syHtHeESRMNsS PoreeRigdhe | sHbseansat | syBehrppizaiian frsquest 1055, as

l%ﬁ%gnzém%b@ thd Hl'é@lqaﬂarseltvgte pi) He@ﬂ‘émﬁesl{p%tsﬁbéeﬁﬁ&ﬁ synchronization

I n the present exanp subsequent
resgaast HOb6hicamtinoat teastuast uBht identifimte I i isidetermited ghat subsequent

SOTBRRS G et he ek She it upie T1h ceiens o
exA18ihad the Pr@equlidiRs of All §iBted at@ﬁjﬁy &l&ﬂad&ﬁtﬁxaﬁgﬁtggig@f‘&ehvery to

synchroni zation request 855 includes a secon
ﬂmaﬁpmhent |nd|cat|ng that the fourth update 711 is not

| t | t
oo U e A ig s BRbcrPied &t s ERRBRRT iRk 856, the
nﬁ@ada%oseﬂémm WoaH SURRY ehe ik UPIbRARY beBATY 85 plé’r@qulsltes are met.

determ nes if the subse uent synchroni zation reque

Maye sspeeificallyas antshpwasin t éhq gtk | wpdate 921t iy tselested for

deter ed S r an.Le
RN, AR 4, KORT S e, i

r@erruernsﬂaﬂanoreuﬁmerteet ﬁ;hﬁtqonelr eewnaldpdste of 2,aArid mtrdr@date 913, is
uPdat es to select additional updates for deli ver){)

fulfilled. The seventh update 922 and eighth update 931 would not "be selected for

communication to the client because their prerequisites are not fulfilled. More

specifically, the synchronization request 1055 did not contain an identifier for the fourth

update 914, which is a prerequisite for the seventh update 922. In addition, the
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the client. 25 Wth reference again to the present

exanple, in the processing of block 856, the
woretoadensss server 123 woul d sel ect the sixth uppex/esS®a4023975

because its prerequisites are nmet. Mre specifically,

as shown in FIGURE 9, the sixth update 921 is sel ected

for comrunication to the client conputing device 110

syarBanSAtibh SeqRER 838 Wid hbtcontlin ah identifiert fogshé sisthahpdatel 921, which

of the first update 711, second update 912, and third
isgoeraxeguigitaforithe gghth@pd@tppéa The seventh update 922

and ugd t

commﬁﬁlgrglp fon ?ﬁﬁ{lg%]ld i ent %Z%%Iﬁ%g%ﬁ hﬁﬁ’ B8id@T050- continues by
cEheuAigaiing thessebgceednapdates|ihid hddequent eespoypedi0b? dednh the metadata

the s nchronlzatlon request, 1 not. contai n an
S‘F&?—fﬂtz%f fogther gJient empyting ﬁevmgg(?r’ d‘b@k %ﬁ?f&% qgain, to the present
eﬁ&lgn@,q%%hb&gﬁ&ﬁ edRnSEVENt aohuaohﬂaﬁdg%?fonhﬁl@df@l&tmb the sixth
th - WD 2005/ 060388 PCT/ US2004/ 02397
update iz lg s aatmuonicatedjoethe cBSH 140 th mubscqmnarenpcmse 1057.

id f f th t h dat
or or bl GFeceving I pibsEagt Romptne 12> 3 g, pipRyinggdevice 110

ch@ég"s'zﬂi'eomsfrﬁ@lo%)’&ﬁﬁﬁd%ht% ajfl BB sebRyLetitlefond®BS7. Similar to the
continues by communicating the selected updates in a
pmb@e qxﬁ eblock &é‘boﬂ@e clios7 computing, edeice ddt arocgsseerther instruction
th ent . 9 d e Wth
cgftrirRisoof s Fetenfil B o "R c L o ichPaiBh AGRER in the
apfIRAbilBt hilles 18 Ghdtden it prebem ieRample] Htietd diver Mat fheXXPI PATCHI is
update 721, is comunicated to the client 110 in

n§%1§@ @fy@]qtchp@tmng device, throsixthaupdpigidRg it p@mdered to be installed
a.ridl"ﬁ)%et%r AT QS‘ %?6119 date ézﬁﬁe G e ?&H%#tﬂ%h%%}/c'eqqo. Since

ocesses ructi on conponents

tHeuhaB apéat 92k ﬁpmn 8 € B2 7updata)tHeanliehtconipmiting devico ¢ &6 sendﬁ another
bl ock 854, the cllent comput i ng.devi ce 110 proces

syneBrqnizatien squest 1060 hehaludesall afithe updates stered in thet iskapd second
c %(Fx{em E?‘He felbh® l&ﬂgfy dabRd *ﬁ?&f k{lﬁﬁrdnﬁaﬁgﬁ request 1060 also includes
appl | cabi [l i f

ty rulés I's net. e present xanp e,
thetautlorizatvanserteatoddie XP PATCH is installed in the

clienpt co utin vi ce, si.xth update 921 is
cons e UG GTIR (5156 8t APV RASIBAS] BCEsSHig ofths metadata

sér@erI 1% Hﬁ@%&n&ﬁﬁﬁﬁ)n‘}@qﬁe@?l #8901 i§ gh&é%@@ 4t brek @@Wl GBere the server
Since”15 the sixth update Is not a

selpmtmp eigbthcl3le mpdatenp ufhenight D3k umatesendselm thecause the

chronlzatlon request 1060, tha ncl,ydes. al | of t
sTReaatof 3rents 1R HEdker Oty ik bk aft 1€ Sidh hefetdls and 921
afeNBistlle® M tife é!%@tcﬁm?ﬂﬁﬁgﬂ devib€1 B/ NChvan &R theO Bigh@OuRfte 931 is
1060 al so i ncl udes he aut hori zation server cookie.

agsaciated wpitle therramextargst eroupy idestified in the aubwviaatiers sarvaseapokie, the
rgs{ ogtﬁoﬁlzcl‘r?n Of tor}‘eth Elgsgl \@éﬁ* Sig E:(\)/r%rrnu%J2 3tedtto eoclkent computing

U req rocessed at b

dé\Q@@lll_meﬁ Ehnb’ﬂﬁr sedpofse 1082 edhe Elgﬁtheum&@?ﬁls YRélatpeocessed in
The EI%hth 931 update is selected because th

blogkd A6 D 2 sanper simbyeiortha prgessfitdenks d 05 and 109. £ fipegall of the
re%r&q'ea I?l%dactég(gpthlér}gﬂatogg‘e 2 &9 (iE%?l:lupdates, a subsequent synchronization

request is not sent back to the metadata server 123.

At the client computing device 110, after it is determined that all of the received
updates are LEAF updates, or if no updates are received in the response 1062, the
synchronization sub-routine 1050 communicates a driver synchronization request 1064

from the client computing device 110 to the metadata server 123. As will be appreciated

-27-



10

15

20

25

30

are installed in the client conputing device 110.
G ven that the eighth update 931 is associated wth
WO bwseenses t ar get groups identified in the aut hpCT/ES20D40023975
server cookie, the-25 instruction conponent of the
ei ghth update 931 is conmunicated to the client
conputing device 110 in another response 1062. The
bﬁ o8 bh ortikkay &kIBih the aftheie diivee epsheorizatioh| ro@lesLBA iy include
manner simlar to the process of bl ocks, 1054 and
lnfmtlosm@«‘élbang alhfof theohardwars; ingtglled imthesclignt oraputing device 110

ald IR %%&&O%sﬁfbﬁl s%i?etde§ ft\@arEUb‘cS?&%ﬁ{]tto t?l%g prior software

synchroni zat 1on ues 'S not sent
syiehraddaton edquests (LlZIS 1, BI35Aindt11060Y; theedriver apmubirorigatida\eqest 1064

110, after it determ ned that all of. the.receive
Mg RmBUILFale EE«@%?E’&&%M&B rtoj the §6VGhd dpeaddigion, all'of the driver
é SR ifEntlyc 1g€d bERRUNSA:, ilf%g,are BEmmeMRGREWS tedkhan

ub-routi rie 50 communi ¢at es driver synchronization
r equbs tesp@6¢ tof receivingethe |diriovat symiqnmzangn dequestel 06#0 theometadata

t he t adat a, server,.123. ill.be a ecj at ed .
SAR5TJgST OBV SO CRPIE il b 286 A5iveh, SRIES b AT afRy the  clien
c&h%ﬁdngl devicka 1@r‘tﬁat ate Yot AlrbaAlS  caShEACH tAE LRt ANdriwe uﬁ&ite is sent to

include information describing all of t
thwhdmaaompuusg devieel 11 Ghin seesponse A P6% dritsunrereguigises and cprditions are

] Thel <SRt 1865 Bt i, P8 iy bRlA Tl e Smunicates the
1rfsﬁ‘ﬁ¢tﬁﬁ1t ddnipbeedt, of kAP updie. 1@ﬁ@ﬂmvdrh@d§i€s ¥RIthen written to the update

nchroni zation request 1064 5 may communi cate the
Ca g vhthesdienfromputing deYipe server. In addition, all of

the drlyeh, NRORLES GUNLERLLY1GRCNSHARNS NeCliieR! wpldies, the
to

any, are conmun e server. ponse to

syrRBfInV4atign tsh&’rr(ditﬂnVQOS(S yéelo ra()fl&qmt 1 @66 fo@ theem:caﬂikﬁéldatd bfeach of
net adata server 123 responds hé sending all of

thereqayed gndfirase and ardaspe Ypdates; h@s SHmBRIZed ahayGt rhﬁglocahzed data
cg 6&ﬁt bt %a{:jllf' Ehi)d@t@ einglghesagérgeg'ﬂy Qﬁgn Qﬁs&hﬁrg i Bpdate. For
at t he

rlver up I'S sent I ent conp
irdﬂmm; ehd lc&ahzedaiataasmpmnﬂﬁﬁ\& 1'néludd5 mfpnmtmqmwcrﬂ:&n;g thredfeatures

nd|t n res se 1065 comuni catin
R BeRpl OF (i mABE. Tl SO Qe RREEe e ealos intlude a text
déﬁgg fiMEbf AR in g@?ﬁﬂﬁ”ﬁm@édu?écctf ﬂ’l@%ﬁaﬁe Thedditiohthe localized data

tes are t en witten to the update cache of the
c«nhpmt meyneludeging ethiec data Af informationreleted vo thy ltpldete

1065 1t ai ni dri d , oth .
Gy moR PGP Fei St R HBE Torc¥ dsaBEasiE 56 58h ofgg received
séfaﬁaré h@d&t%ﬁ{d Keﬁdw%t@d%s QRE heBdatal Rfef 2% kééﬁ@nds by sending all
sof tware and har dwar e updat es. As sunmarized above,

of the lbeadiaed datel fareallof the ryseived sobvarsapdatep aad bardwemmdgtes saved

r1g{ﬁlner ﬁ %tglcg{h%r rtr?}be cg‘epgegg%gr?}éeq q“rggj %?faztec? daI nc be processed by a

soflae 'Tgépliéﬁn&ﬁst@r dbtefffint he/hichatofir g u@aﬁesba&eas ttS ®¢ installed.
the u The | ocal i zed data conmponent may al so

Aultﬁmauv@yathe asseeived lorakized datp ean by displaysdhitansentq iform the user of

@ gg&aﬁgsuﬁlgtsarg tdvz%xﬁglel{g q}?et (ﬁleg r@ﬂ g&h ik Ptcg g?g. gr? 8@4 érﬁﬁ&hment, the

onen
rdceived ra¢dlized rdataataeﬂ bé Cdli}ﬂ@/ed polataeWeb page. In the present example,
localized data may be received by the client for the sixth and eighth updates 921 and 931.

If localized data is stored in the base updates 911, 912, 913 and 915, the localized data for

those update would also be received by the client.
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Thus, upon receiving request 1066 for the |ocalized

data of each of the received software updates and
w200dw060368 updat es, the netadata server 123 responus200y023975

sending all of the localized data for all of the

recei ved software updates and hardware updates saved

25 in the update cache of the client. Once received,

t he FHGEREZed]lG#abes@RB ekm emraswad 4p¢ 1200 dizblayiigtan example of
application to determ ne i ch of t e updates needs to

lmhzeﬁlsiaa gsseriatechmiithrthe ppdases,thatiase ayailabletedhe elient Fagillustrative
|
PGBl o0 BB S sl M AR 185 e an

acbewnzledéxm:d Idesm@aoemb@ﬁdioﬁmnbthet update ecAulsoeshdvm; adach euj)date is
data can be di spl.ayed on a page. resent
TESREHNEIY, assosiated At é“je‘iﬁlz?f‘a(n 5 1é%.a9éa?%‘€ femggceiving a user

séi%dt%ﬁtofftﬂé ug&hgess' Al s‘ﬁH@ne hi/Bb K)Qgégtﬁﬁ) i%é%at g%egﬁ"th a control

Pocal Tzet data is store int ase u 2
b@dh 1191 Fonalibweihg a usketol cootrbl the domtatuamidation of Hesselegpombfupdates

tozm%%lﬁ?%g%‘%gg M%%%%%ﬁ%éé%r S%t?‘%seﬂe ]I%ust rates

one BXeMPABe@iofahd SR sAR I chtOD) B SRR PEABmAa BURBEY &F processes
of localized data associated with the updates that are

tcavahlanabltbe tdispldye of ItheWeb fpage 1100us thoatinstancep thep shiens, computing

f i iled . .
S R MO i 8L KA aspor e
issTe6gH mdrﬁg $40Pa BlanaB el BE fdéﬂii@tb@ by Mc€ing BXeAh theasdalized data,

update is respectively associated with sel ection
Olhﬁlcq’fh?f @nwonm:pf arpartiondar updpter tiateindicatys shag dhe particular update isa

Ctl S. 0
WS By S AP 12 B AR v i
pﬂbﬂlt@vﬂlpﬁ@teaoﬂlsmérgéﬂc}c apdat®)| thé lelert adivplayscehie lﬁgh Q)ﬁ-lohheupdate in a
sel ection of updates to a server, such as_th
viglgsestian gbthe éf/) eby pagedl 0sneh anthe é@n se&tion oithe page ke addition, the

clﬁl?nggi& ggper'}i@:% b ldic B&VQR:B 'aﬁ B hz%h ﬁ?&re@@argre ;1’ f %(E en?dlcatmg

processes to en play o
thdéthe update 1slDRigh peibrityngidatece, the cI i ent conputing

devi 0 exam nes the |l ocalized data.of each . u
to diﬁ%rc Wecqmp%ngalfeﬂced?ﬁrmwpala? gxaminegthe Pgﬂ%‘zgg Tala of cach
?ddt@{o' Mem%@a%aﬁﬁﬁfa}' ﬁﬁdd’c@ﬂ:qgﬁ dsf ﬁﬁé)éclds%qgstm/atlon i.e., an update

cating text | ocal i zed or in ot
hmomg)am mstallaﬁoraﬁbahatl @uhetrbqqmmwmeouﬁmnstaMd oratlem mlaailatlon file

of ogfeE uiie: b KT e B oGP aCby Riclpt Rn, e 363 ed dac

mrg Bthtp c%b@ﬁénft %f%oﬂﬁjh@ul@xf uSdRs, RACHdIERRS (tBat th epamcular update
client displays t high priority update in a visible

regjgizes om ex¢lusive 1wailapage Iilm@cllmmnwtlnmdemplé@citeteeﬁs such an

et e PRAT il € s ooledp ek W JFORREL 42 shown in

FIGERE lllndzﬁtﬁ@lﬁé d&cnﬁtmtoﬂdf@updatba&&t réquére bh@iaclnm@mstanauon
update. The client contg%ltl ng device 110 may al so

exanRa@rmipg t¢ FEGURESH the seftware apdate rszlmnﬁﬁ@at gontipues at block 708
Wil l iEnd Lorfpile! Al 10 BIAE £ SO0 RIS Vs noted
abbdvegid Redporsano cictuaton iofrwlhd estel duston mmlalthce Geledtion @fhthe one or

installation file.
more updates can be obtained by the metadata server 123 or the download server 124.

Once the selection of one or more updates is received the software update routine 700

continues at block 708 where the selected software updates are processed.
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of anot her update. Such a feature can be facilitated
by locating text in the |ocalized data, or in other

waeeovpoesst of a particul ar update, that indi capepUsivat/023975

the particular update requires an exclusive

installation. If the client conputing device 110

detects such an 25 update, the client displays a

Vi sual iggelirgaice witls Wil @AdtHed Gispedk lof MBS SRRl kRZnEd)Whe software
in FIGURE 11, with the description of the updates

tuhdate rseryiger 1@0ama:e Xepvide e methodafor selesting apdttranamifyng anformation
| GQURE 7 sof t wane u L

gthveISnﬂ%e whe arf: heP d%r e%? Ie%'éce%rrpulﬂr n@gdec\?’g%e W%E Hevice 110.

FEGEURESSI 2 &8 BXB hierillastratine of pdeftware update Q*@xéssmg)mberoutme 1200
In response to actuation of the control button

rm@legen@étbryahr: eient pempHngsievicd 10 wtugygand instal earéested software
@é&&%fgywﬁ &gﬂt vér?tfo\ﬁer Aggaeseﬁbécf‘ gbéj\%"\’%@ Bftware update

server e se ectron of one or nore’ updates

ipBodessigy mﬂ:drduhﬂe $2(i(1 way d)eummetmemedrbncmea gélectionoott safivexse updates

t block 708 ere the sel.ected soft tes
g%g’ees generat esbv®) oRabactmen L S MBS 2 Pidck 1202, the
EQQE Qﬁﬂﬁge Lt Qoﬁ#)bhém 3N PLARintARR At udhtel PRnPT WS N an illustrative

vent i on, tware update service 120 may
pnﬂmdnhmna orfethh Qaesentr ue/ehtem, ithey update taganishhist isi mgpemahzed software

AR B S O R s
ebted WSk i gﬁat@ftofgeﬁéhfafe egurk'&ij@érﬁo@ bP &€ ristalldtion component of

-routine 12 i mpl ement ed by the client conputing
dm/uwetelagtnt, do igeneraiewipdated filessbumerging guistieg filastwitla ﬂelta patches,

g@gg o1 ga?é:tng N&&z}ngﬁl gilédc'a? Qit fi llgg\ég‘rntn 5 %g(a %at %ﬁ%ﬁﬁét? ?igent 118 is

Jaﬁ@&&ﬂﬁytmh}ﬁtémbloemuozdla%e%nﬁttédel ection of software
updates has been generated or received. Wth

r ef er é¥iddodkd 284 BhrEpdamagent | b§ ebtring sofpwaretypdatg irfgfraation from the
L n
TBRACRERR 120 I8 AR Hhuhatyh CRbARH A GP B bR Arfa R he software
iupd@s tinfoPmatidietrapadtiel bgahd updfe iserviced@Odk ah itheform of a package,

sof tware __conponent for determnin t sftvvar% .-
Fpelhewa iseif-sxisapting flle.sthateiggiudeya ¥ 6“%8#3%@% altam"‘y e utilized by the

8

Vg?éﬁ@%g&ﬂ %)Eﬁe}/‘@si)t ffl@?{aglﬁagggﬁgg{negldt% X %s"t‘ of Efg 121@5 that correspond
aganarticutar gefteartupdated A ditidrial lg sthb ypackagg ican umkudat dopy of at least a
files with delta patche and/or ta.initiate_.the

IRAEion a1y Bl 0TS AaRacH: Egmary ppEfiGe doisians Of Josp be updated to

t I

lé%f‘rteﬁpaﬁggg sgﬁt]@\ft%{é %daﬁ'Aet'sdegtLl g?%ﬁ%tzdéi@ fn?tﬂg ng%g E%Oé@aeggﬁ on the update
3&1811@:&291 nBhes pdckage ean pldatinclingef mstalatiom irffermation for each file to be

R B8 4 o bAE g P RacagP Ofef i gy &% 1SR component

'rEk‘iereH% b&ﬁpltefeqﬂé iHsia'llﬁﬁ’orbYFJrhﬁr Hﬁﬁﬁd&aﬁéa‘ﬁl A% ihdlddé &n installation
inthe formof a packa such as sel f-extracting

fcoponerit 4ot the opd.aﬂe sgeqt 3&8 pra el pac!eh 9 undate ajesysipre of an installation
til £ :
i a8 NP 5 By R, A2 e, e pace

Gah eda@Nderification @rﬂbhhaldnafo sl @Ry epdapdagent to determine whether a
Addi tional ly, the package can include copy of at |east

goftware update was successful. For example, the verificafion information can include
reference hash values for updated files for comparison. The update agent 118 may also

verify the contents of package.
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portion of the patch storage nmanifest that maps
specific versions of files to be updated to a

wa@enoseepsndi ng soft ware update delta patch st operUs2004/023975

the patch storage file on the update service 120. The
package can also include installation information for
each file to be 25 updated that can include an

i dentiA{ gedidion Hdckal 206/ ai st Bf coidutttdttal debdriniie whether the update
conponent required to conplete the installation.

RgeRhidS, neede tpapkalgea varsion §b theninstrdlationm comppagnt 4pj igplement the
nent t: . [

AR e shfled (BRI ORI ot 1 B A AALER G complet

Sdopy e a@rindthliatiohi cenipoaetyit tthegelfiexttacting file cdt inctease the amount of

further, the package can include verificati

n . .
i Fetotrarspided by, the yndarerReVierobrd: for agémof&v@r%?%% fgeordingly, in an
vmﬁétg%fve %nﬁ)%dﬁﬂérft WA e WRERhCinYRRiY GBS ve R%, of an installation
exanmpl e, t e

e verification information can inclu
redhgoeet endyalshstomt e shef dientigehapudthgfdel e ahdmupdated specifically for the

ggg‘ 1%21%@‘21%25& &g%%gtégow%ggéégpg\g&gg% ins\{a?faitigx c%gl%onent delta
REIMUSARQAGRZRY iR Nstall8Gdrs irForniitidh Kin RO Gelf-exttRihg iffle instructs the

conducted to determ ne whether the update agent 118
nipddis agentud8avietiaervos mot any icludad instadlation eempenent updates need to be

conponen o.,inplenment th u ._One skilled,in,the .
EFBRRE b b TnE Tapiu Peive RiAlFon SO PpRiioB b Qi Somputing
adevRRNN 6! af abomdarf isaequifsl at bRick AR08, OfP Apaatt dgent NG updates the
self-extracting file can increase the anount of 5 data

thaselingi instaliptiop compongiatsewdbbe, pxmdainetin greatgndetail below with regard
§§%& date. Accordingly, in an illustrative
enbodiment™ " of the present invention, a baseline

ver si abndef thanpdaet spehttipdites e Mpgileition neeynpotett r i€dhé fnstallation
the client conputing device and updated specificall g
feompopent dogy npt AR an ypdatpeat blackdd Osthe pdate agpridd 8 performs an

g}ﬂvmyﬁg}glf@& 1%1ﬁ§1t1@d o ie%ﬂeﬁt%ﬂﬂﬂ déGtd f1o iﬂﬁftﬁg specific version of

ccor , e |nst£IIat|on |n§génat|on Int
st fitee Xhraadtusngtite érabodisientiafithe present invweptiod, ehagmiate dgbdt 118 may

whet her qr not any inc¢luded_installati coppanent
Rt &_Cﬁ@éd‘-omuség dedeey ﬁklietsmst?rnefo'o%lgﬁl% e iTohe package as
?o&%n‘f[lf%tt@:t%@gél&ﬂed:%ﬁé@ eRfterARivE iP{HeQﬁwleat%oa@EMt 1118%has recently

evi ce an update I's required, at bl ock 1208,
tdvadugiethtan Enyentoryl 18 aaphkak esrsidme of Bhs ghventory may be utilized. At

i A TN A —
@B Bmplte teF8qiRsRE ApHatt!P ﬂf?r?ﬁlufsﬁzﬁi\jerbﬂb&ﬂrﬁéﬂt @ the present invention,

S
conponent or if the installation conponent does not i
rtbe patck starnge permifest ineluddsaokappingof vensionsfananygltedifilg 18a required

perfor ipvent.ary. of fi.les ingtalled on the cyeers
ceita ey e ad) EL hagaR i s e pplar et 418 will iilize
ahe nidpPinigl toSdedtify aNpdrti¢ulat dedal patehedHAOKN 6ERY: 16¢atibhewithin the patch
present invention, the update agent 118 may query

th
citorage fideo mpdiemadivelsy ifcdelripatel [senefyavadable o canpotf mnré@r?ented, the
i i f ' : ding to th
SRRl ek L e YRS BRSO B Por ORI O PO O

118 hawithetffithoe newntbu FIGUREN 2B)vanblotly 12 B, cthe hestiate date agent
versign of the inventory _may be utiljzed. At . . .

transmits a request for the identified ‘software update information. In an illustrative
embodiment of the present invention, the update agent 118 can transmit a request for
specific delta patches by indicating a specific range of patches required from the patch

storage file to the download server 124 of the update service 120. As described above,
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bl ock 1212, the update agent 118 identifies what
software update information is required to conplete
wo bmsnegsest ed update. In an illustrative enboRiTES1004623975
the present invention, the patch storage manifest
i ncludes a mapping of versions of an installed file to
a required 25 delta patch. Accordingly, if delta
the &afdh srﬂ@ragés fidv gchadel @, latgleofuntitiee ofgpplicable3dettal d}ba}tches in which
elta

utilize to 1dentify a particular
eashidelia pateh IStléensﬁJn%é@V ltsd@@tlp@ ﬁvlm the, pﬁcle Feraggide, Because the patch

SR8 PSP he LGS0 LD b feighe. AL e gp i

a mamestcthmt orily réquests tfor dati lfﬂoﬁl smmcifitolonatioad'in th patch storage file as

,reference nowt FI GURE 1 t bl ock 1214, the up
ingicated fgamthe :B’etcgrsé?@%ﬁ rgn esrte Dy alfegpate I‘?E‘lﬁoé ?31& present

1n§'§%tfo tlie ¢ o?é Q% dnf'f P8 &Hues{ Bn @titd E(ﬁéﬁ 5135.1‘1 \ifdate file and/or a

e prese nventi on, updat e agent
ammﬂaeanpyoﬁﬂmmmmhaunﬂgdﬁst for speC|f|c del ta patches

£ onf et b eGmesotpy Bese (N oRPRT Surapd server that
m%%%o@fbe te'&@luk'ﬂ@lg't LsSGhit¥d SBhLER - u dyﬂﬁ te0RPGEEL bﬁﬁcﬁbﬁx‘(ﬁess the update
WO 2005/ 060388 PCT/ US2004/ 023975 the patc

agenbi bﬂg@qmsﬁ eln thid ancleslimentathg éeqslrestmﬂlmbeqtor@ge flspnax beiransmitted,

i BT b ey # P n of RGNS BERERE R g nerwork. The

addifiéhal BORRAIBEE sdriies Rl B paﬁtdflh?}ﬂﬁafeldeﬁvmmtlhﬁed @tupdate clients on
| arge in sonme inplenentations, the update agent 118

th@amn\mei netwerk.g Frws&meestbe radgitions WW@Q%:@@@% graydbg gart of public
h
netwa Irﬂc o eag(lar%vrage rﬁlet?ﬁg}klp %@ﬁﬂh{ﬂp‘gr gxé:gi%(rrvgln?o tsg{\%&ﬁngyy B@taﬁsa gomplete

cayt dth@paicle slofuge e forqirodelsing tlbar Méquebtay Adfeirarively hthe download
update agent 118 may request an entire copy of an
sarprRIa eayf flse cashe pertigns ebihs pateh stogageotile; ePrgggssige previous data

re h@srt@ h! bifier clie® Ad Giliad eth@npéﬂ: ENgRh & s %}my the download

rese I nvention, another downl oad server t
Aoairdinglye xiod axidlmﬁiay dewalad atwdrsvdahhretinoe the atatrmmmaﬂonxestram on

120 can proce ent 118 request. In
thegio éﬁ‘i"ﬁ% ﬁﬁ% g‘%ﬁ%&‘(‘ h storage file may be
tr a”%’f“bﬁ&c?q% ,nﬁh@n\%'dﬁe Qgeht IQ%Eelvésothér}XqﬁHéngQIpd% information.
ownl oa

addi ti ona servers on a network.
Imatdillustratiate ohohadirend of ¢hey presentayveltiomehe r@rueaecb npdet¢ ;nformation
network utijli.zed to u ate cl ﬁents on

TR RRGPRSIHSHLI 670 SOEIgt 1 BRER BONATo S0 CEE) L Tiagyal update,

tHe& B@t@trecﬁfesﬂg Qéﬂt% t}w;)ﬁﬁfckserdl& BR0PWith Qtré‘ctlfé%fdpﬁ ldirect HTTP data
envi ronnent, downl'oad servers may ain a

ddbiery estsporiss. dm plys @pproheh, the wpdaty atmge 120 lrréiyﬂaﬂlze all of the entire

sin e ests at vel
R e et bE ool desGl KEIR b Bt LA, 119, second
afprOdchgectbirt®td Bs BA QRRHStRuHIARY ltlﬁilﬁpdiﬂ?é fequeb &61itSto the update
fromother clients and utilize the cache data to

seruice $2¢ withea 1gavast Bua@n indiccebHdTRglaja deliveryaigapanse nky this response,

ad_ser
L e G TS L
bé’&gn‘&un@p@@d@siﬂfh@ bd heplepemte mgemhmbi 8o natilie¢ weaminihal amount of
request ed (Pdate i nformation.
avallable bandwidth.  Further, the background process may be interrupted during the
download process and restarted at the next available time. A description of a system and
method for transmitting requested data via a background process is described in

commonly assigned and copending U.S. Patent Application No. 09/505,735, entitled
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In an illustrative enbodi ment of the present
i nvention, the requested update information nay be

WO ean®endgt ed i n two approaches. In a first appP@EURZ004/023975
referred to as manual update, the update request is
sent to the update service 120 with a request for a
direct HTTP data delivery response. In this approach,

S{diém LR aVIeths e ¥t TeansRErikEDats Ohvérz€ Ntvork{ ahfdil&@nbh Rebruary 16,
25 bandwi dth available to transmt the requested data

299, twhich, jsdberebya insatporated by feferanseorfine sigfled i the relevant art will
ek S SSicR Rl oF ShAMEY, SRERHGrert Pondl R SarF Hfhive of o
padritly rdithe Sdledtddr B)fdﬁetra upddté, tert yathershoon endwidtht 1b iaHocated to obtain
response t he update service 120 transmits the
theaipd dats infarmention: as a background process. The
bac k@'h@éj NHe HeRG& IQE?yfolf'}ﬁat JPlieReBdifl ifford B RSIatd Qervice, at
I'ze a mnimal anmount 30 avall a I andw dt h.
bléuk ﬂ DR, thet iyslatzaagegt bl&ndquemﬂeschltmytch avitnthe rcpr.tpstpeddmg installed

uri.n downl oad. process and restarte nex
it i oo emPidiotinf B RS Piorent, iyt i apdali i 18 may
cicﬁé the BAgihl {drfign r&cm@%s%med afle taleﬁs@e bﬁeﬁ@é Q&Beled file does not
process Is described in comonly assigned and

clioge dutiimgythe) dSwnikad @and mgpging pmcrssm PNother theseherta@iginal version of

t 32 . WO 2005/ 06 20 4/ 023975 t
el b Roa BRI TSR GRAE Nt wor k. o

fil edt abcisieRbURKN 236, 2 teaQ@Qonduatdaholdéteharr@bwhether the updated file
i ncor porated by reference. One skilled in the rel evant

lsafahd an illypipateieiembodinent of theagessoriaventionadir ypdaipagent 118 may

o‘? i ?Sl)l/“ngf alg?]e se{%t ?n 3%?:%? ‘%f\?\}/ae%l“éé ﬁﬂgg\falde @Dt&; 5 1om, the update

1111'6&%&@1@1‘1 @MK&@B ahd c@’résp@rﬁilﬁgjtd DvAit file Iilpdﬁe it alpdRfiem the current
i nformati on. herequestedlnforrratlonls

mogdifiedvidlg. fIf ébﬁ hasbes, felapt matshy theecurgant mgdifaed filpqig nof yalid. One
e t
SHBPSE A0TSRy SShAEBELED JF AT of v
vﬁiﬂaﬁdﬁl nadgdrithins t iney peles dat utilivednt IIf) nhe tupdateg dﬁalbelsagemtvalld the
18 may cache the orjgj version of the installe
S"Fh‘TOémP% s tetwms o, bl Wkgbg‘gl"@ﬁ% ef ndateRasat mgy fi‘d)“eSt the update
n r
A WA R B0 PR BRESBnuly rcgoced o
géricrate mm/ulluiatm §iledseveral tinres{ toel updhte agehenag dmpbdrmne on¢\lof several
ci.sion ock 1220, a test conduct.ed to det
R R A PPN ST F IS EGTOR (eiPaRF Agent 118

nﬁ?ﬁ@&ie@?ﬁ‘%oﬁfpl&é@c@ﬁ%ﬂfe \iﬂc‘l‘éﬁﬂtﬁl@ Nstorbd n WRABAEh d@edYPe file and

utilize a hashing algorithmto conpare a
1deeﬁﬁ¢cbrﬁ®m Itlaes pateh| steragshmeanifest fremnthe hepdapsd serwice 320.  In another

SR, BB, B Eh¢ SERFESEEA 18, ALl Ly or e

upDed &I 88 £ QeliRbntaRES Milet REMCther 8pdatdTRelividead0f | 1€ stifl another
hot valid. One skilled in the relevant art wll

emppdimentefche neesertiveptien, dhe sbrnties 1290 ra:nt etheryisefail.
val i @%éé ?lﬁ 2LOQLd s VR, aeltsd%cg?o f)focf( A Jlgegglﬂseconducted to

update € 1s no vaI| rou I'n
déteinin® svhietheb hipyC kddiZdh) dukloads dre retuited e Imge iltustrityve embodiment

request the update ) ) . .

of the present invention, the sub-routine 1200 enters into an iterative loop that
continuously checks for additional downloads after the completion of a previously
selected download. If the state of a file changes during the download, the update

agent 118 would continue to request additional downloads for the new change of state. If
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20 information again. Alternatively, if the update
agent 118 has unsuccessfully attenpted to generate

wo bmsopdst e file several tines, the update agePtT/Dsz004/023975

- npl enment one of several fallback procedures. In one
enbodi nent of the present invention, the update agent
118 may request a conpleted copy of the updated file

Hdeftiddall ddvirlleads atLRqiIr&, A0 Blokk 1224 1Re updi@dhgdent I8 Hérdms another
t he patch storage manifest from the update service

Apeentary; apgh cdentéﬁeszaél anphieehlerdelta patchene The suherputine 1200 then returns to
111n(\)/%nltzhg the update agent 118 may request a copy of

t ated file in a self-contained file fromthe

updat @meralli the rdgpiested apddte dbwaload&e cogiplae]iardstisioh block 1226, a

the present i nyention, the b rou élne 1200 may
d@éﬁ& Gangucted fq deterpe whéth%'i Statgof the gligng r%a&mn& hag changed. In an

2 S t t d

AREHRL0P BhRSptoRs e SRl RRBE, Bl L Bcn

idolmi;ctadatgi and m@ingionﬁupdate Bfomatioh eng tlesaental instadlatioroof the updated
e s ne 1200 enters into ive.l oo

tfﬂat /36% gl Pripr IR iogtalling  thy up reénﬁf 3’% daifdent determines

%ﬁﬂer&ﬁ@cl%@érﬁﬁﬁtﬁ& iR Bl hhOUmhyed. SERS 84 has changed, the file
downl oad. If the state of a file changes during the

dpdefe anal, nothle valithaed thegepdate] fodlsvab llpll@kddﬁ& nMléernaively, if no state
L s e urkdd I it e 280R o iRLial R NSNS 3098 Kk 1230 and the

%dﬂirbﬁtﬁﬁqlzod%m&n@admoatezjzequ'red at block 1224, the
update agent 118 performs another inventory and

| dent i Wit gefatem%\w L) BKﬁIéREelBt asgiatm@g 13Ghmplemented by the client
tcﬁglp ga% élg}/lg%?p(? go ?@}1 V\%la %lméer 1é1§taﬁ nt'lp() nl%?‘oln‘{'por}@f: gor?ésk)ondmg to
d26dksi20o8 (RIGUKRE ]122@ wikl be Gedceibéd.i At davivioreblock 1302, a test is conducted
determ ne whether the state of the client machi ne_ has

dhaierning nwhgtherj | newr heseliae cinpfaliatinancomporang isr inshyded in the

KSR LTRSS BB R 11 Son B8R0 e 120,

ilﬂﬁsttﬁhk/aémbﬁdmfent b thepstadentinventien, iftheadetth pgiches pequired to update
to |nstaII| the up dated file, t he updat e agent
IRl F6PMPRAbISIR SHE 12 dirptansmissignpf @ uptlafpd installation
g t
upgg)t% Eaﬁrmg qTr?gi ﬁaggp%aff{s%muﬂ?%%e up g?v&llfﬂé}ﬁridslﬂm%ﬁ L, an updated
lﬁé&ﬂlamhtoenmmnemék }j{nchiufednat Blbck £304¢ hlzaenglaiattasgemc mstailsdhe updated

e .updat ent 118 alls th pdat ed fi .
PSR 5 e ComBoent B (6 g v RS ANBn A APRR  ASEgaRly. the new
]v%agted WstdMafish %rﬁ%ﬁﬁnﬂﬂ‘é& b8 sdVe@dRfhelFienfeomputing 'dEh@@l 10 memory
1300 i npl enent ed the ctlient conputing device 11
ftorsexyechat bgseanbamllen doi additdnaktupdates orfgorleck 1306, the sub-routine
corresponding to 15 block 1208 (FI GURE 12A) will be

J&¥EH bed. At deci si on bl ock 1302, a test is conducted

t 0 detieanrupdutedsBgie 1ﬁstﬁl¢é&40‘ﬂ&>‘éﬁiﬁoﬁ&1’t'1§1§(§t61hélﬁ&dd('iﬁ the self-extracting
onent I1s included in the self-extractin

onp
tﬂlam rhlcnqkelcmothp hipdale dgernt ldgeqbrcanme bagebine ipsga E1upgra1cta,~mp<>nent delta
gc\fl efﬁ m lnfjt gﬁnungfflll %\‘g H étr%tggg’%\e é)gf@%nﬁ I%];fte th%mmt invention,

Utﬁa Bisféhne mstallatlon component delta patch corresponds to software code that can be

merged with the baseline installation component to generate an updated baseline
installation component. Accordingly, at block 1310, the updated agent merges the
baseline installation component delta patch with the baseline installation component. At

block 1312, the update agent 118 then designates the updated baseline installation
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the baseline installer are conparable in size to the
transm ssion of an updated installation 20 conponent,
wa@2memedsssel i ne i nstallati on conponent wi || bePCT/US2004/023975

- transmtted. |If-an-updated installation conponent is

i ncl uded, at block 1304, the update agent installs the
updated baseline installation conponent as the new

comisdrhl & thercueeAPRBRllAtiorAesthpdreig! Iy an iINBALW etaboldiinest of the
installation conponent naﬁybe saved in the client

DREEANY ummgwae\rhfe aipdatgd nigpigHation gompereat awilla nphde| paved after the
d

1ns€1§£1r n is, ne%ﬁeﬁ% ﬂ{ %dﬁ?{@hc ?ﬁg%ﬁg egf%%d%k Qe kth%ﬁﬁcﬁrte Léle%t 118 only

miafitdind h dimited uoribhee F bhsdline rimsttallanoh edmponentd hrethe client computmg

self extracting file, at block 1308, the update a
devier L memory pAGOrdingly; Mg ypdalg jagrntc8FASENR (HOPPITY; updated

n i t d 110

BRG] AN SELISHARE BLLLE b ot compuing gy

cdmaady icoresposd & b dinmitd morheoré basetiné trata;ﬂatlmhcomponents the update
corr??@onds to soffware caq t .can. be

d
SqiFieh T2 BRycionieed HoRaTaFal PotPidt HaonEn me e dpnenent delt

p&th ﬂﬂ@ﬁélﬁ&e‘ﬂ@é&h Lﬁﬁ)g deDreb alak 8ldcR 13 EAMROABNoutine 1300 returns
Accordlngl Y, o€k 1310, the updat ed agfnt mer

t he Wialsethen erqudalemémdmnc mfp61¢e mveafecbrt apdheeh 1 usthated and

t he, bas He i nst al | nt

B abrilparpooali B GRERG arbeet ke dsaiifdg Midein witou

dgﬁ&ﬁlg Hdn A @Birat arf scopd4oiVehe? ORRNB6R38Bor instance, although the
CT/ Us2004/ 023

conponent as t he current

illustsatitlel cxemples desgyihad herein #ppinta safivers updajes, themeepanehthe present
anCIrl}E)Or}lelnCFlngS$tFl£r ustlgg %g)gésng\r}tg%hﬁ?r%mgtagg clbﬁlgij_l%Hag{)ill gﬁ n}fgrmatlon

rel@sd i@ seftwhie @rsdanceordingly, tunless spdrific RBlbject mbwer is expressly
updat e agent 118 only maintains_a limted nunber of

e’ﬁ‘é‘s‘@dl ipdhip disclosyrgs itdh t%%ﬁ?ﬂﬁ%%d that theescepg ghthe present invention
%gfgp Y Hﬁﬂ'lb%tlgg \éh& Comhifin{BafBs Yt g\‘g‘)g{é@é e '&94 Yo IﬁEPﬁxaH,ﬁQE‘i'headdmon

ent generates a tenporary, ins
tocsoffvaneupdasds. each i nstal | ati on. Because each cli ent
conmputing device 110 can only correspond to a limted
nunber of baseline installation conponents, the update
service 120 is only required to transmt a single
baseline installation conponent delta patch for each
client conputing device. At block 1314, the
sub-routine 1300 returns. 10 Wiile the preferred
enbodi nent of the invention has been illustrated and
described, it will be appreciated that various changes
can be made therein without departing fromthe spirit
and scope of the invention. For instance, although the
illustrative exanpl es described herein apply to
sof tware updates, the scope of the present invention
i ncl udes ot her uses beyond the distribution and
conmuni cation of information 15 related to software
updat es. Accordingly, unless specific subject matter
is expressly excluded in this disclosure, it is to be
appreci ated that the scope of the present invention
applies to distribution and communi cation of any type
of data, other than, or in addition

-35-



to software updates. -35 WD 2005/ 060388
PCT/ US2004/ 023975 The enbodi nents of the invention in
wokioskemss excl usi ve property or privilege is PBCHUSEO4/023975
are defined as follows: 1. In a conputer system
including a client conputing device in conmunication
wth a software update service, a nmethod for
commypé eabbdichehff dfWRE mveﬂmsiaﬁle&mfcﬁametxmsﬁefpwﬁhg or privilege is
update service to the client conputing device, the
cleymadcate defongdrasdolbayys: (a) obt ai ni ng a synchroni zati on
request fromthe client conputing device to the

requbat 1 HE1 GoBeERA CBmeAl LR dd 2o YRER, RPAASS evice in

cafimuitizhorl pvikht £ softwairb axpdhte eseivies rpicibiod foe comemunicatigg software
the installed software update; (bii_ determning if the
CdR

uRdateshiTem; e tsoBWarce HRARe seruich rtp JBe chfnt eRIpRytgedevige, the method

..ane installed software update; (c) if it is

c%-g@g%‘rﬁé)’ned that the synchronization request conprises

an i ¢@nt i bbteiningdd sgchk@azttionrequess fral the dieht vamputing device to

update, sel ecting an additional software update for. .
(R SRR CUREP TP R ST BRI OSE el e bjdgmifier of
art RRtatRl 865vaR Widafelie uaddiidnt @BRbutiSPEEVES §oMRIRE frstaBled software

dependent on the fulfillnment of a prerequisite defined
update;he addi tional software update, wherein the

prerequi si;te regui.r t he,synchroni zatj on request.to.

"ncl (e SFoTRBHME; fhs SyishiamZ47an dpdii, Comasgs agidemtifier of at
lea@fonbanstallendati®areupllatef 1t is determned that the

synchroni zati on reqguest does not conprise an

i denfd)f i eif ibfs determanpdithajribe pynehednization sequasireomppides an identifier

oF 55 Mk T3 AR, AL G ol s o o

céhfuhichdn teur! clkaf tovdpRingpdaic, wieasn fiigd sdlfitiondd the additional
prerequisite; (gg communi cat i r;gaan instructiaon . .
sefbise HBdate it deprrdesbow thedulflisanhaf @ praserstisite defingdin the additional

Sch{Vl’ﬁQ tug&ﬁg:ﬁgﬁé(rg? tfs?ete ﬁfre:feﬁ;gf%tg géci\{]ﬁgts ?ﬁd{ %))ﬂ@ﬁr%nﬁgggﬁ fequest (t)(]; include

Servi c i on conponent s

an fientifereoi tdessobhenastalledpabdtvere uopdaee ¢l i ent conputi ng
device as an.installed software update if the client )
compli ngifdeis ddermingt tahheaynehrguizaineragpsih JRehEOL fogtprise an

. . . r

AL S 008 e LoBnE QRS e A S8 i

fareomnaohidatiottatheclientwiosrpating ténacaysitieoan therfirstdlevel software update

489 rises; determning if at |east one instruction
XSO HEHIAC FPTeIR@UE; oct ed soft ware update provi des an

i ndi g8t i opohhghichily SPIHWAERNURAH ReBCsMhE BeI6QBY bfdRare update
addi tional software
to the client computing device from the software update service; and
® storing the instruction components of the selected software update in the
client computing device as an installed software update if the client computing device
contains at least one component that fulfills a condition of an applicability rule stored in
the selected software update.
2. The method as recited in Claim 1, wherein the method further comprises:
determining if at least one instruction component of the selected software update

provides an indication that the software update service contains additional software

updates available to the client computing device; and
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updat es available to the client conputing device; and
-36 WD 2005/ 060388 PCT/ US2004/ 023975 repeati ng
we@bmamwensgs (a) - (f) if it is determ ned that apCT/E@s8®D4/023975
one instruction conponent of the selected software
updat e provides an indication that the software update
servi ce contains additional software updates avail able
tot heg}fdaﬁﬁglteléi@éﬂwt@)ng @e\Vf @eis deterthigedreh4tOst R@st one instruction
recited in Claiml, wherein the nethod further
compenens of thejselepted spifware ypdate Pravadas sndrdicativaghatghe software update
| | . .
BE B B BB OB AR hAAduE p5l b1 e HRAPL mpryting device
to tha.cli dhe mahgalds rogitedde e 1,odrenein theahethgd further comprises:
| ocal i,zed data conponent of the selected software .
updat df fheostiFRons eAmREReat dprsahet RoVidecan indiqatian dhatethe software
ti C 0 . . _ i ]
TR R e U AREIoRA IRt Spla, ARSI YR, IR compuing
adewmigenent, wherein the text provides a description of

the sel ected software. u te. 4. Th t ho S
Feci © GETTHTES S0 EY A SOMBORETROAT SRS software update from
QH’éWﬂv&a?éhpda@@ie@{rieé fb&hécﬁ&ﬁ%ﬂﬂuﬂiﬂ’ge&wicfe}’ b a sel ected

data file associated with the selected software )
updat eenemtng a dispajogertaining textiderived fiom Henenmmunicated localized

C ni cati.ng,the data,fil e associat.ed ith th

SBRReTR ey Por e Ol povstR BRE-DUFE of s gt sorvare update
servi gg t 0 THeenéthdEadireciATR Cl4iR03,dheréif thedmethbe filfteh@¢mprises:
as recited in Caim1l, wherein the nethod further

conpr iobtaning @eroamdndi identifying ipeselactedrdata Blepassocinjedi with the selected
ster installed software update; providing an
iség‘r’lv |efl%p|§rgteb?r§4 he installed software update in the

synchrighieshahécOto feeeivifpt thefconimari, d@eindiumicadsg thadatahile associated
client conputing device stgres the installed software .
Wpthatthe sglected eSO iPaicr Som dbr SATeRE Hpdate \j5Bties fo the client

t . ISsite defines a condition which requires a
ggﬁgp{ﬁa%&%é%f sof tware updates referenced in the

synchrsoni z @theaneth@basastitedvih €@l twiercio tidhi thethod figther comprises:
defined by.at |east. one |ogjcal operatory .lipking, the
combi risterdinies 1f 4o 6lisaF coruppting devich storgsdheyinstalled sfiware update;

reci t gfloifling! & MedtfidNef BleNinkBRed b e didalein the syrrllghronization

conprises: ~storing the instruction conponents of t

geduest dt sodetenmnimedupatathe clientt dompiting e vice stopest thagnstalled software
device as a failed software update if the client

é@ﬂﬁtﬁti ng device does not contain at |east one

conporgent Rt meihofl dsl fectéd i€ aThin? 1L wheRH ttlil@?ré?éqlﬁ'ﬁte defines a
applicability rule stored in the selected software
\¢ouditien which requires a combination of software updates referenced in the
synchronization request, wherein the condition is defined by at least one logical operator
linking the combination of software updates.
7. The method as recited in Claim 1, wherein the method further comprises:
storing the instruction components of the selected software update in the client
computing device as a failed software update if the client computing device does not
contain at least one component that fulfills at least one condition of an applicability rule

stored in the selected software update.

8. The method as recited in Claim 7, wherein the method further comprises:
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8. The nethod as recited in Claim7, wherein the
nmet hod further conprises: -37 WO 2005/060388
weEFans 834/ 023975 obtai ning an identifier of P€ES2004/023975
fail ed software update in the synchronization request
if the client conputing device stores the failed
software update; if it is determned that the

synchiobgiimiag kP eh@fidtastithe filed ksosard ipd4ie i tHeisefich@bnikdiidn request
failed software update, restricting the comunication

off the elient cempying device stgranthe Jailed| saftagre yndatehe f ai | ed
sof t Vof & i H&Qﬁrﬁnﬁ@ tha;rnl% %Elﬁ%&zgﬁ\’or{ ﬁﬁhés‘? gofnpri%sainr@dgntiﬁer of the
wher ei'n t'he synchroni zatron reques generated from an
daltedrsptiivareypdategreptrivghg theniehmeni eativa W iselgctod séfhveare updates related
client. conputing .  device. 10. The nethod as recited in
¢ thedfniled i%l%‘@laé‘i ¥dalfe synchroni zati on request is
i nvoked by a user requesting a nmanual update. 11. The
methog as regihaflod As thaied th CRTEivheldif tRESHchfhization request
software update is configured to update one or nore
fgeharated dimina hh eutoontit pdatt ipeograroonpdidé pxecdting on the client computing
ngr ein conmmuni cating the sel ected software update

Yt he software update service to the client
computi ng device conprises: obtaining a
sel f - apt r agthengethod & tedRéd irf Claitd 12 whkteirathet synelironization request is
avai |l abl e delta patches for _updating at |east one
Jeyoked Ry efuserrequesting 2 B@nwaljupdateht aj ni ng an i nventory
of the one or nore files installed on the client
conputyihng | Ce: ' ' .
ol T o 155t oE Hhdified SEERL ALCIRT 1 PhndfelhERALEE R Bvare update is
wpnifigered tonystaed ones@! ractei filgs installeden die ¢hizne capphtingaddvece, wherein
pat ches corresponds to_a mappjng,. of .the .
semmupiqaiing the, gelesied spHwARS 5&% fiope the Spftware yupdpte service to the
%K@ﬁt'c%mpﬁtiﬁ%hé\ﬁc Ss:t0 the inventory of the one
or norefilés installed on the client conmputing
devi c @btaimiog b selfisxiracting dilaidentfyesg a ploralionef aailable delta patches for

sel.ected delta patches. .12. onmput er - r eadabl e medi um
HRAHS aﬁ&‘?‘ﬁﬁﬁn&r‘%@k‘&?ﬁa&wéﬂ#ﬁs@?uct ions for

per f olofiatng BE ifRhIRY of Bfel drRCbr! Morfe! fAkdMnbtalldd onAhe client computing
conput er syStem having a processor, a nenory and an

dewiceit i ng  environnent, the conputer system operable

to performthe nethod recited. in aim.l. .14 _1n a
compurerH DA IR aapREbl St Dalh & R hinieitens oy Rlecteg software
PAAYEY) ivitkdif Beldbting the HAE bivioge atiiflidhisle patcheL Corredpdilsh®d mapping
for communicating software -38 WO 2005/060388

pTthe seisatract gy gle identifying the plurality of available delta patches to the
inventory of the one or more files installed on the client computing device; and

transmitting a request for one or more selected delta patches.

12. A computer-readable medium having computer executable instructions for
performing the method recited in Claim 1.
13. A computer system having a processor, a memory and an operating

environment, the computer system operable to perform the method recited in Claim 1.

14. In a computer system including a client computing device in

communication with a software update service, a method for communicating software
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updates fromthe software update service to the client
conputi ng device, the nethod conprising: obtaining an
wa@edokoeizgat i on request fromthe client conputiPQI/US2004/023975
devi ce, wherein the authorization request contains an
identifier of a client authorization nodule stored on
the client conputing device; determining if the
updat@froMOIe Wokt@re Byd 1€ sérvica SOt aliest Yorhputihgt @viR) the method
group, Wwherein it 1s determned that the client
CoBppHURg: ng device is associated with the target group
if t t
clie |3 aﬁl r%p&i alﬂhlélj(i}é%\q/lbé Zé u%pt @gy&@g Eglg d #ﬁ@q%@é\l{lcer |&ﬁlerem the
a@hmtxoﬁ oequest abatalrrsganadsxﬁfﬁee of a @liknteauthorizatidremsdiile \saiml on the
yupdate service to the client conputing device if it
Clil@tél%‘flﬁ‘l’tfﬁ%f?dlctehat the client corrputl ng device is
asso td
cooklae #flhtgg t%gtt ?‘gg et%ﬂgg%kﬁ%e ngnﬁ}egg& gﬁe‘{wéet group,
wheggire fitis fdeterxaineﬂ ehatt the rediestoédmputing mdatas sscatedowithHbe target

sof tware dat service, ereint e cont ai n
e Lahs shbitubionttion gyl BeRes JBftapR HER pEmPUhe device is
agssggﬁatwmﬁﬁg%%g &p;if a software update is

associated wth the target group identified in the

ser vesmuwoicaiéng arsgrief copkiesfrefattbe softwaret mdatet pervice to the client

f i th th
ot fadt® i B B dRs el shulii figd S ifociated with
tHeQhrpBPgrBupl Mtk én tHed@hieh 8ok 1deatifes tHOthaid gfstipyi ce to

the cli1ent conputing device. 15. The net hod as recited

i n CPhipinina reguest domattlpast ang spdtwaraupdaie plordet the software update
d server cooki e,
Serﬁlﬁe’\/md}ger%%lgﬁﬁ% ﬁgueS?cgﬂf% gg%% §<"ﬁ%&‘,()orT'rmn cated fromthe

sof t wereSpdneelat ebtsiaing ithereqest,detedniging ifeosvftwardgpdievis associated
includes the data the of the previously stored server

withdhe target groupridentified inthg serveeaokie; prd O ai m 14, wherein
¢ ty, . . .
ol 1 QG W8l Bl 0 45 68 et woun
1cm1txﬁert iz diel seaverodhokie, comeninichting thdsofbware updatgefrorg rtheigoftware

entified in {he client authorization nodule. 17. The
HeAVige 1o the chiend compeing JgViCe: wherein the server

cookhpg co 'T’Hf] I18&Bod 38 rBSRIM & CR-Am! 1'4m-°whéf‘élﬁ rtﬁb MakiiRization request

met hod further conprises: determning if
inekysles atateonf ta peevidustyhstosel saverc codkie ek V{lmssedhe i servier cookie

det d that. th t t h
QBRI T Lo v b et oy b iRl BTG fegoe includes
tﬁehﬁtastaébmwréw&ﬁ!yestwea%rtveﬁc&met war e update service

he client conputing device. -39 WO 2005/ 060388
PCT/ ﬂEzooIh@mggﬂog as recited in Claim 14, wherein it is determined that the client

computing device is associated with a target group if a server authorization module

identifies the same target group identified in the client authorization module.

17.  The method as recited in Claim 14, wherein the server cookie comprises
an expiration time, wherein the method further comprises: |

determining if the expiration time of the server cookie has passed;

if it is determined that the expiration time of the server cookie has passed,
restricting the communication of the software update from the software update service to

the client computing device.
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18. The nethod as recited in Caim 14, wherein the
server cookie stores the expiration tinme in a clear
W eoos/0688at and in an encrypted format, and WhEeT/E@52004/023975

the server cookie contains encrypted data identifying

at | east one target group, wherein the nmethod further

conprises: obtaining the expiration tine fromthe

ser ver]gcookyHe, mWiR6d Qk Redife@ iR |G18IRt 14 00RéihNEe sEQYF Eddkie stores the

obtains the expiration time fromthe expiration tine,

SEpirelipn Wme firea ¢leantext format adngtan er@@tpéfrdgfomﬁfg and wheeein the server

expiration tj S,.not d; I f. 1t i .

Bl o rEB RS RESRE oe sBBEob et ePoups whgrein the method

dafthettoaplisésy the server cookie fromthe client

conmputing device to the software update, service in_ the .

r equebiFRipg the gxpiationime fiom the servepepekis, wheremnihg client computing
I . . , d 0 . N

SERa B BE LAl i fh b ypEGH ik ¥ored in the clca text formas

conputdergmiteng ifehelenpiratomtimenmas adt mssedparaf a sof t war e

application, 20. T, thod.as recited in Claim14, . .
whor eiih it fodeidiipsd Bt HisnxRiAIPR G Fes pPiRRsaih (A@imunicating the

GehRP cobIAB T e Qﬁé’ﬂt%ng}ﬁ'ﬁi}% Uedfte UBURE SofthvafeCIialf s@vice in the
software application. 21. e nmethod as recited in

Geaquast fo4 at dekstopé sofowareupdatat i ng t he sof t ware update
fromthe software update service to the client

comput.ing vi ce.includes ; .c ni catj ng. .. .
et USE onfeomEBRE e Toee it SRV b ehdifinifs autppgzation module s
Wiste® bA tHehstieBdongsiting devibe durtpal insieBatiodrcT@edevag: dppHcation.

i nstruction conponent of the software update to

determine if the instruction conh)onent provides an

i ndi cadl on Theamethpd as seqitrdria Glpiandd whereincte @ythogizafion module is
LS bR U R0 IR R RERLE BB A Rl B iR optcaion.
conponent of the software update fromthe software

updat €lser Vileemtthod he radieé it Clainpld, iwlgrale eomenuinicatihg the software

instruction conponent ¢does not provide an indi.cation .
LAPEteL FEmS s RS Ep BGEEE SERTS &5 Bt SFAG ComUtiRg gice includes
SRkdMEHi Sating R SR cBYRESARIRNT 8F thd Soffildre Dpd 418 HAM WHREein the method
devi ce; and processing the |ocalized data conponent

ffortherlvompeisesct i on of at | east one update file for

updating fi.les installed on the pent .conput.i ..
o canSegsting e REHERL DR b, AR upaliip etgrpine if he
AhAARESH REmipBSent g@\}iagseﬂa BiAtiok R RS Béfrwire | UpdaR: serA€e contains
WO 2005/ 060388 PCT/ US2004/ 023975 di spl ayi hg data of

tadditiopaldoftnare ehdates evaijsdlectnttheelicat eprspiting dsvicehe
et RN 058 YO e 530 BB som
W@talafs upiatk service to the client computing device if the instruction component does
not provide an indication that the software update service contains additional software
updates available to the client computing device; and

processing the localized data component for the selection of at least one update
file for updating files installed on the client computing device.

22.  The method as recited in Claim 21, wherein processing the localized data

component includes:
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obtai ning at | east one request indicating the

sel ection of at | east one update file for wupdating
wo pdoemeissst al | ed on the client conputing devi CECT/BS2004/023975

The nmethod as recited in Caim14, wherein the server

aut horization nodule is a software plug-in configured

to be dynam cally added or renoved fromthe software

updaiRpReingl 6fa ot4theTliRalRidhasta asonipddkiten i ) didphiyTofl 4he client

wherein the request for at |east one software update
compyingedeyiced whetsin tha displayriaeludes doenmronsniolgr apnarging arequest for

' he client conputing device. 25. The

a%é?ﬁ%%h§%n$§%§ted in Caim1l4, wherein the request for

at | eb@inimat leB0bien@yaesy rdidading thel seleoti@tofnt leastiorer update file for

requesting a nmanual ypdate. 26. The nethod as recited
upﬁ?\avegéil?ﬁ lm%?llmfgp ﬁﬁ?rﬁéo%’f“ﬂ%iieé’l%dat eis

conf igur egni G URGALRE %@ﬁe&) in ] QReleits M s&@eP Ruthorization

the client conputing device, erein conmuni cating
ntodelesisfat seditvearelphigtie conbguredhdo bofdynamicallipddded crerewioved from the

to the client. conputing device conprises: obtaining a
SUEVHEUPHNC BFVi5Fe or nore avail abl e software updates

for updating one or nore files installed on the

cli ent compeimdihbdlgyteeRed @D TRIM 1Y whefcdh fthexdquasttfonat least one

file identifying a plurality of available delta )
soffarn aipddte is gaporitad g@na‘p autogeatic opdate gregram ragdudexecuting on the

.nstalled file; obtaining an inventory of the one or
Cirlr%lﬁgg?lpﬁté%g (lher‘{g alled on the client computing device;

sel ecting one or nore applicable delta patches to

i npl efent Thoenstkddess rditedin Gidim 14y pdrtads thevhequestfor at least one

sel ecting the ane or nore applicable patches

selbyare dpeaie s 1pvoked by spisagrequssting @ nagualupdateact i ng file

identifying the plurality of available delta patches

to the | FUENHhOhYd Ofs tlRe®NR OlaifQUe VHer&S thESioHwaed update is

on the client conputing device; and transmtting a

corgtguest tof updaterome @r mare dileseinstall @tiord diet iepacanmeing 2ievicé, wherein

SRR TE SRR T T SRR BIESULARL . e e
c&hﬁﬁﬁﬂgild&vic-e%&m%e”sgow 060388 PCT/ US2004/ 023975 28. A

conputer system having a processor, a nenory and an
oper abtamingn v¢ledsiomeaftonetdnanere ppailable snfovaserupdriesafor apdaing one

erformth thad recited in aimil14. 29. In a
ofBiRHCRE PEBUBE R Bie T xR SR comput i ng devi ce i n
COMYBiainhiig HEelRbktfactng Gle/i@entiffingRt ploRlifyosf available delta patches for
conmuni cating a data structure fromthe server to the

upd4tiagtat leashone ivergionafiapénstalled filest hod conpri si ng:

obtaining an inventory of the one or more files installed on the client computing

device;

selecting one or more applicable delta patches to implement the selected software
updates, wherein selecting the one or more applicable patches corresponds to a mapping
of the self-extracting file identifying the plurality of available delta patches to the
inventory of the one or more files installed on the client computing device; and

transmitting a request for one or more selected delta patches.

27. A computer-readable medium having computer executable instructions for

performing the method recited in Claim 14,
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determning if the client conputing device is
associated with a target group, wherein it is
waledosoeizsed that the client conputing device iBCT/US2004/023975
associated with the target group if the client
conmputi ng devi ce contains an authorization nodul e
indicating that the «client conputing device is
assogg at eg _W)rh?ut&hﬁ dtéth 9Rdvirl QUProcERBF U infeidriJarl an operating
server cookie rom¥he server to the client conputing,
erdirpinent, the computer gpstem eperablletth perferme theimethed weeigslini Glgim 14.
device is associated wth the target group, wherein
t he rvey. cookj e identjfies.: .t argel;. group; . . .
obt a?%i ngfna ?‘e&‘t‘g 1{1'[9 OSE)JS% I g’%&%n{éﬁ eagdéltmglrtst‘Li ?ﬂg?tbnlge device in
csthRufdativh Wil & eérver; a bhbei for chamuhégtiegta damtsauetare from the
the server cookie;, inr eS{;)onse to obtaining the
sqreqi e e, cligat cymputing deyice, Ahgmethod cPUPESIAE | s associ at ed
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expiration time of the server cookie has passed,
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fromthe server to the client conputing device. 32.
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| east one target group, wherein the nethod

in response to obtaining the authorization request, determining if the client

computing device is associated with a target group, wherein it is determined that the
client computing device is associated with the target group if the authorization request
identifies at least one authorization module stored on the client computing that is

associated with the target group.

31.  The method as recited in Claim 29, wherein the server cookie comprises
an expiration time, wherein the method further comprises:

determining if the expiration time of the server cookie has passed;
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further conprises: obtaining the expiration tinme from

the server cookie, wherein the client conputing
wa@lewsoe3sht ai ns the expiration time fromthe exQi/UstoDoo23975

time stored in the clear text format; determning if

the expiration tine has not passed; and if it is

deternmined that the expiration tinme has not passed,
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cookie contains encrypted data identifying at least one target group, wherein the method

further comprises:

obtaining the expiration time from the server cookie, wherein the client computing
device obtains the expiration time from the expiration time stored in the clear text format;

determining if the expiration time has not passed; and

if it is determined that the expiration time has not passed, communicating the
server cookie from the client computing device to the software update service in the

request for at least one data structure.

33. A computer-readable medium having computer executable instructions for
performing the method recited in Claim 29.
34. A computer system having a processor, a memory and an operating

environment, the computer system operable to perform the method recited in Claim 29.
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