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Receiving a cloud service access request message sent by the terminal,
in which the cloud service access request message includes domain
name address information of the preset server

A 4

Determining a cloud service interface address to be accessed
according to the cloud service access request message

A\ 4

Performing signature verification on the cloud service access request
message according to the cloud service interface address, and re-
signing the cloud service access request message under the condition
that the verification has passed, to obtain a new cloud service access
request message

S302
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S303
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A\ 4

Transmitting the new cloud service access request message to the
cloud server according to the cloud service interface address

S304
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Determining a signing algorithm corresponding to the cloud server
according to the cloud service interface address

y

Acquiring a first key corresponding to the current user according to
the user identification information and the vendor identification
information, in which the first key is pre-generated by the preset

server

S3032
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A\ 4

Generating a first signature by adopting the signing algorithm
according to the first key, the user identification information and the
business request data
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A4

Performing signature verification on the cloud service access request
message according to the first signature

S3034
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Acquiring a second key corresponding to the cloud server according
to the user identification information and the vendor identification
information, in which the second key is pre-generated by the cloud

server

\4

Generating a second signature by adopting the signing algorithm
according to the second key, the user identification information and
the business request data

Y

Re-signing the cloud service access request message according to the
second signature to obtain the new cloud service access request
message

S3037
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Receiving a cloud service access request message sent by the terminal,
in which the cloud service access request message includes domain
name address information of the preset server

Determining a cloud service interface address to be accessed
according to the cloud service access request message

S302
M~

v

Performing signature verification on the cloud service access request
message according to the cloud service interface address, and re-
signing the cloud service access request message under the condition
that the verification has passed, to obtain a new cloud service access
request message

S303
~—

A4

Transmitting the new cloud service access request message to the
cloud server according to the cloud service interface address

S304
I~

A4

Receiving a cloud service access response message transmitted by the
cloud server according to the new cloud service access request
message, and transmitting the cloud service access response message
to the terminal

S305
Y

\ 4

Generating an access log according to the new cloud service access
request message and the cloud service access response message

S306
M~

Fig. 7

Acquiring user identification information of a current user, business
request data and an access key pre-allocated for the current user by a
preset server

S801
M

A

Generating a cloud service access request message according to the
user identification information, the business request data and the
access key, in which the cloud service access request message
includes domain name address information of the preset server

S802
Y

A4

Transmitting the cloud service access request message to the preset
server

S803
Y

Fig. 8
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Acquiring, by the terminal, user identification information of a current
user, business request data and an access key pre-allocated for the
current user by a preset server

8901

Generating, by the terminal, a 0101‘1'd service access request message
according to the user identification information, the business request
data and the access key, in which the cloud service access request
message includes domain name address information of the preset
server

S902
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Y

Transmitting, by the terminal, the cloud service access request
message to the preset server

S903
~—/

A4

Determining, by the preset server, the cloud service interface address
to be accessed according to the cloud service access request message

S904

\ 4

Performing, by the preset server, signature verification on the cloud
service access request message according to the cloud service
interface address, and re-signing the cloud service access request
message under the condition that the verification has passed, to obtain
a new cloud service access request message

S905
Y~

Y

Transmitting, by the preset server, the new cloud service access
request message to the cloud server according to the cloud service
interface address

S906
r~_’

A\ 4

Receiving, by the preset server, a cloud service access response
message transmitted by the cloud server according to the new cloud
service access request message, and transmitting the cloud service
access response message to the terminal

S907

\ 4

Generating, by the preset server, an access log according to the new
cloud service access request message and the cloud service access
response message, in which the access log is used for recording cloud
service access items of the current user

S908

Fig. 9
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