Met hod of generating verification data The invention relates to a nethod of
generating verification data for verifying an authorisation level for a
dat a str e’o2o0dns3i4aventi on al so relates to a circuit forPcygapBosdI3ng
verification data for verifying an authorisation |level for a data stream
The invention further relates to a conputer progranmme product conprising
conput er executable instruction for enabling a conputer to carry out such

met hod. MembdYLENeRARNY Sriffdatiéh@ftarel ates to a record carrier for storing
such conmputer programme product. Furthernore, the invention relates to a

programmed conputer programmed to execute such a nethod. An enbodi nent of
such a nethod is known by the nane of CPRM an acronym of Content
Protection for Record able Media (for nore info

http://ww. t heregi ster.co.uk/2001/01/ 10/ everything_you_ever_wanted/). CPRM
is used in conbination with a DVD Vi deo Recording (DVD-VR) format on

DVD- RAM and DVD- RW di scs to protect recordi ng of audi ovi sual content

| abel | ed as "copy qne@veMidnirelates tasribod of ghtetanb aadifidacior data farveefying
connections and the abundance of digital storage possibilities, copying and
di st ri butdtgithogisgioadevebfagidgesicaBek met hods to prevent further

di stribution of audheylvatdn A LRRL to SERMiBSbGRIakMg PEMIatles dithfse | evel s
of protection: copy freely, do not copy and copy restrictions not asserted.

The | at t everifiying amauthgrisetiorhigyel fererdatsireauced | at er, enabl es that content

can be freely copi afe iRihdteQlolis I B Slanife brddift dobRREL - 11

that case a so-calle otzli ag Indicatest IstributionTis
prohi bi t egbmphtes exeatibfinsudiiovios eeEblio@té apmpiter tdabay peipudsmatiodg f or exanpl e

a film is recorded, as a sequepnce of Us (Video.Chject.Unit each
cont ai ning an RDI (ﬁgg}vﬁ??@ﬁ{@eﬁ W}agﬁgiﬁ? irécﬁ’fg%ag&%i‘noﬁ%?rgl\%esac%?/onépuﬁnerx of
audi o, Vigieeraminek prodrcpi ct ure packs. Al packs have a size of 2048 bytes and
a VOBU contains up_to 1 second of .audiovisual data.  RDI

Furthermore, the nvention relates to a programmed computer programmed to

10  execute such a method.

An embodiment of such a method is known by the name of CPRM, an
acronym of Content Protection for Record able Media (for more info
15  http://www.theregister.co.uk/2001/01/10/ everything_you_ever_wanted/). CPRM is used in
combination with a DVD Video Recording (DVD-VR) format on DVD-RAM and DVD-RW
discs to protect recording of audiovisual content labelled as “copy once”
With the advent of broadband home internet connections and the abundance of
digital storage possibilities, copying and distribution, content providers seek methods to
20  prevent further distribution of audiovisual content. CPRM basically provides three levels of
protection: copy freely, do not copy and copy restrictions not asserted. The latter option,
which has been introduced later, enables that content can be freely copied, but may not be
redistributed over the internet. In that case a so-called broadcast flag indicates that
redistribution is prohibited.
25 A stream of audiovisual data, the data representing for example a film, is
recorded as a sequence of VOBUs (Video Object Unit), each containing an RDI (Real-time
Data Information) pack followed by a mix of audio, video and sub-picture packs. All packs
have a size of 2048 bytes and a VOBU contains up to 1 second of audiovisual data. RDI
packs are never encrypted. Bytes 128 up to byte 2047 of all others packs are encrypted. In



packs are never encrypted. Bytes 128 up to byte 2047 of all others packs
are encrypted. Inbyte 68 of an RDI pack, bits 7 and 6 conprise CGQVs ( Copy
Gener at i onohovagsr¥ent System) data and bit 2 conprises EBPWIBt0sD3spe7 on Pl us
Non- assertion) data. Together they indicate the authorisation |evel for a
user for copying the stream of audiovisual data, this information is
provided in Table 1. Table 1 Note that f'or the case that CGW is set to 11
and EPN ti310sg @fdﬂ%acﬁ%"t@@%n& cRinpritogehs (U@Ei%hb&h@gmmagémm make the
Ug

content avail able for copyi as the DCl splay Contro

| nf or mat ﬁmte@;dyta@@dabﬁ@lcoméﬁaﬁd’ﬁ GHrrypEPR P a%seafaqna datantrsethsethgr i f i ed
to be cor; f: 64-bit
P00t il R goh Sk R R T S RSP o TR ETR. | ey
Conver Si anfomatmmfsptdvalepamlraﬁle)ll] ovm ng the RDI pack (byt es 85-91 of this
pack) ADQTD LARal-66 gtecte61—S UL Btt-s= bits—5—and of byte
68 of the Wﬁl’?ﬁ? Pﬁ (F RDI pac t?ﬁﬁ?‘i%vg‘ﬁtron relies on the
acknow €dgenen thatv‘eﬁﬁcasleﬁwataty asure of CPRMis not watertight. A
hacker clould apply the foll ow ng pfjocedure: Make two protected (epcrypted)
recordi ngs on bl apKedfie® usi ng CPRM one that is "copy no nore"|and a
second orgy Tor W CTXTOPY resrricriggﬁ not asserted. For each| RDI pack
in the clopy restricted recording fi ¥2 %acks in the nonrestricted
recordi ngliwi th iOden Kcal T|tIe Key N@m«mesppws Data |n t he next pa"k and
repl ace he—bd re—the—vert+H64 tes—fromthe—rest{icted
recor di ng by th3se $8mthe non- re<ﬁ' Ig?rgﬁol?lgcordl ng. This hack wpbrks
because:| 1fihe TifIe Keys s 1 denti call Prdécied usingeCPRM| BgSopyicdnrel sang di sc;
identical title¢ keyjconversion data is_ likely to be present in both
recordings; and the|8-bytes DCl CCl| r§sfristigns ROt2sseefd, t o contain i denti cal
i nf or i@t ToT T bot TETOTdiNgS Or  Cangg jrani pul ated to do so. Nost of the

bits are fixed (5 of the 8 bytes are reserved,
Note that for the case that CGMS is set to 11 and EPN to 0, a hacker cannot

simply toggle the EPN flag to 1 to make the content available for copying, as the DCI_CCI
(Display Control Information/Copy Control Information) Verification data cannot be verified
to be correct.
10 The Verification Data is a cryptographic function of:
64-bit DCI_CCI field in the RDI pack, byte 61-68
Title' Key of the disc
Title Key Conversion Data of the pack following the RDI pack (bytes 85-91 of this pack)
APSTB (Analogue protection System Trigger Bits; bits 5 and 4 of byte 68 of the RDI
15 pack) in the RDI pack

The invention relies on the acknowledgement that the security measure of
CPRM is not watertight. A hacker could apply the following procedure:

Make two protected (encrypted) recordings on a blank disc using CPRM, one

20 thatis “copy no more” and a second one for which copy restrictions are not asserted.

For each RDI pack in the copy restricted recording find RDI packs in the non-
restricted recording with identical Title Key Conversion Data in the next pack and replace the
DCI_CCI and the Verification Data bytes from the restricted recording by those from the
non-restricted recording.

25 This hack works because:

The title key is identical for all recordings on the same disc;



statues byte depending on recorder features). The DCl bits only have a

m nor or no inpact on playback, especially if sources with identical
aspects raDi2o®m/BBEssel ected. It is an object of the inveatriBmwos/esspsovi de a
nore robust way of protecting audiovisual data. To achieve this object, the
I nvention provides in a first aspect a r?t hod of generating verification
data for verifying an authorisation level for a data stream wherein: the
aut hori sat i on.{i &Y fille £8/cdifersith db il PRYe pReskhtfif bothababpdiAgd af Second

val ue; and the verl?lcatlon ata 1s generated using data fromthe stream at
a pre- det er therSebltesdd@R iC6H fiebbimpikely itogontaim identgahpforatiom inebagh resardingsoh t hat

I n case of the authorisation |eve vi.ng the fir val ue data at the
pre- det er mi fi q%@'ﬂ?ql%tﬁgios&dsrof gll\é/’rsge%{{ﬁ? l?lgs%r%g)t‘%i (lgtc’?p‘r?egabﬁ%‘e e-4e eg?%e(%‘ied

| ocati on i nsgmsebRt dégeadiag o esdosdt featurdsh Vitle DGV @nlyliave e adist orabue; and
generating the verificajion data, In thi_glﬁ%, t he ingut dat? far creating
veri fiYati offiRpst an PEYRACKSPRAlly AbTOuRRSE Fith it 9bral SsRerigRatios i Slesie:
verification data ¢GRROLLEG of ARIiEFENEOM Frovilis @ﬁmrwob{istm? of bfowcting
authorisation |level (e.g.. do not copy) to a streamwth the second

aut hor i saaudipvisuehdata. Te ephjievedhisobiset, ydnyeptiomprouidesin)a fiplaspess a mehod of
verificatjion ta g I ri-fl ... the

i nventi orlgef)l?rgw %‘é‘%rﬁ%g@(lg}{r %Jgig{o(f? %éﬁglgr%raaﬁfﬁ;gdt@gﬁvk ?%)g'? ?gt%gggatng%?%?&l\lieri fying
an aut horths atitharisatiew elvelfoan be sd&d at ledst ®first valineanel asecdrtdevalugt frwktheat i on | evel

can be set to at Jeast a first valug and second val ue; d t.he

vari {1 acvestboiaafias gt iing b fof dis dreatins Profreind oalinfar o

pr e- det er gineiink Ofidns g thC@APStieamYclathpr @ eassIfilg: duttidrisaindevel Bavif@thear r ange
t he data stream such that in case _of .the authorjsation |evel_ having the

first vallyst vas datapt fhperepdeleraaicd oraienyisidoiaent diom datypy e PISHictery Fdata at
the pre- dgtailifede PR LLMABrilfiof A58 Rvinkhfe @é&Mﬂﬁﬁﬁ@%ﬁn&eﬁﬁﬁé tfeavi ng the
second val ue; and generate the verification data. In a third aspect, the

i nvent i onvemfiostiadedataa conput er progranme product conpri si ng conput er
execuiabl e instruct] [ : t hod as
provi GSZd in the fi trﬂégﬁ Sa‘té]%éé eﬁﬁﬁh dggffgruér}gﬁﬂgtsvgé%%a?oﬁﬂggg%rsn@g%ﬁe?g%p]ﬁé’fgvi des a
record caautheiationrleedoandngrifiction data cannot be copied from a stream with the first

authorisation level (e.g. do not copy) to a stream with the second authorisation level (copy
restrictions not asserted), because the verification data cannot be correctly verified.

In a second aspect, the invention provides a circuit for generating verification

20  data for verifying an authorisation level for a data stream, wherein: the authorisation level
can be set to at least a first value and a second value; and the verification data is to be
generated using data from the stream at a pre-determined location; comprising a processing
unit conceived to: arrange the data stream such that in case of the authorisation level having
the first value, data at the pre-determined location is different from data at the pre-determined

25 location in case of the authorisation level having the second value; and generate the
verification data.

In a third aspect, the invention provides a computer programme product
comprising computer executable instruction for enabling a computer to carry out such
method as provided in the first aspect.

30 In a fourth aspect, the invention provides a record carrier for storing such
computer programme product.

In a fifth aspect, the invention provides a programmed computer programmed

to execute such a method as provided in the first aspect.



conput er programre product. In a fifth aspect, the invention provides a
programed conputer programred to execute such a nethod as provided in the
first aspwotodmssisventi on will now be further el uci dat edThp200®e338070f

drawi ngs and a description of enbodi nents of the invention. In the

drawi ngs, Figure 1 shows an enbodi nent q{ t he apparatus according to the
invention; Figure 2 shows an enbodi nent of the storage device according to
the invention; Figure 3 shows a flowchart depicting an enbodi nent of the
met hod according to the invention; and Figure 4 shows an enbodi nent of the
data carrier accor Eﬂl‘hglvﬁlﬁloﬂlﬁ’éﬂliWé?ﬂﬂlﬁhﬁrégﬂldéﬁdé’bfﬁ%ﬁﬂpﬁ%ﬁﬂra‘ﬁmgi #€ r ogr ammed
conput er ] . L Qo F :Shows a consuner el ectronics
systen116%&%§%%??g?%gxgﬁgyggﬁﬁgg%%ghé#hg%%agémgg’enbodinent of the

appar at us accor di nfiguee 1 $tevismuembodimentof The apparatiB@cemding te tha invshtiehevi ce

160. The video recqarder, 110 is arrange [ | Y€ . r treans of
audi 0-vi sual data aFedS %%héwgcapie%’ OQIB%PF%%% S&ﬁr%g%és{eg’é%rhggérg&%t?w%t hose
sp&eans qmyfﬁwhp-visual data carried by a signal 170. To this end, the

vi deo recorder 110 _conprises recei ver. 120 for, receivj the.,signal 170, a
de-mul ti pl exer 122F18878 hogs sy &b fepigting ay egmbfimpnt tggaf?&"ﬂﬁ"%’ﬁ‘i?lilg like a
M Cr o- pr og QsSiAlentid® 4@" control ling conponents conprised by the video
recorder 110, a DVD.recording drive 128 as a storage device, a progranme
code nenory 130, aFiger4 showivangmbedigioneef thadaty eptrieraceprdingdo Siedpvention om t he

e memory , eripic
Compr ity LSRR e B mdt ol L RO B BT er compri ses a

network interface unit 140 for connecting to a network like the internet or
a LAN. The network interface unit 140 nmay be enbodi ed as an anal ogue nodem
an | SDN, DSL or cable nodem or a UTP/ethernet network interface. The

receiver 120 is ar Faheedsidvstalbd@sinier eRcRoitsagstemsiioo camgiisingh videdeo) channel

recorder 110 as an embodiment of the apparatus according to the invention, a TV-set 150 and
15. a.control device 160. The video recorder 110 is arranged to receive and record streams of
audio-visual data and interactive applications associated with those streams of audio-visual
data carried by a signal 170.
To this end, the video recorder 110 comprises a receiver 120 for receiving the
signal 170, a de-multiplexer 122, a video processor 124, a central processing unit like a
20  micro-processor 126 for controlling components comprised by the video recorder 110, a
DVD recording drive 128 as a storage device, a programme code memory 130, a user
command receiver 132 for receiving signal from the control device 160 and a central bus 134
for connecting components comprised by the video recorder 110.
The video recorder further comprises a network interface unit 140 for
25  connecting to a network like the internet or a LAN. The network interface unit 140 may be
embodied as an analogue modem, an ISDN, DSL or cable modem or a UTP/ethernet network
interface.
The receiver 120 is arranged to tune in to a broadcast (audio or video) channel
and derive data of that broadcast channel from the signal 170. The signal 170 can be received
30 by any known method; cable, terrestrial; satellite, broadband network connection or any other
method of distributing audiovisual data. The signal 170 can even be derived from the output
of another consumer electronics apparatus. The receiver 120 outputs a base band signal that

carries at least one stream of audiovisual data.



and derive data of that broadcast channel fromthe signal 170. The signa
170 can be received by any known nethod; cable, terrestrial; satellite,
br oadbandwoeabewmnko4sonnecti on or any ot her nethod of di SPCIThB205G53007
audi ovi sual data. The signal 170 can even be derived fromthe output of
anot her consuner el ectronics apparatus. Jhe receiver 120 outputs a base
band signal that carries at | east one stteam of audi ovisual data. The

de-nul ti pl exer 122Th§d@-hfuﬁﬁﬂ§4érl@2ﬂ% H't@H@ﬁuﬁl{ﬂB;@ﬁﬂﬁﬁ&hal@ﬁtaaﬁcfrﬁom ot her
data that may be conprisedin signhal outputted bégthe

recei ver athey datprlatymayéde cpmm}@ﬁs@ ﬂhelbzae b@dé@alrfg@dm@é by disderersd?Ovi sual
data out putted by dered
by the TV-set 150. &Qﬁ‘@e’ﬁg%?}%%gsgﬂaﬁﬁggea%%ea g)eﬁnﬁﬁg(gplﬁ%%ag agﬁg%gﬁ%dﬁgr mat s
as SECAM the de-Bﬂllti;ﬂBxeiji inal wafydhatas ean WRatadestddygbie TH-seh50 Tbe putnutecan bele

nenDry 130 enabl es .t he cro cess t te .t t hod accordi ng
to the erg}?B?‘g‘H Varipus af)‘PlSé?e atégﬂgﬁﬁéﬁfg?ndo%% &Lﬁ%l fg& [H;(;dl ed as a Fl ash
EEPROM a ROM an optastatbd th thE pograaiiiie Gdd&eﬂienﬁqtp%@énaﬂwsahmrchpirmsmdl um
The storag%ﬁgeV|ce may 1§I$o be en?ﬂgled as hard di sk drlve and. j s adapted
to store p &¥acuteria mpthod acqordipgitofe wvemion. ThPpEREmeLds BIFmgFY {ir{) net wor k
i nterfaceninbd entttfliddk o FsH FEPRONIOIROM, @R o?fba‘l bRk TVarsedthekaphest dh@r furt her
di ssemination via the network interface unit 140. The content may be

pr ocessedcapryingmedinnet or age. Figure 2 shows the DVD recording drive 128 in
nor e tail. The D I on
circulrt 202 as an ;ﬁ? ('é)g?a%eﬂ \?19? I%%X %%%ngnco Sﬁ“gﬁé‘?g‘?g#w%ﬁ@?% R

conpr essi orstaré cantkint thA0id rersivad be eboatitewrteivd 120 of tllemembdltar@ccumt Wa, a

mul tiplexer .unit 20 N _epcrypti t a channe nit 210, a
| aser unift%rmeémcﬁlicg?lh%nﬁ‘ TXP th? %’ gﬁglegdlﬁigﬂluﬁla&ogrmf en%g' Ulating a
| aser beaﬁte@ﬁtéﬁxﬁmmymdﬂ@nk@wﬁfaydepﬂﬁessadplecsr\wsmiger 214 for noving the

| aser unit 212, a spindle notor_216 for, spjnn a spindle 2 spinnin
an optical di sk 25@1%‘%2@WSGP%QXR’FB‘PTFI’é‘gd?‘ZEI&gW‘B fidp 11??‘??@5 el grrentsg

of t hes DVIR:6AmSdrE o FEdn¥RisdLeh addliPednrétsRh cREuit J02 A RebbeieRheeran110 want s

to store a tel evision programme or other audi ovisual data on the optical
di sc 250, awliDyoodivg dur@@t anldm Fempressindi Gishit 204 as gy embodiment of a video

encoding circuit, a multiplexer unit 206, an encryption unit 208, a channel coding unit 210, a

laser unit 212 comprising a laser diode and a modulator for modulating a laser beam emitted
by the laser diode, a servo motor 214 for moving the laser unit 212, a spindle motor 216 for

20  spinning a spindle 218 for spinning an optical disk 250 and a microcontroller 220 for
controlling all elements of the DVD recording drive 128.

When a user of the video recorder 110 wants to store a television programme
or other audiovisual data on the optical disc 250, a DVD-RW disc in this embodiment, he or
she pushes a record button 161 on the control device 150. Of course, a person skilled in the

25  art will appreciate that the audiovisual content can also be stored on a DVD+RW disc or
other write once or rewritable optical media. When the user has pushed the record button
161, the incoming data is recorded on the optical disc 250. The incoming data can be
received by means of the network interface unit 140 or the receiver 120. In a further
embodiment, data to be stored on the optical disc 250 is retrieved by a further storage device
30 (not shown) comprised by the video recorder 110, like a hard disk.

To record the content on the optical disc 250, a process depicted in Figure 3 by
means of a flowchart 300 as an embodiment of the method according to the invention is
executed. The process depicted by the flowchart 300 only shows process steps most

important to illustrate the presented embodiment of the invention. As a person skilled in the



she pushes a record button 161 on the control device 150. O course, a
person skilled in the art will appreciate that the audi ovisual content can
al so be swonea/ss4a DVD+tRW di sc or other wite once or rewmnBrabbssoopti cal
medi a. When the user has pushed the record button 161, the incomng data is
recorded on the optical disc 250. The incom ng data can be received by
means of the network interface unit 140 or the receiver 120. In a further
enbodi menty wﬂ%?dﬁéy% %Cﬁk%@%&ﬂléﬁd@%dGﬁ@ént fc8@ing R aisGedR tompNGaL by a
further storage device (not shown) conprised by the video recorder 110,

li ke a haudiodisual. COII'@ntr@@mrléPStfﬁén@@ﬁfe@ﬁtAsdheSF FePHEAN k@afpmeﬂ ig liferafgre kepowing c es s
depi cted r f ment of the
nmet hod ac Igér&lﬁ ? llé?ﬁ%hgﬁ%ﬁ?sgé%egféé‘%\@g‘ﬁ?‘té‘ﬁ Q%hal% ﬂ?)g,ggéspg@%bepl cted by the
f | owchar tN@@ﬂhdeﬁsyre&Irmm wiilt bemade tsepls stqmr»sbu‘t|tlmf;ychatf"a‘n‘tentoajfllttﬁ:dr 0s theanke ethe
prese ted. enbodi nent o vent i n theart wl|

r eadi I y émq%éﬁyaé@erSPﬂél(lﬁ%cﬁlgﬁ{;? élﬁ%s%%deés&a@ﬁa? (étiagfr%%p%gla{é% A’Qst ream
conpri si ngeaiksl ia\thSordér 4 dspicil iChHEMoweEat 3G, bitae akBbd P sxecARd e diffesdneps can
be found in literature known by a person skilled in the art, these steps
have beer™@§fitted in the flowchart 300. Nevertheless, reference will be
made to such stepsyahub ptrm%stﬂl?é’t%xtb@%evﬁthhéBl@CESQﬁtﬁe%MKﬂ30(ﬁ simplicity.
A person skilled in the art will also understand that not all steps have to
be execytBldck mo.t he ord rows depl ct ed in the flowhart 300, but cap al so be
execut ed '0 i RS cflnrcommﬁjn vides—thetext—togo wih the

bl ocks i he fl owcharit %‘:Blderelcﬁé pﬁ’ocess s initiated in a proces$§ start
step 302 3g4 receiVving pAiREoksEedatgtaesardnd. In a step 304, the streamto be
recorded-is acquired. As nentioned befgore —this acquisiti-on+s—dophe by
means of| 30e recei ver [EMat{EaMJPIWSFEINEt er face unit 140 or by mpans

of bot h. [SggseqUEm Y, [ 4F ;AFSHal68 dath b aBaleS [ ornatted for recording in a
process |step 306. The jost 1 nportant sub-steps for this are conpression of
audi o andB10i deo dat a blyCepyeoatrdilevalbnpr essi on circuit 220 and the vi deo
corrpres'=wr‘ eH-etH-+—20d—and—m-tptextng—ofthe——com |caacu atdt-o—flat a and
video datiZby the mul tj PPomesate pf ey comersion Galoctton " o™iy thb art will
under st a4 ext ensrve [Qéderdid vdrichlién édts eam for recording will not al ways
be

316 Encrypt
318 Record stream
320 Wait for stop record command
10 - The process is initiated in a process start step 302 by receiving a recording

command. In a step 304, the stream to be recorded is acquired. As mentioned before, this
acquisition is done by means of the receiver 120, the network interface unit 140 or by means
of both.
Subsequently, the acquired stream is formatted for recording in a process step
15  306. The most important sub-steps for this are compression of audio and video data by the
audio compression circuit 220 and the video compression circuit 204 and multiplexing of the
compressed audio data and video data by the multiplexer unit 206. As a person skilled ip the
art will understand, extensive formatting the stream for recording will not always be
necessary. When the data is to be stored as an MPEG programme stream and the acquired
20 data is already formatted as an MPEG programme stream, most the formatting will be a
redundant exercise, as the data is already in compressed and multiplexed form. However, a
person skilled in the art is also aware that for recording of such a stream of audiovisual data

on the optical disc 250, nevertheless additional formatting is necessary. An example for this



necessary. \Wen the data is to be stored as an MPEG programe stream and
the acquired data is already fornatted as an MPEG progranme stream npst
t he for mawOi2n@ /088048 be a redundant exercise, as the dat aciraBzios/esdy’ i n
conpressed and nultiplexed form However, a person skilled in the art is
al so aware that for recording of such a7stream of audi ovi sual data on the
optical disc 250, nevertheless additional formatting is necessary. An

exanpl e fiofetifNefion dragditifSe thth BAckS Forad tighticHRdrpshad ?a kS ah@¥ealdiie@iatal ON
pur poses (navpacks) and real-tinme data managenent (RDI-packs). The out put
of the mmanagérasas (RPbBagks).a stream of data packs of 2048 bytes. These packs

carry either audio Vi d A ( packs)
or custom data (adgﬁ%&%ﬁ% dfg%&n%ﬁhlg%;cgazgﬁgé %ﬁfeeﬁrlsﬁ{e?fa ﬂai’ﬁéelsggggﬁssb}?(ﬁgﬁpri se a
pack headehesd phehs cdriyi aithet dueliopdatk valad detheaupdiahodeda avpacks] RBJ patles) pack and

t he ck carri .payl oad,. i.e, .t actual .data of th trream | n nore
and p re CE}F%&’&%;’S{&E tlﬁ’ﬁ%é‘?‘%&fl?taég(b@(? ?lgf)l 33? Racks R (R ‘glaﬁeé‘é " content,
copy contiaghiffag ehelpacle St palloalivafiecd O Yhepuek aad thdpack capkisabepdydoad, LoOPY

control level, 1Tndicating privileges of a user/viewer on to what extent the
user is ahe kel detg of thesgB¥R-d and/ or re-distribute the recorded data. This

data has to be set pf fioldUndiRs0 bARacaSied GRS eWRlclally @5dikiial $esaAELR B&Fenthat i s
allowed to be done with the recorded stream In a decision step 308, the

copy contoopy congioddatafis ernfeedded: dhincopy ewtrol date Frpragentaa senveamireldetsd recor ded.
In thy %%Qginngpr}fﬁlgﬁéeg 'oF aqgeltro he'v&%r g% g{\sgatgn gﬂgh%%er %aa(ﬁ%we& 1 IQlI‘E&)I‘g and/or

(encryption p 2 asser opy gener at’i on managenent
syst em f | ragljstiifutdihic ecddBded Satas Ejs dath hys, totbk setpn deessordadstredie ss weasdent on

t he val ue, of the copyrj,ght, control data. W he content. in t reamto
be recor FSETRRTS i‘a@g Bh%ﬁedftf)g’g dgne Wﬁlﬂﬁ’ﬁéﬁcd’gﬁep S&F ar?'ﬁlg a,%‘gﬁ?‘ﬁl:}fte? E@S’éfrl%c ess
directly dpRBeHiRS 1dvel 6F thé SERmSs 5t &Pthd Uta strBanihy B3 retdi@ed. Of ikt dnettbdihadn, i S

recorded on the optical disc 250. .In the process step 318, the ta to be
r ecor ded this daigdeetorsy i paR R Packoll bifg 2 FReTySies PlusmoBRAHION le) rsraé‘a%r(é%i/er y

possi '|i%eh@l?ti%pﬂlaﬁééﬁﬁ@ﬁ%g@ﬁtﬂagﬁofb gut put signal of the channel coding
s fe

unit 210 to the laser unit 212 to wite the data on the optical disc
250. The | ocation &fbsekeentlyi the nrpcess dranckas dependeritandhe eduanf thheopyaehionot or

214 (dist KAt c{aEaQ %e?ﬁhec go%ttern? inOL{le gtl%gmqb e )rec%ﬂgdtcgr? bé@dprﬂa‘al feeﬁ’? l'iﬂ?lrep‘,zn:li@nt

of the medium, the process directly branches to a process step 318, in which the formatted
data is recorded on the optical disc 250. In the proceés step 318, the data to be recorded is
20  coded by channel coding unit 210 for enhancing error recovery possibilities and
synchronisation. The output signal of the channel coding unit 210 is fed to the laser unit 212
to write the data on the optical disc 250. The location of the writing position is controlled by
the servomotor 214 (distance from the centre of the disc) and the spindle motor 216.
The recording of the stream is ended in a terminator 320 when the disc is full,
25  the user presses a stop button 162 on the control device 160 or, in case a specific end time
(absolute or relative to the start time) has been reached, automatically.
When the received content is not allowed to be copied anymore once recorded
on the optical disc 250 — authorisation level is ‘do not copy’ —, the process branches to a
process step 316, in which the data is encrypted. In a preferred embodiment, the first 128
30 bytes of a data pack are not encrypted to enhance identification of the data pack.
Subsequently, the encrypted data is recorded in the process step 318 and the process
continues as already described.
When the recorded content is not allowed to be copied, but this copy

restriction is not asserted, the process branches to a process step 312 in the decision step 310.



The recording of the streamis ended in a term nator 320 when the disc is
full, the user presses a stop button 162 on the control device 160 or, in
case a spwoi2zbécn3snad tine (absolute or relative to the stramtBoiosy3odras been
reached, automatically. Wen the received content is not allowed to be
popied anynore once recorded on the optigcal disc 250 -authorisation |evel
Is 'do not copy' - , the process branches to a process step 316, in which

t he dat a B3ic8IRE P hBHorisafloRoldopy @bt 1o BAcHnTaiat a utdigs dliowel toldpyhd es of a
data pack are not encrypted to enhance identification of the dg)at%xgack

Subsequersiataon amh@%%lc%ﬂl@dbwébi& thesamg dsF deBotiaowpd i fugherde-distr 8 and

t he proced% Oq,gp oE 1@31 q.{lj &hRady described. Wen the recorded content is
not aIIovve cog ut this copy restriction is not asserted, the
pLOCGSS Er anches tﬁoarqycmah@bls‘rslp@pn gom happaning, thealats is Anasypted @WwaRaitcal |y,
this ut or,i sati o cont s dto
copy the PG AAB0H &P SR i S Eisk R bR B SRt U

al | OWEd tdatat the tali@brisatiod ils/el 1cbpl}'i éontiloErestait tiors wet aska@tede isampyl enlitlivérehatser net . To
prevent the | ast optlon f.rom happening, the data is encrypted anyway, but
aut hor i sa€ri# Vaafieati ddais Wikl ent . To prevent hacking by sinply nodifying

the authorisation sie-taﬁnea(fryhﬁen%ﬁémhItt&aihtréuhch@veﬂthe deppteH) itliddesiredior i ctions
not asserted' is onl d when also certain verification data is

veri fi ed. modifyghe @ahh;nsa@m leweldepm iflomebcapit foo RISt GoBHObtestEipidong @etassestedon, it
|s deg rerh@le’E{BF'bJrg ARG ARIIIAE 'n‘%?rﬁél%ﬁ E%%trctcﬁl%‘an qgeﬂafbtre GORYding B th&OPY
control res I ClIon e , I C

not assert is not very difficult To do as
ment i oneckmbodinimt bfithe acrestion at ledsh sonesf dateysed forqgedemung the werificatiodali tfent  of
the inventi east so ata used for generating the verification data
i s rmdlfllﬁﬁ‘PF%‘Pﬁ]ée%rPB%?égtfggegp 312. For the DVD- VR video recording fornmat

with CPRM the ver kbt ®aDvap-Vdavided ﬁc@dmgmmgmhmmmewrmamn diitsislaay
cont rol |nforrrat|on and copy control)é%nfornatlon in th W% Pack n whi ch
Cinfrematie

the copy EBrestaphic Amshomeh ditplavconirelinfgrmatipn and copy gauiro oninthe sane

data fsor mbppae@% %hféh%l&‘e)co P'c&'ltﬁ)l h&ﬁumcaﬁaﬂesrsmr@m tkkaditto kdyTwRIcBGS the GanlRyt es 84
t hrough 9 of the pack | om ng the RDI pack and the anal ogque pr ot ectlon

systemt rda@g@r thblwhsﬂq qlisct)ﬁéﬂmb’ CQ&‘@RSWHFW@ in practise bytes 84 through
following the RDI pack and the analogue protection system trigger bits in the RDI pack. The

verification data is stored in byte 2040 through 2047 of the RDI pack.

In this embodiment, because most of the data used to generate the verification

of the pack

20  data is already defined by other restriction, the only possible way to vary input data for the
process of generating the verification data is to modify the title key conversion data. Most
important is that the title key conversion data is different in a stream with authorisation level
‘copy no more’ compared to a stream with authorisation ‘copy control restrictions not
asserted’. The invention provides various embodiments for modifying the data or (re-)

25  arranging the data stream to ensure this.

In the first embodiment, it is made sure that the first pack following the RDI
pack is a pack comprising audio data. Depending on the audio coding method used, audio
packs have usually more or less short headers followed by the actual coded audio data,
guaranteeing random data at byte locations 84-91. This can be implemented in two ways.

30 Independent of the authorisation level, an RDI pack is always followed by an audio pack.
This is easy to implement as it is independent of the authorisation level and works because of
the random character of audio. The second way is that whether or not an audio pack is put

directly after the RDI pack depends on the authorisation level.



verification data is stored in byte 2040 t hrough 2047 of the RD pack. In
this enbodi nent, because nost of the data used to generate the verification
data i s avoeaakyo3sesi ned by other restriction, the only posaBhiogossay? to vary
i nput data for the process of generating the verification data is to nodify
the title key conversion data. Mdst inpoftant is that the title key
conversion data is different in a streamw th authorisation |evel 'copy no

nore’ conpared to & fbtheaBnWokliindtitie hladékir® that Bﬁ@ysmnbmb packSbIldveihg ONS
not asserted' . The invention provides various embodi ments for nodifying the

data or (aneRDIpack sergprisg rendomydata TheMRRG-20idseslateeatien he pagkandipaclat r st _
embod! e Meagd:lin s PR S BMY &1 fbte%rthégbﬁuéﬂcé fikadR GqubRld &Yengﬁgntsjaﬁ pack is a
pack conprising e audi o cod od used,

audi o paodqspld}eamnumuad GyP header (th c&szsﬂmhblme X ehathein $hef gise oﬁNBS(anﬂhe act ual

can b | AR b 08 CoA BT RUBRk RGLAECE I ke BRI BB e vl an

RDI pack deGuenkavasgder i® bbsaibie) bbythayzeattdicd jusee few 1€ of viasiatims yAfbettdr opli@nient as
it is |ndependent of the au#gorlsatlon | evel and . worKks g& u f the

r andom cHAsiEs Bpdes dafa gt byte gatiansgds by yerting 355 fatg fams e#A2audi o
pack i's pt <dinfeRed ks ngﬁift&ﬁenﬁlaﬁ()m&qﬁgse‘aﬁﬂﬁ:@@%adéf‘céﬂi‘eﬁn@dlﬁahﬁie!r %f'&tric@@

| evel . I n the next “enbodi nen is made sure that bytes 84-91 of the pack
f ol | owi ng(ferDEDrompresian pgs by dke yiderdmerdrafd), theditlviEconversimciaids Barkef er t he
pack d der,
equelive BESURLsGTRAE, dll LOU, BEGEI B B ket intitind SEAUETERH08

wi t hout Iﬂmsﬁbmtmtlmertnandmm Mmthfs ch§ESDherefioct, agplemaluohtlhmﬁndeacks Mtithi s
allowed ta,insert stuffing in a video data pack. Stuffing in front of the
sequence‘ﬂg a§§oﬁ%?gﬂ%$e but that generates just a few tens of

variations. A bett g a eid epibodindn®, askaf&ﬁhamﬁaﬂmdﬁisateﬂtafﬂ@yéa‘ehml@hﬂon 84-91
by |nsert|ng user. data i medi at el aftgr t he d

sequenceUHT §pfingy raseserspBrTRily » wed YQ@dﬂ%PS%Rﬁgﬁﬂﬁ?“@ﬁnW5@ﬁ§cawgnt|ser

mat riges s(nfngf ﬂ@%ﬁﬁwmraﬁ%ﬁfeﬁameﬁ%ﬁftﬂaxépémaﬁb@meemé@ badk84imply Etdih b1 € Key
conversion data is part of quantiser matrix data, usualgy the sane for

each sequeaskbedder, apasket hwéereﬁ@c agevae)stonat & nagkehc sybswTeRmL idrindieasing gaieert
random dajdubd st pEAREr Wil G ordsul A Strhm Tt o' RB-deHrefelidh itV L1

video datd I'S hot aval
will be required to contain a random number or a unique number at location 84-91.

In another embodiment, the position for the MPEG start code, for example the
20 sequence header start code, is shifted depending on the authorization level. The MPEG-2
video specification allows insertion of stuffing bytes before the sequence header code
(0x000001B3). In this way, the stream headers can be shifted to a location such that,
depending on the amount of stuffing, unique values are guaranteed for the title key
conversion data locations. This is especially the case when the stuffing is done such that one
25  ofthe unique start codes are located in the title key conversion data bytes.
In yet a further embodiment, the RDI packs are followed by a user defined
pack with stuffing as in the previous embodiment.
Various other embodiments are available to a person skilled in the art by
combining the five embodiments so described.
30 As a person skilled in the art will readily understand, other embodiments of
the invention are possible to implement, by which rather than data of the pack directly
following the RDI pack, data in another pack succeeding the RDI pack or preceding the RDI

pack is used for creating the verification data.



In a third enbodi nent, a user-defined pack is inserted after each RD pack.
User defined packs are currently not allowed by the DVD VR specifications,
but they woubas/sswpl y be defined in an amendnent of thePspaBs/emséON. User
defined packs sinply contain a pack header, a packet header for a
private)stream 2 packet, a sub_stream_ |i i ndi cat i ng a user defined stream
Decoders wll sinply ignore such a stre For the user-defined streamit
will be required t@acOmt IbiicAtibR 04 B BEER Sbnctdted itUNhdida attheoed ofthe RDIAL i ON
84-91. In another enbodi nent, the position for the MPEG start code, for
exanpl e tiaek. Subseanerslyhtha dat stieam is cagrypted insthe BrIceBFiReasad Hy 5PCeEhe

aut hori zacéht?ﬁehgg gé’@ead)]_?ﬁcd\s@ﬁc} 2 video specification allows insertion of

stuffing ore e sequence header code (0x00000 1B3). In this way,
t he stream header sAdihmghetlumbb@mpkop@sedabmathat(ﬂw m@m lc'cﬂ%he ,(redleagemgéchg on t he
anount. of, stuffin uar an [

conversi ¢fP tboé?f‘lféy }nghlg{quﬁ%cﬁﬁcﬁﬁl%o © @5385( %ﬁnlvgr%%g hte a]h{hﬁrlé(a 1%éuf fing is
done suc he\tdgsst“ cddtrol ﬂ&ﬁnbﬂ‘ﬂﬂ@e% Sebérteld” qodﬂsbeeerp@rdcmuhmt tﬁldhntldflﬁlohlchﬂ e key
conversign data bytes. In yet uriher enbodi t, the acks are

fol | owed hsymbodied thecpthar yy aff&‘é‘ aW"teﬁ ¥Fﬂfﬂaﬁé‘né§tﬂ? FTGaffw ?net\}} ous

enbodi menf,moMaftioAUsvePsFespyaiiaske B fhe 3SRk APk WheR R RHSAioE Vel ed in
the art by conbining the five enbodinents so described. As a person skilled

in the aris “sopyiconted déstrjctioneieat asserted”. Moseimperiaeids Watihe title kesneonversiendrian ar e
possi ther than data of the pack directly

foll ol&l lggﬁfe@%?oqﬁg@k%u%g%OSEe‘égsot her pack succeeding the RDI pack or
precedi ng the RDI p‘hekletlmdu&edsd be carrighgut g atgereralgirgdse aompierdétedhedf t er t he
verification data has ner ted, t is,added at n t he RDI
pack. Sub¥ERH r?PPW“tefﬂ@e %P}- Cits ; 56461 TR A *%C;%r%begégés step 316

and the poaRpeisSHgaNaltd Eﬂé@ﬁmﬁﬁle @blrsemiyoxﬂpaemed pepﬁbrtﬂ’lﬁblgi&thoﬁ abaﬁdlbgeﬂ
proposed above that t

ol ng PHISae B, g ERETIE AL kag ittt &rb ARt ) it

aut hoygl. Saﬁekéaﬂallc%}h?htef 300. 98P Yisk ARYVE @(52 Ireﬁfetvéd &td POS tOdatP&e8driaad’ dlt wll be
appreci ated that the invention can be embodi ed the other way around as well

by re( - artraasfgisrityio thhmicsepreepssoridBh ta pregram the microprocessor 404. The programmed’
microprocessor 404 controls a media processor 406 to perform the method according to the

invention when storing data on an optical disc in a disk drive 408.
It will be appreciated that "comprising" does not exclude other elements or
20  steps, that "a" or "an" does not exclude a plurality, and that a single processor or other unit -
may fulfil the functions of several means recited in the claims. Although some elements have
been described as performing one function, the invention can also be embodied with elements
performing multiple functions to embody the method according to the invention. Also the
other way around, where an embodiment of the invention has been described as multiple
25  elements performing one function, the invention may also be embodied with one element
performing that function. Also, any reference signs in the claims shall not be construed as
limiting the scope.
In summary, the invention relates to the following: to prevent dissemination of
content stored on a DVD-RW disc, CPRM is provided. However, this does not provide a
30  watertight system. The invention proposes to arrange a stream to be recorded such that the
input for verification data and therefore verification data is different for different
authorisation levels. Various embodiments for implementing the invention are disclosed and

comprise re-arranging data packs to be recorded and /or modifying data in data packets.



aut horisation level is "copy no nore" and the streamis left as is when the
aut horisation level is "copy control restrictions not asserted". Mbst

i mpor t antwoedssosshe titl e key conversion data is diffecenssnssbet h

aut horisation levels. , The nmethod can also be carried out on a

general - purpose conputer |ike the per sngl conputer 400 as shown in Figure
4. Figure 4 also shows a data carrier 4 conprising data to programthe
personal g9 .er 400 to performthe nmethod according to the invention. To
this, the data carrier 410 is inserted in a disk drive 402 conprised by the
personal conmputer 400. The disk drive 402 retrieves data fromthe data
carrier 410 and transfers it to the m croprocessor 404 to programthe

m croprocessor 404. The programed nm croprocessor 404 controls a nedia
processor 406 to performthe nethod according to the invention when storing
data on an optical disc in a disk drive 408. It will be appreciated that

" conpri sijng” does gt QX% %E%?atﬁ%ﬁ@ﬁﬁ&kﬁ%%%ﬁeﬂf}iﬁé)ﬁl aftitsatich le@] foran”
does not exclude a plurality, and that a single processor or other unit may
ful fil thelatasteamowbereifi: several neans recited in the clains. Al though sone

el ements have been,desgri.bed erform 1 j .ion can
al so be éaSrbodi ed V\I'h[eﬁu 8 alﬁflze%ﬁgcr gg%g?ﬁggwu%%ﬁ%?%%f&ggﬂ%Eego{l(pove ody the
nmet hod aggarding to the invention. Al so the other way around, where an
enbodi nent of the invention has been scri be S |tiple el ements
per f ofni M) one funH’FiVSH,hcattﬁg ﬁ\}%ﬁet“ie@?? Hﬁvg%?gﬁ%jé%%r‘?%%?%a%eih one

el ement pRRi&LAIHT Mafidiat function. Also, any reference signs in the clains
shal |l not be .c.onstrued as limting the scope. In summary, the invention

rel ates tempwengol | owi ng: to prevent di ssenmination of content stored on a
DVD- RW di gc, CPRM L g, pEOvh 88, sOMPYRE that T Gsd0E8e RRhor/aldn Roecldavber ti ght
system e invention-proposes to arrange a streamto be recorded such that
t he i nputthé first vaind, dataat the prejdeternamad lodatipe fsodifferent frdm datp iabihe geerdetermined
different. for differgnt t hor.i satian.| , hou nbodi ments for

i mpl e]rﬁ)entlp?f’gloflﬁ?acqsﬁ\?gtﬁf f‘atﬁorézragoﬁlegg c?glélg\ﬁgén%c%%@\;rrﬁlrh%égmfe- arrangi ng data
packs to de recor deehepatihg/thy verifidation dagp. dat a i n data packets. CLAIMS: 1.

Met hod of generating verification data for verifying an authorisation |evel
for

2, Method as claimed in claim 1, wherein arranging the stream comprises:
modifying original data at a pre-determined location in the stream when the authorisation

15  level has at least one pre-determined value.

3. Method as claimed in claim 2, wherein the modifying of original data

comprises replacing the original data by newly generated data.

20 4. Method as claimed in claim 3, wherein the newly generated data is randomly
generated.
5. Method as claimed in claim 2, wherein the modifying of the original data

comprises inserting data prior to the original data, thus shifting the location of the original

25  data in the data stream.

6. Method as claimed in any of the preceding claims, wherein the data stream
comprises data packs and the pre-détermined location is a pre-determined location in a pre-

determined data pack.



a data stream wherein: a) the authorisation |evel can be set to at |east a
first value and a second value; and b) the verification data is generated
usi ng datwofn@m3sdie stream at a pre determ ned | ocati onPCTaRENG/B330Q. C)
arranging the data stream such that in case of the authorization |evel
having the first value, data at the pre-determned location is different
fromdata at the pre-determned | ocation”in case of the authorization |evel
havi ng the second val ue; and d) generating the verification data. 2. Method
as claimed in claiml, wherein arranging the_ stream conprises: .m)dgfyi ng
original data at aMsthoddeckimedidslammhgism the yer lcéfl?ré%?%ﬁlpfl yd

aut hori sgikp ﬁnd ﬁgglre-éf@ém'f}}edlp%aéfst RpfscfliDyhd SRk ¥8hPBsingtheMet hod as
claimed i'n claim2, wherein'the nodifying of original data conprises

r epl aci ngverifieatomidgianal data by newl y generated data. 4. Method as cl ai ned
in cl ? m 3, wherein the newy generated data is randomy generated. 5.

Met hod as clainmed in claim2, wherein the nodifying of the original data
conpri ses8.i nsert i nyldiaidans phaired inaldiimes, ohegimtht pabadetermined padhisfatpacigndthe

| ocation of the original data in the data stream 6. Method as clained in
any of tk@%@%@iﬁgoegl&?l 2§58 i n the data stream conprises data packs
and the pre-determned location is a pre-determned |ocation in a pre
determ ned data pack.7. Method as clainmed in claim®6, wherein the
verificat9on data Methadrmsclaimer imclaimyh pbersipthe fea sireamybasey AV Redds9ack is t he
pack eceded. W s ks i | ; t hod as
cl ai rrg{:l irguf:1 a %@Et erellﬁ%&t edagdrlg-gt g‘{z@?%ﬁﬁg&i aglgéi@t?ggget%%%rﬁmﬁgf conpri sed
by the orlogitivalis alateadefined pagk succeeding the RDI pack.

L)

10. Method as claimed in any of the preceding claims, wherein the data stream

comprises audio and video data.

15
11. Method as claimed in claim 10, wherein
a) the data stream comprises
i) data packs of a first type comprising audio data;
i) data packs of a second type comprising video data; and
20 iii) data packs of a third type comprising the verification data; and
b) the pre-determined location is a pre-determined location in a pre-determined
pack;
) the arranging of the data stream comprises arranging the stream such that the
pack succeeding the pack of the third type is a‘pack of the first type.
25
12. Method as claimed in any of the preceding claims, wherein the data stream is
an MPEG2 data stream.
13. Method as claimed in any of the preceding claims, wherein the authorisation

30 level can take at least on of the following values:

a) copying of the data stream is freely allowed;
b) copying of the data stream is not allowed; and
c) copying of the data stream is only allowed to a similar medium on which the

data stream 1is stored.



9. Method as clainmed in claim8, wherein the data stream has a DVD vi deo
recording format; the verification data is stored in a RDI pack and the

pr e- det erwoneab/d3smati on is a user defined pack succeedi rgTUREORB30@ack. 10.
Met hod as clainmed in any of the preceding clains, wherein the data stream
conprises audio and video data. 11. Meth as.claimed in claim 10, wherein
a) the data streamconprises i) data pacKs of a first type conprising audio
data; ii) data packs of a second type conprising video data; and iii) data
packs of a third type conprising the verification data; and b) the

pre- det er b¥ned | ocaYIpBad plengryptiae g data sHeameePTRIEHS on i n a pre- det er i ned
pack; c) phe arran%ﬂgg}g,g{] iendaha stream conprises arranging the stream
such that the pack succCeeding the pack of the third type is a pack of the
first typkl 12. MetJetihgavthorisativedaianarthy of the preceding clains, wherein
the data gfreamis gn t reame..13. : . clainmed in any of

t he p?%ce I ng cl ai WF@{G%@%%S%%%%&%U% grflﬂlged)tr?égﬁﬁlpggé écan take at | east on
of the follow ng values: a) copying of the data streamis freely all owed;
b) copyi ng_of the t treamis not allowed; and.c opyi.nqg of {he .data
stream i sgﬁnl y all g\a@go‘fﬁgi"r&%ﬂ%@a‘?ﬂ ?Eﬂﬁ“c’fncmr@ﬁ?&tﬁ"e%ﬁ’f’a ag plammgdiip g

st or ed. 1413 Mpi §66hOthe 8416 b Beldath Arrébat & stream conprising: a) Encrypting the
stream b) Setting authorisation data; and c) The nethod as clainmed in any
of the preceding clainms. 15. Method of storing data on a data carrier,

compri§i nget he Met g aFakbRifR cldini3, ARGl bfcdie ARt he dat a

carrier.

17. Circuit for generating verification data for verifying an authorisation level for

a data stream, wherein:

a) the authorisation level can be set to at least a first value and a second value;
15 and
b) the verification data is to be generated using data from the stream at a pre-

determined location;

comprising a processing unit conceived to:

) arrange the data stream such that in case of the authorization level having the
20  first value, data at the pre-determined location is different from data at the pre-determined -

location:in case of the authorization level having the second value; and

d) generate the verification data.
18. Circuit for encrypting a data stream comprising:
25 a) an encryption unit for encrypting the stream;
b) a unit for setting authorisation data; and
c) the circuit as claimed in claim 17.
19. Storage device for storing data, preferably audiovisual data, comprising the

30  circuit as claimed in claim 18 and a storage unit for storing the encrypted data on a data

carrier.

20. Apparatus for storing data on a carrier, comprising the storage device as

claimed in claim 19 and a receiving unit for receiving the data to be stored on the medium.



16. Method according to claim 14, wherein the data carrier is a DVD disc.
17. Grcuit for generating verification data for verifying an authorisation
| evel forwe 2detm3sBsream wherein: a) the authorisation lperaB2osns3doe set to
at least a first value and a second value; and b) the verification data is
to be generated using data fromthe stregmat a pre determ ned |ocation;
conprising a processing unit conceived to: c) arrange the data stream such
that in case of the authorization | evel having the first value, data at the
pre-deterghned |l ocation is different_ fromdata at the pre-determ ned

i

| ocation ik case of COMRMEHATAFATASHIRMICT CRATISISFORECH Excsriabls dosirtine forng d)
generate hinghichinp@bl BafP bt thd rettoll abdbrding &Y cIBRCT.YPLI Ng a data stream
conprising: a) an encryption unit for encrypting the stream b) a unit for
setting authorisation data; and c) the circuit as clained in claim17. 19.
St orage deyi ce for { 0g. : WoVAl rising

t he ci?cu??'as cIaj%%%ﬁ1%gggg%ﬁ$§§&§%§£%Q§¥%§gggﬁﬁﬁﬁygéggﬁ%ﬁg?ﬁﬁgpthe

encr ypt ed adardingto daishétla carrier. 20. Apparatus for storing data on a
carrier, conprising the storage device as clainmed in claim19 and a
receiving unit for receiving the data to be stored on the nedi um 21.
Conput er pBogr amre RFo@db@iedomPlies pogragigib @kedtikecttiel hidthlo@ abddsdihgift digdm f or
enabling a conputer to carry out the nmethod according to claiml. 22.
Record carrier having stored thereon the conputer programe product
according to claim21. 23. Programmed conputer programed to execute the
nmet hod according to claim 1.



