
Method of generating verification data The invention relates to a method of
generating verification data for verifying an authorisation level for a
data stream. The invention also relates to a circuit for generating
verification data for verifying an authorisation level for a data stream.
The invention further relates to a computer programme product comprising
computer executable instruction for enabling a computer to carry out such
method. The invention yet further relates to a record carrier for storing
such computer programme product. Furthermore, the invention relates to a
programmed computer programmed to execute such a method. An embodiment of
such a method is known by the name of CPRM, an acronym of Content
Protection for Record able Media (for more info
http://www.theregister.co.uk/2001/01/10/ everything_you_ever_wanted/). CPRM
is used in combination with a DVD Video Recording (DVD-VR) format on
DVD-RAM and DVD-RW discs to protect recording of audiovisual content
labelled as "copy once" With the advent of broadband home internet
connections and the abundance of digital storage possibilities, copying and
distribution, content providers seek methods to prevent further
distribution of audiovisual content. CPRM basically provides three levels
of protection: copy freely, do not copy and copy restrictions not asserted.
The latter option, which has been introduced later, enables that content
can be freely copied, but may not be redistributed over the internet. In
that case a so-called broadcast flag indicates that redistribution is
prohibited. A stream of audiovisual data, the data representing for example
a film, is recorded as a sequence of VOBUs (Video Object Unit), each
containing an RDI (Real-time Data Information) pack followed by a mix of
audio, video and sub-picture packs. All packs have a size of 2048 bytes and
a VOBU contains up to 1 second of audiovisual data. RDI 



packs are never encrypted. Bytes 128 up to byte 2047 of all others packs
are encrypted. Inbyte 68 of an RDI pack, bits 7 and 6 comprise CGMS (Copy
Generation Management System) data and bit 2 comprises EPN (Encryption Plus
Non-assertion) data. Together they indicate the authorisation level for a
user for copying the stream of audiovisual data, this information is
provided in Table 1. Table 1 Note that for the case that CGMS is set to 11
and EPN to 0, a hacker cannot simply toggle the EPN flag to 1 to make the
content available for copying, as the DCI_CCI (Display Control
Information/Copy Control Information) Verification data cannot be verified
to be correct. The Verification Data is a cryptographic function of: 64-bit
DCI_CCI field in the RDI pack, byte 61-68 Title Key of the disc Title Key
Conversion Data of the pack following the RDI pack (bytes 85-91 of this
pack) APSTB (Analogue protection System Trigger Bits; bits 5 and 4 of byte
68 of the RDI pack) in the RDI pack The invention relies on the
acknowledgement that the security measure of CPRM is not watertight. A
hacker could apply the following procedure: Make two protected (encrypted)
recordings on a blank disc using CPRM, one that is "copy no more" and a
second one for which copy restrictions are not asserted. For each RDI pack
in the copy restricted recording find RDI packs in the nonrestricted
recording with identical Title Key Conversion Data in the next pack and
replace the DCI_CCI and the Verification Data bytes from the restricted
recording by those from the non-restricted recording. This hack works
because: The title key is identical for all recordings on the same disc;
identical title key conversion data is likely to be present in both
recordings; and the 8-bytes DCI CCI field is likely to contain identical
information in both recordings or can be manipulated to do so. Most of the
bits are fixed (5 of the 8 bytes are reserved, 



statues byte depending on recorder features). The DCI bits only have a
minor or no impact on playback, especially if sources with identical
aspects ratios are selected. It is an object of the invention to provide a
more robust way of protecting audiovisual data. To achieve this object, the
invention provides in a first aspect a method of generating verification
data for verifying an authorisation level for a data stream, wherein: the
authorisation level can be set to at least a first value and a second
value; and the verification data is generated using data from the stream at
a pre-determined location; comprising: arranging the data stream such that
in case of the authorisation level having the first value, data at the
pre-determined location is different from data at the pre-determined
location in case of the authorisation level having the second value; and
generating the verification data. In this way, the input data for creating
verification data is different for both authorisation levels and
verification data cannot be copied from a stream with the first
authorisation level (e.g. do not copy) to a stream with the second
authorisation level (copy restrictions not asserted), because the
verification data cannot be correctly verified. In a second aspect, the
invention provides a circuit for generating verification data for verifying
an authorisation level for a data stream, wherein: the authorisation level
can be set to at least a first value and a second value; and the
verification data is to be generated using data from the stream at a
pre-determined location; comprising a processing unit conceived to: arrange
the data stream such that in case of the authorisation level having the
first value, data at the pre-determined location is different from data at
the pre-determined location in case of the authorisation level having the
second value; and generate the verification data. In a third aspect, the
invention provides a computer programme product comprising computer
executable instruction for enabling a computer to carry out such method as
provided in the first aspect. In a fourth aspect, the invention provides a
record carrier for storing such 



computer programme product. In a fifth aspect, the invention provides a
programmed computer programmed to execute such a method as provided in the
first aspect.The invention will now be further elucidated by means of
drawings and a description of embodiments of the invention. In the
drawings, Figure 1 shows an embodiment of the apparatus according to the
invention; Figure 2 shows an embodiment of the storage device according to
the invention; Figure 3 shows a flowchart depicting an embodiment of the
method according to the invention; and Figure 4 shows an embodiment of the
data carrier according to the invention and an embodiment of the programmed
computer according to the invention. Figure 1 shows a consumer electronics
system 100 comprising a video recorder 110 as an embodiment of the
apparatus according to the invention, a TV-set 150 and a control device
160. The video recorder 110 is arranged to receive and record streams of
audio-visual data and interactive applications associated with those
streams of audio-visual data carried by a signal 170. To this end, the
video recorder 110 comprises a receiver 120 for receiving the signal 170, a
de-multiplexer 122, a video processor 124, a central processing unit like a
micro-processor 126 for controlling components comprised by the video
recorder 110, a DVD recording drive 128 as a storage device, a programme
code memory 130, a user command receiver 132 for receiving signal from the
control device 160 and a central bus 134 for connecting components
comprised by the video recorder 110. The video recorder further comprises a
network interface unit 140 for connecting to a network like the internet or
a LAN. The network interface unit 140 may be embodied as an analogue modem,
an ISDN, DSL or cable modem or a UTP/ethernet network interface. The
receiver 120 is arranged to tune in to a broadcast (audio or video) channel



and derive data of that broadcast channel from the signal 170. The signal
170 can be received by any known method; cable, terrestrial; satellite,
broadband network connection or any other method of distributing
audiovisual data. The signal 170 can even be derived from the output of
another consumer electronics apparatus. The receiver 120 outputs a base
band signal that carries at least one stream of audiovisual data.The
de-multiplexer 122 is arranged to de-multiplex audiovisual data from other
data that may be comprised in the base band signal outputted by the
receiver 120. The video processor 124 is arranged to render audiovisual
data outputted by the de-multiplexer 122 in a way that is can be rendered
by the TV-set 150. The output can be provided in various analogue formats
as SECAM and PAL or digital formats. Data stored in the programme code
memory 130 enables the microprocessor 126 to execute the method according
to the invention. The programme code memory 130 may be embodied as a Flash
EEPROM, a ROM, an optical disk or any other type of data carrying medium.
The storage device may also be embodied as a hard disk drive and is adapted
to store content that is received by either the receiver 120 or the network
interface unit 140 for future reproduction on the TV-set 150 or for further
dissemination via the network interface unit 140. The content may be
processed prior to storage. Figure 2 shows the DVD recording drive 128 in
more detail. The DVD recording drive 128 comprises an audio compression
circuit 202 as an embodiment of an audio encoding circuit, a video
compression circuit 204 as an embodiment of a video encoding circuit, a
multiplexer unit 206, an encryption unit 208, a channel coding unit 210, a
laser unit 212 comprising a laser diode and a modulator for modulating a
laser beam emitted by the laser diode, a servo motor 214 for moving the
laser unit 212, a spindle motor 216 for spinning a spindle 218 for spinning
an optical disk 250 and a microcontroller 220 for controlling all elements
of the DVD recording drive 128. When a user of the video recorder 110 wants
to store a television programme or other audiovisual data on the optical
disc 250, a DVD-RW disc in this embodiment, he or 



she pushes a record button 161 on the control device 150. Of course, a
person skilled in the art will appreciate that the audiovisual content can
also be stored on a DVD+RW disc or other write once or rewritable optical
media. When the user has pushed the record button 161, the incoming data is
recorded on the optical disc 250. The incoming data can be received by
means of the network interface unit 140 or the receiver 120. In a further
embodiment, data to be stored on the optical disc 250 is retrieved by a
further storage device (not shown) comprised by the video recorder 110,
like a hard disk. To record the content on the optical disc 250, a process
depicted in Figure 3 by means of a flowchart 300 as an embodiment of the
method according to the invention is executed. The process depicted by the
flowchart 300 only shows process steps most important to illustrate the
presented embodiment of the invention. As a person skilled in theart will
readily appreciate, the reception and subsequent recording of a stream
comprising audiovisual content comprises far more steps. As these steps can
be found in literature known by a person skilled in the art, these steps
have been omitted in the flowchart 300. Nevertheless, reference will be
made to such steps, but they have been omitted for the sake of simplicity.
A person skilled in the art will also understand that not all steps have to
be executed in the order as depicted in the flowchart 300, but can also be
executed in a different order. Table 2 provides the text to go with the
blocks in the flowchart 300. The process is initiated in a process start
step 302 by receiving a recording command. In a step 304, the stream to be
recorded is acquired. As mentioned before, this acquisition is done by
means of the receiver 120, the network interface unit 140 or by means
ofboth. Subsequently, the acquired stream is formatted for recording in a
process step 306. The most important sub-steps for this are compression of
audio and video data by the audio compression circuit 220 and the video
compression circuit 204 and multiplexing of the compressed audio data and
video data by the multiplexer unit 206. As a person skilled in the art will
understand, extensive formatting the stream for recording will not always
be 



necessary. When the data is to be stored as an MPEG programme stream and
the acquired data is already formatted as an MPEG programme stream, most
the formatting will be a redundant exercise, as the data is already in
compressed and multiplexed form. However, a person skilled in the art is
also aware that for recording of such a stream of audiovisual data on the
optical disc 250, nevertheless additional formatting is necessary. An
example for thisis the insertion of additional data packs for navigation
purposes (navpacks) and real-time data management (RDI-packs). The output
of the multiplexer 206 is a stream of data packs of 2048 bytes. These packs
carry either audio data, video data, auxiliary data (navpacks, RDI packs)
or custom data (additional audio data and the like). The packs comprise a
pack header identifying the pack and the payload carried by the pack and
the pack carries the payload, i.e. the actual data of the stream. In more
and more broadcasted material, especially in digital broadcast content,
copy control data is embedded. This copy control data represents a copy
control level, indicating privileges of a user/viewer on to what extent the
user is allowed to re-record and/or re-distribute the recorded data. This
data has to be set in the recorded stream as well, as it determines what is
allowed to be done with the recorded stream. In a decision step 308, the
copy control level of the stream is set in the data stream to be recorded.
In this embodiment, this data is stored in an RDI pack, in bits 2
(encryption plus non-assertion flag), 6 and 7 (copy generation management
system flag) of byte 68. Subsequently, the process branches dependent on
the value of the copyright control data. When the content in the stream to
be recorded can be copied freely, independent of the medium, the process
directly branches to a process step 318, in which the formatted data is
recorded on the optical disc 250. In the process step 318, the data to be
recorded is coded by channel coding unit 210 for enhancing error recovery
possibilities and synchronisation. The output signal of the channel coding
unit 210 is fed to the laser unit 212 to write the data on the optical disc
250. The location of the writing position is controlled by the servomotor
214 (distance from the centre of the disc) and the spindle motor 216. 



The recording of the stream is ended in a terminator 320 when the disc is
full, the user presses a stop button 162 on the control device 160 or, in
case a specific end time (absolute or relative to the start time) has been
reached, automatically. When the received content is not allowed to be
copied anymore once recorded on the optical disc 250 -authorisation level
is 'do not copy' - , the process branches to a process step 316, in which
the data is encrypted. In a preferred embodiment, the first 128 bytes of a
data pack are not encrypted to enhance identification of the data pack.
Subsequently, the encrypted data is recorded in the process step 318 and
the process continues as already described. When the recorded content is
not allowed to be copied, but this copy restriction is not asserted, the
process branches to a process step 312 in the decision step 310.Basically,
this authorisation or copy control level means that a user is allowed to
copy the data on another optical disc, but that the same user is not
allowed to further re-distribute the data over for example the internet. To
prevent the last option from happening, the data is encrypted anyway, but
authorisation data is set different. To prevent hacking by simply modifying
the authorisation data, the authorisation level 'copy control restrictions
not asserted' is only valid when also certain verification data is
verified. As already mentioned in the introduction of the description, it
is desired to modify the authorisation level from 'do not copy' to 'copy
control restrictions not asserted', which is not very difficult to do as
mentioned in the introduction. Therefore, according to this embodiment of
the invention, at least some data used for generating the verification data
is modified in the process step 312. For the DVD-VR video recording format
with CPRM, the verification data is a cryptographic function of display
control information and copy control information in the RDI pack in which
the copy control information is stored, the title key (which is the same
data for the whole disc), title key conversion data, in practise bytes 84
through 9 1 of the pack following the RDI pack and the analogue protection
system trigger bits in the RDI pack. The 



verification data is stored in byte 2040 through 2047 of the RDI pack. In
this embodiment, because most of the data used to generate the verification
data is already defined by other restriction, the only possible way to vary
input data for the process of generating the verification data is to modify
the title key conversion data. Most important is that the title key
conversion data is different in a stream with authorisation level 'copy no
more' compared to a stream with authorisation 'copy control restrictions
not asserted'. The invention provides various embodiments for modifying the
data or (re-) arranging the data stream to ensure this. In the first
embodiment, it is made sure that the first pack following the RDI pack is a
pack comprising audio data. Depending on the audio coding method used,
audio packs have usually more or less short headers followed by the actual
coded audio data, guaranteeing random data at byte locations 84-91. This
can be implemented in two ways. Independent of the authorisation level, an
RDI pack is always followed by an audio pack. This is easy to implement as
it is independent of the authorisation level and works because of the
random character of audio. The second way is that whether or not an audio
pack is put directly after the RDI pack depends on the authorisation
level.In the next embodiment, it is made sure that bytes 84-91 of the pack
following an RDI pack comprise random data. The MPEG-2 video data after the
pack and packet header in this pack usually start with a sequence header,
sequence extension, sequence display extension, a GoP header (with or
without line 2 1 data in the case of NTSC) and a picture header. It is
allowed to insert stuffing in a video data pack. Stuffing in front of the
sequence header is possible, but that generates just a few tens of
variations. A better option is to store random data at byte location 84-91
by inserting user data immediately after the data for
'sequence_display_extension()\ When the sequence header contains quantiser
matrices (for DCT compression, set by the video encoder 204), the title key
conversion data is part of the quantiser matrix data, usually the same for
each sequence in real-time encoders. There is no possibility to insert
random data in this case. Therefore, a general solution for packs with
video data is not available. 



In a third embodiment, a user-defined pack is inserted after each RDI pack.
User defined packs are currently not allowed by the DVD-VR specifications,
but they could simply be defined in an amendment of the specification. User
defined packs simply contain a pack header, a packet header for a
private)stream_2 packet, a sub_stream_id indicating a user defined stream.
Decoders will simply ignore such a stream. For the user-defined stream it
will be required to contain a random number or a unique number at location
84-91. In another embodiment, the position for the MPEG start code, for
example the sequence header start code, is shifted depending on the
authorization level. The MPEG-2 video specification allows insertion of
stuffing bytes before the sequence header code (0x00000 1B3). In this way,
the stream headers can be shifted to a location such that, depending on the
amount of stuffing, unique values are guaranteed for the title key
conversion data locations. This is especially the case when the stuffing is
done such that one of the unique start codes are located in the title key
conversion data bytes. In yet a further embodiment, the RDI packs are
followed by a user defined pack with stuffing as in the previous
embodiment. Various other embodiments are available to a person skilled in
the art by combining the five embodiments so described. As a person skilled
in the art will readily understand, other embodiments of the invention are
possible to implement, by which rather than data of the pack directly
following the RDI pack, data in another pack succeeding the RDI pack or
preceding the RDI pack is used for creating the verification data.After the
verification data has been generated, it is added at the end of the RDI
pack. Subsequently, the data stream is encrypted in the process step 316
and the process continues as already discussed. Although it has been
proposed above that the stream is to be (re-) arranged (optionally
including modification of the title key conversion data) when the
authorisation level is "copy control restrictions not asserted", it will be
appreciated that the invention can be embodied the other way around as well
by re(-arranging) the stream when the 



authorisation level is "copy no more" and the stream is left as is when the
authorisation level is "copy control restrictions not asserted". Most
important is that the title key conversion data is different for both
authorisation levels. , The method can also be carried out on a
general-purpose computer like the personal computer 400 as shown in Figure
4. Figure 4 also shows a data carrier 410 comprising data to program the
personal computer 400 to perform the method according to the invention. To
this, the data carrier 410 is inserted in a disk drive 402 comprised by the
personal computer 400. The disk drive 402 retrieves data from the data
carrier 410 and transfers it to the microprocessor 404 to program the
microprocessor 404. The programmed microprocessor 404 controls a media
processor 406 to perform the method according to the invention when storing
data on an optical disc in a disk drive 408. It will be appreciated that
"comprising" does not exclude other elements or steps, that "a" or "an"
does not exclude a plurality, and that a single processor or other unit may
fulfil the functions of several means recited in the claims. Although some
elements have been described as performing one function, the invention can
also be embodied with elements performing multiple functions to embody the
method according to the invention. Also the other way around, where an
embodiment of the invention has been described as multiple elements
performing one function, the invention may also be embodied with one
element performing that function. Also, any reference signs in the claims
shall not be construed as limiting the scope. In summary, the invention
relates to the following: to prevent dissemination of content stored on a
DVD-RW disc, CPRM is provided. However, this does not provide a watertight
system. The invention proposes to arrange a stream to be recorded such that
the input for verification data and therefore verification data is
different for different authorisation levels. Various embodiments for
implementing the invention are disclosed and comprise re-arranging data
packs to be recorded and /or modifying data in data packets.CLAIMS: 1.
Method of generating verification data for verifying an authorisation level
for 



a data stream, wherein: a) the authorisation level can be set to at least a
first value and a second value; and b) the verification data is generated
using data from the stream at a pre determined location; comprising: c)
arranging the data stream such that in case of the authorization level
having the first value, data at the pre-determined location is different
from data at the pre-determined location in case of the authorization level
having the second value; and d) generating the verification data. 2. Method
as claimed in claim 1, wherein arranging the stream comprises: modifying
original data at a pre-determined location in the stream when the
authorisation level has at least one pre-determined value. 3. Method as
claimed in claim 2, wherein the modifying of original data comprises
replacing the original data by newly generated data. 4. Method as claimed
in claim 3, wherein the newly generated data is randomly generated. 5.
Method as claimed in claim 2, wherein the modifying of the original data
comprises inserting data prior to the original data, thus shifting the
location of the original data in the data stream. 6. Method as claimed in
any of the preceding claims, wherein the data stream comprises data packs
and the pre-determined location is a pre-determined location in a pre
determined data pack.7. Method as claimed in claim 6, wherein the
verification data is comprised by a pack and the pre-determined pack is the
pack preceded by the pack comprising the verification data. 8. Method as
claimed in claim 6, wherein the pre-determined pack is a pack not comprised
by the original data stream. 



9. Method as claimed in claim 8, wherein the data stream has a DVD video
recording format; the verification data is stored in a RDI pack and the
pre-determined location is a user defined pack succeeding the RDI pack. 10.
Method as claimed in any of the preceding claims, wherein the data stream
comprises audio and video data. 11. Method as claimed in claim 10, wherein
a) the data stream comprises i) data packs of a first type comprising audio
data; ii) data packs of a second type comprising video data; and iii) data
packs of a third type comprising the verification data; and b) the
pre-determined location is a pre-determined location in a pre-determined
pack; c) the arranging of the data stream comprises arranging the stream
such that the pack succeeding the pack of the third type is a pack of the
first type. 12. Method as claimed in any of the preceding claims, wherein
the data stream is an MPEG2 data stream. 13. Method as claimed in any of
the preceding claims, wherein the authorisation level can take at least on
of the following values: a) copying of the data stream is freely allowed;
b) copying of the data stream is not allowed; and c) copying of the data
stream is only allowed to a similar medium on which the data stream is
stored.14. Method of encrypting a data stream comprising: a) Encrypting the
stream; b) Setting authorisation data; and c) The method as claimed in any
of the preceding claims. 15. Method of storing data on a data carrier,
comprising the method as claimed in 13 and storing the data on the data
carrier. 



16. Method according to claim 14, wherein the data carrier is a DVD disc.
17. Circuit for generating verification data for verifying an authorisation
level for a data stream, wherein: a) the authorisation level can be set to
at least a first value and a second value; and b) the verification data is
to be generated using data from the stream at a pre determined location;
comprising a processing unit conceived to: c) arrange the data stream such
that in case of the authorization level having the first value, data at the
pre-determined location is different from data at the pre-determined
location in case of the authorization level having the second value; and d)
generate the verification data. 18. Circuit for encrypting a data stream
comprising: a) an encryption unit for encrypting the stream; b) a unit for
setting authorisation data; and c) the circuit as claimed in claim 17. 19.
Storage device for storing data, preferably audiovisual data, comprising
the circuit as claimed in claim 18 and a storage unit for storing the
encrypted data on a data carrier. 20. Apparatus for storing data on a
carrier, comprising the storage device as claimed in claim 19 and a
receiving unit for receiving the data to be stored on the medium.21.
Computer programme product comprising computer executable instruction for
enabling a computer to carry out the method according to claim 1. 22.
Record carrier having stored thereon the computer programme product
according to claim 21. 23. Programmed computer programmed to execute the
method according to claim 1. 


