SYSTEM AND METHOD FOR CORRELATI NG MESSAGES WTHI N A W RELESS TRANSACTI ON

[ 0001] The present disclosure relates generally to efficient conmunications
of 5 messages and transactions in an asynchronous communi cati ons
environment and in particular to correlation of nmessages in a wreless
network. [0002] In a wireless comuni cations environment, nessages are sent
between a wireless device and a network el enent such as a server. These
nmessages typically include a unique identifier to identify the nessage.
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[0004] Messages themselves can often be grouped into a logical group of discrete

15  messages between the device and the network element. For example, an
outbound message may somehow correlate to a subsequently received inbound
message. The logical group of discreet messages between the device and the
server form a transaction. It is often desirable to correlate the messages within a
transaction.

20 [0005] In wireless communications message ordering is, however, often
asynchronous. Thus, for example, multiple outbound messages can be sent and
the inbound messages can be received in an order that is different from the order
in which the outbound messages were sent. In order to overcome this, a typical
solution is to use a transaction identifier field in every message. This field is

25 added in addition to the message identifier and message type fields. The addition
of a transaction identifier field is, however, problematic because the transaction
identifier needs to be large enough to distinguish it from other transaction
identifiers and thus the overhead in terms of network resources for adding a
transaction identifier field to every message is quite large.

30
GENERAL
[0006] The present system and method may relate to addressing disadvantages
of the prior art by constructing a message identifier field as a combination of a



[ 0006] The present system and nmethod may relate to addressing di sadvant ages
of the prior art by constructing a nessage identifier field as a
conbination of a 2 transaction identifier and a nessage index. Preferably
a globally or locally unique nessage identifier field is still provided,
whi | e reduci ng nessage size, thereby saving network capacity. [0007] In a
further aspect, a transaction type can be identified for the transaction 5
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15 the message could be used to preliminarily identify the transaction type. Ifitis
subsequently discovered that the assignment of the transaction type is incorrect
due the transaction type could then be re-assigned.
[6010] A fourth mechanism could be that no transaction type is present, but a
message includes message type information. As will be appreciated, the

20 message type of a first message in a transaction will often uniquely identify the
transaction.
[0011] The identification of the transaction type may also provide for tracking of
message types within the transaction. Specifically, a transaction has a limited
number of message types that are expected in a specific order, and thus by

25 tracking a transaction the next message type can be derived. This may result in
the elimination of the need to have a separate message type field if the
transaction type can be identified from the message identifier.
[0012] The present disclosure may therefore provide a method for correlating
messages within a wireless transaction, each of said messages requiring a

30 unique message identifier, the method comprising the steps of: creating a
transaction identifier, said transaction identifier being the same for related
messages; and adding to the transaction identifier a message index, said

message index corresponding to a number of a message within a transaction,



[0012] The present disclosure may therefore provide a nmethod for
correlating nessages within a wireless transaction, each of said nessages
requiring a 30 unique nessage identifier, the nmethod conprising the steps
of : creating a transaction identifier, said transaction identifier being
the sane for related nessages; and adding to the transaction identifier a
message i ndex, said nessage index correspbnding to a nunber of a nessage
within a transaction, 3 whereby said transaction identifier and nessage
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15 the transaction |dent|f|er and checking whether a transaction type is available, if

yes updating the transaction record; and processing the message based on the
transaction record.
[0015] The present disclosure may still further provide a network element for
processing correlated messages within a wireless network comprising: a protocol
20  data storage, said protocol data storage storing message types and sequences
for each transaction type of a plurality of transaction types; and a transaction
state storage storing transaction records for existing transactions; and a message
processor, said message processor adapted to: receive a message having a
message identifier comprising a transaction identifier, said transaction identifier
25  being the same for related messages, and a message index corresponding to a
number of the message within a transaction; extract from said message identifier
the transaction identifier; check from said transaction state storage whether said
transaction identifier is known, if no: create in the transaction state storage a
transaction record for the transaction identifier; and check whether a transaction
30 type is available, if yes updating the transaction record; and process the message

based on the transaction record.



nmessage identifier conprising a transaction identifier, said transaction
identifier 25 being the sane for rel ated nessages, and a nessage i ndex
corresponding to a nunber of the nessage within a transaction; extract
fromsaid nessage identifier the transaction identifier; check fromsaid
transaction state storage whether said transaction identifier is known, if
no: create in the transaction state storagé a transaction record for the
transaction identifier; and check whether a transaction 30 type is
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15 used with the present method and system.

DESCRIPTION OF PREFERRED EMBODIMENTS
[0017] Reference will now be made to Figure 1. Figure 1 iilustrates an
exemplary flow diagram for communications between a device 10 and a server
20 20. The example of Figure 1 is meant to be iliustrative of communications
between a device 10 and server 20 and does not limit the present disclosure.
[0018] A device 10 may send various messages to server 20. In the example of
Figure 1, messages 30, 32, 34 and 36 are sent to server 20. Each of messages
30, 32, 34 and 36 pertain to a different matter and thus are illustrated in Figure 1
25  with different line type. Examples of messages 30, 32, 34 or 36 could be content
requests, confirmations of content receipt, requests for additional content, a
content response, among others.
[0019] Device 10 may send numerous messages such as messages 30, 32, 34
and 36 to server 20. However, due to the asynchronous nature of wireless
30 communications, the response from server 20 to device 10 based on messages
30, 32, 34 and 36 may not correspond in order to the order in which server 20

received messages 30, 32, 34 and 36.



Figure 1, messages 30, 32, 34 and 36 are sent to server 20. Each of
nmessages 30, 32, 34 and 36 pertain to a different nmatter and thus are
illustrated in Figure 1 25 with different line type. Exanples of nmessages
30, 32, 34 or 36 could be content requests, confirmations of content
recei pt, requests for additional content, a content response, anong
others. [0019] Device 10 may send numerousS nessages such as nessages 30,
32, 34 and 36 to server 20. However, due to the asynchronous nature of
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[0023] The solution to the above is to construct a message identifier field as a
15 combination of the transaction identifier and a message number or index within

the transaction. This can be illustrated:
[Transaction identifier] [Message index]

20 [0024] As will be appreciated by those skilled in the art, the combination of a
transaction identifier and message index provides for savings of network
resources. Specifically, the transaction identifier needs to be unique. Unique
here could be defined as a globally unique value or a unique value within a
context such as a carrier domain, device, server, service, channel, among others.

25  Also, as will be appreciated by those skilled in the art, unique may not
necessarily mean completely unique, but statistically having a low probability of
having the same value as another transaction identifier.

[0025] Since the message identifier also needs to be unigue, the combination of
the unique transaction identifier with an index for a message within the

30 transaction provides a unique message identifier. The elimination of one unique
value saves resources, since a unigue value requires a significant number of

bytes in every message to be implemented.



resources. Specifically, the transaction identifier needs to be unique.

Uni que here could be defined as a globally unique value or a unique val ue
within a context such as a carrier domain, device, server, service,
channel, anong others. 25 Also, as will be appreciated by those skilled in
the art, unique may not necessarily nean conpletely unique, but
statistically having a | ow probability of 6having the same val ue as anot her
transaction identifier. [0025] Since the nessage identifier also needs to
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15  not meant to be limiting. Other message index sizes could be used and would be
apparent to those skilled in the art.
[0029] The above provides the advantage that the transaction identifier, which
typically may be between 32 and say 256 bytes, does not need to be added to a
separate message identifier, which also could be 32 to 256 bytes. Thereby,

20 overhead is saved.
[0030] In a further aspect, the single message identifier field having a transaction
identifier and message index can be used to replace the transaction identifier,
message identifier and preferably the message type field.
[0031] In particular, in a content delivery framework the transaction types are

25  predefined, so the types of messages participating in the transaction are also
predefined. Moreover, the order of these messages within the transaction is
predefined as well.
[0032] This will be illustrated in more detail with reference to Figures 2, 3, and 4.
[0033] Referring to Figure 2, a flow diagram is illustrated for a typical pushed

30 notification with pulled content system.
[0034] in Figure 2, a device 10 and a server 20 communicate with each other.
The transaction in the example of Figure 2 illustrates a first message 210, which

is a notification to device 10 that content is available. In response, device 10



separate nmessage identifier, which also could be 32 to 256 bytes. Thereby,
20 overhead is saved. [0030] In a further aspect, the single nessage
identifier field having a transaction identifier and nessage i ndex can be
used to replace the transaction identifier, message identifier and
preferably the nmessage type field. [0031] In particular, in a content
delivery framework the transaction types afe 25 predefined, so the types
of nessages participating in the transaction are also predefined.
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in the event of an error for any nessages
messagel@ouledowe. sent at steps 212, 214 or 216 instead of the messages

defined 10 0039] Referrcin o Fiqure 3, . ul]l . system s provided.
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request. [0040] In response to nessage 310, server S message 312
provi di ng adevice 10 to server 20 and forms a content request,

[0040] [n response to message 310, server 20 sends a message 312 providing a
15 content response. Device 10 may then optionally send a confirmation message
314,
[0041] As with the above example of Figure 2, messages 310, 312 and 314 of
Figure 3 form a single fransaction. Further, based on the transaction type, the
messages in the transaction are predetermined and the order of the messages is
20  predetermined.
[0042] As will further be appreciated by those skilled in the art, in the event of an
error in messages 310 or 312, an error message can be sent instead of
messages 312 or 314.
[0043] Referring to Figure 4, this figure illustrates an exemplary flow diagram for
25 apush system. Inthe example of Figure 4, content itself is pushed to a device
10, rather than merely a notification of content, as in the example of Figure 2.
[0044] In Figure 4, a device 10 communicates with a server 20. Server 20 can, in
message 410, send content or part of content to device 10.
[0045] In response, device 10 may optionally send a confirmation in message
30 412. Alternatively, device 10 could send a request for additional content or an
error message in message 412.
[0046] The server 20 could then, when content becomes available or if a request



15 content response. Device 10 may then optionally send a confirmation
nmessage 314. [0041] As with the above exanple of Figure 2, nessages 310,
312 and 314 of Figure 3 forma single transaction. Further, based on the
transaction type, the nessages in the transaction are predeterm ned and
the order of the nessages is 20 predeternm ned. [0042] As will further be
appreci ated by those skilled in the art, ihh the event of an error in
messages 310 or 312, an error nessage can be sent instead of nessages 312
or 314. [0048f atditienal cuntent iFirgeeived, sand sofe gantent in osssaged14n Thieoplldr y
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the transaction, the nmessage index could o zero after the
fifteenth mggg@@ known and further, the order of the messages 410 and 412 are known.
[0049] The proposed use of a transaction identifier and a message number or

15 index within the transaction allows for the identification of the types of messages
participating in the transaction, since in a transaction the message type and
ordering are predefined.

[00560] In particular, various options exist in order to uniquely identify a transaction
type.

20 [0051] In a first option the transaction type may be embedded in the transaction
identifier of a message identifier. This resuits only in the requirement that a
second subset to identify a message index exist within the transaction.
Specifically, if a device can receive sixteen types of transactions, then the
transaction type could be four bits added somewhere within the transaction

25  identifier. Thus, for example, the transaction identifier could be extended by
adding a transaction type index at the beginning of the transaction identifier. This

is illustrated as:

[transaction identifier][message index)
30
where the transaction identifier subset of the message identifier contains the
fransaction type.
[0052] However, this is not meant to be limiting and the transaction type can be



[ 0048] Based on the transaction type, the nessage types for nessages 410
and 412 are known and further, the order of the nessages 410 and 412 are
known. [0049] The proposed use of a transaction identifier and a nessage
nunber or 15 index within the transaction allows for the identification of
the types of nessages participating in the transaction, since in a
transacti on the nessage type and ordering®are predefined. [0050] In
particul ar, various options exist in order to uniquely identify a

t ransact i on addgseanathgrea@itjin time &rahsastionoipentifert fredd t Fanbac vadougd fopmsndy be

enbedded in the transagtion identifier of a sage identifier. This
resul ts onl fﬂrﬂb'f‘ﬁ@ntﬁggwpr‘%WH%q kgwryto g‘_@é&rﬁﬁ%&’b‘%ébe@&-i dentify a nmessage
[ ndex exi st 904314 sbBend bBISA® B traS0RRIoH 8k kY nol ErBedaiGeyRan T ecei ve

si xteen types of transactions, then the transaction type coul e four
bits added dtansaktior idgntiiensubecttafdhs antdsageldentifiantfield. enstaad) syhdroa

exanpl e, -th can i identifier coul.d be extended by addin

Cr ansact Pon A Tk eedven s fansagtch RamBe TRAeACEYisn O deRGrMasMOtThi s
i's illustratse@nassfold, tieibsat tynealydenindipestbnrshadgrsi mdexdge ARnihgee t he
transaction identifier subset of the nessage identifier contains the

t ransact i on tiapsactiomodpys Howkarerof adding pdransactienfitpa seprratalnfrormg and t he

transaction - i £ D acti i tifier
Hara Furt FSEBdaRaae. Be AESERETRH MoikE! ebOiet PARRES bRBRALE hose
skilled in tsheulritien{i@b8traksaetiontypentit i b untetdigod bgnRacievize ¢rthe i S
not enbg? ded in the transaction identifier subset of the messa

i

[denti 1 18r FPBI tNsISEARRSSHR RO e ieea sansacioniype ABgdnatiieanessage
transacti on i@kt H@%g&e%ﬂh&ﬁ?ﬁéacﬁﬁwer has not seen before, this wll
as the

typically be interprete ITst nessage within the transaction.
Thus, insteftD5d] Taikisewpral optiorsmdtiustratey fer s fipd maesdagef inantransastissagieere

i ndex, the gessage i nd(?x for.the first nmessage within a transaction
the message identifier is:

15 [transaction identifier]{transaction type index]
and for subsequent messages in the transaction the message identifier is:

[transaction identifier][message index]

20
[0055) Thus consecutive messages within the transaction carry a message index
within the message portion of the identifier.
[0056] A third option is that the transaction type is not embedded in the
transaction identifier subset of the message identifier. In most cases, the type of

25  the first message within the transaction uniquely identifies the transaction type.
The decision on the transaction type and the anticipated sequences of messages
within the transaction could be made dynamically upon processing the first
message. Alternatively, the transaction type could be identified based on the
radio bearer or interface that was used to deliver the message, the size of the

30 message, among others. For example, the size of the message could be used to
distinguish between pushed content and a pushed notification of content
availability messages, thus separating transactions shown in Figure 2 and Figure

4. This example stiil requires only a message index for a message subset of the



shoul d identify the transaction type. It will be understood by the device
or the 10 server that the nessage index identifies a transaction type and
that the nessage is the first nmessage in the transaction. [0054] This
second option is illustrated for a first nmessage in a transaction where
the nessage identifier is: 15 [transaction identifier][transaction type

i ndex] and for subsequent nessages in thelfransaction the nmessage
identifier is: [transaction identifier][nmessage index] 20 [0055] Thus
consecut i ve idestfagdizlov Thisnsiihstratethaacti on carry a nessage index wthin
t he nessage portion of the identifier. [0056] A third option is that the
transaction type is not enbedded in the transaction identifier subset of

t he message identifi er[trahgamid%ggﬁ?ﬁ?[ﬁégapﬁgﬁ?g;m% the first nmessage

wi thin the transaction uniquely i action type. The
deci sion on the transaction type and the antici pated sequences of nessages
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is illustrated as: _{transacti on identifier][nessage index] 5 [0057] The use
of heuril8ti &VRIEWE! frlashievast by Haingdbase hinestafdieusistiehe tier of the
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at the correct tier re%ultiﬂ% in.a mnor delay for that nmessage. Overall,
however, a theessage subset. This is illustrated as:

15 [transaction identifier][message subset]
[0059] The message subset is for example illustrated as:

[message index][message type]

20
[0060] The above use of transaction types is further show with reference to
Figure 5. Figure 5 illustrates a flow chart of an exemplary method for utilizing the
combined transaction and message identifiers. In the example of Figure 5, the
method starts at step 510 when a message is received. The method then

25  proceeds to step 512 in which the transaction identifier is extracted from the
received message.
[0061] The method then proceeds to step 514 in which a device or server checks
to see whether the transaction identifier that was extracted in step 512 is a new
transaction identifier. As will be appreciated by those skilled in the art, the device

30 orserver (for example device 10 or server 20 from Figures 1, 2, 3 or 4) will store
transaction identifiers and if a transaction identifier is received that does not
match any of the stored transaction identifiers, then this will be considered to be a

new transaction identifier for step 514.



10 savings will be achieved by using these types of heuristics. [0058] A
fourth option is that the transaction identifier does not contain

i nformati on about the transaction type. In this case, nessage type
information is included in the nmessage subset. This is illustrated as: 15
[transaction identifier][nmessage subset] [0059] The nmessage subset is for
exanple illustrated as: [nessage index][rfdssage type] 20 [0060] The above
use of transaction types is further showwith reference to Figure 5.
Figure 5 ill[0862]af e atdd HIM,dhanhewofraasnativanpéatier i@idedfié@rthehithé progedshe
conbi ned transaction and nessage identifiers. In the exanple of Figure 5,

the method RPSPEds in stepeHGingvhip e tangartisgaerard iscaeated. antheiored B dhe hen

25 proceeds §&;i in which the transaction identifier is extracted
fromthe recei@%‘gpﬁé@égge. [ 0061] The nethod then proceeds to step 514 in
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appr eci ated B§9¢ o s8e yhatheion pptiasagsactionype éy pralladte. o blepBl@ copldoyse
exanpl e devicg : [ We[014 . ] €
transacti on \fiéglgﬁtg [ ilgrﬁg S\a{lgg a|%19 hééﬂgaf rg(%tb;agﬁjt? H%enqtfﬁf ﬁ{eer é%gggréet@gl \%g%l tT Hést
does not nutoch encludsf, fohexahpleedxtractivgpibiel ttandadaoh itypeefield frdrem travmsaotiohl

be considered to be new transactiqon identifier for step 514. 11 [0062]
From step 5142 dfsereptiapsacing ARe ﬂdi’%éﬁgﬁait%ﬁh‘? sdqr@@ﬁfftt@'ﬂea“?ﬁea'ﬂ%thvedhe
process pruReoH; tEPt el ol | t gg%-i r ' and
stored on the deﬁ@g%ot?)tservgtr&’e\[é/g%%%']tﬁgrrgm stepmg%,cgtﬁﬁgg%lrr%%éé%ﬂ)ﬁ%n

pr oceedd0t o tranepcBaBlIpe bex ko dentibcthe tsandaatiaddype fee futileehateroativeyta a

ansact on seypSy S BBl LAy ShEP R P Rect B BB
for exanpl ealtexidtive! bBeédiRyel typETAG) bONUSEHRS idémirg the gBh3adtingaetion if a
di screet transaction type field is added to the identifier field.
Al t er nat i vell§064] From step 518, if the transaction type is available, the process then
proceeds to step 520 in which a transaction record is updated to include the
15 transaction type.
[0065] The process proceeds to step 530 from step 514 if the transaction identifier
is not new, from step 518 if the transaction type is not available, or from step 520.
In step 530, the message that was received in step 510 is processed.
[0066] The process then proceeds to step 532 in which the transaction state is
20 updated. For example, if utilizing the transaction type of Figure 2, once the
content availability message has been received, the transaction state could
indicate that the next message expected at the device is a request to be sent to
retrieve the content. As would be appreciated, each transaction has a specific
profocol with messages and message ordering that are used.
25 [0067] The process proceeds from step 532 to step 534 in which the device or the
server continue with transaction flow as per protocol data.
[0068] As will be appreciated by those skilied in the art, the example Figure 5 is
merely iflustrative of one method that we used to extract information including a
transaction identifier called a transaction type message type and message
30  identifier from a received message. Other examples will be apparent to those
skilled in the art.
[0069] Referring to Figure 6, Figure 6 illustrates a block diagram of a typical



since this may be the first nessage, the nessage index could be replaced by
a 10 transaction type index to identify the transaction type. In a further
alternative, a heuristics nodel could be used to identify the transaction
type. In a further alternative, a message type may be used to identify the
transaction type. [0064] Fromstep 518, if the transaction type is
avai |l abl e, the process then proceeds to d€ep 520 in which a transaction
record is updated to include the 15 transaction type. [0065] The process
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15 from server 620.
[0072] Similarly, server 620 includes a message processor 622 adapted to
process messages that are received. Further, a protocol data storage 624
includes various protocols that the server ¢an adopt to communicate with a device
610, or which server 620 can use when communicating with device 610.

20 [0073] Server 620 further includes a transaction state storage 626 to identify the
current state of the various transactions that server 620 is involved with. In this
way, messages 630 are passed between device 610 and server 620.
[0074] As will be appreciated by those skilled in the art, device 10 from Figures 1,
2, 3 and 4, and device 610 from Figure 6 can be any mobile device. One

25  exemplary mobile device is illustrated in Figure 7.
[0075] Figure 7 is a block diagram illustrating a mobile station apt to be used with
preferred embodiments of the apparatus and method of the present disclosure.
Mobile station 700 is preferably a two-way wireless communication device having
at least voice and data communication capabilities. Depending on the exact

30  functionality provided, the wireless device may be referred to as a data
messaging device, a two-way pager, a wireless e-mail device, a cellular telephone

with data messaging capabilities, a wireless Internet appliance, or a data



by Figures 2, 3 and 4. [0071] Message processor 612 further conmunicates
wWth a transaction state storage 616 which stores the current state of the
various transactions that device 610 is involved with. Thus, for exanple,
if the device is progressing through a 10 transacti on such as that
illustrated in Figure 2 and has received a first nessage fromthe server
providing a notification of content avalldﬁlllty along with a transaction
identifier, and has then sent a content request using the same transaction

i dentifier, coramsiaiation detvatee astexmagde$16 nmay i ndicate that in the next
ction identifier should be a content
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and 4, and de\% el\ 610 frogn Figure 6 can be any nobile device. One 25
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station 700 I 3 deer 8'0%&&8%&5“%6’)@9& net orm %ﬁglsci!r\]ﬂ/RiUIM mterface 744 is normally
15 similar to a card-slot into which a SIM/RUIM card can be inserted and ejected like
a diskette or PCMCIA card. The SIM/RUIM card can have approximately 84K of
memory and hold many key configuration 751, and other information 753 such as
identification, and subscriber related information.
[0078] When required network registration or activation procedures have been
20 completed, mobile station 700 may send and receive communication signals over
the network 719. As illustrated in Figure 7, network 719 can consist of multiple
base stations communicating with the mobile device. For example, in a hybrid
CDMA 1x EVDO system, a CDMA base station and an EVDO base station
communicate with the mobile station and the mobile station is connected to both
25  simultaneously. The EVDO and CDMA 1x base stations use different paging
slots to communicate with the mobile device.
[0079] Signals received by antenna 716 through communication network 719 are
input to receiver 712, which may perform such common receiver functions as
signal amplification, frequency down conversion, filtering, channel selection and
30  the like, and in the example system shown in Figure 7, analog to digital (A/D)
conversion. A/D conversion of a received signal allows more complex

communication functions such as demodulation and decoding to be performed in



I ncorporate a comruni cati on subsystem 711, including both a receiver 712
and a transmtter 714, as well as associ ated conponents such as one or
nore, 5 preferably enbedded or internal, antenna elenments 716 and 718,
local oscillators (LOs) 713, and a processing nmodul e such as a digital
signal processor (DSP) 720. As will be apparent to those skilled in the
field of communications, the particular désign of the commrunication
subsystem 711 will be dependent upon the comunication network in which
the device itheiDBRIT@6d Iha sipdnateannkd, §i0AZi8]to Nt wandmittedess precedgeerent s
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commumcatlon subsystem 740 such as a short-range communications subsystem
and any other device subsystems generally designated as 742. Serial port 730
could include a USB port or other port known to those in the art.
[0081] Some of the subsystems shown in Figure 7 perform communication-

20  related functions, whereas other subsystems may provide “resident” or on-device
functions, Notably, some subsystems, such as keyboard 732 and display 722, for
example, may be used for both communication-related functions, such as
entering a text message for transmission over a communication network, and
device-resident functions such as a calculator or task list.

25  [0082] Operating system software used by the microprocessor 738 is preferably
stored in a persistent store such as flash memory 724, which may instead be a
read-only memory (ROM) or similar storage element (not shown). Those skilled
in the art will appreciate that the operating system, specific device applications, or
parts thereof, may be temporarily loaded into a volatile memory such as RAM

30  726. Received communication signals may also be stored in RAM 726.

[0083] As shown, flash memory 724 can be segregated into different areas for

both computer programs 758 and program data storage 750, 752, 754 and 756.



14 the DSP 720. In a simlar manner, signals to be transmtted are
processed, including nodul ation and encodi ng for exanple, by DSP 720 and
input to transmtter 714 for digital to anal og conversion, frequency up
conversion, filtering, anplification and transm ssion over the

comuni cation network 719 via antenna 5 718. DSP 720 not only processes
communi cation signals, but also provides flér receiver and transnitter
control. For exanple, the gains applied to comunication signals in
recei ver 717Ttaset diffarestistdrage tidesriylidate detpiachedrpgrarorinallbedtd Aport@n of

automatic gain control _algorithnms inplenented in DSP 720. [0080] Mbbile
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communi cat i on subsystem 740 'such as a short-range comuni cat ons subsystem
and any ot héﬁarda'aﬁwmgu@mrapph@msaddm besngabeddubsequhtlyser i al port
730 could |On% ﬁﬂe @ USB port or other port known to those in the art.

[ 0081] Sone ot e ubsystens shown in Figure 7 perform conmunication 20
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m cr oprocessor 738 is preferably stored in a persistent store such a
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items are seamlessly integrated, synchronized and updated, via the wireless
network 719, with the mobile station user’'s corresponding data items stored or
associated with a host computer system. Further applications may also be
loaded onto the mobile station 700 through the network 719, an auxiliary /O
20 subsystem 728, serial port 730, short-range communications subsystem 740 or
any other suitable subsystem 742, and installed by a user in the RAM 726 or
preferably a non-volatile store (not shown) for execution by the microprocessor
738. Such flexibility in application installation increases the functionality of the
device and may provide enhanced on-device functions, communication-related
25 functions, or both. For example, secure communication applications may enable
electronic commerce functions and other such financial transactions to be
performed using the mobile station 700.
[0085] In a data communication mode, a received signal such as a text message
or web page download will be processed by the communication subsystem 711
30 and input to the microprocessor 738, which preferably further processes the
received signal for output to the display 722, or alternatively to an auxiliary I/O

device 728. A delivery client 760, which could be equivalent to delivery client 140



30 726. Received conmmunication signals my also be stored in RAM 726.
[0083] As shown, flash nenory 724 can be segregated into different areas
for both conputer prograns 758 and program data storage 750, 752, 754 and
756. 15 These different storage types indicate that each program can
allocate a portion of flash nmenory 724 for their own data storage

requi rements. M croprocessor 738, in addilbion to its operating system
functions, preferably enabl es execution of software applications on the
mobi | e st at icould Algormdetss theneguset of applications 5 that control basic
operations, includin a{ | east data_and voice conmmuni cation applications
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manuf act uri r j ik i I : I

ynan cal 1y PSSR '8 SRar R (S FRKADR P20 ER S SERED S dorffete

i nf or mat i on alpinagenerid Reyitdadl applepbahedyod agy g, tiheoalinctidy with tbeghsplag
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but not Pini RGPOgSIR; an apd]iad4p devick: &28. Suck sompased iteppbMayiBan e
and task it r , r |, i on
fhe mobi | & Sraroac §opLE ooy aloalBh RoBRER K UALER cdtthAiceRoR sBb iR
application?dul d preferably have the ability to send and receive data 15

itens, via tge \ivié;el ess network 719. In a preferred enbodi ment,_the PIM
data itens (Y0¥ SQUVOESPYMMRINGRIINEdOVapH Opesrtivbal BRE!le Staticad 0Qisa t he
W reless negg | : j [ ' p j
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store (not sho for execution the m croprocessor
f 1 exi bi l'i tyaudicagiphaloattpahisi prefarbbltaceompliched geisnariie thironghitiemapeaierof34,he

devi ce and rrasy r de enhanced on-devi ce functions, comunication-rel ated
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example.
[0088] Serial port 730 in Figure 7 would normally be implemented in a personal
digital assistant (PDA)-type mobile station for which synchronization with a user's
desktop computer (not shown) may be desirable, but is an optional device
20  component. Such a port 730 would enable a user to set preferences through an
external device or software application and would extend the capabilities of
mobile station 700 by providing for information or software downloads to mobile
station 700 other than through a wireless communication network. The alternate
download path may for example be used to load an encryption key onto the
25  device through a direct and thus reliable and trusted connection to thereby enable
secure device communication. As will be appreciated by those skilled in the art,
serial port 730 can further be used to connect the mobile device to a computer to
act as a modem.
[0089] Other communications subsystems 740, such as a short-range
30 communications subsystem, is a further optional component which may provide
for communication between mobile station 700 and different systems or devices,

which need not necessarily be similar devices. For example, the subsystem 740



performed using the nobile station 700. [0085] In a data communi cation
node, a received signal such as a text nessage or web page downl oad wil |
be processed by the communi cation subsystem 711 30 and input to the

m croprocessor 738, which preferably further processes the received signal
for output to the display 722, or alternatively to an auxiliary I/O device
728. A delivery client 760, Whl ch could bd7equivalent to delivery client
140 16 could al so process the input. [0086] A user of nobile station 700
may al so conpagé‘acdhaad@ahtuaﬁnasres!utdwma@draisbomamls@gﬁﬁsfam compPhents wsiang t he
keyboar d 733Ea V\G)l NS r%ref er ny a . conmplete | phanuneri c, keyboard, or

tel ephone- t ypE® é@ﬁb dco TigRcrPgHiepmovie Taf §wmawrscazt@zﬂ %@Sm@%l y
an auxi | i ar yerldbRRdi8ydte s’ Q&Ld Eds conposed itens may then be transmtted
over a conmuni cati on networ rough the conmunication subsystem 711.
[0087] For \[80% Wwrembodinentssiesovibed hereiparatixammés obsirbeustssysien®Oor i s

| d ferably b
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message recording subsystem may al so be’inplenented on nobile station
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di gi t al 18ssitRat#f netdiRe! fropethedsraiaseaof ghs eepliopianhas gresiked betsinrRngd t h
a user's d I n optional
device 20 c%‘%ﬁﬂ@a gtgﬁﬁ%r(ﬁg}cﬁj%gm%gﬁ% enag edg’qﬁsrgfrnstgggtsalé'?'agr ef erences
t hrough an défdarenosd frdafvi?‘teeteohnisioésmmtesaﬁbpltca:tain as dascrivarlihdreirxt end t he
capabilities of nobile station 700 by providing for information or

sof tware downl oads to nobile station 700 other than through a wreless
comuni cati on network. The alternate



downl oad path may for exanple be used to |oad an encryption key onto the 25
device through a direct and thus reliable and trusted connection to thereby
enabl e secure device comunication. As will be appreciated by those
skilled in the art, serial port 730 can further be used to connect the
nobil e device to a conputer to act as a nodem [0089] O her communications
subsystems 740, such as a short-range 30 d8mmuni cations subsystem is a
further optional conponent which may provide for conmunication between
nobi | e st at iOhAY®I® and different systens or devices, which need not

necessarily be sim |l ar devices. For exanple, the subsystem 740 17 rmay

i nclude an i frar"{t;n OHW?%@ 8@%’?‘&% é"rc@[ﬁeﬂaé'”ﬁrme%%ﬁﬂﬁﬁn‘@wﬁ‘@ ®r a

Bl uet oot hTMgigd1BR{raat4& - ' qiﬁﬂ,{a@ nj j |
simlarly enabled rsyst eﬁ’é‘%ﬁg“?@%?'&jﬁ@%f%@%%% e engggﬁ}r?eﬁtgg% éslcri bed
herei n are dsentfflessthefmsthodotamedsing yis¢ stepsosf: 5 met hods havi ng el enent's
correspopding to elements of the techpiques, of this . lication, This
wri tten descri pt IGRAIE BRLSRETGTH EBUERS |SPRLTRRSHRNIFE e RarD thentree
enbodi ment s feendledahbdirist ¥Agel enents that |ikew se correspond to the
el enents of the techniques of this application. The intended scope of the
t echni ques of t hiasldipla thettransactios iderdified @smessrge ideycsaid eagssagst isgexor

met hods 10 ! i.f el i.ques. of this | ication as
descri bed htgpg'{eﬁﬂé%ﬁ’gb t&&rﬁlﬁépgfﬁ@b&@e@%ﬂ@ﬁﬂﬁtslaﬂgwﬁ%% ?t@r@f"@ Mor

net hods wi th i nswissraby sald trahddcgbaneasifior amdt N hdseagointssiodi 4 DhRue
application as described herein. 18 CLAIMS 1. A conputer inplenented

net hod 18r &RSSa0gtidanifiasdongsaspaativgPng ofgaid messageanytiin said wiselers of

sai d msssag?%néggﬁgr{i ng a uni que nessage identifier, the nmethod conprising
the steps of: Creating a transaction identifier, said transaction
identifier being the sane for related nessages; and adding to the

transacti on2i. dentljhfei newcrath%dnc?fs cﬁaa‘lgneti &%%ér c%%%p%sri%stshaegsete})%??a%(serting into said
unique message identifier an index identifying a transaction type.
15
3. The method of claim 1, further comprising the step of replacing the
message index with a transaction type index in a first message of the transaction.

4, The method of any one of claims 1 to 3, further comprising the step of
20 adding a message type index to the unigue message identifier.

5. The method of any one of claims 1 to 4, wherein said unigue message
identifier is unique globally or within a context comprising any of a carrier domain,

a device, a server, a service, and/or a channel.

25
6. A message identifier adapted to correlate messages within a wireless
transaction, the message identifier comprising:
a transaction identifier, said transaction identifier being the same for
related messages; and
30 a message index, said message index corresponding to a number of a

message within said wireless transaction.



corresponding to a nunber of a nmessage within said wireless transaction,
whereby said transaction identifier and a nessage i ndex forma uni que 10
nessage identifier for a respective one of said nessages within said
wireless transaction. 2. The method of claim11, further conprising the
step of inserting into said unique nessage identifier an index identifying
a transaction type. 15 3. The nethod of cll&im1, further conprising the
step of replacing the nessage index with a transaction type index in a
first nessagé of Thenassagadderdifier of clalines, mettherdcofpdsisg @mendéx eemtif@ngd at o
3, further conpri ing the step of 20 addi ng a nessage type index to the

uni que rresséé%%a(?gﬂ'f'iweer. 5. The nethod of any one of clainms 1 to 4,
wherein said unique nessage identifier is unique globally or within a
context conprising any of a carrier domain, a device, a server, a service,
and/ or a chahnel .TiEsM@ssageniddifier ofl elaifa, durtleraguneprisiog edrardastion igss ages

i t hi i T, : ti th identifi i sing: . .
{r ansact Pon TehAd BANSagios Fpa Sl Fom PrdRPRPER B RBSBRUS Ll 1A frs
rel ated nmessagesigeddrthdQramgzeasqgde i ndex, said nessage index corresponding

to a nunber of a nessage within said wreless transaction. 19 7. The
nessage identifier of claim®6, further conprising an index identifying a

. fransact o [ypitmEsGegE RaE el PERLL OB ey M b e ce
sai d nessagenésudgpe typednddx. st nessage of the transaction. 9. The nessage

identifier of any one of clains 6 to 8, further conprising a nessage type
i ndex.

10.  The message identifier of any one of claims 6 to 9, wherein said message
identifier is unique globally or within a context comprising any of a carrier domain,

a device, a server, a service, and/or a channel.

15 11, A computer implemented method for processing correlated messages
within a wireless transaction comprising the steps of:
receiving a message having a message identifier comprising a transaction
identifier, said transaction identifier being the same for related messages, and a
message index corresponding to a number of the message within said wireless
20  transaction;
extracting from said message identifier the transaction identifier;
checking whether said transaction identifier is known,
if no:
creating a transaction record for the transaction identifier; and
25 checking whether a transaction type is available,
if yes:
updating the transaction record; and

processing the message based on the iransaction record.

30 12. The method of claim 11, wherein said message identifier further comprises

an index containing the transaction type.



10. The nessage identifier of any one of clains 6 to 9, wherein said
nmessage identifier is unique globally or within a context conprising any
of a carrier domain, a device, a server, a service, and/or a channel. 15
11. A computer inplenented nmethod for processing correl ated nessages
within a wireless transaction conprising the steps of: receiving a nessage
having a nessage identifier conprising a £Pansaction identifier, said
transaction identifier being the same for related nessages, and a nessage
i ndex corr esi@ondilig methochohtiaim dfl, furtharessaytsing tHe stepaif depliacisigdes 20

transaction;_extracting fromsaid nessage identifier the tr action .
[ dent 111 er : MERagki G SRR A05GT SRS RAPOR 4 Bishmassaos & RAGRASsoo.
creating a transaction record for the transaction identifier; and 25
checki ng whet her a transaction type is available, if yes: updating the

transacti on decorldie mathqst eicelgisn g. whereie dkagteelseeoking whetheatdact i on
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met hod of claim 11, further conprising the step of replacing the nessage

index with a transaction type index in a first nessage of the transaction.
14. The netHed ofl heirapHiothof Gipisy dAnwhaeeia the hetrigtitedivajions brsed PReany of

transaction gt j [ : [ (Y t i
heuri sti cal F'ys?ffée Tgﬁ’e%\r@'s‘%é%gadsg é'|"’§|§§1t§§‘fe“&%@?’8iﬁg?iﬁﬁ%ﬁs@%ﬁa&%%d
derivation tedbissrdhemeswvagef a size of the nessage; a bearer used to

deIiverHihe nmessage; or an interface used to deliver the nessage. 10 16.

The net hod of any one of clainms 11 to 15, wherein said nessage identifier
further conmppi segha MBERALT d¥Pend BEEMIms 11 to 15, wherein said message identifier

further comprises a message type index.

17.  The method of any one of claims 11 to 16, wherein said unique message
15 identifier is unique globally or within a context comprising any of a carrier domain,

a device, a server, a service, and/or a channel.

18.  The method of any one of claims 11 to 17, wherein a transaction type
defines a limited set of message types, the processing step utilizing the

20 transaction type to derive a message type.

19.  The method of claim 18, further comprising the step of storing a
transaction state, said transaction state deriving from a message sequence within

a transaction type.

25
20. A network element for processing correlated messages within a wireless
network comprising:
a protocol data storage, said protocol data storage storing message types
and sequences for each transaction type of a plurality of transaction types; and
30 a transaction state storage storing transaction records for existing

transactions; and
a message processor, said message processor adapted to cause the

network element to perform the steps of the method of any one of claims 1 to 5 or



17. The method of any one of clains 11 to 16, wherein said unique nessage
15 identifier is unique globally or within a context conprising any of a
carrier domain, a device, a server, a service, and/or a channel. 18. The
met hod of any one of clainms 11 to 17, wherein a transaction type defines a
limted set of nmessage types, the proce55|ng step utilizing the 20
transaction type to derive a message type: 2119. The method of clai m 18,
further conprising the step of storing a transaction state, said

t ransact i on tbeaethddrdfdnypria ofclainme$$dgd9sequence within a transaction
type. 25 20. A network el enent for processing correl ated nessages within a
wreless network conprising: a protocol data storage, said protocol data
storage StOring MRESAGRVKRREeANSE GERYEDCRRCIA RARBIAIRRIARERPR 4 YPe Of a
plurality of transaction types; and a transaction state storage storing
t ransact i on wiealessideyieg o83 sarven transactl ons; and a nmessage processor,

sai d nmesgage processor adapted to cause the netmork el enment to perfornlthe
steps of "the nmethod of any one of clains 1 to 5 or 21 the nmethod of any

one of claim, 11 A sokPutetlreadhbleNBbuRink sRIrREENbgRim GhsthubtidAs exBenble bYe
network elenent is a wreless device or a server. 5 22. A conputer

readabl e med@FFSE06Pf AGOMRYINGHIeViee fustusmsaidestupdingdeycato ppdewsdor of
a computi ng eyl GRkanGHIREo A FOBPULINY 198 GEIOmBRISPLM Mg 3F EPS. Of

t he met hod or "any one o he e any 0 cl ai ns
11 to 19. 1l@laims 11 to 19.
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