DESCRI PTI ON RELAY SERVER AND RELAY COVMUNI CATI ON SYSTEM Techni cal Field
fow ] = The present invention relates to a relay communication system
including a plurality of relay servers capable of comunicating with one
another, a plurality of client termnals, and LANs for connecting the
client termnals to the relay servers, and further, relates to the rel ay
servers for use in the relay communi cati on system Background Art [00021
In sone cases, client termnals connected to renpte LANs conmuni cate with
one anot her beyond a WAN. A virtual private network (VPN) can construct a

network | ooking as if the renot epﬁ@_‘l@ﬁ @ﬁl rectly connected to one

anot her. However, it is difficul or ]‘tﬁﬁ% N to construct a network having
expandabi lity apgyf b Y ?%3 | w’ ation system
di sclosed in PajtsagrlﬂA %]%yeﬁn}%}&f]}b [ e&}rk?eo Uﬁé&%ﬂ??%‘ggr uct 1\Cad net wor k

| ooking as if renote LANs were directly connected to one another. In

addition, unlike the VPN, it is easy for the relay communication systemto

const r"i%%hﬁicgﬁj‘}/\ﬁék havi ng expandability and flexibility.

[0001]

The present invention relates to a relay communication system including a
plurality of relay servers capable of communicating with one another, a plurality of
client terminals, and LLANs for connecting the client terminals to the relay servers,

and further, relates to the relay servers for use in the relay communication system.

Background Axrt
[0002]

In some cases, client terminals connected to remote LLANs communicate
with one another beyond a WAN. A virtual private network (VPN) can construct a
network looking as if the remote LANs were directly connected to one another.
However, it is difficult for the VPN to construct a network having expandability and
flexibility.
[0003]

A relay communication system disclosed in Patent Document 1, like the
VPN, can construct a network looking as if remote LANs were directly connected to
one another. In addition, unlike the VPN, it is easy for the relay communication

system to construct a network having expandability and flexibility.

Prior Art Document



Prior Art Document Patent Docunment [00041 [ Pat ent Docunent 1]
Japanése Patent Laid-Open Publication No. 2008-129991 Sunmmary of the

| nvention Problens to be Solved by the Invention [00051 In the relay
comuni cation system di scl osed in Patent Docunent 1, identification
information of the client termnals connected to the respective LANs is
shared, whereby the communi cati on anong the client termnals is enabl ed.
Specifically, association information between identification information of
the relay servers and the identification information of the client

term ngsgehsDob@nedt i N the entire network, whereby enabling the relay
servers to relay communi cati on packets anong the client termnals. [00061

[0004]

|[Patent Document 1] Japanese Patent Laid-Open Publication No.

2008-129991

Summary of the Invention
Problems to be Solved by the Invention
[0005]

In the relay communication system disclosed in Patent Document 1,
identification information of the client terminals connected to the respective LLANs
is shared, whereby the communication among the client terminals is enabled.
Specifically, association information between identification information of the relay
servers and the identification information of the client terminals is shared in the
entire network, whereby enabling the relay servers to relay communication packets
among the client terminals.

[0006]

It is an object of the present invention to dynamically create a virtual

network when constructing a relay communication system including a plurality of

relay servers capable of communicating with one another.

Means for Solving the Problems
[0007]
A relay server according to an aspect of the present invention is capable of

communicating with a first relay server connected to a first network, and the relay



| t is an object of the present invention to dynamcally create a virtual

net wof k when constructing a relay conmmunication systemincluding a
plurality of relay servers capable of conmunicating with one another. Means
for Sol ving the Problens [0007] A relay server according to an
aspect of the present invention is capable of comunicating with a first
relay server connected to a first network, and the relay server functions
as a second relay server connected to a second network. The relay server
includes: a relay group information sharing unit; a relay server
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group information creation unit; a VLAN group information sharing unit; and
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between the first relay Server and the second relay server. The rel ay
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interface information of client terminals capable of functioning as VLLAN devices in
the relay group. The VLAN group information creation unit edits the VLAN device
information, thereby creating VLAN group information in association with the relay
group information formed by grouping the client terminals indicated in the VLAN
device information. The VLAN group information sharing unit shares the VLAN
group information among the first relay server, the second relay server, the client
terminal connected to the first relay server, and the client terminal connected to the

second relay server. The VLAN session establishment unit allows the client

terminals capable of functioning as the VLAN devices to function as VLAN



In the relay comunication system the first relay server and the second
relay server share the relay group information, the relay server

i nformation, the VLAN device information, and the 1/LAN group information.
Moreover, the plurality of relay servers establish the 1/LAN sessions for
each group indicated in the 1/LAN group information. [00091 At the
time when the 1/LAN sessions are to be established, the relay servers refer
to the relay server information, and thereby determine which termnals in

t he VLAN group are capabl e of communicating with one another. Hence, no

usel esge kNS @58l WARHe WOk nb&o €Bé abllaky $BeEhr ih@3 M tion, establisheb ANICANNect i on
function control unit may be further 1 ncluded that validates/invalidates a

1/ LAN ¢piies b chunetp eRdikatedeacihe VAN diddhGafeehdtibd.he 1/ LAN group
information. In this case, such validation/invalidation of the 1/LAN

connecti on g thANVISARREH@hS Yr&int 6h&hth fdTersliolL N zolREShicamIfokact i on
control unit. [0011] The relay server may further include: a display device

that digphadsnlifgls pleAhORMivEEol RHOE MAINOR, fuRtibliss FRSErtle.Alser creates
t he VLAN group 1nformation while |ooking at the VLAN device information,

and capplhgheRYapsd-hputes for a plurality of the VLAN sessions. That is to
say, it 1s easy to set the routes for the VLAN sessions. [00121

[0008]

In the relay communication system, the first relay server and the second
relay server share the relay group information, the relay server information, the
VLAN device information, and the VLAN group information. Moreover, the
plurality of relay servers establish the VLAN sessions for each group indicated in
the VLAN group information.

[0009]

At the time when the VLAN sessions are to be established, the relay servers
refer to the relay server information, and thereby determine which terminals in the
VLAN group are capable of communicating with one another. Hence, no useless
VLAN sessions would be established.

[0010]

A VLAN connection function control unit may be further included that
validates/invalidates a VI.LAN connection function for each group indicated in the
VLAN group information. In this case, such validation/invalidation of the VLAN
connection funetion is actually switched by the VLAN connection function control
unit.

[0011]

The relay server may further include: a display device that displays the



The relay server may further include: a VLAN device information
that updates the V]I 2AN device information in response to statu
interfaces of the client term nals capable of functioning as th
devices. In this case, it is possible to share the |atest VLAN
information in real time anong the respective termnals. [00131
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capabl e of functioning as the VLAN devices. [0015] The virtual
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system accordi ng to anot her aspect of the present 1nvention inc

first nglwRrks tlge ve20ndetwork; a first relay server connected

[0012]

addr esses

Rheati on
| udes: a

The relay server may further include: a VLAN device information update

unit that updates the VLAN device information in response to status changes of

interfaces of the client terminals capable of functioning as the VLAN device

s. In

this case, it is possible to share the latest VLAN device information in real time

among the respective terminals.

foo13]

The VLAN device information may include names of the client terminals,

and the number of the interfaces functioning as the VLAN terminals.

In this case, based on the number of the interfaces functioning as the VLAN

terminals, it can be determined whether or not the client terminals function as the

VLAN terminals.

[0014]

The VLAN group information may include virtual addresses to be assigned

to the client terminals capable of functioning as the VLAN devices.
[0015]
The virtual addresses may include virtual MAC addresses.

foo16]

Arelay communication system according to another aspect of the present

invention includes: a first network; a second network: a first relay server connected



to the first network; and a second relay server connected to the second
network. Each of the first relay server and the second relay server
includes: a relay server information sharing unit; a VLAN device
information sharing unit; a VLAN group information creation unit; a VLAN
group information sharing unit; and a VLAN session establishnent unit

The relay server information sharing unit shares relay server information
between the first relay server and the second relay server. The rel ay
server information includes activation information of the first relay
server toaht fivat hetrmvdrlkf andratseesndielbheeset eogns@bdyo sled veond network.
activation/registration information of a client term nal connected to the
first ridchyofsteest rdng sasir walli tha/seegidtdlay sorver ihdudasd:iorelef serveli ent
term nal connected to the second relay server. The VLAN device information
shar i ngnforirtatiinadiesind Al tde WICEN dahenatdramibet eatind haitf areLANad@yipser ver
and the second relay server. The VLAN device information includes interface

i nf or mahfoem s@fonCdreefibn hehfyiaal A NCaRab| e foin fticihaah B gnas aMHANVIAW ces in
relay group. The VLAN group information creation unit edits the VLAN device

i nf or makiQmm ckhgnehheateatit. ng VLAN group information in association with
the relay group information formed by grouping the client termnals

i ndi cated by ThieMsANrdeVirEerh ifioh RREHAB unth §h MeANe B QUPvd s FRA 1O
sharing unit shares the VLAN group information anong the first rel ay

server betfters BEONHstRIBY 530N 8hd thd8e@hldenlast &Nl TIROMLE & L0 the first
relay server, and the client term nal connected to the second rel ay server.

The VLAN$R88I 2N neRIREASRIRBE i M RIS H6 |ﬂ1~§f‘§e1§f%@@x}é§| RtGaRRRl e of
functioning as the VLAN devices to function as VLAN term nals, and while
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each group indicated in the N group information. Effects of the
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system according to the present i'nvention, the virtual network can

dynam cal| c)heﬁ"t %&tﬁﬂla‘l"@&ﬁh&@ b4 UL Lddgnk Q&a&%&%felﬁ ORANICAN @vigystem

including a plurality of relay servers capabl e of communicating with one
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SCheITHtI C View W ng an over al con gur atron o ay conmmuni cation
SYSt €Mgerver and the second relay server. The VLAN device 1nformat10n includes

interface information of client terminals capable of functioning as VLAN devices in
relay group. The VI.AN group information creation unit edits the VLAN device
information, thereby creating VLAN group information in association with the relay
group information formed by grouping the client terminals indicated by the VLAN
device information. The VLAN group information sharing unit shares the VLAN
group information among the first relay server, the second relay server, the client
terminal connected to the first relay server, and the client terminal connected to the
second relay server. The VLAN session establishment unit allows client terminals
capable of functioning as the VLAN devices to function as VLAN terminals, and
while referring to the relay server information, establishes a VLAN session for each

group indicated in the VLAN group information.



FIG 2 is a block diagramshowi ng a configuration of a first relay server.
FIG 3 is a block diagram showing a first client termnal. FIG 4 is a
bl ock di agram showi ng a configuration of a fifth client termnal. FIG 5 is
a view showi ng a schematic configuration of relay group information. FIG 6
is a view showing a detailed configuration of the relay group information.
FIG 7 is a view show ng a schematic configuration of relay server
information. FIG 8 is a view showing a detailed configuration of the relay
server information. FIG 9 is a view show ng a schematic configuration of
client term nal

Effects of the Invention

[0017]

With the relay server and the relay communication system according to the
present invention, the virtual network can be dynamically created when
constructing the relay communication system including a plurality of relay servers

capable of communicating with one another.

Brief Description of the Drawings
[0018]

FIG. 1 is a schematic view showing an overall configuration of a relay
communication system.,

FIG. 2 is a block diagram showing a configuration of a first relay server.

FIG. 3 is a block diagram showing a first client terminal.

FIG. 4 is a block diagram showing a configuration of a fifth client terminal.

FIG. 5 is a view showing a schematic configuration of relay group
information.

FIG. 6 1s a view showing a detailed configuration of the relay group
information.

FIG. 7 is a view showing a schematic configuration of relay server
information.

FIG. 8 is a view showing a detailed configuration of the relay server
information.

FIG. 9 is a view showing a schematic configuration of client terminal



information stored in the first relay server. FIG 10 is a view
showi ng a schematic configuration of client termnal information stored in
a second relay server. FIG 11 is a view showi ng a schematic
configuration of client termnal information stored in a third relay
server. FIG 12 is a view showing a schematic configuration of VLAN
devi ce information. FIG 13 is a view showing a detailed
configuration of the VLAN device infornmation. FIG 14 is a view
showi ng a schematic configuration of VLAN group information. FIG 15
i s a viiefsrghowmgosedat did Rekt eolafyiguvat i on of the VLAN group information.
FIG 16 is a chart showing a fl ow of process regardi ng construction of a
relay group. FIG. 10 is a view showing a schematic configuration of client terminal
information stored in a second relay server.
FIG. 11 is a view showing a schematic configuration of client terminal
information stored in a third relay server.
FIG. 12 is a view showing a schematic configuration of VLAN device
information.
FIG. 18 is a view showing a detailed configuration of the VLLAN device
information.
FIG. 14 is a view showing a schematic configuration of VLAN group
information.
FIG. 15 is a view showing a detailed configuration of the VLAN group
information.
FIG. 16 is a chart showing a flow of process regarding construction of a relay
group.
FIG. 17 is a view showing a detailed configuration of relay server
information before exchange.
FIG. 18 is a view showing a detailed configuration of relay server
information before exchange.
FIG. 19 is a view showing a detailed configuration of relay server
information before exchange.
FIG. 20 is a chart showing a flow of process regarding sharing of the relay

group information and the relay server information.

FIG. 21 is a chart showing process regarding sharing of the VLAN device



FIG 17 is a view showing a detailed configuration of relay server

i nformati on before exchange. FIG 18 is a view showing a detailed
configuration of relay server information before exchange. FIG 19
is a view showing a detailed configuration of relay server information

bef ore exchange. FIG 20 is a chart showing a flow of process
regardi ng sharing of the relay group information and the relay server
information. FIG 21 is a chart show ng process regarding sharing of the
VLAN device information and the VLAN group information. FIG 22 is a view

show ngnéirnexanphed ofie &i.A08 tadhp sifetn¥idN session. Best Mdes for Carrying
out the Invention [0019]

FIG. 22 is a view showing an example of an established VLAN session.

Best Modes for Carrying out the Invention
[0019]

[First Embodiment]

0. Summary of this embodiment

In a relay communication system in this embodiment, client terminals
become capable of communicating as VLLAN devices with one another beyond a
WAN through a plurality of relay servers which realize a function similar to that of
a hub.

[0020]
1. Overall configuration of relay communication system

A description will be made below of embodiments of the present invention
while referring to the drawings. FIG. 1 shows an overall configuration of a relay
communication system. The relay communication system is composed of a first
LAN 1, a second LAN 2, a third LAN 3, and a WAN 4. The first LAN 1, the second
LAN 2 and the third LAN 3 are small-scale networks constructed remotely from one
another. The WAN 4 is a large-scale network such as the Internet.

As will be described later in detail, a first relay server A of the first LAN 1, a
second relay server B of the second LAN 2, and a third relay server C of the third
LAN 3 constitute a first relay server group.

[0021]
The first LAN 1 includes a fourth LAN 6 and a fifth LAN 7, which are



[[First Enbodinment] 0. Summary of this enbodi nent In a relay

conmmuni cation systemin this enbodi nent, client term nals becone capabl e of
comuni cati ng as VLAN devices with one another beyond a WAN t hrough a
plurality of relay servers which realize a function simlar to that of a
hub. [0020] 1. Overall configuration of relay comunication system A
description will be nade bel ow of enbodi nents of the present invention
while referring to the drawings. FIG 1 shows an overall configuration of a
relay communi cati on system The relay conmuni cation systemis conposed of a

first leAhhdcted t6eaeetHoANy2a fidstt dbncdalbiiNpdse anated SNNn4he TherthiILs d.AN 1,
the second LAN 2 and the third LAN 3 are small -scal e networ ks construct ed

r enot elieffiremdae sanet Renm. firkhelitiNednlifaPAl ahder gl @rietwRakioauch as the
| nt er net . As will be described later in detail, a first relay server

A of t hgsfirivhiint lANeloonReSRAADGnERIRYLSET YL B figfh LRAS 3£ e0dniANeAt and a
third relay server C of the third LAN 3 constitute a first relay server
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I C ar e

instrument 11 are connected to one another.
[0022]

In the second LAN 2, the second relay server B, a third client terminal Bl, a
fourth client terminal B2 and a fourth communication instrument 14 are connected
to one another.

[0023]

The third LAN 3 includes a sixth LAN 16, a seventh LAN 17 and an eighth
LAN 18, the sixth LAN 16 and the seventh LAN 17 are connected to each other by a
second general-purpose router 19, and the sixth LAN 16 and the eighth LAN 18 are
connected to each other by a third general-purpose router 21. The third relay
server C belongs to the sixth LAN 16. In the seventh LAN 17, a fifth client
terminal C1 and a fifth communication instrument 22 are connected to each other.
In the eighth LAN 18, a sixth client terminal C2 and a sixth communication
instrument 23 are connected to each other.

[0024]

The first client terminal Al, the second client terminal A2, the third client
terminal B1, the fourth client terminal B2, the fifth client terminal C1 and the sixth
client terminal C2 are, for example, personal computers. The first communication
instrument 9, the second communication instrument 10, the third communication

instrument 11, the fourth communication instrument 14, the fifth communication

10



connected to each other by a first general -purpose router 8. In the fourth
LAN 6, the first relay server A a first client termnal Al and a first
comuni cation instrunment 9 are connected to one another. In the fifth LAN
7, a second client termnal A2, a second comrunication instrunent 10 and a
third conmuni cation instrument 11 are connected to one another. [00221

In the second LAN 2, the second relay server B, a third client termnal Bl
a fourth client termnal B2 and a fourth comrunication instrunment 14 are
connected to one another. [00231 The third LAN 3 includes a sixth
LAN 16, inatraewentdd draNHe/siatidcanmeimgditiv i ANthBnenth2d srxilo BNeXamaude t he
seventh LAN 17 are connected to each other by a second general - purpose

rout er pk9soraidobpetsisxth LAN 16 and the eighth LAN 18 are connected to each
other by a third general - purpose router 21. The third relay server C

bel ongq40t®5]t he sixth LAN 16. In the seventh LAN 17, a fifth client term nal
C and a fifth comrunication instrunment 22 are connected to each other. In

the eighth LANeX¥Bist delsl xbhvealA @Rt sbeyill Rdhy C&an®B andikd thie@ WM Labdon
instrunment 23 are connected to each other. [0024] The first client

term nak yAhy cbﬂ(ﬁa@zﬁ‘é@ﬁén Gk tHe €T3t Bﬁénh“(?emﬁﬁﬁlAb,iﬁlﬁ Lkbdentlidey m nal _ Bl ,
the fourth client termnal B2, the fifth client termnal Cd and the sixth

client ttRhMNA2, (Re AR clicht BXANBLER 1PAHSHNRhL EQMUeehSnal TR thefSth
communi cation instrunent 9, the second comuni cati on i nstrunent 10, the

third coeRYM:ERLhOO 1At (He@Rh ddentttBemiourdh comawHIGat icdsyd nstrunment 14,
the fifth communication instrument 22 and the sixth comrunication
| NSt URBHM#SicatiSn AnSthe {1 fi:2% SERNSerRET S0 cCORPULIRY Sertc?T2ahd the
third relay server C.
[0026]
Note that communication protocol used among the first relay server A, the
second relay server B and the third relay server C is not particularly limited.
[0027]
2. Constituent elements of relay servers
The relay servers are connected not only to the LANs but also to the WAN.
The relay servers are capable of communicating with each of the client terminals
connected to the same LANs, and in addition, are capable of communicating with
the relay servers located in the other I.LANs. Therefore, in addition to a private IP
address, a global IP address is assigned to each of the relay servers.
[0028]
FIG. 2 shows constituent elements of the first relay server A.
The first relay server A includes a LAN interface 121A, a WAN interface

121B, a control unit 122, a database storage unit 123, and a display device 141.
[0029]

11



The first relay server A the second relay server B and the third relay
server C relay comruni cation anong the first client termnal A, the second
client termnal A2, the third client termnal Bl, the fourth client

termnal B2, the fifth client termnal C and the sixth client term nal C2.
The WAN 4 rel ays conmuni cation anong the first relay server A the second
relay server B and the third relay server C. [0026] Not e t hat
comuni cation protocol used anong the first relay server A the second
relay server B and the third relay server Cis not particularly limted.

[0027] 2. Comstidibgmnhe phREENIB aQfirdse] ehe BANENRS face 121A pdftermel ay servers
are connected not only to the LANs but also to the WAN. The rel ay servers

are capableudicationTiith €Bé kaign alhireaehfieh 1141 1] Rt Wiher Mtaafase ganBect ed to
the same LANs, and in addition, are capable of comunicating with the relay

ser ver evRfatetrMuhiiatRhhesh ANSYA Thehefends tidpiandi tH sadigsa private |P

address, a global |IP address is assigned to each of the relay servers.
[0028] [Bb&w] 2 shows constituent elements of the first relay server A
The first relay server Aincludes a LAN interface 121A, a WAN interface

142&5 | gogg]nt e ddRtiol hddh 122 HAtARaSen Sk 0k a0 WakinglR3wti8Ad t@pdisphay device

control and arithmetic operations, and is capable of executing a variety of
processing based on programs loaded thereon. The control unit 122 is a processing
unit that controls various communications performed through the LAN interface
121A and the WAN interface 121B, and the control unit 122 controls a variety of
communication processing that follows protocols such as TCP/IP, UDP, and SIP.
Moreover, the control unit 122 creates or updates information to be stored in the
database storage unit 123. The control unit 122 includes a VLAN group
information creation unit 131, a VLAN session establishment unit 132, a VLAN
connection function control unit 133, and a VLAN device information update unit
134. The VLAN group information creation unit 131 creates VLAN group
information, and stores the created VLAN group information in a VLAN group
information storage unit 128. The VLAN session establishment unit 132
establishes a VLAN session, which allows the client terminals to function as VLAN
terminals, for each group indicated in the VLLAN group information while referring
to relay server information. The VLAN connection function control unit 133
validatesfinvalidates a VLAN session function for each group indicated in the VLAN
group information. The VLAN device information update unit 134 updates VLAN
device information in response to a change of a status of an interface of each of the

client terminals. Details of the rvelay server information, the VLAN device

12



By using the private I P address, the LAN interface 121A perforns

conmmuni cation with the termnals in the first LAN 1. The WAN interface 121B
performs conmmuni cation with the WAN 4 by using the global |P address.

[ 0030] The control unit 122 is, for exanple, a CPU having functions
to performcontrol and arithnetic operations, and is capable of executing a
variety of processing based on prograns | oaded thereon. The control unit
122 is a processing unit that controls various comrunications perforned

t hrough the LAN interface 121A and the WAN interface 121B, and the control
uni t 123fwaniticl snd thalVletly goduc diformibtiah ivall lpr desesibeddatehat f ol | ows
protocols such as TCP/I P, UDP, and SIP. Mreover, the control unit 122
creat edoogllupdates information to be stored in the database storage unit
123. The control unit 122 includes a VLAN group information creation unit
131, a VLAN gessi@abesd sblighient128nktfol 32am1d /& AN cCdishee td wimvolkglei on
control unit 133, and a VLAN device information update unit 134. The VLAN
group iRART, Rl BRaphGAldFfoG b vhSiktEbPabRs VANIghbUg sidtagemahitaR3 and
stores the created VL group information in a VLN group information storage
uni t 128clukRs aMley SR 9fo:@eitRdi bohagNtinitnid4, 1321858cabbi SifeSnativh AN
session, which allows the client termnals to function as 1/LAN term nal s,
for eachiofHg@uphit N95CatBENT f2riniRa MATh:.GE Qlidh gmggmhﬁm&v@iWAmﬂ@ﬁ@d ng to
relay server information. The VLAN connection function control unit 133

val i datig&hiniuad,d datese anNLAN, 8885 PRANIBRIUOMIE .08 2 18RE Broghgdanitndigcat ed in
the VLAN group information. The VLAN device information update unit 134

updat es VLAN Ni@¥it68t, IsHQr iRk OReh 18 SSRONSE HeQieBo e 3618 § sOfved Bhallyhe Of an
interface of each of the client termnals. Details of the relay server

i nf or mat i Qyel b e Mo SRVEIGR1a tRFBHEBLE Q1 BNAY 1EDE MO A oERsdrHfteyat i on
w |l be described |ater. [0031] The dat abase storage unit 123 is,
for exqﬁk¥ gigoﬂﬁﬁgddisk or a nonvolatile RAM and is capable of storing a
variety o ata. The database storage unit 123 includes a relay group

i nfor pey storage unit 124, a relay server information storage unit 125,
a client termnal information storage unit 126, a VLAN device information

St 0r 390, s k27 At VLAY GAUALEAEr MR on storage unit 128,

Note that, since constituent enents of the second relay server B and the

L 120 S ey b8 g hese-lasberf s A atlienyd,
term naclfsche client terminals is, for example, a personal computer to be used by the user
for daily business operations. To each of the client terminals, a private IP address
is assigned, which is uniquely managed in a same LAN.
[0033]
FIG. 3 shows constituent elements of the first client terminal A1. The first
client terminal Al includes a LAN interface 221, a control unit 222, a database
storage unit 223, and a display device 241.
[0034]
The LAN interface 221 performs communication with the first relay server A

and other terminals in the first LAN 1 by using the private IP address.

[0035]
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Each of the client termnals is a termnal directly operable by a user.
Each of the client termnals is, for exanpl e, a personal conputer to be
used by the user for daily business operations. To each of the client
termnals, a private | P address is assigned, which is uniquely managed in a
sanme LAN. [0033] FIG 3 shows constituent elenments of the first
client termnal Al. The first client termnal A includes a LAN interface
221, a control unit 222, a database storage unit 223, and a display device

241. [0034] The LAN interface 221 perforns comuni cation with the
first relay J@evwent®lantt Mmhel fdresxainnde sa OPT having Binctidhk o pyrfushng t he
private | P address. [00351 The control unit 222 is, for exanple, a

CPU havtoagrol HRdtarihsdte @RELO6MR, conlt kehpabld deikbhunktid 6 vapetabf ons, and is
capabl e of executing a variety of processing based on prograns | oaded

t her eoproddi@irOd dedl onthfic 222 lbsdel He06@SSI Tl thtittoltat 22208 A PhrScaéaingous
communi cations perfornmed through the LAN interface 221, and the control

uni t 223zif Gt @nSrds VaFibes Yo SR CRlf @Y £16088h RBe ThaY ihekfeus
protocols such as TCP/IP, UDP, and SIP. The control unit 222 includes a LAN

driver 2251anaihéBoR@ekehitRocRssiolda Waklet? 82eo@mrAL SRS RB:HOALRA uNi t
254, a medi a session control unit 255, a client comunication control unit
256, angléwt brstocol AbKHLE RTP/2B ATDIPORRORIP.  The control unit 222 includes a
AN driver 251, an IP packet processing unit 252, a VLAN session control unit 254,
a media session control unit 255, a client communication control unit 256, and a
first VLAN driver 257.
[0036]
The LAN driver 251 is driver software that controls the LLAN interface 221.
[0037]
The IP packet processing unit 252 analyzes a communication packet
received from the LAN driver 251, outputs the communication packet to the VLLAN
session control unit 254 if the communication packet includes data regarding the
VLAN session, outputs the communication packet to the media session control unit
255 if the data concerned is data regarding a usual media session, and outputs the
communication packet to the client communication control unit 256 if other data is
included therein. Moreover, on the contrary, the IP packet processing unit 252
outputs data received from each of the control units, as IP packets to the LAN
driver 251.
[0038]
The VLAN session control unit 254 allows a specific media session to

function as the VLAN session. Specifically, the VLAN session control unit 254
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The LAN driver 251 is driver software that controls the LAN interface 221

[ 0037] The | P packet processing unit 252 anal yzes a conmuni cati on
packet received fromthe LAN driver 251, outputs the conmuni cation packet
to the VLAN session control unit 254 if the comruni cati on packet includes
data regardi ng the VLAN session, outputs the conmunication packet to the
nmedi a session control unit 255 if the data concerned is data regarding a
usual nedia session, and outputs the comunicati on packet to the client
conmmuni cation control unit 256 if other data is included therein. Mreover,

on the g@phiaheg, ddtheo ke PRSKPLADN @6esSLRPbEMd 02 adiAubPM SC ddldaedsecei ved
fromeach of the control units, as I P packets to the LAN driver 251. [0038]

The VLAN-s@s8iigRhedat4 0l unit 254 allows a specific nedia session to
function as the VLAN session. Specifically, the VLAN session control unit
254 oyhpyd)s the data to the first VLAN driver 257 based on a virtual MAC
address included in the data. [00391 The first VLAN driver 257

functions as g usualTHON EiVe¢ @57 finkfiend hé §lusGhi BAN BEKEF fRthMirst Hi@nf1 T St
VLAN driver 257 corresponds to a predeterm ned virtual MAC address. [00401
terminal Al. The first VLAN driver 257 corresponds to a predetermined virtual
MAC address.
[0040]
The media session control unit 255 controls the usual media session. The
client communication control unit 256 processes packets other than those of the
VLAN session and the usual media session.
[0041]
Moreover, the control unit 222 creates or updates the following information
to be stored in the database storage unit 223.
[0042]
The database storage unit 223 is, for example, a hard disk or a nonvolatile
RAM, and is capable of storing a variety of data. The database storage unit 223
includes a relay group information storage unit 224, a relay server information
storage unit 225, a client terminal information storage unit 226, a VLAN device
information storage unit 227, and a VLAN group information storage unit 228.
[0043]
FIG. 4 shows constituent elements of the fifth client terminal C1. The fifth
client terminal C1 includes a LAN interface 321, a control unit 322, and a database

storage unit 323. The LAN interface 321 performs communication with the third

relay server C and other terminals in the third LAN 3 by using the private IP
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The nedia session control unit 255 controls the usual nedia session. The
client comunication control unit 256 processes packets other than those of

t he VLAN session and the usual nedia session. [00411 Mor eover, the
control unit 222 creates or updates the following information to be stored
in the database storage unit 223. [00421 The dat abase storage unit

223 is, for exanple, a hard disk or a nonvolatile RAM and is capabl e of
storing a variety of data. The database storage unit 223 includes a relay
group information storage unit 224, a relay server information storage unit
225, a xldrest terminal information storage unit 226, a VLAN device
information storage unit 227, and a VLAN group infornmation storage unit

228. [doas4l FIG 4 shows constituent elenents of the fifth client
termnal C. The fifth client termnal C includes a LAN interface 321, a
control unit T32Xfthrtent thatrihakb€1 44 diffgentifioin 823firsthfichAbeiinnhat Adde 321
perfornms comrunication with the third relay server C and other termnals in

t he t hithdt tAdYe3rbyplusdING A Nalipvdredh ehé BftladitnessrmQ0424]. The fifth
client termnal C is different fromthe first client termnal A in that
there are pl @l coMb AN 1 §8T BrdliddshefifdtfVhASI defér 35T, Mndad s€dond VLAN
driver 358. Kach of the first VLAN driver 357 and the second VLAN driver 358
functions as a usual LAN driver in the fifth client terminal C1. The first VLAN
driver 357 and the second VLAN driver 358 correspond to virtual MAC addresses
different from each other.
[0045]
4. Specific example of relay group information
FIG. 5 shows a schematic configuration of relay group information 20. The
relay group information is information indicating an outline of each relay group in
the relay communication system. FIG. 5 shows that a first relay group is composed
of the first relay server A, the second relay server B and the third relay server C.
[0046]
FIG. 6 shows a detailed configuration of the relay group information 20.
The relay group information 20 is composed of upper information 201 and lower
information 202.
[0047]
The upper information 201 is information of the first relay group itself.
“group id” indicates identification information of the relay group. “lastmod”
indicates a latest update time of the relay group information. “name” indicates a

name of the relay group.
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The control unit 322 includes a first VLAN driver 357, and a second VLAN
driver 358. Each of the first VLAN driver 357 and the second VLAN driver
358 functions as a usual LAN driver in the fifth client termnal C. The
first VLAN driver 357 and the second VLAN driver 358 correspond to virtual
MAC addresses different fromeach other. [0045] 4. Specific exanple of
relay group information FIG 5 shows a schematic configuration of
relay group information 20. The relay group information is information

i ndicating an outline of each relay group in the relay comunication
system[OF4&. 5 shows that a first relay group is conposed of the first
relay server A, the second relay server B and the third relay server C.
[0046] FI G @helowsr nfdehatibad@0@dninpumatioaneghrdihe thelfiayt gigupeivel dr, mat i on
20. The relay group information 20 is conposed of upper information 201 and
| ower ithteeemid elaRvel B04d the third relbaeuppel. | ffieridatndioate@l is
information of the first relay group itself. "group id" indicates

i dent i fideadifietidmirdormaiion o6thd hday ebwyrgroup. "l astnod” indicates a | atest

update tine of the relay group information. "nane" indicates a nane of the
relay dooagi. [0048]

The relay group information 20 is stored in the relay group information
storage unit 124 of each relay server. That is to say, the relay group information 20
is shared among the first relay server A, the second relay server B and the third
relay server C. Moreover, the relay group information 20 is also shared between
each relay server and each client terminal. For example, the relay group
information 20 is stored in the relay group information storage unit 224 of the first
client terminal Al and the relay group information storage unit 324 of the sixth
client terminal C2.

[0050]
5. Specific example of relay server information

FIG. 7 shows a schematic configuration of relay server information 30. The
relay server information is information indicating an outline of the relay servers
and the client terminals, which compose the relay communication system.

[0051]

As shown in FIG. 7, the first client terminal Al and the second client
terminal A2 are connected to the first relay server A. The third client terminal Bl
and the fourth client terminal B2 are connected to the second relay server B. The
fifth client terminal C1 and the sixth client terminal C2 are connected to the third

relay server C.
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The lower information 202 is information regarding the flrst rel ay server
A, t he second relay server B and the third relay server C. "site id"
indicates identification information of the relay servers. [00491

The relay group information 20 is stored in the relay group information
storage unit 124 of each relay server. That is to say, the relay group
information 20 is shared anong the first relay server A the second rel ay
server B and the third relay server C. Mdreover, the relay group
information 20 is al so shared between each relay server and each client

t er mi ndD05Hor exanple, the relay group information 20 is stored in the
relay group information storage unit 224 of the first client termnal Al
and t he rel afIg: Suhoivafodemiledrosfignagenust thed2dayoderteirgbxh htich i3ént

term nal 02. [00501 5. Specific exanple of relay server information

FI G 7 Bhovdanseske bt acionf 3(0israhipare O bf tppayirdenyetion BDor@di ohadd. The
relay server information is information indicating an outline of the relay
server 30dR3| drielodlerénfortreftiinn@05 1, 3¢E-2hndodgmwse the rel ay conmuni cation
system [00511 As shown in FIG 7, the first client termnal A and
the sedoopsi3lclient term nal A2 are connected to the first relay server A
The third client termnal Bl and the fourth client termnal B2 are

connect ed toH:kB eEondpELldyBativersoB:1, Boa-4 bh30etd Rnbfhetaticral G and
the sixth client ternminal C2 are connected to the third relay server C.
[ 00521 yegarding the relay server. “site id” indicates identification information of the
relay server. “name” indicates a name of the relay server. “stat” indicates
information as to whether or not the relay server is activated.
[0054]
Each of the lower information 302-1, 302-2 and 302-3 is information
regarding the client terminal. “div” indicates a division name of the client terminal.
“eroup” indicates identification information of the relay group to which the client
terminal belongs. “id” indicates identification information of the client terminal.
“name” indicates a name of the client terminal. “site” indicates identification
information of the relay server that serves as a log-on destination when the client
terminal is logged on.
[0055]
The relay server information 30 is stored in the relay server information
storage unit 125. That is to say, the relay server information 30 is shared among
the first relay server A, the second relay server B and the third relay server C.
Moreover, the relay server information 30 is shared between each relay server and
each client terminal. For example, the relay server information 30 is stored in the

relay server information storage unit 225 of the first client terminal A1 and the
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FIG 8 shows a detailed configuration of the relay server information 30.
The relay server information 30 is conposed of upper information 301-1,
301-2 and 301-3, and |lower information 302-1, 302-2 and 302-3. [00531

Each of the upper information 301-1, 301-2 and 301-3 is information
regarding the relay server. "site id" indicates identification information
of the relay server. "nane" indicates a nane of the relay server. "stat"

i ndicates information as to whether or not the relay server is activated.

[ 00541 Each of the lower information 302-1, 302-2 and 302-3 is

i nf or matlayrseregairddingatite stlrbeatinite3dn ofahe fifth elientndiroatesCa di vi si on nane
of the client termnal. "group” indicates identification information of the
relay doosgl to which the client terminal belongs. "id" indicates
identification information of the client termi nal. "name" indicates a nane
of the clientWhet thaedlay seiviees arddittatted, isderitihfihe abppeninfhfantiahidti-pf t he
relay server that serves as a | og-on destination when the client term nal

i s | og@ed-Dand[3005bhre “active”. THEF heelayel Se saeer inhor amiv0ed, 38tdtS ishbmdd in
the relay server information storage unit 125. That is to say, the relay

server InnfieheiherthdAnfosnshiess awhgtHdrerfiot Strel €} strveeivattivAted e second
relay server B and the third relay server C. Mdreover, the relay server

i nf or mafhiaest B0theesthay flapeimanhieassn spltay. server and each client
termnal. For exanple, the relay server information 30 is stored in the

relay deoygr information storage unit 225 of the first client term nal Al
and the

When client terminals are logged onto the relay servers, the identification
information of the relay servers that serve as the log-on destinations of the client
terminals is recorded in “site” of the lower information 302-1, 302-2 and 302-3.
When a client terminal is not logged onto the relay server, “site” is blank. In such
a way, the information as to whether or not a client terminal is logged onto the relay
server is shared in the entire the relay communication system.

[0058]
6. Client terminal information

FI1G. 9, FIG. 10 and FIG. 11 show client terminal information 40, 50 and 60,
respectively, as specific examples of client terminal information. The client
terminal information is information indicating details of the client terminals which
compose the relay communication system.

[0059]

“addy” is address information of a client terminal, and specifically, indicates
an IP address of the client terminal. “div” indicates a division name of the client
terminal. “expr” is expiration period information of the client terminal, and

specifically, indicates a registration expiration period of the client terminal.
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relay server information storage unit 325 of the fifth client termnal C

[ 0056] Wien the relay servers are activated, "stat" in the upper

i nformation 301-1, 301-2 and 301-3 are "active". Wen a relay server is not
activated, "stat" is blank. In such a way, the information as to whether or
not a relay server is activated is shared in the entire relay comunication
system [0057] When client termnals are | ogged onto the rel ay
servers, the identification information of the relay servers that serve as
the | og-on destinations of the client termnals is recorded in "site" of

t he | owermipgtfiatimatdOidedfZcdtion dZfo2manidn 3P a-BlaVhempatochh@htthbefighpal is not
| ogged onto the relay server, "site" is blank. In such a way, the

i nf or maki@mADeldhgahetfienn@kaftetidenGlitadn {rEbihAEbn of thoggad RRendlne rel ay
server is shared in the entire the relay communicati on system [0058] 6.

Cient “hapf@ Ralichfdsf AR the client tebh@na®, “Fhés” iARicatsh &b SswdhdTanec! i ent

termnal information 40, 50 and 60, respectively, as specific exanples of
client dRHItARhinaN OLERL1 OB ortioeh 418N of SIIBIRA: tbﬂiﬁﬁ{dﬂﬂéﬂl&gpéc’ilﬁbaﬂi;?r mation

indicating details of the Client term nals which conpose the relay
communi;galca@dl $ %88 mber of the client terminal.

[0060]

The client terminal information 40 is stored in the client terminal
information storage unit 126 of the first relay server A. The client terminal
information 50 is stored in the client terminal information storage unit 126 of the
second relay server B. The client terminal information 60 is stored in the client
terminal information storage unit 126 of the third relay server C. The client
terminal information 60 is further stored, for example, in the client terminal
information storage unit 226 of the first client terminal Al and the client terminal
information storage unit 326 of the fifth client terminal C1.

[0061]
7. VLAN device information

The VLAN device information is information composed of: the number of
VLAN interfaces owned in each of the client terminals; and the number of VLAN
interfaces in use among the VLAN interfaces. Here, when the number of owned
VLAN interfaces is set at zero, it indicates that the client terminal concerned
therewith does not function as a VLAN terminal.

[0062]
FIG. 12 shows a schematic configuration of VLAN device information 70.

The VLAN device information 70 is divided into first VLAN device information 71-1,
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[0059] "addr" is address information of a client termnal, and

specifically, indicates an | P address of the client termnal. "div"
indicates a division nane of the client termnal. "expr" is expiration
period information of the client term nal, and specifically, indicates a
regi stration expiration period of the client termnal. "group"” indicates
identification information of a relay group to which the client term nal

bel ongs. "id" indicates identification infornmation of the client termnal.
"nane"” indicates a nane of the client termnal. "pass" indicates a password

of t he sebdrehVLASY diviab infopmmtioni Al -pattird LA EeVioa iebrinhéioal ileftfotiethn nal ,
and specifically, indicates a port nunber of the client termnal. [00601
The cl NEpANt daviitenialforinmd tasr@ L 140 fifdOVLADN tlevied informbaéioal Tlehtintl edtdhMaLAN
information storage unit 126 of the first relay server A The client

t er m nalevidefiaforatdtoon $06is stored in the client terminal information
storage unit 126 of the second relay server B. The client term nal

i nformdpoe® 60 is stored in the client termnal information storage unit
126 of the third relay server C. The client terminal information 60 is

further storduhe ffi0f VEXENRIeQiceliffdrigtBIn BN ih&ichtdathel Mivbomed DB Sh@sage
unit 226 of the first client termnal Al and the client term nal

i nf or mefeh il StOtRIBuRBEr oBRGethcddil: fdd Ml fixeptlibet BradhalChl. [BOBLL 7.
VLAN devi ce i nformati on The VLAN device information is information

conpos eds@fthe tthenPaindrerwiafd ibtbABbdsnk @ht 258S tRNABEhHed cf acRrRled Neusd ient
termnals; and the nunber of VLAN interfaces in use anong the VLAN

interfages. Here, when the nunmber of owned VLAN interfaces is set at zero,
it indicates that the client term nal concerned therewith does not function
as a Vlgdkdler m nal

The second VLAN device information 71-2 indicates the number of
interfaces owned and the number of interfaces in use in the second client terminal
A2. In this case, the number of owned interfaces is one, and the number of
interfaces in use is zero.

[0065]

The third VLAN device information 71-3 indicates the number of interfaces
owned and the number of interfaces in use in the third client terminal B1. In this
case, the number of owned interfaces is one, and the number of interfaces in use is
ZEro.

[0066]

The fourth VLAN device information 71-4 indicates the number of interfaces
owned and the number of interfaces in use in the fourth client terminal B2. In this
case, the number of owned interfaces is zero, and the number of interfaces in use is
not recorded. This indicates that the fourth client terminal B2 does not function as

a VLAN terminal.
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[00621 FIG 12 shows a schematic configuration of VLAN device
information 70. The VLAN device information 70 is divided into first

VLANi ce information 71-1, second VLAN device information 71-2, third VLAN
device information 71-3, fourth VLAN device information 71-4, fifth VLAN
device information 71-5 and sixth WAN device information 71-6. [00631

The first VLAN device information 71-1 indicates the nunber of interfaces
owned and the nunber of interfaces in use in the first client termnal Al.
In this case, the nunber of owned interfaces is one, and the nunber of
interfd6667lin use is zero. [00641 The second VLAN device
information 71-2 indicates the nunber of interfaces owed and the nunber of
i nterfaces i MhesefthVIitAN detendfai aidn 7eHnndidatd&2thd mubhbesotaserfatdie
nunber of owned interfaces is one, and the nunber of interfaces in use is

zero. [@6hEland the numbae of hitedfaVbAM devircehd fifthrchieht emihaBCindigahis t he
nunber of interfaces owned and the nunber of interfaces in use in the third

client daesniheaduBber dfviiddirtasced Rawsyaherhehuavmedfiintefdiases uks ione,
and the nunber of interfaces in use is zero.

one.
[0068]

The sixth VLAN device information 71-6 indicates the number of interfaces
owned and the number of interfaces in use in the sixth client terminal C2. In this
case, the number of owned interfaces is two, and the number of interfaces in use is
one.

[0069]

FIG. 13 shows a detailed configuration of the VLAN device information 70.
“vlandev id” indicates identification information of each client terminal. “if”
indicates the number of owned interfaces. “vlan” indicates the number of
interfaces in use.

[0070]
8. VLAN group information

The VLAN group information is information constructed in such a manner
that the virtual MAC addresses and virtual IP addresses, which are assigned to
respective client terminals, are divided into a plurality of groups.

[0071]

A description is now made of creation of the VLAN group information. The

VLAN group information is associated with the relay group information. When a

user selects a relay group at a terminal, the VLAN device information
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[ 00661 The fourth VLAN device information 71-4 indicates the nunber
of interfaces owned and the number of interfaces in use in the fourth
client termnal B2. In this case, the nunmber of owned interfaces is zero,
and the nunber of interfaces in use is not recorded. This indicates that
the fourth client termnal B2 does not function as a VLAN term nal [00671
The fifth VLAN device information 71-5 indicates the nunber of interfaces
owned and the nunber of interfaces in use in the fifth client termnal C
In this case, the nunber of owned interfaces is two, and the nunber of

i nt er f aoRespindiag therednés disPRGBH on the disfghe. sWiiike Mo gevileeVLANr mat i on
71-6 indicates the nunber of interfaces owned and the nunber of interfaces
i N use dieickhaf@indtioncdn 8 dispiay sfatheGlayl sertdi, she aent tehminalndetheof owned
interfaces is two, and the nunber of interfaces in use is one. [0069]

FIG 13oshousicatidetiaith-ethegonhiegiteatdivide©thd teentltANniesMi detd apbrmadity ofi 70.
"vl andev id" indicates identification information of each client term nal.

i E T Rdbegad, @Betdde duahes tied Vounedround arfbaaesion! vBpeacificitl, bakeboh e nunber
of interfaces in use. [00701

instruction from the user, the control unit of the relay server creates the VLAN

group information, and stores the created VLAN group information in the VLAN

group information storage unit.

[oo72l

FIG. 14 shows a schematic configuration of VLAN group information 80.
The VLAN group information 80 is divided into a VLAN group A and a VLAN group
B. The first client terminal Al and the sixth client terminal C2 belong to the
VLAN group A. The second client terminal A2, the third client terminal Bl and
the fifth client terminal C1 belong to the VLAN group B.

[0073]

Moreover, the VLAN group information includes, as attribute information,
the virtual MAC addresses and virtual IP addresses of the respective client
terminals. The virtual MAC addresses and the virtual IP addresses are
automatically assigned, in a way such that no repeated addresses are included in a
same VLAN group at the time when the VLLAN group information is created.

[0074]

FIG. 15 shows a detailed configuration of the VLAN group information 80.

The VLAN group information 80 includes’ upper information 801-1 and 801-2; and

lower information 802-1, 802-2, 802-3, 802-4 and 802-5.

[0075]



8. VLAN group information The VLAN group information is information
constructed in such a manner that the virtual MAC addresses and virtual |IP
addresses, which are assigned to respective client termnals, are divided
into a plurality of groups. [0071] A description is now nade of
creation of the 1/LAN group information. The VLAN group information is
associated with the relay group information. Wien a user selects a relay
group at a termnal, the 1/LAN device information corresponding thereto is
di spl ayed on the display. While |ooking at the VLAN device information on
the display Ghetupperehfymsdiongs informationargardingithalViehNtdreupontuaadat i on
instrunment, the user divides the client termnals into a plurality of

gr oups ofthenepyr orfeahatign 80é- MiANSH L G fviantorumatd” ondicSpecdengication based on
an instruction fromthe user, the control unit of the relay server creates
t he VLAMwghoitpon of thef@tAbgroapd Stetresd’t neliciteat éatevt Apd geotmmeiafiftbe mat i on
in the VLAN group information storage unit. [00721 FIG 14 shows a
schematVICABloftougunéirionical.  VhAMel fodipatasfonambiof nh8 VLAMerdMyAN gr oup
information 80 is divided into a VLAN group A and a VLAN group B. The first
client [perehi nal Al and the sixth client terminal C2 belong to the VLAN
group A. The second client termnal A2, the third client termnal Bl and

the fifth cl ienrtlover MfbahaGonheiwbgnteiohhesMdAhe ghedhel: te8073]. In
Mor eover, the VLAN group information includes, as attribute information,

t he vi rdadnlof MACIaadT iessesatandsg1t sed-2| BoaddsessiesndBO e “d@sidéct i ve client
termnals. The virtual MAC addresses and the virtual | P addresses are

aut omatih@fakes @Asatigiogdon informwaynifehe thaht fenfiapeatathcadidiesses: BeC
included in a sane VLAN group at the tine when the VLAN group information
i's creagi®Bess of the client terminal. “ip” indicates an IP address of the client terminal.
[0077]
9. Initial setting
With reference to the sequence chart of FIG. 16, a description is now made
of initial setting of the first relay group. Specifically, FIG. 16 shows a flow of
process regarding creation of the relay group information, the relay server
information and the client terminal information.
[0078]
9-1. Creation of account
An administrator of the first relay server A creates accounts for users of the
first client terminal Al and the second client terminal A2 (Step S1, Step 82!
Create_Account()). An administrator of the second relay server B creates accounts
for users of the third client terminal B1 and the fourth client terminal B2 (Step 83,
Step S4: Create_Account()). An administrator of the third relay server C creates

accounts for users of the fifth client terminal C1 and the sixth client terminal C2

(Step S5, Step S6: Create_Account().
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[ 0074] FIG 15 shows a detailed configuration of the VLAN group
informati on 80. The VLAN group information 80 includes: upper information
801-1 and 801-2; and | ower information 802-1, 802-2, 802-3, 802-4 and
802-5. [00751 The upper information is information regarding the
VLAN group. In each of the upper information 801-1 and 801-2, "vlangroup
id" indicates identification information of the VLAN group. "Il astnod”
indicates a | atest update time of the VLAN group information. "nane"

i ndi cates a nane of the VLAN group. [00761 The lower information is
i nfor 0@ regarding the client terminal. In each of the lower information
802-1, 802-2, 802-3, 802-4 and 802-5, "dev id" indicates identification

i nformati on @f théebevd-éedcribedmredss, thekitstiratiycatresr A cMiCeaddd essrenfa t he
client termnal. "ip" indicates an |IP address of the client term nal.

[ 00771 r8layl seirtérainfeehtting (described Witeh). r &fter @nord trelayhersaddencgechadt of
FIG 16, a description is now nade of initial setting of the first relay

group. stpeeisfietat batveFiGorhotishdisscaibkeidutad. Prioc dsisd regardirng Creaiteon of
the relay group information, the relay server information and the client
t er m nand fb@iamtdlon sef@@ T8brmation (described later). Moreover, the first relay
server A creates and stores a client terminal information, the second relay server B
creates and stores a client terminal information, and the third relay server C
creates and stores a client terminal information.
[0080]
FIG. 17, FIG. 18 and FIG. 19 show relay server information 31-1, relay
server information 31-2 and relay server information 31-3, respectively. The relay
server information 31-1 is the information created and stored by the first relay
server A. The relay server information 31-2 is the information created and stored
by the second relay server B. The relay server information 31-3 is the information
created and stored by the third relay server C.
[0081]
FIG. 17 shows the relay server information 81-1. Upper information 311-1
ig information about the first relay server A. As “site 1d”, “serverA@relay.net” is set.
As “name”, “serverA” is set. As “stat”, “active” 1s set.
[0082]
Lower information 312-1 is information about the first client terminal A1
and the second client terminal A2.

[0083]

The information about the first client terminal Al is as follows. As “div”,



9-1. Creation of account An adm ni strator of the first relay server
A creates accounts for users of the first client termnal A and the second
client termnal A2 (Step Si, Step S2: Create Accounta An adm nistrator of
the second relay server B creates accounts for users of the third client
termnal Bl and the fourth client termnal B2 (Step S3, Step $4:
Create_Accounto). An adm nistrator of the third relay server C creates
accounts for users of the fifth client termnal O and the sixth client
termnal C2 (Step 55, Step S6: Create_AccountO). [00791 In the
above- ddsctishet phAseégssip”tRO0TD4341338DaPsamevareAyoretaisestandsSidres a
relay server information (described later). The second relay server B

cr eat es‘chomt Sslt@itcesedd relbayeteiswet. | Af GrameT, Goli¢mddslCris batd IMdterthat,The third
relay server C creates and stores a relay server information (described

| at er) .FIkbrigoVenyetdeclby.nst” isekbhys Sete/ewhicicirelataass anat dieorses ofitled fiestt
termnal information, the second relay server B creates and stores a client

t er m nalienhtt@mmmai AN, is dsxtetimtt bhe Arstaledyy sarvven; Bosreat s reditysther es a
client termnal information. [00801 FIG 17, FIG 18 and FIG 19

show r ebay” Beilugk atnf gapabf Step3 1Y, to 86 ayFs@r v&r i nformation 31-2 and rel ay
server information 31-3, respectively. The relay server information 31-1 is
t he i nflopgati on created and stored by the first relay server A The rel ay

server information 31-2 is the information created and stored by the second

rel ay server e ihh@nieiayabalivie sebdl faditaRrdind ASid hefolller makican”,
created and stored by the third relay server C. [00811
“dev” is set. As “group”, “20070402133100@serverA.relay.net” is set. As “id”,
“clientA2@serverA.relay.net” is set. As “name”, “clientA2” is set. Note that the
description for “site” is similar to that of the first client terminal Al.
[0085]

Contents of the relay server information 31-2 and the relay server
information 31-3 are similar to those of the relay server information 31-1, and
accordingly, a description thereof is omitted.

[0086]
9-2. Creation of relay group information

In FIG. 16, the first relay server A requests the second relay server B to
construct a group of the relay communication system (Step S7: Set_Group(). The
first relay server A and the second relay server B create and store the relay group
information. Next, the first relay server A requests the second relay server B to
exchange the relay server information (Step S8: Exchange (db)). In such a way, the
first relay server A transmits the relay server information to the second relay server

B, and the second relay server B transmits the relay server information to the first

relay server A. The first relay server A and the second relay server B synthesize



FIG 17 shows the relay server information 31-1. Upper information 311-1 is
i nformati on about the first relay server A As "site id",
"serverA@el ay.net" is set. As "nane", "serverA"' is set. As "stat",
"active" is set. [0082] Lower information 312-1 is information about the
first client termnal Al and the second client term nal A2. [00831 The
i nformation about the first client termnal Al is as follows. As "div",
"dev" is set. As "group", "20070402133100@erverkrelay.net" is set. As
"id", "clientA @erverAselay.net” is set. As "nanme", "clientAl" is set.
Not e t htaese relaFk@vet InfolsetivertA mekay. oeet Yelpy sguterasiorsiateh, andistdwe
indicates that the user of the first client termnal A is |logged onto the
first riékaevwserlyerseeriofvewetioni n Natalthaty thoheh hei sledwi sn bhafikuat, a st age
of Steps Si to 56 of FIG 16. [0084] The information about the
second mbeewts tietitdinal thaZe bfStep B0lhhdwiep A8 didiallq eXalendd betveain thasfirst
"group”, "20070402133100@®erverAselay.net” is set. As "id",
"cl i entrAR@arrver Aasmel ihy. thetd rdlsy setver A5 ahddimether," ool dud ARcuitsd betwedNot e
that the description for "site" is simlar to that of the first client
t er m naheAkcond relay server B and the third relay server C. As a result, a common
relay server information is owned by the first relay server A, the second relay server
B and the third relay server C.
[0087]
9-3. Update of relay server information at the time of log-on operation
The user of the second client terminal A2 inputs the identification
information and password of the second client terminal A2, and logs on to the first
relay server A (Step S9: Register). The first relay server A refers to the client
terminal information, and performs user authentication for the second client
terminal A2. The first relay server A updates the client terminal information.
[0088]
Subsequently, the second client terminal A2 requests the first relay server A
to provide the relay group information and the relay server information (Step S10:
Get(). The first relay server A transmits the relay group information and the relay
server information to the second client terminal A2. The second client terminal A2
stores the relay group information and the relay server information.
[0089]
The first relay server A refers to the relay server information. When

confirming that “site” regarding the second relay server B is “active”, the first relay

server A determines that the second relay server B should be notified that the relay
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[[00851 Contents of the relay server information 31-2 and the rel ay
server information 31-3 are simlar to those of the relay server
information 31-1, and accordingly, a description thereof is omtted. [0086]
9-2. Creation of relay group information In FIG 16, the first
relay server A requests the second relay server B to construct a group of
the relay comruni cation system (Step S7: Set G oupO). The first relay
server A and the second relay server B create and store the relay group
information. Next, the first relay server A requests the second rel ay
server sBrier inkorhaaige hdebeal aydsedy eAhierdiret ndbj earyeStiepotsies thectemnge (db) ) .
In such a way, the first relay server Atransmts the relay server

i nf or matlagmsetroet Rehsetoncklae bayes énfoemaBiondnd hdee wpbdad (Bepayl s é¥otey B
transmts the relay server information to the first relay server A The
first Bl afhseevaid Alandete Bepdnds nelkdayosarthe reBysyenthegif@enatitiese rel ay
server information to nake a new rel ay server information, and store the
new r elNotestny eie firdtaeimt seaner Nal® hdtafies tHeotkghl ndhy stown G thathdefriebur e,
processes simlar to those of Step S7 and Step S8 are al so executed between

t he fi rsgtvargh@ynsiorehadbantupfiectiiiSeeh ebayosBrer C, and further, are
al so executed between the second relay server B and the third relay server
C. As dongsult, a comon relay server information is owned by the first
relay server A, the second relay server B and the third relay server C

[0087] 9-3. WpEat chfisdiBlodyhs Gimedlicndtorfiai-l o, she thied gkt efrnliagh B,
operation The user of the second client termnal A2 inputs the

i dent i fthe @ @R clidhe tdratinah BENehPASSVI6t @érh @] SHCOHMtlEd sieflh cliefgr nal A2,
and logs on to the first relay server A (Step S9: Register). The first

rel ay sefMefalAd RiafStd et R8p&dtiventeldesdiBa, thotObyakl-@, indiieh faenf o1 s user
aut hentication for the second client termnal A2. The first relay server A
updat eght helsg! de®Mrst-2E Nipdaked N Q:IBILPRayl ORBBbover, when the users of the
respective client terminals log off, the relay server information in the relay servers
are also updated in a similar way.
Moreover, the respective client terminals which have logged on are also
notified of the updates of the relay server information.
[0091]
10. Sharing of respective information
10-1. Sharing of relay group information
A description is now made of a sharing process when the information of the
relay group is changed.
In FIG. 20, when a change occurs in the first relay group, for example, the
first relay server A transmits such changed relay group information to the second
relay server B (Step S21: Set_Group (relay group information)). Then, the second
relay server B transmits the relay group information to the third client terminal Bl

and the fourth client terminal B2 (Step S21.1 and Step $21.2: Set_Group (relay
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Subsequently, the second client termnal A2 requests the first relay server
A to provide the relay group information and the relay server information
(Step S10: Get0Q). The first relay server Atransmits the relay group
information and the relay server information to the second client term nal
A2. The second client termnal A2 stores the relay group information and
the relay server information. [00891 The first relay server Arefers to the
relay server information. Wien confirmng that "site" regarding the second
relay server Bis "active", the first relay server A determ nes that the
second Frernyierpation)shdlhen ben oK 15 agtwingd fiem rasichy of dapvErrd ntlwat i on
has been updated. The first relay server A notifies the second relay server
B t hat teneinal By asdrthedowvhglient iteonnipas Biedhe spepaderslssapesBiretnges 3 0) .
The second relay server B updates and stores the relay server information.
Not e t HaK toHbeffirebrelpeicenvesdr.ver A also notifies the third relay server C
that the relay server information has been updated (Step S12: Notify 0). [0
090] [0092] When the users of the first client terminal A, the third
client termnal B, the fourth client termnal B2, the fifth client
terminal C addrebher, sh filstolel@nseitver Aitmahsi@its ltbg changel tdlay gespecti ve rel ay
servers, the relay server information in the relay servers are updated in a
si mi | arinfmynathdr eotler firspiebant tremiset 41 dBteph822 SepeGrine(reldyegouper ni nal s
log off, the relay server information in the relay servers are al so updated
in a siinfdraratimy). The firdtbrlieoy eerminaé Alespents ae O} iethe fisstmelal 2 rwhi 8h
have | ogged on are also notified of the updates of the relay server

i nf or mEFhofirst relay server A transmits the changed relay group information to the

second client terminal A2 (Step S23: Set_Group (relay group information)). The
second client terminal A2 returns an OK to the first relay server A.
[0093]

The first relay server A transmits the relay group information of the relay
communication system to the third relay server C (Step $21.3: Set_Group (relay
group information)). Then, the third relay server C transmits the relay group
information to the fifth client terminal C1 and the sixth client terminal C2 (Step
S21.3.1 and Step 521.3.2: Set_Group (relay group information)). When an OK is
returned from each of the fifth client terminal C1 and the sixth client terminal C2,
the third relay server C returns an OK to the first relay server A.

[0094]

Through the above-described process, all of the relay servers and the client
terminals share a same relay group information.
[0095]

10-2. Sharing of relay server information

A description is now made of the sharing of the relay server information.
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[ 00911 10. Sharing of respective information 10-1. Sharing of relay group
i nformation A description is now nade of a sharing process when the
information of the relay group is changed. In FIG 20, when a change
occurs in the first relay group, for exanple, the first relay server A
transmts such changed relay group information to the second relay server B
(Step S21: Set _Goup (relay group information)). Then, the second relay
server B transmits the relay group information to the third client term nal
Bl and the fourth client termnal B2 (Step S21.1 and Step S21.2: Set_ G oup
(r el ay Hepeotipe prifcosmbaritbapharivaersean fGkneworkvlieved fatdmasach &h thhe third
client termnal Bl and the fourth client term nal B2, the second rel ay
server eBenenotifisataom,Gsithmcriber 4 s agert wito sequasts Atatiio@oRification of aMor eover,
the first relay server Atransnmits the changed relay group information to
t he fi mssowiceemd teepiriatl isdn (StepvSe BsuBet 1Gtmapn(thel @iytgr ditpe
information)). The first client termnal Al returns an OKto the first
rel ay sesmereA Wihe: 4 chatga @lcays sethwestatud obitemessutchelwhangedbselayorgr oup
information to the second client termnal A2 (Step S23: Set G oup (rel ay
group imeimdraie sm)deribEhes aedhod ofthedtiartoerhy tial repdrteet urns an OK to t he
first relay server A

[0096]

The first relay server A applies for subscription of the relay server
information to the second relay server B (Step S24: Subscribe (). When a change
occurs in the condition represented by the relay server information, the second relay
server B updates the relay server information held thereby. Then, the second relay
server B transmits the updated relay server information to the first relay server A.
The first relay server A updates the relay server information using the relay server
information transmitted from the second relay server B. The first relay server A
notifies the first client terminal Al that the relay server information has been
updated (Step 825: Notify (relay server information)), and further notifies the
second client terminal A2 of the same (Step $26: Notify (relay server information)).
[0097]

Next, the first relay server A applies for subscription of the relay server
information to the third relay server C (Step $27: Subscribe ()). When a change
occurs in the condition represented by the relay server information, the third relay
server C updates the relay server information held thereby. Then, the third relay
server C transmits the updated relay server information to the first relay server A.
The first relay server A updates the relay server information using the relay server

information transmitted from the third relay server C. The first relay server A
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[ 00931 The first relay server Atransmts the relay group
information of the relay comuni cation systemto the third relay server C
(Step S21.3: Set_Goup (relay group information)). Then, the third rel ay
server Ctransmits the relay group information to the fifth client term nal
C and the sixth client termnal C2 (Step S21.3.1 and Step S21. 3. 2:

Set _Goup (relay group information)). Wien an OK is returned from each of
the fifth client terminal O and the sixth client termnal C2, the third
relay server Creturns an OK to the first relay server A [00941

Thr ougmotitesdbeviestielstti toeariprlatkdhat thielrebty sener vifaymaidpy s bapd t he
client termnals share_a sane relay group information. [00951 10-2. Sharing
of rel aypdaded Evtep F5F Metiip Areday eever priovm ationowndduethet notideshbe i ng of the
relay server information. Here, the process for the sharing uses a
f r amewsekorot claygriermordliAZ of thersans (Stee SEipe Motifpidlayx aviven infarsabwodi ber i s
an agent who requests status notification of a resource, and a reporter is
an agerP0%ho i ssues a notice on the status of the resource. Wien a change
occurs in the status of the resource during a subscription period, the
subscri ber i §heceréiddelaf sehverdhapgkebiprtshéserapoon ef thed B096kerver

information to the first relay server A (Step S30: Subscribe ()). When a change

occurs in the condition represented by the relay server information, the first relay

server A updates the relay server information held thereby. Then, the first relay

server A transmits the updated relay server information to the second relay server

B. The second relay server B updates the relay server information using the relay

server information transmitted from the first relay server A. The second relay

server B notifies the third client terminal B1 that the relay server information has

been updated (Step S31: Notify (relay server information)), and further notifies the

fourth client terminal B2 of the same (Step S32: Notify (relay server information)).

[0099]

The second relay server B applies for subscription of the relay server

information to the third relay server C (Step $33: Subscribe (). When a change

occurs in the condition represented by the relay server information, the third relay

server C updates the relay server information held thereby. Then, the third relay

server C transmits the updated relay server information to the second relay server

B. The second relay server B updates the relay server information using the relay

server information transmitted from the third relay server C. The second relay

server B notifies the third client terminal B1 that the relay server information has

been updated (Step $34: Notify (relay server information)), and further notifies the

31



The first relay server A applies for subscription of the relay server
information to the second relay server B (Step S24: Subscribe 0). Wen a
change occurs in the condition represented by the relay server informtion,
the second relay server B updates the relay server information held

t hereby. Then, the second relay server B transmts the updated relay server
information to the first relay server A The first relay server A updates
the relay server information using the relay server information transmtted
fromthe second relay server B. The first relay server A notifies the first
cli ent feerthiokgnt pproaimad Bmd thelsayﬂes@ft%SS%N@Fl)f{aaé'ﬁw yaEehisdorpdearkdd (Step
S25: Notify (relay server information)), and further notifies the second
client 8% nal A2 of the same (Step S26: Notify (relay server
infornation)%; [ 0097] Next, the first relay server A applies for
subscri pti on'Tof thins yeddiageryer (erpnlmsdenanbsshinton ¢t)e/th19h"ekajf geabely server C
(Step S27: Subscribe 0). Wien a change occurs in the condition represented
by t he infsicmatiper tpeiheisetordrgliprervend (Hiep BatePapseehadt. Vhpdat dsangae rel ay
server information held thereby. Then, the third relay server Ctransmts

t he updates inghayoseéirtwer repmésmied bprihe gelalysefversinfoehatjors dheepcond Fay f i r st
relay server A updates the relay server information using the relay server

i nf or meeiney B nadstastthedelayoservdeintmimatioe hald Servey. Ghethéhé sestndrielay
server A notifies the first client termnal Al that the relay server

i nf or metincr Basariseshs tipdapéate( Seby 828er MNdtirhyti¢n &b se Serd eelayrsbovareti on)),
and further notifies the second client termnal A2 of the sanme (Step S29:
Not i f y Tlreelhayd sany eervenfOnpdbsicenth re]a0@8yer informatihve usimgahe reklyaserser ver B
applies for subscription of the relay server information to the first relay
ser ver iAfofBiagpnS3IansiButhsd fiohe tHY) seddhdnelnycdeangeBoc Gie $himl tehey sandi (3 on
represented by the relay server information, the first relay server A

updat eswotifzsrtab diftls eiararteirmiealn@l tloa fiel ebldsherreby infdheatioh hasfheest rel ay
server Atransmits the updated relay server information to the second relay
server updathe (Sep @y : Nekdy (Seay esrvBr ipldainasionh))e anélfaythee nvaifies nhosixhi on
using the relay server information transmtted fromthe first relay server
A. The cseaptdniigbdy2sgniekaBenStéd Be8: Nbefit bkl ehveninfhenaiiag). Bl that the
relay server information has been updated (Step S31: Notify (relay server

i nformapi®ri)), and further notifies the fourth client termnal B2 of the
sane (Step S32: Notify (relay server information)). [00991 The second rel ay
server B applTiheshher resapsaiepiU gspleds foheuberaitiaesiie ehfyosaratt on to the
third relay server C (Step S33: Subscribe 0). When a change occurs in the
condi t iigforieRi@sRediRy réae seelayl (Rky 39 Shbsaabd On, Whenthilighgeel ay
server C updates the relay server information held thereby. Then, the third

r e: ay SREMENnCGhtl8R8MdrSrdptesdRERHOdhE 8ERY RevMeinfbith Msmtthetkordlag second
relay server

server A updates the relay server information held thereby. Then, the first relay
server A transmits the updated relay server information to the third relay server C.
The third relay server C updates the relay server information using the relay server
information transmitted from the first relay server A. The third relay server C
notifies the fifth client terminal C1 that the relay server information has been
updated (Step S40: Notify (relay server information)), and further notifies the sixth
client terminal C2 of the same (Step S41: Notify (relay server information)).

[0102]
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B. The second relay server B updates the relay server information using the
relay server information transmtted fromthe third relay server C The
second relay server B notifies the third client termnal Bl that the rel ay
server information has been updated (Step S34: Notify (relay server
information)), and further notifies the fourth client term nal B2 of the
sane (Step S35: Notify (relay server information)). [01001 The
third relay server C applies for subscription of the relay server
information to the second relay server B (Step S36: Subscribe 0). Wen a
change occur $hirpughtheabmiier desaribed peswas.ddieliirst helay sbaserderbiersetaicdr mat i on,
the second relay server B updates the relay server information held

t her ebyelayrrenyert Berslederidirdetcayy serverC gharedhs mipdgtedheelapderved rel ay server
information to the third relay server C. The third relay server C updates

t he relinfpreeticerinimédrtelyivomeushiarpleh eervelr agfosaraon isnfpolabed.i dlenceatken t t ed
fromthe second relay server B. The third relay server Cnotifies the fifth
cl i ent firet mlapkeSlerthahe sheondetedyy seveeB amd onevtirdmelagsseberrC gpdat ed (St ep
S37: Notify (relay server information)), and further notifies the sixth

cli ent dlenps pedspGR:tofationestsames EBtlepo3a8 eyt defryeisraaidafy pee mndrlog-on
information)). [ow ] The third relay server C applies for

subscr ispitueas of thehdiarglteym medy esnnart @l tratheorelapsédverd comsermad.ay server A
(Step S39: Subscribe 0). When a change occurs in the condition represented
by the[oeddy server information, the first relay server A updates the relay
server information held thereby. Then, the first relay server Atransmts

t he upddatddBurehayyséivermanbarsiatirgn to the third relay server C. The third
relay server C updates the relay server information using the relay server

i nformati on {hahsehid edefs omitdieadd/dstresial Aytlsetv@befor dhenbhddtioh stabay
server Cnotifies the fifth client terminal C that the relay server

i nf or mefitbe LAaSs Sethe dpdatetn(rSle s S4Gigeliahithy 16l81 @ynisaneationfyetarat i on)),
and further notifies the sixth client terminal C2 of the sane (Step $41:
Not i fy atrBE @ 6f V@b ghi¥ieF FRdH 8Bhingd, QHRZ]f the relay servers immediately

updates the relay group information, the relay server information and the client
terminal information in response to the change.
[0104]

Then, the one relay server immediately issues a notice, to the other relay
servers listed in the relay group information and the relay server information, that
the relay group information and the relay server information have been updated.
Moreover, the one relay server immediately issues a notice, to the client terminals
listed in the client terminal information, that the relay group information and the
relay server information have been updated.

[0105]

However, even if the other relay servers are listed in the relay group

information and the relay server information, the one relay server does not

immediately issue the above-described notice to the other relay servers when
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Through the above-described process, the first relay server A the second
relay server B and the third relay server C share the updated rel ay server
information i mediately when the relay server information is updated.
Hence, the first relay server A the second relay server B and the third
relay server C can always grasp activation statuses of the other relay
servers and types and | og-on statuses of the client termnals connected to
the relay servers concerned. [01031 10-3. Summary of information sharing
In the case where_an .increase/decrease in the nunber or a connection status
of the TAREMGHINERBaE thepihet ekt fareipare hnagetnionneeedsértey dborearieat i on
system at the time of recognizing such a change, one of the relay servers
i medi atemnif the ey tereindsaye fsbaskhin Hcorivat termina énfosmajione thepne
information and the client termnal information in response to the change.
[0104] relay serverHees nethienwadiatelyaysusetheerbovaraegiidbed potiss tretheaclivotti ce, to
the other relay servers listed in the relay group information and the rel ay
server tepmonatatvloen detieamining that e ghieniptermivalyatre on aanthwohaectedayaer ver
i nformati on have been updated. Mreover, the one relay server i mediately
i ssues [@1A6tice, to the client termnals listed in the client term nal
information, that the relay group information and the relay server
i nf or mati on Hawecheewappdatiethro{z0kd5egarding the Honewee/dea@eese if thde ot her
relay servers are listed in the relay group information and the rel ay
server dwhoemat tomectine somesredlthy Ly er tldodsemidermimediatledgdiiaseel t he
above-descri bed notice to the other relay servers when

time in the entire relay communication system.

[0107]
11. Creation of VI.AN device information

Next, a description is made of creation of the VILAN device information.
When the second client terminal A2 logs on to the first relay server A in Step S9 of
FIG. 16, the second client terminal A2 transmits a VLLAN device information it
holds to the first relay server A. As a result, the first relay server A stores the
VLAN device information (corresponding to 71-2 of FIG. 13) of the second client
terminal A2. In a similar way, when the first client terminal A1 logs on to the first
relay server A, the first client terminal Al transmits a VLAN device information
(corresponding to 71-1 of FIG. 13) it holds to the first relay server A. As a result,
the first relay server A stores the VLAN device information of the first client
terminal Al. In a similar way, when the third client terminal B1 logs on to the
second relay server B, the third client terminal Bl transmits a VLAN device
information (corresponding to 71-3 of FIG. 13) it holds to the second relay server B.
As a result, the second relay server B stores the VLLAN device information of the

third client terminal B1. In a similar way, when the fourth client terminal B2 logs
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determ ning that the other relay servers are in an unconnected state.
Moreover, even if the client termnals are listed in the client term nal
information, the one relay server does not inmediately issue the
above-described notice to the client termnals when determ ning that the
client termnals are in an unconnected state. [01061 In such a way,
the information regarding the increase/decrease in the nunber or connection
status of the LANs or the client termnals is shared in real time in the
entire rela¥1connunication system_ [01071 11. Creation of VLAN device

i nf or nett Bnfthe second pelpy seweddsdhiedonsh dignidesnisil &2dapnemniista YR N/LAN
device information. Wen the second client termnal A2 |logs on to the first
rel ay staviesrinfounpatgye frogesppnding to1d, 4 ohBIGetdnd holdssiot thegepsmhrelap
transmts a 1/LAN device information it holds to the first relay server A
As a resyver, Bt hdsfa yestlty theasecondvelaysesver Bstetee the VAMNalgvere i nf or mati on
(corresponding to 71-2 of FIG 13) of the second client termnal A2. In a
si m | arinfraynatwres! thedofithstliegititermminad B4, ndin aAbinkibgswen wlen tee fifthstlieng| ay
server A the first client termnal Al transmts a 1/LAN device information
(cor r espomdiaigC i &g bnltootheFhGd %33y bervhol(dshe Gftthdidrittstmimgdldyl server A, As
aresult, the first relay server A stores the VLAN device information of
the fi rtseneohiterst VEANTlerdke Biformhatian Searirtspondayg toied affEGL HBY & lodlilent
termnal Bl logs on to the second relay server B, the third client term nal
Bl tr answithsrdareldy sdvvdel. cld afeorudgtthothirdorlgspondt Agtoesthe VIoANFI G 13)
it holds to the second relay server B. As a result, the second relay server
B st or eevideeintivAitdey btehed ffthrehmht crrnohat Bd. t b pdsiolilaet ayt, erlrennidle $Bkth | n a
simlar way, when the fourth client termnal B2 logs on to the second

rel ay séweweteBniriah€ logs vh tolkthenhirterhynahv82Ct tlansath slient\VieANidev e e
information (corresponding to 71-4 of FIG 13) it holds to the second rel ay
server tBan#gita ar' €BAN detibeigenaationdtayesendéic B 31-6rfFICha 3ViAN1devs ce
information of the fourth client termnal B2. In a simlar way, when the
fifth cheeahirdelay satveC. | Qgsa ossdln thhehidiethyr elrayr Seitveds tGe WINENF i ft h
client terminal C transmts a VLAN device information (corresponding to
71-5 ofddvida inf@matiomoef s digtH Heedthietslifidl @Y. server C. As a result, the
third relay server C stores the VLAN device information of the fifth client
termngdb1Gl In a simlar way, when the sixth client termnal 02 logs on to
the third relay server C, the sixth client termnal 02 transmts a VLAN

devi ce i nf or maise@Rn(wkerabespofdling the chdnbtdtnihh(s ha@)loktedohdhet 0 the third
relay server C. As a result, the third relay server C stores the VLAN

devi ce fhnbRinBEPALiOhs bhepsifsiMeq] | TAL VIGXNI deaiceGRfoinlk@F171-1 and theBased on
the above, if all of the client term nals have | ogged on, the foll ow ng

oper at i WNANad&/iReffOFiBHon Thex MANodeV it thd RFANERE @RvdilAl @R MIHENVLAN
device information 71-2 are stored in the first relay server A The VLAN

devi ce deRiQrimBdin@itidil 73 aek tReVYANJdeh ¢Rfok f@loiBE 1-9Rrd btodedhif tREOred in
the second relay server B. The VLAN device information 71-4 and the VLAN
devi ce dopf PEhL QBrvel- 1o arRe MO Ak RetilRrhhitidh TRUaM SRIVerLAN 14:8409]
information 71-5 are stored in the third relay server C.
[0109]
By using FIG. 21, a description is now made of the process for
creating/sharing the VLAN device information. First, the first relay server A

requests the second relay server B to exchange the VLAN device information (Step

S51: Exchange (vlan device)). In such way, the first relay server A transmits the
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By using FIG 21, a description is now nmade of the process for
creating/sharing the VLAN device information. First, the first relay server
A requests the second relay server B to exchange the VLAN device
information (Step S51: Exchange (vlan device)). In such way, the first
relay server A transmts the VLAN device information to the second relay
server B, and the second relay server B transmts the VLAN device
information to the first relay server A The first relay server A and the

second | server, B synt hesj ze thqgse, VLAN deyi ce,information, and store
the r oot NP OESNRIDF R fn o REPRERoLY ST REW VAN RR 7R8I FRAFPBn. The
first relay server r ests.the third relay server C tq exghange the VLAN
devi ce ﬁﬁ’f%}sﬁ’ﬁﬁ*’ g‘"r? MH%Q? "&E%&Hﬁ@ t@&ﬁ%%fﬁ‘él{ﬁl%}éﬁli"eif % sﬁ@h’/ {R;asg, t he
first reiay servgr ﬁt ransmits the VLAI%/devi ce. infor ion . to the third
rel ay SE&refeiEer anfd SCRPE r‘?lé}’§91"éeé’r gynthepizg ibase deVIEN devi ce
information to the first relay server A The first relay server A and the
third refapaeyendoteymiirassaling ¥ 4é NEaNce siosB et RR RSB LANd st or e
the resulting VLAN device information as a new VLAN device information. The
second dedlggyindamyalions rBepbsttaetayesariiey 4 rearesss he Yhird celey sexetrahide t he
VLAN device information (Step S53: Exchange (vl an devi ce)%ﬁ.ﬂ_l such way,
the secofbaregs tye YbANdewce infasmptionRren/PaR| Heshoagei(Hrar ¢ 18 t he
third relay server C, and the third relay server  C transmts the VLAN
devi ce ﬁu@homatth@ﬁr%foremeseg@@bﬁdrawayss%e VErAIR devire igEeprdioreicaiheser ver B
and the_ third relay server C synthesize those VLAN device information, and
store tthard eday seuvgr V. ANddéeitberd welar perveof Aenamierhy M Yelavies
i nformation. Through t he above-descri bed processes, the first relay
server inforntadicetoiie it aglayseverr B, Bhel firsferelay pervee PeandBradrirrean a
common VLAN device information (for exanple, the VLAN device information 70
in Fl Gee1®)r. Cspntik@ize those VLAY dewiceinforhemtidn, endreébipytheaevelting VBAN i es
the first client terminal Al of the 1/LAN device information (Step S54:
Not i fy d¥vicedmdorfimmatidrens notewf Véd\lY devise cofvdmeltionnt TheesendmakelA? sofveri® VLAN
device information (Step 555: Notify 0). The second relay server B notifies
t he thireduestisehe thiadmetrd seBienf tolrechange devVEAN dédrermtfponatisSh éPteg66:
Notify 0), and further notifies the fourth client termnal B2 of the VLAN
devi ce $5F dxvhnhpn (((StepvEs): Notitly wl)y, ththecohi ndlayeleayersBtversndtachd f i es
the fifth client termnal G of the VLAN device information (Step S58:
Not i fy O).ANadkehifauntftvenation itd kles thiné relaytderedni @nind renilnad r&2y ebredreC VL AN
device information (Step S59: Notify 0). As a result of the above,
al |l of triaesmitseht VigkNidezice infortdwidi tethe elcayd geloypeover B.heTho re@mdVLAN
device information. [01111

relay server B and the third relay server C synthesize those VLAN device

information, and store the resulting VLAN device information as a new VLAN
device information.

Through the above-described processes, the first relay server A, the second
relay server B, and the third relay server C own a common VLAN device
information (for example, the VLAN device information 70 in FIG. 13).

[0110]
Moreover, the first relay server A notifies the first client terminal Al of the

VLAN device information (Step S54: Notify (), and further notifies the second client
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12. Creation of VLAN group information A description is now nmade of
creation/sharing of the VLAN group information. It is possible to display

t he conmon VLAN device information (for exanple, the VLAN device
information 70 in FIG 12) on the display of a relay server and a client
termnal. Accordingly, the user can create the VLAN group information while
| ooki ng at the VLAN device information. [0112] The user of the
first client termnal A creates the VLAN group information (for exanple,

t he VLAN group, d nfQr i 80 in FIG .15), and. store he . YLAN group
i or maeraiea Reti TLAR arst Cubughtinn | SsdnSaS ot & i e N ameditn;.
Specifically, the contro it, 122 of the fjrst.r rver. A creates the
VLAN grigus Sovet Retdies sredbosh dmedeviin dH SHEer R intores dekr
Next, t frrst.relay server A trapnsmts the VLAN group infornmation to the
second @gffpa%éew@’fy @@éﬁf@@f:ﬂ f%Sftiﬁe éyl}rt&rfﬂiw% Pewanal Baie & AN VLAN
group information to e thir rel.ay rver C (Step 562: Notify). The
first rdqvise igdenpeation k%ﬁprflf s&oﬁéy M ohke éﬁl‘éﬁ’@g%yeﬁ‘%'v%l% DRI HR R AN
group information gfte S64: Notify 0). The second, rel ay server B notifies
Dhe. ¢ hiGemE FPemaal ETTae \BaABIOeRe MR Han S PRI SR ) sreb fasber
Notify O), and further notifies the fourth client termnal B2 of the VLAN
group’ i HftHiareitesHcibilemt Sepninad (G2 §f thy VERAY devisdinfeumgtion fSieb %ot i fi es
the fifth cljent terminal C of the VLAN group information (Step S67:
hbtify:ﬁ9?5h further notifies the sixth client termnal C2 of the VLN
group information (Step 568: hbtifﬁ 0). [0113] ) As a result of the
above, all ofAstheesiet althechpapsalhptithhdieititerminadp g Hae Erstrreldiegtqupst rel ay
group own the common VLAN group information. In such a way, preparation of
the VLAWBEsionmos YeApedddenidormalignt he client termnals in the VLN
group is realized. [0114] Mor eover, the user creates the VLAN group
i nf or mPLBH whi | e | ooki ng at the VLN device information, and can thereby
set routes for a plurality of the VLAN sessions. That is to say, it is easy
to set thé&reativest VoAN geowt Nfsemstions.
A description is now made of creation/sharing of the VLAN group

information. It is possible to display the common VLAN device information (for

example, the VLAN device information 70 in FIG. 12) on the display of a relay

server and a client terminal. Accordingly, the user can create the VLAN group

information while looking at the VLAN device information.

[0112]

The user of the first client terminal Al creates the VLAN group information

(for example, the VLAN group information 80 in FIG. 15), and stores the VLAN

group information in the first relay server A (Step S60: Create_ VLANGroup).

Specifically, the control unit 122 of the first relay server A creates the VLAN group

information in accordance with an instruction from the user. Next, the first relay

server A transmits the VLAN group information to the second relay server B (Step

861: Notify (), and further transmits the VLAN group information to the third
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{0115] When the VLN sessions are to be established, the relay
servers refer to the relay server information, and thereby determ ne

whet her or not the termnals in the VLN group are capabl e of performng
conmmuni cation with one another. Hence, no usel ess VLAN sessions woul d be
established. [0116] 13. Exanples of VLN sessions In such a way as
descri bed above, in the relay comunication systemin this enbodi nent, the
client term nals becone capabl e of comrunicating as the 1/LAN devices with

t th th | it f .rel i.ch | i t-h
R R G A B e
whi ch | t t i t LA b [ f i ti ith
AR R LR AT R e o e R R

ificall in.. Ct i tart. | i f t he. VLAN s i
o5t abl PRI MOPRFSERAEHGh P egararHaal Be oL fhe St wredRinFEuptoe PH uded.
He , t ti tagpt | ti i X d 1/ LAN
rence. SENLNEOMNERtlEn, StaEt, LIskLua! Lony! 2 eXeoliodr iSUBh Ay LLAN.
Lot i AR e e SEP B PAL Bl FR G B GO o BRDERB DSy
virtual MAC addresses and the virtual |1 P, addresses assigned thereto. Note
t hat t &P} i ¢ "OFRIPEREFEITHIIER P he'© o atihg®t hensel ves
T BT 041061 VEANEgoger pE AT S PR 1900 o608 ) b oG

in order to realize the function simlar to that of the hu(%.t [g1181
ep

notifies the sixth elient terminal C2 of the VLAN group information 68:

Notify 0).
[0113]

As a result of the above, all of the relay servers and the client terminals in
the first relay group own the common VLAN group information. In such a way,
preparation of the VLAN session to be performed among the client terminals in the
VLAN group is realized.

[0114]

Moreover, the user creates the VLAN group information while looking at the
VLAN device information, and can thereby set routes for a plurality of the VLAN
sessions. That is to say, it is easy to set the routes for the VLAN sessions.

[0115]

When the VLAN sessions are to be established, the relay servers refer to the
relay server information, and thereby determine whether or not the terminals in
the VLAN group are capable of performing communication with one another.
Henee, no useless VLAN sessions would be established.

[0116]

13. Examples of VLAN sessions
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Fn such a way, a V/LAN network is constructed. Mreover, when a

di sconnection instruction is inputted, the VLAN session is disconnected,
and as a result, such aVLAN network function is stopped. In such a way as
descri bed above, the relay servers have the VLAN session control function
to validate/invalidate the VLAN session function for each group of the VLAN
group information. [0119] FIG 22 shows exanples of such VLAN
sessions. In the VLAN group A, it is possible to establish a VLAN session

bet ween the fir I nal th i xth cli. t er.m.nal . In
the 1/LAN gr fcI)iﬁ Sﬁé&h _%i V%'%Fés gggscg} %ﬁeﬁ%‘geg@f‘%&l l:%% I é{?n\llflifl{l{ 1§a§éo§1l on t a][]ril’c}ﬁg;;G E% e
Speord etk e M DL L0, LM RRAL SN,
bet ween, the fi.rst rela er JA.and the third rel ay se r . a,second
sess: ongge mevEbpd BBt TR e P Rt P el e I iR 4BENa el ay
5 and dhacEft Pt (BT LR iR e B o B R e P BRI N e br ook
di agram of FI 3,. descri-ption is n de of a flow o roce in the

1 ror *Bebineria e AR R AN PP SRk L euPbnoane Fith BhORehe Par m nal
Al receiyVv co ni cation ket fro he first LAN 1 through the LAN
interfgbéggf%a” é”zﬁﬁﬂFhFﬁ?¥h STt %g'the connunicatiog packet to

t he LAT gfiver 251, and the LAN driver 251 outputs the conmunication packet
to the'? Hacket processing unit 252. In the case where the conmmunication

packet includes data_.regarding the VLAN session, the |P et processing

unit 252 out 1§5Wﬁ@ﬁﬁﬁﬁﬁlﬁéi(H%wvﬂﬂmsgﬁ§§P%ﬁu'%WQ%%ﬂkﬁﬁﬁggﬁéw?m?ﬁe VLAN

session cqntrol unjt. 254 outputs.the data tﬁ\bﬂngirSt'vLAthriV%% 257. The
n

VLAN s&SERSS tr giformaption saegyging the splege SHOPR A B4 m Heece | r st

VLAN driver 257, to the | P packet processing unjt . The, | P packet
pr ocesSTHRE the forsotipn it dnsruefiem i SRR ﬁ&&két‘;ﬁéNt HESIPANE | nt er f ace 221

t hrough the LAN driver 251. [0122
g estab?ished, via the relay serLers, alnong the client terminals which belong to the

VLAN group. By utilizing this VLAN session, the client terminals become capable
of communicating with one another using the virtual MAC addresses and the
virtual IP addresses assigned thereto. Note that the plurality of relay servers
establish the session among themselves in order to realize the function similar to
that of the hub.

[0118]

In such a way, a VLAN network is constructed. Moreover, when a
disconnection instruction is inputted, the VLAN session is disconnected, and as a
result, such a VLAN network function is stopped. In such a way as described
above, the relay servers have the VLAN session control function to
validate/invalidate the VLAN session function for each group of the VLAN group
information.

[0119]
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Noreover, with reference to the block diagramof FIG 4, a description is
now made of a flow of process in the fifth client termnal O during the
VLAN session. The fifth client termnal C receives a conmuni cati on packet
fromthe third LAN 3 through the LAN interface 321. The LAN interface 321
out puts the conmuni cati on packet to the LAN driver 351, and the LAN driver
351 outputs the comruni cati on packet to the | P packet processing unit 352.
In the case where the conmmunication packet includes data regarding the VLAN
session, the C pr. in Ri 0 uts+th tasto the VLAN
session cont rFf)II%'%%istlh%%@fx(&&ggg%ogsn&% g}rﬁﬁﬁ%@% 'aéé?@%gﬁ‘c@\] tgﬁ%u%gtét, t he
VLAN segglanyfonl [ abynl L vASNQULOUL S L DE dalarlg g, LISt VIAN drjwer 357

or the Secon river session control uni uts
data inputted thereto,.fromthe fi VLAN dr.i ver 357 and ond MLAN driver
355, t TN ReRu S dbairg TN B58b Bk i e e iR SR RBa Y haN i
ari ver Ssyonpgiorte: S YiREF KRRl A e R TR endrat Lagd e
interf is changed jp.any of the client termnals, the VLAN device
inforngﬁﬁgﬁﬁ?gpﬁBgHPEL&ISpecificalIy, the control unit of the client
terninﬁb g&@ates the VLAN device information in response to the change of
the stafd f the interface. As a result, the updated VLAN device
information is red ng the relay servers and.the client terninals.
Subsequent | y,IntEﬁQf}\%%Aﬁlafg'rgbg??SF% Wi St thﬁglarfsteae,la&ﬁaﬂterié wﬁaat ed
VLAN group.information i s shared anpng e rel ay, server nd the client

t er mi nadiP§ thpshEedsy Ve Cs 2eirho ARToN 2 ssefouthameendhe dat gtlay 2Ty of

VLAN sessiqns to shar one route that is set up_anong the relay servers.
Waen t aegﬁﬁﬁﬁ?w ??2%&@1&’@%‘ r§n§eﬁa€1116‘bzﬁe%ﬁ’ﬁlb45%és wiarebetrsgndnevVLAN gr oup

I D information has been assigned to the co ni cati on packet. Hence, in the
rel ay s@ﬁvf@ r Yt%ﬁ?éverriérl ith@ thirdarelay ?E‘é'lvﬁl;%gest i nation can be

sel ect ed/ deci ded based on the VLAN group ID information. For

exanpl 91?§% communi cation packets in the VLAN group A and the VLAN group B
are sent out onto the first sessiqon 401 set up between the first rel ay
server A and WHE refirpace & e kleel dragcamoli G 22 desgriphiap ie aew, medart §r oup

I D information has been assigned to the comrunication_packets, and

accor di Y ¢f pracesy 81 Hie Seatwliest pyminal AddsiringhesVEAN aesstal- eckhe figstr el ay
destinations correctly. [0125] 14. Effects of the present invention

I n t he diephjeeranldilagesions syperapitbicatinny askpopreiie, frah AN/ tAxcgghup
information is constructed, whereby making it possible to establish the

VLAN seddsilgiNanterfasemidde ddrnufiNciatpsacaidhguitds ébememivsicaion prekatal s
through the WAN 3. Note that the user can construct the VLAN group
i nf or meieitba LwkN|deiveandsdg anf shwiLANN devies @5il riugp wist thercodi sphippéidntimckple user,
and accordin%Iy, good morkabilitg is achi eved.
to the IP packet processing unit 252. In the case where the communication packet
includes data regarding the VLAN session, the IP packet processing unit 252
outputs the data to the VLAN session control unit 254. The VLAN session control
unit 254 outputs the data to the first VLAN driver 257. The VLLAN session control
unit 254 outputs data inputted thereto from the first VLAN driver 257, to the IP
packet processing unit 252. The IP packet processing unit 252 outputs a
communication packet to the LAN interface 221 through the LAN driver 251.

[0122]
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[0126] [ O her Enbodi nent s] The description has been nmade above of
one enbodi nent of the present invention; however, the present invention is
not limted to the above-described enbodi ment, and is nodifiable in various
ways within the scope wi thout departing fromthe spirit of the invention.
[0127] In the enbodi nent, one client term nal belongs to one VLAN
group; however, the present inventionis not limted to such an enbodi nent.
For exanple, a client termnal that has a plurality of owned interfaces may

be st 50,35 Mikchelongut AAAAN, 66 ORI RGN of Plaeacadlobfited ALERK! accs.

I ndustrial Applic lity he”present inventio can be w del y

appl i ednf @, Bﬁ%g‘b 1%9&&@‘1{1%?19@‘:‘&%1?%1&%%%&1@&' 9'dﬁgm% UW ol €l ay

servers capa onnunlcatlng W t one anot c[ient

term ”ai*h% fi H%h%pﬁ téf%ﬁﬁqai 21 1%8&@8&% cﬂ&ﬁ&%cﬁklbﬁgstagf;% ﬁbﬁaéh% thied f;ﬁl\f glay

servers, servers Int el ay conmmuni Ca

syst emth%ﬂpél‘?ﬂ?et 1LY ﬂlt(al%g@ 95F [PALPAN interface 321 outputs the
communication packet to the LAN driver 351, and the LAN driver 351 outputs the
communication packet to the IP packet processing unit 352. In the case where the
communication packet includes data regarding the VLAN session, the IP packet
processing unit 352 outputs the data to the VLAN session control unit 354. Based
on a virtual MAC address of the data, the VLAN session control unit 354 outputs
the data to the first VLAN driver 357 or the second VLLAN driver 358. The VLAN
session control unit 354 outputs data inputted thereto from the first VLAN driver
357 and second VLAN driver 358, to the IP packet processing unit 352. The IP
packet processing unit 352 outputs a communication packet to the LAN interface
321 through the LAN driver 351.
[0123]

In this embodiment, when the status of the interface is changed in any of
the client terminals, the VLAN device information is updated. Specifically, the
control unit of the client terminal updates the VLAN device information in response
to the change of the status of the interface. As a result, the updated VLAN device
information is shared among the relay servers and the client terminals.
Subsequently, the VLAN group information is also updated, and the updated VLAN
group information is shared among the relay servers and the client terminals.
[0124]

In this embodiment, it is possible for the plurality of VLAN sessions to share
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1FI RST LAN 2SECOND LAN 3THI RD LAN 4 WAN 6FOURTH LAN 7FI FTH LAN 8FI RST
GENERAL- PURPOSE ROUTER 9FI RST COVMUNI CATI ON | NSTRUMENT 10 SECOND
COMVUNI CATI ON | NSTRUMENT

one route that is set up among the relay servers. When the communication packet
is sent out onto the shared route, VLAN group ID information has been assigned to
the communication packet. Hence, in the relay server on the receiving side, a relay
destination can be selected/decided based on the VLAN group ID information.

For example, the communication packets in the VLAN group A and the
VLAN group B are sent out onto the first session 401 set up between the first relay
server A and the third relay server C in FIG. 22. In that case, VLAN group ID
information has been assigned to the communication packets, and accordingly, the
relay servers on the receiving side can select the relay destinations correctly.

[0125]
14. Effects of the present invention

In the relay communication system of this embodiment, the VLAN group
information is constructed, whereby making it possible to establish the VLAN
session and to make communication among the communication terminals through
the WAN 3. Note that the user can construct the VLAN group information while
having the VLAN device information displayed to the user, and accordingly, good
workability is achieved.

[0126]
[Other Embodiments]

The description has been made above of one embodiment of the present
invention; however, the present invention is not limited to the above-described
embodiment, and is modifiable in various ways within the scope without departing
from the spirit of the invention.

[0127]
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11THI'RD COVMUNI CATI ON | NSTRUVENT 14 FOURTH COVMUNI CATI ON | NSTRUMVENT 16SI XTH
LAN 17 SEVENTH LAN 18 ElI GHTH LAN 19 SECOND GENERAL- PURPOSE ROUTER 20 RELAY
GROUP | NFORMATI ON 21 THI RD GENERAL- PURPCSE ROUTER 22 FI FTH COMVUNI CATI ON

| NSTRUMENT 23 SI XTH COVMUNI CATI ON | NSTRUMENT 30 RELAY SERVER | NFORVATI ON

In the embodiment, one client terminal belongs to one VLAN group; however,
the present invention is not limited to such an embodiment. For example, a client
terminal that has a plurality of owned interfaces may be set so as to belong to

VLAN groups different for each of the interfaces.

Industrial Applicability
[0128]

The present invention can be widely applied to the relay communication
system including a plurality of relay servers capable of communicating with one
another, a plurality of client terminals, and the [LANs for connecting the client
terminals to the relay servers, and to the relay servers for use in the relay

communication system.

Explanation of Symbols

[0129]

1 FIRST LAN

2 SECOND LAN

3 THIRD LAN

4 WAN

6 FOURTH LAN

7 FIFTH LAN

8 FIRST GENERAL-PURPOSE ROUTER

9 FIRST COMMUNICATION INSTRUMENT

10 SECOND COMMUNICATION INSTRUMENT
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40CLI ENT TERM NAL | NFORVATI ON 50CLI ENT TERM NAL | NFORVATI ON 60CLI ENT
TERM NAL | NFORMATI ON 70 VLAN DEVI CE | NFORVATI ON 80 VLAN GROUP | NFORNVATI ON
AFI RST RELAY SERVER BSECOND RELAY SERVER CTHI RD RELAY SERVER Al FI RST

CLI ENT TERM NAL A2 SECOND CLI ENT TERM NAL Bl THI RD CLI ENT TERM NAL B2
FOURTH CLI ENT TERM NAL C FI FTH CLI ENT TERM NAL

11 THIRD COMMUNICATION INSTRUMENT
14 FOURTH COMMUNICATION INSTRUMENT
16 SIXTH LAN
17 SEVENTH LAN
18 EIGHTH LAN
19 SECOND GENERAL-PURPOSE ROUTER
20 RELAY GROUP INFORMATION
21 THIRD GENERAL-PURPOSE ROUTER
22 FIFTH COMMUNICATION INSTRUMENT
23 SIXTH COMMUNICATION INSTRUMENT
30 RELAY SERVER INFORMATION
40 CLIENT TERMINAL INFORMATION
50 CLIENT TERMINAL INFORMATION
60 CLIENT TERMINAL INFORMATION
70 VLAN DEVICE INFORMATION
80 VLAN GROUP INFORMATION
A FIRST RELAY SERVER
B SECOND RELAY SERVER
THIRD RELAY SERVER
Al FIRST CLIENT TERMINAL
A2 SECOND CLIENT TERMINAL
B1 THIRD CLIENT TERMINAL
B2 FOURTH CLIENT TERMINAL
C1 FIFTH CLIENT TERMINAL
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‘C2 SI'XTH CLIENT TERM NAL CLAIMS 1.A relay server, which is capable of
comunicating with a first relay server connected to a first network, the
relay server functioning as a second relay server connected to a second
network, the relay server conprising: a relay group information
sharing unit configured to share relay group information between the first
relay server and the second relay server, the relay group information
indicating that the first relay server and the second relay server
constitag e agrghayceieWd TERMINAR relay server information sharing unit
configured to share relay server Iinformation between the first relay server
and the second relay server, the relay server information including
activation information of the first relay server, activation information of
the second relay server, activation/registration information of a client
term nal connected to the first relay server, and activation/registration
information of a client term nal connected to the second relay server;

a VLAN device information sharing unit configured to share VLAN device
informati on between the first relay server and the second relay server, the
VLAN device information including interface information of client term nals
capabl e of functioning as VLAN devices in relay group; a VLAN group
information creation unit configured to edit the 1/LAN device informtion,
t hereby creating VLAN group information in association with the relay group
information formed by grouping the client termnals indicated in the VLAN
device information
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a VLAN group information sharing unit configured to share the VLAN group
informati on anong the first relay server, the second relay server, the
client term nal connected to the first relay server, and the client

term nal connected to the second relay server; and a VLAN session
est abli shment unit configured to allow the client term nals capabl e of
functioning as the VLAN devices to function as VLAN termnals, and while
referring to the relay server information, establish a VLAN session for
each group indicated in the VLAN groppryvs ormation. 2. The relay server
according to claim1, further conprising: a VLAN connection
function control unit configured to validate/invalidate a 1/LAN connection
function for each group indicated in the VLAN group information. 3. The

relay server Aaceqy gulwr,kﬂligh:i%@%pmgOPEOIﬁhﬁjﬁa&ndQ%}?a.ﬁfr?ﬁ;ﬁﬂ s&QAPr 1 si ng;

a display device configure I splay the VLAN device in metion. 4. The
| 2, SEEABE OS5t 000G Bt LRI BTG 0
0o T SRR B ROk g 2ces o the ol en
a relay group information sharing unit configured to share relay group
information between the first relay server and the second relay server, the relay
group information indicating that the first relay server and the second relay server
constitute a relay group;
a relay server information sharing unit configured to share relay server
information between the first relay server and the second relay server, the relay
server information including activation information of the first relay server,
activation information of the second relay server, activation/registration information
of a client terminal connected to the first relay server, and activation/registration
information of a client terminal connected to the second relay server;
a VLAN device information sharing unit configured to share VLAN device
information between the first relay server and the second relay server, the VLAN
device information including interface information of client terminals capable of
functioning as VLAN devices in relay group;
a VLAN group information creation unit configured to edit the VLAN device
information, thereby creating VLAN group information in association with the relay
group information formed by grouping the client terminals indicated in the VLAN

device information;

a VLAN group information sharing unit configured to share the VLAN
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5. 'The relay server according to any one of clains 1 to 4, wher ei n

t heVLAN device information includes nanmes of the client termnals, and a
nunber of the interfaces functioning as theVLAN termnals. 6. The relay
server according to any one of clainms 1 to 5, wherein the VLAN group
information includes virtual addresses to be assigned to the client

term nals capable of functioning as the VLAN devices. 7. The relay server
according to claim®6, wherein the virtual addresses include virtual MAC

addr ess@®up8nfdnlLlAYaLOARYRE Eati RDap bs’étv@mth@%mﬂcﬁi‘élﬂy sérvklh ik drghwor k;  a
second network; a first relay server connected to the first network; and
terminal connected to the first relay server, and the client terminal connected to the
second relay server; and
a VLAN session establishment unit configured to allow the client terminals
capable of functioning as the VLAN devices to function as VLAN terminals, and

while referring to the relay server information, establish a VLAN session for each

group indicated in the VLAN group information.

2. The relay server according to claim 1, further comprising:
a VLAN connection function control unit configured to validate/invalidate a

VLAN connection function for each group indicated in the VLAN group information.

3. The relay server according to either one of claims 1 and 2, further
comprising;

a display device configured to display the VLAN device information.

4. The relay server according to any one of claims 1 to 3, further comprising:
a VLAN device information update unit configured to update the VLAN
device information in response to status changes of interfaces of the client terminals

capable of functioning as the VLAN devices.
5. The relay server according to any one of claims 1 to 4,

wherein the VLLAN device information includes names of the client

terminals, and a number of the interfaces functioning as the VLAN terminals.
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‘a §econd relay server connected to the second network, wherein each of the
first relay server and the second relay server includes: a relay
server information sharing unit configured to share relay server
informati on between the first relay server and the second relay server, the
relay server information including activation information of the first
relay server, activation information of the second relay server,
activation/registration information of a client term nal connected to the
first relay server, and activation/registration information of a client
term nal connected to the second rel ay server; a VLAN devi ce

i nforngtion shanbng dnid: £0BIAIGELEAnlOrehalceiMsANslgVi ce i nformation

between the first relay server and the second relay server, the VLAN device

| nformation m%g@g@g é?ﬂAﬁrél%ﬁﬁtihgﬁr?:fe | 211 RfesGhi@Al aligFAOA SpEapabl e of

functioning as vices in ay group; a VLAN group

i nfor L: f i -igﬂy : i [ i £e:d.af ormation,
theregéggggggfﬁg&bﬁ% gF%ﬁ%ﬂgﬁf%yﬁggfgguﬁﬁh%gég?fgkﬁﬁggﬁwFﬁﬁ?%%'relay group
information formed by grouping the client termnals indicated in the VLAN

device information; a VLAN group information sharing unit

configwred t%h%q%%gr&%@@Q@w%ng%&%pﬁ%ﬂCOépation anong the first relay

server, ‘the second”relay ser I'ent term nal connected to the first

rel ay servergﬁ%ﬁ%ﬂ% %\%h%%T%d@FQ%%% %h%%ggﬁﬁ%ﬁcon é@ﬁﬁggggnd rel ay server;

and session esta 113) Igured 10 allowthe
client termnals capable of functioning as the VLAN devices to function as
VLAN terminals, and while referring to the relay server infornmation,
estabhgfhes g‘y AN sessiqptngr %Egh g&gug_hpdicated in the VLAN group

i nf or m&t i on. 9 THEN A O IINT Cat ol €Y$t em according to claim 8,
further conprising: 1 a VLAN connection function control unit
configured tgjﬁﬁpgﬁgY%&?invalidates a VLAN connection function for each

group |nd|ca%%gm&§153§w¥k§N group information

a first relay server connected to the first network; and

a second relay server connected to the second network,

wherein each of the first relay server and the second relay server includes:

a relay server information sharing unit configured to share relay server
information between the first relay server and the second relay server, the relay
server information including activation information of the first relay server,
activation information of the second relay server, activation/registration information
of a client terminal connected to the first relay server, and activation/registration
information of a client terminal connected to the second relay server;

a VLAN device information sharing unit configured to share VLLAN device
information between the first relay server and the second relay server, the VLAN
device information including interface information of client terminals capable of

functioning as VLAN devices in the relay group:
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10" The relay conmunication system according to either one of clains 8 and
9, further conprising; a display device configured to display the VLAN
device information. 11. The relay comunication system according to any
one of clainms 8 to 10, further conprising: a VLAN devi ce

i nformati on update unit configured to update the VLAN device information in
response to status changes of interfaces of the client term nals capabl e of
functioning as the VLAN devices. 12. The relay comuni cation system

accor di ng t o zayyA8N ~o% iﬁkcﬁ-h{ﬁicﬁl éx‘éaﬂi@n Mﬁ?é&iﬁg&%& t¥eAl t%%"‘!’ml\i aqsQEdmat i on
i ncludes nanes of the client termnals, and a nunber of the interfaces

functi QREf g Asor, MerdbMNrd &5iE FRIAN EBoup o BhAYn GA T Sa4h QRISUSE Ry

according to any one of claims 8 to 12, wherein the VLAN group infornation
| ncl udesop ek RAABSRES Lh0BeEp ARYIANSEN: CallifiaH LiEALak8lABKY LQPADI €
of functioning as the VLAN devices.” 14. The relay comruni cati on system
accordig;d0 el alp L3, wherein the virtual addresses include virtual MAC
addr esses.

a VLAN group information sharing unit configured to share the VLAN
group information among the first relay server, the second relay server, the client
terminal connected to the first relay server, and the client terminal connected to the
second relay server; and

a VLAN session establishment unit configured to allow the client terminals
capable of functioning as the VLAN devices to function as VLAN terminals, and
while referring to the relay server information, establishes a VLAN session for each

group indicated in the VLAN group information.

9. The relay communication system according to claim 8, further comprising:
a VLAN connection function control unit configured to validates/invalidates
a VLAN connection function for each group indicated in the VLAN group

information.
10. The relay communication system according to either one of claims 8 and 9,
further comprising;

a display device configured to display the VLAN device information.

11. The relay communication system according to any one of claims 8 to 10,

further comprising®
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a VLAN device information update unit configsured to update the VLAN
device information in response to status changes of interfaces of the client terminals

capable of functioning as the VLAN devices.

12. The relay communication system according to any one of claims 8 to 10,
wherein the VLAN device information includes names of the client

terminals, and a number of the interfaces functioning as the VLAN terminals.
13. The relay communication system according to any one of claims 8 to 12,
wherein the VLAN group information includes virtual addresses to be

assigned to the client terminals capable of functioning as the VLAN devices.

14. The relay communication system according to claim 13,

wherein the virtual addresses inelude virtual MAC addresses.
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