DESCRI PTI ON METHOD OF DETECTI NG ALTERATI ON OF W NDOW5 KERNEL

Techni cal

Field The present invention relates to a nethod of 5

detecting the alteration of a wi ndows kernel and, nore particularly,
to a method of detecting the alteration of the driver of a w ndows

kernel and a system using system no i ion that is the
unal terabl e information of the mﬁndgaggﬁgﬁkﬁﬁgﬁiOBackground Art

I n general,

many al terations of executable inmage code in nenory occur

in the formof hooking. In the case of sonme hacking tools,

alterations areygRayby, ?? rﬂ:glr?[d%-ﬁhée ﬁ@ib&' g?fGﬁfNE@)W%S

generate an operatlon ron1 e orrgrn operation o
execut abl e i mage. Such alterations nodify the operations that
will actually be performed by the executabl e i nages, thereby causing

many security gdables®s] Foer@xanple, a malicious programforns a
Root kit, which keeps the malicious program 20hi dden from detecti on,

by hooking a specifimhcexgaulsable iimgaciber ebyl gener atd ndat h@ethod of
conti nuous erroneous operation of the executable imge.
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detecting the alteration of a windows kernel and, more
particularly, to a method of detecting the alteration of
the driver of a windows kernel and a system using system
module information that 1is the unalterable information of

the windows kernel.

Background Art

In general, many alterations of executable image code
in memory occur in the form of hooking. In the case of some
hacking tools, alterations are made by randomly altering
specific code so as to generate an operation different from
the original operation of an executable image.

Such alterations mwmodify the operations that will
actually be performed by the executable images, thereby
causing many security problems. For example, a malicious
program forms a Rootkit, which keeps the malicious program
hidden from detection, by hooking a specific executable
image, thereby  generating the continuous erroneous
operation of the executable image.

Alterations that are representative of kernel

alterations in a windows system inciude driver alterations



Alterations that are representative of kernel alterations in a

w ndows systeminclude driver alterations and systemalterations. The
above-descri bed nmalicious prograns do not only nmake alterations, but
security programs carry out a variety of security functionality using
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AhnLab's AhnL&b Bnfine Securd ense,” Kings I'nformation

Net or k' K- DBLERSE Sy W08t Of ot Nose: A, keyboardsaar ke PLANANS

perfo keyboa curity functionality tering t

That is, the kgyhgaithSaehbhyProgiamyal ter the wi ndows kernel
hook keyboard 1 nput data, and nmake keyboard input data follow

proceduregs set by them dJ.atfigt,a REIEBArdS seWiRIOWS FREESSI NBhat  are

procedure. In doing so, keyboard input data is prevented from

fol | ow ng t hepaohdabr i RERIWS nPKOEeSs Si NP1 o cedidrd eeyebrwhesdacts, such
keyl ogger has been installed on a client conmputer, so that the

keyl ogger cannmst mMead ontentetr’cephPkeyboar aylpupt datsnftZampday,Secure
since a plurality of websites provide a variety of keyboard security
prograns to u¥eySctolent shbubabthe AhnLebneinliae | Sasirityo HWyKepbefense,
keyboard security prograns have been installed in nost client

systens. WenKangs ubafdumatépnk éybewer i ec dirPefepsogretits: hivet belkrihese
installed 25 in a single client system all keyboard security ,
progr am8Val t eKeyhead ndefguUkE hel PEPREaMer ePOF O | FayisirEbcctprcurity

bet ween the keyboard security prograns, so that they no
fanctionality by altering the kernel.

That is, the keyboard security programs alter the
windows kernel, hook keyboard input data, and make keyboard
input data follow procedures set by them, rather a normal

15 windows processing procedure. TIn doing so, keyboard input
data i1s prevented from following the normal windows
processing procedure even when a keylogger has been
installed on a client computer, so that the keylogger
cannot read or intercept keyboard input data.

20 Today, since a plurality of websites provide a
variety of keyboard security programs to user clients over
the Internet, at least two or more keyboard security
programs have been installed in most client systems. When a
plurality of keyboard security programs have been installed

25 in a single client system, all keyboard security programs
alter the windows kernel and therefore collisions occur

between the keyboard security programs, so that they no



| onger guarantee the stability of an Qperation System (CS). In
fact, a keyboard security program may run only when a keyl ogger has
been installed on a client system That is, if a keyboard security
programruns only when a 5 keylogger has altered a keyboard

pr ocessi ng-rehat ed kernel, th oV cri

, ab -de ed collisi.ons betwee
keyboard securPEYShrogtaie <Gi I'Q‘Pen 1f‘%olgL ur. O%ma/\gv (?ra:%lnoéle Styﬁtéem (0s) .
conventional keyboa rit nnot, de e t ti
of the kernel by a Egyﬁ%%gérfytE%@&%ﬁgﬁlggruntaﬁeégéi?%¥h% 1%B§sé$§y
client systemaccessas.SReelli ¢, Mehsidies; n Wit dheos esuldythat thats
arises the pm_gg%em%of t}flle%_‘cé{'g%l i saf ons et%%en ke_ybo%rd seculri ty Me
programs i neviphapl ys0cqyr rd ngsyd=36l %%lé{;%ﬂﬁcﬁ%g%mpﬁrgﬁhe%ly when a
15Accordi ngly, the present invention has been nade keeping in mnd
the above prohkensg@eeuidd ng teftetihe REVOSaRd torafisangobpestedfkdhiel,
present invention is to provide a nethod of detecting the alteration
of a kernel byha maldvel-auscpilegt amcandshotd f Yehgebhe Ms@anll asddurdaty

to 20security. Technical Solution In order to acconplish the
above obj ect, ptrbergnesentl i nvenbonr pr ovdwesey netimod vie deteotntignal
the alteration of a wi ndows kernel, including:

keyboard security programs cannot detect the alteration of
the kernel by a keylogger, they should run whenever the
10 users client system accesses specific websites, with the
result that there arises the problem of the collisions

between keyboard security programs inevitably occurring.

Disclosure
Technical Problem

15 Accordingly, the present invention has been made
keeping in mind the above problems occurring in the prior
art, and an object of the present invention is to provide a
method of detecting the alteration of a kernel by a
malicious program and notifying the user of a threat to

20 security.

Technical Solution

In order to accomplish the above object, the present
invention provides a method of detecting the alteration of
a windows kernel, including:

25 a first step of reading, by an alteration detection



25a first step of reading, by an alteration detection driver,

i nformation about a nane and start and end addresses of a detection
target driver from system nodul e information; a second step
of extracting a function that is used 5by a driver object of the

detection target, driver, using fhe nane _of the detecti,on _target
driver: and Brivery ' pafarlTetotor SIatEr i RE Chat Fhe Sdat ot FaR 7

target driver {&5% not _bee ah&ﬁ%%fégﬁhiggﬁgggﬁgﬁvg£ %p§8f§2§Eéﬂnmbﬁufe

n
essed, O
val ue bet ween € start ‘addr ess an fess,

det er mi ni ng thﬁﬁkﬁggtgghection target driver has been altered if the
address of the function is not a value between the start address and

the end address. AdV%@&%@J%t% f et Sthecabayesdesaribed PRhesent used
invention has the effects 15 of notifying a user of a threat to

security and enabl ihdviheoysest tor dard atkBribnbesayse dheepr eseny the
invention is capable of detecting whether the driver of a kernel and

a system have heen oal taeedetistieon hargyst em vamduled nf ormati on of the
kernel . 20Description of Draw ngs

a third step of determining that the detection target

driver has not been altered if an address of the function

is a value between the start address and the end address,

10 and determining that the detection target driver has been

altered if the address of the function is not a wvalue

hetween the start address and the end address.

Advantageous Effects
The above-described present invention has the effects
15 of notifying a user of a threat to security and enabling
the user to deal with it because the present invention is
capable of detecting whether the driver of a kernel and a
system have been altered using the system medule information

of the kernel.

20 Description of Drawings
FIG. 1 is a diagram illustrating a typical windows
kernel memory structure;
FIG. 2 is a diagram iliustrating a case where a
malicious driver loaded in windows kernel memory altered

25 the driver object function table of a driver object space;



FIG 1 is a diagramillustrating a typical w ndows kernel nenory

structure; FIG 2 is a diagramillustrating a case where a
mal i ci ous driver |oaded in windows kernel nenory altered 25the driver
object function table of a driver object space; FIG 3is a

diagramillustratingm state i Whbehman ahderatien defeehi gR ghi¥eran
has been | oaded in the wi ndows kernel menory of FIG 2; and FIG 4 is

a flowchart ildusiratibAgdataethed @fiedeipctdarg tikedabt ehathenwdhdaws
wi ndows kernel using the alteration detection driver according to the

enbodi nent of kdeepr emotyiswentd.on.; Made for Invention A nethod of
detecting the alteration of a kernel 10 according to an enbodi nent of
the present inventi &IGM | B bes descriitbedhant deitldivs twat hng efer erdcéotio of
t he acconpanyi ng draw ngs. FIG 1 is a diagramillustrating a
typi cal w ndows:tkertnelb rgmor plseraciar eof 151 nvondews orkeabeut wding the

drivers running on a wi ndows OS
alteration detection driver according to the embodiment of

the present invention.

Mode for Invention
A method of detecting the alteration of a kernel
10 according te an embodiment of the present invention will be
described in detall with reference to the accompanying
drawings.
FIG. 1 is a diagram illustrating a typical windows
kernel memory structure.
15 Information about all drivers running on a windows O3S
is stored in windows kernel memory in a wvariety of forms.
The information stored 1in the windows kernel wmemory
includes system module information 11, a driver object
space 12, a driver image space (Portablie Executable (PE)
20 structure) 13, an Interrupt Descriptor Table (IDT) 14, and
a System Service Descriptor Table (S3SDT) 16.
An NT' kernel 17 is responsible for the management of
a variety of data structures generally used in windows
kernel memory, the loading of drivers, the input and output
25 of devices, and the provision of system calls.

A list of currently loaded drivers is stored in the



is stored in windows kernel nenory in a variety of fornms. The
information stored in the wi ndows kernel nenory includes system
nodul e information 11, a driver object space 12, a driver inage space
(Portabl e Executable (PE) 20 structure) 13, an Interrupt Descri ptor

Tabl e (1DT) 1%15%88 RoJYpL € éﬁ:ﬁmo tiBn- Dascripfor fabl g SsA0e L bhane of

An NT Kker nel 'S respon5| T h e ‘managenent ~of "a variety o
data StrUCth%%cﬁeB@&%l:ylhl§§9 éﬂdv‘ﬁﬁg(g%atkﬁfrp%bm% dthed oafi nahg

of drivers, the Input and 250f devices, and the provision of

system cal |'s. sAgkbstef cgUET ﬁmgba hﬁ@ﬂ@dtﬂélaﬁ@ef sidq ets | Todd¥® are
system nodul e information 11. That is, the driver name of each driver

i mge and i nf @graatdon about the start and end addresses of a place
where the driver image is | oaded are stored. 5The function table of
each driver object irbestonehdrn e edpbifvesclobjietterspacgect2idAddtess] in
values that are referred to by functions that constitute the driver
obj ect of a drtheerdsivot dobgeaddregss-avallies whthrass hevadnieser thaageare
space (PE structure) 13 of the corresponding driver. 10 An inmge of
a driver (Thersfareedntahbghfandricsy thdte deastbeehe| bhdedrivemermiact
|s referred to as an inmage) whose driver file has been currently
| oaded in nen@ﬁyEisd§%6?§dsbﬁuﬂﬁekﬁ?l@@@rﬁﬁhgéa%%ﬁéeWGPEﬂﬁtﬁ@%tﬁ%ﬁver
13. The driver file and the driver are configured in the form
15 of PE str udfgpessPracpe B ISGé‘tJGF‘ér%)t glr?esOﬁ h6r %%F%?Pori%gualifhije¥ he
Iocatlogtof t he machi ne Iangu%ﬁe of an executable file, the |OC%§IOHS
q ;

of import’ and exporﬁntéﬁP@§ & tJPEVOF PrRAET 5ERES onDwiid ANt e driver

33;;62ﬁ02glng ﬁlehggnbégg lorgégl¥%,%%%%&§Ogsoge%e££égttgt§gtaéx¥¥§ge)

whose driver file has been currentiy locaded in memory is
stored in the driver image space (PE structure) 13. The
driver file and the driver image are configured in the form
i5 of PE structures. A PE structure stores information,
including the location of the machine language of an
executable file, the locations of import and export tables,
the type of platform on which the corresponding file can
run, and the location of a first start code when an CS
20 executes the file.

The IDT 14 stores the address of an interrupt
handler, The SSDT 16 stores the address of a routine that
should be called for each function when a system call is
generated.

25 Malicious programs including keyloggers  attempt
cracking by altering the driver object space 12, driver

image space (PE structure) 13, IDT 14, S8SDT 16 and hook



20executes the file. The 1 DT 14 stores the address of an
interrupt handler. The SSDT 16 stores the address of a routine that
shoul d be called for each function when a systemcall is generated.
25Mal i ci ous prograns including keyl oggers attenpt cracking by

altering the drj bj.ect,.sp : i ' p :

structure) 13g%ﬂéﬁgi§,bgsﬁ?élgggﬁéghoo 6Q§¥§%'bac%8%f%%%égggﬁ%r§%ograms

However, these,, bittc;la@gérpﬁwr%eﬁa%amél { 8Fotha 1SS 8 MoB0EHL ekernel
e

information 11 o h ernel at” all. If the system nodul e information

11 is alteredgtt he10S APenat 85sLEM ARKANS Y nEBEMEPEOSYST & la3tered, the
rebooted. 5 FIG 2 is a diagramillustrating a case where a

mal i ci ous drigs cheadeds i drtdieotisngonsd keiaelysrenpiy abibesesi.t he
driver object function table of the driver object space. Wen a

mal i ci ouss program i $Ilsoaded isn 4 helipgrany,ilhetrdfisxecut abde dhiver a
i mge (malicious.sys) of the corresponding malicious programis also

| oaded i n a dmialécibpagedspase (IRREdstr uchur he 13virklimsherkawnel themory
start and end addresses of a place where the nane and executable
driver image cfltelfedcorresgohdeng avakrtEi duscdiiovertalrle 25 dther edriver
are stored in a systemnodule information 11. FurthelLnore, a table of
functi ons thatotdeetusedcdy the correspondi ng malicious driver object

is stored in a driver object_space 12, and ¢orresponding. informatio
is stored in an | DT WR8t 2sk3hhy1o%h FESET s %%&ﬁ§3éh hg #Fpgey. the

i mge 20pace (PE strycture) 13 LNeTEEIVES. \\icious.oys)  of  the

corresponding malicious program is also loaded in a driver
image space (PE structure) 13. Furthermore, the start and
end addresses of a place where the name and executable
driver image of the corresponding malicious driver are
15 stored, are stored in a system module information 11.
Furthermore, a table of functions that are used by the
corresponding malicious driver object is stored in a driver
object space 12, and corresponding information is stored in
an IDT (not shown), an SSDT (not shown) and a driver image
20 space (PE structure) 13 themselves.

For aexample, when three drivers (hello.sys,
world.sys, and malicious.sys) are loaded in this computer
system, each driver image is loaded and stored in the
driver image space (PE structure) 13, and a list of driver

25 images loaded in the memory is stored in the system module
information 11. The driver name and start and end addresses

of each driver image are stored.



For exanpl e, when three drivers(hello.sys, world.sys, and

mal i ci ous. sys) are loaded in this conputer system each driver inmge
is loaded and stored in the driver image space (PE structure) 13, and
a list of driver 25 images |loaded in the nmenory is stored in the
system nodul e infor pabhomi 1d,. TFoaecdibyer mafpR read sbarttrandaenders to
addresses of each driver image are stored. Meanwhi | e,
functions requbtedifor rume drévensahgedctaal | ytowadaren arhangescesrhry
stored in the necessary driver object space 12. When the malicious
driver altersdahvaddslezstvapaes WAL clithies théemakibimsbyiraveungltears an
the 5 world.sys driver object, into an address value within a
mal i ci ous drieddrésmgeslokivhgcloctar sefforedxanpby, awemcadoaddfesdie
value that is referred to by the keyboard val ue processing function
of the worl d. ypsidrsxeer dobyeet oPsealt edddoi mb andae e¥glval watpinr a
exanple, 530) within the 10 malicious driver image, the world.sys
driver out put Bakeyhoiat daltle sl hd e e 8G§U6?r vekor apRPTig, when
mal i ci ous driver n |nterc t the keyboard val The
present inventiof %F%%%s%%l rﬁHQRxf%ﬁKQ§§F§89|ﬁ8 %Me?ﬁ%rk%Y?%ﬁqilYﬁk?e

driver alters a kernel a od of

d 1 .
det ecti ng thepﬁP?%§%&?%n%f g gﬁ@rﬁ%@ §51orHPﬁbdt%y§héhﬁwggengbjeCt 18
| nvention is Bﬁ%Jsggdlﬁ@o Jd%‘é? of can.al t£ ératéx%?n teg%bgnwp&%g{ e
& 3 ng a

and is run on“a USer conput 'S a' diagra Yus

state ingwhi CﬁaEQC1 a'&ﬁr@éﬂ 0 Eééfe‘?gt 198 d‘L«'o‘f%.Q?é bgen,d.0adgd Of 5

in the mﬁndoms ern menory of
keyboard values to the malicicus driver, and the malicious

driver can intercept the keyboard values.

The present invention proposes a method of detecting

whether a malicious driver alters a kernel as described
15 above.

The method of detecting the alteration of a kernel
according to the present invention is provided in the form
of an alteration detection program, and is run on a user
computer. FIG. 3 is a diagram illustrating a state in which

20 an alteration detection driver has been loaded on in the
windows kernel memory of FIG. 2.

When a kernel alteration detection program is
executed, an alteration detection driver image is loaded in
the driver image space (PE structure) 13, and the name of

25 the alteration detection driver and the start and end
addresses of the alteration detection driver in the image

space are stored 1in the system module information 11.



When a kernel alteration detection programis executed, an alteration
detection driver image is |loaded in the driver inmage space (PE

structure) 13, and the nanme of 25 the alteration detection driver and
the start and end addresses of the alteration detection driver in the

i mage ace ar ored in th d f t
kur?hefﬁnre JEF‘hgfmgﬁétab?g ?ﬁ ?;ngsgdgbln.ﬁ&ﬂgllgratl G by the
det ection drivgrhs.sb0 Sgté%tcﬂ?gﬂl Iper %bls%%geapaﬁetaé dIQ@ePrgéf@ét

invention is |np enen J'teration detection driver | oaded
in the w ndows, &ggyng menory as described above, and detects whet her
the kernel dri has been al tered. FIG 4 is a flowhart

illustrating a methag,of deiectd ngihhen@ldrer atlon i@ 1amwhndews I Ngthe
using the 10 alteration detection driver according to the enbodi nent

of the prﬁsenkﬁk%¥@ﬂﬁbﬂnc@tectlonFU&iﬁerth@a&bﬁemmJtHédﬁiﬁ@@W@ﬂkermel
driver reads a driver list fromthe system nodule information and
extracts i nf omicrgn aabatdsdrieenamkoand shdr Heandtendhadceessles bermel
15driver that is currently running on the systemat step $S41.

The al t er ati ondxdetechasnbakn vartegeldect s a detection target driver
fromthe driver list read fromthe system nodul e information, and
sets the start addré¥&.of 4t hies det eéipwnhanr geatl lasityaking vaar glbhedj of

and the end address 20of the detection target driver as variable j at
step S42. detecting the alteration of a windows kernel using the

10 alteration detection driver according to the embodiment of
the present invention.

First, the alteration detection driver reads a driver
list from the system module information and extracts
information about the name and start and end addresses of a

15 driver that is currently running on the system at step 541.

The alteration detection driver selects a detection
target driver from the driver list read from the system
module information, and sets the start address of the
detection target driver as variable i1 and the end address

20 of the detection target driver as variable j at step S542.

Thereafter, the alteration detection driver extracts

the argument of a function that is used by the detection

target driver object at step $43. 1In this case, using an

CbhbReferencelObject function, an  ObReferenceObjectByName
25 function, and an ObReferenceObjectByHandlefunction,
ObReferenceCbiectByPointer function, the alteration

detection driver can find a location at which the function



Thereafter, the alteration detection driver extracts the argunent of
a function that is used by the detection target driver object at step
S43. In this case, using an bReference(bject function, an

bRef er enceObj ect ByNane

25funCtiOn’an¢§ﬁ§§f@%@“ﬁﬂ§%§?ﬁ&&t lQﬁ?ﬂﬁ&jQﬁﬁection target driver
bRef erenceOoj ect ByPoi nterfunction, ttheal teration detection d?i ver can

find a |ocatiof, at- i gh Lhg tuActd:Qrackabliie ofqdhedriveraeh eehceion
the detection target driver is stored, and can extract the address of

each function fyem the fiunetion taie obrt hecdededdtar atgejetdr byeter
object. 5The alteration detection driver determ nes whether the

addr ess extracdiekaat. step S43 is a value between the variable i and
the variable j at step S44, determ nes that alteration has not
occurred bHn the corrgspoatitapideirectietactiangetirivérercatrsieps S¥bether
the extracted address is a 10 value between the variable i and the
variabl e j, anthaetdimrsress:whettierd allt erlat ditdetecti valhasbpeepen the
performed on the entire driver list at step S46. If there is a
driver on whi ctRuilebdeatli emddéahecvirshai-¢ | J bet peksoriit, daferprsessshat
returns to step S42, where 15 the part of the process starting with
the sel ecti on ®dftaradéPBchPEn "Phr GEFUBFET et stRP t SO HRONEPFatEFecH-hon
contrast, if there is_no driver on vvhiéghj&lt rati on detecti wll. be
o t

b
performed, thetPrGdesE etids. 2 vedhwhi P AT S FHLEES a5 @

step 843165 value between the wvariable 1 and the wvariablie Jj, and
determines whether alteration detection has been performed
on the entire driver list at step 3546.
If there 1is a driver on which alteration detection
will be performed, the process returns to step 542, where
15 the part of the process starting with the selection of a
detection target driver starts to be repeated. In contrast,
if there is no driver on which alteration detection will be
performed, the process ends.
Meanwhile, 1f the address extracted at step S43 1is
20 not a value between the wvariable i and the variable j at
determination step S44, the alteration detection driver
determines that the corresponding detection target driver
has been altered at step 547, notifies a user of the
alteration of the corresponding executable program at step
25 S48, and proceeds to step 546.
The present invention can detect not only the

alteration of the above-described driver object but also

10



20 not a value between the variable i and the variable | at
determ nation step S44, the alteration detection driver determ nes
that the correspondi ng detection target driver has been altered at
step S47, notifies a user of the alteration of the correspondi ng

execut abl e program,atesten, 25548 crand procegds 4oi9LLep iMBe space (PE
The present invention can detect not only the alteration of the

above- descri bed Aidrvee) obiestsdmt, ahsoththgodt teriatdser.of the 1DT,
the driver inmage space (PE structure), the SSDT, and the hook

cal | back. | n trhecteasesef oftheheDIDT414 1 hehd niretattpiptnuodieer obt aa
detection target device is obtained using a 5 Hal GetlnterruptVector
function, and ddiedtDbnof tiwergear r esgnidieng détect ichnatiaedet dedinge | sa
obt ai ned usi ng an asm si dt conmmand. Meanwhil e, whether the |IDT has
been alte¥ed daldeeloheckedtWcmxam himgtidie adar@sstbe t HETI Defandthe
service routine address. 10Iln the case of the driver inmage space (PE
structure) 13,caunuespendéndofietarigioan dianast idevgpends, dbfelisedr vphgd an
part of the detection target driver is set as an | MACE DOS HEADER
structure, thexdcaifen cofmgndt vMadteaphioRAL WEADER sthtictiife hag been
obtained fromthe 15 | MAGE DOS HEADER structure, and the | ocation of
Che | NAGE | NPCRT OESCRFPTER STFGEPAIaY | X bt s b e GREARSP NAGEE S 10T
OPTlI ONAL HEADER structure. Meanwhile, the address of each function is
checked for ald¥f & 6 VHGE e XN MGG Fificti on table included in the

| MAGE | DESCRI PT 20st ruct yr . I n e case of
vl Tk e river Tnddie £906 s 18 r8300re)

al terat s det ectdt I'ng d ss inclu
the KeServi Ce%s,cr{:lpéordg@gl:@ion target driver 1is opened, the starting

part of the detection target driver 1is set as an
IMAGE DOS_HEADER structure, the location of an
IMAGE OPTIONAL HEADER structure is obtained from the
15 IMAGE DOS HEADER  structure, and the location of the
IMAGE IMPCRT DESCRIPTOR structure is obtained from an
IMAGE OPTIONAL HEADER structure. Meanwhile, the address of
each function is checked for alteration by examining a
function table included in the IMAGE IMPORT DESCRIPTOR
20 structure.

In the case of the SSDT, alteration is detected by
examining a function address included in the
KeServiceDescriptorTable.

In the case of the hook callback, the driver object

25 of the detection target driver 1is obtained using an
ObReferenceObiject function, an  ObReferenceObjectByName

function, an ObReferenceObjectByHandle function, and an

11



In the case of the hook call back, the driver object 25 of the
detection target driver is obtained using an ObRef erence(bj ect
function, an bRef erence(bj ect ByNane function, an

bRef erenceoj ect ByHandl e function, and an

CbRef er enceQbj LRy o ' ey, canabhegbvi Se obt-plned s
using the obtg?§%§¥§%?verjgﬁﬁggFEQﬁggﬁ&ﬁfle, alteration is deté%%ed
by exani ning apheekegalihagk addr eyt dinehudes:dr t bejdevi ce wbhemiile,
5Al t hough the technical spirit of the present invention has been
descri bed in goBpHAELdON Wddtddtedapgospanyiitgy ¢ AWoRgsallbask i &ddress

intended to illustrate the preferred enbodi nents of the present
i nvention, andnt$ufied imtwerdedvioel oiridctt.he present invention.
Furthernore, it 10 will be apparent to those having ordinary

know edgé in the fiealdhofglart thhat tachaicety ebimbdi f icdat itdrs apdesent
variations are possible within the range which does not depart from
the scope of tihgetetdmi dads spiacnt . degepiMgl in  conjuncképhodwith the
detecting alteration of a wi ndows kernel, conprising: a first step of
readi ng, by aAca&PmerRYi®h derveididson Lissdrivelnts et | bhlsbditea the
nane and start and end addresses of a detection target driverC{Lom N
Systen1nDdulepFﬁﬁﬁFﬁ%%i%WPOdlments of the present invention, and is no
intended to limit the present invention. Furthermore, it
10 will be apparent to those having ordinary knowledge in the
field of art that a variety of modifications and variations
are possible within the range which does not depart from

the scope of the technical spirit.
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a second step of extracting a function that is used by a driver

obj ect of the detection target driver using the 10nane of the
detection target driver; and a third step of deteixiiining
that the detection target driver has not been altered if an address

of the function is a val ue between thecshamMs address and the end
address, and detem ning that the detection target driver has been
15altered if the address of the function is not a val ue between the
start address and the end address. 2. The nethod set forth in
claim1l1, wherein the.secondtsbep afsedetornediol an! tEhRefienenceObj ecindows
function, an ObRef erenceObj ect ByNanef uncti on, an

20oRef er ence@bjeet Bydamdlisfinget i on, andan CbRef er enceObj ect ByPoi nt er
function. 3. The nethod set forth in claim1, wherein the
alteration detectiof diirger stapt Rér rgetleets PHebheplicdptiar @dfeEiion
| DT, PE structure, SSDI, and/or hook callback of the detection
target dei ver dHaVer hasibeamadlicsr e@bout @  pamghedhdt WP Eet F6} ¢ 1pnd

in claiml, wherein the glteration_detection griver Peternines t ha
t he detectionaddresses of a detection target driver from system module

information;
a second step of extracting a function that is used
by a driver object of the detection target driver using the
10 name of the detection target driver; and
a third step of determining that the detection target
driver has not been altered if an address of the function
is a value between the start address and the end address,
and determining that the detection target driver has been
15 altered if the address of the function is not a wvalue

between the start address and the end address.

2. The method set forth in c¢laim 1, wherein the
second step uses one of an ObReferenceObject function, an
ObReferenceObjectByName function, an

20 ObReferenceObjectByHandle function, and an

ObReferenceObjectByPointer function.

3. The method set forth in c¢laim 1, wherein the
alteration detection driver further detects whether a

driver object, IDT, PE structure, SSDT, and/or hook

13



5 target driver has been altered and then notifies a user of the
alteration of an executable program of the detection target driver.

callback of the detection target driver have/has been

altered.

4, The method set forth in c¢laim 1, wherein the

alteration detection driver determines that the detection

5 target driver has been altered and then notifies a user of
the alteration of an executable program of the detection

target driver.
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