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SECURE CLI ENT- SERVER TRANSACTI ONS Background of the Invention 1. Field of
the Invention 5 The invention relates generally to conputer networks

t echnol ogy weBresarticul arly, this invention relates to PEHESHAMAYenent
of client transactVHHED AND KVSTEM EORMANAFING SELPRESLIENEEEBMERTBANTHEKENS 2
Description of the Rel ated Technol ogy Comruni cati on of data over a
network, such as the Internet, has becone as common as conmuni cating 10
voi ce over a tel ephone. The trenehékiundolbelnenion i b network communi cation
has been sulj ect rihiotitiabidverdio©OnN by unaut hori zed users, such as corrput er
Ihﬁglkgrn:n PTgoﬁg n?g'}e fﬁeglf%.? E'&‘:’iﬁ%l{ﬁﬁg éutconanhter g@éu&ﬂks?{c‘rgx&fogbm u'%elﬁgrp cuIE)r 60&5 |¥v9m|§n npa(?\évto
scranbl i ng the mur@geyensid Pibnt Sdnsactaiséckecure cient-sepytr pased na\h"g@rl thnms. Mre
particularly, the Transm ssion Control Protocol (TCP)/Internet Protocol
(I'P) used by many networks, including the Internet, was adapted to

i ncl ude secur ity Desrristionebihg Relasedtfeckiologecur e Socket Layer (SSL) and IP 15
Security (IPsec) gomhifiatod Inll dMoia Dz hefvod, sodhisethe ARGE rﬂapﬁel:oﬁlﬂ a&ﬁmr&ﬁ@hcoﬁﬁunihﬁse
security protocols. SSL iis a protocol develo nsm ssi on

privat e Wat Aoieervy 2 telephopga,Fpe ‘Ef&‘f:"ﬂ%ﬂf'3ase\/'i' 5”‘?%5%["?1‘{"'@?1 P{bfﬂ‘“ %§§L&'E‘br'%{7\"a ! bv

secur e ConnNefduihélited TuﬁrsC:(DﬂiT’ﬂsl Iﬁﬁn@lﬁix dackkest o R@ibyarbese istruddsi @it commehications potwes nulwy
usmgaprlvaeke to en ifa ;
encryption I;gpﬁw R r{(aer St Cn%lp matmn ?e]gu g \tivﬁ?%h rFr)l Js%% %smlél‘eex{rimuglm%'m vehdsxph sticated
conput er netewomies algntlltunsemgrmaettlﬂﬁﬂ‘l V!abyislmmn Ch'l“@'rpmqi 6?\“"[5'6?1%6‘019110'&'?93‘## %78 from
a sender CO*FPMB&J méuﬂnggherlrﬁﬂelp\kﬁ%a QQMEEQE:urnMc@J s@éﬁ’%seﬂfeﬁue sécdet BHG (Bs@ and 1P

Net scape Navi gat or and I nternet | orer port SSL, and nmany Wb sites

i mpl ements trﬁewgsLPsisk B%EMM'“QFth'e’cFEFFQI'% “fcfé?h?f"ﬂﬁﬁ‘t"i"a’l""’ﬁg’lér i nformation, such
as credit card nehes fotocspaebelofbd ﬁvmﬁa&mtsheofmhaam[mm dbcm&htemmt:memez ssL

aut henti cati on and encr%Ptl on. Aut de(';lyt' cat '10? ures t aat aﬁ?e mgm H;L
client and oEigasf sepe cpngstion fo curpmuringle Sqfapetpyeen @ flignt an Er"f’i"é'f e AUPREN Cati on may
sinply involea. Bmi:ﬂreimagc ey engr@tioniischehiniefsiogiahd iamler(w iD)lemamad hpu@smwdlermmvléver
a_computer  DASKCTualr infitRSRR Hnf Rarab P acéedu&ra&mmﬁmuvaef&ﬁieﬂz B> WbEREEP!

passvvord ancf”"sm”"var#e ormatlon. Encryption deters such m schi ef by
scranbl i Bl tsues ag Nesceps Byviagd 2nd et polgres SRS Rkt POTE HWE Sies implpagprdhe; SSlshrasesel B’ver

the networ K. glad cofisthial B8 intdiidniéd nﬁEhYa@tcleﬂgcalld&Qﬁberk ntﬂrﬂffﬂil'ﬂds@ﬁ meShilismUB @fplement
encryptlon to secure neat| cl udi ng. t he. payl.o

{i. a t eRtrendety ﬁ'ﬂr‘iﬂ""l‘,’%rﬁ‘ﬁ\ﬁ ‘}é’éff' %’g’ ﬁ'f'\ﬁécgﬁﬂ?eﬁ o "rfs M syt gae'r v“e[%a "

ef f ect , SSL ;picﬁmadeﬁncﬁtmﬁ mﬁrm\plymnlvmmi 2 gserSiegication (iD)amchasswant. HHowmeverceaomioter of a

Server, messg el’ mag‘gagesrp tB on ﬁ”ﬁi Xarv% gﬁ Jpﬁlmept pE?\Lurdf M Js?lﬁl:ne tglgrtnﬁlmt SEI'I(WBHG;I tﬂﬂersSSL

protocol , relarel rot ocol pect i cation, versions 2 and
3, whi ch2%r esuihmomhigbbyrsererdig WUSFféH oy eprvest '"'9031881_ ﬁeS’a"&“'sﬁ‘PW%%PE“’{“Hal" aWiigh ect s

any |evel prBteﬂ:ﬁPtIng RH'mllo‘ma@JH S@[ REsQeRhtiorSt® Sk nSarly &HPNpe@Sdata@c!ﬂﬁnﬁ the Balyllrae lie.a
transfer protocol (FTP) hypertext transfer

known in t he‘%é?%i“!&“‘f"@&'@ﬁ‘f&l’%? the glieq gpdigeuier. jingetteqt, Eﬁﬁ’?\’wé’r'é‘ B“tgﬂlf"%@ta s?ﬂ"ﬁta"ds
connects an ﬁﬂﬂlnhaﬁiﬁtui L3Ervel, Qes&gﬂﬁﬂi VWidnily paliet. G ddrther detalls 0@ba3SP pretpcoli referkdbd ivtadea

program sends SItq’r%oén gngé[ﬂ\éauen versmna' E nd 3, mﬁ”%nh %%?o? nr%&{hwgﬁhﬁ:pg a socket and

readi ng and &F Fom-t I'S sinmplifies program
devel opmant becausse istahpetopd theromrerte any hsénﬂnlftm bujit approtogal Hb@ﬂtml’rahiﬂ‘pmlhﬁt“a'ﬁ@' t he

socket and nﬁ¥toJolEffITM, oPﬂp&EL‘?m%é? Er?tBt'nlngTPi. As is known in the network technology, 2 socket is a seftware

object that connects an application to a network protocel. For example, in UNIX, a program sends and receives TCP{IP
messages by opening a socket and reading and writing data to and from the socket. This simplilies pregram
development because the programmer need only worry sbout manipulating the socket and may rely on the operating

35  system to actually transport messages across the network correctly. Many of the functions provided by SSL are part




35 systemto actually transport nessages across the network corre'ctlg.1| APR 2004

Many of the functions provided by SSL are part 2 1 APR 2004 PCT1US00113047
CVO 01102935 of a next generation |P protocol (IPng) keﬁ)gfgw% 4P version 6
(1 Pv6) \wBeisgiconsi dered by Internet Engineering Task”® ce zl I%lez), whi ch
is the nRi RgStRAGAPGEQN gaqkpas isohvefiort (PR brimteied by MBEAEEMY 'Eet  of
protocol s that support secu ) packets at the IP layer. |PSec
support§°’E%TH'@H@f‘%ﬂ“'&ﬁa"n%%grga?&%ﬁr&raznﬂgﬁgﬁm and Tunnell_T At othe source device
(i.e., transmistdii ng: stationy wiamtepicagEebrcker g Tl IoaT tsupprmd;gencr ypts
only the data portion (I.€. . PayhOadle @fce tike dnbhipackeadn] ofaandP by &% t he
header Jﬁ%‘?‘f“éé’g’geﬂ.ﬂ ?a"( gnq'ﬁlrj{]ﬁeéll wrfoege provides more security than the
Tr ans por tiznspadecdbycramnonly Pt 2Rgo o A "Pﬂ’i’é‘”ﬂé’ﬁﬂ’e”?“ﬂ'rfaﬁffgﬁﬁoaa of tﬁe' | P
packet . % A hﬁg dest Lnatd AR et Gensfoh mee by dnemeig\hbinge Stdrt pnd) payloadzgh the 1P
| PSec- cortfif'i"aht” devi ce decrypts received | P packets .. Cenghald pcretshe
source apdedas i daten ddiendie #EMEREHE 2" B "E ﬁey. J:"hi.s my be
acconpl i gepgath% P SRRk Gees Paoi poolkerk rTowmarals FTETHEY TBECHIPtY and
Key Managenefit Prot ocol / QCakl e |. SAKIVP P o] QWE di4ve the
dest i nat ool dewmnce “t“’(fi’ebﬁff%ﬂ"na”d\a/lKeéSuwgpa?eger{i(e@hgﬁ%mgulﬁmenti cat Ihe source
devi ce USinglicXeR0S Skiamelamil kewdnd aihedigpreate soyrigreich 4 3kl &I e OmuAI cat i on
Union (I TU) standard for f kN LQirk:ad oelelilifiecat es. U. S. Pat ent
Appl i cat i"BH‘“REf.‘T“B@Tﬁ‘%ﬁ?”?&ﬁ&f!?@é‘grgaéﬁb'gh%grdigl 1998 (herein after. known as
the referenced. apphpoditaionio 09254 884 Tirdon 8 A éﬁ%ﬂh%@@rk”e%?si‘@euﬂrgd to
manage client transact.d ons { Ehik@\Bver @aAlgReipabinae oY eStspures P rHeve ,
conmmuni cé‘tefef?ﬁc‘ﬁ’eafé]\kc)aﬁié“ For %gﬁéi I's on dth'? broker. ORghRbiPD TEMEhendon CP/ | P
net wor k, dai efteroegegien i § CPRTHEE1H "L 8T BPETE LY gppﬁ' cation which is
i ncor pﬁr %ﬁeﬁqﬁeqym{d?fﬁﬁe‘ﬂﬂﬁﬁceh Bppiic_ﬁtﬁn emiisrimrgmalmerh\eien;.;nw\feh"&'“*d‘&iﬁhu‘ﬁ'le_%ét i on
network involves secure operations, EERL: 1Rhsackiant REirest DNGACE 40ONS
requi r es ceRPAPLHETI"BHCY 8"°3ﬁde°”’5apﬁ%ﬁmfsaﬁggg%gt I'?h_e secure operations. The
need to $p@RUcelHan O ieentopetarian JarTedd drrep g 42y % AEEWOT K 1 S parti cul arly
i nport ant, bectat,lggmq VR R hw Ve Riod W deder Wotkese b b)e Sesauien spr dees SEshBecur e
transact i"OAL" At 9" sl dwer r at e t han coq\vgnt%ggqglw&' mie secoR B RQRLAy HTTP
traffic. chventiorelleramecvedlHIBIHgY " WL “UTer's Who nake secure transactions
with a Wb S&F RN K@ \eand ne Wlirdnssarioksorg prodesye 2fidgpe opey o FrEHBY PYACP'SY B
processed and the overall reliability and availability of the Wb site
are i npactade *Mwr% ore, there is a need in the net [ K e SRR GRfdkiON
t echnol ogy, sumhelas tetaas 4 reedin e Pewio=BTHIRAIPY LMK EF) Rg olﬁgg%_{i. ent
transactions: over  Seciifs ol setlee eSS oAU ing@dis OThe imettipgothres eirrgie sy ent | on
shoul d el ' nate ser ver performance bottl enecks during secure SSL
transact i mrimmansepaepcys 9909 HE S?ﬂ\?’és?ff‘?n%n in one enbodi ment, the invention
provi des a server conputer configured to manage transacti ons over a
comuni cation network. The serveg c@W gemgdNpPrises a data interface
operably connected to and configured to receive a dat ond @A @
conmput er over & seoty@elkrkinverfiontPrE%eE b FHE FPTAE| C(Sﬁ'g”ﬁegs (\]/\B%V.Q%%gtm;{ag 8er
gonput er further . GOmPIhSRSe Srfhdd GmpliOcass orrtoper syl cpneeoh e @ieYed 't he

ata intertrace and programed to access. the r. i v Gad s@rver g unberThe
processor eceye fagpz Hep P 6@?"35.’%3afeb‘"eﬁ‘@?‘)r}epctorﬁ"&%%? @r‘l"tytggof t he atﬁd:ftl!‘E pagket and
re-direct csnmﬁsegﬁﬁa?e fRG oedperibh connected 10 the deia imerface and programmed 10 access the Tecewer uaia
-girect the data packet 10

packel, The processor is further programmed 1o decrypt toniems of the data patket and re

i 1 and the
another computer, The server tompuler further comprises a data storage operably connected 10 the frocesso

i t
data interface. The data storage is tonfigured to store the data packel until the other computer becomes ready to

receive the client packel.

In aneiher embodiment, the invention proviges a system configured to respond 10 Elecironic FEQUeSTS OVer 8

. . . . . .
computer network, The sysiem comprises a lirst server configured to intertace with and receive a data packel aver @

[ ]



anot her conputer. The server conputer further conprises a data stora&é APR 2004

operably connected to the processor and the data interface. The data
storage is configured to store the data packet until the other conputer
becones rewdypiww3srecei ve the client packet. |In another BEHUSABHE, the
invention peovingesheampye hewprkc dinfiistrreed futter todigyed rdectyo catepts biteihie packatpoesst s
over a COWLC?{h ﬂiﬁtpm& k'fhe ;Enﬁ'n f%ryrértcﬁnm QPJ@J{)M%Q@ 1f'f1data cEn%‘um:?aﬁJnmﬁ mQQ,E}strQPred
to interface With a recel ve a data packet over

01/ 02935 P@ﬂ‘{“@)‘é]&!@" 1%‘(9‘4"/1 the diRapke fom HR firgifseryenad E‘th‘ﬁﬁ‘f éﬁ"’ %E‘\RH?"R“.‘ "’TW‘?E““T“I“’( st
server is fmdibAkeemonfi gur ed to decrypt contents of the data packet arid
re-direcl the data packet. i ses. a second server in
date cornuni cat i"b‘ﬁ“‘é)ﬁ Epodman ‘F‘i 'P”§ i pé“t"?féf "‘E‘a‘i‘?df Eiﬂ%ﬁj " YHPEE PSR OCEPT he
dat a packetnetivbrnhk Iﬂennﬂ tnmmkesmumeidaamdkeemngubcemtdmlmhaﬁnampactle-&tconpmmsmant to
I nst I‘ ucti Ons%cureﬁrﬁ(mh cn ter n@t% r? ﬁ'n Jllﬂd ngrtmpnse?ﬂpﬁmg%mnrmatiﬁ%i ﬁ1J1r¥c%|Uetdlde
provi des a T npa ef ectTonic reque a conputer network.
The Met hod nezbnpinegergodm@ceepowrneg Eﬁahum@amﬁmketewﬂa\ﬂ ingyailatiede srprpte ghe ilnd WEketat | on
froma cli effmaRimiHe@impP¥EEndR) heIREHER 1 hdlvepf the conputer network. The
met hod further conprises decrypting the information of the received data
packet . 0The met hod further conprises establishing a link with a server
that is available to execute thayidaisaippedkebawirgsrhe met hod further
conprises sending the data packet to the server. 10 Brief Description of
t he Drawi ngs Thahadoved andaset:h envraspedbsages bia@tnknds wil bcberzedindstoadts sfaby The
i nvention

L nvent! o dggtchﬂn&wm il fos ISR B0 oD oo o Byl B bl i il Pl
accompanyi ng dr aﬁwnglsafuuwp"mcmﬁgrafﬁfgU'Pfésenfew%méf "faem'éiﬂiﬂdwmhe ineyerk di agr am of
a clienggserver gat WL lowkhdh RERRE SRRNEKe Welafbn ulGind 1EWHERL difdol stardda. Fi QUre 2 i's
a flowhart describing a handshake operation pursuant to the SSL protocol

standard. Fi gurFé?“'S:’F%"“&ChFrf @W&P’f“”ﬂ%‘%“d‘ﬁhiﬂ'%ﬁjmf'ﬁ@ operation of the broker
of figure 1. Fi grigiesidailowchan debciomg Medpiratichas o sedds 41 Gouiene oper ati on of the
server of Figure 1. Detailed Description of the Invention 20 The fol |l ow ng
description is not to be taken in a limting sense, but is nade nerely for

t he purpose of describing the BptsipdPesdriotion df thelpverftions of t he i nvention. The
scope ohg the i nvgdighdf mqu.ms R 1ot b dn m@lmwe&sb bi1&f RAERES foOthe pufbBse &l Al N5,
Figure I is a functional ck diagramof a client-server system 100 in

accor dance WFCt"‘f'f‘gt"Hé"“F’ﬂ\‘)‘@?‘H“F Efr‘lhe inpeation. SHhessippe pt e iEyepf{gy doulp be gefgpmingd with aetgredes &
conpri ses OMmgcldiks. m)re clients 110 configured to comrunicate with a server
130a 25 over one 150 ne packet
swi t ched net wor k nﬁ‘%‘“i‘"ﬁ&mﬁfi‘% i}f q'e"ﬁf"e’ s‘lmm§ 0 '“laﬁﬂ'dgm w'@%ﬁﬁ'ﬁ%‘ o % t he
net wor k 150 showrein l‘agm @she ss@n Vidrombrisds oner gpre cliepts &0 swtioyred 1o Gmmpmtewnh@@mer 't?DaI ed by
an I nt er.?g]et Jlﬁ‘\itﬁe curE duq%wn(kL 1?!’8) enerTal#?"é‘Eacﬂetssw&peq é?&dm%:ﬁ':,s' thle lﬁgﬂp%@:ﬁ% to

oV
t he network ?? \ aa eV|ce such as a router
110 may connect to the nEiwo 150 \na 3 hnsl server 114, &. g., the server computer controlled by an !nlernet Semce

Provider (ISP}, that is operaiionally connected 1o the network 150 via a bridge-type device, such as a router 118, The
rovier 118 is conﬁgurved to forward packets received from the client 110 to various destinations based on packet
header information, such as the destination address. The Internet physical layer makes extensive use of routers 1o
30 torward packets from one server (e.g., host 114} to another {e.g., server 130a).

Typically, the sysiem 100 comprises a piurality 61 servers 130a, 130b, and 130c. The system 100 further
comprises a broker 120 operationally connected between the one or more servers (130a, 130b, and 130c} and a router
128. The broker 120 manages anc responds 1o client transactions by handing off client transactions to ore of the
servers 130a, 130b, and 130c, as fully described in the referenced application. Typically, the communication network

35 150 conforms to one or more standard communication protocols, such as the TCP/IP protocols. Although only one



router 11 a is configured to forward packets received fromthe cli eqy AP Q004
to various destinations based on packet header information. such as™th
destination address. The Internet physical |ayer nmakes extensive use of
routers towo3001%f ward packets from one server (e.g., hoPCTAUBANI3N4 anot her
(e.qg., ser wém 1189apwninygpe tatk kytem 100 eresipsviy miliGQlievosiming@sy. &impdriy eithbugh opty Of
Servers 130 rﬂ?ﬁqgl lss"ﬂm n]f%gg th-ggy@wlﬁy{)%tmgmpgrgpmthqrru&Mukergﬂm{nbnﬁﬁssu& apil;lgker
120 operatlona y connecte etween the one or nore servers (130 130b,
and 130c) apdadel serivieeyhersin tprpor mpg drokgis @l Stneq ion bsbhgween A devie B amasiveldy ¥ i ent
transacti onsstsme,nan,d.lsmnmhfsf.@ley ent transactions to one of The servers 1

30a, 130b, and 130c, described ipn the referenced a
Typi cal 13, the JBHIKH' 2ua'f f%b?}{'reﬂe‘f’\f\ﬁ?"[{ syl fgd'"'{fd‘ﬁd; Br°Ppe® US'mHﬁéﬁg’F"kﬁ‘ri# may
st andar d conpHpaeaii 631 ke O trat@iioss perSeredd. Gusimink@ionli@edn Fhe ket 20 @ldgnwitiphd digmugh

only one 3 21 [ 02935 P in
Figure 1, rhlépué@) g{uwp 9 %él'\é\(%arac]fenst{cs ée to 'Hump§%°{]°?084£ le::ag rilét %mim}ﬂ?uﬁ g?nto%nh 911\@/;
Sinmlarly, ladktrhZﬁthImfvlﬂynltﬂroﬂéestyf}a@keqdwﬁﬂ(}a*%s f!@\MW’ thpnepyotky H @ deptinatom gddresg st em

100 may opefahe skl adihistd gPbdde RGHE Tre FrdiHlof SREALS I brokdUiis @ vidnf), tfen the
cascaded structure wherein two or nore brokers are connected in parallel

bet ween 1% hebresughieceiies the gaakyt 18 fpyihes pragessipg, Tecally.olpegbenken § 20 aplis difsqmethptiiresRefis gl n
this figurehe snﬁce'EJluﬁssbreQ&ﬁﬁfudeaﬁ@uﬂp&ke&onf| gured to support sever al SSL i nks
and, in one enbodi nen t.Q0 6 i.nks or
transactions perg%‘?‘f'éaﬁ'ﬂ“ °"ffo ot "E:{SP i"on '"cg‘g%(rﬁ%@ﬁppﬁd 'EBEFI dpeey Egm%et R thIgtl pl e
clients i Schtnyplﬂeallhiuyar 20.04si nekexiChbdeey the feervockH 5l reeg tmelemesitTC RIS m@tfnwls ksech @ohetumetat i on
pr ot ocol . FOI’ ;%? ore s&ﬁr‘t{]ﬂm&cms 5 d%?kélﬂP#g Qrt Qrﬁr?l n th¥ hrﬁenncmrlﬁeks%[ pr&gcg WY
sinply moni t estl nat|on address packets tlow ng over

net wor k.15 1 t deapnué@t'iummﬂumraaw dhe dpventippt owever. i Wil @S InfeEsEPoh Y 18S @Sf-‘!ﬂi@'egv those

address of k6o nﬁfnarf]ﬁﬂml% b 1%;1 tht Mverﬁlﬁn nﬁ?ﬁe\ﬁ%’élﬁem@mt‘g a'fwhsﬁe obrﬁ@&ed’umﬂ-aﬁunhlﬁ
servicing), then the 10 broker recelve

rocessi g, Tyor st e wperdr o b ved bl Hrnod vt Puddiprve o
the source a#leirens ddsied e plierd h i0anibtes ai@nilstiakey/3s siofifieparclic edmernic@dmustoicat TS over
t he network_150 r ] SSI

bet weon e BPEnte dlg iAmbL AREhal g SRR LGSR 36 B paent husipid
may i npli28 e 0 @RS eRhaylieot 3R bl ansnifiadpagkes havines seifiCK pil gqdythe "&Pid"?aﬁb!““{j'e"@%@" or
nore securi EanoWeﬂ%}Ln%Ql ﬁe brokblGB0 BSranamikting 4 RRGChevinglb s@ﬁ\h@ﬁ:ts In ddbktide 4 Stabil@Rt i ON,
the SSL protocol wll 15 described to illustrate th etﬂpractlce of the

i nventi on. Fﬁ%&ﬂ"b?‘"s““l“t'“ \WF PetwoRkeProlpeRl A ML & hapdshate it pRFecdanse o) BE P aY o RBse
havi ng or di gasiyprdideil leh., 90 mbyvere@lied. t hat the invention may be inplenmented
usi ng any one or ecurit t he
client 110 and b‘lu}rkggna c:eni se(ver VYSh po cn %8!9 us:n)%V\gﬁrlgn?e%{pﬁqﬂir %?%Ar%d ﬁmw?&%\?ng.?aem
server 1280) piowcotbersiin selet! criplagaptid q'HQ‘NtfﬂS m@nuv-m E@qha‘t'%sﬂdase PrAATHEhSRwNeRon tegfigiques to
SpeCI fied b¥en£rm§sh§9mﬁ| @@Je'pﬁﬂssaraﬁthﬁgﬁlhy zhﬁmagishske-{rgedull Pthe SILRénncenoR WikERay t he
client 110 transmts a packet havi ng N bit fromthe g%hpent ]rlo to
t he broker I%’“m’Fﬁ?easlS‘}"WeFl'g“’2é'5EW‘*F %Eﬁﬁwaéhafdé"a'[eﬁgmli‘l"|”‘éﬁ'ﬁ’" % 1§ S¢ypretocol.
transm tti n@siadisp 89K ednneflidn/r Fag 1@ cied 10 MUlkeshaihingshaArig sdndv@ a ChentBand med<h@d 1o the broker
acknow edgeﬁ| Qe 1?]cknowl edgenent of the broker 120 by transmtting a
packet havi 6&‘ kZP-ACK bit. In addition to establishi ng a handshake
pursuant3ot o t he fiet tierHeloprestge cotmunipes fnariciry avivan dshéerdtuel gegor geitee
with t he Sp?u%ni éaﬁnﬁt[ih)opphé? Fg atlgnﬁhm a0 Cotlplessid RO QI'u th@ GiphGring al&ﬂh&n ilEW-YheQﬁm 110

requir
includes a list of cipher suites that are supported by the client 110 with the client’s first preference Fisted first. For

example, the structure of the ChemHello message may include the following cemmand: CipherSuite
cipher_suites <fist >, where “list" represents cne or more ciphering protocels supparted by the Client 110. The

35  session |0 is generally a random value generated by the ciient 110 to identify the session 1o the broker 120. The client



When a client and server wish to comruni cate using a SSL connecti onl‘tﬁ%mm
exchange i nformation about a 25 protocol version, select cryptographic

al gorithns, authenticate each other, and use public-key encryption

t echni quesWR1gBher at e shared secrets. These processes HEUWAHIPED by t he
handshake patowsemtvidohe bokes 18Sith hoinheertitabm, suppareddh therdignt 118eThe brpkeeli2f z@ehiels

fol I ows. Fi Mlﬁn %U'bﬁse@mﬂc ! Qe%h% &esgﬁesﬁrﬂch mnﬁ& s%xm%ﬂﬂtﬁﬂ%ﬁangrpﬁﬁﬂh'e g,gt(erptgﬁsuant
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pur chasé? ctﬂ‘i’ﬂr\h‘fﬁ'"@%t‘@ RN tewcea'rfd'e%érﬂoﬂewrewsawnam&'haﬂ plagthETP) thl@ gy \Wer8v130

next encryplegcitgli® fow §SRCNSLuIAGKELsSvef B0, 1lehRRSTID B ﬂnhet?ﬁﬁnh b @ R Eél:uhee nt
110 (bl ock 4361. The server 130 sends the encry tBt ed packets to

e bro
120 (bl ock WEBTRtE-(HESHPGIREF " J" PefiShat R Hd ‘rﬁ%dﬁ%’é‘"%‘é&’&&‘f‘%"@ R he

client 110 iphivaiskocid 509 ie., Ftv@mdrdemiglications) than non-secure transactions. Thus, the broker 120 reduces the

fiow of non-secure traffic in an effort to maximize e-commerce related transactions. Additionally, the broker 120 may

er

35 re-direct tratfic 10 another server that may fulfill client requests most efficiently.




may be term nated or additional transactions nmay be satisfied by thd 1 APR 2004
server 130 before the control flow ends (block 10 460). An alternate path
of packet transm ssion may occur if the handshake is not requested to be
secure by WA&10¥soker 120 with the server 130 (bl ock 420FCT/MRVIARE f | ow,

the server 130 Petepteeing o eign vipastoas hgving @ dowett Rerithrtesidegker #200sllocgtpy opakimu 0) |

The server 130 oMelpbnsif€ YL SinehdiMo nt.lrs@craﬁ%t in@ARRing( B 2QGHanttAeth 1 kniBbbiRfikey O
what was shown in_the secure path at block 434. The server 130 sends

response pabeiEte 1?Uo"“c" B e PaniED B2 (DETBIRI 24 A55PHA 0k bioh e Hielr2Bractipm @bovey 5
response pacilsangy, Taﬁkrhl‘g@enallrtsﬁiﬂtnmﬂ.:hﬂno@ e{paek 1hd Dlder 1Immiyheiu@\lﬁl‘mwtolﬂ@onS&iwer
130 enc unt]ers l%lne%rfg%(r:vgrq% %r cthelnpndketoo%{o Erlsér)vgr ur m%rre ';l? fiulﬁlmen? lnSUddseen

br eakdo THETTRY Focessing of ¢ 59
typicall y Sendsriwlacrar of mneheemqoﬁmrmssra@@tsw swc-hsoutss HﬁT'I%Fé cm@@nsum@@()h thor 600
series err%youmﬁéggmr rargerkd hidresfi€Si rabl e to have the broker 120 nonitor such
error nessages to determne if any error nmessage is generated by the
server 130. |n théwsbheteieoonp wldp appaiaied thaljbenvenondyscapes the feo- s aed ipod

responds 200105?6( m'ﬁlrnﬁﬂw&bfvﬂﬂtu'alﬂacﬁms- b@(ween Wik g seﬁ&ﬂ&:er&bcbw@fms SichYVBgL € THe mfehtion
re-direct client ? anot servgr for fulf case,

the cli&ht @a&HY 'Edrflh‘i}hebsé“ %'8’5‘\5/8? LEI BERTRY RS R é’cf”\?\ﬂ"f ﬁtl?[ff"’”(ﬁ'lfﬁvég/’rf‘f{jhe%lny of
the servi cemblidinkritsCasl tb be@Bnsideree o ik s@dce dnly ilxytrativa end@n tréstrigtive rTowdcee pighetietidér vi ce
E g ;h,e gl_ : eperefore |an cgtetﬂxl ﬁlga yehder? cltla§ng %m?r; Iﬁegigggﬁﬁgg s?r{a]ioﬁ.f Igl%%tﬁgﬁi@l; glw Ill g?: r?g.ﬂ%d t %/he
br oker 120 iailllafmw B@y@nﬂemﬂadwwesﬂﬂa!hm@wﬂ@Tﬁe@jﬁm-i fy one or nore groups of
users 25 for the purpose of prioritizing user transactions. Mre
particularly, the systemadm nistrator nmay select a group of users having
a particular source address to set a priority level (e.g., 1 through 5)
therefor. The broker 120 allocates the |east anbunt of response tine to
process transactions issued by the user group having highest priority
(e.g., 5). By allocating the | east anbunt of response tine (e.g.. a
threshold of 10 mlliseconds), the broker 120 nonitors a server's

response tinme to high-priority transactions. In the event one or nore
response tines are greater than the threshold 30 tine, the broker 120 may
reduce the flow of non-secure transaction traffic (e.g., plain HITP) to
the server 130. By reducing the flow of non-secure traffic to the server
130, the broker 120 frees up the server 130 to transact secure
transactions (e.g., HTTPSI nore efficiently. In practice, it is believed
that secure transactions are nore likely to involve financial data (i.e.,
e-comer ce applications) than non-secure transactions. Thus, the broker
120 reduces the flow of non-secure traffic in an effort to maxi m ze
e-comerce related transactions. Additionally, the broker 120 may 35
re-direct traffic to another server that may fulfill client requests nost
efficiently, 8 21 APR 2004 WO 01/ 02935 PCTI USOQ' 13047 On the ot her hand,
for client transactions having a |lowest priority, the broker 120 all ocates
a maxi mum anount of response tine (e.g., a threshold of 50 mlliseconds)
for monitoring. In accordance with the threshold time, the broker 120 may
intervene in a manner that is simlar to the description of high priority
transacti ons above. Accordingly, after a given threshold tinme of
non-response, the broker 120 may reduce the fl ow of non-secure



5 transactions to the server 130, or redirect client packets to anotzheAPR 2004
server for nore efficient fulfillnment. In any case, for a particular
group of users, the broker 120 ains to dedicate server resources that are
commensurate with the group's anticipated or targeted interest. In view
of the foregoing, it will be appreciated that the invention overcones the
| ong- st andi MYADEERIMEGNS: a br oker that manages network transactions between
a client and a server over secure |inks, such as SSL. The invention 10
may be enbodi ed i:n ot hepe sppe fintigudip menaasitETEEs e P amirivningtioh netyyprki thessesgsi ri t
or essenti alphiat@pishgi stics. The described enbodiments are to be
considered in all respects only illustrative and not restrictive. The
scope of . the inventi oht2jadnertace piarpblvsepgpested o 49f; CEnLRuEse) topsRreive p dat 3 pked 0B A P’ s
rather by the fonegQiiginde e tinpikMhnenr; changes falling within the

meani ng and range of equival ency of the clains, are to be enbraced within
Thei Scope. 0 23 APHES BRI cmesehs LEA e ogamet s Mottt e
configured to nafdgeckitrdarystaciznon e dw@ickea scioadmrartheiat peoer weiimondpuiet ¢ Ser ver
comput er comprising: 8ef2 el Bhh ' AeeLB W0t AR BEGHL AL BOGf ABLEIUT e
to receive a data pac?<et réma (!,orrput er over a secure fink of the
communi cat i on netawguced ta sidmtte JaRoBeesoT thy etharlshiypputen heremesedady do fesevedi® a
interface and praghtaapRt tHeGaBGeRESort el R6RInEA to ded @ APRGKRdfic td ¢erofpt

contents of the gagipagemgéﬁ%m@wsen o UF th€Gher EdMpuEAl-3n BRFK Rl ofner BRRRGET

conputer; and a a storage operably connected to the processor and the
data interface, Bhe dttsvgrbidiykwheein e iguipeiceiorordioyse o receive thy daiapagke driog

until the OB hredGiMklinGle RESPIRS HEBEYIk.O receive the client packet, the
data processor further pro Lgmrﬁghto alter a flowaqf traffic to the, ot
& BT ik

her
conputer based of a r®& G e RECESPHE Y YEBTRS (BT e e & PP P ™ n t he
ot her conpueiicryptetl infoiations@r arerseqork inCloatie phel sompveer ei N t he data interface is
configured to regeiv t I ted | i.on..over a
secure socket Iajg/'er ?@%It}?ﬂlq?%ﬂn Pgﬁé&ﬁﬁgqgé%s@g?m@{‘aﬁ%ygbi'%ﬂi% m\sz\ﬁ{earr%th értl(aﬁqée)
processor i srcpypiescnfosmaimavet othesecep okt the pthpecofidtita packet having  unencrypt ed
information oversa NOfke &R& W Baint 1, Rhereln Ghe bR ssaHtis PG aknRiNTA Worbr. andompdiB @ efperisy/ er - Of
Claim1, vvhe_reiré tFe grocesgo;l dit.s programed to re-direct the data packet
having encPfYpY BEPRPBPEEE T BFEVEY anot her secure link to the ot her
conput er. 5. Thesser v&he ssfverdf fleim 11 whepdirethebrocetdoerepiceism@of nos-sgiuegiasiaed t o
moni t or  andye QiFpbMpider RSB Bat tid ragpordk tihd&cdb 8 rssidieer t0 a threshol d
time. 6. The server of Claiml, wherein the processor reduces the flow of

non-secure trafffc t oMt EHs ISR IEEHRIFRHOTIR' FPRE I P4t o PRENSWeBONse
ti me exceedspate itipeRs il cibnde inie oumbc of EkeRedg@s paatts.of Claim 1, wherein the data

storage is confi gur edA %_r(s)tfrﬂgénfﬁasd tg n?bu it}ﬁecf?lfnic Qeé.@g! %Qlae:urﬁpﬁngrr%%k, 1§eos?ﬁeq1 in

response to a change | unber "of recelve ata packets.
! COmprising:

a first server configured to interface with and receive a data packel over a secure fink of the
computer network, the first server further configured to decrypt contents of the data packet and re-direci
the data packet; and

a second server in data communication with the first sesver and configured to accept the data

packet Irom the first server and execvie the dala packet pursuant to instructions contained therein,
the first server to alter a flow of traffic to the second server based on a response time of the
second server or an error in the second server.

8. The system of Claim B, wherein the first server is configured to interface with a secure socket

layer (SSL) link of the computer network.

10. The system of Claim 8, wherein the first server is configured to re-encrypt contents of the data

packet.

1. The system of Claim B, wherein the first server is configured 1o establish a secure link with the

second server for transmission of data packets therebetween,

10
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8. A systemconfigured to respond to el ectronic requests over a conputer
network, the system conprising: a first server configured to interface
with and receive a data packet over a secure link of the conputer
network, the first server further configured to decrypt contents of the
dat a packet and re-direct the data packet; and a second server in data
comuni cation wi'gh t P8 S¥ieR 2Ll \bpreinfigiseqopsheye e poailurddo daepkdor peckes isited
packet fromehhenkiss®l, server and execute t he date packet pursuant to

i nstructions conjain d therfe:\ | e first server to alter a flow o

traffic to the S&cond™SBFVE ab“és“é&”'&ﬂﬁ BOoPISE O LRI e £ lgap gne d%‘e?fd‘ﬁ‘d“
server or anpommolrerécmetdarapalecmmdae@bwerme 9. The system of ClaimB, wherein
the first server, is n r a sec er
(SSL) Iink of the Coﬁ%u{stgrrgurl]lgﬁ IE%L pn tgerfl fT_herverls wnth%uredto]{non %19 respgnsewen{tgyn t he
first servevturldsen@rcanﬁttﬂrgﬂafﬂé'd'EtP@SErﬂelﬂend!reypltilmontents of the data packet. 11.
The system of Chai m 8, )R 6i@amh 1l RPerdid thedthrst SRENGbatibuRd F&QJ&J:LE! Grﬁeotfﬁ’on &E}reab' I sh

a secure link with the  second server for transm ssion of data pac
t her ebet wedftfic flogy imthe eyepthabihiyasropss timepprgeds Peipreshiidgime.C) ai m 11, wherein the

second server i 3g contneg,ldfered Cla adenatreynt nrdatr@r .p@ﬁilﬁ@édsu HoRGed Vs se of ihps@anﬁdhe
first server. 13. The s ﬁ in the second server

confi gur ed ¥H" %Hd“eat“‘t 5%"["' "R “‘a%tfeé“’ '55‘[381’"9 f"Ff“ PapkEIdg A eLse ey fof ’H'E""‘F’%cel ved
dat a packet w t hf.n aame®pdmgesity elerenic ﬂs&mstﬂ'haecn@ymrtnamdofhe Keittad dnflissg: Wher ei n

the first server is Ganhy Oub Gk Byl Olh@ind 155 PAOS Sl By Gl iy g eCON

server and conpare the respons to a thres e system
of O aim 14, whéeheedmpere peewvofki r st server is confl gured to reduce the vol une

of non-secure traffueg,ypt.tgqmlmhm,aﬁnhaﬂm@eentddt,p@tmt he response tine exceeds
the threshold tine. 16 ein the first server is

configured to noni tof“ay's't‘"%%lﬁ‘(‘)‘ﬁ’és%fr"tah'é“%"éb('fd?fd“""’s‘eerdt‘/'é?“"é‘nd in the event
of an error in the sewdngthsdatanackettp thedervascandt he client packet to anot her
server for fulfill meateringlafolufe kel helserd@ BaGH 5k RipBtk iMAbithe’ €QUEStS in a

conmput er net wor ot Ben 8% hask €QEPr i sing: receiving a data packet having
encrypted information froma client conputer over a secure link of the

conput er networ kig. deatieyrathbd g Chi 87.iwhérr haedeiginy ilidet hsivingec@iaveske! dat asepecket ;
esfabl i shi nx% a l |[§§ fme%m%er ver that is available to execute the data
packet ; ﬁF'r'f‘Q’f’ "G5S acket to the server, and altering a vol une of
traffic to the s@r verThmg@di EAim . e semden tele%pn&lhatn}f]oémaunn of the data packet prior

to sending the data packet to the server.
20. The method of Claim 17, further comprising sending a data packet to the client computer in

response 1o the data packel of the client computer.

21. The method of Claim 17, wherein if the response time of the server exceeds 2

threshold time, the volume of non-secure traffic to the server is reduced.
22 The method ¢f Claim 17, further comprising setting a thresheld time for each of a plurafity of
groups of clignts, the threshold time being based on the priority of response 10 the group of clients.

23. The methad of Claim 17, wherein establishing a link inciudes setting up ancther secure link with

the server.
24. The method of Claim 17, further comptising receiving the data packet by the server and preparing

a1 least one data packet in the course of an e-commerce fransaction.

25. The methed of Claim 17, further comprising decrypting the information of the data packet by the
Server,

26. The method of Claim 17, wherein in the event of an error in the server, the method

includes re-directing the data packet to another server.

1




server or an error in the server. 18. The method of Caim 17, wherelr ARR2004
recei ving includes receiving a data packet over a secure socket |ayer

(SSL) link of the Internet. 19. The nethod of Claim 17, further conprising
re-encrypting the informati on of the data packet prior to sending the

data packet to the server. 20. The nmethod of Claim 17, further conprising
sendi ng a data patketA nighod ¢ comolricetiny betwsergkess jandj arserver i g pligseevertngiwerky dhe ehathad
packet of the Fﬂbent conputer. 21. The nmethod of Claim 17, wherein if the
response tine of the server exceeds a threshold tine, the volune of
non-secure traffic tosseeingeseiyepicsion ik swpendte clentand afilesevist hod of O ai m 17,

further conprising sSebdilifi®y de ik s@&halids: bie MRkt Oim BaGH, o pﬁkdﬂieuﬁs&hlﬁgtay:lat@f
groups of clients, the threshold tinme being based an the priority of

response to the @F“&hp of clients. 23. The nmethod of Caim 17, wherein
establishing a link |mm.lymmaler&etrrtammgmapaclarm)mhianses\e:cure link with the

server. 24. The net hod of receiving the data
packet by the server sgﬁnaglhemu uad?al::lktIrnrlc\t“{wsr?%';verqgarr;gg&@g‘érgrg acket in the course

of an e-comrerce trarrs%i?e{'q"@ripfhez@aWéﬁtﬁ@‘ﬂqfdjﬂ“‘(ﬂ*hﬁtﬁ’éhsﬂﬁ"‘?fﬁndfurther
conpri sing decrypti Ngatking aiveifirae atadficonthe fecoridaerdabaseparckmespotme timhef tiser ver .
26. The net hod of,. & fALiRbiinthel&éegi N in the event of an error in the
server, the net hog

server. 11 21 APR 206&512#"(3‘?% {‘Hg“f‘%é % "g ?effl“g%"’a”ﬁ‘g"%%%‘[e‘t ik ’""@"‘é’F ”'éH‘F and

a server in aaeaetluheanmﬁshaeiremeernmaeibmnk.g firg1evermet hod  conpri si ng: establ i shing
a.comuni cation Link het Jen% ﬁhss?a WRDS .Mamr,@ﬁﬁta%v&s nanasﬁaﬁeeeom,.&g by

the first server ‘4t |€aSt m t he ¢l
representi ngegamlrjanr@snﬂeqme@tmcq‘mai‘#Wﬁ‘%@”h"é@l&eﬁm"| nf or mati on of the packet at

the first servergy sefigiph@e Bsr@flnﬁmldtljﬂw et whaG k@iityifigl Hoddk tidnatidniBibde ShdiiuMf a L O A
second server; responding to the data rec!uest of the client via the first

server; and dé?!"taé‘\"?‘ﬁ’g“af“%F@?“Uh‘ﬁ'“ﬂif‘h'l"ra‘ﬁi’tf“i‘?f‘ B ¥He second server based on a
response tinme of 3st.he Thseanmebs dtnedainClgm 2D whdrein strigy tReemovfifiad pacPed to tMerpecomistrieod as

defined in CI I lJ shing a comunication link includes
perform ng @JETSE%'"QIMJH%%T 3@?}%@9 Iget ween the client and the first

server. 29. The A®t hothe mghodks fifippdid Clpim 2ICHheeinjep@dingihbs Eintncdspsepding by Y sENRE at
| edst one hapelshalkCons@pmiehrR610 he tirst server.

J3. The method 25 defined in Claim 32, wherein responding to the client further includes sending by the
first server the response packet with 2 destination address of the client.
3. A system for communicating between a client and a server in @ client-server network, the system
comprising: 7
a first server that is configured to seceive at least one packet from the client, the packet
representing a data request, the first server turther contigured to modify header information of and send 1he
modified packet via the network; and

a second server that is configured to receive the moditied packet and respond to the data request

of the client via the first server, the first server 1o alter a flow of traffic fo the second server
based on a response time of the second server or an error in the second server,

35. The system as defined in Ciaim 34, wherein the first server is configured to perform at least one
handshake with the client.

36. The system as defined in Claim 35, wherein the handshake represents a start of a transpori conirol
protocolfinternet protocel {(TCP/IP} session.

3r. The system as defined in Claim 34, wherein the first server is configured 1o modify a destination
address of the packet so as to route the packet to the second server.

38, The system as defined in Claim 34, wherein the first server is configured to send the packet 1o the

second server over 2 non-secure fink,

12



begi nning a transport control protocol/internet protocol (TCP/IP) skbaPRalls
30. The nethod as defined in Claim27, wherein nodifying header

i nformation includes nodifying a destination address of the packet to
route the packet to the second server. 31. The nethod as defined in Caim
27, wherein sending the nodified packet to the second server includes
sendi ng the packéd ovBe systemesrfef@edaniaim 34 wherein S secopthgervirds caRHBpTed & Serd Y 5783 n

A ai m 27, Wighrk polefisBOfididlg. t o the client includes sending by the second
server at | east one response ﬁackeh,tﬁ the first server., %3. tpﬁ net hod as
defined in C ai n82, WR&FED A FRELHHAT AY “PEet "L FErt P HEF W FidEs
sendi ng by bdame whi doestinab badess cttre@liemesponse packet with a destination
address of the client. 34. A system for comunicating between a client and
a server in a client-server network, the system conprising: a first
server that is configured to receive at | east one packet fromthe client,
the packet representing a data request, the first server further
configured to nodify header information of and send the nodified packet
via the network; and a second server that is configured to receive the
nodi fi ed packet and respond to the data request of the client via the
first server, the first server to alter a flow of traffic to the second
server based on a response tine of the second server or an error in the
second server. 35. The systemas defined in Caim 34, wherein the first
server is configured to performat |east one handshake with the client.
36. The system as defined in Caim 35 wherein the handshake represents a
start of a transport control protocol/internet protocol (TCP/IP) session.
37. The system as defined in Claim34, wherein the first server is
configured to nodify a destination address of the packet so as to route
the packet to the second server. 38. The systemas defined in Caim 34,
wherein the first server is configured to send the packet to the second
server over a non-secure link. 12 2 1 APR 2004 39. The system as defi ned
in Caim34, wherein the second server is configured to send at |east one
response packet to the first server. 40. The systemas defined in C aim
39, wherein the first server is configured to send the response packet
with a destination address ci the client. 13
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