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WO 2006/ 024080 PCT/ AU2005/ 001305 1 A SECURITY SYSTEM
TECHNI CAL FI ELD The present invention relates to a

W@ e@xif24080 syst em whi ch conbi nes account acti vPCT/AU2005/001305

nonitoring and the field of information technology in

nobil e 5 comruni cati ons. BACKGROUND ART Mbst

organi sations and individual$ regularly use credit

cards for obtaining goods and services. Despite
advancenments in technkegERIENSYSIEMI ty systens in
relation 10 to cash or credit transactions, there

remains a need for an SEGHOWCALMBHHAD of detecti ng

credit car d_at ty p

oredi ca Syl i TR ! 4 sk S BPhAGS: combincs
Mckdun®recpielty raemitofingapmsd nbe dield el infermlatioft technology in mobile
i nconveni ence to cardhol ders and fi nanci al

iOQEMPUNIEALORS alike. 15 In Asia, it is reported that

credit card fraud exc @qm Toer annum Most
fraudul ent transacti o;)j%fgt@gk%]R Peﬂllﬁn t he absence of

the card \West eongmdeattmnarmdphmhﬁduéllrregldoﬂg we credit cards for

services oyer the, net or by tel ephone. The majority of
éad’éllﬁgéﬁ? $404/56584Fons are for small anounts. 20

I—Iovvever gi"dclf Qtwa)ﬂ@én){enté RSREEAE Be AN bty ﬁgt%in‘é in relation

bei ng passed o cardholders in Tgeneral through
itnt ek sir cmdlestranwmtllom thamksemaum at neads &t #oecpramigrmeans of

wi || C patterns are
dﬂr‘ P?gE‘PF @%%ﬁ@ r}nf ﬁ%ﬁf?ﬁé{}ngﬂ% “%ine of credit
will be Cﬁﬁcﬁﬁﬂh%ﬁawfloﬁéq%r@cﬁf bl dend dees mioto <$<m® agtllion per
them this type of securlty can often back 25 f

pﬁannummnangyt gréat dpal afrinepnzeniernsdo @ﬂ@h@&derwdc@mﬁ@l Hstitutions
1|x])fﬁmaly be on holiday and not able to respond to any
comruni cati on. Mdst cardhol ders are able to

instruct thg Raakitds régortednihbs cleliRycand Ftautl cexcegaigl §1 billion per
their accounts to enhance security. One exanpl e of

tansmt ype of systemis offered by St George Bank in
30 Australi Tﬁ&dﬁien%ga%@fﬂzﬁ{@@ bETR e BBLALE RS the card

wher eby cus oners can e sent account

i wihee bRdekdre plaeyd forgeodsaquestiad overthShet dr bykslepigeme\O

2006/ 024080 PCT/ AU2005/.0 130 2 Seerce é\]swﬁél}

i ncl udi ng a0 @O §hckadulpal oemsactyly dfe; Aok Smlls amounts.

aﬁo&zas‘:e)‘, Rebitatively, losses are high with costs being passed onto cardholders in
general through interest rates.

Whilst banks scan transaction patterns and will contact a cardholder
when patterns are unduly changed and warn them that the line of credit will be
cancelled if the cardholder does not contact them, this type of security can often back-
fire particularly if the transactions are by the cardholder who may be on holiday and
not able to respond to any bank communication.

Most cardholders are able to instruct the bank as to limits they wish to
apply to their accounts to enhance security.

One example of this type of system is offered by St George Bank in
Australia. The St George system offers a service whereby customers can

automatically be sent account information they have requested via Short Message



gi ving individual account hol ders greater control to
better manage their finances. The system proposes to

w@Rane/0z08t oners greater flexibility and peace PET/AIR008/001305
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by providing informati on on how nuch noney they have
in their accounts when 5 they have reached their
credit or spending limts an@ whet her any noney has
been taken out wi thout their know edge. Under the

SYeFies(SIVISS ! iR tREmg R eurt halaapdsi @epdshs BAY evithdeawals as they occur,
followng information automaticall ){)Fsent Vi a SI\/S 0

revisg individpalaseeunt bpldgiserester copbplde betteranwngs Meinigaances.
account or edit. C

when accou nfl{ebsgkttgﬁlc@é 9 re z%lg g%% %ﬁgé} %1?’ reslr?rngéﬁ[éﬂdﬁ%&%ﬁ%g?nd peace of
| r@ird BynprbvidingNaforiatien omhowﬁmmhtﬂnmeguhet}ohm in éefi acesurds when

deposit greater than a set nt.o tification whe
athwr s Epghedgthenrapdit pappen 38 it b et By Faqiy has been
Thewi@akiowi ng are types of alerts
%rlr&?ﬁgmé?t%ggr ggwsygtem Bal ance alert: o Reports '
t he avai | adlUsddpahasgsemf cidemers|leve dble aptioure have tiee following

begi nni.ng of t day. .o )i ce in the frequency of
r'g F?Fga‘ﬂtﬂ’é’a%@éﬁét‘fl?éﬁ%ai ly, weekly, 20
forini gBtuMt BAIaRRE TS dhy S _@ébxs%eVFrleédoP@ s&8ids #bount or credit card

approxi mately 8. 00am EST. Bal ance alert: o
Repor t&colen t he bal ance of a sel ected account reaches

the predetern ne t Hi.gh N8 limi
i ort RESUHiPRD G hon SQ0UR baliteS A Farsinb ML BEh LGS timie
bet weeNofifieution Wien @he dubtoRid Mecanids 8.de gryAer thind b s@@mount
notified at 8. 00am EST on the next business day o |f

t he cacolifcation| veirnea shthdewl gratardhan peat anpw i made from the
deposi tdco‘t&nh(e nmessage wll be sent imrediately. 30 o

Thi s af cannot be set as a re-occurring nessage. WD
2006/ 02408 0THYI5114W2{00é BPHESOHalerds uldeyhidadt Wroegeysteln: 0
Reports when the bal ance of a sel ected account reaches
tﬂ%‘aﬁ%ﬂéﬂerm ned low limt. o Were the Low Bal ance

al ert r :

5 bat ubShtfithe ASRRURL Min g IANSAGHKP ol wORE NEfeipg of the
notifiday. at 8. 00am

o Choice in the frequency of receiving the message from daily, weekly,

fortnightly or monthly.

o This will be sent at approximately 8.00am EST.

High Balance alert:

o Reports when the balance of a selected account reaches the predetermined
value.

o Where the High Balance alert is sent because of a transaction that occurred
between the hours of 11.00pm and 6.00am, you will be notified at 8§.00am
EST on the next business day

o If the account balance changes due to a real time deposit, the message will be
sent immediately.

o This alert cannot be set as a re-occurring message.
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EST on the next business day. If the account bal ance
changes due to a real tine withdrawal, the nessage

wowdob/obwssent | mmedi ately o This alert cannot PET/AB2008801305

a re-occurring nmessage. Deposit alert: 10 o Reports
when a deposit is received. o For transactions that
occur between the hours of 13. 00pm and 6. 00am - you
will be notified at 8.00am EST the foll owi ng norning o

Thew BalBick alevpe Wi Il offer the option to be set
"recurring' . Wthdrawal alert: 15 o Reparts when a

wi t kdrReperts séden the alanee of 2 seleeigh accoynisaches dhgpredstemained low
t hat ol%ﬁ#r bet ween the hours of 11.00pm and 6. 00am -

you W T be notified at 8.00am EST the follow ng

nmor Bi N@here fhi Lo Batanty plerivis| denbbéaanset oL a dpmbastion dhat occurred

b t ' ing'. Th ' ith.this t) f
oyst erhetgSE e WS ed GRER, i PesYph i) featdebiRi R & 00am
to setpdpe,ifd hgktgﬂﬁhe%é F%g qlf ?]he{ cotft GdladdBehalbetNieQo a real

receive alerts, 1 e types of triggers

t hat cthne béthdmed], thsmsssagedilbbosent ituhedipiefie of al ert
which | s djrected. towards m ninisi ng fraud on the
cusPo S?]:?rttoﬁ%‘fmlbﬁéet@é&r&ﬁ’ﬁ?ump%&q Y& a notification
vﬁgéhsﬁmltthdrawal greater than a set anount is nade

fr the account. This type of trigger is helpful
wher tRepocissthenerdeppsitiesecetvedet a |init on the 25

t_which they wish tq withd i t i i
i o bR ot el el Aol LAt b 49 O - you
" ski NMyfI0be Atifiéd Q€8 B0AL FIT thB GollovEhHRimingki Ming is a

practice used by nore advanced fraudsters 'and it is
based Bhisaled typrewill effersheertion taibe kptigcur@es pendi ng or

w.ﬂgﬁav\a‘algattfterns of a custoner, thereby the

t anat & ect ed by the fraudster is not recognised

as Bei Repoda vaen arwigdriwaltdeeurs b tyotedccotintt he scanni ng
systemin place. Skinming is normally acconplished

usi vg BerPsnsagtiops that joseurthehvedrethg houls olel t-Horm @44 6:W0z8 - you
and st . : within a

card s HEoR At sB0E IR KAIAEERRRREE " o

2006/ OPKiO 8lertR¢Hd WIROf&G/thOROM todbesetriiventringkpi ry date

and other information, The dﬁ\_ta can. then be co

I ed .
onto count eRBHLT pEAblRIm f"’l‘fﬁtt. ItRRSCO T Syatepy IS faat éﬁe gstoguer, while
| i I8Sw PP AR iddREdSE ‘t\ﬁégetrsy for S RER $he3f wishN6 receive alerts, is

financial 1nstitutions authorising the transactions.
Aimizdirptte types’ skiriggendhati @nitel usstr destaied abbye)rthe type of alert

The, fi.gur.e shows a.l.ist of. transactions taki
Pich SRR SRS obd SR L8P T e customer
AEQYEL a nRifiABE WieR %-wiﬂlﬁaﬁﬁ@k%&qhaﬁ b 3BSAESUn@ ik tadde from the

di spl ayed as transaction "C can be seen, the

aansownt. dhist type ekiriggeirig helpirl sehenithe cistoraerwishes togpta limit on the
Sa%aclnlmt el t[he(}:fo\%ﬁrtg C%vithdraw without triggering an alert but is less helpful
when the practice of “skimming” is used against the customer.
Skimming is a practice used by more advanced fraudsters and it is
based around the fraudsters mimicking the spending or withdrawal patterns of a
customer, thereby the withdrawal affected by the fraudster is not recognised as being
abnormal to the customer or the scanning system in place. Skimming is normally
accomplished using a Palm Pilot-size hand-held device that can read and store all the

encrypted data embedded within a card's magnetic stripe, as well as the name,
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to the other transaction listed and as such, woul d not
be identified using a limt-type alert systemsuch as

W b@e/B2408e0r ge system Transaction "D' i s nor ePCT/KBROP5/001305

to be 10 recogni sed as an abnormal transaction given
the | arge anobunt when conpared to the relatively
smal | ampunts processed priod to transaction D, even
t hough transactlon D is an authorised transaction

h e WM @thel infdR1af6s OTRE -dataSkhiTthey beUsdsied onto
unaut hori'séd | ow amount/hi gh volune transactions in

@odeterfeid catds Hatithimbnethe arigine] ehed in arder tahypasdhe speprfy screens of

| er identi.fied.as naut hori sed by
ﬁﬂaﬁpm%ﬁ4 @%@#@Wﬁaﬁ e gp%“%ﬁgycardholder i s not
al erted to Adexadaebhakim@the ieksgitedisFigatd 1. Fhe figure shows
statenent is received or checked and by that st

a
tehlést fof Aatsastiensaikiag placs oare QUSLINCET agpRmts et e eiotad pocount

and 4t L ‘J I; wom Al b
Db, IR e g S R B v g cn
Rees ahé Qﬂloﬁﬁt&bﬂihe @kmﬁim‘;hg Qtaharcubn adlal uéletintelyl smalbfantoluat compared
car t hat invol ve gl y genui ne j

rte g athsr smewrbhst% oVeBldgpet R i fiit-type
qi&%‘ gg{)&gysuaf Sk 8B st \WUof: g% ?}ysﬁe%{‘ptTrBI%aE’t%rP Y R Ve tl%k%fy to be

request bel on the true card owner, by
cecqmiset @is pnebhaus! speswdiioy ghrab |theslmam<sunt itencompered to the

s sl Ebanbopme B5SE Ao A RS b b bion
dg %%ﬁtﬂoﬁ?ﬁ%ﬂﬂn@%n%ﬁ?e&@ he oflaet d)m:ﬁé acoaRt

response, because the one 25 person who knows whet her
the debit r&kiesing’suses audﬂhm&eddpwmourtt/ﬂﬂghg@fﬂumﬁéransactlons

iy Ve g S RTHR B S s 0 i

Qﬁﬁqt}féﬁséd ?%ﬁ%lr 'aﬁnsyﬁt@ﬂidea‘hﬁ th&eﬁfr@l e b@dBAlAE is not alerted to the
fraudul ent tfansaction requests becom ng authorise

turantacisédiransaetiqng aintil actasemen is esiyed r @h?@(eémérbéf that stage,

|ence t heir 7 tion
¥ Ty B ufRBT BT Eth BRh e diy seff RRR, O
of the neur@hrréieiiand brdvenwﬁﬁeamldg@ms aotg@mnfmeslnmnﬂng, CNP
owners are human and humans are prone to_a no

d&ierd N Prssanig Eraed)beihany ether fwdBlentHag @f %rga that involve

D

t tedlitfodery QstenBgwaihatttmpt toadaemnnls whbthenﬂlpaiebd rtqne‘sﬂhﬁlongs to
previ ous fransaction pattern hist t he

e e CREsh O, DY COBBIFAE Pi5VIoRS éﬁﬁg@}l{& s SRagHg usrent debit

gﬁé/st il pg Ld Ctan fé\moﬁnfs ?ﬁnﬁﬁ}f‘g sﬁ‘lﬁg,ﬁﬂlﬂg %mblhty and

m us1 ng t err card unt | hey contg%% eir
amtﬁeramirzélysddtﬂved Bachmthsdn cré&itedy feplintloconpt re(spcmSg,u Hecapee the one

t d hi s.hi
PRI TP g heie s dpe et G ebf G potndh gengine card
f(S\QHérahz{seIEHJE}ﬁQF@abﬁé panebRl inpufl Stiith bdrPPe pres&t6 QUBERT £ filter or

he emai I’ message urges the recipient to click
obloek tHei pending umldmt@ntrh@uqst iveordemial stqm Grududens traggactign requests

out sone transaction.. The l.ink takes th
Phcoti anb AR Bofs T KA pdcB IR Giny ok Qlhes Rave also
HoMRY BfoedaRYir BYMSE¥8hal Afansaction requests being blocked, unusual being in

the eyes of the neural networking systems because genuine card owners are human,

and humans are prone to abnormal decision-making and behaviour. Unfortunately,

neural networks are designed to alert to unusual transaction requests, that is



10 financial information entered is routed directly to
the scammer. In a Trojan Attack, an attacker gets the

wae@pammosnst al | ed on a user's conputer. \Wen PEEAUS®E/001305

10

15

20

25

30

logs into his bank's website, the attacker

"pi ggybacks” on that session via the Trojan to make

any fraudul ent transaction he® wants. Two-fact or

aut hentication has been used in an attenpt to overcone
1Ganspeiinn resyedts thnt arasmhawl geinparedvio the ffreviewd transaction pattern

C Leatiaons s. One,bapk sends a challenge, to
CREHOLE R R A B e BRRCRE 1 B Sunl g GG ¢ query and
Sd&lind,f this stbps tHRSEANER dabRbwakd fibheudiad iher 6MALRIR ey contact
have celgafhones then this results in a two-factor

atietibarl ang adsiess thsouietion-t hout extra hardware; and
even bett erOth%F?or%%%?'ﬁdaud %t‘]elt Qo%'?i‘ﬁh%lg;nhgvrél pllifggﬁe{rﬁaggﬁishing attack,

over a different conminicati ons ¢ nel

fa fimtdst@Ospamisi the Ietanes dithpphADclaiising iR forhfd fétpbhfable financial
Two.comuni cations paths do not however solve the
POSHHEOR OF eraeBuRtias Fibh geheceoril messeamurggs the recipient toeslick on a
M | i@l The 1i

. Bl uEORBh RSB APSARE A0 e AR T ik st
"yirtyg b adikengtbsite dedignerta luttkt lilte thereat thihg, HowedvBE any personal or

systent. and can see t.he code come _back in. They can
t it c‘g F&@Wlﬁ‘?@a&a@r@ﬁﬁ r‘i‘F%fﬂ‘glée&lV%@etSGa@Wér-user Vs
val i d code.mmZp TRjaRtAdtBeKein Y8hdEr ggtgqpé IﬂéJ%H?ﬁgh@%lsgn a user's

attack is happy to have the user al w't
peompugm. Yfhentie usgilngs sitmbis teak's avebsite, dthe iattadkiemspighybacks” on

a Troj.a tt acker .does .not .care, because he is
AR Rl e oo PO Bl G ERCC Gilagphsaeice b wasts
f raudul ent TwaReasit étﬁl%nﬁaﬁi&egd% Peacgsaad aﬁly affempt to overcome

financial institution, in order to have the

tthesggwet fooms.ras\hes geing twhdiffdrentreomauniicasivg patherOtwaisnk sends a
' e JULLpn, proce s, The dj sput : s

que)lg@ I%B:J%nthéﬁ%gésdhélggh %?vglagéi@gs?ndaf’zfpf& e% r@ﬁy via SMS. If it is

asqrmeed that 1 the Safk'Passtoniaan BA el phbRes tBMEISEresults in a two-factor
[ nﬁ{sudl ng account fees, time and processing charges.

AHFenteationt Pracess vEidIvE i exira ardwearanoandt exen ubdtiey, Ithstsecond
080..P 05/001305. 6 i i al
O 008 OO0 TR ST e

aoaking @avésdrdppir@naiveh mores tiffivili. oTwboNcdhi@unications paths do mnot

%iﬂssat I sfaction reat?d in the mnd of the custoner.
Fe¥erstire the grodlggn df the ghaflenge gpdtyinsenidwhils ethe user has not

QBinkl t ki ' WNSE | | ue. 1. u

oI e SAPIDEG Blopbr 80 hROn FrrhPubllf e e o

Opiggiacking”|as the fandub) Batillofin tthe systastand ichv 88é tHeNcdde come

rqvi de.,a secyrit te which will reduce .

Bpdl o ey i hep atogshlent ensagtions te e ilidiendse

over a renpieait hRi Jyat | 4,

al so whi ch may agfé R%%‘?F’S%I?‘?} e Iﬁfd(@@ée%t?%ﬁié g%’pyﬁggé‘{e the user

dedl with theeSMiSonastiem of thecldgi, siade hatcages dorit hirsdlfj@nd AeTrojan

r with a,useful .or,comefcial choice. 10
AR RS csiok e UGS g i RETD fhevie Bilgk Brmyway.
i nvention @nké HEROEBenP RRASRHEN TH8ThddAe pRIGELEAIy a financial

descrjption which is %i ven by way of exanple.
institution, in order to have the transaction reversed, the financial institution has

dispute resolution procedures. The dispute resolution procedures have a cost attached
of approximately $70 per transaction to reverse, including account fees, time and

processing charges. This amount is in addition to the amount actually lost to the



According to the present invention, there is provided
a nethod of nonitoring and confirm ng account usage,
wao b@enrtoBod conpri sing the steps of (a) a pri neCPaAD2005/001305
entering into an agreenent with a service provider to
15 provide real -tinme account activity nonitoring
service, wherein the principal communicates to the
[ ovider transaction criteria upon which the

; lirlq\f‘.’lefcagégsr%ﬁ%@uet tp the Gipusk t dhere(ig)alione faheri eost to the financial
PheNtue6h il BRI d Qb Cﬁ?%céi%{l%?éé@e%l AGhd Yidd of'Sle Qg%é%ner. C2R¢ customer is

one COfT'pUt er, e service prov
IO ld{qlugtoedrawah-adwme omaRAgS thofifidneial fistifttionaue ¥é Me@raud and

AU RO A Gt oGt ch B abresontien the

5 principal’ sy t1§ N B ?éct OFf tid Rfegédthb&tloﬁ%ggrgfﬂe zial Qec?ﬁtg 4System

10

15

20

25

30

alternative form the invehtion may resi
ovhich svilgeduce tranygctiondfraut whethed aagd aciasthted Sed, or toer a remote

onpri.sing, the steps,of )apr ci pal,
it %Héh A R bapkingtal oo fbishnry pt Eaﬁrmﬂlébf oygseome at
nem e of BlabbidiRentiof@ldsadahiapid o ﬂf@@i’d& Bd é&sﬁﬁéﬁ%ﬁﬁ 2 useful
wherein the principal communicates to the servi

preomasreiel dwicget i on  criteria which the princi pal is
to nonitor,g r der nonj tori
account activi ?I( %glét%g § dv%‘ﬁggep (grfhe PETRG, @,Ventéquwgwaecome
tapparset from ehdémuingesEiphiof Gl his LHRA PG dy8 exhpfs, P €
WO 2006/ 024080 PCT/ AU2005/ 001305tg[ 7 aut hori sat| g
procedur e VHceKing & G@Fé@f®9¢fpwmstm viheria lsrmowded a method of

I Q he
ﬁ%rﬁg’?@ |a8§ c%ﬁﬁfﬁéﬁ %:epend'E Qngé upo etﬁﬂ% corg] 3\??1% therstsps obr
cont ravent gn oﬁ prineippl énderirpaihtosarcagréc@idn® widhi 4 rviid rovider to
typically be required 5 before authorisation for t

transaction is GTQY&E repktigg@cgeunt @ptbuty %ﬂgoﬁng) se;vwe Whereln
aut hori sation cg dnfigdsr
preferably be bl oc ﬁﬂgﬂ%é%g@gl %g?ﬁggg%rgﬁe pmelﬁg transaction
condition is notriteet updn wﬂlchlth)e pﬁﬂit&pal@@ﬁcd&o bk BRrted,
transacti og1 wi | h]& .declined. The service provi der
will typic )| y WSHCTdre PIOYIdSF &noniioRBE jaseaung aciiivausing at least
packets betweengge EdnjR&! Alg i nstitution and a point of
sale termnal. An alert may be sent to the principal
noti fyi ng (Q%e pthiensdrpiat prbvﬂex:qm@wdmgnalmal-mfnet hnessage to the
princi pal’ copn |t|a(fns and a refused .or

transact | on r eqUEsTP At 6t a?rﬂ%tet??nﬁn\ﬁl@?tg%nﬁ e‘ge"lce (RCD) when

embodi ment of t&itBord@lestfoPla thRshdMRN WM dbBE not match the
princi pal may comruni cate their
principal’s transaction criteria is requested.

In an alternative form, the invention may reside in a method of

monitoring and authorising account usage, the method coinprising the steps of:

() a principal entering into an agreement with a service provider to
provide real-time account activity monitoring service, wherein
the principal communicates to the service provider transaction
criteria which the principal is to monitor,

(b)  the service provider monitoring account activity using at least
one computer, and

(c)  the service provider subjecting transactions to a pre-



criteria upon which nonitoring is to take place to the
service provider using a 15 conputer network and

wo y@eoadoBy usi ng an HTML interface. The principel/Anenns/001305
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also issue a confirmation code for a tenporarily

bl ocked transacti on and request that the user return

the code to authorise the tr&nsaction. This may occur

along the sane or different communi cation paths to

the same or nul tgul@Rishidsd proce@inewhicl  in6lo@esOtoMPirikon with the
conmuni cations paths w |l be secured and may possess

i dentification Suglsinat’s goteriat omati c Nunber
Identificatjon/Calling Li p ' ( )

aut hent i cat‘%x ]gtﬁo éw%ﬁr g%rer%? eeiéﬁ%lgﬁ%tliognqgﬁ gt\%s @Iﬁéﬂﬂn’t upon. the
peatigfattded o @atdV@itda of tHeriseipal”p ariefe twdich wWibgypihllpbe required
onlfy their authorised debits to occur because the

phefersi pathorisationeforothe Hansshoms &ines inks mgincipgl sets a pre-
n . deh; U ! . a0 .

PROBURGNGE Yopalifil REh, IF, WAGERAR PO prefGiahf; 2 blocked before
cartitbrishien ift the sbnditiah is notaatidfedi dedthaacweds the trideaction will be
p(%icgci al's accounts. When a credit card is used, the
ci°d"¥%s generally swiped through a reader or simlar

machi ne w t ' [ j @&d% aat]
details of ?1@§ rans g(%‘}l;%éfr] Vgpzty?%gﬂgfg{ndtng%d. ﬂﬁgh%thonsahon data
t pakista beivoseniastindneial prstivtion edd awintrd spledemsisalnghn 3rt may be

B BSOS PR PR bR acp RO e 9 e gpncioars
beyalitionytdaard sethicdnord BlodRdMefrahdakti@ YRfesle PRBSAMg 1P Dreferred

~the satisfaction of general paranmeters such as the

t erabrrimentonl dneaspechof tas dwediiony theeriweipdl may earamygcate their
2006/.024080 PCT/ AU2005/ 00130 8 .and/ or, the car i ng. .
SR SR W RRRtarg 6 Tke A e, B oVl sing o
| orgtitdronetWotk aP Gfpddalyasing Al HITNEL ipRfface®fTHeMbi$ncipal may also
aut hori sation process. The system ngic be associ at ed

viste & prafirenation cede fyetemperaidy blnsked frrptarten peshrequest that the
PP ?&émladlg cBHee{oSQﬁthgrfis%Cthé WnQbtiot OFhs AU bERR aRingttlE same or
prinCipal s criteria conmuni cated to the 'service

pdifferefiecormmyinieatién pathsiotthe sanpasaneltipte READSN Generdlly, one or both

requi red before authorisation for the transactign s

o OHERUNIF4iqns epghg ﬁ’@iﬂpQP “SOUPAL K #Vs DRSNS Adatilipgn such as
t t i fi B Qs W - ot S :

SHEORRE, Mot B o e Pl ¢ Kbifighitn, o (ANvOLD
pautleentiastion systens in that the principal has a nmuch

broader scqpe of crjteria which wil|l trigge 10, t he
Al erts, @ noligretnt oguetifnglowa: th eFpdTEe GERRORRD to set
Srh&tetsahatSilloWAS 1P Bfeir JWBRRED BYiIREH oRRY HELITRY MSHiRipal is the

their antici pated ?r ansactions to thg service provider '
aomg péreors avho krowpvdieihe rthapendiag tdebitpreipnest paltheits or not. This

WiKork ABGRTRY BRIHE B HOES AR ORI AR da e AP unauthorised
| dpéesateh EHE FFRIIAEs U®RnisN combination with a prior art

system of specifically requested alerts or separately
t heref rom emyppredit joprd ishesedethe easd ig @eherelly riaipadsBirough a

are.'gl1 etrvo\qrslim%];r %Da%ﬁln%%ﬁlh QNEmmunications connection and the details of a

transaction are then entered. The transaction is then processed. During processing,

the reader uses the communication connection to request authorisation from the credit
card agency or bank. Authorisation is generally given dependant upon the satisfaction

of general parameters such as the transaction amount not exceeding the credit limit
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system of the present invention will be used to

nonitor credit card activity but it nmay be used to

nmoni tor any type of account, garticularly 20 since

t he advent of various types of renote banking such as

| ah@bn@tie adWelg A idweibki 1KQ. ThBfQLER! bOMel Hhaht Reh@on may
the use of an individual credit cafd fornms a part of a
daperateras egfurtipreparhotdisoeuitiorisstéen prokessi Afersysiemamay be associated

relat iing ction is transmtted to, .a . .

c P HROLLR 150 ko PROE Y abfoHERRRCHLRS Al seispcton o

| némiravedticmofitay ptieipaltecrttgd esmmiufichiee t& dtkseBficEpRdider may be

;arg ncy' s database. The system of the present invention ~
3”115@ Porsmeter yeingh ey letrpquited bsfir apthogpaivntfontjerttapsaction is

d f : ; niccati V] C . .

o B 3£ PR bR ST MRS h8 e R 67 pEfipignarit not be

asgpér sonal conputing device or a facsimle or pager of

the car dhoJll,ger. Al tgf t hese devices and ot hers which

are not |i sty SKUemaefethe puesras qnyentign maygliffer from the prior art

c & ; . . .

ek SPMLDAL ER 0 AEOF bRl Q3K of ARARAiEh will vigger

pthieraddrisalnstend of raquesting thep aterts bhisedt impaiticolat Biguatidng, @he principal

ogcyr or al e_rtE are.to bde sent, One particularly )

pref SPPRYNIA BT ARHHPEed transactiang & he speReamEordgRand the service
tokdeP alertd tRY pehfigalat! & i ' /

2y AU2005/ oplgos Bafatl &3ty BunddBich Ahien WL BEEGHNA to the

viPTinCippd’s psidetiag vEe gystsat of theprsent invdentibhenseba/iied in combination

i.der nenonitor, the hant codes _and gl ert
e e A L e ER T AT
Wi th an ancorsglieilly, BR snasé pfRaer inay S6UE HeBFbrk FMBbre than one
information qr criteria may be used by the princi pali

t PRYLE Je rmemtor A petivifyc h hesnawerkods & wihiols may dedernzed a central
' | de hi | tion. A
R4 1t b TR B L e O SRR e e

part!cu ar ( set 0_ !
provi ded byTsipieallpy ineciyste dfrtté yebisag iavdntioh Wwille used to monitor

rincipal's proposed spending I ncluding dates and/ or
F%E‘glf P%aﬁctlw%’ 8?\@6&% g? msed g’emontt@rn@lygtym? o acpount hpasticularly
ioe thd 8dwal Yf ?ﬁio%rsq R rdRYte %Iaﬁﬁl%mg tﬁg@}: E{ ﬁggrbﬁgt;arm%nand the

authorisation for a transaction no
Jikecformationmelating tnthe luss bfah iyividvenl ciditRaid firPala past of a data

o L L B S b
QB frAINFORRt udABy aic&dﬁt‘%@ﬁ%rﬁa@? TRE tiﬂi’aﬁﬁatfgnt %Q}?ﬁ‘%ﬁ & stored

systens of the service pr n response
ith e banbraveredit adency oflntabase. dineisystamesfiths eredentanvebbion may be

I ' e nd tq. a softwar nvi r onment
@g&n%%ﬁéegr}?ﬁ?wf%r%?&ggg’égg?q%da@&%‘finds whi ch responds

by i ssui ngTael efdke QUi RAIRPAYILO AnS&INYSEse the cardholder’s
infrastructure which in turn sends a renpte out put

derdenmobde telerhoae.dhpersimal eormaming device or a facsimile or pager of the

cardholder. All of these devices and others which are not listed but are included as a

remote communication device can generally have a software component.
The cardholder can communicate to the principal the criteria upon
which monitoring is to occur or alerts are to be sent. One particularly preferred

embodiment of the criteria may be a user or principal providing a list of Merchant
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In response to renote output conmands, the RCD can
cause an alert output to be issued or displayed on or

WO 000bl0240RCD. 20 A plurality of integrated and pel/av2ms/001305

systens can be provided to achieve infornmation
transfer. The systens and rel ati onshi ps for
information transfer can be gs follows; (i) From an
I nternet software, WAP enabl ed phone or nobil e input

evi ce. o T, . r .
FIECH Gt 08 GEIEMRATEN BEIRGL By IR AR RAR! pAgET g gervice
tppotifher ot e dRinitos ehy aherlohidnt newies garde abdrl ythe gaB®ipal when
t hrough, or be intercepted by a ?canni ng system and/ or
éuwg%mn b fansagtien Wétﬁi el anerglant sods puraqueyied. Other
. r . .
o e e R P FEr Tt as wse of
e chd gtar divoticdar mewhbuathegtside e geggraplital alotatiant VA tparticularly

be noni tored_.as |1 as. WD 2Q06{ 024080 . . . .

BREPR st 05 BEPLTOEOD £ hY GFPRATDRY © ufingt pdpding pll of the
%Hnb‘@ﬁl’QErépbﬁe&ﬁfeﬁdin?ﬁﬂélﬁﬁhg daftls BBRE16dioHAIR B card in a set
login information. (ii) The scanning system nay

dareepatiod. r brdhiseway, theeseraiyesprowider thayralerhythe quipngipat when
r.device gonnected.or connecting to the 5 syste

FRECEAH 195 CTERER Gones BrichingePe sPrbs rhadipns fisted by the
@ﬁhcig@lriglf@iubyte@, set of security tests on the

Information requested or submtted to the central data

server. THBsesardheldsr’s RELY spldwvare| cpmpanendras deusied yo send input

| ey . ' .
RELGL o oot ERRORD RS s AP S omput
sgaans ofiths yadviomprayldgr ant 10 access to a secure | evel

(Aut horisation |level 2) which prevents unauthor.i sed
mani pul at i §hTEPoRssdodhe vk camaiangcibe SeEwars envigonment sends a

r; d r ' i

FERL B AE 6T ONGE LA AR roceses e
domezhéd which mspomls bpxistuingea ploodlesaput dmembndhdbi anserver
of . the switch box can be to: 15 (1) find the least |
HME&F&%W@&W& St Armote AUbF AN faybesardhglder’s RCD.
speci fic cHPRPgRItoWBhER ot dofithddl ﬁl'étIQCfgocaﬁrbat%\@an alert

(short nessage service) server to be sent t
oulbdhiol ibassied oo displegedomwer todhé REDhandset s; (3) send

eauest o0 oL S DGR o FRGCoBS P 22 o o
denevaihformatib® GahPs:.

The systems and relationships for information transfer can be as

follows;

i) From an Internet software, WAP enabled phone or mobile input

device.

The cardholder sends a message or command from a remote
communications device which is directed to the central data server but must generally
pass through or be intercepted by a scanning system and/or a switching box. The
switching box may form part of the central data server network.

The message may contain data including information about how to set

up the cardholder’s watches, the type of activity to be monitored as well as
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t he workl oad for each of the drone conputers within
the central data server and is generally also

wo eapoeBbl e for the rel ease of al ert nessagesP@ndu2005/001305

exchange of information between el enents of the

system (iii) Drone conputer systens as part of the
network are each 25 connectjgd via a |ocal area

network using the TCP/IP protocol (internet

ot ocal ) Ieh or login
BBy op AR DARER S BeDrRotar, RARAREKRdplAneass or log
agemediodata server and the bank data server. The

drone conpuyters y preferably have t nai. N

pur poses; aﬁey ggg SeaIing ?YG%‘? }!‘% %ei}?raﬁg IEeeAY,pll messages sent
process and ret @i 4@} doMbihieh of devtel RehetRtedN@S connecting to the
requested fromthe service, and (2) to repetitively

cal cul at e cardheysens' requested "watch data,, (an WO
2006/ 024080, PCT/ AU2005/ 001305,, 11 .event
car dhol der %P% SganpigsyStgm ssnerplly RRERS 4 léag{n?lp%l%&t Iét%ﬁeemuy a set

%??&ﬁﬂk)dféﬁfs S MbiihBrRAti JBGRuestdd\or sGbifed toahé oentek duiarserver.
software receives a nessage froma_ drane conputer

it
Theseetdsts rare ggherelie celiid sasurixprotpeglfe &l theeinformation requested or

i,cat | ft '
SR PR BB oF sty LR E TS AR atm may grant
aadedhabder seeudatiével i (AasthdrBhe@hdees] uniddch prave)s amduthorised
passes the nmessage as well as the cor{ﬁ?ct hone nunber

mngwationiafghaaiz held or ﬁ@e&ﬁdQW@%ﬁﬁF& #2898 devi ce.
(v) An VB REIIHALE éuﬁﬂ&isgﬁé!ﬂ el £HE8 Yéch a8 5RO Mibrmation

fromthe mmunicat on server an roadcasts it to
ke YerliRcRd t6 aRwitoh bax toorsprdessiale. 1 n an al ternative

enbodi nent _of the present ,|géenti oh,, one or nore

"history sdhg&motiop ohthesWAGREREX SR 0ur pose of whi ch

is to provipe dgha hO1adhuey dtdie coRPIRY afhEn 6 9RARGL Q6 process
to the net rk.{ﬁ%g Ei“ﬁe ﬁi éltg%ry sé:rover is in place so P
that it can act aapedfigetremayd orowethles data feed. The

hi story seryer scqo all o data out of .the

feed as it ®o rre§°u(%5%§ﬁ§ RY E}\(Q{]@ngnﬁéft%@ 88%%6? ﬁ%rg'gltst% be sent
to be request edf EBaNABerS Hobifeers BHGBIlRARIsé AN

once. Once the data is collected fromthe data feed or

fromthe b4k orsend ediesteljofiunation betvgba deonecpa@puters.

NSty Serer, BB EKOLS, i SO, ol Lo BB St
OGS oPHSad FdBsach Aflths BFoMRI ®niRMRE Glitheth tie édherahditacelver and is
request their data fromthe history
generally also responsible for the release of “alert messages and exchange of
information between elements of the system.
(iii) Drone computer systems as part of the network are each
connected via a local area network using the TCP/IP protocol
(internet protocol). The drones are directly connected to each
other to form the network and/or the credit card agency data
server and the bank data server. The drone computers may
preferably have two main purposes; they are as follows:
(1)  to accept, process and return data which a cardholder has
requested from the service, and

(2)  to repetitively calculate cardholders’ requested “watch data” (an
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server. The drones may be no | onger directly connected
to the data feed but 25 instead may be connected to

w0 b@ednoBEh box and request their data from t heRCT/aw2005/001305

hi story server through the switch box. A central data
storage may be created to house the databases created

by the history server. Eachihistory server connected

to the systemcan then use these 30 databases

(l ocated on ano : [ B

t hr oughout the Eﬁ%ﬁﬁ%ﬁé}p%%%%@%gﬁ? A B%ent to
PCT/ AU2005/ 001 3flfs cafdholdee’simgbietoaRCIYspect of the

present inventi may .al. so be the yjyrethod .by which a &

pri nci pal @Xﬂ n&%@lﬁ%‘%}ﬁ%"&i HAYLEdS & dEF5 oM 2 dgsage rom a
notify the servigese Jahiphted ebutdPindSughhe bgited Bot ed to

the transaction or havé the transaction blocked. In

this aspe€nce tthe Copsnenvation dseveadefmer: reseiies dhe mrpssage, the

incipal.to noti t service.provider 5,1 .
et PStioosetr e T dRereramacRs e it o teleptone
AABEr, ALY an® AMRss e Mmedaddhatwéahas BleedoireBepitbnRatunttRr to send
sent. This notification of an unantici pated
tlheamessegs, smamPMS qoppneriretipns geviehe subj ect of ri gorous
control to prevent o} I+
and " tampefThg i FVR BB AR RRILILERETY BRSPS frpm the
to be visited udymrhhEcitionnGep@t . andTaoadoasty bie to the remote
various |l evels of security or steps which have to be
followed in or dEPMEYNEGHORS dFviGei pal to advi se the
service prayi : [ :
stop the o efiplicflyrd SpitRRRhodt JPAE EridAIARRARL o ‘or more
i"histoug sergersbuin betddddpittegairpae of tvéhigir isntoippavide data to any of the
conmuni cati n n access code to verify their identity.
?H@PH@ESG%DE%B(gtO&ﬁC nefoRGr i sati on code may be

gener ated Ry, thlib@or?%&\(zief:fs iﬁg)géé'tb d8thR it ddRSchank g&_ﬁz_\ﬁgy to the data

third party and transmtt o the principal.

deedle Will typically be transmitted on a first 15

communi cati.ons. path and the returned aut horisation, .
Cypical |y Aoaaisay Sene soodpedf ot thd S of e plta 188 as it comes
lafting! s38at thBidatal RBF Reedt @PbE 2ubQRed BOHPANBEsRe QBHrck Aore than
first comrunications path but” for further security,

wité. Quercthaldata is cellectes oy the dale feed or demmrthel heakios gredit agency

a S rate fromthe fir,st ach ¢ j cati

Belons PRI by U8 ceuf B GO ERRE810 Bl the neca
GOTEHMBIL G dagitSinfleMbfi6n nirBeroLs tigs.a fraudster to have

20 access to nore than one of the Eri ncip

al's RCD s. A,
part of thélhsesyars ceungeted o thedshyrk semiest theis defadronp the history
tsglg, 1ori ncipal's RCDs may include a list of the
penal‘ng transactions, preferably including at |east
t hose whi clThardeories they bt aoKengenciietity ognricotetito the data feed but
paraneters of the (ﬁri nci pal .and whi_ch

ARpterdr 3B beucanpgeted do dhe swiely pox r?éldpfre&%%%hq?ﬁ@état frer. the new
ﬁtﬁgfﬁéﬁﬁ%@%@y‘”ﬁ&{bwy t hen contact the principal

A central data storage may be created to house the databases created by
the history server.

Each history server connected to the system can then use these
databases (located on another computer) so that cohesion remains throughout the

network.,
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renot e communi cati ons device (RCD) (which may be the
same as the RCD used to conduct transactions or a

waledobmesss RCD) to confirmor authorise the  PCT/AU2005/001305

transactions. Suitably the conmuni cati on process nay

be acconplished via the sanme system through which the
alert is issued. CGenerally, yhe notification nmay anend

the 30 principal's criteria for blocking or alerts.

Thi s anend t: :

time-contro elggggtgﬂ& ga% gérd %g;:}?et%r%egﬁg@é%ttmr%}aﬁalsp hbee the method
byi whichad psinbipat sam nfiaket tnenticipated dramedctions tand notify the service

iteria. W) 2006/ 024080 PCT/ AU20Q5/0Q1305 13 .
ByiinsBies PRLDOAIGLERiO the empr o QBB ERpRPP Gk, In this
afiRect 98 SfsteMImabeARAREELAIRW the PHASpSNBMIBE Rlsef A& provider

verification and authentification of transactions.

Ties authorisatioprfef en ubdnyicipateddransastiof isaabosie trobrireghestertednd that an
for the verification of. transactions. whi.ch ar , :
ek B o7 T i O PR SipP g e Bifion vl eypicatly
behneisiarodt, of %drbﬁ@é’(ﬁiﬂrol & pHsBntoforkipEiold %-fhélrltaﬁc%gigmn&cess and

and/ or nobile 7cell tel ephone networks. The o
dampesipgayside Ares sxstam as this awyfadlow fraudstepbe yiséied apon the principal.

r . [ . b end- user s _t.0; .
Ter 8 Be yelibilev R B2 R ol BBR TSR TEUERS e Efliqysg in o
dnt epihidisal to adgse theaehadtkprovitlbiadf the eiardReiats ttdeyctidavld stop
been connected to for the formatjion of transaction 10
sy alertedhiers blockethe fitangaction ipplsimge bit ank dsticdnts, dhe arncipal
Bt intiARthe Okn "&@%s%h"o&a%s'erifyeﬂ{eﬁry '@éﬁ‘?it}ﬁu&?grhcsc ss, code or
fransact ons on the basis of & set of paraneters Set
ythblisationdcodaseay be gﬁlmﬁéltﬂ(ﬂl byithe sevvide ﬁrlgeiider ltnr ans‘?nki @ third
server, e.g.. .the bank; . Trust in t chapnel used t
Bty Bk iRiir Gl Bbcinel Flbe ce%wﬂﬁmwa ¥ b6 egited pg a firs
kAW REH AR BYE the SRR ﬁ%g%rfsﬁfmﬁggﬁgﬁy ﬁ&%ﬁu e ﬁlgntaansmitted

pre-stored |'andl 1 ne or nobi ce one
wdd tonbel vesumedi ghThis r igtrnneteporckn be eperfoume®@Sahngr the  first

nmobi | el cel | n e rk subject.to extensive
PagruficEfon BB Ul soihbouil Spaay Reqialong a second
eomiRRica@bnd Pethl rApaaet FOMS tRS it AN RnridnifRYBs path will
known to the end-user, e.g. by a synthetic voice

bieallythsrto aisaparpie seroote cemmpmidationsdryics; fegniringd frinydsfepto have

if] i on: Veri f.i ion is perfornmed using
EeaEl b e B iR 5 e bser - 0.,
their own popirt of ¢ied hleRNestR or MesAgE BEIt thQither bl €he principal’s
invention resides in a nmethod of nonitoring and

BGloriy i ipgude edishtof (ha gending frapsacipns, peeferably including at least
hCAL i S] 2 :
BbDFHGERE 0 e IR LI Lol 5 R RR s i

an agr eene

sy \beaathorisad ukdiig the spstan iofl éherpredent fnivemtioac count

activity m)ﬂi toring service, erein the principal_ .

per f or s at'he service provider may then contact the principal on their chosen
remote communications device (RCD) (which may be the same as the RCD used to
conduct transactions or a different RCD) to confirm or authorise the transactions.
Suitably the communication process may be accomplished via the same system
through which the alert is issued. Generally, the notification may amend the
principal’s criteria for blocking or alerts. This amendment may occur on a temporary
or time-controlled basis or may take effect until the principal submits a further

amendment to the criteria.
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| east one transaction using a first conmunication
pat hway, (b) the service provider nonitoring account

W@ea0ic»24080 usi ng at | east one conputer, 30 andPCTAURIE/001305

service provider subjecting the at |east one

transaction to a pre- authorisation procedure which

i ncl udes communi cation to primci pal of WD 2006/ 024080

PCT/ AU2005/ 001305 14 confirmation information and the
princi pal o [

using a secongk’cgmmqr)g% @gegkg&eﬁ m‘gg%ef“g@@%és i6f'the use of an
[aES(ﬁRteP&ﬂdGle@H deEnd'IDRAV\fH\dG&ryﬁsmmt andoduthdrgifionaeof transactions.

5 BGATAN Cetkendir o RnACRU R P e JerBestion of

't%n@achbﬁsnm e édnﬁﬁét@(g oW 4 ﬁrs"t‘rbhmnethgf erred embodiment,

"skimm ng" systemin place. |gure2’|sa emat | C
ithtough thetuise nf thic P TRF Eﬁ@hpﬁﬂamivmmhwricelbfeldphene quwbﬂm

:
Sehomat ¢ (e SPRETIRR PR eE AR Ton Bt ol ohp atmte

ARt Hannd1RG BAdbA eriPhdesd tot Nfrastructure used according
to the systemused in Figure 2. Wth respect to Figure

2 of tVreily ﬂmﬁvthﬁgslnteém@ mmnhasbmsweh thesntagerisedp.getbe bank,
ot S S oy BV o b hechido ISHITBRRANSR b wppspation

ba;mreilffeﬁtsgressage rel at es to the k| nd of data to view
or_what 15 kind of indicators to add to a
¢ ey pad autBorisedrasersions pi an indivaduab or Shatelidasisanni ng

N e BEE0NCo BN, AR L G L P 58 by the enc-

apglin esnjsacion Wzyh t}mrratama]:luen savehe.ghhsedage to

asgert ai et e|nf rmation transmtted

r ﬁf&éfs{ne ema@ne t‘Fﬁ? itQREr omm%r}sa%on ps thaﬁecheeml ryilyonly be

[ a

E‘L‘t B3 Do Befef st fih gl ot Pen 5508 r 53R 3ahdline ™ mobilelocl

pbesagenperovsiewsl mvoﬂﬁea hyght thustometwetkguire. the PSEN or mobile/cell
hemati c lustrations.as .a.part of the scanning

BRSSP e R ety bemep iy

dITRRR it IERIBhRAt M\f thBkAndalBoreR thdlon¥a: & B84 ﬁ{ovﬂ%"ﬁ% Knd-user,

and sends the nessage to that conputer to be

5120 dv's 8 exynthztic Twedces generdfonithad powwwsee sadhotenscton audibly for

Iv%gﬁéafls of dthe Communi cation server, drone conputers

é%t%‘ access. Elenment 3 represents the central

davaiffafivels phifsdmddSusing erhasdsef” pdrediBe BAIS WP eGi®eker, e.g.

via a networ LAN) which is al so connected to the

éheéronwne@bﬂe/c@léehw data server, the bank data server

and sw geh, syt 908, the invention resides in a method of monitoring and

authorising account usage with multi-factor authentication, the method comprising the

steps of:

(a)  a principal entering into an agreement with a service provider to provide real-
time account activity monitoring service, wherein the principal performs at
least one transaction using a first communication pathway,

®) the service provider monitoring account activity using at least one computer,
and

(c)  the service provider subjecting the at least one transaction to a pre-

authorisation procedure which includes communication to principal of
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30 The drone processes nessages fromthe cardhol der
(sent via the switch). These nessages are requests to

worRmwsiprsusage patterns for irregularities. ThRCT/ADR008/001305

conmput er then anal yses the data available to it and
applies the cardhol der's WO 2006/ 024080

PCT/ AU2005/ 001305 15 chosenjgsage patterns, both past
and present to the data. If the data elicits a

posi t | 0 ureent u

o equt BehERRC RS, and ik “lilel SERe. Sonfrpatiop cof the
SW t chrdnsactiohs Ging Hestosé aﬁiﬁniumcta@oﬁsrmﬂ@mwum cation

server. Data from el enent fed fromthe credit

card agency daBRl E§e@5§QR§?TIQN PEMHRARAWANGY to the
drone compuy{BEgs ()M}%%r%&%‘ GREBGod Qirf Hov%eoebd'esé éid&/f?ﬁ' Ceference

conputer). enment ecelves a nessage froma
doﬂmﬂoeompmmgsfcﬁemomuézdwmgsmu@ﬁnm he switch box. The
message tells the.communi cation server to find qut .~
what phonePl hlol% éﬁfﬂ“éa“gltﬁ?ﬂnléﬁﬁ’rn&a‘f’ﬂéﬁnd ©1% % eHgmming
aySBsSAPEckO- The communi cation server then contacts
%,e appr opriate comunications device and tells it to
send the apigwe2i iataescéalematic ilEistaiort of arpeefeired snibbdiment of the
fromtllﬁg n| c tion server and broadcasts
"EES

S?’S ?18 ﬁ%rdl.ngﬁg ’r?lvff 9%n device identification

nunber sentRigfe Blis a déhelda@BNREaGHBEN Bt AenINBEnt of the an
Wth respect to Figure 2 of the draw ngs, an internal

detetnat seryerfipfastuorenssd @gfrpr@@gm fheesysteia usedpohigntes2.
i 1ustrat eqNﬁlqgesggaccéquguq? ofo ﬂ){ﬁ dga?\%igl\é@%/éet?e{g 1gsen%s a’message

is one of two

diveeted ab . thé tceﬂirdlczma @éﬁ/éihbhtdﬁlésmédﬁﬁgwﬁt WedrkeAdP bl aH€ @8anning
to connect to their correct 20 server. Cuardian: The

éM%t?% Zandiereydtohbeik T ragssageaplstesde thekind of datado view or what
I it} 1hd105@_tlsoc5 ad® b SEaat H%@aé’g{)ﬁteﬂ hin the given

uardlana e ability to funnel
srral I armuﬂiﬂan@ft atle Keamnidgoagstemnageinnt tHeotlessagddfrom the

T T, Sl MRS Pkt et
?)?d’i@&ﬁﬁ tostth@ Er?e%sa%@ b Qiciithih RitetheR 'tﬂg iffoeRAbEGh trﬁ’tlls‘?@{téﬁl onrequested

he | east busy drone conputer. mnistration
Thathatised uxﬁbnmtmmn If thelseairitp peotacol dvire datiydied ythe message passes to

t, to th t d edit,
FB%W 3‘(‘? Zﬁggﬁéﬁg‘%pgoﬁmcﬁe Sysl ﬁ;ne?pupfl :wg t he
flow of datrge aheysnsk ?}f&eécf‘ssfo e Eﬁﬁcﬁ%&egﬁovﬁp ih NB schematic

The I NS stores all t he cardhol ders' detail
ilhistradensps adnr@fdhqj@anmagesstema%mwdsh bordthien rli'mde theel least busy

(a?otn%'coﬁb%tér I\vﬁt}urll %heacern%gf'l&zfcfg sé)rgeny neébwork and sends the message to that

computer to be processed.

The switch also processes logins and logoffs of the Communication
server, drone computers and remote access.

Element 3 represents the central data server which is a series of
computers connected via a network (LAN) which is also connected to the credit card
agency data server, the bank data server and switch systems.

The drone processes messages from the cardholder (sent via the
switch). These messages are requests to monitor usage patterns for irregularities. The

drone computer then analyses the data available to it and applies the cardholder’s
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provi der side of the network and data inside it can

wondog/obwschanged from the adm nistrator tool.PSWAURINS/001305

The switch server(s) is a routing device which routes
i nformati on packets from one server to the other. Any
switch's main job is keepingi55 the network free from
traffic bounci ng between many erroneous servers before

t &HEQ0positive
B0 e G B B ol LEBSRUES R s Grciaarh
Rexpuyek(e | t}m”bmfeat asige éc iresgulao), ithe dfelns computer semds a 1gRsage to

history client(s) co ar t abase of credit

i I AT R e pelo R DGR P T

transacti ofy.iSIR0GeABlAR 164 gt t}féadrgdlt cdAl afBgey data server or
history client I's a request-only client which feeds

batla dhtaoseridrsiel fhet drohd eompuatguse Evhaengraguestsd todoj go By the drone
i nt ern | server or external device. Alert Cient: The
SPEPPLep: ient(s) do all of the mathenati cal

cal cul ati OngemdRrs RbALESa BldkdaB Hoyn b Wdie@nsutéwhich is routed
system The alert client(s) requests data fromthe

tiustigh thesiwitehbps) and processes that data through a

series of ents |

responsi bl :ﬁf‘%‘?eséae%?qelﬁ {h% P%‘l‘dnil %léﬁ)s%ﬁvélf ° i\?\% %t viVlsat phone or
%@xﬁbte\eoﬁuﬁﬁﬁca%hmwcsmenae méSdgeud. Service: The

out put service is the network connection software

and

har dwar e wiiheh eompBRicstiome sBehor eRf SRR erlle ¢ oARpROPriate
y Vi QEMrring to

p°P3€% lr()g%g%l %% g|1\?| &ﬁldtct)%ﬁd@rl ng elpn an online

banki ng en\Blérﬁaimetrecﬂmm Itlﬁh ﬂ@sﬁage drqm ¢fice corenhunication server and

enbodi mnent of 20 the present, vent i

hgpadsass 110 thseelfem%wminﬁl‘l&&%?% ot P thirRh e Rumbey agnt o it

LRies step is open to attack by
fraug{bt ers 1\§/\1)r{1i%°{e|t er pi ggyback on the wuser's entry
to gain acc¥ih esspediothaliguse? wf thef slkawings,eeneintgnele server

R B oo Ao apd Aefiaibeq B

used, the fEaugss: efhecgaﬁew%e &' o) bf 864 ;ph(fté Yirk&Bt cordeted to the
user engages I n. a man-in-the-mddle attack is

Ustedgett Healiavesu dadhtvldcrarands@et‘tvhléi applieneast todeqnaiepts toptheir correct
the custonmer to performtransactions. 3/ User saves
pEMfENt schedul e, which generates a one time paynent

code and 3fudr@ianar ‘i‘iae i kegsy tratlornd all fodjst servers on the
comruni cati on pat h. 006/ 024080 PCT/ AL2005/ 0013

thbmls mmiesemh@ng slnéls wigin dha @H%@Cahfé’rreﬂ}ﬁ guar tan also has
a]ﬁ’c g{@un{shgf v(\#il Ho YL rmﬂﬂ ent tools and
é{d I ons pr e et qm

téﬂ%ﬁmstrator tools d1rect1y to the switchbox for routing and processing.

Alert Manager: The alert manager stores and distribute all created
alerts to the least busy drone computer.

Administration Tool: The administration tool allows a third party
administrator to connect to the system and edit, remove or add cardholders without
interrupting the flow of data around the rest of the system.

INS: The INS stores all of the cardholders’ details, including

cardholder names, passwords and financial data. The INS is a request-only server
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the user, the 5 user can use the code al ong a second
conmuni cation path. (stops "piggybacking” of

fraudul ent debits) 4/ Code isijgentered into the bank's
system fromthe user's renote conmunications device

Vifidni ﬂie%%ﬁ%é flx%vM@f Sife ??%%%o&yﬁheﬁté)ﬁsﬁg% Lard' B35 39 Changed
Servi ce al ong second conmuni cat1 ons

Tﬁ}@ﬁb@plasl'mlmmatmqel is not accepted unless entered

from10 a p t i zed .phone nunber that cqrresponds

to the usergg'ltf; ngﬁi@ ﬁlﬁrﬁeﬁvﬂ@bﬁs felAuEas 8?‘6%t‘i"}é1°h routes
Nisifbetiatiod gabkdts Eahi @ﬁu Wér't@ thd-th&r. | ARPLIitbipat)

(ANI'/ CLI!a(qﬁnunber or code. 5/ The Syst eir;]n I's unat %ﬂé()b 15 keeping
bihedistee e frae fraffe h‘h’@clgg bt:@rwb h@@k@nahbous servers before getting

\lfm{btr%&?%gh%g%r Sé,\r, ?Cﬂ ansac n%ﬁ gg?r&?%l { ngo components

fufmhaem(ﬂhwucﬂmsesm&fea@@ﬂm zed transactl Ons whi ch
the user has. authorized using the (payrrent code sent

froma pre-Hift¥gGlcal Teoketonuetisat lmaln@rltawﬂm@m% of credit

t . t

pg@? ilﬁéﬁea(?at%k@%% S s‘f%ﬁ%@ér&%ﬁeﬁ% ttl%gyaﬁﬁﬁg & made on the credit card.
| Henthiftoryatiian/ €ah | reqgest-diig ¢likantwiitle sfeédan data Aokal kkelf to the
aut henticatiqn.is fhe gut hent i cat ion of a connection

afSHBTHPE At Pedhan wiemal seryrmerexirintlclevise. the caller.
The ANUCLI ARGNORLRIYhAAER eﬁt%)l G6 UMBEHE eéﬁ?atlcal calculations

service providers to |dent ich telephon
(aeleris sugrestlyy noghing mnt}mwsﬁamnb’ﬁhle) aleft liomKd) rrgqﬁdsa dutd from the

Rl A RS s Bt
| 18 Y&pbhdble for %enbﬁ@ﬁg R aY Sleft WA GRERA a R LUAGY sarénce

applied to a cardholder's past or 25 present
dat a and bdaatpyt &W@ﬁa’fﬂm MpWSﬁmca:lamheb néteork eonnection software

a to . do what eyer, the
ATARNE Wi DonJ NG Bk B FweS 8 A B UL Sire
WI t hout t h%@&ﬁlﬁhﬁ& Mr theh 8tépd Db NEE prQNaE ﬁaﬁﬁugﬁ Betivity
t hensel ves. (2) Usage anal ysis indi cators can

tQFCUTBgdaan QS\L’@P balﬂ@ég eaviFpnIgDt peqordins dnd maﬁeprrbé embbdlment of
ttﬁe aegé& 1ﬁ\téﬁt181§‘raﬂj994 @ﬁ%wg\‘hen an "event” happens via

ess or noi-w reless technol ogy wherever the WO

80 PCT/ U20 Q01305 18 rdhol der may be.
Tt el FNERG ek rbspnd e
advant agesé@ggtl oned above %re as foll ows: The
systemis L 15199 R Fryatipck Py dragdstens Mh@aqﬂlhyr pikesback on the
Fds@ie§entﬁj fo gafYaccest GRRIMBIY set up a fake internet site to gain the account

no. and password.

2/ User Organizes payment of bills.

Once a Trojan has been used, the fraudster can “see” all activity that
the user engages in. If a man-in-the-middle attack is used, the fraudster can use the

account details of the customer to perform transactions.

3/ User saves payment schedule, which generates a one time payment code and

forwards code to user along a first communication path.
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different or related paraneters and/or specified
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nore accurate and mathematical in its interpretation
10 of results. (4) The systemcan be designed to be
"set” and "run" (e.g. the cargdholder sets up their
indi cators and can be alerted of themuntil it is

told to be FhRRBEEhecobphdhidsitivHloBfcofERAhEY &‘jéi?gaﬁ{lg ‘teq the system

invention is described’in the instruction
afit dhe casiomes bes goinpletddntheirdexhsasgioaAdNEKich mrdedftonnTrgan type
I n.the

PRI, PRI GRS P HES Bty o gustomer
i and havieahelg inked RGO SRR De At &ddet Bl &8 By bérﬁl?ﬂg:]ﬁ 8 th@user, the

i dentification neans of the credit card )
rB’FﬁStcén g8 thefcodp @langragsecon] peypavnicatidn path. @t@sé‘ptggybackmg of

e been described by way of exanple only
?ﬁm' w?ﬁpﬁﬁe appreci ated that nndifications and

d ut d t from
¥ %@bééégnzett%??%% 58 P o BoPEr) v b demOB esUEmuRications
18evADINES ﬂxlté&&t%&oﬁ'bﬁ)%"ﬁ&%ofg éﬁ%é%@%?l S}Qﬁs%ss%@ é‘er'\'/fce along a

~CCO
\ééeﬁﬁnd @m@@)c@ 1qns p@th nyplgmllcr, fbe chie rs no@aceepte@ u;ﬂe@s feﬁxemd from

a) pIe~a1Itﬁe>ﬁ":zed %ho)le %&mber hat & corresponds to the user’s remote communication
device Automatic Number Identification/Calling Line Identification (ANI/CLI)

number or code.

5/The System is unaffected by spoofing, because the system blocks all unrecognised
transactions which do not correspond with the user’s transaction parameters and
further, only passes unrecognized transactions which the user has authorized using the
payment code sent from a pre-authorized phone number that corresponds to the user’s

remote communication device with a particular ANI/CLI number.

Automatic Number Identification/Calling Line Identification
(ANI/CLI) authentication is the authentication of a connection attempt based on the
phone number of the caller. The ANI/CLI technology allows telecommunications
service providers to identify which telephone line (each is assigned a unique number)
is making the call in order to correctly charge consumers for the call service.
There are two major advantages of the present invention;
(1) Usage analysis indicators can be applied to a cardholder’s past or
present usage data and boasts programming which can inform a
cardholder of an “indicated” signal to do whatever the indicator
was designed to inform the cardholder of, without the cardholder
having to ponder over the data themselves.
(2) Usage analysis indicators can be set to “repeat” over a certain
period and can be told to alert the cardholder when an “event”

happens via wireless or non-wireless technology wherever the
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UV .~ 1 Phé featlires 6 Me system which result in the advantages mentioned

above are as follows:

(1) The system is accessible and active at virtually all times, all day,
everyday.

(2) The system can more quickly apply thousands of different or
related parameters and/or specified patterns to credit card usage
data.

(3) The system is more accurate and mathematical in its interpretation
of results.

(4) The system can be designed to be “set” and “run” (e.g. the
cardholder sets up their indicators and can be alerted of them until
it is told to be stopped).

A particular embodiment of the invention is described in the instruction
manual and system description included as ANNEX 1 and forming part of the
specification.

In the present specification, when the term “credit card” is used, it is
intended to encompass use of the card itself or of identification means of the credit
card allowing remote use of the card.

Aspects of the present invention have been described by way of
example only and it will be appreciated that modifications and additions thereto may

be made without departing from the scope thereof.
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30

account usage, the nmethod conprising the steps of: a.
a principal entering into an agreenent with a service
provider to 5 provide real-432nme account activity
nonitoring service, wherein the principal
ﬁim*fgﬁ',cat es to the service provider, transaction

‘At ‘a upon which the principal is not to be .
al erted, bA nfthseof noaitpriny aoké conbmiing riceepnd ssage tthe method
activity using at |east one conputer, and 10 c. the
Semprgag R$SE: providing a real -time nessage to the
principa I 8 € o4 ' et ReOprovider to
when aut 'o:réi gg??%aﬁ %Hg%ﬁ%g: traér%isggi{eiblgﬁﬁtv\haﬁ%hggsoe_s n)gt .
mat ch the providé pediitand rmacmmt tachvitye mhandforiagi service, wherein the

requested. 2. A pethod accordi to.claim.1 wherej -
the tr ansad’F‘PSWangché 4P &%SSGF‘QE\%PIW(%%%OFZ‘%%CQOH criteria
when aut honj,satinedh the prificipfladaaabiberleeich does not

mat ch t he rincipal's transaction criteria is .

request ebl. tBe s@rvinet providst CRATHIONHE tASCRUTA aefiYityising at least one
first RCD and a secaond RCD are used, the first RCDis
used by t h&PPUFL S to conduct a transaction and the
second RED th& sétsRE pkévid@GRbvaingerenetiine @eessa2@ td thefprincipal via
met hod according to claim3 wherein the nessage, . .
contai ns aa tondter ermmBRcEEmE JaicehBAR) prhenc pplprisatiqn for a

send to the_seryi ] iFE.ﬁg}c s tr t iteria is
transacti on.ané?&lﬂﬁr%rve@%}ggb%gg%r%gﬁtﬁgﬁ% o %’?ms 4'%\/\?(?1 8 rlcc)eri1 ﬁn
the confirmaguestedcode is generated when the principal

performs an action which indf cat.es_ t hat

t he ..
t¥ansact i ot methorsacegrding (e clagn 1Awhgﬁ%@eg?@5?céli°ﬂgls {plpcked at
ol .3 . ; _ iy
T4 VB P 0oL 098 8 i
aitthcipab e candctieoominoria tsaeuwastedat h for the issue of the
confirmation code, such that .a fraudstef i equi r ed
td have ac degethad %S?Wut&fﬁﬁ‘ﬁﬁﬁ‘inc]aiyﬁ?fﬁmpaaﬁﬁg gcrﬁ ?)I%ae pecppd RCD
S\ﬁm%d ftﬁﬁlfgst RO is AsddEbN @t BncipA 18BNt AcICA dafivabtion and the

erel i the renpte commuri cations device conprises
t deeorpt R@Diipatedsofreccinet the mepddigk.e t el ephone, a personal

ngrrputl n9 A method according to claim 3 wherein the message contains a

confirmation code which the principal can send to the service provider to confirm the
transaction.

5. A method according to claim 4 wherein the confirmation code is
generated when the principal performs an action which indicates that the transaction is
complete.

6. A method according to claim 3 wherein at least two communications
paths are used, a first communication path for the transaction and a second
communication path for the issue of the confirmation code, such that a fraudster is
required to have access to both communication paths in order to commit fraud.

7. A method as claimed in claim 1 wherein the remote communications
device comprises the principal’s fixed or mobile telephone, a personal computing

device or a facsimile or pager of the principal.
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device or a facsimle or pager of the principal. WO
2006/ 024080 PCT/ AU2005/ 001305 33 8. A nethod as

webk@soe®sd n any one of the preceding cl ai ts WhRCEAN2005001305

service provider uses a network of computers or
conmputer systens to nonitor the account activity. 9.
A met hod of nonitoring and a4 hori sing account usage,
the nmethod 5 conprising the steps of a principal

ntering i a e t.
Brovi dor cdt R S IBRE b gpf g R b CePAEULAERL whbfin the
WaRicRi grobider REdsnC hetdlork 0O OMPlIEE elscdimpmthle systemed temonitor the
provi der transaction criteria which the principal is
eecoupb#itiV#y, t he service provider nonitoring account
activity uﬁb%}fbtd J)ieﬁl%hlt%?% ﬁ%ﬁ%@ﬁsmg HELU 1588, Yhe ehethod
pfovi der subjecting transactions
Rompeisinp e staps afia grinwiyed antermgihto)\,hn ggrepmmtlm@lg a service provider
conparjson w.th the@%r|n0| S.criteria

i Cp;p&dﬁ gre@btnélﬁyaqgﬂ petivl B}oggglalilgl gselé\'il%ei n)gl %glr ihe %nnmpal
eBfmunE@hest foMhe 'R é@ o IRt cEEH \Chi€RiaPwChABE principal is to
contalns a code an e principal can_ authorise the
tmmadhe servivy prcsndar migmgtotihg aceoyat adsivithi@singray least one computer,
lhe service provider subjecting transactions to a pre-authorisation procedure
which includes comparison with the principal’s criteria
10. A method according to any one of the preceding claims wherein the
real-time message from the service provider contains a code and the principal can

authorise the transaction by returning the code to the service provider.



