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WHAT IS CLAIMED IS: 

1. A method comprising: 

receiving additional data from a portable consumer, .evice used to 

conduct a transaction, wherein the additional data is encrypte 	and is associated 

with the transaction; 

generating, by an access device, an authori .tion request message 

comprising the encrypted additional data; 

transmitting the authorization request m ssage comprising the 

encrypted additional data to a server computer; an 

receiving an authorization response 	essage from the server 

computer. 

2. The method of claim 1 	urther comprising: 

generating, by the access d 	ice, a prompt for the additional data. 

3. The method of cl 	wherein the portable consumer device 

displays a prompt for the additional wata.  

4. The method 	f claim 3, wherein the portable consumer device 

encrypts the additional data, a d transmits the encrypted additional data from 

portable consumer device • .n access device. 

5. The 	ethod of claim 1, wherein the additional data comprises a 

rating associated with 	e transaction. 

6. JF,he method of claim 1, wherein the additional data comprises 

transaction profil 	data of a user, a geographical location, an image, or an 

authentication 	essage. 

7. An access device comprising a processor and a non-transitory 

compute readable medium, wherein the non-transitory computer readable medium 

compri es code executable by the processor to implement a method, the method 

corn 	sing: 

receiving additional data from a portable consumer device used to 

onduct a transaction, wherein the additional data is encrypted and is associated 

with the transaction; 
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generating an authorization request message comprising h 	ncrypted 
JJ  additional data; 

transmitting the authorization request message comprisi g the 

encrypted additional data to a server computer; and 

receiving an authorization response message from 	e server computer 

8. The access device of claim 8, wherein t v,method further 

comprises generating a prompt for the additional data. 

9. The access device of claim 8, whe 	in the additional data is a 

rating associated with the transaction. 

10. A method comprising: 

receiving an authorization reques message comprising encrypted 

additional data for a transaction from an acc.. s device operated by a merchant; 

decrypting, by a server computer, the encrypted additional data 

associated with the transaction; 

storing the decrypted ad 	tional data associated with the transaction in 

a database; 

determining whethe 	he merchant is eligible to receive decrypted 

additional data; and 

transmitting an 	uthorization response message to the access device. 

11. The 	ethod of claim 10, further comprising: 

removing 	e encrypted additional data from the authorization request 

message, thereby ge erating a second authorization request message; 

trans fitting the second authorization request message to an issuer; 

and 

ceiving the authorization response message from the issuer. 

12. The method of claim 10 wherein the authorization response 

messag 	comprises the additional data. 

13. The method of claim 10, further comprising: 

transmitting the decrypted additional data associated with the 

nsaction to the access device when the merchant is eligible to receive decrypted 

additional data. 
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14. The method of claim 10, wherein the additional data is a 	ting 

associated with the transaction. 

15. The method of claim 10, wherein the additional dat 	is 

transaction profile data of the user, a geographical location, an image or an 

authentication message associated with the transaction. 

16. A server computer comprising a processor 	nd a non-transitory 

computer readable medium, wherein the non-transitory comp ter readable medium 

comprises code executable by the processor to implement 	method, the method 

comprising: 

receiving an authorization request mess ge comprising encrypted 

additional data for a transaction from an access de foe operated by a merchant; 

decrypting the encrypted additional 	ata associated with the 

transaction; 

storing the decrypted addition.( data associated with the transaction in 

a database; 

determining whether the 	erchant is eligible to receive decrypted 

additional data; and 

transmitting an auth 	zat on response message to the access device. 

17. A method 	omprising: 

generating, by 	mobile communication device, a prompt for additional 

data, the prompt associated with a transaction conducted with an access device; 

receiving, he additional data at the mobile communication device; and 

transm 	ng the additional data to a server computer. 

18. The method of claim 22, wherein the additional data comprises 

a rating, and 	erein the rating is provide on a review Website. 

19. The method of claim 22 wherein the mobile communication 

device 	teracts with the access device using a short range communication protocol 

and Ie encrypted data is transmitted to the server computer using a long range 

co/ munication protocol, and wherein the generated prompt is in response to an 

teraction with the access device during the transaction. 
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20. A mobile communication device comprising a pr 	essor and a 

non-transitory computer readable medium, wherein the non-transit./ computer 

readable medium comprises code executable by the processor t. Implement a 

method, the method comprising: 

generating a prompt for additional data, wherei 	the prompt is 

associated with an interaction with an access device durinU a transaction; 

receiving the additional data; and 

transmitting the additional data to a sery r computer. 

21. The mobile communication device of claim 94  wherein the 

prompt is in response to an interaction betwee 	he mobile communication device 

and the access device. 
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Claims 

1. A method comprising: 

receiving, by an access device, additional data from a portable consumer device 

used to conduct a transaction, wherein the additional data is encrypted and is associated with the 

transaction; 

generating, by the access device, an authorization request message comprising the 

encrypted naditionni data• 

transmitting the authorization request message comprising the encrypted 

additional data to a server computer; and 

receiving an authorization response message from the server computer. 

2. The method of claim 1, further comprising: 

generating, by the access device, a prompt for the additional data. 

3. The method of claim 1, wherein the portable consumer device displays a prompt for the 

additional data. 

4. The method of claim 3, wherein the portable consumer device encrypts the additional 

data, and transmits the encrypted additional data from portable consumer device to an access 

device. 

5. The method of claim 1, wherein the additional data comprises a rating associated with the 

transaction. 

6. The method of claim 1, wherein the additional data comprises transaction profile data of 

a user, a geographical location, an image, or an authentication message. 

7. An access device comprising a processor and a non-transitory computer readable 

medium, wherein the non-transitory computer readable medium comprises code executable by 

the processor to implement a method, the method comprising: 

receiving additional data from a portable consumer device used to conduct a 

transaction, wherein the additional data is encrypted and is associated with the transaction; 
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generating an authorization request message comprising the encrypted additional 

data; 

transmitting the authorization request message comprising the encrypted 

additional data to a server computer; and 

receiving an authorization response message from the server computer 

8. The access device of claim 7, wherein the method further comprises generating a prompt 

for the additional data. 

9. The access device of claim 7, wherein the additional data is a rating associated with the 

transaction. 

10. A method comprising: 

receiving an authorization request message comprising encrypted additional data 

for a transaction from an access device operated by a merchant; 

decrypting, by a server computer, the encrypted additional data associated with 

the transaction; 

storing the decrypted additional data associated with the transaction in a database; 

determining whether the merchant is eligible to receive decrypted additional data; 

and 

transmitting an authorization response message to the access device. 

11. The method of claim 10, further comprising: 

removing the encrypted additional data from the authorization request message, 

thereby generating a second authorization request message; 

transmitting the second authorization request message to an issuer; and 

receiving the authorization response message from the issuer. 

12. The method of claim 10,, wherein the authorization response message comprises the 

additional data. 

13. The method of claim 10, further comprising: 
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transmitting the decrypted additional data associated with the transaction to the 

access device when the merchant is eligible to receive decrypted additional data. 

14. The method of claim 10, wherein the additional data is a rating associated with the 

transaction. 

15. The method of claim 10, wherein the additional data is transaction profile data of the 

user, a geographical location, an image, or an authentication message associated with the 

transaction. 

16. A server computer comprising a processor and a non-transitory computer readable 

medium, wherein the non-transitory computer readable medium comprises code executable by 

the processor to implement a method, the method comprising: 

receiving an authorization request message comprising encrypted additional data 

for a transaction from an access device operated by a merchant; 

decrypting the encrypted additional data associated with the transaction; 

storing the decrypted additional data associated with the transaction in a database; 

determining whether the merchant is eligible to receive decrypted additional data; 

and 

transmitting an authorization response message to the access device. 

17. A method comprising: 

generating, by a mobile communication device, a prompt for additional data, the 

prompt associated with a transaction conducted with an access device; 

receiving, the additional data at the mobile communication device; and 

transmitting the additional data to a server computer. 

18. The method of claim 17, wherein the additional data comprises a rating, and wherein the 

rating is provide on a review Website. 

19. The method of claim 17, wherein the mobile communication device interacts with the 

access device using a short range communication protocol and the encrypted data is transmitted 
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to the server computer using a long range communication protocol, and wherein the generated 

prompt is in response to an interaction with the access device during the transaction. 

20. A mobile communication device comprising a processor and a non-transitory computer 

readable medium, wherein the non-transitory computer readable medium comprises code 

executable by the processor to implement a method, the method comprising: 

generating a prompt for additional data, wherein the prompt is associated with an 

interaction with an access device during a transaction; 

receiving the additional data; and 

transmitting the additional data to a server computer. 

21. The mobile communication device of claim 20, wherein the prompt is in response to an 

interaction between the mobile communication device and the access device. 
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