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WHAT IS CLAIMED |S:

1. A method comprising: /

receiving additional data from a portable consume evice used to
conduct a transaction, wherein the additional data is encryptend is associated
with the fransaction; _

generating, by an access device, an authorition request message
comprising the encrypted additional data; _7

transmitting the authorization request comprising the
encrypted additional data to a server computer,; -

receiving an authorization essage from the server
computer.

2. The method of claim 1,further comprising:

generating, by the access dgvice, a prompt for the additional data.

3. The method of ¢l 1, wherein the portable consumer device

displays a prompt for the additional dfata.

4. The methof claim 3, wherein the portable consumer device
encrypts the additional data, transmits the encrypted additional data from

portable consumer device tofan access device.

3. The, fethod of claim 1, wherein the additional data comprises a
rating associated with ffie transaction.

6. he method of claim 1, wherein the additional data comprises

transaction proﬁ!data of a user, a geographical location, an image, or an

authentication fnessage.

7. An access device comprising a processor and a non-transitory
computeeadab]e medium, wherein the non-transitory computer readable medium
comprs code executable by the processor to implement a method, the method

receiving additional data from a portable consumer device used to
gonduct a transaction, wherein the additional data is encrypted and is associated
/ with the transaction;
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generating an authorization request message comprising th .‘
additional data; |

transmitting the authorization request message comprisi the
encrypted additional data to a server computer; and

receiving an authorization response message from server computer

8. The access device of claim 8, wherein t further
comprises generating a prompt for the additional data.

9, The access device of claim 8, éin the additional data is a
rating associated with the transaction.

10. A method comprising:

receiving an authorization requesessage comprising encrypted
additional data for a transaction from an aco device operated by a merchant;

decrypting, by a server comer, the encrypted additicnal data
associated with the transaction:
storing the decrypted adional data associated with the transaction in
a database;

determining whethegthe merchant is eligible to receive decrypted
additional data; and

transmitting anthorization response message to the access device.

11.  The of claim 10, further comprising:
encrypted additional data from the authorization request
message, thereby grating a second authorization request message;

transgfitting the second authorization request message to an issuer;

and
eiving the authorization response message from the issuer.
J 12. The method of claim 10 wherein the authorization response
‘comprises the additional data.

messagg

13.  The method of claim 10, further comprising:
: transmitting the decrypted additional data associated with the
. nsaction to the access device when the merchant is eligible to receive decrypted

/ additional data.
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14.  The method of claim 10, wherein the additional data is a i i
associated with the transaction. '

15.  The method of claim 10, wherein the additional datg
transaction profile data of the user, a geographical location, an imag for an

authentication message associated with the transaction.

16. A server computer comprising a processord a non-transitory
computer readable medium, wherein the non-transitory x readable medium

comprises code executable by the processor to implemen method, the method

faTataslalal~tiaTe

comprising: J
receiving an authorization request mess comprising encrypted
additional data for a transaction from an access operated by a merchant;
decrypting the encrypted additionaata associated with the
transaction;
storing the decrypted additionata associated with the transaction in
a database;
determining whether the rchant is eligible to receive decrypted
additional data; and

transmitting an authgfization response message to the access device.

17. Amethomprising:

a rating, and the rating is provide on a review Website.

7/ 19.  The method of claim 22 wherein the mobile communication
device'eracts with the access device using a short range communication protocol
and encrypted data is transmitted to the server computer using a long range
cofnmunication protocol, and wherein the generated prompt is in response to an

jhteraction with the access device during the transaction.
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20. A mobile communication device comprising a prg ssor and a
non-transitory computer readable medium, wherein the non-transitoy computer
readable medium comprises code executable by the processor tplement a
method, the method comprising:

generating a prompt for additional data, r prompt is
associated with an interaction with an access device r transaction;

receiving the additional data; and

transmitting the additional data to a servgr computer.

21.  The mobhile communication drice of claim 24 wherein the

prompt is in response to an interaction betwee mobile communication device

and the access device.




Claims

L. A method comprising:

receiving, by an access device, additional data from a portable consumer device
used to conduct a transaction, wherein the additional data is encrypted and is associated with the
transaction;

generating, by the access device, an authorization request message comprising the

transmitting the authorization request message comprising the encrypted
additional data to a server computer; and

receiving an authorization response message from the server computer.

2. The method of claim 1, further comprising:

generating, by the access device, a prompt for the additional data.

3. The method of claim 1, wherein the portable consumer device displays a prompt for the

additional data.

4, The method of claim 3, wherein the portable consumer device encrypts the additional
data, and transmits the encrypted additional data from portable consumer device to an access

device.

5. The method of claim 1, wherein the additional data comprises a rating associated with the

transaction.

6. The method of claim 1, wherein the additional data comprises transaction profile data of

a user, a geographical location, an image, or an authentication message.

7. An access device comprising a processor and a non-transitory computer readable
medium, wherein the non-transitory computer readable medium comprises code executable by
the processor to implement a method, the method comprising:

receiving additional data from a portable consumer device used to conduct a

transaction, wherein the additional data is encrypted and is associated with the transaction;

40



generating an authorization request message comprising the encrypted additional
data;

transmitting the authorization request message comprising the encrypted
additional data to a server computer; and

receiving an authorization response message from the server computer

8. The access device of claim 7, wherein the method further comprises generating a prompt

for the additional data.

9. The access device of claim 7, wherein the additional data is a rating associated with the

transaction.

10. A method comprising:

receiving an authorization request message comprising encrypted additional data
for a transaction from an access device operated by a merchant;

decrypting, by a server computer, the encrypted additional data associated with
the transaction;

storing the decrypted additional data associated with the transaction in a database;

determining whether the merchant is eligible to receive decrypted additional data;
and

transmitting an authorization response message to the access device.

11.  The method of claim 10, further comprising:

removing the encrypted additional data from the authorization request message,
thereby generating a second authorization request message;

transmitting the second authorization request message to an issuer; and

receiving the authorization response message from the issuer.

12. The method of claim 10, wherein the authorization response message comprises the

additional data.

13.  The method of claim 10, further comprising:
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transmitting the decrypted additional data associated with the transaction to the

access device when the merchant is eligible to receive decrypted additional data.

14, The method of claim 10, wherein the additional data is a rating associated with the

transaction.

15.  The method of claim 10, wherein the additional data is transaction profile data of the
user, a geographical location, an image, or an authentication message associated with the

transaction.

16. A server computer comprising a processor and a non-transitory computer readable
medium, wherein the non-transitory computer readable medium comprises code executable by
the processor to implement a method, the method comprising:

receiving an authorization request message comprising encrypted additional data
for a transaction from an access device operated by a merchant;

decrypting the encrypted additional data associated with the transaction;

storing the decrypted additional data associated with the transaction in a database;

determining whether the merchant is eligible to receive decrypted additional data;
and

transmitting an authorization response message to the access device.

17. A method comprising:

generating, by a mobile communication device, a prompt for additional data, the
prompt associated with a transaction conducted with an access device;

recetving, the additional data at the mobile communication device; and

transmitting the additional data to a server computer.

18.  The method of claim 17, wherein the additional data comprises a rating, and wherein the

rating is provide on a review Website.

19. The method of claim 17, wherein the mobile communication device interacts with the

access device using a short range communication protocol and the encrypted data is transmitted
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to the server computer using a long range communication protocol, and wherein the generated

prompt is in response to an interaction with the access device during the transaction.

20. A mobile communication device comprising a processor and a non-transitory computer
readable medium, wherein the non-transitory computer readable medium comprises code
executable by the processor to implement a method, the method comprising:

generating a prompt for additional data, wherein the prompt is associated with an
interaction with an access device during a transaction;

receiving the additional data; and

transmitting the additional data to a server computer.

21.  The mobile communication device of claim 20, wherein the prompt is in response to an

interaction between the mobile communication device and the access device.
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