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a00

\ Provide the terminal and the cold storage device |~ 902
End user creates an end user account with the service provider 20
Service provider provides a public key as well as a system 204
provider public key
L aunch automated user interface for set-up oU6
Establish an encryption key for the wallet stored on the cold Hh10
storage device
Generate seed and create fragmented backup 912
Generate a master root key from the seed and encrypt the 014
master root key with the encryption key established at 510
Derive child keypairs 010
End user logs Into the end user account on the terminal and H18
confirms registration of the end user devices
Service provider and system provider each create the h24

multi-signature vault on their respective devices
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/00

Provide a terminal and a coldstorage device containing a /104
wallet of the blockchain asset

User logs into the system via the terminal ~ 106

User selects the desired asset and metadata and requests that /08
the system provider server create the transaction

| | | /

System provider server sends the transaction back to the
terminal while also sending the transaction to the service provider |~ /10

and the system provider cold storage for approval

Terminal is disconnected from any externally facing /12
communications network and the cold storage pulls the transaction

Transaction Is reviewed on the cold storage and signed ~ 114
[if accurate]

Cold storage transfers the signed transaction back 1o /16
the terminal

Terminal sends the signed transaction to the system provider /18

server for merging

System provider server proadcasts the transaction to the blockchain /20
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