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Per manent menory  Technical field . The invention.relates to'a
devi ée for the pgaggé gent st or age of forqﬁé%qﬂ dat a. Prior art

Per manent storag hta is necessary in y areas of automatic data
processing. They are, for exanple, sales in cash desks or diagnostic
data in electronic devices. It is inPerwanehtrmweroryrotect the stored data
agai nst erroneous erasure and intentional mani pulation. A paper strip

having the data printed on it_has been used for this purpose to date.
It is desirable EsghsbgéleELEéﬂic menories instead of paper strips in

order, in this way, to seye $AdEftiohOré&fafbbetboald@éviee p6PCERE péemalat a
auto- matically and to _achieve_a thggEFle el of protection agai nst

falsification Rent stQFpge 85088 Apg8t&-nenory card whose menory

5 Prior art
Permanent storage of data is necessary in many
areas of automatic data processing. They are, for -
example, sales in cash desks or diagnostic data in
electronic devices. It is intended here to protect the
10 stored data against erroneous erasure and intentional
manipulation. A paper strip having the data printed on it
has been used for this purpose to date.
It is desirable to use electronic memories
instead of paper strips in order, in this way, to save
15 space, to be able to further process the data auto-
matically and to achieve a higher level of protection
against falsification.
The object of the invention is to specify such a
memory, which can be employed flexibly.

20 Description of the invention
The invention makes use . of memory cards with

processing power. In this case, the format of the data to

be stored and the type of evaluation are established in

an initialization phase. Afterwards, only data in this
25 format can be stored.
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I S subdivided by nmeans of initialization into a nunber of data records of
fixed length and which has a protection nmechani sm by neans of different

Pl Ns ' Th j.ect of the invention is,to specify such a nmenory,-

whi ch can be enpﬁ&%?&gﬁl exi bly. Descri pt1 oh of the invention The

invention makes B (?Lfl R e G rtds nwit reoci%%sein Jover . In this case,
the format of th _ aluation are -
established in an initiafheat memopirasmard\f ueedarils, aontombinationt ¥ an

format can be st Qy@dtroni 3 d an- ifput/output
Detai |l ed descriptiaon g nt:"t?e ni\erﬂ/oe% %ﬁ@g . processchhaén rrearr%ry ggr c’1°h‘s£8 S

a conbi nation of uadt of theckind E¥RSRNY, WOF 8XPPPdessdR ablge a§L44C40
i nput/output 5  mediiry ard eEddmBidmsed TN ispatPbetput LiheePE44648s 5
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IS required, such datgercastozrage capakitybdsceeguiretiodsiwchmacdewdrentanon -
printed circuit g5 BOAT LS, 80H,SHESCRUEH! | bmRonhE WP N B E0n £ 84 0LTE0ul e
' ' boards and subsequently be encapsulated in order to
10 preclude electrical manipulation of the memory contents.
For the sake of simplicity, all of these variants are
referred to as memory card in the following text.

In order to use such an arrangement as a memory
device, a read-only memory in the memory card is equipped

15 with a program. The data which are to be stored in the
EEPROM, and the form in which they are to be stored in
the EEPROM, are established beforehand. Also established
are a transfer format and method at the interface. The
program which satisfies these specifications is created

20 and written to the read-only memory by means of a pro-
gramming device. Afterwards, the memory card can be used .
for the intended purpose. If the format of the data to be
stored changes, then a new read-only memory content is
determined and programmed into new cards. The memory

25 cards are provisioned separately for each application. If
the content to be stored changes, for example, on account
of legal prescriptions, then it is necessary to destroy
memory cards which are not used up. Comprehensive provi-
sioning is also necessary in the case of a multiplicity

30 of different memory formats. '

Therefofe, a fixed program which is common to all
the variants is used in accordance with the invention,
which program determines the format and the form of the
data to be stored by means of an initialization dialog.



10 preclude electrical manipulation of the nenory contents. For the

sake of sinplicity, all of these variants are ~ referred to as nenory
card’ mthefollg:gl‘g' ext. In prder to use such an
arrangenent as a device, a read-onlTy nenory in the nenory card

is equipped 15 with ap 1s ed 1y th
EEPROM and the formin % ftrlg: aOnvaeca{ oredéﬁ)e bSeaég{'hgaJﬁ@Pﬁﬁ%l Bare

est abl i shed bef odeiviee uAP-StG [-1:97 aﬁbrsmle aa‘-raesl'a!taga-rm ftekest piade

method at the intgLf §cge, xgt-rmﬁlcatzoﬂé %z%ﬁdnﬁfﬂ t5}“3a%‘:'<:<:~z'd:|.ng to
specifications is create witten to t read-on menory by “neans
of a pro- gr 799 A§1lfevAceimplified ikluskrabion is uged &?ﬁ‘-% £@xcfhe
for the intemsdedptpRase. o|:|:'f blee tleer n&bmpirehhgsda&aﬂ:g bexn tht:L%r €dase,
changes, then a ngﬁ EE%d menory contept is g rm ned

programred i nto 6% SRIURRGEFy aFe EErREmiFEed, o SFBHQE sé'ﬂ?a?? aP8ly

for each applicaselectleld in whibk thetfirst cHerasdtEre doritaigss thieonumber
exampl e, On ACCOUR gata Olnd SIMCRL PSPt L@BEnal "elak Lok s "OFES Y Lyl

dest r oy nmenory car are not €nST Ve provi
sioning is al so Hdentdfderi rfqmetbasda@fa armxd pandl tb}xeeofoblomng edafa
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al | the variants 1 s used | n accordance" W th the invention,
progr am det er ni n&8eEREOrS; FO®B4nd the form of the data to be stor ed by
means of an initialization dialog.
Start Number Type Data Stop
AA n 1=Init |n characters of data '5_5
2=Ident
3=Data
4=Read

For an Init data record, each data character
15 defines a data field and is coded as follows:

Bit Meaning
7 1 = Capable of summation
6 _ 1 = BCD-coded
5..0 Number of characters
20 As a result, a character sequence'

AA 04 01 01 C5 82 43 55

represented in the hexadecimal system would have the

effect that this message of type 1 is an initialization

instruction which defines the format of subsequent data
25 records on four fields as f.ollowsz__ ' |

1. one character, that [sic] is merely stored,



94P6231- 3 - The comuni cation between the

nmenory card and a - device using it, for exanple a cash register, takes
pl ace via asiggggq]catlons protocol predom nantly according to
] SO 7816. A’si npPi |lustration is used beTow for the 5 purpose of

better conprehensi bili th| case, char ac eguen

Cranai Lted. A 1grmat ShEy sharactERoamicn £1F Seched Fre BCR. Fadien

cont ai ns-the nunber thatofisd&basshapecnit spunbhers deonihg lvamactisum o£alfype

identifier for the datdq_gr 3._%0 n%?‘i:leh%cfc@és‘l‘ﬂl%g t%ats%nglgthblgpr acters depend
"The

on the type of data rec or mat t herefore goes: Start
Nunber Type Dat a St op AA n 1=Init

n characters of data twe characters, which are biEd#fHoded and therefore
3=Dat a nit data record,

. 4=Read | np
each data chdracter 1®eTgd fmberg betyeen gn&nﬁsé£;éz;%EAf%FFoﬁ§9es'

Bi t Meani ng siblé to summation,Capabl e of summation

4, three characters, which store six digits in a BCD-
coded manner, for example an item of data which is
not taken into account during summation.

10 : Afterwards a message of type 2 is used to set a
BCD-coded serial number "54321":

AA 03 02 05 43 21 Aa

Now, for example, the three data records.

AA OB 03 58 00 00 01 00 35 00 05 94 06 12 55
15 AA 0B 03 58 00 00 00 88 97 00 07 94 06 12 55

AA OB 03 58 00 00 02 00 53 00 10 954 06 13 55

are communicated, accepted and stored.
The following would be rejected

AA 08 03 58 00 00 01 00 35 00 05 S§5
20 (incorrect field number)

AA 0B 03 58 00 00 00 C8 97 00 07 94 06 12 55
(second field not BCD-coded)

AA OB 03 58 00 00 02 00 53 00 10 C4 06 13 55
(fourth field not BCD-coded)

25 An énquiry with summation by way of the first
three fields would yield:

AA 07 05 43 21 00 00 03 89 85 00 1C 55



6 ; 1 = BCD-coded 5..0 Nunmber of characters 20 :

As a result, a character sequence o AA .04 01 01 C5 82 43 55.

ﬁeﬁrésented i'n tQE gggﬂdecinal syst em woul d have t he effect that ‘this

message of type P initialization = S dstruction which defines the
ol.l ows:

Tt O Su0SCUETL ARt AudSagt CEPLAE 3P 404" chaSbiEadE LRSI cnen e
4 2. fi veum oy awatyerof thie slecond fhedikdedihoBCBCEepnesengtation and
that is to say pgaght JHUOSLS NBY Mgy T BHE Ofnifs fields ifll Bifarynd
are accessible to sunmati on,
representation. ' _ '
5 The individual data records are made acqessible
by other interrogations.
Let us assume that the memory comprises 65768
bytes. The first 32 bytes are then used for management.
In this case, the field division is split up in accor-
10 dance with the first data record and the serial number.
Since each data record to be stored requires 11 bytes,
the remainder of 6€5768-32=65736 is divided by 11 and
produces a number of 5976 data records. If a write-only
[sic] memory is involved, an additional byte would have
15 to be used as marking "written", therefore producing a
record length of 12 bytes and hence a total number of
5478 records.
The invention is particularly suitable for
storing financial data in cash desks, for example storing
20 daily sums in cash desk systems, in the case of which

tamperproof storage is required by legal prescriptions.



3. two characters, which are binary coded and therefore 5 perm t

nunbers bet ween 0 and 65767 and are . acces- sible to summti on,
4. " “three chara %g&g 1whlch store six dlglt |n a BCDO- - coded -
manner, for exan% A item of data which’i not taken into
account during.summati on. 10 ﬁggﬁﬁg%g§ a nessage of type 2 is
used to set a BCD- coded seri al AA 03 02
05 43 21 AA Now, for exanple the three data records.:

AA OB 03 58 00700 01 0f 35em3fy053096c@6 #3r 5Bnd5 ¢ AbCBa
00 00 00 88 97 00 07 94 oae’:'fzgy eve T ORRA B3 088 0060 2 oo

53 00 10 94 OePY¥gtegted againavémﬁﬁﬁwaf da&eesﬁeeréﬁd kayigg. the

The foll ow ng mogggthgegejected AA 08 03 58 00 00 01 00 35
00 05 55 20 5 (IDQb Eggé éhe s J¥§§§*3f the first data record, an

initialization character sequence is communicated to the
memory device, which contains the number, the length and
the type of the fields of the data records to be stored,

- following successful communication of the

10 initialization character sequence, only data records
having the content and structure determined by the
initialization character sequence are acknowledged and
gtored. _ )

2. The memory device as claimed in claim 1, wherein,

15 following storage at least of the first data record, a
second character sequence causes the memory device to
combine, in particular to add, data fields according to
criteria contained in the character sequence, and to send
back the result. '

20 3. The memory device as claimed in claim 1 or 2,
‘wherein each character of the initialization character
sequence determines a data field, which comprises a bit
field having a type identifier for the data field and a
bit field for the length of the data field, and wherein

25 the type identifier contains at least one indicator which
indicétes whether the data field is suitable for summa-
tion and, optionally, also contains an indicator as to
whether the data are communicated in the binary format or
as packed decimal digits. .

30 4. The memory device as claimed in one of claims 1
to 3, wherein, before the storage of the first .data
record, a third character sequence is communicated to the

‘memory device,
THIS SHEET HAS BEEN

/ REPLACED .
L

This Sheet Has B

[ Iﬂl i




4

AA OB 03 58 00 00 00 C8 97 00 07 94 06 12 55 (second field not

BCD- coded) ' . AA-OB 03 58 00 00 02 00 53 00 10 4 06 13 55
(fourth field nog (s'ig}&oded) 25" An enquiry with summation by
way of the first 4P 3hreef|elds woul d yue’ﬂd‘ AA07 05 43

21 00 00 03 89 8 0. 1C
in other words, F‘F‘gg gpné:ﬁlnlshea s@?ﬁ?cﬁﬁbﬁF@?ﬂgﬁ ?’Hé‘ch is s%?ﬁ"bfpvﬁﬁ of
t he second fi el déhen mg@dmepcasdntaxnd onanncho longeen kehealtered \wty thet he

e o105 L0 PARERY ateess HESBOLAMLANoF She eirar Hitd Wlabsli?|ppat e

records are made accessi i nterrogati on
assunme that the wbmhymemrmé@bswggs 1dent1f:.cat:|.on of the individual

5 exemplar of the card is achieved by means of subsequent
read-out.
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bytes. The first 32 bytes are then used for nmanagenent. In this case,
the.field division is split up in accor--10 dance with the first data

record and the sg& 9& Eunber ' Si.nce each data record to be stored -
requires 11 byt es; 31ihe remainder of 65788-32=65736 i s di vi ded by 11 and
produces a nunber of 5976 data records. éé ? gﬁ%te-only [sic] menory is
invol ved, an addi.tional byte would have 5°B6 used as marking "witten",
t herefore producing a record |l ength of 12 bytes and hence a total

nunber of 5478 recorg £ N€ ! \é‘:‘r%&i A i é £l Yat

sui table for storing |nanC|3F dat 8 in cas 1k for q+e stor?ng
20 daily sums i ntegerddesia spst@agicen timdtdaldzwtian cﬁs‘:ablfL& 8gpr e
storage is requi ¢§ggml¥ lo¥0And Q4€AI &fe!c%as and de®éPRziing those data
AVENDED SHEET Pat ent

clains 1. fieldmchy vey °5p¥]r"éﬂ‘n§“m§aﬁéﬁﬁr }& permigfibhecontains a
processor, an interface and a non-volatile nenory and in which data in the
formof data records are



accepted fromthe processor via the interféce and are stored in the
non-vol atile nmenory,- an initialization character sequence being transmtted

via t i nterfac i cgntains -at | h er and t he
dat a Pr.ieel ds to b os%(ggfgghar acteri zm%w a Val%%ﬁ/ﬁﬁ?ﬁ}&ﬂz :
initialization character sequence is - 1 accepted and executed only
once, - the initialization character sequence can contain

i nformati-on concerning the coding of the fields, - once a valid
initialization character sequence hafermandf€messept €d, - only data
records are accepted whose coding satisfy [sic] the information,
contained in the - initialization character sequence concerning the
coding of the fivkd8hnical fiell i s possible only to add data records, but

not to alter or ase_any,data_records, 2. . The_oper.ating net hod
as claimed in claimil, wABFoERVSREEPBWFRESERS, Gc2 afoTAGS  ToF Fhe FPFaT-
dat'a record, a smenmhdstbmaget of foymashtedcdatas the nenory device to :

conbine, in particular to add, data fields of different data records by
means of a function which is coded in the second character sequence, and to

'send back the recRpier art

Permanent storage of data is necessary in many
areas of automatic data processing. They are, for
example, sales in cash desks or diagnostic data in
‘electronic devices. It is intended here to protect the
stored data against erroneous erasure and intentional
manipulation. A paper strip having the data printed on it
has been used for this purpose to date. '

It is desirable to use electronic memories
instead of paper strips in order, in this way, to save
space, to be able to further process the data auto-
matically and to achieve a higher level of protection
against falsification. '

WO 87/07060 describes a memory card whose memory
is subdivided by means of initialization into a number of
data records of fixed length and which has a protection
mechanism by means of different PINs.

The object of the invention is to specify such a
memory, which can be employed flexibly.

Description of the invention _
The invention makes use of memory cards with

* processing power. In this case, the format of the data to
be stored and the type of evaluation are established in
an initialization phase. Afterwards, only data in this
format can be stored. '
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- 6a - o ' 3.7 - -The operating nmethod - -as cl ai ned
in‘clagml or 2 g4p6231 AMENDED SHEET | '
- 6 -

Patent claims

1. A method for operating a memory card which
contains a processor, an interface and a non-volatile
memory and in which data in the form of data records are
accepted from the processor via the interface and are
stored in the non-volatile memory, an initialization
character sequence being transmitted via the interface,
which contains at least the number and the length of the
data fields to be stored, characterized in that

- a valid initialization character sequénce is

accepted and executed only once,

- ‘the initialization character sequence can contain

‘information concerning the coding of the fields,-

- once a valid initialization character sequence has
been accepted,

- only data records are accepted whose coding
satisfy ([sic] the information, contained in the
initialization character segquence concerning the
coding of the fields, '

- it is possible only to add data records, but not
to alter or erase any data records.

2. The operating method as claimed in claim 1,
wherein, following storage at least of the first data
record, a second character sequence causes the memory
device to combine, in particular to add, data fields of
different data records by means of a function which is
coded in the second character sequence, and to send back
the result. '

R
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wher ei n -each character of .the initialization character sequence determ nes
a data field, which conprises a bit field having a type identifier for the
data ffeld and it field,for the le the.gata fiel; el
the type identi??@rggéagégZS at Ieastﬂaﬁﬁqgéﬁ%ggégivwnch ?ﬂﬁ?@g?§283§%$her
the data field is suitable for summa- tion &adr optionally, also contains
an indicator as to whether the data are comrunicated in the binary format -

or as packed decrmat—drgrts—2=. Theoperating metrhod as Ciaiiigdyw'one

of claims 1 to 3, wherein, before the storage of the f irst data recdrd, a
third character sequence is conmunicated to the nenory devi ce,

94P6231 - 7 - which contains a character sequence which
is stored on the nenory card and can no | onger be alteredat the

| at est after the storage of the first data record, by I ch means

unanbi guous i.dentification of the individual 5 exenplar”of the card is
achi eved by neans of subsequent . read-out.

3. The operating method as claimed in claim 1 or 2,
wherein each character of the initialization character
sequence determines a data field, which'comprises a bit
field having a type identifier for the data field and a
bit field for the length of the data field, and wherein
the type identifier contains at least one indicator which
indicates whether the data field is suitable for summa-
tion and, optionally, also contains an indicator as to
whether the data are communicated in the binary format or
as packed decimal digits. .

4. The operating method as claimed in one of claims
1 to 3, wherein, before the storage of the first data
record, a third character sequence is communicated to the
memory device,
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