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Transmit the first cryptographic key to a back-end service 4004

¥

Confirm that the first cryplographic key is ready for use 4008

A A

Encrypt at least one first data pavioad 4008

¥

Publish, via a data stream, the at least one first data payioad as encrypted 4010

¥

Load a second cryptographic key, responsive to at least a first factor including

an indication that a predetermined

amount of time has elapsed 4012

¥

Transmit the second cryptographic key to the back-end service 4014

¥

Confirm that the second cryplographic key is ready for use 4016

A4

Encrypt at least one second data payload 4018

¥

Publish, via a data stream, the at least one second data payload as encrypted 402

FIG. 40



Sheet 55 of 55

<

<t

BELl¥
{sanAinus ‘(spuomsu
{s)aoinsp 910Wway

97 L7 YiBd UOHEDIUNUWILLIDS

by "Old

zZ 1y uun ebaiog
BGBADUISY

yZLy doBpa] |

p

SUGHEDILINUUIND

g1 Ly uun obrioig
SIGBEAOLUDY

0Z1 ¥ evelisiul

14244

£oLy (s)aommag
indingyanduy esn

anug efeioig
BJGBRAOLLSY ,

iy 8AuQ
obriois ulep

gLivy
Aowapy Atepuooeg

201 P (slovepeiuy |

S0y
asmoanyseuy
LORESIUNUALOD

/D

ndingoanduy Jesny P

A

S0 Ly Asowsiy ue b

POLP J088B00IY 1






