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Claims 

 

1. A method of authorising a bearer of an identity document, comprising the steps of: 

 providing a decentralised identity for the bearer; 

 providing digitally signed biometric data relating to the identity document to the 

bearer, the biometric data being signed by a trust anchor and validated as being issued 

to the decentralised identity, the biometric data including an image of the bearer; 

 prior to the bearer travelling, providing the bearer’s decentralised identity and 

biometric data including the image to an authority responsible for admission of the bearer 

for verification and, on verification, the bearer receiving an authorisation from the authority; 

 on arrival of the bearer, capturing an image of the bearer; 

 matching the image of the bearer with images of a plurality of bearers authorised 

by the authority; and 

 on successful matching, granting admission to the bearer.  

  

2. A system authorising a bearer of an identity document, comprising: 

 An identity provider for providing a decentralised identity for the bearer; 

 means for providing digitally signed biometric data relating to the identity document 

to the bearer, the biometric data being signed by a trust anchor and validated as being 

issued to the decentralised identity, the biometric data including an image of the bearer; 

 means for providing, prior to the bearer travelling, the bearer’s decentralised 

identity and biometric data including the image to an authority responsible for admission 

of the bearer for verification and, on verification, the bearer receiving an authorisation from 

the authority; 

 an image capture system for capturing an image of the bearer on arrival of the 

bearer; 

 an image matching system for matching the image of the bearer with images of a 

plurality of bearers authorised by the authority; and 

 a control gate for granting admission to the bearer on successful matching. 

 

3. A method or system according to claim 2, comprising forming or,  wherein the 

image matching system is configured to match, a reduced set of authorised bearers from 

the plurality of bearers authorised by the authority and matching, or whenever the system 

is configured to match the image of the bearer with images of the reduced set of authorised 

bearers. 
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4. A method or system according to claim 3,  comprising forming or, wherein the 

image matching system is configured to form, a reduced set of authorised bearers is based 

on predicted arrival time of each of the plurality of bearers at the point of image capture. 

 

5. A method or system according to claim 4, comprising calculating or, wherein the 

image matching system is configured to calculate, the predicted arrival time of each bearer 

from at least one of the arrival time of the bearer at the destination, the walk time from the 

point of arrival to the point of image capture and the age profile of the bearer. 

 

6. A method or system according to claim 5, wherein the arrival time is the time of 

arrival of an airplane and the image matching system is further configured to calculate the 

predicted arrival from the bearer’s seat number on the airplane. 

 

7. A method or system according to any of claims 3 to 6, wherein the step of forming 

a reduced set of bearers is performed by, or wherein the image matching system 

comprises, a machine learning engine to form the reduced set of bearers and the machine 

learning engine is configured to continuously predict when individual bearers will arrive at 

the point of image capture. 

 

8. A method or system according to claim 7, wherein the machine learning engine 

manages or is configured to manage the size of the reduced set of bearers. 

 

9. A system according to any of claims 2 to 8, wherein control gate is an automated 

control gate. 

 

10. A method according to claim 1 or any of claims 3 to 8 dependent on claim1, wherein 

the step of granting admission to the bearer comprises allowing the bearer to pass through 

an automated border control gate.  

 

11. A method or system according to any of claims 1 to 10,  wherein step of, or the 

means for providing the bearer’s decentralised identity and biometric data including the 

image to an authority responsible for admission of the bearer for verification, comprises 

providing, or is configured to provide, the bearer’s decentralised identity together with 

Advanced Passenger Information System (APIS) data. 
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12. A method or system according to any of claims 1 to 11,  comprising a mobile phone 

of other smart device for receiving the authorisation from the authority received by the 

bearer, or wherein the authorisation from the authority received by the bearer is received 

on a mobile phone of other smart device.. 

 

13. A method or system according to any of claims 1 to 12, wherein the step of or 

means for providing the digitally signed biometric data comprises writing or means for 

writing the bearer’s decentralised identity to a blockchain by the trust anchor. 

 

14. A method or system according to claim 13, wherein the step of, or the means 

providing the digitally signed biometric data comprises capturing or means for capturing, 

the biometric data and other bearer document data, digitally signing or means for digitally 

signing the data using Self Sovereign Identity cryptology and issuing or means for issuing 

a copy of the digitally signed data to the bearer based on the bearer’s decentralised 

identity. 

 

15. A method or system according to claim 14, wherein the copy of the digitally signed 

data is sent to the bearer’s smart device and/or stored at a cloud agent. 

 

16. A method or system according to any of claims 1 to 15 , wherein the step of, or 

means for providing digitally signed biometric data comprises capturing, or means for 

capturing enhanced biometric data for the bearer and providing the enhanced biometric 

data with identity document data for signing by the trust anchor. 

 

17. A method or system according to claim 14, wherein the enhanced biometric data 

comprises one or more of multiple images of the bearer, a 3-D image of the bearer, an 

infrared image of the bearer and an iris scan of the bearer. 

 

18. A method or system according to claim 16 or 17,  wherein the steps of or means 

for, capturing enhanced biometric data comprises the bearer providing his decentralised 

identifier to a kiosk or a kiosk configured to receive the bearer’s, decentralised identifier , 

the kiosk obtaining or being configured to obtain, verification of the decentralised identifier 

from a location specified in the decentralised identifier, the verification including identity 

document data including the bearer’s image. 
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19. A method or system according to claim 18, wherein the step of capturing enhanced 

biometric data comprises validating, or the kiosk is configured to validate, the data 

received from the specified location as being issued to the bearer’s decentralised identifier 

and not tampered with. 

 

20. A method or system according to claim 36, comprising the kiosk validating or 

wherein the kiosk is configured to validate, the bearer by obtaining an image of the bearer 

and matching the image with the image of the bearer in the verified identity document 

data. 

 

21. A method or system according to claim 20, comprising, or wherein the kiosk 

comprises an image capture device for, capturing and digitally signing one or more of 

multiple images of the bearer, a 3-D image of the bearer, an infrared image of the bearer 

and an iris scan of the bearer, and issuing, or means for issuing, the enhanced biometric 

data as a biometric claim. 

 

22. A method of authorising a bearer of an identity document to pass through an 

immigration control, the bearer having a pre-authorisation based on biometric data and a 

decentralised identity verified by the immigration authority, the method comprising: 

 capturing an image of the bearer; 

forming a reduced set of authorised bearers from a plurality of bearers authorised 

by the authority, the reduced set being formed by a machine learning engine, the machine 

learning engine continuously predicting when individual bearers will arrive at the point of 

image capture; 

 matching the image of the bearer with images of the reduced set of authorised of 

bearers authorised by the authority; and 

 on successful matching, granting admission to the bearer. 

 

23. A method according to claim 22, wherein the predicted arrival time of each bearer 

is calculated from at least one of the arrival time of the bearer at the destination, the walk 

time from the point of arrival to the point of image capture and the age profile of the bearer. 
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24. A method according to claim 23, wherein the arrival time is the time of arrival of an 

airplane and the predicted arrival time is further calculated from the bearer’s seat number 

on the airplane. 

 

25. A method according to claim 22, wherein the machine learning engine manages 

the size of the reduced set of bearers. 

 

26. A method of pre-authorising a bearer of an identity document for travel, comprising 

the steps of: 

 providing a decentralised identity for the bearer; 

 providing digitally signed biometric data relating to the identity document to the 

bearer, the biometric data being signed by a trust anchor and validated as being issued 

to the decentralised identity, the biometric data including an image of the bearer, the 

provision of digitally signed biometric data comprising the bearer providing their 

decentralised identifier to a kiosk, the kiosk obtaining verification of the decentralised 

identifier from a location specified in the decentralised identifier, the verification including 

identity document data including the bearer’s image ; 

 prior to the bearer travelling, providing the bearer’s decentralised identity and 

biometric data including the image to an authority responsible for admission of the bearer 

for verification and, on verification, the bearer receiving an authorisation from the authority. 

 

27. A method according to claim 26, wherein the step of capturing enhanced biometric 

data comprises the bearer providing their decentralised identifier to a kiosk, the kiosk 

obtaining verification of the decentralised identifier from a location specified in the 

decentralised identifier, the verification including identity document data including the 

bearer’s image. 

 

28. A method according to claim 27, wherein the step of capturing enhanced biometric 

data further comprises the kiosk validating the data received from the specified location 

as being issued to the bearer’s decentralised identifier and not tampered with. 

 

29. A method according to claim 28, further comprising the kiosk validating the bearer 

by obtaining an image of the bearer and matching the image with the image of the bearer 

in the verified identity document data. 
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30. A method according to claim 29, wherein the step of capturing enhanced biometric 

data comprises capturing and digitally signing one or more of multiple images of the 

bearer, a 3-D image of the bearer, an infrared image of the bearer and an iris scan of the 

bearer, and issuing the enhanced biometric data as a biometric claim.  


