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__ (57) Abstract: The present invention updates access control 

[H1] in real time when the connection state of an apparatus or a 
user changes frequently. The present invention is provided 
with: an authentication device that authenticates a user who 
is using a host connected to a forwarding node; and a policy 
management device that holds an access control policy that, 
using an identifier of the user or the forwarding node, spe­
cifies a host that is the subject of access control, and the 
policy management device ties together the identifier of the 
host that is the subject of access control and the identifier of 
the user using the host or the forwarding node to which the 
host is connected. The forwarding node transmits to the 
policy management device the set of the identifiers of the 
selfsame forwarding node and the host connected to the 
selfsame forwarding node, the authentication device trans­
mits to the policy management device the set of the identifi­
ers of the user and the host connected to the forwarding 
node, when the host connected to the forwarding node is the 
subject of access control, the policy management device no­
tifies a control device of the contents of access control, and 
the control device generates a processing rule in accordance 
with the notification and sets the processing rule to the for­
warding node. 

100A, 100B, DD Host 
200A, 200B, 200C Forwarding node 
300 Control device 
301 Topology information recording unit 
310A, 310B, 310C Authentication device 
320 Policy management device 
321 Access control policy recording unit 
322 Resource information recording unit 
323 Authentication information tying means 
324 Topology information tying means 
600A, 600B, 600C Network resources 
AA Conference room group 
BB Living room group 
CC Server pool 
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