1 TRUSTED | NPUT FOR MOBI LE PLATFORM TRANSACTI ONS COPYRI GHT NOTI CE 10001]
Contained herein is material that is subject to copyright protection. The
copyright owner has no objection to the facsim|le reproduction of the
patent disclosure by any person as it appears in the Patent and Trademark
Ofice patent files or records, but otherw se reserves all rights to the
copyri ght whatsoever. FIELD OF THE } NVENTI ON [ 0002] The present invention
relates to conputer systens; nore particularly, the present invention
relates to conmputer systens that nmay operate in a trusted or secured

envi ronment. BACKGROUND [ 0003] The increasing nunber of financial and

per sonal transa®rusTED IdeDn FORMOBBERATEARMAFANSACTIONSOt € i croconputers
has given inpetus for the establishnment of "trusted" or "secured"

m croprocessor environnents. The problemthese environnents try to sol ve
IS tWﬁbFQﬁﬁtﬂ%?bﬂﬁT@ﬁhvacy’ or data being corrupted or abused. Users do
not want thei'r private data made public. They also do not want their data

altered used.in jn ropriate transacti es of these include
uni nt{@6% onal r%?%%@ggﬁrﬁ%‘dﬁé%q teyi @'\aﬁég %‘?’I%Fé%‘??@ﬁp%htﬁrﬁ OBf funds from
an on-line bank or other depository. Simlarly, content providers seek to
pr ot éite cipgiright ook das npfabjectioartplthe fansihile reproeuctadiobthepatent

disclosure by any person as it appears in the Patent and Trademark Office patent

files or records, but otherwise reserves all rights to the copyright whatsoever.

FIELD OF THE INVENTION
[0002] The present invention relates to computer systems; more
particularly, the present invention relates to computer systems that may operate

in a trusted or secured environment.

BACKGROUND

[0003] The increasing number of financial and personal transactions being
performed on ldcal or remote microcomputers has given impetus for the
establishment of “trusted” or “secured” nﬁcroproceésor environments. The
problem these environments try to solve is that of loss of privacy, or data being
corrupted or abused. Users do not want their private data made public. They
also do not want their data altered or used in inappropriate transactions.
Examples of these include unintentional release of medical records or electronic
theft of funds from an on-line bank or other depository. Similarly, content

providers seek to protect digital content (for example, music, other audio, video,



2 or other types of data in general) from being copied w thout

aut hori zation. [0004] However, nobile conputer systemplatforns pose a
significant challenge for trusted input/output {I/0O. The integrated
keyboard for a nobile conputer systemis typically scanned by a
mcro-controller. The micro-controllgr determ nes which keys are pressed
at the keyboard and reports the keystroke data to the conputer system
operating system The micro-controller is also programred to perform ot her
functions, such as power managenent, battery recharge, LED control, power
pl ane : [ ~of software
usedi4$QQéfﬁﬁ?§§?d%%ﬁﬁ%%%F%@fﬁﬁﬁF§%?g?gﬁgﬁj§§§ﬁ%§%§§“§§§?2%s have over 64K

Bytes of software code. However, it is no ractical to certify such code
as tr U800t hy. Hmavers mabdle computarsstenPlatiorns Posra siggditalt changed so

often that it would continuously have to be re-certified, requiring

consi ¢hrBElg: for tRistatinguptostput Q6] THelintdpeateddtdydoavd Forer atvbilet | es exi st

within the mcro-controller. For instance, the interface to the keyboard

uses | /0O addresses. . a6 tetho- Ll ot {& commands
that SoURPLERNER OB SclReg bl R o e BHHL LR Phy i SRR 2 Neer
typi ng keys at the keyboard. 3 BRI EF DESCRI PTI.ON OF THE DRAW NGS [ 00071 The

i nventletmmises whigh keyisege pyessas abtheieshored and raperts the kexstake n
da;ta to the computer system operating system. The micro-controller is also
programmed to perform other functions, such as power management, battery
recharge, LED control, power plane control, etc.

[0005] Moreover, there is a large amount of software used in the micro-
controller. In fact, many computer systems have over 64K Bytes of software
code. However, it is not practical to certify such code as trustworthy. Even if the
code were certified, the code is changed so often that it would continuocusly have
to be re-certified, requiring considerable time and expense.

{0006] Further, other vulnerabilities exist within the micro-controlier. For
instance, the interface to the keyboard uses I/O addresses that are unprotected.

Additionally, there are commands that system software can issue to the micro-

controller to emulate a user typing keys at the keyboard.



the figures of the acconpanying draw ngs, in which |ike references indicate
simlar elenents, and in which: [0008] Figure 1 is a block diagram of one
enbodi ment of a conputer system [00091 Figure 2 is a block diagram
illustrating one enbodi nent of a central processing unit (CPU); 10010]
Figure 3 is. a block diagramillustrating one enbodi ment of a nenory;,
10011] Figure 4 is a flow diagram of one enbodi nent for reading trusted
input froma mcro-controller; and [0012] Figure 5 is a bl ock diagram
illustrating one enbodi nent of a mcro- controller integrated circuit. 4
DETAI I i to guarantee trusted keyboard i nput
at a ﬁﬁ@%&%ﬁp@mmd In the follow ng detail ed
description of the present invention nunerous specific details are set

f ort h [0007)r der ftlhepnverititen i illusivateddly waylof sxampleandnot himiteries ént

i nvention. However, it will be apparent to one skilled in the art that the
prese b t : 5@ thoM | fidscdetails. In

ot herlal;l%g1 ancedsf,cm(\a/\gﬁb%r%ﬁgtwfuct éisrhgﬁ%cl'glgl?ﬁeefgég@gé shown in block

di agram f or rat her ,than.i;n detail, in order to avoid obscuring the
g similar elements, andtmw ch: 9

[0008] Figure 1 is a block diagram of one embodiment of a computer
system;
[0009] - Figure 2 is a block diagram illustrating one embodiment of a

~ central processing unit (CPU);

[0010] Figure 3 is a block diagram illustrating one embodiment of a
memory;
[0011} Figure 4 is a flow diagram of one embodiment for reading trusted -

input from a micro-controller; and

[0012] Figure 5 is a block diagram illustrating one embodiment of a micro-

controller integrated circuit.



present invention. [00141 Reference in the specification to "one

enbodi nent" or "an enbodi nent” neans that a particular feature, structure,
or characteristic described in connection with the enbodi ment is included
in at |east one enbodinment of the invention. The appearances of the phrase
"in one enbodinment” in various places in the specification are not
necessarily all referring to the sane enbodi nent. [00151 Figure 1 is a

bl ock di agram of one enbodi nent of a conmputer system 100. Conputer system
100 includes a central processing unit (CPU) 102 coupled to bus 105. 'In

one enhodi ment , 102 is a processor in the Pentiun(r) famly of
proce%@h%l@%&&lﬁ@&anti um(r) Il processor famly, Pentiunm(r) |11
processors, and Pentiunm(r) |V processors available fromlIntel Corporation

of Spa] d ar aA Bathdrismita guardrgea atistes] keyboehdiniGRla amagbile used. 100161
Figure 2 is a block diagramillustrating one enbodi nent of CPU 5 102. In

One hAtLIE Y stelt (?%%ii:@&' HEgR fEAERESRENIN (RAGRTNOR 8Pme enbedded key

230, page T) registers 240. part” of cache 220 may
ehodPHSAR INSen a0 SuiReAraRy soaifif deliliarore) NN ShAe BRIV bt oot | on 1o
prevent access to it by any unauthorized device (e.g., any device other
t han tHeough sodeateddiGRdf ThS presbnt mvaativuabidvaserait prill et appreentr y.

to 'one skilled iﬁ the art that the present invention may be practiced without these

specific details. In other instances, well-known structures and devices are shown

in block diagram form, rather than in detail, in order to avoid obscuring the

present invention.

[0014] Reference in the specification to “one embodiment” or “an

embodiment” means that a particular feature, structure, or characteristic

described in connection with the embodiment is included in at least one

embodiment of the invention. The appearances of the phrase “in one

embodiment” in various places in the specification are not necessarily ail

referring to the same embodiment.

{0015} Figure 1 is a block diagram of one embodiment of a computer

system 100. Computer system 100 includes a central processing unit (CPU) 102

coupled to bus 105. In one embodiment, CPU 102 is a processor in the Pentium®

family of processors including the Pentium® II processor family, Pentium® III

processors, and Pentium® IV processors available from Intel Corporation of

Santa Clara, California. Alternatively, other CPUs may be used.

[0016] Figure 2 is a block diagram illustrating one embodiment of CPU



[0017] In the illustrated enbodi ment, cache 220 may have various features

to permt its selective isolation as a private nenory. |n another

enbodi ment not shown, private nmenory 225 may be external to and separate

fromcache nmenory 550, but still associated with CPU 102. Key 230 nay be

an enbedded key to be wused for encbyption, decryption, and/or validation

of various blocks of data and/or code. PT registers 240 may be a table in
- the formof registers to identify menory pages that are to be accessible

only by protected code, and which nenory pages are not to be protected.

105, W peere Hpimentee 108 sy det ReRa ety ks%ﬁﬁ%??éﬂcﬁ”uﬂ' 110 may

include a nenory controller 112 that is coupled to a main st em nenory

115. Manbeddest keey 268hang phis table (BE) xegisiers?240s édlenpas of rag 210uct i ons t hat

are executed by CPU 102 or any other device included in system 100. In one

e"bodhﬂsj?% nclud®id? YRS R REwS, rﬁia'ie M%Myw&cd@aﬂ@mww menory

( DRAM OWeVEr, nain system nory be i npl ement ed usi ng ot her
menory Addltlonal alsq be |l ed to.bus, 105, such as
mul ti ;ﬂrab@@sen@ Hﬁ%ﬁtSF“meP’EX %?%Ss’vglﬁ m{%ﬁmf EPRU% 3'is a bl ock
diagramillustrating one enbodi nent of rrermr 115. Referring to Figure 3,

menor préténtrmyess o litisieany aneathedizedndavice (eah am}(sdﬂnemdther tlsarethes of t war e
(s/w) nonitor 330. In some enbodi nents,
associated CPU 102) while activated as a private memory.
[0017] In the illustrated embodiment, cache 220 may have various features
to permit its selective isolation as a private memory. Inanother emquiment not
shown, private memory 225 may be external to and separate from cache memory
550, but still associated with CPU 102. Key 230 may be an embedded key to be
used for encryption, decryption, and/or V;'ﬂidation of various blocks of data
and/or code. PT registers 240 may be a table in the form of registers to identify
memory pages that are to be accessible only by protected code, and which
memory pages are not to be protected.
[0018] Referring back to Figure 1, a chipset 107 is also coupled to bus 105.
Chipset 107 includes a memory control hub (MCH) 110. MCH 110 may include a
memory controller 112 that is coupled to a main system memory 115. Main
system memory 115 stores data and sequences of instructions that are executed
by CPU 102 or any other device included in system 100. In one embodiment,
main system memory 115 includes dynamic random access memory (DRAM);

however, main system memory 115 may be implemented using other memory

types. Additional devices may also be coupled to bus 105, such as multiple CPUs



protected nenory table 320 is a table to define which nenory bl ocks (where
a nenory block is a range of contiguously addressable nenory |ocations) in
menory 115 are to be inaccessible to direct nenory access (DVA) transfers-
[[0020] Since all accesses to nenogy 115 go through MCH 110, MCH 110 rmay
check protected nenory table 320 before permtting any DVA transfer to
take place. In a particular enbodi nent, MCH 110 may use cachi ng techni ques
to reduce the nunber of necessary accesses to protected nenory table 320.
[ 0021] In one enbodi nent, protected nmenory table 320 is inplenmented as a
table_of ,bits,.wth each bit.corresponding to a particular nenory block in
nenor?n‘M%rW%ﬁesgﬁtgwmefn%vcorrespond to a single page, with a logic
1" indicating the page is protected fromDMA transfers and a logic 'O

i ndi cHOLBl t he Pigyae B4s ablockalipgeare twstyatingrone eabeiltnertrofoper ati on, the
menory bl ocks protected from DVA transfers by protected nenory table 320

i ' i iy by PT
may bgehdty 5T RERIPY Otgfrh e érrﬁéhbfflﬁjrria? iAFIRIRGIrOte S PERSRIMTY DY

registers 240 in ] I'n one enbddi nent,” trusted s/w nonitor 330
oper SoP A Bea ot Rubel A SOriy Pt sFRY sriaRERERar embodl mont
trusted s/w nonitor 330 is located only in nenory bl ocks that are
pr ot guiodettéd ommietyataBle 328is hdaklete dgfine DRiich meerabry blocky (wherestt ed nmenory
tabl e 320, thus assuring that trusted s/w nonitor 330 cannot be .
ConPringineef bickddhdahfbsésifinddudly addressable memory locations) in

merory 115 are to be inaccessible to direct memory access (DMA) transfers.

[0020] Since all accesses to memory 115 go through MCH 110, MCH 110

may check protected memory table 320 before permitting any DMA transfer to

take place. In a particular embodiment, MCH 110 may use caching techniques to

reduce the number of necessary accesses to protected memory table 320.

[0021] In one embodiment, protected memory table 320 is implemented as

- a table of bits, with each bit corresponding to a particular memory block in

memory 115 (e.g., each bit may correspond to a single page, with a logic 1’

indicating the page is f)rotected from DMA transfers and a logic ‘(Y indicating the _

page is not so protected). In a particular operation, the memory blocks protected

from DiVIA transfers by protected memory table 320 may be the same memory

blocks restricted to protected processing by PT registers 240 in CPU 102.

[0022] In one embodiment, trusted s/w monitor 330 monitors and

controls a protected operating environment once the protected operating

environment has been established. In a particular embodiment, trusted s/w

monitor 330 is located only in memory blocks that are protected from data



unprotected and/ or unauthorized devices. The protected nmenory table 320 may
al so protect itself fromalteration by data transactions by protecting the
menory bl ocks including protected nenory table 320. [0023] Referring back
to Figure 1, MCH 110 nay al so include a graphics interface 113 coupled to
a graphics accelerator 130. In one enbodi nent, graphics interface 113 is
coupl ed to graphics accelerator 130 via an accel erated graphics port (AGP)
t hat operates according to an AGP Specification Revision 2.0 interface
developed by Intel Corporation of Santa Clara, California. [0024] According

encr y FEBTES e B P emaere BY RGRRIET ey Rl 220 SR sl B, oo s

120 and protected nenmory table 125. In one enbodlnent the prot ect ed
menor trusied s/ wsmonitbe ddheasdoit he Mompromises by detciranstersfes t abl e 125 and
protected nmenory table 320 nay be elimnated [0025] |In another enbodi nent,

t he pﬂ?%ﬁie%sbd%@/& SritRoriSied HEPICEITETREPr REcted SRARLAFIAFRABINmBgD! € 320 in
menory 115 as previously described and protected nenory table 125 may be

by AD st LsREGEFAPDCR R Dot %ersa?@%%%nroteﬁté%&%%@%'e Ml basi ¢

operation of the protected nenory table mnay be substantially as descri bed.
[ 0026 pblddks indudirigppifaterted npmonctable 324yi st ers 120 are registers that are 8

[0b23] Referring back to Figure 1, MCH 110 may also include a graphics
interface 113 coupled to a graphics accelerator 130. In one embodiment, graphics
interface 113 is coupled to graphics accelerator 130 via an accelerated graphics -
port (AGP) that operates according to an AGP Specification Revision 2.0 interface
developed by Intel Corporation of Santa Clara, California.

[0024] According to one embodiment, MCH 110 includes key 116 to be
used in various encryption, decryption and/ or validation processes, protected
registers 120 and protected memory table 125. In one embodiment, the protected
memory table is implemented in MCH 110 as protected memory table 125 and
protected memory table 320 may be eliminated.

[0025] In another embodiment, the protected memory table is
implermented as protected memory table 320 in memory 115 as previously
described and protected memory table 125 may be eliminated. The protected
mernory table may also be implemented in other ways not shown. Regardless of

physical location, the purpose and basic operation of the protected memory table

may be substantially as described.

[0026] In one embodiment, protected registers 120 are registers that are



writable by commands that nmay only be initiated by trusted code (e.g.,

m crocode and macrocode) in CPU 102. Protected code is code whose execution
may be initiated by authorized instruction(s) and/or by hardware that is
not controllable by unauthorized dgvices. I n one enbodi ment, protected
registers 120 hold data that identirfies the |ocations of, and/or controls
access to, protected nenory table 320 and trusted s/w nonitor 330. [0027]

I n one enbodi nent, protected registers 120 include a register to enable or
di sable the use of protected nenory table 320 so that the DVA protections

may be actjvated befofe ent erin I, t.ed er atin envi ronnent and
deact ’“V'étlaé By e th@ ?‘ﬁ@%‘ﬂbﬁ‘é&lg glpt@' &Cé’ﬁ]\? Fériment . Prot ect ed
regi sters 120 may al so include a witable regl ster identifying the |ocation

of . prdtaebdd andmagrotadid)dn €] 162 Prodectedi eotle tsatdderwhosssexxastititave to be
hardwired into MCH 110. [0028] In one enbodi nent, protected registers 120

Y. 'Pﬂ,gtgegﬁm ed By RRhB iYed ﬁ‘fﬁ?ﬁicﬁﬂn zahﬂ?of ”gﬁ'?a?&’wﬁfé'\&{a@m H6r 330 before

into pro tected locatio of " menbry 115, so that it may be

Iocat ed for the transfer n qne enbodi nt rot ec i.sters 120 may
i ncl ueRntzpiiable Mt‘%r@h‘ﬂ%?%qd defdress dn ope epp '/Wokﬁfrdﬁ?‘ﬁ 5‘%‘%@65 after the

transfer into nenory 115, so that execution may be transferred to trusted
s/ w 20 heid &30 thit identified thelloesaicdns wf aind fver gonbtodcaadsoipe pacientgd

environment. [0029] Physical token 130 may be a circuit to protect data

rel at ﬁl@lﬁ&y table 320 and trusted s/w monitor 330.
[0027] In one embodiment, protected registers 120 include a register to
enable or disable the use of protected memory table 320 so that the DMA
protections may be activated before entering a protected operating environment
and deactivated after leaving the protected operating environment. Protected
registers 120 may also include a writable register identifying the location of
protected memory table 320, so that the location does not have to be hardwired
into MCH 110.
[0028] In one embodiment, protected registers 120 may include the
temporary Jocation of the trusted s /w monitor 330 before it is placed into
protected locations of memory 115, so that it may be located for the transfer. In
one embodiment, protected registers 120 may include an execution start address

of trusted s/ w monitor 330 after the transfer into memory 115, so that execution

may be transferred to trusted s/w monitor 330 after initialization of the

protected operating environment.

[0029} Physical token 130 may be a circuit to protect data related to

creating and maintaining a protected operating environment. In a particular



creating and nmaintaining a protected operating environnment. In a particular
9 enbodi nent, physical token 130 includes a key (not shown), which nay be
an enbedded key to be used for specific encryption, decryption and/or
val i dati on processes. Physical token 130 nmay al so include storage space to
be used to hold a digest value arfid other information to be used in the
protected operating environnent. In one enbodi nent the storage space in
physi cal token 130 rmay i nclude non-volatile nmenory (e.g., flash nenory) to
retain its contents in the event of power |oss to the physical token.

(0030] Referring_ back to Figure.1l, 110 .is coupled.to an input/output
cont r smbedimenphysal tﬂ?‘ﬁnél%ﬂ%d}‘ﬂ?ggpﬁﬁi‘.‘“l%ﬁ“?ﬂowgﬂl@}/mgg’eaaﬂp interface to
i nput/output (1/0O devices within conputer system 100. | CH 140 i ncl udes

pr ot eginddddedikey eo be 1%4d fuhspuificerenyistivhelqoryption end pat validatiogne

enbodi nent, ICH 140 is coupled to a mcro-controller 160. 10031] In one

mbod, PR O ! 3 ud ' ' ] tected
€mo ?@E%éw&glc%@%férlbg%%ﬁ%sta 1O SloYEES sh R Q18 Hehed €6 H@Id aPr Ot eCt €

regi s e protect®ed ‘path. In a further
enbodi ment, 1CH 140 is coupled to mcro-controller, 160 via a | ow pin count
( LPC) digeskeyalne andigshes isformaigonyfo e Hﬁ?fgﬁﬁgfmrﬂeqf%ﬂ PRE'E wi | | appreci at e

that other interfaces nay be used wi thout departing fromthe true scope of
the émdeshment. I6QR2dmbbdingeritahe stirbge spfe ih physical skend 38 may nti ng devi ce

165 and a

include non-volatile memory (e.g., flash memory) to retain its contents in the
event of power loss to the physical token.
[0030] | Referring back to Figare 1, MCH 110 is coupled to an input/output

* control hub (ICH) 140 via a hub interface. ICH 140 provides an interface to
input/ output (I/O) devices within computer system 100. ICH 140 includes
protected registers 144 , which extends the protected path. In one embodiment,
ICH 140 is coupled to a micro-controller 160.
[0031] In one embodiment, micro-controller 160 also includes registers
(e.g., protected registers 164) to further extend the protected path. In a further
embodiment, ICH 140 is coupled to micro-controller 160 via a low pin count
(LPC) interface. However, one of ordinary skill in the art will appreciate that
other interfaces may be used without departing from the true scope of the
invention.
[0032] Micro-controller 160 is coupled to a pointing device 165 and a
keyboard 170. In one embodiment, pointing device 165 (e.g., touch pad,

trackpoint, etc.) and keyboard 170 are integrated within computer system 100.

However, pointing device 165 (e.g., mouse) and/ or keyboard 170 may be



keyboard 170. In one enbodi nent, pointing device 165 (e.g., touch pad,
trackpoint, etc.) and keyboard 170 are integrated within conputer system
100. However, pointing device 165 (e.g., nouse) and/or keyboard 170 may be
10 coupl ed external to conputer system 100 in other enbodi nents. [0033]
According to one enbodi ment, m cro-igontroller 160 conducts a key matrix
scan determ nes which keys are pressed at keyboard 170. In addition,

m cro-controller 160 may track novenent data associated with pointing
device 165. In a further enbodinent, mcro-controller 160 reports the
keystroke, and . noyenent data to t conput er. system operati ng system

[ 0034fOugle |e§‘(§?f§‘§'¥§) %%Eg%rr?ﬁﬁegli;@ Ooqﬁ %?r?bg%én?&& cally programmed to
perform other functions, such as power nmanagenent, battery recharge, LED
cont r {1033pover plcaaadingne pok embhogdimgot, mpigrecontallen 168 QW@{I@%MY oller to
I npl ement such functions may | ead to security concerns at conputer system

100.  fGAQIEAR dblermiResONRicANRG S IaPE Preshrd hOk &BMat QN VO I 8dditrp! aced into a
trusted node prior to transnmtting key matrix data to I CH 140. In one

T Lo s Dot e e Rl BB AR, o o
160 is in the trusted node, protected registers 120 are used to access
r egi st snve fuvitbrerndnohadicemt rmidrercontrelier 160 mperisitbe deystmoke ahd trust ed node
of the micro-controller 160 is enabl ed -

movement data to the computer system operating system.

[0034] As discussed above, micro-controllers are typically programmed to

perform other functions, such as power management, battery recharge, LED

control, power plane control, etc. Software used at a micro-controller to

implement such functions may lead to security concerns at computer system 100.

Accordingly, in one embodiment micro-controller 160 is placed into a trusted

mode prior to transmitting key matrix data to ICH 140. In one embodiment,

micro-controller 160 operates according to a trusted mode and an un-trusted

mode.

[0035] In such an embodiment, once micro-controller 160 is in the trusted

mode; protected registers 120 are used to access registers within micro-controller

160. In one embodiment, the trusted mode of the micro-controller 160 is enabled

via a write using the trusted write path through chipset 107. Thus, the trusted

Mode of the micro-controller can only be enabled by the trusted software, since

un-trusted software is not capable of generathg those types of cycles
[0036] Since protected registers 120 are writable by commands that may

be initiated only by trusted micro-code in CPU 102, only trusted software may



via a wite using the trusted wite path through chipset 107. Thus, the
trusted Mdde of the mcro-controller can only be enabled by the trusted
software, since un-trusted software is not capable of generating those
types of cycles [00361 Since protec{ed registers 120 are witable by
commands that may be initiated only by trusted mcro-code in CPU 102, only
trusted software nay 1.1 access the key matrix scan function of

m cro-controller 160 through protected registers 120. [00371 Figure 4 is a
fl ow di agram of one enbodi nent for reading trusted input from

m cro-control]ler 16Q. At processi.ng bl oc 0, 11Q detects an access
o’ pr Ees L ke mat stenBinefin o Aty o ot ot BRUECER viar o 1o
receive key matrix data frommcro-controller 160. At processing bl ock 420,

| CH tegistees 12l.ns a read or wite request to micro-controller 160 via the
LPC interface wusing a special cycle format. [0038] As described above, MCH

110 d s ac | | lifE rfenirol I er 160.
rs o PRT A\l frels bRk 'itigwxeéiﬁlc?ﬁ@eéérgb?ﬂgﬂ&%ﬂf e st 140
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recogni zes the cycle to registers 164, mcro-controller 160 responds to the
cycl eacdess tonpratedied registers 12{e irsdieatinmd a cyqhest bp thitedasfteatotarat that is
uni que, and standard LPC devices are not permtted to respond to this-
cycl erRbivedley inhiric data from micro-controller 160. At processing block 420, ICH

140 performs a read or write request to micro-controller 160 via the LPC interface

using a special cycle format.

[0038] As described above, MCH 110 detects a cycle to the trusted register

space in micro-controller 160. As a result, MCH 110 forwards the cycle to the

ICH 140. When ICH 140 detects the cycle to the trusted register space in micro-

controller 160, ICH 140 forwards the cycle to the LPC. When micro-controller

160 recognizes the cycle to registers 164, micro-controller 160 responds to the

cycle. In one embodiment, the special cycle on LPC has a format that is unique,

and standard LPC devices are not permitted to respond to this cycle or latch its

data contents.

[0039] At processing block 430, micro-controller 160 detects the special

cycle request from ICH 140. At processing block 440, micro-controller 160 claims

the special cycle request received from ICH 140. At processing block 450, micro-

controller 160 enters the trusted mode. At processing block 460, micro-controller

160 transmits the keystroke and movement data to protected registers 120. Thus,

keystroke and movement data will not be provided to any un-trusted legacy I/ O



data contents. [00391 At processing block 430, mcro-controller 160 detects
the special cycle request fromICH 140. At processing bl ock 440,

m cro-controller 160 claims the special cycle request received from | CH
140. At processing block 450, mcro- controller 160 enters the trusted
node. At processing block 460, mcroigontroller 160 transmts the
keystroke and novenent data to protected registers 120. Thus, keystroke
and novenent data will not be provided to any un-trusted |l egacy 1/0 12
addresses that could conceivably be used pirate the data. [0040] - At

processj,ng bl gck 47 m croscontroller [ts the trusted node.
Conseéaélﬁ‘%l’;??%tHBPP%WSEV@B&B%PF plf%é%ﬁﬁgh'ons may be conducted. Note
that mcro-controller 160 can be taken out of the trusted node by resetting

conmpuf@r0}yst emAliGRocessirtgyblank 428 asireo-goniroiactt@dxisghe tmrsted 20 vi a trust ed
software. [0041] According to one enbodi ment, mcro-controller 160 is

separ gl &sfb. %?T%ﬁferﬁ\flg,eothgﬁ’nﬁarotédiﬁdg%ﬁElf’)@ﬂtﬂciiohgﬁliﬁgﬁg cORdAcregpar at e

m cro-contro ure 5 1Is a di agram | trating one enbodi nment
of an_jntegrated circujt C) 500. . 1 C 500.includes of ected.

i or oNaSe A microsentralier fﬁ%«sﬁéﬁa&aﬂ o8 Pothedresten FRbde B geseiting ne

enbodi nent, mcro-controller 510 is used only for key matrix functionality,

whi | ecofnputeraystent 1 0@ ror B3 Gari sccasetd proteadechsagidtersciiDona tusted , power
managenent, battery recharge, LED control, power plane control, etc.). -

software.

[0041] According to one embodiment, micro-controller 160 is separated so
that the key matrix function is includéd on a separate micro-controller. lFigure 5
is a block diagram illustrating one embodiment of an integrated circuit (IC) 500.
IC 500 includes protected micro-controller 510 and unprotected micro-controller
520. In one embodiment, micro-controller 510 is used only for key matrix
functionality, while micro-controller 520 is used for other functions (e.g., power
management, battery recharge, LED control, power plane control, etc.). |

[0042] In such an émbodiment, protected micro-controller access ICH 140
upon detecting a special cycle request and entering the trusted mode. Otherwise,
unprotectéd micro-controller 520 accesses ICH 140. Therefore, key matrix
function cannot be accessed by rogue software.

[0043] In other embodiments, micfo—controller 510 and micro-controller
520 may be located on separate IC die. In yet another embodiment, protected
micro-controller 510 may be replaced with be replaced by other types of logic
devices that can implement a hard-coded state machine to perform matrix scans

[0044] The above-description provides a trusted input path for key matrix



[0042] In such an enbodi nent, protected mcro-controller access | CH 140
upon detecting a special cycle request and entering the trusted node.

O herwi se, unprotected mcro-controller 520 accesses | CH 140. Therefore,
key matrix function cannot be acceSsed by rogue software. [0043] In other
enbodi nents, mcro-controller 510 and mcro-controller 520 may be | ocated
on separate IC die. In yet another enbodi nent, protected mcro-controller
510 may be replaced with be replaced by other types of logic devices that
can inplenent a hard-coded state nmachine to perforn1natrix scans [0044]
The above riptio r a sted | at for key matri x 13 scans
fromg ofg ea% ‘gﬁzﬁl g@%‘ﬁ%ﬂs} ononrr%lg % etrégy eslf“%/ Ther ef or e,
there is no requirenent certlfy each conponent of software code operati ng
on t hdhersfpre dhere\is ne meqricgroentorertify ¢agh conypusnt pheefbasraente al t erati ons
and nodifications of the present invention will no doubt become apparent

to a g éfa@ﬂxgq_fbnﬂ{éjéd?ﬁiﬁutefkyétbniﬂuérbﬂcoﬂﬁoﬂeﬂfter having read the foregoing
descri ptl on, |s to be understood that any particular enbodi ment shown

and d bedb of illustration i i ntended to be
cons: TRAS "1 vt iGasany ettt i osli Aol b AP ERTE | ous
enbodi nents are not intended to limt the scope of the clains, which in

t hensizivestionerilk mo doiiht bévosee dpparentt a pgsod ef ondiness ehilliialthe orit he
i nvention. 14

after having read the foregoing description, it is to be understood that any
particular embodiment shown and described by way of illustration is in no way
intended to be considered limiting. Therefore, references to details of various

embodiments are not intended to limit the scope of the claims, which in

themselves recite only those features regarded as essential to the invention.



CLAIMS What is clainmed is: 1 1. A conputer systemconprising: 2 a central
processing unit (CPU); 3 a chipset, coupled to the CPU, including protected
registers; and 4 a mcro-controller coupled to the chipset to perform scans
to receive key- 5 matrix data, wherein trusted software accesses the
key-matri x data via the protected registers to ensure the authenticity of
the data. 1 2. The conputer system Yf claim1 further conprising a keyboard
coupled to 2 the mcro-controller to provide keystroke data. 1 3. The
conmputer systemof claim2 further conprising a pointing device 2 coupled
to the micro-controller to provide cursor novenent data. 1 4. The conputer
systepodkgai m 3 wherein the keyboard and pointing 2 device are integrated
wi thin the sane housing as the CPU, chipset and mcro- 3 controller. 1 5.
The coyRatiekl-Shetias of clairm 1 wherein the chipset further conprises: 2 a
protected nenory table; and 3 a nenory controller 1 6. The conputer system
of claim5 further conprising a nenory device 2 coupled to the nenory

contr @l | er A dorfpuldieystenpedraprisingt em of claim 6 wherein the nmenory device

conpri ses:
2 a central processing unit (CPU);
3 a chipset, coupled to the CPU, including protected registers; and
4 ~ amicro-controller coupled to the chipset to perform scans to receive key-

5  matrix data, wherein trusted software accesses the key-matrix data via the

6 protected registers to ensure the authenticity of the data.

1 2 The computer system of claim 1 further comprising a keyboard coupled to

2  the micro-controller to provide keystroke data.

1 3 The computer system of claim 2 further comprising a pointing device

2 coupled to the micro-controller to provide cursor movement data.

1 4. The computer system of claim 3 wherein the keyboard and pointing

2 device are integrated within the same housing as the CPU, chipset and micro-

3 controlier.

I 5. The computer system of claim 1 wherein the chipset further comprises:
2 a protected memory table; and

3 a memory controller.

1 6 The computer system of claim 5 further comprising a memory device

2 coupled to the memory controller.

1 7 The computer system of claim 6 wherein the memory device comprises:

2 a protected memory table; and

3 a trusted software monitor.



2 a protected nenory table; and 3 a trusted software nonitor. 15 1 8. The
conputer systemof claim1l wherein the chipset and the mcro- 2 controller
are coupled via a lowpin count (LPC) interface. 1 9. . The conputer system
of claim1l wherein the conputer systemis a 2 portable conputer system 1
10. The conputer systemof claim1l whesein the mcro-controller conprises:
2 a first conponent to execute key-matrix scans; and 3 a second conponent
to execute functions other than matrix scans 1 11. The conputer system of
claim 10 wherein the first conmponent and the 2 second conponent are
integrated on the sane integrated circuit. 1 12. The conputer system of
claim 1l wherein the first conponent and the 2 second conponent are on
separ &t e i dhegpatpederciystam of claimiBwhareindhe ckipsetraid e mawpr i sing: 2 a
first conponent having protected registers to execute key-matri x scans, 3
whér erenirelignasd coupledaria adewepeepumtdLREY intetfa¢ex data via the protected
registers 4 to ensure the authenticity of the data; and .5 a second
conponent to execute functions other than matrix scans. 1 14. The conputer
sykt eth of thﬁFWP&tWﬁmogﬁ]éﬂpilr%’be%ﬁﬁ%@?mpﬁtﬂ!SVﬁ‘@m@%econd conponent

arfinte ated on the sane integrated circuit. '
portable computer systern.

1 10.  The computer system of claim 1 wherein the micro-controller comprises:
2 a first component to execute key-matrix scans; and

3 a second component to execute functions other than matrix scans.

1 11.  The computer system of claim 10 wherein the first component and the

2 second component are integrated on the same integrated circuit.

1 12,  The computer system of claim 11 wherein the first component and the

2  second component are on separate integrated circuits.

1 13. A micro-controller comprising:
a first component having protected registers to execute key-matrix scans,

wherein trusted software accesses the key-matrix data via the protected registers

2

3

4  to ensure the authenticity of the data; and
5

a second component to execute functions other than matrix scans.

1 14,  The computer system of claim 13 wherein the first component and the

2 second component are integrated on the same integrated circuit.

1 15.  The computer system of claim 13 wherein the first component and the

2 second component are on separate integrated circuits.

1 16. A method comprising:



1 15. The conputer system of claim 13 wherein the first conponent and the

2 second conponent are on separate integrated circuits. 1 16. A nethod
conprising: 16 2 generating an encryption key within a conmputer system
using trusted 3 software; 4 the trusted software witing to trusted
registers within the conputer 5 systgmto initiate a key matrix scan at a
m cro-controller; and 6 receiving key-matrix data fromthe
mcro-controller. 1 17. The method of claim 16 further conprising: 2 a

chi pset detecting a special cycle to trusted registers within the mcro- 3
controller; and. 4 the mcro-controller detecting the special cycle. 1 18.
The et hod gEnecatangrad enéryptibarkeyomithirsa ngmphéersysteo: asingrtokdted entering a

2 trusted node in response to detecting the special cycle. 1 19. The net hod
of 3c| softwiaef urt her conprising the micro-controller 2 transmtting
keystroke and novenent data to protected registers within the 3 chipset. 1
204 The netthedrustedseftwareovritingietrussesh registars wibimtherapmepitter ol | er exi ting

2 the trusted mpde. 1 21. A conputer system conpri sing:
system to initiate a key matrix scan at a micro-controller; and

6 receiving key-matrix data from the micro-controller.

1 17. The method of claim 16 further comprising;
a chipset detecting a special cycle to trusted registers within the micro-

2
3 controlier; and
4

the micro-controller detecting the special cycle.

1 18. The method of claim 17 further comprising the micro-controller entering a

2 trusted mode in response to detecting the special cycle.

1 19,  The method of claim 18 further comprising the micro-controller

2 transmitting keystroke and movement data to protected registers within the

3 chipset.

1 20. The method of claim 19 further comprising the micro-controller exiting

2  the trusted mode.

1 21. A computer system comprising:

2 a central processing unit (CPU);

3 a chipset, coupled to the CPU, including protected registers;
4 a memory device coupled to the chipset; and

5 a micro-controller coupled to the chipset to perform scans to receive key-
6 matrix data, wherein trusted software accesses the key-matrix data via the

7  protected registers to ensure the authenticity of the data.



2 a central processing unit (CPU); 3 a chipset, coupled to the CPU,
including protected registers; 4 a nenory device coupled to the chipset;
and 5 a mcro-controller coupled to the chipset to performscans to receive
key- 6 matrix data, wherein trusted software accesses the key-matrix data
via the 7 protected registers to éhAsure the authenticity of the data. 17 1
22. The conputer systemof claim2l1 further conprising a keyboard coupl ed

2 to the mcro-controller to provide keystroke data. 1 23. The conputer
system of claim22 further conprising a pointing device 2 coupled to the
m cro-controller to provide cursor novenent data. 1 24. The conputer system
of claim21 wherein the chipset further conprises: 2 a protected nenory

t abhl e22and Theaormepruey syspahrofkclaim Zofurtleet comprimingreieyboatehicapled 25. The
conput er system of claim 24 wherein the nenory device conprises- 2 a

pr Bt e¢d dub mécrorgontadiilee to pravide keystuskedatpof t war e noni t or .

1 23. The computer system of claim 22 further comprising a pointing device

2 coupled to the micro-controller to provide cursor movement data.

1 24. The computer system of claim 21 wherein the chipset further comprises:

2 a protected memory table; and

3 a memory controller coupled to the memory device.

1 25. The computer system of claim 24 wherein the memory device comprises:
2 a protected memory table; and |

3 a trusted software monitor. -



