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No.  PCT/FR00/03592  INTERFACE MODULE AND DECODER FOR A HOST 5 The present
invention relates to an interface module for a host such as a digital
television decoder, permitting to process information from the host in a
manner  subject to a conditional access system comprising authorizing means
whereby a  user justifies his access rights. The invention also relates to
a decoder integrating such module. 10 The invention finally relates to a
method of processing information from a  host capable of being used in the
interface module. The invention is particularly suitable for application in
decoders for the  reception of digital television programs. The host
considered here, however, may  also be constituted by other types of
decoders, or even, for example, by a  15 computer. With the development of
digital television, the use of decoders capable of  receiving signals
corresponding to television programs and of transmitting them to  a
television set after processing into an intelligible format, has become
wide  spread. 20 Authorization means comprising chip cards, for example,
whereby the user  justifies his access rights to programs, are often used.
If the user is recognized and if his rights are identified, processing of
the  television program signals occurs within the decoder. Currently,
specific  conditional access systems are used for such processing. From a
practical point of 



25 view, this is software supplied by the digital television operator and
permitting  decoding of the signals sent or transmitted from a server to
the user. Initially, distinct decoders for each operator have been
proposed, each  comprising its own conditional access system. *  -2 To
satisfy the user holding subscriptions with different operators, decoders
comprising a plurality of conditional access systems have been provided.
For each  conditional access system, a distinct module is necessary in this
case, each for  cooperation with a specific chip card of the user. 5 To
illustrate the state of the art thus exposed, EP-A-0562295 discloses an
apparatus wherein a plurality of card readers are connected to and
controlled by a  single processor. A particular supply unit which is
controlled by the processor,  feeds the card readers with appropriate
voltages. Document WO-A-97/18656 discloses a system and method permitting
to  10 select one of a plurality of signals transmitted by direct
television broadcast satellites. A conversion box, or decryption device, is
equipped with a plurality of  different decryption chip cards, which are
all simultaneously introduced into the  conversion box. Further, from
document EP-A-0696141 a system for controlling different  15 conditional
access systems is known, such systems transmitting video, audio and data
services to receivers adapted for such services, each conditional access
system coding the service to be transmitted within the system, the system
sending  



the coded encryption keys necessary in the receiver and sending
authorization  messages. 20 The first mentioned document is not a response
to the current needs in  presence of a multiplication of conditional access
systems since it permits use of a  single encryption system only. Although
the second document permits the use of a plurality of decryption  systems,
it multiplies the number of card readers, each reader being associated 25
with a given decryption, not being adaptive. The third document teaches an
elimination of chip card modules, which, however, are used in the
environment of  the invention. In addition, it fails to provide any
identification means for  identifying authorization means of the user (that
may include his chip cards). -3 Consequently, such devices are of limited
applicability and fail to permit a  convenient manner of use. The present
invention permits to avoid the drawbacks of the current devices. In the
first place, the invention provides, in a single module, the possibility to
5 use a plurality of conditional access systems. Thereby, a multiplication
of the  modules, of the chip card readers or even of the decoders is
avoided. Further, the invention simplifies the user's intervention because
it permits an  automatic identification of his rights. For example, if the
user justifies his rights by means of chip cards (one card  10 per
subscription), he must not worry about the chip card reader into which he
introduces the card: the card will be recognized with any reader used.
Another object of the invention is to avoid complications in connection
with  



the installation or update of the conditional access systems when the user
is  desirous to modify his rights (change of operator or subscription, for
example). 15 The user already holds a multiplicity of conditional access
systems, and when an  update is required, it can be made by remote
download. Other objects and advantages will appear from the following
description, not  limiting the invention. The present invention relates to
an interface module for a host such as a digital  20 television decoder,
permitting the processing of information from the host subject to a
conditional access system comprising authorizing means whereby the user
justifies his access rights, characterized by the fact that it further
comprises: - at least one means for identifying the authorization means;  -
means for storing a plurality of conditional access systems; 25 -
processing means capable of processing the information from the host  using
the conditional access system corresponding to the authorization -4 means
identified by the identification means, permitting exploitation of a
plurality of conditional access systems in the same module. Such interface
module can be present in the following embodiments: - the authorization
means comprise at least one chip card reader whereon  5 data relating to
the access rights of the user are stored; the conditional access systems
are constituted by programmed instruction  sets that can be executed by the
processing means for the processing of the  information; - the storing
means are formed by a non-volatile memory;  



10 - the processing of information is a decoding; - the authorization means
comprise at least one reader of biometric data the  identity of which
corresponds to the access rights of the user. The invention also relates to
a digital television signal decoder integrating at  least one interface
module. 15 Finally, the invention relates to a method of processing
information from a  host in a manner subject to a conditional access
system, capable of being used by  the interface module, wherein
authorization means are used whereby the user  justifies his access rights,
characterized by the fact that: a plurality of conditional access systems
are stored;  20 - the authorization means are identified; the information
from the host are processed using the conditional access  system
corresponding to the identified authorization means. Such method may
comprise the following variants: -5 as a conditional access system,
programmed instruction sets are used that  may be executed for the
processing of the information; one or a plurality of conditional access
systems are stored by remote  download from a server center. 5 The
appending drawings are given by way of examples without limitation. The
drawings show a preferred embodiment of the invention. They permit an easy
understanding of the invention. Figure 1 is an illustration of an
installation for the reception of digital  television programs. 



10 Figure 2 is a diagram of the means constituting the module of the
invention in  a particular embodiment thereof. First, the inventive
interface module will be disclosed. Such module is shown  in Figure 1 at
reference number 1. The interface module 1 is connected to or integrated
into its host 2. Host 2  15 could be a digital television decoder, although
the example is not limitative. Generally speaking, the interface module 1
allows the processing of  information coming from host 2 in a conditioned
manner subject to a conditional  access system 11. As illustrated in Figure
1, in an exemplary digital television application, the  20 interface module
1 is integrated into a decoder constituting host 2. Host 2 is in turn
connected to a television set 3 adapted to display the user's programs.
Host 2  is further connected to an antenna for the reception of signals
corresponding to the  subscriber's digital television programs. As also
illustrated in Figure 1, the user can justify his access rights for the  25
programs through authorization means. In the case of Figure 1, the
authorization means 7 are formed by a chip card 5 cooperating with a chip
card reader 6 -6 integrated into the interface module 1. Another case is
the use of biometric data  read by an appropriate reader. As understood
here, authorization means 7 are the combination or association  of one or
more data carriers adapted to justify the access rights of the user and one
5 or more readers for the carrier or carriers. The readers are adapted to
forward the  information corresponding to the access rights to other means
constituting the  



interface module 1. Besides the association of chip cards 5 and chip card
readers 6, the  authorization means could be constituted in different
manners and, in particular, 10 as digital finger print readers or as a
keyboard for entering a confidential code. The conditional access systems
11 that can be used in accordance with the  invention, could be constituted
by the current systems known in the art. In most  cases, they are software
that can be executed if the access rights of the user are  acknowledged.
The different conditional access systems are thus constituted by 15
programmed instruction sets that can be executed within the interface
module 1. In accordance with the invention, the interface module 1 has at
least one  means 8 for identifying the authorization means 7. The function
of these identification means 8 is to recognize the identity of the  user's
rights or, possibly, to reject authorization for access to digital
television  20 programs if the identification is negative. The
identification means 8 can be constituted by software via programs. They
can further be constituted in a more material manner by electronic
processing. Current concepts can be used which presently exist, to provide
identification  means 8 adapted to recognize or identify the different
authorization means 7. 25 The interface module 1 further comprises means 10
for storing a plurality of  conditional access systems 11. - 7 Generally,
the storing means 10 can be constituted by a storage unit such as a
non-volatile memory. Use of a volatile memory is not excluded, however, in
particular when a download mechanism for conditional access systems 11 is
used. 



The storing means 10 allow to store a plurality of conditional access
systems  5 11. The number thereof is not limited, thereby providing the
user with an interface  module 1 which is developed according to the
subscriber's desire. The interface module further comprises processing
means 9 adapted to process  information coming from the host 2. The
processing means 9 preferably include a processor for executing the  10
conditional access systems 11. In the invention, the processing means
process information coming from host  2 by using a particular conditional
access system. It will be the conditional access  system I I that
corresponds to the authorization means 7 identified by the  identification
means 8. 15 Thus, the processing means 9 are an active component adapted
to:  - comprise information received by the identification means 8 -
consequently utilizing a conditional access system 11 - perform a dialogue
with host 2 according to its parameters. In this way, the processing means
automatically exploit the conditional access  20 system 11 contained in the
storing means 10 and corresponding to the  authorization means 7 of the
user. In a preferred embodiment, processing of information as effected by
the  processing means 9, is a decoding action. With reference to Figure 2,
operation of the interface module presented here is  25 easily understood.
-8 In a first time, an information is transmitted from the authorization
means 7 to  



the identification means 8. In the example where the authorization means 7
are  formed by chip cards 5 and chip card readers 6, such transfer of
information  occurs when the user inserts the chip card 5 into the chip
card reader 6. 5 When the authorization means 7 are not identified, the
user is disabled from  operating the interface module 1. If they are
identified, the identification means 8 recognize the identity of the
access rights and transmit a corresponding usable information to the
processing  means 9. 10 In accordance with the information received, the
processing means 9 will use a  specific conditional access system 11 stored
in the storing means 10. Using the conditional access system corresponding
to the rights of the user, the  interface module 1 will process the
information received from host 2. After processing, this information can be
used by the entire device, for  15 example by the association of the
decoder and the television set in the  environment of digital television.
When the user holds a plurality of chip cards 5 or other authorization
means 7,  he will be enabled to access those programs for which he has
access rights without  worrying about the chip card reader 6 into which he
inserts the chip card, and  20 without worrying about any other selection.
In accordance with the invention, the interface module presented here could
be  integrated into a digital television signal decoder. Further, such a
decoder could  comprise a plurality of interface modules 1, if required.
The invention also relates to a method of processing information from a
host 2  25 adapted to be executed by the interface module 1 described
above. 



-9 Such method effects conditioned processing subject to a conditional
access  system 11. In accordance with the method, authorization means 7 are
used whereby the  user justifies his access rights. 5 The method further
comprises the following steps. In a first time, a plurality of conditional
access systems 11 are stored.  The authorization means 7 which the user
uses, are then identified. If the identification is positive, the
information from the host 2 are processed  using the conditional access
system 11 corresponding to the authorization means 7  10 as identified. In
a preferred embodiment, programmed instruction sets that can be executed
to process the information, are used as the conditional access system 11.
Many conditional access systems 11 can be stored. If some have to be added
or updated, such operation can be performed by downloading from a server
center  15 available to the digital television operator (or another
service). The invention has been described above with reference to a
digital television  application without, however, being limited to such
application. In this application, the entire method could run via a
standard interface of the  Cl type (common interface) for the DVB standard
(Digital Video Broadcasting) or 20 of the type EIA-677 (Electronic
Industries Alliance) for the POD standard (Point  of Development).
According to the DVB and POD standards, the scramblings at the transport
level or at the level of the elementary packet flow, are recognized by the



processing means 9, and descrambling is performed automatically. -10 A
plurality of conditional accesses could thus be used (embedded or
downloaded) without manual intervention independent of the nature of the
conditional access. - 11 Reference numerals 1. interface module  2. host 3.
television set  5 4. antenna 5. chip card 6. chip card reader 7.
authorization means  8. identification means  10 9. processing means 10.
storing means 11. conditional access systems - 12 Claims 1. Interface
module (1) for a host (2) such as a digital television decoder,  permitting
the processing of information from the host (2) in a manner subject to a
conditional access system (11) comprising authorization means (7) whereby
the  5 user justifies his access rights, characterized by the fact that it
further has: 



- at least one means (8) for identifying the authorization means (7); means
(10) for storing a plurality of conditional access systems (11); -
processing means (9) adapted to process the information from the host (2)
utilizing the conditional access system (11) corresponding to the 10
authorization means (7) identified by the identification means (8)
permitting to exploit a plurality of conditional access systems (11) within
the same module. 2. Interface module (1) in accordance with claim 1,
characterized by the fact  that 15 the authorization means (7) comprise at
least one reader (6) for chip cards  whereon the data relating to the
access rights of the user are stored. 3. Interface module (1) according to
any of claims 1 and 2, characterized by  the fact that the conditional
access systems (11) are constituted by programmed instruction  20 sets
adapted to be executed by the processing means (9) for the processing of
information. 4. Interface module (1) according to any of claims 1, 2 and 3,
characterized  by the fact that the storing means (10) are formed by a
non-volatile memory. 25 5. Interface module (1) according to claim 3,
characterized by the fact that  the processing of information is a decoding
operation. -13 6. Interface module (1) according to any of claims 1 to 5,
characterized by the  fact that 



the authorization means (7) comprise at least one reader of biometric data
the  identity of which corresponds to the user's access rights. 5 7.
Digital television signal decoder integrating at least one interface module
(1) according to any of claims 1 to 6. 8. Method of processing information
coming from a host (2) in a conditioned  manner subject to a conditional
access system (11), adapted to be performed by  the interface module (1)
according to any of claims 1 to 6, wherein authorization 10 means (7) are
used by which the user justifies his access rights, characterized by  the
fact that a plurality of conditional access systems (11) are stored; - the
authorization means (7) are identified; - the information coming from the
host (2) are processed utilizing the  15 conditional access system (11)
corresponding to the authorization means  (7) as identified. 9. Method
according to claim 8, characterized by the fact that programmed instruction
sets adapted to be executed to process information,  are used as the
conditional access system (11). 20 10. Method according to claim 9,
characterized by the fact that one or a plurality of conditional access
systems (11) are stored by  downloading from a server center. 


