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UPDATING OF MIRRORED STORAGE DISKS

availability and fault to'

-Field of the Invention

This invention relates generally to fault tolerant digital
storage disk systems and more partlcularly to digital storage
disk systems of the mirrored disk type.in which.reliability'is
previded by storing digital information in duplicafe on two

separate storage disks.

Background of the Invention

As the requirements for On-Line Database Transaction Processing
(OLTP) grow, high transaction rates on the order of thousands
of traneactions per second must be supported by OLTP sfstems.
Furthermore, these iapplications call for high availability and

.. fault tolerance. In applications such as OLTP, a large fraction
of the requests are random accesses to data. Since a large
fraction of the data resides on disks, the disk sub-systems
must therefore support a high rate of random accesses, on the
order of several thousands of random accesses per second.
Furthermore, the disks need to be fault tolerant to meet the
avallabllity needs of OLTP.
Whenever a random access is made to a disk, in general the disk
must rotate to a new orientation such-that the desired data is
under a disk arm and the read/write head on that disk arm must
also move along the arm to a new radial position at which the
desired'data is under the read/write head. Unfortunately

: performance of thls physical operation, and therefore random
disk Input/Output (I/0) performance is not lmproving as fast as
other system parameters such as CPU MIPS. Therefore,
applications such as OLTP, where random access to data
Predominates, have become linited by this factor, which is
referred to in this art as being disk arm bound. In systems
which are disk arm bound, the disk cost is becomlng an ever
larger fractlon of the system cost. Thu?} there is a ne;d for a
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nmust therefore support a high rate of random accesses, on the order of
several thousands of random accesses per second. Furthernore, the disks
need to be fault tolerant to nmeet the availability needs of OLTP. Wenever
a random access is-nade to a disk, in general the disk nust rotate_to_a new
ori entation such that the desired data_lé under a di sk arm and9t 23 063
read/ wite head on that disk armnust al o nove along the armto a new

radi al position at ‘which the desired data is under the read/wite head.
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factor, which is referred to in this art as being disk arm bound. In

systens whi ch are di sk_arm_bound, the disk_cost is beconing an_ev
Both mirrored disk systems and RAID disk systems (for Redundant

Array of Independent Disks) have been used to provide fault
tolerant disk systems for OLTP. In a mirrored disk system, the
information on each disk is duplicated on a second (and
therefore redundant) disk. In a RAID array, the information at
corresponding block locations on several disks is used to
create a parity block on another disk. In the event of
failure, any one of the disks in a RAID array can be
reconstructed from the others in the arfay. RAID architectures
require less disks for a specified storage capacity, but
mirrored disks generally perform better. In an article
entitled "An evaluation of redundant afrays of disks using an
. Amdahl 5890," SIGMETRICS Conference on Measurement and Modeling
of iComputer Systéms, pp. 74-85, Boulder, Colorado, May 1990, P.
.Chen et al. showed that mirrored disks are better than RAID-5
disk arrays for workloads with predominantly random writes
(i.e., average read/write times for mirrored disk architectures
are lower than for RAID-5 architectures when random read/writes
predominate). RAID-5 architecture is described, for example, by
D. Patterson et al. in "A case for redundant arrays of
inexpensive disks," ACM SIGMOD Int'l Conf. on Management of
Data, pp. 109-116, Chicago, Il. (June 1988). However, mirrored
disks do require that each data write be written on both disks
in a mirrored pair. Thus, it is generally accepted that
mirrored disk storage systems impose a performance penalty in
order to provide the fault tolerance.

In European Patent Application 94 103 264.1, entitled "Disk
Storage Method and Apparatus For Converting Random Writes To .
Sequential Writes While Retaining Physical Clustering On Diskﬁ;
a method for improving the performance of a single disk or a
RAID array is disclosed. This is done by building sorted runs
of disk writes in memory, writing them to a log disk, merging
the sorted runs from the log disk and applying them in one pass
Fhrough the data disks with large batch writes. This method has
¢
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provide fault tolerant disk systens for“OBTP. In a mrrored di sk system
the informati on on each disk is duplicated on a second (and therefore

cati ons ofn8cberafiefpCias ity FORveBL AT Vo 2088, 00,

disk. |In tBequenkiabfwrites. One problem with this approach, however, is
that when random disk reads interrupt the batch writes, either
the disk read requests are delayed while the batch is wWritten,
leading to a penalty in disk read response time, or the batch
writes are interrupted by the read, leading to a large loss in
write.(and therefore overall) throughput. Either way the
overall performance suffers so that the benefit of creating
sorted runs is offset largely whenever rahdom disk reads are

needed frequently during batch write operations.

The traditional method for recovery in a mirrored disk system
is to copy the data from the surviving disk of the mirrored
pair onto a spare backup disk. This is typically done by
scanning the data on the surviving disk, and applying any
writes that come in during this process to both disks. One
problem with this approach is that it produces a significant
degradation of the disk system performance during recovery.

summary Of The Invention

Acéordingly, it is an object of this invention to improve the
performance of mirrored disk systems by largely eliminating the
penalty normally resulting from the need to duplicate each disk
write onto both disks of a mirrored pair of disks.

It is also an object to provide‘a mirrored disk subsystem that
has improved performance for random disk 1/0 by converting
random disk write I/0 to close to sequential I/O.

It is still another object to improve the mirrored disk
throughput without a penalty in read response time.

It is also an object to improve performance during the recovery.
brocess from a failed disk, by providing guaranteed performance

to disk reads and writes during recovery,'while retaining fast
recovery.

This Sheet Has Been Reilalced
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produce an ordering which can be written efficiently to the
mirrored disks. The updates preféerably, but not necessarily,
are accumulated in a memory in the disk controller, and the
scheduling is preferably, but not necessarily, done by the disk
controller for the mirrored disks. Preferably the memory is
either non-volatile or fault-tolerant.

In a preferred embodiment, the scheduling is done by sorting
the updates in accordance with the home locations of the
updates on the mirrored disks (i.e., in accordance with the
positions on disk at which the updates ﬁill be written). This
is an ordering:whiéh also corresponds to a scan of a disk.
.The disks in e;ch ;irrored pair are.then operated out of phase
with each other, one being in read mode while the other is in
write mode. A batch of writes is efficiently applied each time
to the disk in write mode in accordance with the scheduled
order. Because the updates are copied onto each disk of the
mirrored pair in accordance with the physical order on the
disk, good performance is achieved for applying the writes.

' Random writes are thus converted to largely sequential writes
to disk and clustering of data on the disk is preserved. The
average time to apply a write of a block using this method . is
typically less than half the time to apply a random write of a
block on the disk, thus largely eliminating the problem of
having to write a block twice to a pair of mirrored disks.

During this time, read requeéts are either handled by reading
the data from the memory or from the disk that is in read mode.
Thus, guaranteed performance to read requests is also achieved.
When a batch of updates has been applied to one of the disks of
a mirrpred pair (i.e., the one in write mode), the disks switch
modes of operation. There may also be a period of time when
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mirrored pair are in write mode, as for example during loads
and other large copying operations. .
Recovery from failure of one disk of a mirrored pair of disks
is handled by introducing a pair of spare mirrored disks that
are operated using the alternating mirrors scheme. During
recovery} new writes are directed to the spare disk pair. Reads
are either handled from the surviving disk or the alternating
mirror spare disk pair. In the background, spare cycles are
used to scan and copy data from the surviving disk to the spare
alternating mirror pair. This method provides fast recovery
.with guaranteed performance to both read and write requests
during recovery.

Brief Description Of The Drawings .
These, and further, objects, advantages, and features of the
~invention will be more apparent from the following detailed

description of a preferred embodiment and the appended drawings
in which:

FIG. 1 is an overall block diagram of a preferred embodiment
of this invention;

FIG. 2 illustrates a preferred organization of data in the
non-volatile memory of the I/0 processor;

Fig. 3 is'a flow chart which shows the steps involved in
processing a write request during normal operation;

Fig. 4 is a flow chart which shows the steps involved in the
process of applying a batch of writes to a disk
during normal operation;

Fig. 5 is a timing diagram which shows the timing relation
between the two processes applying write batches to

two mirrored disks; . ‘*--—-___‘_‘~‘ﬁ~_
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Fig. 9 is a flow chart which shows the steps involved in the
background process that scans the survivor disk. '

Description Of A Preferred Embodiment
FIG. 1 is a block diagram of a preferred embodiment of a

computer system which incorporates a disk storage subsystem
having mirrored storage disks which are alternately updated in-
a batch fashion with accumulated ﬁpdaﬁes that have been sorted
for efficient writing (henceforth, sometimes called AMDU for
.Alternating Mirrors with. Deferred Updates) in accordance with
this invention. It includes a controller or I/O processor (IOP)
200, a plurality of mirrored disk pairs 300-1 through 300-N, at
least one spare pair of disks 400 and a eentral processing unit
(CPU) 100. The controller 200 is connected to the CPU 100 and

i has a processor 210 and non-volatile memory 220. For simplicity
we assume that the non-volatile memory is partitioned into
regions 220-1 through 220-N, each corresponding to a mirrored
pair.

Those skilled in the art will readily appreciate that the
memory and controller need not constitute a separate physical
subsystem as illustrated, but could instead be implemented with
software running in the main computer system. Also the memory
need not be non-volatile in order to achieve useful benefit
from this invention and in many environments could be
fault-tolerant as well (say through use of triple redundancy
and a voting mechanism). The memory also need not be.
partitioned and there can be more than one spare pair of disks.
The spare pair of disks is not used in normal operation, but is
used in the event one of the mirrored disks fails.
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would be the case with conventional mirrored disks. In
accordance with the invention,-updates are accumulated instead
in the non-volatile memory 220 and sorted into batches of
updates, which are applied to the two disks of a pair not
simultaneously, but rather first to one and then to the other.
Furthermore, while the same updates are eventually applied to
each of the two disks of a pair (except for updates that have
become obsolete because they have been further updated in
non-volatile memory 220 before being applied to both disks),
the batches of updates made to each disk individually generally
are not identical since they are applied at different times and

. more recent blocksiof data are included in the individual batch

for each disk of a pair.

Fig. 2 shows one region of non-volatile memory 220-i in more
detail. The region has a number of data blocks labeled 221-1
through 221-k. Corresponding to each data block are two tags
labeled 222-1 and 223-1 (for block 221-1) through 222~k and
223-k (for block 221-k). The two tags for each data block -
correspond to the two disks in the mirrored pair‘and indicate
whether the corresponding disk must still write the data block.

In each region of the non-volatile memory there is also a list
of pointers labeled 225-1 through 225-L. Each pointer points to
a data block in some region of non-volatile memory. The order
of the pointers in the list indicates the order in which the
blocks should be written on the disk to achieve efficiency.

The non-volatile memory acts as a cache for data blocks to be
written to disk. Those skilled in the art will readily
appreciate that this cache may be managed like any other cache,
such as by using a hash table (to determine which blocks are
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phase girst process services write requests and is shown in Fig 3.
When a write request arrives (block 510), the non-volatile
memory in the controller is checked for the presence of an old
version of that block (block 520 in Fig. 3). If the previous
version of that block is'alfeady in the non-volatile memory
region for the corresponding pair of disks, the previous
version in memory is overwritten (bléck 530) and both tags
corresponding to that block are turned on (block 560) to
indicate that both disks must install the new version of that
block.

If an old version of the block to be written is not found in
the non-volatile memory, the controllef looks for free space in
its non-volatile memory in which to temporarily store the block i
to be written (block 540). If there is a free space'for the
block, the data block defined by the write request is written
into the free space and a pointer to the new block is inserted
into the pointer list (block 550) in a position (relative to
other pointers in the list) such that the list represents a
schedule for efficiently writing the pointed-~to data blocks to
disk. The corresponding tags are turned on to indicate that
both disks must perform a write of the new data block (block
560).

If the data block to be written is not in the non-volatile
memory and there is no free block space available, the new
block is written synchronously to both disks (block 570). This
situation will not occur normally (other than maybe for loads
and other very large copying operations) if the non—volatlle
memory is large enough to absorb heavy bursts of write
activity, but the action to take in the event a write request
is encountered and there is no free space in the non-volatile
nmemory must be specified anyway.



wi th each other, one being in read node while the other is in wite node. A
batch of wites is efficiently applied each tine'to the disk in wite node

i n accordance with the schedul ed order. Because the updates are copied onto
each disk of the mirrored pair in accordance with the physi cak¥0of88r06d the
di sk, good performance is achieved 'for ~afprying the wites. Randomwrites
are thus converted to largely sequential wites to disk and clustering of
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of the disk§n9hized. As a first approximation, the ordering may be by
' cylinder, so that a scan (sweep) through the entire disk can

apply all updates in one pass. All blocks in a particular
cylinder are written before moving on to the next cylinder.
More elaborate schemes could order the blocks within a cylinder
to minimize the rotational latency for the cylinder. More .
sophisticated schemes may'take into account the combination of
seek time and rotational delay. Such schemes are described, for
example, by M. Seltzer et al. in "Disk Scheduling Revisited",
Winter 1990 USENIX, pp. 313-323, Washington, D.C. (Jan. 1990).

There are two processes (one for ¢ach disk), which periodically
wake up and apply the ﬁpdates pending in non-volatile memory

to the corresponding disk. The'lodic for applying the updates
is identical for the two processes and is shown in Fig. 4. When
the process wakes up (block 610), it goes to the beginning of
the pointer list and traverses the pointer list examining each
block in order. In each step it checks to see if it has reached
the end of the list (block 620). If so, it goes to sleep (block
680) and wakes up for the next period. If there are more
blocks, it checks the tag of the current block in the pointer
list (block 630). If the tag corresponding to the process's
disk is off, the process moves to the next pointer in the list
(block 670). If the tag is on, the process writes the block on
disk and turns the tag off (block 640). After tﬁrning the tag
off, it checks the other tag (block 650). If the other tag is
on, the process moves to the next pointer in the list (block
670). If the other tag is off, both disks have applied the
update, so the pointer is removed from the list (block 660).
The block is still valid (a read to that block will still get a
cache hit), but it is free and can be overwritten by a
subsequent write of any block. Then the process moves to the
next pointer in the list (block 670).
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phase of the process preferably is the same for the two -
processes. This period is called T in the described embodiment.
The two processes need not be synchronized, but they are _
jllustrated at a phase difference of 180 dégrees in Fig. 5.

The process for disk a wakes up at times 0, T, 2T, 3T etc., and
begins to write a batch of updates to disk a until completed
and then switches to read mode, while the process for disk b
wakes up at times T/2, T + T/2, 2T + T/2, 3T + T/2, etc., and
begins to write a batch of updates to disk b until completed
and then switches to read mode. Fiqure 5 illustrates this with
a timing diagram, where the high value indicates time periods
during which the writing process is active for the
corresponding disk. While the writing process is asleep
(inactive), the corresponding disk may service random read
traffic.

As illustrated in Figure 5, this results in three different
controller modes, namely controller mode 1 where disk a is in
write mode and disk b is in read mode, controller mdde'z where
disk b is in write mode and disk a is in read mode, and
controller mode 3 where both disk a and disk b are in read
mode. As mentioned earlier in connection with the description
of block 570 of Figure 3, there is also a controller mode 4
where both disk a and disk b are in write mode. Controller
mede 4 cannot occur so long as the batch write completes each
time in less than time T/2. The system is preferably designed
80 that the situation where both disks are in writé mode
simultaneously is largely avoided, which is done by making the

design such that batch writes will complete in less than time
T/z.

Keeping the two processes at phase difference of 180 degrees
eénsures that if writes can be applied in less than half a
period, there is always one disk arm dedicated to servicing
random reads, which allows batches to become large (so that
writes can gain efficiency), without hurting response time for
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The logic for the process servicing read requests is shown in
Figure 6. When a read request arrives (block 810), the
non-volatile memory is checked (block 820) for the presence of
the block to be read. 1If the block is in memory, it is
returned immediately (block 830). If it is not in memory, a
check is made (block 840) as to whether both disks are
currently servicing read requests {(i.e., whether the controller
is in controller mode 3). If not, the request is served by the
disk that is currently in read-only mode (block 850), i.e., the -
disk whose write process is inactive. If both disks are in
read-only mode (i.e., controller mode 3), the request may be
serviced by either disk, but preferably will be serviced by the
disk whose heads are closest to the target block (block 860).

Those skilled in the art will readily appreciate that some
routine synchronization (e.g., latching) is required to
preserve the integrity of the shared data structures (e.g.,
tags, pointer list) accessed simultaneously by more than one of
the above processes. Also, the pointer order that minimizes the
time to write a batch may be different for the two disks, since
each disk generally writes to disk a different subset of the
blocks stored in the non-volatile memory. :

Operation under a failure scenario will now be described and is
illustrated in Fig. 7. Assume that disk 300-bg in mirrored pair
300-~g fails. Traditional recovery schemes use one replacement
disk, onto which the contents of the surviving disk 300-ag are
copied to replace the lost mirrored disk and therefore restore
the mirrored pair. The preferred recovery scheme in accordance
with this invention utilizes a pair of replacement disks 400a -
and 400b, rather than just a single replacement disk. When
recovery completes, the disks in pair 400 are up-to-date, and
the survivor 300-ag is returned to the system for other use.



duri hg nornmal operation; Fig. 5 Is a timng diagram which shows the.
timng relation between the two processes applying wite batches to two

mrrored disks; YO 993 063 -6- Fig. 6 is a flow chart which shows the
steps involved in processing a read request during nornmal operation; Fig. 7
schematically illustrates the configuration during recovery ofvca %93 1063
disk; Fig. 8 is a flow chart which shd®s-the steps involved in servicing
a read request during recovery; Fig. 9 is a flow chart which shows the

steps '”V°H¥§9£h2 hﬂration of recovery, the survivor stays in read-only

mode. The survivor does not get involved in servicing writes.
Those skilled in the art will readily appreciate that_awbit map
(labeled 230 in Figure 7) stored in the non-volatile memory can
be used to keep track of-which blocks remain to be retrieved
from the survivor before recovery completes. The bit map has
one bit perldisk block and all bits are clear when recovery
starts. Alternatively, the bit map can be stored in other
memory components. of the system.

In total, there are five processes involved in recovery. Two
of the processes (one for each disk) periodically wake up and
apply writes pending.in the cache to the corresponding disk.
The prodesses have the same period and are maintained at a
phase difference of 180 degrees. The logic of these processés
is identical to that for normal operation shown in Fig. 4. The
third process services reads and is shown in Figure 8. When a
read request arrives (block 910), the memory 'is checked (block
920) for the presence of the block to be read. 1If the block is
present in memory, it is returned immediately (block 930). If
the block is not in the non-volatile memory, it must be read
from disk. The bit map is first checked to see if the block is
available on the replacement disks (block 940). If not, the
read is serviced by the survivor (block 960). After the block
is read from the survivor, the process checks if there is free
Space in the non-volatile memory {(block 970). If not, the-
process ends. If there is free space in the non-volatile
memory, the block is also placed in the non-volatile memory, a
pointer is inserted in the list and both tags are turned on
(block 980), so that the disks will write it in their next
write phase. Furthermore, the bit in the bit map corresponding
to that block is turned on to indicate that there is no longer
4 need to extract that block from the survivor.

If on a read request the block is not in non-volatile memory
_and the bit map shows that the block is available on the
replacement disks, the block is read from one of the

: replacements. The process preferably checks how many
replacements are in read mode at that moment (block 950). If



background process that scans the survivor disk. Description O A

Preferred Enbodinment FIG 1 is a block diagramof a preferred enbodi ment of
a'conput ef system which incorporates a disk storage subsystem having .
mrrored storage disks which are alternately updated in a batch fashion

wi th accunul at ed updates that have been sorted for efficient ¥Pi8PRag063
(henceforth sonetines called AVDU for AHFErnatlng Mrrors with Deferred
Updat es) in accordance with this invention. It includes a controller or 1/0

processor é@&? %%0 s%légéﬁéq{e Lol gh %5&4 dléye Ra %OQS sgp{,gaggﬂmt

300- N, at are pal.r and a ce processi n
TCPU) 100.tHat xeplacament zm}q% gafhectEpeth tlrﬂpleﬂsmf@GSaﬁHeh B ﬁea
processor gg@e Nghé afedqidstt ipreferably 280sernicezi hy ithiet Mivk wheserathat

the non-vol at i d tne R qhghheaeﬂlwﬁo(ﬁf&a@@%z%m 5t BhOUE10ER 01

each corre§ ofi ng foa mrrore
read from a replacement disk, there is no need to update the

bit map or store the block in the cache.

The fourth process services writes during recovery and involves
exactiy the same steps shown in Fig. 3. In addition, in all
cases, the bit corresponding to the block written is set in the
bit map (if not alfeady set) to indicate that it is no longer
necessary to copy that block from the survivor.

The fifth process (shown in Fig. 9) is a background process
that scans the blocks in the survivor that have not yet been
written on the replacements. The process is started (block
1000) when the system enters the recovery mode and the
replacement disks are activated. The pfocess waits until the
-survivor becomes idle (block 1010), i.e., until there are no
random read requests pending for it. Then, it checks if there
are unscanned blocks (block 1020), i.e., blocks for which the
bit in the bit map has not been set. If all blocks have been
scanned, recovery is complete and the process terminates (block
1060); the survivor can be returned to the system for other
use. If there are unscanned blocks, the process checks if there
is free space in the non-volatile memory (block 1030). If not,
it goes to sleep (block 1040) for a certain interval. If there
is free space in the non-volatile memory, the process reads the
unscanned block which is closest to the current position of the
survivor's head (block 1050) . The bit map is used to determine
which blocks are unscanned. The block read is placed in the
non-volatile memory, and both of its tags are turned on to
indicate that the replacements must write the block. A pointer
is also inserted in the pointer list. Furthermore, the
corresponding bit in the bit map is set to indicate that the
‘survivor does not need to scan that block again. The process
then repeats the ébove steps (goes to block 1010). If a random

read arrives, the process is suspended in block 1010 until the
read completes.



Those skilled in the art will readily appreciate that the nmenory and
cont-+0fkl er need not.constitute a separate physical subsystem as

il lustratied, but -could instead be inplenented with software running in the
mai n conputer system Also the nenory need not. be non-volatile in order to
achi eve useful benefit fromthis invention and in many environnents coul d
be fault-tolerant as well (say through use of triple redundancy¥Y@nd94 063
voting mechani sn). The nenory al so need o Be. partitioned and there can
be nore than one spare pair of disks. The spare pair of disks is not used
in normal operation, but is used in the event one of the mrrored disks

fails. YO 993 063 -7-_ . . .
Those skilled in the are will readily appreciate that there are

opportunistic strategies which the survivor disk can-uSe to
further expedite the recovery process. For example, whenever
the survivor disk services a random read request, it could also
read any unscanned (i.e., unéopied) blocks that happen to pass
under its arm while it is waiting for the disk to rotate to the
targeted block. Furthermore, the process shown in Fig. 9
obviously could read more than one block at a time.



Each mrrored dis wo - di sks | abel ed 300-al and 300-bl for

di sk pair. 300-1 (c -aN lgiﬁgggrbN for di sk pair 300-N).
The two disks in e Wm ! E cont ' =gentt cal dat a.
However, as w || ete ed f 1ol Ndvscriptlon

updates to each n1rrored pair of disks arest
be the case with conventional mirrored di §.77T7§§§ﬁ17‘“" with the

i nvention, updates are accunul ated instead in the non-volatile nmenory 220
and sorted i ntto batches of updates, which are applied to the two disks of a
pair not simultaneously, but rather first to ope and then to the ot her.
Furthernore, "whil e the sane updates gt évﬁﬁ?dﬁlly applied to each of the
two di sks of a palr (except for updates that have becone obsol ete because
they have been f .-{}Fg %@:@%e aigﬁnsxekaaélalme\h 289 Qeaﬁﬂgbsaes

applied to both t ches g date nade to each di
i ndi vi dual |y genb%%ﬁkﬁ/of digital informa ion for a computer sys em,

comprising:

a mirrored pair of disks for storing data blocks of
digital information in duplicate on both disks of said
_mirrored pair;

a controller for said mirrored pair of disks, said
controller having a memory;

said controller temporarily accumulating data blocks
provided by said computer system in said memory until
storage thereof in duplicate on both disks of said
mirrored pair;

said controller schéduling said data blocks accumulated in
said memory in an order for efficient writing to said
mirrored pair of disks;

said controller having a first mode of operation in which
one disk of said mirrored pair is in write mode while the
other disk of said mirrored pair is in read mode and a
second mode of operation in which said one disk is in read
mode while said other disk is in write mode;

said controller copying from said memory onto said one
disk during said first mode of operation data blocks in
scheduled order that have not been already written to said
one disk and copying from said memory onto said second
.disk during said second mode of operation data blocks in
scheduled orxrder that have not been already written to said
other disk;
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aré not identical since t hey are applied at different tines and nore recent

; bl ocks - of- data ar di vidual batch for each disk of a

pair. Fig. 2 shows g "%ﬂ" l! rvolatile nenory 220-i in nDre det ai
ar ‘

The region has a nu
Correspondi ng to eac ataL two t Y92§9f Pﬁér
p tags for

bl ock 221-1) through 222-k and 223-k (for
each data bl ock correspond to the two disks,' red pair and

O

i ndi cat e whet her the corresponding disk nmust strll-mrrte the data block. In
each region of the non-vol at] there IS Iso t_ of. poLnter
| abel ed 225-1 t hr 6848 ¢oBt¥ol Jﬁ%f'c iéﬂg 58|1ﬂt‘§ ’6°’&e°haﬁa§ bP&cEIF%gséﬁe

region of non- voIahnhefnrsqundérnf(nnﬁnat@bntﬂerbogrﬂnﬂQ$d ¥imee intervals
indi cates the order TEnV\QaféJ ddéorl Mdee %ffoabérbewﬁIddﬂmgoratrh‘eaétsk to

achi eve efficien non-vol atjile r he f.or | ock
to be ' oe Cil:ortign gf tt?e a'é].me be weeh Said E'?Sac?ecf Fine i%tec:ri:%taisb OCKS
and

said controller providing a requested data block to said
computer system from said memory if said requested data
block is in said memory, and otherwise from said other
disk if said mirrored pair of disks is operating in said
first mode of operation and from said one disk if said
mirrored pair of disks is operating in said second mode of
operation,

whereby data blocks are written onto said mirrored pair of
disks in scheduled order without interference from or with
the reading of data blocks reguested by said computer
system.

2, A fault-tolerant disk storage subsystem as defined in
Claim 1 wherein said controller is implemented by software
in said computer system and said memory of said controller
is a portion of the general storage resources of said
computer system. '

3. A fault-tolerant disk storage subsystem as defined in
Claim 1 wherein said controller and memory are implemented
with dedicated hardware.

4. A fault-tolerant disk storage subsystem as defined in
Claim 1 wherein said memory is non-volatile.

5. A fault-tolerant disk storage subsystem as defined in
Claim 1 wherein said memory is fault-tolerant.

A fault-tolerant disk storage subsystem as defined in
Claim 1 wherein said first mode of operation is scheduled
to start periodically.

. This S‘leet Has Been Re
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witten to disk. Those skitted TtTmthe art will readily appreciate that this
cache may be man cache, such as by using a hash table
(to determ ne vvhaﬁm"“lmﬂmgnummYO 993 063 -8- present -in thé cache) and
a free list (to chairf free®bl ck The and the free $9stogse

A‘-M
not shown in Fig. 2. In the preferred subﬁ‘%#ﬁ?bh@s?ﬁ raameg with this
I nvention, there are four processes-occurr ng'dw@p@Q

RN fiperation. The
first process services wite requests and* 3.J[When a wite
request arrives (block 510), the non-volatile menory -in the controller is

checked fog theApfmmrm didkvetoirage Obubdyaitenl agkdeblined HR0 in Fig.
3). If the preV|f 1 wherein said data blocks are scheduled in an order
which corresponds to a physical scan of an entire_disk.

-

8. A fault-tolerant disk storage subsystem as defined in
Claim 1 wherein said controller makes a single scan
through accumulated data blocks in scheduled order during
said first mode of operation before changing modes.

9. A fault-tolerant disk storage subsystem as defined in
Claim 1 wherein said controller also has a third mode of
operation during which both of said disks of said mirrored
pair are in read mode and a requested data block ﬁay be
retrieved from either of said disks of said mirrored pair
in the event said requested data block is not in said
memory. '

10. A fault-tolerant disk storage subsystem as defined in
Claim 9 wherein said controller operates said mirrored
pair of disks in said third mode of'operation whenever
said first mode of operation is terminated prior to a next
scheduled start of said second mode of operation and
whenever said second mode of operation is terminated prior
to a next scheduled start of said first mode of operation.

11. A fault-tolerant disk storage subsystem as defined in
Claim 9 wheredin during said third mode of operation, when
a data block is requested by said computer system ‘and is
.not present in said memory, said controller determines
which one of said disks in said mirrored pair can deliver
said requested data block in the shortest time and

retrieves said requested data block from said determined
disk.

12. A fault-tolerant disk storage subsystem as defined in
Claim 1 wherein said controller also has a fourth mode of
operation durlng which both of said disks of said mlrrored
pair are operated in write mode.
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_veréion of that block is already in the non-volatile nmenory region for the
“corr espondi ng—pai+—ef—ai-sks;—tte previous version in nmenory is overwitten
(bl ock 530) a espondlng to that block are turned on (bl ock
560) to indic “ﬁﬁljj ks nmust install the new version of that

bl ock. If an t*he bl ock to b. wrlttenls not f pngggnogge

non-vol atil e nenDry “the controller | ook#
non-volatile menory in which to tenporari

> BEfo to be witten

(bl ock 540). If there is a free space for EQ he ddta bl ock defi ned
by the wite request is witten into the free space"ﬁﬁd‘a—p0|nter to the
new bl ock _i_s e : ogjtion’
(relative 1130 f%ltlféliee(r)rsér&n dtq%w% F%bsucﬁg%ﬁ&lf%"?%@ de'}. ?g ;ﬂésent s a

schedul e for eClaéme9nW§ﬁRﬁﬁﬂ|ﬁ%}¢:ﬁ€nﬁ6pﬁi68 ?Eﬁ%&ﬁ%?tﬂQ§9k§1F69E?%k The
correspondi ng bags &f aaiskadth @aido foagtthamoédéheét operation whenever

all data blocks in scheduled order at the start of said
first mode of operation have not been written to said one
disk by the time said second mode of operation is
scheduled to start again and whenever all data blocks in
scheduled order at the start of said second mode of

. operation have not been written to said other disk by the
time said first mode of operation is scheduled to start
again.

14. A fault-tolerant disk storage'subsyétem as defined in
Claim 1 wherein said subsystem includes a spare pair of
storage disks and in the event that only one of said disks
of said mirrored pair remains operational, said controller
aligments said mirrored pair with said spare pair during a
recovery mode of operation.

15. A fault-tolerant disk storage subsystem as defined in
Claim 14 wherein said controller during'said_recovery mode
of operation places said disk that remains operational in .
read mode continuously until all blocks on said remaining
operational disk have been transferred either to said
memory or to one or both of the disks of said sparé pair,
at which time said spare pair replaces said mirrored pair,
said remaining operational disk becomes a spafe disk and
said recovery mode of operation terminates.

16. A method of storing data blocks of digital information
received from a computer system in a storage subsystem
having a mirrored pair of storage disks and for retrieving
data blocks from said storage subsystem upon request from
said computer system, comprising the steps of: '

temporarily accumulating a group of data blocks to be
stored; -

- This Sheet Has Been Re epla
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bot'h di sks nust performa wite of—the new data block (block 560). If the
s data blkock to be witten i s nag

free bl ock space
di sks (bl ock 570)
for |oads and other* veryl1arge copyi ng opera
menory i s |arge enough to absorb heavy bur

t he non-vol atile nenDry and there i s no
TR VN, o oo sty o ot
not ¢ e be
1 ondJERYAGHRE non vc’ﬁéa??{%e%y;

s of wite activity,  but the

action to take in the event a wite request is encountered and there is no
free space in the nona QL L& deaREdmilstedd gronpcofi adtaiuks in ¥@ 993

063 -9-

order for efficient writing to said mirrored pair of

disks;

= W

operating said mirrored pair of disks in a first mode of
operation in which one disk of said mirrored pair is in
write mode while the other disk of said mirrored pair is
in read mode and in a second mode of operation in which
said one disk is in read mode while said other .disk is in

write mode;

copying onto said one disk during said first mode of
operation ordered data blocks in said accumulated group

that have not been already written to said one disk;

copying onto said other disk during said second mode of
operation ordered data blocks in said accumulated group
that have not been already written to said other disk;

operating said mirrored pair of disks in said first mode
of operation during épaced time intervals and in said
second mode of operation during at least a portion of the
time between said spaced time intervals; and

retrieving a data block requested by said computer system
from said accumulated group if said requested data block
is in said accumulated group, and otherwise from said
other disk if said mirrored pair of disks is operating in
said first mode of operation and from said one disk if
said mirrored pair of disks is operating in said second
mode of operation,

whereby data blocks are written onto said mirrored pair of
disks in scheduled order without interference from or with
the reading of data blocks requested by said computef
system. |

\
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The list of pointers 225 defines an order or schedule for the data bl ocks
*(in the mon=votatite menmory) covered by that l'ist. This order or schedul e

is creat eﬂmmmmmﬂwuj that if a disk accesses the blocks in that -
order ccess Y £gagd Wite them

m Rt zed IFS r'ﬂ%ﬂS@JEEQIyAsBBEN)r ering may b§8b9§§Ka63
cyllnder so that a scan (smeep) througmpnkmﬁmwnlr di sk can apply al
updates in one pass. Al l- blocks i i Inder are witten before
noving on to the next cylinder. Mre el aborate schemes could order the

bl ocks within hi ppa S.% HJ, d (F Bedidih edslas Ef&ﬁéé Yl ftsﬁ!cxn%afmwfon as

cyl i nder. I'S |cat ed _sch e s may _take into a unt conbi nat1 on

of seek time and definebid Jeismy 168pf & ‘E:‘I’Té?ﬁarscéﬁ'@rc}é Bgi EE‘B s'f‘%? anpl e,
by M Seltzer et &életlil‘n Biron SaliddatcaguReteds igredp, aviyndata 19DEckISHHAE,

pp. 313-323, Wﬂ‘sﬂ, er| tue angltﬁ:éﬁ”tolﬁggﬂ of NEli% Ai8xEVBePEREESRESdANE fOr

each disk), whic I call
pair.

18. A method as defined in Claim 17 and further comprising the
steé of associating first and second flags with each
accumulated data block in said group, said first flag
associated with any particular data group indicating
whether or not said particular data group has been copied
to said one disk and said second flag associated with said
particular data group indicating whether or not said
particular data group has been copied to said other disk.

\
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make up and apply the updates pending in non-volatile nmenory to the S
correspondlng di sk. The logic for applying the updates is identical for the .
. two processes and is shown in Fig. 4. Wien the process wakes up (bl ock
+610), it goes to the beginning of the pointer | ist_an % tg?

pointer list exam ning each block in ordery;f gn ﬁﬁsmﬁiﬁh Rs¢3 9823
if it has reached the end of the |ist (bloék 5@? éEnggplt g(es to sleep
(bl ock -680) and wakes up for the next perio = bl ocks,
checks the tag of the current block in the pointer |ISt (block 630) . | f the
tag corresponding to the process's q\ﬁgsr Qf%\ clfe process noves to the
next pointer in the list (block 670) the tag I's on, the process wites
the bl ock on disk and turns the tag off (block 640). Aft er turning the tag
off, it Checé ;E{lftﬂwférézﬂg ﬂi&m@éz&@-)nanbé iberotferdisag subsgetehhes

pr 0Cess nove

is off, bot hdeﬁgféb%%\r)‘gﬁ’aﬂgqf “terrh;mp&%%ed 8l sk 2K & Yenehde ERGLOLNET tag

provides high throughput for random disk writes and at the same
time guarantees high performance for disk reads. The subsystem

._uL-—HI—-D

- also has an improved recovery mechanism which provides fast
recovery in the event that one of the mirrored disks fails and
during such recovery provides the same performance as during
non-recovery periods. '

Data blocks or pages which are to be written to disk are
temporarily accumulated and sorted (or scheduled) into an order
(or schedule) which can be written to disk efficiently, which
in a preferred embodiment is in accordance with the physical
location on disk at which each such block will be written.

This also generally corresponds to an order which is
encountered by a write head during a physical scan of 'a disk.
The disks ‘of a mirrored pair are operated out of phase with
each other, so that one will be in read mode while the other is
in write mode. Updated blocks are written out to the disk that
is in write mode in sorted order, while guaranteed read
performance is provided by the other disk that is in read mode.
When a batch of updates has been applied to one disk of a
mirrored pair, the mirrored pair switch their modes, and the
other disk is updated. Preferably the updates are kept in a
non-volatile memory, which furthermore advantageously may be
made fault-tolerant as well.

During recovery a pair of spare alternating mirrored disks is
introduced to which new updates are directed, while a
background scan process copies data from the surviving disk to
the new mirrored pair.

Tl



updﬁte SO the p0| nter:is rermved fromthe list (block 660) The bl ock. |s.

v StTI1 valid (a read to that block will still get a cache hit), but it is
- free and can be overwitten by a subsequent write. o.. Bl-aclk—TRefhe
- process noves to the next pointer in the Iist (bloc ﬁ;{QBHEETE-M@%*‘\SB-'lo
The two processes applying the updates to the two di|sks hrERLA sane il ogi c
- and preferably the sanme period, i.e., the tine that!elspses—Hetween two
consecutive activations of the wite phase of the process preferably is the
same for the two--- processes. This period/Bs called T in the described
enbodi nment . T_he two processes need not be synchroni zed, but they are
U | si00
CONTROLLER 200
(1/0 PROCESSOR ) ,/
PROCESSOR — 210
220~ 4 220 =N
Lﬂ. s @ .L' 220
NON-VOLATILE MEMORY
300-1 300-2 300-4 | 400
G - G :
(300-0f 300-bi| |300-a2 300-b2| - |300-aN300-bH | [400-0 (400-b
pATA| {oata || [[oaTa | [oaTA [} -+« |[oATA| [DATA
NPAIR OF  NPAIR OF  Nopatr oF  \\SPARE PAIR OF
MIRRORED MIRRORED . MIRRORED MIRRORED
DISKS DISKS DISKS DISKS
\
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illustrated at ‘a phase dlfference of 180 degrees in Fig. 5. The process for
disk a wakes up at tinmes 0, T, 2T, 3T etec. A

updates to disk a until conpleted and t hen SwW t chef ;Sgﬁgé e the
process for disk b wakes up at tinmes T/2, T + T/2, \2
etc., and begins to wite a batch of updates to dILu_u—uh4 pl €t ed and

then switches to read node. Figure 5 illustrates this with a timng
di agram where the high value indicates tinme periods during which the
witing process is active for the correspgmding disk.. Wiile the witing
process is asleep (inactive), the corresponding di sk nay servi ce random
read traffic. As illustrated in Figure 5, this results in three different
controll er nodes, nanmely controller node 1 where disk ais in wite node
and disk b is in read node, controller node 2 where disk b is in wite node
and disk ais in read node, and

FIG. 2

DATA BLOCKS TABSY SORTED POINTER LIST
b1 223 N .
221 -1 & 3 “T225-4|
2 B2 ~
221 -2 & ™M “225-2
. . ° °
) o ' 7 225-L
20K 2Bk __— -
221—K ‘1 ©7
\
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contiyoll er node 3 where both disk a and disk b are in read node.

wite node.

As

»mentioned earlier in connection with the description of block '
- 3, there i's also a controller node 4 where both disk a a F %ﬁﬁﬁgg@gq
Control l er node 4 cannot occur so long as th c ﬁFA&QD

conpletes each time in less than time T/2. The systen1|519&giernh
desi gned so that: the situation where both disks are

ite node

sinmultaneously is largely avoided, which is done by nmaking the design such
that batch wites will conplete in less than tinme T/ 2. Keeping the two
processes at phase difference of 180 degrees ensures that if wites can be

applied in less than half a per

i od,

there is always one di sk arm dedi cat ed

to servicing random reads, which allows batches to becone |arge (so that
wites can gain efficiency), wthout urthnlgl'Eres onse tine fFOIié 3
v 510
REQUEST T IRy
920
IS
YES BLOCK IN-

l'

OLD VERSION

OVERWRITE

550 |

MEMORY ? .

|_~530 540
IS
THERE A NO
FREE BLOCK
?
570
_ N\_¥
WRITE INTO FREE WRITE
- BLOCK AND INSERT SYNCHRONOUSLY
POINTER IN LIST T0 BOTH DISKS
Y
TURN BOTH | 560
TAGS O T
END 1580
_______~________________
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YO 993 063 - 11, - reads. The period T is a syst em dependent paraneter,
prlnarlly detern1ned by the ampunt of nmenory avail abl.e, since the wites
- accunmul ating in a period T should fit in memory.- The. Ioglc for the pr. :
: servicing read requests is shown in Figure 6. Wien a rea{l Legue ,
. (bl ock 810), the non-volatile menory is checked (block 8 dﬁﬁgo 1?2§%EE§N
i presence of the block to be read. If the block is in ng ry it S rebie
i mredi ately (block 830). If it is not in nmenory, a ch i s made (block
840) as to whether both e currently_servicing read requests (i.e.

whet her the controller Fgliﬁ ggtroller anE 3). If not, the reqdiest is
. 'served by the disk that is currently inre only node (block 859), i.e.,
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~di sk whose wite process is inactive. If both disks are in read-only node

t(i.e., controller npdehiddheetHacBeeeREpRSdd MY be serviced by either disk, but
- preferably will be ser sk- whose heads are closest to the_
target block (bl ock 86 ijlll ed. i n the art wild—tesadrFy—apl [ fte
that sone routine sync | [ .g., latching) is ' ( elive
the integrity of the shared data structures (e.g., tags, =
accessed sinmul taneously by nore than one of the above—pFe . ,
pointer order that mnimzes the time to wite a batch may be different for
the two disks, since each disk generally wités/80 disk a different subset
of the blocks stored in the non-volatile nenory. Operation under a failure
scenario will now be described and is illustrated in Fig. 7. Assune that
di sk 300-bg in mrrored pair 300-g fails.gel Egitfgnal recovery schenmes use
one replacenent di sk, onto which the con n' of & he surviving di sk 300-ag
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copied to replaEE‘FﬁE“FUSt—n%fFe%ed disk and therefore restore the n1rrored
*pair. The preferr"@nﬁﬂheatﬂaseye I n accordance Jf A
utilizes a pair of |sks 400a- and 4003[fgﬁi % jggt a
single replacenent covery conpl etes e _di LARERair 400 are
up-to-date, and the sur -ag is returned to the systemfor other

©use. YO 993 063 - - For the duration of recovery, the survivor stays

i n read-only node. The survi vor does not get |nvolved||1e$EV|C|ng writes.
Those skilled in the art will readily appreciate that a bit map (| abel ed
230 in Figure 7) stored in the non-volatile nenory can be used to keep
track of-which blocks remdin to be retrieved
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fromthe survivor before recovery conpl etes.
~di sk block and all bits are clear when recovery starts.
- bit map can be stored in other nmenory conponents.

The bit map has one bit per

Al ternatively, the

of the syst.

there are five processes involved in recovery. Two Ofé LﬁﬁpggggsaASEﬁﬁﬁb

for each disk) periodically wake up and apply witeg,

di NG ACED cachg

to the correspondi ng di sk. The processes have the sang

mai nt ai ned at a phase difference
processes is identical to t hat f&

eeql €€S.

1,

The logic of these
on shown in Fig. 4. The

third process servf:' and re 8. Wien a read request
arrives (block 910 mory i s chgcked (bl ock 920) for the presence of
the bl ock to be read. If the block is Joresent in nenory, it is returned

i medi ately (block 930). If the bl ockA d t he non-vol atirFl® nenory, it

must be read fromdisk. The bit nmap”s
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avail abl e on thesggglgggﬂEﬂL_QL§K5_4block 940). If not ,
+ Servi ced by the rvor (block 960 After the bl ock= o
survivor, the proqggsm&h&a&%e i |h THISSSHBRET AP AEEN:
is RERLASERCe |

menory (block 970) .
non-vol atil e nenory.
pointer is inserted

ﬁ re is free space
rocess ends. If ther

, the read is

\the

otatiTe nenory, a

“\“p!““ al so placed in the
't st and both tags are turned on (bl ock 980), so

that the disks will wite it in their next wite phas@&/8urthernore, the
bit inthe bit map corresponding to that block is turned on to indicate
that there is no longer a need to extract that bl ock fromthe survivor. I|f

on a read request the block is not in n
shows that the block is available on the
read fromone of the repl acenents.

repl acenents are.in read ngde At

The | ef er

Lh nmonment| (bl ock 950).
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YO 993 063 -13- only one replacenent is in read node, the request is served
by that replacenent (block 954). If both replacenents are in read node, the

request preferably is serviced by the disk whose a
requested bl ock (block 952). If the block is read

there is

- fourth process services wites during recovery andli
sanme steps_shovvn in Fig. 3. In additiaeml4in all cage
corresponding to the block witten is set in the bijt

set) to i
survi vor.

&

Al|u .t‘L ‘”Ie
REPLACEMENTCSHERT | di sk,

'oCK Th the cpche. The
25 L O
i r pady

ndicate that it is no |longer necessary tojcopy that block ffomthe

no need to update the bit map or store th

DIGITAL STORAGE SYSTEM AND METHOD HAVING ALTERNATING
DEFERRED UPDATING OF MIRRORED STORAGE DISKS

ABSTRACT

A fault-tolerant high performance mirrored disk subsystem is described which has
an improved disk writing scheme that provides high throughput for random disk writes
and at the same time guarantees high performance for disk reads. The subsystem also
has —an improved recovery mechanism which provides fast récovery in the event that one
of the mirrored disks (300-400) fails and during such recovery provides the .same
performance as during non-recovery periods.

Data block or pages which are to be written to disk are temporarily accumulated
and sorted (or scheduled) into an order (or schedule) which can be written to disk
efficiently, which in a preferred embodiment is in accordance with the physical location
on disk at which each such block will be written. This also generally correspondé to an

order which is encountered by a write head during a physical scan of a disk.

FIG. 1



The fifth process (shown in Fig. 9) is a background progess that scans the
bl ocks in the survivor that have not yet been witten o ErentS;.
‘The process is started (block 1000) when the system entle Wa1TEET
node and the replacenent disks are activated. The procgsy waits until fjhg
survivor becones idle (block 1010), i.e., until there grg nGZAUquyiead
requests pending for it. Then, it checks if there are yngcanned bl ocks
(bl ock 1020), i.e., blocks for which i?g bit in the biq map has not—been
set. If all blocks have been scanned, covery is conplete_and the proceps
term nates (bl ock 1060); t-he survivor can be returned to the systemfor
~other use. If there are unscanned bl ocks, the process checks if there is

. free space in the non-volatile nenory (block 1030). If not, it goes to

- sleep (block 1040) for a certain interval. If there is free space in the
 non-vol atile nemory, the process readF:qHE;unicanned bl ock which is cl osest
to the current position of the * )
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survivor's head (bl ock 1050). The bit map is used to determ ne which bl ocks

are unscanned. The block read is placed in the non-vol at and
both of its tags are turned on to indicate that the repl BA he
the block. A pointer is also inserted in the pointer |i$t _ e
corresponding bit in the bit map is set to indicate th hﬁzgrvi vor dpep
not need to scan that bl ock again. The process then repgegts U§01993 t gps
(goes to block 1010). If a randomread arrives, the prqc ' spendgd /i n
bl ock 1010 until the read conpl etes. YO 993 063 -144_ _Those skilled™n
the are will readily appreciate that 2[8re are
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bpportunistic strategi es which the survivor disk can-
expedite the recovery process. For exanple, whenever [
services a randomread request, it could also read ar

to further_-

l

uncopi ed) bl ocks that happen to pass under its arm for
the disk to rotate to the targeted bl ock. Furthernor{, (ﬁ?5s oyn.in
Fig. 9 obviously could read nore than [ 12 SEP 1997

bl ock at aftifne.
CLAIMS 1. A fault-tolerant disk stoéﬁ@g subsystem ff or st ori Mgzt
bl ocks of digital information for a conputer system &seRpLising: a mrfored
"pair of disks for storing data bl ocks of digital information in duplicate
on both disks of said mrrored pair; and
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a controller for said mirrored pair of disks, said controller having a
menory, said controller conprising: neans for tenporaHR] ﬁﬁ&ﬁ&m n
said menory until storage thereof in duplicate on botH ¢

mrrored pair a multiplicity of data bl ocks provided Ry sald conput er
system as separate wites to the disk storage subsystem] nB@&UGag94 -
-identifying each block stored in said4f8ory that has|ngt_yet been st prpd

. on one disk of said pair and for i dentifying each blogk stored Th sart
menory that has not yet red on the ,ather g efnsaidpai I ; neg%s
for sorting said accunufgigg da&ra bl ocks that have not yet been $tored on

said one disk into an order that c.| pe_ef i an Aritten ontofsaid one

disk in a batch run and for sorti KE #PCAND! ged data bl ocks|that have
not yet been stored on said other d %TGQNN? gF khat can bek _
~efficiently witten onto séil@-sthler ﬁ%ﬁ* 3 t& atch run; neans for

© providing a first node of operatipn |t 03" gg 'esgn disk is. ih a w/bsd

- only node and said sorted accunul Sted—dars R at have not been or ed
on said one disk are witten in batch node onto sai d one {di sk, mglle saild
ot her di sk serves said 3 60 TO SLEEP
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cbnputer systemin a read-only node and wites from said conputer system

are received into said nenory; neans for providing a sec
operation in which said other disk is in a wite-only np
raccunul ated- data bl ocks that have not been stored on s

witten in batch node onto said other disk w thout |nterr
said controller operating said mrrored pair of disks

operation during spaced tine intervals and in said secofd
during at least a portion of the tinme-between said spacgd tine |ntervaISJ_

af

and said controller providing a request5ﬂ8data bl ock to sa

g:t CEMENE St |
ptge?ﬁpéhlbgdulﬁ%
i pn

14

systemfromsaid menory if sai.d requested data block is in said nenory, and
ot herwi se from said other
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disk if said mrrored pair of disks is operating RF[IL&A’ of
operation and fromsaid one disk if said mrrored
operating in said second node of operation, wher

onto said mrrored pair of disks in schedul ed or

data bl ocks drd witten

ler] Wl 2AU6 1996erf dr ence

. fromor with the reading of data bl ocks requeste said conput gr {system
2. A fault-tolerant disk storage subazlétem as defined in d ai m 1{wherein
said controller is inplenmented by soft e in sai and said

menory of said controller is a portion of the general storage resources of
said conputer system 3. A fault-tolerant disk storage subsystem as
defined in Cdaim1l wherein said controller and nenory are inplenented with
dedi cat ed hardware.
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4. A fault-tolerant disk storage subsystemas defined in Caim1l wherein

as

said nenory is non-volatile. 5. A fault-tolerant disk

defined in aim1l1 wherein said nenory is fault-toler T NQQH‘QHEETF
fault-tol erant di sk storage subsystem as defined in Chi

first node of operation is scheduled to start periodi -
faul t-tol erant disk storage subsyste defined in C1a|n1£]%ﬁﬁﬁkrﬁ6scic
data bl ocks are scheduled in an order ich corresponds & cal _Isgan
of an entire disk. 8. A faul t- tj 'Dll‘k storage qubsystem as defing¢d .

plle scan Through—accuntutat ed

in Caim1l werein trollgrnpy
data bl ocks in schfgal gber du
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said first node of operation before changi ng nodes. 9.
di sk storage subsystem as defined in Claim1 wherei
has a third node of operation during which both of
mrrored pair are in read node and a requested dat a bl

fromeither of said disks of said mrrored pair in tfth¢g event said r
data block is not in said memory. 10. A faul t-toler nijz AAUGSPag e
subsystem as defined in Caim9 whereihSé id.contro

mrrored pair of disks in said third node of operatfon whenever said
node of operation is termnated prior to a next sche&d

second node of operation and whenever sa
termnated prior to a next schedul ed sta

¢ sXREA

11. A fault-tolerant disk storage subsys

A fault-tol erant
i troller also

REPLA

Hleved
Lq ested

qQperates said

i rst
of sdid
00 operation is
i rst nmode of operation.
ined in
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Claim9 wherein during said third node of operat [IurTHET fat l ock is
requested by said conputer systemand is no'? pre%ELA BNG y sai d
~controller determ nes which one of said disks in sald mrrored paifr can

“deliver said requested data block in the shortest |rq9 %rElqb t;rl evies sai d
! requested data block fromsaid determ ned di sk. {12} ? t- toI grant disk
st or age subsystem as defined in Caiml wherein pate—econtrotter—aljso has a

fourth modg,0f &gﬁg@fd&gﬁtggﬁ%d;ﬂemg%@&wf&éﬁ i it ai PpdhfdbRis d

pair are operated rn ol eran storage

rsn ulr)fg f; Sm 5thd@ld Aodch, Bowederd ivvifat Xihen $ OOk Fds qmeﬁnpt tecmtcinivdites,

either the disk read requests are delayed while the batch is written, leading to a penalty
in disk read response time, or the batch writes are interrupted by the read, leading to a
large loss in write (and therefore overall) throughput. Either way the overall
performance suffers so that the benefit of creating sorted runs is offset largely whenever
random disk reads are needed frequently during batch write operations.

The traditional method for recovery in a mirrored disk system is to copy the data
form the surviving disk of the mirrored pair onto a spare backup disk. This is typically
done by scanning the data on the surviving disk, and applying any writes that come in
during this process to both disks. One problem with this approach is that it produces a
significant degradation of tht? disk system performance during recovery.

SUMMARY OF THE INVENTION

It is an object of the piresent invention to ameliorate one or more disadvantages of
the prior art.

According to one aspect of the present invention there is provided a fault-tolerant
disk storage subsystem for storing data blocks of digital information for a computer
system, comprising: a mirrored pair of disks for storing data blocks of digital
information in duplicate on both disks of said mirrored pair; and a controller for said
mirrbred pair of disks, said controller having a memory, said controller comprising:
means for temporarily accumulating in said memory until storage thereof in duplicate on
both disks of said mirrored pair a multiplicity of data blocks provided by said computer
system as separate writes to the disk storage subsystem; means for identifying each block
stored in said memory that has not yet been stored on one disk of said _pair and for
identifying each block stored in said memory that has not yet been stored on the other
disk of said pair; means for sorting said accumulated data blocks that have not yet been
stored on said one disk into an order that can be efficiently written onto said one disk in

a batch run and for sorting said accumulated data blocks that have not yet been stored on



rpai'r of disks in said fourth node of operation whefEver g t-a—blecks in
schedul ed order at the start of said first node ofj MEN@S?‘E been
witten to said one disk by the tinme said second de of operaftiof ifs

schedul ed to start again and whenever all_ data bl ockis i ed qrder at
the start of said second node of operatio‘h have n been Wi t tjo Jsai d
other disk by the tine said first node of operatign ¥ o fstart
again. 14. ofq firtdidiointd 80 brdbr tar SR bEER; i e dj '
wherein sals s?gtﬂsfysltemﬁlg I’lC|fJ es a spgre gzéiﬁrh?éﬁstorage I Sks™ a | oﬁ%

event that paghtuRNfedhs foitl podidilgSa PrstSAGdE OF dpeldtRih inakhich @8R o1 disk is in a
operational, said controller augnents said mrrored pair wwth said spare
pai r duri ngritedoabomoddy amddaidioredesctivmaated1data Aldchy lthat thalve math beeli storat onage

subsystem as defined in _
said one disk are written in batch mode onto said one disk, while said other disk serves

said computer system in,é read-only mode and writes from said computer system are
received into said memory; means for providing a second mode of operation in which
said other disk is in a write-only mod and said sorted accumulated data blocks that have
not been stored on said other disk are written in batch mode onto said other disk without
interruption, while said one disk serves said computer system in a read-only mode and
writes from said computer system are received into said memory; means for operating
said mirrored pair of disks in said first mode of operation during spaced time intervals
and in said second mode of operation during at least a portion of the time between said
spaced time intervals; and means for providing a requested data block to said computer
system from said memory if said requested data block is in said memory, and otherwise
from said other disk if said mirrored pair of disks is operating in said first mode of
operation and from said one disk if said mirrored pair of disks is operating in said
second mode of operation, whereby data blocks are written onto said mirrored pair of
disks in sorted order in batched runs without interference from or with the readixig of
data blocks requested by said computér system.

According to another aspect of the present invention there is provided a method of
storing data blocks of digital information received from a computer system in a storage
subsystem having a mirrored pair of storage disks and for retrieving data blocks from
said storage subsystem upon request from said computer system, comprising the steps of:
temporarily accumulating a group of data blocks received from said computer system in
the form of separate writes as batches of data blocks to be stored; sorting said
accumulated data blocks in each batch in an order for efficient batch writing said
mirrored pair of disks; operating said mirrored pair of disks in a first mode of operation

in which one disk of said mirrored pair is in write-only mode while the other disk of said



QHEE&L i on
-Raousty{unti |
een transferrédieither
aild 4@SEPI8F! , Jad which

sa d renaining

Claim 14 wherein said controller during said reco
pl aces said disk that remains operational in read
all bl ocks on said renai ning operational disk hav
to said nenory or to one or both of the disks of

time said spare pair replaces said mrroré&d pair,
operational disk becones a spare disk and said reclovery node of openation

term nat es. pifored it 1306 refd-SAI9 Thote HAliR eSS mBaL. B aflone

received froma conputer systemin a storage subsystem having a mrrored
pair of stodigkes th fd-oaldmodé whilersaivothér disk & il vtesorlly @vdsptehysdg oMo Ssaid
subsystem upon request fromsaid conputer system conprising the steps of:
t enpor ari | yorec diskudwringngaid fipso mmpdef ofdepezatinnog katchoofb accaimmiatetl and sorted data

blocks in said accumulated group that have not been already written to said one disk;

copying onto said other disk during said second mode of operation a batch of

accumulated and sorted data blocks in said accumulated group that have not been already

written to said other disk; operating said mirrored pair of disks in said first mode of

operation during spaced time intervals and in said second mode of operation during at

least a portion of the time between said spaced time intervals; and retrieving a data block

requested by said computer system from said accumulated group of data blocks if said

requested data block is in said accumulated group, and otherwise from said other disk if

said mirrored pair of disks is operating in said first mode of operation and from said one

disk if sa.id mirrored pair of disks is operating in said second mode of operation,

whereby data blocks are written onto said mirrored pair of disks in sorted order without

interference from or with the reading of data blocks requested by said computer system.

BRIEF DESCRIPTION OF THE DRAWINGS
These, and further, objects, advantages, and features of the invention will be more

apparent from the following detailed description of a preferred embodiment and. the

appended drawings in which:

Fig 1 is an overall block diagram of a preferred embodiment of this invention;

Fig 2 illustrates a preferred organization of data in the non-volatile memory of the
I/0 processor;

Fig 3 is a flow chart which shows the steps involved in processing a write request
during normal operation;

Fig 4 is a flow chart which shows the steps involved in the process of applying a
batch of writes to a disk during normal operation;

Fig 5 is a timing diagram which shows the timing relation between the two

processes applying write batches to two mirrored disks;



schedul i ng said accu at ed roup of data blocks in an order for eff|C|ent

witing to sai rrored pair of disks; operating sai .
di sks |gn a fi E!}nm uﬂrﬁunclon in Whl ch one di sk HQQ@EMEN@S "P ir
isinwite di sk of aid mrrorefl parrTs-rm-

and in a second nDde of oper dtion in mhlch said one d}s

while said other disk is Pn write node; copying onto aa d @géﬁﬁ{gﬁgd rilng
said first node of operation ordered detamvscks in sp accumul at ed jgrjoup
t hat have not been already witten to said one disk; copylng onto sai d
ot her di sk during said second node of operation order@d gata btoeks—a-'sai d

accunul ated group._ - . i
1.7 A fault-tolerant disk storage subsystem for storing data blocks of digital

information for a computer system, comprising:

a mirrored pair of disks for storing data blocks of digital information in duplicate |
on both disks of said mirrored pair; and

a controller for said mirrored pair of disks, said controller having a memory, said
controller comprising:

means for temporarily accumulating in said memory until storage thereof in
duplicate on both disks of said mirrored pair a multiplicity of data blocks provided by
said computer system as separate writes to the disk storage s1'1bsystém;

means for identifying each block stored in said memory that has not yet been
stored on one disk of said pair and for identifying each block stored in said memory that
has not yet been stored on the other disk of said pair;

means for sorting said accumulated data blocks that have not yet been stored on
said one disk into an order that can be efficiently written onto said one disk in a batch
run and for sorting said accumulated data blocks that have not yet been stored on said

- other disk into an order that can be efficiently written onto said other disk m moﬁer

batch run; ‘

means for providing a fi_rst mode of operation in which said one disk is. in a write-
only mode and said sorted accumulated data blocks that have not been stored on said one
disk are written in batch mode onto said one disk, while said other disk serves said
computer system in a read-only mode and writes from said computer system are received
into said memory;

means for providing a second mode of operation in which said other disk is in a
write-only mod and said sorted accumulated' data blocks that have not been stored on

said other disk are written in batch mode onto said other disk without interruption, while



that have not_been already witten to said other di MPMEE@S&HH

mrrored pair of disks in said first node of operatijory during spaceq tji ne
interval s and g;m lm“j Hu “m e of operation durirg |at f1|f9§7:’12 porftifon of
the time betweeons N interv%ls; and retriewngad?a | gck

requested by said conputer systemfrom said accunul gt edt—gromp—+i—~—said
requested data block is in said accunul ated group, gnd otherw se from{said
ot her di skaidf ofcidikNieiveéd &d Rotdputk s§5teiaSin| & reddesmy ihedd And riled fFom saiade
of operation and from said one glsk If said mrrored pair of disks is
oper at i ng compaiter dystemcare reaeiveddhtoogaét memory; whereby data bl ocks are witten
‘onto said mrrored pair of disks in scheduled order without interference
fromor wth trheansdodiopgrading owich mitrorsds paie @f elisks dnisaid Sirst mode of cpesatiomem

during spaced time intervals and in said second mode of operation during at least a

portion of the time between said spaced time intervals; and

means for providing a requested data block to said computer system from said
memory if said requested data block is in said memory, and otherwise .from said other
disk if said mirrored pair of disks is operating in said first mode of operation and from
said oné disk if said mirrored pair of disks is operating in said second mode of
operation,

whereby data blocks are written onto said mirrored pair of disks in sorted order in
batched runs without interference from or with the réading of data blocks requested by

said computer system.

2. A fault-tolerant disk storage subsystem as defined in claim 1 wherein said
controller is implemented by software in said computer system and said memory of said

controller is a portion of the general storage resources of said computer system.

3. A fault-tolerant disk storage subsystem as defined in claim 1 wherein said

controller and memory are implemented with dedicated hardware.

4. A fault-tolerant disk storage subsystem as defined in claim 1 wherein said memory

is non-volatile.

5. A fault-tolerant disk storage subsystem as defined in claim 1 wherein said memory

is fault-tolerant.
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first mode of operation to start periodically.

7. A fault-tolerant disk storage subsystem as defined in claim 1 wherein said means
for sorting said accumulated data blocks sorts said data blocks info an order which

corresponds to a physical scan of an entire disk.

8. A fault-tolerant disk storage subsystem as defined in claim 1 wherein said
controller includes means for making a single scan through said accumulated data blocks
that have not yet been stored on said one disk in sorted order during said first mode of

operation before changing modes.

9. A fault-tolerant disk storage subsystem as defined in claim 1 wherein said
controller further includes means for providing a third mode of operation during which
both of said disks of said mirrored pair are in read mode and a requested data block may
be retrieved from either of said disks of said mirrored pair in the event said requested

data block is not in said memory.

10. A fault-tolerant disk storage subsystem as defined in claim 1 wherein said
controller further includes means for operating said mirrored pair of disks in said third
mode of operation whenever said first mode of operation is terminated prior to a next
scheduled start of said second mode of operation and whenever séid second mode of

operation is terminated prior to a next scheduled start of said first mode of operation.

11. A fault-tolerant disk storage subsystem as defined in claim 9 wherein said
controller includes means for determining during said third mode of operation, when a

data block is requested by said computer system and is not present in said memory,
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which one of said disks in said mirrored pair can deliver said Tequested dara blockirthe
shortest time and means for retrieving said requested data block from said determined

disk.

12. A fault-tolerant disk storage subsystem as defined in claim 1 wherein said
controller further includes means for providing a third mode of operation during which

both of said disks of said mirrored pair are operated in write mode.

13. A fault-tolerant disk storage subsystem as defined in claim 12 wherein said
controller further includes means for operating said mirrored pair of disks in said third
mode of operation whenever all accumulated data blocks that have not been stored on
said one disk at the start of said first mode of operation have not been written to said one
~disk by the time said second mode of operation is scheduled to start again and whenever
all accumulated data blocks that have not been stored on said other disk at the start of
said second mode of operation have not been written to said other disk by the time said

first mode of operation is scheduled to start again.

14. A fault-tolerant disk storage subsystem as defined in claim 1 wherein said
subsystem includes a spare pair of storage disks and said controller includes means for
augmenting said mirrored pair of storage disks with said spare pair of storage disks
during a recovery mode of operation in the event that only one of said disks of said

mirrored pair remains operational.

15. A fault-tolerant disk storage subsystem as defined in claim 14 wherein said
- controller includes means for placing said disk of said mirrored pair which remains
operational in read-only mode continuously during said recovery mode of operation until
all blocks on said remaining operational disk have been transferred either to said

memory or to one or both of the disks of said spare pair, and means for replacing said
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mirrored pair with said spare pair when all blocks on said remaining operational disk of

said mirrored pair have been transferred.

16. A method of storing data blocks of digital information received from a computer
system in a storage subsystem having a mirrored pair of storage disks and for retrieving
data blocks from said storage subsystem upon request from said computer system,
comprising the steps of:

temporarily accumulating a group of data blocks received from said computer
system in the form of separate writes as batches of data blocks to be stored;

sorting said accumulated data blocks in each batch in an order for efficient batch
writing said mirrored pair of disks;

operating said mirrored pair of disks in a first mode of operation in which one disk
- of said mirrored pair is in write-only mode while the other disk of said mirrored pair is
in read-only mode and in a second mode of operation in which said one disk is in read-
only mode while said other‘disk is in write-only mode;

copying onto said one disk during said first mode of operation a batch of
accumulated and sorted data blocks in said accumulated group that have not been already
written to said one disk;

copying onto said other disk during said second mode of operation a batch of
accumulated and sorted data blocks in said accumulated group that have not been already
written to said other disk;

operating said mirrored pair of disks in said first mode of operation during spaced
time intervals and in said second mode of operation during at least a portion of the time
between said spaced time intervals; and

retrieving a data block requested by said computer system from said accumulated.
group of data blocks if said requested data block is in said accumulated group, and

otherwise from said other disk if said mirrored pair of disks is operating in said first
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mode of operation and from said one disk if said mL:rgred pair of disks is oderating in

said second mode of operation,

whereby data blocks aré written onto said mirrored pair of disks in sorted order
without interference from or with the reading of data blocks requested by said computer
system.
17. A method of storing data blocks of digital information as defined in claim 16 and
further comprising the step of deleting from said accumulated group any data blocks that

have been written to both of said disks of said mirrored pair.

18. A method as défined in claim 17 and further comprising the step of associating
first and second flags with each accumulated data block in said group, said first flag
associated with any particular data group indicating whether or not said particular data
group has been copied to said one disk and said second flag associated with said
particular data group indicating whether or not said particular data group has been

copied to said other disk.



