METHOD, SYSTEM AND COVPUTER PROGRAM PRODUCT FOR
COUNTERI NG  ANTI - TRAFFI C REDI RECTI ON Rel at.ed
Applications [0001] This application clainms priority

METHODr csvmmsimﬁt eOMPUTER PR@@RWW@DW’F'F@R@OUNTER]NG
Sérial No. 60/662,031 entitled "Method and Appar at us

for Defense ABNTHKRAEFKHBENREGEOMet work Traffic
Redirection", filed March 14, 2005 and this
appl i cation is rel ated to United States Patent

Related iesio entitled "Met hod And System For Cel | ul ar
%ﬂ%@rk Traffic Redirection"” Application No.
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applicativadis eelateah tonUaitedr Staiss Ratendr ApplMation @atltledull\deﬂhpd And

System H&S &té]%eé‘;"g\llg@\{ﬂ%k 51%@# nfﬁeg {é@&? 2\9@%@{1 o O%‘gg 807 filed on
August ngm i lé';%cﬂﬁgdfr% hl§udeeBnagmy eB%th of thase patent

i cati on”net wot ks hav ecome

applicationsdg tigdir Qﬂtirfetyoﬁré paayperatet gétshh byithissefgrencghe
necessity and the desire to remain connected at all
points of time has resulted in wireless operators

[ ng their networks to al nost all conceivable
BACKGE%?@&%M the world. [0004] D fferent standards and

prot ocol s have been adopted in the industry,
dependi ng upon the users' requirenent and the
Field ofghefleventienof the operators in a particul ar
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pamcuié?ﬁ}vltb/@j ﬁ\?e Aﬁcﬁ\ MO YCOMActTdMAsyMEkn 3N pro¥fdvx product to

of these technol ogi es have their nmerits

counter andi-tsdffic tediraotigs rasdhpnieisde a gamut of voi ce based
and data based services. A network operator may be

provi di ng one or nore of voiceldata service using one

mackordln R RRIGEY 13, 21 OroTerLy e Loch o8

[6003] Wirefadsdeomnwatication gedgoeshhaet bemoase ar énfagralt ped ofotoday’'s
digital n;gqsgwgégh"é)ﬁgcgsesﬂ&’o éri;(d ?ﬂoe deslzc')er ?0 remgi?le n n%rc?ec? a%aw%%?nts of time
has resulted in wireless operators expanding their networks to almost all conceivable
parts of the world.

[0004]Different standards and protocols have been adopted in the industry,
depending upon the users’ requirement and the preference of the operators in a
particular geographical location. Some of the popular technologies that are present
in this domain include GSM, GPRS, 3G, CDMA, WCDMA, TDMA, WLL, WiFi, WiMax
and VoIP. All of these technologies have their merits and shortcomings and provide
a gamut of voice based and data based services. A network operator may be
providing one or more of voice/data service using one or a combination of the

aforementioned technologies.



conpetitive services in their zone. A particular
net wor k operator may-be present in nore than one
geographi cal zone. In order to provide seani ess

[0005]InSREF ESplevet niowopol SR sehliso prvidar varieusgebgralgioal zones
only cater to the subscribers directly registere

are allotiedhta bam duMees betworkheperaierss dhaser eperataisotsially provide
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other néé@jp\hlgﬁﬁe%@rsswﬁﬁ% cﬁﬁﬁhé}( B INGbWRiiKg” AecPh&R Often, those

I'n"which the user may roamis” called th _
roamingVasangamenist averilatatial suchstbat ther silssaribbes obdachy gesgeaphically
out bound roaner fromthe r.specti.ve of
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geogr aphi cal 1 ocat’ion, re maybe nore

the subetbars Worle dledwellorAmy ottiati mgworle i which ehé&iuses rohy roam is
' ice. The

Servi c he honme, network of the ro 'nag user na
called the éfisitingndlebyark g@en@#k)&ﬁr@eé\@r"egﬁ%@fﬂg%’, banyaybofiag; roamer
from th%agg%gpge%ﬂw a%(fa.rtlé(é Qo r?ﬁ@g@?l?saﬂﬁ ér?elhboﬁ a?tl‘l%il}ger from the

fic to di operators.

perspediggiodiise YisHedadetomrkerci al terms, quality of service,
range of service and the like would dictate such a
[0006]Apreértierak above,oaithny given gepgrapricaluegation; hese maybe more

than oy FisPark OPERART CrORAId (IS Q¢ BOTRCK Pl Sl <Thp home

{ hinge r itdahetworkr 89T andher,
o .1 (AR SEIND. pebOecgicttint i ke pomer, o may

want toodlidRaderivagyitGaRrcestageseifhibeirbgutivbliod roeneeraoiraffic to different
rk operators use the mess?%es exchapged

" .
operatoffyby FEOUBIATIEER PUF aFOTYRRPBR 1508 SNgIR) Phicelifrienge of
service Shd3hel I?Ké%ﬁ[%&f&?été STHRRIENES ARirbSMhg distributi%n. Under

connection w the preferred network/s according t _
ideal sceoamol thei emernativeti wmuld onakelad passibie pfédrts teensure that its
twork is used herein, to refer eithe

outbou EPEn RGBS 161166 VIMEAJ KB PPERIPTIIE S Prgiarsdn hat case.
ooo7yT{¥ifi; BEERPL (RS, S Bogd RoRBIT T EoRY S PSR By which

the honYé letWok @Q@’r@‘t&fm,uééltﬁéfﬂﬁessé'gg]brémmngeddﬁ 2 Mblsitendpplication

roamers in the country). [00 Due to the nmagnjtude of
Part (MAR)ehased gigialidegchemeugn anbBusiaer dapi nglbsciperatter attempt

comnoofiE BB SR BACARHE el s B Sty on Tho
term prafesd | RAWBA $s alscd hBRSTAS taNefdroeliRes sty prérences of one
network over another or dynamic preference of one network over another based on
some logics or distribution (e.g. subscriber profiles, the visiting country, current
distribution of outbound roamers in the country).

[0008]Due to the magnitude of revenues generated through inbound roaming,
operators are always motivated to capture the maximum amount possible of inbound

roaming traffic. Billboards and advertisements at airports and borders, and the
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2 conpetition anong operators to install the nost
powerful transmtters at those |ocations bear w tness
to that. Wth the advent of Steering of Roani ng,

competit‘ftﬁ‘??é?ﬁ@@(')%ﬁ&%?éfsafoe iﬁgiglii vAkerhds® shweHDt tidmdhiittérs at those

redirect attenpts and try to cause 1 nbound roaners
locations beaegiittess tauthatmtWithithg adveht ohSteering wérReamity, operators

today aromaGYRtech® HEBIPLTATA TeURalET, BRI 408 440 Eause inbound

roamersgégﬁégégﬁém{oﬁ%tw%ﬁiRNit‘ﬂxut%irtﬂet%i’ksr. a‘?ﬂ%[ @%togqﬁgpfégz% #Sloss of

net wor K oper at or. here is a

revenue8 46 dhé manhe natworkasparatethndismhay svepravice tweabsariber the
the anti-traffic -redirection ﬂgenpts and steers
best qualibaaed sange kT serviaes g5 dewradly M RBMmesnetyrricpperator.

oo B A Y T SRS R A
redirectigxh QARAts Ahdatbers ol batldife tHe beeferredasdtwariagr am of

enbodi nent of the anti-anti-Traffic Redirection
system [O0012]FIGURE 2 is a flowchart illustrating the

orier GERHRAN AR MBI, T, “PRLSECh o5 P
00RO, " SR gt Ty simier

elementf @kegtd.he scenario of being the only network

avai | able. [0014] FIGURE 4 shows the signal flow.for,, .
[0011]FIGSRE o1 1y Srblapk A9 it BB nETHRALTTRRECD! fiffe ANt-BNt-Traffic
. of a special handset. [0015] FI GURE 5 shows
Red;recﬁcﬁ{ﬁggﬁéﬁgl flow for countering a GLR based anti-TR

[0012]F | QERYE: LEDs DES( EhE rONIUsB@Li6h Ahee hvettioti ofor dedwettering armeanti-TR
anti-TR mechani smand redirecting the roanmer to a
approacpy a8 ger sameeembprimentgic dne §wgntiPRe net hod detects the

oot EFERE 880 3 BRHhL AR SRR PRI BB RRRy et s

manual 1R6MET &F R HarlRre dretaesk thel teenBtibodf ivathgdee shigpaetwork
to steer the roanmer to reattenpt connection with the

availableyr ef erred networks by sending appropriate registration

oossF SR o S S DB AR T poch et e

the presghggloqaglegsp@@y-@tr@%{_or detecting the anti-TR nechani sm
and redirecting the roaner to a preferred network. The
[0015]FIQUREMD sinews thes signpt Biww figr countering a GLR based anti-TR.

DETAILED DESCRIPTION

[0016]A method for detecting the anti-TR mechanism and redirecting the roamer to a
preferred network is disclosed. The meihod detects the presence of an anti-TR
solution by observing one or more registration messages exchanged by a visiting
network and a home network. The method includes steps to steer the roamer to
reattempt connection with the preferred networks by sending appropriate registration
response messages in response to the observed registration messages.

[0017]The invention also discloses a system for detecting the anti-TR mechanism
and redirecting the roamer to a preferred network. The system includes a probing

block to observe the regisiration messages exchanged between the Home Network
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bl ock to observe the registrati on nessages exchanged
bet ween the Honme Network 3 and.the Visiting Network.
The system further includes a detection block to

and the dgsigsd NetworlrEResestenf fusthenidiudds aribtecicmbibeRr|towedect the
at the visiting network, based on the registration
presencae@‘wg@@tlamdng@rnamanbsiemlﬁye@raiﬁhﬁqnﬁtlagmetWﬁé< based on the

e o 0 5 UREBAT i id Bt BB ThROPVRENA 8 bvices

for a ref{i%%%ﬁﬁ‘ﬁédil% thiat Blemprs &f &Idiedt W& tddrer tehienipt reconnection
8] Vari ous enbodi nents are di scl osed herei n whi ch

with a pedemee visiting natwarks approaches that an anti -

o SR S S LA s
approac{t?gr@'et{]%ﬂ. Qr? 6%\9%5‘ i?he % éM%S? ti%d Bethd B RiilSAe, m&h@@ﬁhmsm of

I'n. owi ng” descri ption provid
the homepestivbric. details for a thorough understanding and an

enabl i ng descri n for variou odi ne .
[D0191A RTRUIPE POG STROE G b IS T4 %'EO fﬂlﬁ%ﬂ@ﬁ od is also
. one skilled in the art will understand that
Clalmedwﬁ\é&ATRCS may be practiced without these details. In
[0020]Tted héollowingt adessiptiosl | piovides s specifier eéema fioncta oriborough
have not_ been shown or descr@ged in a|l to a

understangiag edwhan ShANECLALHYINIRE 9ES@MOYS; W bgeipeds oF Wt-Traffic
Red:recﬁ@f? ‘sﬁﬂﬁ{&ﬁgg%ﬂsﬁusﬂat | v Trﬁ WEGEH Ngse PEQNE SR the art will

purposeé only and do

underst@hd @ikt tthe ATFESOMAYE e I’pga@ﬁcdd%wﬁcmtn‘é‘{ésen‘dﬂtmlsonln other
An Appendi x i ncl udes an explanation of numero
instancese M(ﬂh!ykmwng sirURKIes pnarfnclonshavRiagt Beesshoyn or described in

e

ATRCSI TFM@ﬂiée@fhg@EP&/I@Wh@@ezﬁeﬁ"@rfbbﬂKdJsWataherp&frﬁbsmentyoandjleio not
acconpanying figures. Al though the invention is bein
affect thescopbeor weanicswiathe waimede Mventign. Yot AMRESEIX didudes an

e ] B SBEn SRREE RO S Hal PRI ehence
Therefom I‘_th@e a\%ﬁhh‘ﬁé usé(@'nﬁ’a)?hét bé %p@ﬂ’éﬂ @&t lrpﬂwea)d‘@ bf theadmsliment.

t wor’k, hone net wor k been referred to as
[uozuTm@mw@um wauﬂxbunoev bHedmrlbe(d—Mm) re&atertq&etw tke taqagmpanymg

oo, RN IS RRERUHELE' S8t ReB A o S tpcrin
technolc'é@’ Elgtﬁéctiévﬁxé‘rﬁfv%nn{/é‘%n@@ﬁt rsebaeéﬂry @Pgr@éméﬁnméEIMreiess

refer certain VPMN netwo operators to
technoldighes stibhres. CmMAt\émMWPWHﬁ JRRMest, WalR etcl—m,wntext of a cell-

based GSM networ}gethe home network has been referred to as Home Public Mobile
Network (HPMN) and the visiting network has been referred to as Visiting Public
Mobile Network (VPMN). Furthermore the HPMN and YPMN may both have more
than one network operators wherein the HPMN may prefer certain VPMN network
operators to the others. The terms HPMN/ HPMN network / HPMN network operator
and VPMN / VPMN network / VPMN network operator have been used
interchangeably throughout this specification and their intended meaning is driven by
the context in which they have been used. The term subscriber is used herein {0
indicate a user that registers with a network. The subscriber that registers with a

network can be any combination of hardware and software capable of registering on
4



and VPMN / VPMN network / VPMN networ k operator have
been used interchangeably throughout this
speci fication and their intended nmeaning is driven by .

a wweie&é‘%e@\%ﬁ@)étg' & poisohal tRitah agsistzer (PO¥edor Ahsersenat computer

subscriber 1s used herein to indicate a user that
(PC). registers with a network. The subscri ber that

oozariS oahF0S A BB RrER PO, GRLPERgE ofion Per

&xcta d@ewmlvamta@u tesHPMMto detect
(MAP) %r[)aih@srrﬁegﬂp%%oﬁzl f‘;egﬁuter (PC). [0022] The net hodcs) eI
N

any antaie s;bhmensdcdamiby)etéd eivisitisg netwavkbene thppaftest sieer the
nalin ssa e nged between the
roamer %ﬂfkﬁ'ﬂ%&/}%@)ﬁgn i Wé 5@%@ lgTR sol uti ons

[0023] Ff@'ﬁﬂ’dzey?dm@é‘trétag 1 Sibkk %a@@ﬂ%fka%t&ﬁﬂr@@‘mmm@emm an

oamer to attenpt reconnection wth the preferred
embodmethODR the& 0 P8RS rGURBvaniidn.usBysiess aommtsleSduagthﬂMN 102

commupleatish Wit VEMNar OB AcPB oA a7 dhfimiee: 695 Although the
embodlﬁ%ﬁm leaL tgl%:l WAfsWraYﬁg'\E?rﬁ%r@% OHOEBM@GF? o§%7HF’MNdand two

ace t hou odinent 1s describ
VPMNsI blriighibeét mummmgpbelammmenmeng avith HPNHNatRR.t Qot of these

mber of V
VPMNS RS0 TN o1& o SPIE Mo nE! ey DA {Fle s, Husirative

oo YA RIS g3 VLY g agreon

VPMN th@fhk§ dépﬁ)y@@namraeﬁ]érmdﬂutmmm 'fﬂﬁsmdqmsaeedn amti-anti-TR
anti-TR sol'ution. HPWN 102 conprises_an anti-a

block mg g@kaM\i i%@ammsmm@@gﬁ@mtfsm)f@& Cﬂ t&%ﬂ HLR

11a. g REEO B R PR R e oaming

STP 11énmlrrt|aéﬁti-ﬁ%@ca%rﬁpﬂ@és se3hek mdamm@k@mngaalock 110a, a
pr obi n ock 110a, a detecting block 110b an

detectlngehiociegﬂ Dbgnol a cadinading tiaek A6+ Tndu %@tlfﬂséﬁéh@ﬁ% blacks has

peen el AR SHERE Tdp 060 R e IR, BTty Brecon

as oneeélﬁ ey eBfity"8Y it FEEndy WINener ofMfidre logical/ph S|cal entities.
? I/ptHymcr'gT@yentltles W; stemfurtherg con;:')pry °

Systemafurthat eomatisenan iSEINatienalcyT P ekifo woiriagpand N l-iiaMN 102,
o route ot b e TBSE) T SuRRE! S35 TR SHAEb OB Ik Phns
104 an%g;.EBVP 06 anof‘%o is}@v%ol\/l\q?%ultsgr%l ng/hl\ba(\)/%@gﬂWﬁpa VEMN
VLR/VM$SGI 122, EPMI 1l 06eand nttersWBMNS wauhd siish agvarg simiamstruciure
(not shc?\?v%q]nnt%lssggg%%)Cﬁ%lqi ﬁgé%smé/vi SLII]:J %Filg\lcommunicates with VPMN
STP 120 and VPMN STP 124 via international STP 116, SS7 interface 106 and
international STP 118. The aforesaid embodiment is described using the blocks
pertinent to the invention, however various other blocks may be present in HPMN
and VPMNSs,

[0024]In accordance with one embodiment of the invention, the HPMN 102 may
deploy a TR solution so as to steer its outbound roamers to its preferred VPMNs
106. In order to counter this TR, the non-preferred VPMNs 104 may deploy anti-TR
solutions that would try to pull the inbound roamers on to their networks. The anti-TR

solution is deployed in the VPMN 104 network either by monitoring the roaming MAP
5



STP 120 and VPMN STP 124 via international STP 116,
SS7 interface 106 and international STP 118. The
af oresai d enbodi nent is described using the bl ocks

t B cBONEN Inteacdring tehesaming MAP
sansas 49Ny PSR OEIA v B

transacﬂmscandiafakmgvmtanamm%a&6cfrqm the spaming handsatiay ﬁLetfﬁ@l VPMN
HPWN 102 may deploy a TR solution so as to steer its
VLR.  outbound roaners to its preferred VPMNs 106. In order

[oozs]Tr,?g gfi%;ﬂﬂbﬁfdlé%&s%vot&%sﬂﬂ@ rﬁb@é@fdfe&béf‘aﬁ@ﬁ &%enamz anti-TR

solutions that would'try to pull the
solution i.ebthensloniteving approach drteihe inesigoalkyg afpreasht i - TR.
solution is deployed in the VPWN 104 network either by
nmonitoring the roamng MAP 5 transactions and

spurious nessages or by |ntercept|ng t he
Monitor '%%:ﬁ%ﬁﬁ% transactions and faking interactions as

[0026]Inidn bﬁm@dﬁmént mmmmMandaﬁanMMIhmrmaﬁumm M&R:ts the anti-
[ 0025] The i nvention disc| oses

TR attebpadr By | Bndering epassivelynthe. ﬁpgcﬁg@,gag f(s)ﬁl IgagF e reglstratton

mossaofHtbEEh TP ARLI G2 R ey 01T EAR g Toe invenion
probing bWii@H‘ob@éWbs angé Ire%tmdulmemmemwgd@bmween HPMN
R attenp '61 nmoni tori ng passively the exchan,

102 and SHMIN 0% Cpe dietecting. bidlo yDBpdeiain APRITIHB. gHaMPt, by

aoservr] e S B FeRU00AL B A0oA 1, UEE. L) RPihoges

exchand®¢F NAgeEn DRPNEEN 10PMINd 192 MRd 19BMNNl @he Bmbodiment of the
detecting block 110b detects an anti-TR atte

inventionpatdeasinone registiglionamessage ireadpeatiop Lindaée) (#H%@@%ﬁaage
bel ow) of nessages exchanged between HPWN 102 and

. \{PI\/N 104, g one enbodi ment of the invention, at
In-signgling APRIRa¢Rgi strati on message is a Location Update

ouzv]ln(éﬁéﬁheﬂ%%&ﬁﬁmneni Bf $h& MdmbrARRtoARhTROADHUI® Hr@bﬂbwcts an
ment of the invention, anti-anti-TR nodul e

11
anti-TR daﬁeerq;rtéayamtwam momktodng éh@ﬁlgﬁah@gt hatwegnid RMN (i q;?gaw] YPMN

104. Thg CROGANT-TPR BOGEKBGETY ol IGR { DFs Shu2adenghgt Jpast one
reg:s’crai‘ﬂﬂn 'r@%ﬁ@%ﬁ)et\&@& FHPRIN oD RIRAYPNIRL Woan AZIMY Mbhitoring is

Active nonitoring is hereinafter

heremaﬂt@f m‘feteddnmeemhz’rr@wgmablay inssigmalgiggmaidiendn tbe dn-gignaling mode
nalin

the antfdk Y cuen 1 Daing 038 BalTA By ST R WoCPRARY T HPMIN'S

102 roaming STP 112 to route roaming SCCP traffic through anti-anti-TR module
110.

[0028]1t will apparent to a person skilled in the art, that different routing methods can
be used without affecting the working of the system or method as disclosed herein.
[0029]FIGURE 1 depicts both the monitoring based and in-signaling path based anti-
anti-TR architecture. In the case of monitoring-based anti-anti-TR solution, there will
be an additional tapping of international roaming links between HPMN and
international signal carriers. In the case of in-signaling path based anti-anti-TR
solution, roaming SS7 messages from any VPMN are redirected thru the anti-anti-TR
block 110 by the HPMN Roaming STP 112. Whatever deployment option is chosen,

the anti-anti-TR detection mechanism will receive an outbound roamer’s Location
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102 roam ng STP 112 to route roam ng SCCP traffic
through anti-anti-TR nodule 110. [0028]1t w |
apparent to a person skilled in the art; that

update tF%rIéfa%’EESthe‘bﬂééﬁ YPMRUTRAS 0gahd BEMISed2MA BBt cases however,
atffecting the working of the system or nethod as

the antiirgeTBsbtbdker 40nwill jrlecopF! GoRKEY | Mddbitransastons tere cutbound
nonitori ng based and in-signaling path based anti -
roamersgnt i - TR architecture. In the case of nonitoring-based

[0030]1f ?{agpﬁﬁgét) 'Pﬁrﬂﬁsﬁ%é’édé%f‘to ?@@é&er%d khe Renasrefitid I\ﬁgﬂwﬁ network

I nternational Toam ng |inks between \
after a FAAMIN iantieantaT Rosallticn gthein HRMNetG2 can deticeate tiure of the
i n-signaling th based anti-antj:TR ut J. .
HPIN TrRami T SE Selalsyai e iy sveReaYRPRL B IR sglufigp, I the

roamer féfl%da%getgi%}bl' ohhePV/BRAN ]rg)éngBW 4pe ﬁ?é\f'\{h%oéﬁfii-%gtiﬁq—lﬁ’ solution,

er “depl oynent 'on i s chosen,

then HPMN i102n¢dn dBddet ded BooceschiathiesHPMN ITR/actianti-BR solution and
_outbound roaner's Location 6 update transaction
the falluiseohidenVRiddhant4 R 308tiaRd HPMN 102. 1n both cases

ousiB R EY thosd PRkl d SBBgla Suttide ob s, pPn
TR/anti-bAB-TRRATPMIS ti0Rl cav pesridrdall @irdeobfSteporisnsudieas signaling load

non-F{/ef_erre-d VPMN network after a HPMN ant i_-antc'& -TRt
overheado| T/a-anhdiR HewncessHatiue, deaiedtagr Phi ragirectia « dtbound

, P TR/ anti-anti-TR solution and the success of the
foam'ngsﬁh/@lwgm-i -TR solution. If the roaner failed to

hif-TR Abltth \EEWb KV ai0£r rhie take one or more
[OOBZ]Trgﬁti -anti-TR sol uti on),%ﬂ mn HPIWN 102 caﬁ?deduce t he

approacfuasf:é@e obwt lexplameas oft theset iapproachas iasw &ew theeinstant
. he VPMN anti - TR S0l:ui
inventiop Reul-GafiTe PaHEOR Rl BRah i TR aet Hathe g ol o 0y

HPWN TR/ anti-anti-TR, HPMN 102 can produce all kinds

of reports such as signaling |oad overhead,
Fake MamiahMiodenoi NorCoveragesDetadtioe Defensent age of

A HEE e SR a2 - teakdhet g IR Bl gt tne
HPMN 1;%3§ ggi@ﬁﬁh@f" ﬁané@%tﬁ"@lﬁlﬁﬁ?‘é%lr@ i PaslabhodBasethe VPMN is the

es and how the ihstant” invention's .
anly netarirk irebiverERyes dThig isvackievad dysrepeatedy sendiy a location update

N

ety i a VPW is to fool the HPWN TR to think
the thtﬁlﬂﬁtaﬂgaﬁghdset is operating in manual node or the

[0034]SIMBMNTR sshidéd not try to reject registration of devices in a manual selection
or if the VPMN is the only network in coverage, recognition of this mode of an
outbound roaming device is Important. To avoid bad customer experience, the
current TR solution deduces the manual mode or VPMN-only coverage if the
outbound roamer's location update from the same VMSC/VLR of the VPMN comes
back the fifth time despite rejected the previous 4 times consecutively. This makes it
easier for the anti-TR solution of a VPMN operator to fake the manual mode or
VPMN-only coverage on behalf of the inbound roaming device.

[0035]However the anti-TR solution generally cannot hold for a long time to respond
to the registration of an inbound roaming device. This is because the handset might

move to another network or try another registration anyway if its registration attempt
7



only network in coverage. This is achieved by
repeatedly sending a | ocation update on the sane
network |ocation despite nore than 4 |ocation update

is timed %Lﬁcgl'r@“%ﬁhr?@ sbitgioRPMNoTRaahse aBxily [ £9841 Sohse rBRdom or K

not try to reject registration of devices in a-
configurableudhtesediecta dake onewf ladationPMNdate tmﬂcemzlnyerrlecahwm update
i n coverage, reco {1 ton of, th out b

intorvals; Ga Vg Q0P Fab i bhessh (oS ot 0B GBS CHRBRY  different
handsetﬁgﬁg tﬁﬁcageéo EQF'\VEN%E {?‘{'/ail-an é"e%h‘? rﬁﬁdé@r% Heﬁﬁ:iset type. It is

coverage | out bound
also posfsﬂlﬁ@ﬁtha&dt@‘caeﬂmku«)cmtcm ﬁpcdmteuhmrsdsmmmawﬁert different

operator\@p{frié.tww%ﬁgZCur?r?érgchrgﬁgfg'e%gmté Flogwian wadall fiergls fdant aiso
t
vary amofg SRR HaRB S GRR: Blnd cEB R E" Shel sppp Hifen for the

same héh@sétn%@ndr H@@iﬁﬂmghidﬁyls&@nafz@qﬁﬁ]ammvm sdﬂ&tl@mtto dRk by a
sol ution 0general |y cannot hold for
i

ong ti
VPMN, aﬁ@b&lﬂﬁpe ingtthe resigeras i iherfirst ioaﬁﬂpﬂmgi%éefr@mﬁh?gdevme is a

TR stk Bl TabRDREEDE shifo B A o Sple TGS o on e
same VMS‘C/W.G! §h bahbAdf #hé eiiund fobmihg dediceut. th@hﬂ:’!ﬁm i-TR
sol ution al so cannot easi I%/ sel ect sone random o

[0036]Faroexangplealiitbe iantief Resadutian fitgise3 mmeﬂefé@ttmbﬁpq@w%‘ter the first

TR reiogh e, BeSIaP T ERHRIE) S 7 AR E P g v cnotre

Iocationq}zifcfa% IH thé“éé‘ﬁ%%cbﬂ@#stheblqpm IR ealutivav@ilaaliamithe location

nge even for the same handset type. It is also
update. rﬁBsarh:ltl&elt bramipte, df theeantTR Boh@pnd‘rream garatleeatipns update

ater Bt el e SR BoCE 54260 990l Ty hanase
will thex{;}rgfﬁ n?dré%cé{%ﬁ{ @%ﬂﬁs dhftherame 'It?déﬁ%t THEPEPNINETR solution

can have a s range even for the sane handset
will aI[oW)tiﬁ)@!asTﬂm:aMtuﬁdﬁelmrmaﬁyl.ar| o for an anti-TR sol ution
onse to th

[0037]T¢|¢%tnt%@§9hggwt'\?!§@gté ér%ﬁqsgﬂﬁtfd% C@Qt??'ie‘%ep epprine origial TR
mechanI oca Bedu&agothf b2hldntal 3RbG8 %erPRAP@'E)%IWCOWBF ek but does not

Ion u I N successi on,

count akébstidn Qﬁdétleethammm withimi ag:oo\égu:zénlatthrtdséowpmm mterva! for
[ 0036] For exanp if the anti-TR solution fir

examplenfitain de éﬁﬁ@ﬁd@,p%@&re% PERMIQUS lpﬁ@ti@n .Uina eriR "feé?‘-“é%a t hen
[0038] FWREOE‘E‘ Eugﬁa & 8 H‘?e V&cjubte%?ﬁ]g‘l apﬁﬁ@a I aff 'ahtlITrF@rbo[utlon

anot oca I On update -on ocat 1 on;

deployeﬂpw ﬁanm*e@éﬂr@cﬁl VPMNali 0w Fitpard & agtiows thpdat eppﬁnarches in
another exanple, if the anti-TR solution fires o

con}unchﬁnewi'&blcaﬂactih eipest Howevar theger ndyidual e%ﬂ%pmﬁﬁgﬁst A&y be
fmplemer%)te% in IEOIRRLE BrSn iy cBSibmabnt AEngRITR Bthed BEpRAMMRS for anti-

anti-TR.

[0039]As mentioned before the anti-anti-TR block 110 receives LUP messages by
either monitoring the SS7 link between the Roaming STP 112 and International STP
116 or by the redirected messages from roaming STF 112. The LUP messages from
a particular IMSI are received at step 201. At 202 it is checked if the LUF message
for the same IMS! from the same VMSC/VLR 122 is received within a configurable
threshold time interval. If it is found so 203 then HPMN 102 does not increment the

LUP reject counter 204 but sends a LUP reject 205. If the LUP is received after the
8



will then try 3 nore |ocation updates on the sane
| ocati on. The HPWMN TR solution wll allow the | ast

| ocation update nornally. [0037] To counter such a-

threshol& ﬁﬁ’fé élthéMPmN HoRMhiy BBkAONetethE sanse bhenay ol twatheck for
mechani sm of deduci ng the manual node or VPMN\-only
otheranbd'ﬁaagm&n:bes&@@s not count a location update that

N TR oy T A E A

of the sérﬂ?aédt%uﬁtpmfﬁ i4 ShbRbREhA thd COARYITaEIdhréshold tlme mterval

ustrates sone countering approaches for an anti -
When asekwt icoatiodeppdyted cbmeaowﬂmrefsmuhea voniiguadple Fthcﬁﬁh@ldz time

o, S PSR eCEE odfi, SEMELE PR AT et
counter. lﬂp(ngWI E% 9\(%15‘ tt‘n%%r?mé’%n IDT R%%UW@PW TR m ht have

er roacnes or anti- anti - %
recelvedﬂsrﬁidneeeﬁtl\@etomaldmdpdate attemipis Rom ﬁm(smnrm H\é bom & same
UP rressgﬁes by either rmnltorl nﬁ the SS7 |in
VMSCIEE d85mit engloieatriesopming dgvige A rea Al roAde Bl ppgtinue

e
o rejot g P gk S E T TREP LU R AR S Int gurable
thresholéttm‘q?é Bpem@l. At 202 it is checked if the LUP nmessage
for the sane IMSI fromthe sane VI

[0041]In rescexerglany embodimesh il dae dbrentiopnf ﬁen aﬁie threshold time
interval ﬁln%té’e[g‘/@al?ﬁ | f Ié!‘ll C%@pnd so 203 then HPWN 102 does not

ect counter 204 but sends a LUP

[0042]In" & ‘?&rtthé’ro%mﬂ)édzhﬂ#itL@P tre rigeaiticed ahtiemtitTR block 110 may
threshold tinme either HPMN 102 may acknow edge the

statist!ceﬂlgmehmgmﬂ}e wnfig@rahi@etbkeam}d tigieh dittepsl |0Vﬂ:l§ a period of time.

rhis BRI hLRSHERE BB Bbbp P 31y Yoo o

various @W]BROSBBHL@%o'ElMﬁn itles treibudtnass tel@%unst anti-TR solution

configurable threshold tine interval. Wen a new
detecting deatcoofigurptie thresihmdd tinhe intervelich a confi gurabl e
the, T

o018 5o e ohEhERY8 oo skl or bl ol soenari.
301 a n@gﬂet&é dpru;nﬁﬁaréewﬁt@y?@g;&ﬁw withea a]@hl-p@ﬁéﬁreaR/PMN 104.

ance t have received 5 consecutive
Thereaftep SR MbN1 Qb dands atltléﬁrﬁ&? forldﬁ’Ml‘héOQaﬁmqa\/HPMN hasedeployed a

VIVECNL R 12
TR solufian beehiseniiudposisand mendd oIS FEPRLEESE07 g2, Merart- TR
solution gfcVERRY .‘S’%?E%ﬁé&é U S R i o e

from safxe NS Reobatayesdt thie Chﬁtngni?arty%xﬂrjreshe(CgPA) as VLR. The
number%??_deglrJr{easgggeé gggfc’ Fv%luijd depend upon the threshold number after which
HPMN 102 would accept the LUP. However, since VPMN 104 cannot hold on fo the
mobile station for long as the roamer may initiate a new location LUP manually in the
mean time, therefore VPMN 104 sends further LUP messages in quick succession.
Upon receipt of a consecutive LUP message from same VMSC/VLR, anti-anti-TR
block 110 would check if it has come within the configurable threshold time interval.
If it has, then anti-TR would be detected 306 and LUP rejection error would be sent
307, without incrementing the LUP rejection counter. This way the mobile station
would effectively be reinitiating the registration process in a normal manner 308

despite of anti-TR solution intercepting in between.
9



i nterval may be changed periodically. [00421In a
further enbodi nent of the invention, anti-anti-TR
bloock 110 may statistically change the- configurable

[0044]Ths é“éﬁf? %%drﬂ ssgitid’ht KoM ino¥6th tﬂeﬂﬁfé@%!mf bétiemodBGBTR and

I cal cul ation may be based on the frequency
thernomﬁﬁwtﬂ%&de&ﬂé?@ed from various VMSCNLR Such a
sol uti on provi des robustness agai nst anti-TR sol ution
detecting the configurable threshold tinme interval.

Special k PR 'D%t'&gt;(g mefé}?sc?mha”ge of signals for the

orementl oned scenario. At 301 a npbile station /

[0045]A1Mt§l€§ppm@ch itakes byegn sintiaT Rasoluiarh isatan fonl griBMi r’i&? to think
VPWN 104. Thereafter VPMN 104 sends.a .LUP 302 to
that the handsalmekileHatioRds sgggq extengiRAbe jp e(gHal e(atween location

d -] et
upctates' G4 155 p2 4% VEASE10RVRRIPIE (2, L08L e gmugo or by
extendin@Nthes @dsval athvechURoationagpdatalShetveam mﬁwoﬂmsl Nomnally to
or may set the Calli ng Part A dre s é%&’% as VLR
avoid batheoUStomBEreXRrE0Pemise agEMN cHi2 sl alclpeBS eIt fogation
dat tthres d nunber after which HPMN 102 vvoul d accept
upaate 19 FHCPe! However, since VPMN 104 cannot hold on to the

[0046}Td@§’ﬁehﬂ aﬁjtaﬁﬁétQﬁisféﬁtl-Tar@cﬁ@ ﬂﬁb&iPW&OZrmm-amm' iFabbck 110 on
new | ocation LUP manually in nean tijinme, theref

re
receipt ofPEN LOP fonuart uMﬁlVé/MllE@'lrré&i@*é‘Qe?thK d|fuﬂtcl§ received after a

threshold, e pRACNEERL RS et Tanits 207 RO ARIBIq g "BRASE s @

conﬂguréﬁie' bxf@ﬁ!e@oﬂﬁxé’\"pie'ﬁjbﬂ UEet(?QJWHbgUHa’MN 162 ewbqldd waitrewithout
I nterval . it en anti - TR woul d be detected
assumm@(tﬁeandbilﬂﬂataen éoﬂ:]emspemaf hawdsed a@@i tbergforgssue an LUP ack.

For exaniale 1 CROUATB08 SFBHECBLF BecPRabey oer g gy (or ficte) tmes
of the néﬁhé\'lhteggééft% Odeftﬁ)sfe%@' ééﬁﬁéur@ﬂ w@feeﬁﬁtuahuarmcgdmon) between

te of anti-TR’solution intercepti ng
location iupdatgsielé the 9UFOI@4‘Q])§iIVBd veittin iMBKte'nldeédlrl]@m&#ﬁiOﬂo prE-anti-TR

110 wom%ﬁ&?eséqg%&ﬁ%?%e%%fsés B0 B ist el dnshBhng. HPMN
102 v CHI 0 LT RS B8 onypts beFc. 1) o
times, inhgastsral, /lembinae 3 tiatesoilhesefspeoned it 1$)¢et;—>mmndd 2§8tthat the LUP

is recel\lg_g;é;evtv\ﬂgqlm/%g \Ap%%?lglwga : é) ‘ HE& {}@fsak %e &}{@Nklsd if the
T %&%d@ﬁ@ftg%:w@ﬂ@men pumber o
times 20def YR 1H0Zhan Id LBIF avk ss/lssrtiBedttol\deMIN df4. If no 210, then a
LUP reject is sent 205 and the extended time interval counter is incremented by one
(not shown in figure). .

[0047]FIGURE 4 shows the exchange of signals for the aforementioned scenario. At
401 the mobile station initiates registration with VPMN 104 and VPMN 104 sends
LUP (with IMSI and VLR information) message 402 to HPMN 102. Since HPMN 102
deploys TR, it rejects the LUP received 403 from a non-preferred VPMN 104, This
way VPMN 104 detects the presence of a TR solution 4041 Thereafter anti-TR block
of VPMN 104 drops LUP messages from same IMSI for 'n’” number of times 405 and
follows it up by sending a LUP message 406 thereby extending the period between

two consecutive LUPs so as to fool HPMN 102 to treat the mobile station as special
10



update to succeed. [0046] To defend against this
anti-TR tactic, the HPMN 102 anti-anti-TR bl ock 110 on
recei pt of an LUP froman INSINLR 201, would check if

handset. FloWévéﬁﬁSté/@éé af ther afarernbnisal aigounmnénaww 18Ptatill sends a
he last LUP 207. This threshold tine peri

reject mmagegm&m ¥ FaiNeed THistwaydhp JaoRifs ¢ fimu\%ﬂU'ﬁFﬁaW@OIWEEy be
way, t t hout S
et S Sl Bt B BRoFEP R 450G 080T
X [ [
solution ﬁfé@,l@bgn hhgeﬁ@é]:_f’ﬂ gur abl e extended tinme period may be
%or nore) times of the nornal |ntervalcf 'g
[0948}Th&)aBhfantle'ﬁlﬂfsojgmrmfdwwka e baift theaipesignaling path ginde of TR and

E@ ween ion updates. If the LUP is received
the monipring qu?eo fended tinme period, anti-anti-TR 110

would still reject the LUP. However to avoid bad
custoner experience, HPW 102 will only wait for this-
DetectmdBed@ldse apeainstia Gm-basedfartjuﬁ"ab‘ﬁelu’ﬁmfber (e.g. 1)

[0049]Ariiioes PRSIEACER R ARG 2ish oA Speclept KcgUBT Gig betwen
VPMN 144t B4 ﬂrb@nfﬁ]’gé tgﬂ'tlsgﬁgea @féﬁélq_eébattlbﬁmég%&!rV@LR) to tore the

hecked ed tinme I nterval been
first Eoca@m&ﬂf@p@ﬁé profile inhthe YIRKIN oetwaorke dblkikis wahef byfanyt charce that

the roaM@@UAéeaéazﬁéégtS&%#eﬂn%g s Y Mé SR ey BN R aigemat,

ro LAEEPASG T A PN T A e BtcA bt o

the roanferdtane &=0te ¥POMa!194f or the aforenenti oned scenari o.
At 401 the npobile station initi es.re
[0050]in ey f0det3aNGREAS QUG Beman At ROl NG P EINS PR ant-an-

TR solufify I el G BF e it J8afTEh fhSutoound

roamer &R VFIVIRF €04 %dfo}(&wdl%a sﬂz’bsequ@myockéﬁw tl@dlatée‘bethe;sam IMSI
presence of a TR solution 404, Thereaft a,ntl

on saméNGUWN 94 VPmtheUVE’;BéNLWﬁhWeg igUF Wtﬁm’ 213, for

example, 3 an S TRVNELL gordie il Sy R AiRcslp i 4R hag been

t WO QRS BEH DHBeoh WP ticudar t\ﬁPmmonomemmmber of
happemﬁg f(eﬁglgltanﬁ,he rmbll e station 2ps special 10 handset

subscribevséoechdeday ds ebndiienanay eibat @r?eﬁP(@?%ﬂ @umhawhmmn a very

et sy ToEhs e S B IR EeLRReeENeB th ocation
within tﬁS' Ebﬁﬁ%ﬁgﬁ% ttfﬂﬁe elﬁgé}r%’gl:]?lﬁé@ga péstgﬁﬁftﬁlﬁ/gn@tlog?g?guﬁ? n%e taken.
Howevesrra bejrwanonémmwm manbe nons cateulebvet inowhigbrike mymber of
subsorlbbeorg-‘,htot hk?e Ighesclkggal L p%t hapc? dgf %e Tt%teﬂn%umber of subscribers
registered with the particular VPMN 104, If the above two conditions are not satisfied
l.e. subsequent LUPs have been received 214 and even if they have not been
received from few IMS| 217, then HPMN 102 assumes no GLR based anti-TR
solution deployed. However, if it is found that subsequent LUPs have not been
received within the configurable time 215 and the same has been happening for a
number of subscribers 219 then HPMN 102 would send a Cancel Location message
219 to IMSL.

[0051]After the detection of GLR based anti-TR solution, the anti-anti-TR solution will

wait for a configurable interval (for example 10 minutes) to issue a MAP Cancel-
11



the nmonitoring node of TR Detect and Defense agai nst
a GLR-based anti-TR Sol ution [0049] Anot her basic idea
of anti-TRis to avoi d subsequent | ocation update

Location REICHe&R %@%tfb‘?ﬂu e'é?thWMMfuahagam t@'b@@bpioying GLR

Locati on Register (GR) to store first |location
based antpTR) dramn cfri batbomndheawmhgxldeemms lsucrassfhl. Noteythat theylome

Location JRbueH (IR Ma5 IR BANEORIGS Sk, bryea U/ RRvMsC
d h

s VBN R BG5BT, o

handset WiPBBbreedl emake alatwdbcation updatef oiGtRe ¥°NN. &KorianyRVobile

Termma%gl@&)l ol @szgtftbé%@23%@%%883%@@%3‘8‘2 shie Wﬂ BRN to
e vt G e PETEYL A A IS RSP B PN VLR gy o

the roam¥rVa!l ekRsty0 thé MPMINNEL R WA bs va BHV}APaReetﬁre@atmbcb eHRMh:bHLR
i nterval 213 for exanple 10 m nutes. HPWN 102
The antietdekB $olutipniwillrwaibforr  csinfgueible Uperyistonisere Shother MAP

Cancel- antﬁbuﬁﬂﬁ@%ﬁﬁéﬂ ﬁ;bg'ﬁar %’?A lgr?p%f Ciﬁ]%' ﬂéﬂgreData

For any APNBIS0R R0RbONGH résmar,fthsedPRNMIR wmlretumntha outbound

very watchful node nmaybe 1 i.e. even i

roamer’ssigtas SRNIBY VIISSS tonthe qp@uaaang RMBEe Jﬁw@o@ﬁglmmﬁa $Mee will then

send the;(,:vggsé apaﬁy@nrenﬁlwm%l&yﬁ/gs%ﬁqhg ?ﬁm%‘%%&o CEI Oéh]gty, the

SMSC W FERER < Al S ¥k dn@l V}Qh chehheputhee @livery status to the

subscribers to be checked maybe a ratio of the total
roamer i Phi IR $arbfsidurebdeiiyery.egi stered with the particul ar

o S L S EREE, SBF E bgesoner. A
501 a r%inﬁ}’ﬁ@ry%ﬁ%ﬁ%g@g%@@tWf?ﬁe\YPM'I\Pq@HVQHDWH\IOITDH%ridﬁb LUP

ssunes no G.R based anti-TR
messags GOtt itorHBRN o021, Thieviesation Update i wrofikund theatoamer sent by

HPMN 19818 SATPANEVER 25 BP0 5a3: FBereafier fcvary subraphf hyP from
IMSI, Vﬁngﬁ %ﬂcepsgfthéléﬁﬁéﬁ 6fils tB%%ghg%quMﬂ&?dm&wénng that

ocation message
no subsé@%ﬁ]L&BP@ha&b&am eceived focﬁm@IﬂMS!s aftenatsuctassful LUP and a

similar ceoUEgER S0l & numesr/a MSBoresamg LPMEN 10y e Jo2deduces
that a d&gﬁg%&g%ﬁ m{f ?Iﬁ'ﬁ% R t@?pl%@é@ d":'edrlm?t ﬁwé@%?ﬁﬁ@% Cancel

Locatiorb@eedags 5057 Bh6fto ahe umsomkmma mufalmaﬂg updatecdefc]rsa long period
successful. Note that the

of time on VPMN 104 having GLR based antl-TR solution.

[06053]This anti-anti-TR solution works in both the in-signaling path mode of TR and

the monitoring mode of TR.

[0054]We would now explain certain approaches to anti-TR that would work in the in-

signaling mode only:

Roaming Restricted
[0055]in a TR mechanism employing in-signaling approach, a Roaming Restricted
error code can also be used is response to a LUP message. Although this

temporarily, puts the network location area as forbidden in the handset, it resulis in a
12



Location Register (HLR) of the roam ng device still
- has the real VPW VLR/'VMSC entry. In this way, for
any Mbile Originated (M)-activity with the VPW, the
faster né‘t@)&‘?ﬁ%sé&écﬁoﬁe Topidefshd agaite thindR,| tematantkT Rpdaluéon can

perform pu.st EBEMEJI ab@ﬁ,m'g{isgﬂél\gg%}éq%ﬁhg\%qrgrr?iﬁtggﬁésw) %glﬁ!\'fhtfag\/ﬁ% ISD
moseaa S BEER A B b a0yt psci B

[0056]T0 E&JMBW g¥lrf3t Whis! ahmt@tw&r@mremusm RPN otIHRNored
nti-anti-TR solution Wil wait for a confi gur abl e

due to aisuspestirig antHTRattemm,t therantieanti-CEheeltion vl iC@ﬁt'B‘r'\e t%@ﬁempt

o0 (23 BB e OB BRI i
unless tN‘%'\)PMRF K ﬁﬁ\ﬁe@ul\)‘s%@_rﬁzedr SR ERFE nbAAUP NéBM’m h@@v@ﬁk If it is

e origrn |ng originating S
detectecs ¢l 4drme nefsthrgeSDoackh eneMgeVPﬂWnVW@Csanfe tVFélWNPWtaln RR
VLR entry is_enp

Ly, r
whereasaeliegdoqut ﬁmlwm%e i'ﬁ%"@@%%@ aﬁ stflyfion, & deployed
r's HPMN HLR for future delivery. [0052] FIl GURE 5
by"“”@ﬁ@ﬁ the exchange of signals for the aforementioned
scenario. At 501 a roaming nobile station registers
with VPMN 104. VPWN 104 sends a LUP nessage 501 to
Roaminglet Alewethe | ocation Update profile of the roaner

[00571In 3 LR rg\%gggﬁgg'} é&ﬁulbﬁ E@;% pg\%gﬂ}‘??%%%&%m\gpmt Allowed

error coé@%awbﬁ Hesesédién sés;rmeptboé iLUP tmamlg&ovw‘é@ggh thisoputs the
di scovering that no subsequent LUPs ha\i swork
networkr ag dovieiddenoin dhe| BEYl af tMandsghcds &5 tS‘LU'I‘D acmf@sger networ

eseeciZp TSR RFSLAOSORE IR T, BRI shUP o NP P

&4 hawl heaRdsehokRUes0dnother iR swsdage @artbel same
ack/erro?%b' é%émassage 505, 3g06 to the | MSI who have n

transactb:eemf mﬁdasbuUPdneasamﬁwqj@qt dlae LbIP erree .Rqaﬂwngl t Allowed.

i BP0 004 By Pty s v
same an%Q%gen@warﬁ agdin bh@ SBMHt Bave Gllendsr] e Tﬁéglstrat:on to be

woul d now explain certain approaches to
successfudt i - TR that would work in the in- signaling node

onl Roami n st ri h :
100591 TQ R By P RS Nnar n <eBEh o, Mo BT RPN (TR foluton
will con’t?rmeofo ﬁgg%m@)ﬂ t@'as%c%ﬁoH a'tE,S |fﬁie§@ﬁ@§33a*c& WRithidRa configurable
gh this nmporarily, puts the network
interval I(fa.n: aetxamplerﬁa sason‘t@:s)boﬂtlm praviause Ideatiosetpdate theé got gejected

with the RNA errar.

Defense against an Anti-TR solution to OTA/SIM approach

[0059]In order to defend against a HPMN 102 deploying OTA based TR mechanism,
a VPMN 104 simplistically blocks all the OTA messages from HPMN 102 to its
outbound roamers.

[0060]S0 as to counter the above, in one embodiment of the invention, HPMN 102
would respond by sending RNA error code in the LUP response to a LUP request
from an outbound roamer registered/attempting registration with VPMN 104

deploying anti-TR solution to OTA/SIM approach. Once the roamer registers with an
13



12 faster network reselection. To defend against this
TR, the anti-TR solution can -performjust TCAP abort
or just TCAP reject the Roam ng Restricted in the MAP

alternate! SRWIRS HIRIANWI DD eaesthen t sshdlBA wabasages, usteepipgr tele the
service etc in | SD ACK. [0056] To counter against this
preferredaPMNROBact i c, whenever the 1SO RR i s not honored

o051t SHRARECH A0S 5T ShhCRBYaHH k! 1. End b

against tﬁ?'HﬂttWR%Hllﬁ:dﬁé%Io?éd biyrtes VRN Sitcey ting aah—ant:-—TR solution
ternative TR tactic unless the VPWN is
c% he ,r%glstratlon

as explaimecbbareie dvarks HyREbS@NING PO XN gNA fte®ian

message%gégg&ff(sg@tcggtﬁw?@nﬁﬂ% '@m@Neggdaﬁ]Eer s gSﬁ IE;ﬂhq[&étt ﬂ%ﬁl sed on

terifBR% bofar e prbath/Riyi@ bt SN Ib@@a IBn e d by th
coun en@ nﬁ' J\]}g @ eag)a?trrn ng ﬂﬁ%‘ Al l owegl’s[0057 Ir? a g}lmee y e
anti-TR smmﬁamtheneémel lbywom@:i be-diffiguhtae ﬁgpla@plogg;:w caumes e gnti-anti-
or .code can also b d
TR mechqugnt’:}yﬁggl% be*’%tﬂt hough this pu?sufﬁe IEeI&ZPEnZE
i
[0062]A {:%pg@ﬁ%tab% E‘Ié‘?jr esgf}léé’imeﬁjoﬁéféiﬁ ﬂioéucﬂee?]sd l’:@gﬁuﬁ% uf\alﬁe program

code, whith wiHes e@dutdResohters the aaiirTiRisoludoo@st loysed by the VPMN.
nd i nmedi at e

Tho ant g sagenei o, FRSORAEDY ARG .%ﬁx%f'ﬁgsﬁs 8 B T Se! Ghp rebistration

message PepPen ttﬁé“\/FQﬁN ﬁgméggmno uce ?E!ae'tﬂgjts'%t% ﬁ]égg?ﬁfurther

mciudesh@@rrimﬁtéﬁghbﬁbﬁbﬁ@g@m t dole sfarm'edmectmg dhedresneore attempt
agai n and caou ave allowed the registration to be
reconnesmwﬁbprref‘?@%moé‘eunter against this anti-TR

[0063}7@6‘“ 'nﬁq@q'?@s @g?gﬂgﬁ@fﬁé‘t Re fﬂébtscﬁ‘ﬁt(boJrﬁeﬁﬁbUBIy@fémW(ATRCS)

ocatlon update™if it cone
descrtbe@aébo% tthd:mdéhwfcbmb’ ladticn of rttcwmwﬂng tomponEms earzd devices

seconds) of the previous |ocati dt t hat

operatingejogetharr. Mia ﬁOﬂ‘E{@l’ﬁﬂlﬁ &afrlbe. p @ i}e g:lqmponents or
R sol uti I d

s G A B PO A G

can aisd‘@é %Bbﬁa@ witi aMPMIrd0dr off atblr sbrpanents (raitlshaain), fdreexample

messages from HPWN 102 to its ut b 0

other blﬂsﬁf{m&}csﬂir €rs, oneonaTy edeyipes, aBBdedatﬁni%@%é‘?R}BdSﬁ\é‘ﬁ?s fn any
vention, 10 r&s

number gf Eopigate T ¢ AOdG Aoy S EiGaRod I e Bbessor

based components may be carrying out the functions of the ATRCS.

[0064]it should be noted that the various components disclosed herein may be

described using computer aided design tools and/or expressed (or represented), as

data and/or instructions embodied in various computer-readable media, in terms of

their behavioral, register transfer, logic component, transistor, layout geometries,

and/or other characteristics. Computer-readable media in which such formatted data

and/or instructions may be embodied include, but are not limited to, non-volatile

storage media in various forms (e.g., optical, magnetic or semiconductor storage

media) and carrier waves that may be used to transfer such formatted data and/or

instructions through wireless, optical, or wired-signaling media or any combination

thereof.
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froman outbound roamer registered/ attenpting
registration with VPMN 104 deploying anti-TR sol ution
to OTA/ SI M approach. Once the roaner registers with an .

- [0065]Unfe®saiees diatbst ﬁléprrrbqulkﬁ/ﬁtﬂé]ﬁflsmrthrmmmrtUe@léiscnpnon and
nessages, steering i it to the, eL rred VPMN 106.
the claimppteLvords Trommwies, dicompising aBo¢d A8 AR L0 M%@l@d in an

Encluswe@gﬁ{sg;%% at e@é?c{’/gﬁﬂ@xcg% f gﬂ%ﬁ V7 an%r%ér%h f{bs%%y, ina

sense ofa-‘in@liﬁﬂin@' fb?ﬂ R Nighite AV, kaﬁdsOb@ﬁgvthegsmgelancpeplamd number
requency of the registration nmessages excpnan
also inclhdewten il HPVEInghRrt ﬁlémﬁwesﬁﬁé’wﬁ%y n&ddﬂ%’é’[é'é(d thg words

eron SHALSHARS SRR AP ERPURRLLF i e i

PR EtHi tem. Wiken th
soplcatdh pR244ioReafh hEL 4 peaBlnpcridngop LS spele i i

2] A
word "ort unpse@nn wstEbércarted adist of Avaer mereitamsadnalgwerd co]vers all of

the followiggniereratneons et reniat: aoy o the atts HER 6L “Fhbr tsgms in
the list aﬁ&%n@’l{deasﬁaﬂéﬁ B ie temE s B Bt by ObserVI ng exchange

one registration nessage between the VPWN
{0(}66]Thén@bbhe HeseYiptibine of oiftpstratedu sahbed imeditainef dhe hATRCS is not

i ncl udes co t de f.
oot SoBeb I e AR e ATERS ISR IR L AR v
S Toraf
specific %ﬁﬂq‘%@gn@%&é@e” ﬁg&]g%g?g th% ARCES %rgsfgt?%"ébeda hg\r/%m for
i!lustratlvgqﬁuw&eényaﬁmleqatvatzmtoﬂo@;ﬁcrpmmmgr&@mpalbbmvsﬂ‘m&e scope

of the Aﬁéélﬁgeagdhggg S511p8 e SR aHOM Tegran SanL )8 LeARMIARS ff G ATRCS
provided %g;%ﬁhgﬁﬁ?%u%@heﬁ%tcﬁﬁ% ;5ro'&%%§ﬂb‘%ys?é]ﬁs%ﬂa(?§ethods They may

al 'so cou h any nunber of

not be ilr%t@@"to HOSR mm§ammmet5@m¢scmm;d abnavml e other
buses, controllers, nenory devices, and

[0067] Thenplenenispand aeisi ekthe varieus emhadbsenty dEatharabgne can be

dd
combine oSt A SRR i B PnehBesappo mace
the ATR@@H[ig?ﬂ%fQﬁebB@vMBﬁﬁed[dﬁ%@ﬁbh@nShoul d be not ed that

he various conponents disclosed herein may be
OtherVdEabDnlsed usi ng conputer ai ded design tools and/or

oo B850 BB RGMAE U SESRUTRY B0 o g ano o

as a Eimiﬁﬁ%rﬁ‘?n e %Eb;ﬁ@ oPihe fhehfiomedravdataidd illuegagbes of a scheme for
'ogi ¢ conponent, transistor, |ayout

countenggoa&h-rTf%sbetmad/ MPMNhendchiErMUt of i tbei cgaming mobile station.
Numerous r;?z)ar:ationér. %% ap (? ftcatlons with :th%hsp? Cor} t{18 p?@éélﬁqnggﬁt?on will of

course oceur to those of ordinary skill in the art in view of the embodiments that have

been disclosed. For example the present invention is implemented primarily from the
point of view of GSM mobile networks as described in the embodiments. However,
notwithstanding, the present invention may also be effectively implemented on
CDMA, 3G, WCDMA, GPRS, WiFi, WiMAX, VOIP etc., or any other network of
common carrier telecommunications in which end users are normally configured to
operate within a "nhome" network to which they normally subscribe, but have the
capability of also operating on other neighboring networks, which may even be

across international borders.
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and/ or instructions may be enbodi ed include, but are
not limted to, non-volatile storage nedia in various
forms (e.g., optical, magnetic or semi conductor :

[6069] Thet &xd plesrtmhl @)tharm”esamtr ineentiay dtit FrafficrRedirectisr Cauntering
transfer such formatted data an /or *nstrHctlon

System &Aﬂ’%@@h deitallsceindhe djsstradive examg A ained NREPIREES desgpribed

using e SRR by 1 S PEBOHRAERR LAY fmstucur

But use Qﬁﬁfés'elﬁéxa?ﬁp@@%hou@ﬁn@ﬂ i Merpréi@dworliaitihgding nm\ﬂmttbn to those
onprising,"” and the like are to be construed in
media. AnfeT tafly ReskiesionSaupERLISY Hoah- e F1alepq dorghountering anti-TR

between. % g'ﬁ\ﬁé ﬁ?ﬁﬁng rﬁ%rﬁoﬁg@ﬁg %ﬁb%nsc}gh%@eiﬁsﬁ anner that is

agnostxcsﬂo”t%\' SHpailitlsubPdheUERAT or @bﬁoackdm@sltcbtﬂedtmﬂmmbah e of use
si ngul ar nunber respectively. Additionally, the words

and proV;kiedethnoUgh hmyeiypmof telegbayeunicatinpwneditiy Reiugbing without

iimitat[orhr{g' o I %L{;Ir o ?\gplﬂbm&grﬁg'mg?‘l lﬁ‘ﬂqg‘ﬂ'ﬁat%n"@%m 3GSM,

3G, cm@ﬁp‘wg Ry & YR, ts%?eiht\é%ﬁbné%ror b%e@?ﬁ@bllé‘tél@;ﬁmmﬁ@tworks
of two Or nore itens, that word covers all

or systemfs (ft)lmy sbloalied gw nFmapppmtuanodnallymsad en \mh@nea:prys@scnbed
items i

network gt alkp EeREIHERIBh 5 Gha MRS arr T RBoTs et on-adbustomed
network | %%ﬁ@ﬁé&%ﬁ@g%ﬁs IR% SehRiEED t@telbEopidmESSbrROReH BB PeFsonal

not ~ 1 ntended to be exhaustive or to

computdrs MPalmRgp&THRCH ihdowb eMpbie |@icfasr, ,n(mi] aol eptedtainment console
speci fi c _enbodi rrents of

platformasechi s Soswd Paystations obssl ‘Pf FPDE"E’?EH%? p‘bégéfe capable of

i 0 A LIS Y10 R o,

even (1\)’)" tiked-86000&viees Thads %cMengmmj ddwnmﬁmonpr dnu‘tdmpable of
herein can be applied to other roceSS|n% st ens. . an

deploymest hr@dglmmh)égs lpggtionfowhle ArEReTVRE BoPese %9{?%?[%”53}?& id such

o o LI RS PR sy SRR AR S o G

voice OV@PW'Cﬁﬂﬁnhﬁzc@t:@MS dacth ustthese @@dﬁb@byt\mnaﬁm@PaﬂmtB
her changes can be nmade t he ATRCS in lig

[0070]Intd&sczaibmgacelﬁa@| eraboatasants yﬁf .tm ATcR%rU%ﬁF he; Rﬂ%ent invention,
vis oo RRRRAT U o T O R o EBIRG pory o

a calledédﬁif%?%h@favbhﬁadc@Vﬁrﬁdm , thalt eaflebni beetbri 4 hUﬁhEBV(DEOBS}a” in
schene for countering anti-TR between VPWN an

which theVsubs$crilres teiammmwﬂmﬂO@Ssﬁéwnﬁlﬂ\eﬂt MurRdp@ugapable o visual,
audlows\éx‘%ilggfﬁ%&?ciﬂ,g%wgng ﬁpi@y. g}tgpnsatlveﬁﬁ todd'BeVRS! dr Rliis'&h be for

text, video, pictures or other communicated data.
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course occur to those of ordinary skill in the art in
view of the enbodi ments that have been_ disclosed. For
exanpl e the present invention is inplenented primarily
Technnc&fﬁ&fb?é}ﬂ:esoo' nt of view of GSM nobile networks as
described in the enbodi nents. However,
notMAthstandlng t he present |nvent|on may al so be

f vel errented on CDMVA, 3G WCDWVA, GPRS,
GSM 902\?’ %%‘RW&# P etc., or any other network of

Digital célf?f%m@le%%mrhéhlcbﬁb%@ﬂ%m @@idsend+) n which end users
re normally configured to operate within a "hone"
Mobile Apetigatidn Part\&MA:H’\) Bpegificational | y subscri be, but have the

a ility on ot her nei ghboring
(3GPP T%e&@rglzl&er QR & cﬁq‘g Peg\?@altggg across international
borders. 15 [0069]The exanpl es under the present
invention Anti-Traffic Redirection Countering System
Q71X SCBPRCS) detailed in the illustrative exanples
contai ned herein are described wusing terns and
Q70X Mé&Bnstructs drawn | argely from GSM nobi | e t el ephony
rastructure. But use of these exanples should not
Q77XT )gfjl nterpreted to limting the invention to those
GSM 11W‘$IM aiMoblleafhfdrfaddedi recti on Countering System- a

d for countering anti-TR between VPMN and HPMN
GSM 116)4 StiNbT@@lﬂﬁ ng nobile station in a manner that is

capabilities of the visited or
IR 7320$gﬁgrm§2%§ﬁéﬁﬁ%etmrk can be of use and provided
GSM 348@@1@@ any @'}me of tel ecommuni cations medi um

including without Ilimtation: (i) any nobile
GSM 310é8&ﬂ¢uﬁ% aed WA i ncluding without linitation GSM

CDI% r GPRS, satellite phones or
GSM 2335?34?31:%/%\/'[60(% Pgﬁﬁgﬁ@egetmrks or systems; (ii) any
GSM 408%8@lé R@dwmteﬂ@@em@twcsrmmyml ly used in a hone or

subscri bed network, but also configured for use on a
GSM 23¢2RiMellleBtation Peeedore non- accust omed  net wor K,

asn 24088 e RRBR I BHeS e R AR Rl el * comput er s

GsM220PH Behes Aetc¥¥ipligns Mobi e devices,; (iii) an

entertal nment console platformsuch as Sony
GSM25R04idie ModmSeRSHonr ot her apparatus that are capabl e

recei ving tel ecommuni cati ons over hone
GSMZQQ){O ﬁgﬁ’fﬂ\tﬁ@ ﬁ% or even (iv) fixed-line devices
GSM ZQQBQGT\AAWPFO%&B Jvi ng comrunl cations, but capable of
epl oynment 1 n nunmerous | ocations mhlle preserving a
persistent subscriber id such as the eye2eye devices
fromDink; or tel ecomunications equi pnent neant for
voi ce over | P comunications such as those provi ded by

Vonage or Packet8. [0070]1 n describing certain
enbodi ments of the ATRCS under the present invention,
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this speci

t el ecommuni cati ons call

cal | ed par
.can be for

APPEND{PSCI | ber
capabl e of

di splay. Alternatively,

fication follows the path of a
froma calling party to a
ty. For the avoidance of doubt, that cal

a nornmal voice call,'in which the

t el ecommuni cati ons eqU|pnent is al so

vi sual, audiovisual or notion-picture
t hose devices or calls can be

for text, video, pictures or other conmmuni cated data.
Acronyrﬁo |ecnn| CBheEEfpHBRCES GSM 902 on MAP speci fication
3G K’I/hﬁ: ILZ.I A\;\: -:r fgalgg,!g_ 0 l(b |ons SyS[ em (Phase 2+)
BSC 09 02 ver s} BA5e SSapRbopyollen gggy i 'n'v‘l"“v' ‘éﬂpﬁ,"ggﬂ';ﬁp
BCSM_ Q77X _TCAP ((8meicall Staleddedaibhi e I nterface GSM 1114

CAMEL SI M Tool ki

| CuBtonsized Smmication fir okik Fahacsed 34mic

CDMA Secuiity a

NGoEDivisierMVBilipiexsefucesy and OTA,  GSM

cL 23119 "Careiey13ag LG8eMatibar, GSM 408 Mobile Radio
CAP ;:):rl:‘:r Llabc ﬁl WO, %‘F cﬁﬁélgm%& ﬁdléd |VDD| &~ Station

CSI Lé:\‘/’é;“mé Ivﬁe &ﬁﬁléﬁgdﬁl \~ LY IRV |I [!]IL 1 | alt I\El VWOT K
GMSC Mde Sel ect CaliewapM®010 Error Network Mapping— GSM
GLR 29002 MAP Pftewvay LbrapmPRMDIer Acr onym Descri. ption

GPRS 3G Third g

P ORInb &P ciet b System

GSM

Global System for Mobile

GSM SSF GSM Service Switching Function
HLR Home Location Register

HPLMN Home Public Land Mobile Network
HPMN Home Public Mobile Network

IMSI international Mobile Subscriber Identity
IN Inteliigent Network

INAP Intelligent Network Application Part
IDP Initial DP IN/CAP message

[SUP ISDN User Part

MAP Mobile Application Pari

MCC Mobile Country Code

MCC Mobile Countiry Code

MNC Mobile Network Code

MO Mobile Originated

MSC Mobile Switching Center

MSISDN Mobile Subscriber ISDN Number
MSRN Mobile Subscriber Roaming Number
MT Mobile Terminated

NDC National Dialing Code

oDB Operator Determined Barting

OTA Over The Air

0-CS! Originating CAMEL Subscription Information
PRN Provide Roaming Number

RNA Roaming Not Available

RR Roaming Restricted

SIM Subscriber Identification Module
SRI Send Routing Information

SS Supplementary Services

387 Signaling System 7

STP Signal Transfer Point

TCAP Transaction Capabilities Application Part
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BSC Base Station Controller

BCSM Basi ¢ Cal |

State

Model CAMEL Custom zed Application for Mbile Enhanced

Logic CDVA Code Division Miltiplexed Access CLI .
T-CSl Catlin Li neTédenaiiig CANMBD Sepetedafoeimatippl i cati on Part
VAS CSI—Carel SYRREAddePYehiéSr mat | on GWEC Gat eway MsC
VMSC _ servi CP]S\iV'(SHéaM | $W’j§ﬂm%§? &he_Locati-on—Regi-ster
VPLMN_HPLMN_Home| Yisied Eublifd-ansiyipBladNeRdPIK PN Hone
VPMN Public Mbj Visitte Bublik Nlosle Netwertkat i onal  Mobi | e

Subscri ber

Identity

IN Intelligent Network | NAP

Intelligent Network Application Part

I N/ CAP nessage | SUP | SDN User
MCC Mobi |l e Country Code
MNC Mobi | e Networ k Code

plication
Country Co

Part
de

Oiginated MSC Mobile Switchin Center

Subscri ber
Nunber
ODB O erat

| SDN Nunber
MI' Mobil e Term nated NDC Nati onal
Det ermi ned Barring

or
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IDP Initial
Part MAP Mobile A

MCC Mobi |
MO Mobi | e

MSI SDN Mbbi | e
MSRN Mbbi |l e Subscri ber

DP

e

Roam ng
Di al i ng Code




OTA Over The Air OCSI Oi inatin CAVEL Subscri tion
I nformati on PRN Provi de Roam ng Nunmber RNA Roam ng
Not Available RR Roami n Restricted SIM Subscri ber
Identification Module SRl Send ', outing Infornmation
SS Su lenenta Services SS7 Si nalin S stem7 STP
Signal Transfer Point TCAP Transaction Capabilities
Application Part 18 T- CRHAIMS m nati ng CAMVEL Service
Informati on VAS Val ue Added Service VLR Visited
Locati on Register VMSC Visited Mbile Sw tching

| claiGeénter VPLMN Visited Public Land Mbile Network VPWN
Visited Public Mobile Network 19 CLAIMS | claim 1. A
met hod for countering an anti-traffic redirection of a

PR kBl B ey Mo eb P B R staton
( PYNJisitiidhPublizi Moblile Netrark (VigMN &y st idpsiedtubliddd eluilel Mefwork
a forced connection of the roam rgg nobile station to a

néAEMVefhermetodspensyingdieslaPrs@rexchange of at | east
one r eaé%‘zﬁﬁé bqarceﬁe&ﬁﬁggtlchﬁbf’\ﬁ@rkobﬁﬁné/mlIér!ﬂ'aﬂd?ﬁto a non-

HPMN, and steering the roamng nobile station to
rei nit peaferred MERINt by obeervingt exghengei thatalegsfep@e rigglistration

VPMWN. eg%%@%??y%%ﬁéﬁ%wm %&’thé"ﬂ@ qjet ecting the

forced ri ses  passive y nDn|tor|ng t he
exchangefihg tiegrsdriati raobife siatige 4o beihitenatrbgistration attempt

with a preferred VPMN.

2. The method of claim 1, wherein detecting the forced connection comprises
passively monitoring the exchange of registration messages between the
VPMN and the HPMN.,

3. The method of claim 1, wherein detecting the forced connection comprises
actively monitoring the exchange of registration messages between the
VPMN and the HPMN.

4, The method of claim 1, wherein detecting the forced connection comprises
checking a number of LUP messages received within a configurable threshold

time interval.

5. The method of claim 4, wherein steering the roaming mobile station
comprises sending a Location Update Reject registration message in
response fo a predefined number of LUP messages received within the

configurable threshold {ime interval.

6. The méthod of claim 5, wherein the predefined number of LUP messages is

one ar mofe.
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10.

11.

VPWN and the HPWMN. 3. The nethod of claim1, wherein
detecting the forced connection conprises actively
nonitoring the exchange of registration nessages
between the VPMN and the HPWN. 4. The nethod of claim
1, wherein detecting the forced connection conprises
checki ng a nunber of LUP nessages received within a
configurable threshold time interval. 5. The nethod

of_.claim4, wherein steerj roa
ST BROR AT YOS oD AP Grih TRIEIE g wrval s 15
r egbshdsat i on message in response to a predefined

nunber of LUP nessages received within the
configurable threshold tine interval. 6. The nethod of

clehiDRua WSSk BRESZIEH BUTRES: £ fodrbRgTRSROG S ton

one oOr nore. erei
t meadbﬁtftngEmBEiﬂ Hobimr Retvairk (VPNN)lbytaH\ame H_’wblibﬂ\/iobsle Network

sec ..8. A met hod of cun er i an anti-traffic
> SEPMD: e mBino ParSing REBIaRs Arari on I n BV 1 ti ng
Publ i CdMaJ&t;h aN%Fdé@r&)nQ\\e’E’M\‘) oP¥hefrddpiTRg RydYileCstidi {oea non-

Net wor k he net hod conprising the steps of
det ect prﬂjeraeci N ko eheevingnexthange cpfoafrﬁe@gt @B legistration

statiop,dQ @eﬂe&veewﬁg%m MEAMLUPARS ! Jfb it 2 Bifaber

of at eas one regi stratron” message b vveen
and t hef l:ll?mawdngeheadeuwgi waithio mtm:mﬂgmfabld.lfﬁrm#mgms interval;
recei ve in a.confi t hr esh

W, t . d ti
Bt or vatetolicalup8igiEthoi e iR oyt i emianiaRee i the number
time i gt qryrl mbashfbsoReddiRd Wiitelthe Ofodfidrdme Stesshold time
received with the configurable threshold tine

i nt er vBltervalgfdst eeri ng the roani ng nobile station to

reinit gt%teﬁn@ tﬁf%&bh?tﬂnfﬂle&gt{aﬂgpt‘[o i t{éitéf‘taﬁgegkﬁrgﬁgﬁ attempt

VPM\. counterin
redi remth@rprefermdr\d%MNng nobile station in a Visiting
Publ i c Mbbi |l e Network (VPM\I) by a Hone Publ ic Mbile

N(?\t g’ﬁqé(m f&r cou termghgn %fs traffic renPrgaé;tl o ngf a roamlng mobile station
in a Visiting Public Mobile Network (VPMN) by a Home Public Mobile Network
(MPMN), the system comprising of:

- a probing block for observing at least one registration message
exchanged between the VPMN and the HPMN,

- a detecting block for detecting a forced connection of the mobile
roaming station to a non-preferred VPMN, and

- a redirection block for steering the roaming mobile station to reinitiate a

registration attempt with a preferred VPMN.

The system of claim 9, wherein the VPMN and the HPMN are a part of a

wireless network.

The system of claim 10, wherein the wireless network includes GSM, GPRS,
3G, CDMA, WCDMA, TDMA, WLL, WiFi, WiMax and VoIP networks.
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12.

13.

14.

15.

16.

17.

18.

a probing block for observing at |east one

regi strati on nessage exchanged between the VPMN and

the HPWMN, a detecting block for detecting a forced
connection of the nobile roamng station to a
non-preferred VPMN, and a redirection block for

steering the roamng nobile station to reinitiate a

I efHeséysddrn i oidifregpivhaveimihg prodingr leck WitdMsepttOa silgmaling link
systemof claim9, wherein the VPWN and the HPMN are a
petween e RFMY asan pigpriiona BTPrhe system of claim

10, wherein the wireless network includes GSM GPRS,

3G CDVA, WCDWVA, TDVA, WL, WFi, WMx and Vol P
netthgosyaiem2af alaim TRe véhpseiarthefprebing nblock wassieely mewitors the

pr.obi ng.. bl ock inter Lgnalin Ik t t he
PRI E e S RSO - e
12, wherein the probing block passively nonitors the

regi strati on nessages exchanged be n the VP nd

¢ Rl ptem 1 Claie 9s phieeain dpe Braling g’\,{\‘%%h'érféquﬁi‘%% the HPMN
prmﬁg?@mk is coupled to the HPMN Roam ng STP. 15.

The system of claim 14, wherein the probing bl ock
actively nonitors the registration nessages exchanged

ot SRS IE P ERUEI, shfnd e SLAR gl it e
nesgiselforexebsge xkbingehbetw¥BMha B VN B eSHIPMNL7 .

A conputer program product conprising a conputer
readabl e nmedi um including a conputer readable program

cogfy §iterd WiMYISH 99 whBréfthe tprddihg lodieohR6s 88 Rbjistration
roam ng nobile station Iin a \ﬁSItInﬁPPUbHC Mobi | e

NeneRpages exeiges peiweehe VBN iaad ot P M &EPwor k

(HPMN), the conputer program product conprising:
conput er readabl e program code configured for

det emmgdea ppagrairb lpeoddadr cadpisimnyext conpwiér treadallammeglium

nobile station to a non-preferred ., VPWMN by, observing. .
2tnodag 4 EMPLIST SERdRP PRI ey 10t HUBIFT GG PR -traffic
t hediMdInadtch tmitgMNob RN dtRARRAPHE £1Vigigas #blc M&dleaNktwork
code configured for steeri n% t he roam ng
(VPMN) by 2 Home Public Mobile Network (HPMN), the computer program
product comprising:
- computer readable program code configured for detecting a possible
forced connection of the roaming mobile station to a non-preferred
VPMN by observing at least one registration message exchanged
between the VPMN and the HPMN, and
- computer readable program code configured for steering the roaming

mobile station to reinitiate a registration attempt with a preferred VPMN.
The computer program product of claim 17, comprising computer readable

program code configured for passively monitoring the registration messages
exchanged between the VPMN and the HPMN.
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nobile station to reinitiate a registration attenpt

wth a preferred VPMN. 18. The conputer program

product of claim 17, conprising conmputer readable
program code configured for passively nonitoring the

regi strati on nessages exchanged between the VPMN and
the HPWMN. 22 19. The conputer program product of claim
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for detecting a possible forced connection of the

roam ng nobile station to a non-preferred VPM by
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Wdt@ﬁ&@ﬁ f.gﬁgst eering the roamng nobile station to

reinitiate a registration attenpt with a preferred
VEMN. Computer readable program code configured for detecting a possible

forced connection of the roaming mobile station to a non-preferred
VPMN by observing at least one registration message exchanged
between the VPMN and the HPMN;

- computer readable program code for statistically configuring a
threshold time interval on the basis of a number of LUP messages
received within a configurable threshold time intervai ; and

- computer readable program code configured for steering the roaming

mobile station to reinitiate a registration attempt with a preferred VPMN.

23



