1 METHOD AND APPARATUS FOR MOBI LE- TERM NATED SHORT DATA BURST COVMUNI CATI ON
FI ELD [0001) The present invention relates to comrunicating information in
a global distributed network, such as the Internet. More specifically, the
present invention relates to nethods and apparatus for determ ning whether
to send information to a target co ni cation device in short data burst
format, without waiting for the traffic channel to be an activated, when
the target comrunication device is in dormant node. BACKGROUND [0002] Wen
an Internet protocol (IF) datagram carrying infornation destined for a

target communi des ( PDSNs
to a base sta%ﬁﬁ%@%@&ﬁé&fﬁéﬁ |Ie(the :
packet session is in SHORKDATA BIRSEE I@N\ ne whet her the
i nformati on should be sent as short data bursts (SDBs). One algorithmis to
use the size of the received information packet as a filtering criterion.
That is, when the received informatio j!a(!,)ket is found to be smaller than a
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for the trafiSubuiadaperok Suph ag thg Jnieraef. Mome spgcifically.r @Pfﬁ’réseéhMﬁ@tionneeds to
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whil e sone srrall rressages may need to be delivered after the traffic

channel is re-established. Using a_l et size as a filtering
criterion may trigger many snall %@&@éﬁﬁ)be sent as SDB and, therefore,
cause epb@Nnsi ve MoRal 4018t EotocNIDNddtApRa Varryin lmﬁn%&ﬁ&eshaéaﬂforlaf a

smal | packet size is used, |arger nessages that™ are tinme-critical may not
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dormant, the BSC/PCF needs to determine whether the information should be sent as

short data bursts (SDBs). One algorithm is to use the size of the received information
packet as a filtering criterion. That is, when the received information packet is found to -
be smaller than a predetermined size, the information packet may be sent to the target
mobile station as SDB over the forward common channel, for example, without waiting
for the traffic channel to be activated. Otherwise, traffic channel needs to be re-
established before sending the information packet. This algorithm may not work well in
group call services, for example, where clients and servers send messages vatied in size
when the data session is in dormant state. However, not all these messages are time
critical and, therefore, need not to be sent as SDB. Some large messages may need to
be sent as SDB while some small messages may need to be delivered after the traffic
channel is re-established. Using a large packet size as a filtering criterion may trigger
many small messages to be sent as SDB and, therefore, cause extensive loading on the
common channel. On the other hand, if a small packet size is used, larger messages that
are time-critical may not be immediately sent as SDB.

[0003] There is a need, therefore, for mechanisms to determine what messages need to

be communicated in SDB such that no time-sensitive message is delayed.



[ 0004] The di scl osed enbodi nents provide novel and inproved nethods and
apparatus for determ ning whether infornmation destined for a target nobile
station is marked to be sent as short data burst. The nethod incl udes
receiving an information packet destined to a target nobile station,
parsing the received information pack;t, and determ ning whether the
received informati on packet is marked to be sent as short data burst
nmessages. [0005] The discl osed enbodi nents further provide novel and

I mproved net hods and apparatus for marking information for short data burst
(SDB) delivery in a wireless connugéﬁaﬁhﬁgﬂnetmork. The met hod i ncl udes
encapsul ating information in a dat ere the datagramincl udes a
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w rel ess conmmuni cation infrastructure delivers the information encapsulated
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The feat ur esneagigesndvant ages of the present invention will become nore

apparent fromthe detail ed description of disclosed enbodiments set forth

bel ow WAK! t akenThe disglosgd erabodiments further, grayids\payelsandaimproyed msthods dos] FI G
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for the heagettiopaftthodatsgrammsuéinthal HSwirbless conmunurniéation tinfraatecterhtetiveretie; [ 0013]
FIG 6 illustrates at of .service field for the ader portion shown in
FIG 4, acddPERGn eRaRmdEiadin Brfeasum e a destingting 2s SOB messa8es) | ot r at o8 a
type ofjoguey Vi ce i @hdthdrodspddtCanpaRius AoF EoBRuMbANE ihfdrkhtian destined for a

target mobile station includes a memory unit, a receiver, a transmitter, and a processor

communicatively coupled with the memory unit, the receiver, and the transmitter. The
processor is capable of executing instructions to carry out the above-mentioned

methods.

BRIEF DESCRIPTION OF THE DRAWINGS
[0007] The features and advantages of the present invention will become more apparent
from the detailed description of disclosed embodiments set forth below when taken in

conjunction with the drawings, and wherein:

[0008] FIG. 1 illustrates a call-flow diagram for delivering mobile-terminated short data
bursts;

[0009] FIG. 2 illustrates an IP datagram being framed and encapsulated;

[0010] FIG. 3 illustrates an embodiment for a base station and a mobile station;

[oo11) FIG. 4 illustrates a header portion for the IP datagram shown in FIG. 2;

[0012] FIG. 5 illustrates a type of service field for the header portion shown in FIG. 4,

according to one embodiment;
[0013] FIG. 6 illustrates a type of service field for the header portion shown in FIG. 4,

according to another embodiment;



according to yet another enbodinment; [0015] FIG 8 illustrates an
alternative header portion for the IP datagramshown in FIG 2; [0016] FIG
9 illustrates a frame structure for the PPP frane shown in FIG 2; [0017]
FIG 10 illustrates a parsing algorithmfor the PPP frame shown in PIG 2;
[0018] FIG 11 illustrates a parsing aI gorithm for the header portion of an
| P datagram shown in FIG 4 and FIG38; and [0019] FIG 12 illustrates a
sinplified parsing algorithm DETAI LED DESCRI PTI ON [ 0020] Before several
enbodi rrents are explained in detail, it is to be understood that the scope

of the ventlon d not be Ii ted he details of the co ruction
and the[ %}rangeﬁﬁﬂ%‘bflsq% %@P&)Bﬂ%@ﬁ‘f‘%e é"g‘[l rdhe Reader pashon shopap 4,
descri pti on a@dordihg téSyet AloBitr eMbbdifentlr aWi ngs. Al'so, it is to be understood
t hat the phraseoEKgLﬁ and term nol ogy used herein is for the purpose of

descri gf91§h and illustratey an aliernativecheader| postion frg the M) datagram| shown in

i1 ustratesPF fl ow diagram for nobile-term nated short data burst

i nformati on delr very during dormant packet data session. During dormancy
state, [0bws] poi nFIG. (91nusu’ates[arfmmmhct(1ﬁl?51)thsPBB frameissowminRIG Zed, but traffic

channel deact Information arriye t he PDSN 10 , as |IP
dat agr 4% ]3 gﬁﬁ&‘%“%ﬁ@?’@@% 8°nﬂ\m§°fgﬁ%é] ﬁﬁl%t hen makes a
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BSC/ PCF[O1014 arses the recei vgtg’rlﬁrﬁo%rratlon | f alte gotype of service (TOS)

field in thehevwnndAGpband BIE. §f andhe recei ved | P datagramis narked for SDB
del i verpygof hen B h (g) to deliver the
|nforna |o as S .'lgflllégé}egggﬁl%ﬂg?ér%ﬂﬁgs %at the received information
should be sent as SDB, BSC/ PCF 104 first perforns a general page, in step
(d), to locate the target nob i Wently, the information is
sent as SDB over the conmon bhgﬁ‘ﬁé#‘ﬁbf@?s%% , to the nobile station
(M5) 1060201 n st eBe(oi'é sevERE einBodiflents AR ¢xplaifddaini deil"R)s heb¢ gedekdtdddedlat N t he
nobi |l e's general page response nessage received in step (e). Ochervm se, if

BSC/ PCF 104 tfetcaps9fihsinyentionsheuld pothe lispjted te Bwer?ﬁtaﬂ&ﬁf the GRNsHUSHAD epd thesont  as
SDB, BSC PCFm&.%L defif dfQfe étnnﬁmbx?]& &ﬁﬂﬁhﬁ% 0% 545&)111 tddqn bacat e the
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procedure | s R)?Ehes ! A <')tndes np’uon o &rguld4 not be regarded as limiting. .

[0021] FIG. 1 illustrates a call flow diagram for mobile-terminated short data burst
information delivery during dormant packet data session. During dormancy state, the
point-to-point protocol (PPP) session is maintained, but traffic channel is deactivated.
Information arrived at the PDSN 102, e.g., as IP datagram(s), is sent to BSC/PCF 104,
in step (b). BSC/PCF 104 then makes a determination as to how to send the
information, in step (c). In step (c), BSC/PCF 104 parses the received inforhaﬁon. If
the type of service (TOS) field in the header portion of the received IP datagram is
marked for SDB delivery, then BSC/PCF 104 uses steps (d) through (g) to deliver the
information as SDB. If BSC/PCF 104 determines that the received information should
be sent as SDB, BSC/PCF 104 first performs a general page, in step (d), to locate the
target mobile station. Subsequently, the information is sent as SDB over the common
channel, for example, to the mobile station (MS) 106, in step (f). The target mobile
station may be identified in the mobile’s general page response message received in step
(e). Otherwise, if BSC/PCF 104 determines that the received information should not be
sent as SDB, BSC/PCF 104 relies on mobile station controller (MSC) 108 to locate the
target mobile station, e.g., through the general page procedure, re-establish the traffic

channel, and then sends the information. This procedure is not shown in the diagram.



[00221 In one enbodi nent, a network entity, such as a group call server 110,
may provide the infornmation destined for the target Ms 106 as an IP
datagram PDSN 102 encapsul ates the received | P datagram before sending it
to the BSC/PCF 104. FIG 2 illustrates an |IP datagram fram ng process,
according to one enbodinent. IP dataggan1 202 may include a header portion
and an information portion. If PDSN 102 is a PPP peer of M5 106, PDSN 102
may encapsul ate the received | P datagram 202 inside a PPP header 204 and a
PPP trailer 206, formng a PPP frame 208. [0023] According to one

enbodi as d .n TI A ‘Intero bili

Specifirfg }on (1 ?m? g{%ﬂ ﬁ‘&%@o‘E nggﬁ%gﬁ% RS Frﬁ%‘?‘f%ggﬂe %‘g?uéffa-‘/ 2001,
(10sv4. 1), tpe&v@deethseﬁdmwl o h&u?é(g? m;ﬂ?mmd MZSIOOIGngﬁ@BﬁEgﬁ%d 12>B§N|\1020ﬁ adds
generic routi ncapsul ati qn E) he 10 and | P er 212 to the
recei ved PPP““%F‘Q s Pggecel AP ﬁgwh&%@‘eﬁa&%@s itg ghe R’ﬁéﬁ’@éoﬂacﬁg& 2214 s
treat ed as sirRes BRI BASLARGahin P HIERE 0L lie LB RETerk 4P BRaginALO
connection, for exanple. T0024] recei vi ng GRE packets 214, BSC PCF 104

removes t he 20Rmaydnelude 2 header peitiprPand:aniinformmption pottionh &f PRSN 192ds &RPPpacket
214 and nma over the
St nters aggis MELE TR QRRNSaps il R BE! Popsifn A0 LR A ¥PEC O

dat a sessi orheader 204 amid PPIRS(IePED6, fdithingecPRP frane2081i ne the received PPP
frame 208 to determ where the header portion o he 1P

begi ns, OWésore s?‘ﬁ?‘?a t9 pHese® ‘P tdata%\grdﬁWF‘E s m%@ cussed
later, her eI“nhterég&’@@iuylspeaﬁcmﬁq:(dsl)QoﬂMm@Aw&m%rmm&esZ%gﬁant ains

an |ncorrpl ete PPP frame or nultiple PPP frames as sgem
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cases, the %@&%&@%@Oﬁg%ﬁﬁﬁoﬁ Yheaddd 290 Gfid pﬂg@% r iﬂ%ﬂ} rb%%uci% in the

GRE header to ehsur’e sequentl a |ve packets. In
t he event t Heamet 208, Senning te GBEuvpkabfZIGQEI‘heeGRErpazkﬂ 214 isriatedchs anBBC/ PCF

104 re-sequen th ej v bef qr. par sj.ng .t he PPP frane.
[0026] Fi G Pavioad andis %%‘F‘eﬁs?“e‘& ‘ﬁ%@?ﬁ:‘&}?& o A LT cORESHET forfXemple, poey e
304 andjoozapbi | e gifeet reeBivE{REGRBIpackRtsa21d, BSOATR10H remaspéseme IGRE)Beadar 210US
di scl osed enbod gent 52 or a particular conmunicatio voi ce data packet

data, and/ord® 13 dhe teqeived {5RE paddetéldand M@@B@PE#G heagdsrs
station 306,bef6ré‘se"i\ﬁ1n§'tl’ie mfaﬁ.aﬁap&veﬁﬁkéamﬁ{arf & M 106 S AR usERY “be

thte)fﬁg
transmtted, such as nessages used to estab? sﬁ a onmuni cat1 on sessi on
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begins, before starting to parse the IP datagram 202, as will be discussed later, herein.
[0025] It is possible that a single GRE packet 214 contains an incomplete PPP frame or

multiple PPP frames as specified in TIA/EIA/IS-835, “Wireless IP Network Standard,”

December 6, 2001. In such cases, the standard specifies that a sequence number field

included in the GRE header 210 may be used to ensure sequential delivery of the
packets. In the event that the sequence number of GRE header 210 is enabled,
BSC/PCF 104 re-sequences the received GRE packets before parsing the PPP frame.
[0026] FIG. 3 is a simplified block diagram of an embodiment of a BSC/PCF 304 and
mobile station 306, which are capable of implementing various disclosed embodiments.
For a particular communication, voice data, packet data, and/or messages may be
exchanged between BSC/PCF 304 and mobile station 306, via an air interface 308.
Various types of messages may be transmitted, such as messages used to establish a
communication session between the BSC/PCF 304 and mobile station 306, registration

and paging messages, and messages used to control a data transmission (e.g., power



5 control, data rate information, acknow edgnent, and so on). Sone of these
nessage types are described in further detail below [0027] For the reverse
| ink, at BSC/ PCF 306, voice and/or packet data (e.g., froma data source
310) and nessages (e.g., froma controller 330) are provided to a transm t
(TX) data processor 312, which formags and encodes the data and nessages
with one or nore coding schenes to generate coded data. Each codi ng schene
may include any conbination of cyclic redundancy check (CRO),

convol utional, turbo, block, and other coding, or no coding at all. The

voi ce data, e a es e, _coded erent schenes
and di fferen%‘%@pé@tg tgr‘r%fggjgges %"2‘@8‘3@’.@%‘%}’3&“ sfof%'f)e;%”gfg ‘[d%% SRS coded
data is thenypesaw désetibed irrfunthetdetildelopVOD) 314 and further processed (e.g.,
covered read th short PN s and scranbled with a_| ong
sequencr@ozggsi gne\34°f gletr?l"éfsﬁélép qt@%ﬁﬁ?“ Yoige ﬁ@é‘iﬂp&?]%‘?ﬂdﬁ&l(%gr@‘ﬁ‘ﬁéﬁtapr ovi ded
to a trans@bﬁk@BlWﬂnﬁlﬁéEME@( @rﬁﬁQc%HMle}B%)eﬂegﬁvﬂiedt&Q@ﬁéﬁ{rﬁl@?r)§)0 one or
nore anal og signal's, | tered, and ‘quadrature nodul at ed
generate a rdatAeprecesior ﬁllZ,szgcﬁaﬁomatsmd encodasdke datmandshepsages withrong oemhorenr ough a
dupl exer (D) d 04 [0029]
At BSC/ PCF 3 i&@ %gg’%‘%s\r/g‘? n?’?r%“ﬁ k°°\é€& |;§;§]gc% g °B£‘8 gnt faz:%:‘hd;é

routed thr eogibimtion pf eyctic rélﬁﬁdanayldhanQQRdfa‘,Cboh@olaumﬁt; emrbe,rblwk and Rﬁbﬂ?) 354.

BSC/ PCF 304 recei registratio nfornation and status infor i on,
oo, robi | SRk P PO F N TRV RACKEF Ut TS5 T e SR8

Recei ver uniyjsing2iff&ent@tRentdSand Aiffbrent typed %ﬁessa@ﬁﬁa&%b@&dﬁmﬁ@nve”& and
digitizes) the received signal and provides sanp A denodul at or ( DBMOD)

356 rec@PiBs and Theoradsd clafy is Hen prevideddRin ﬂ@é@]@&%r@doﬁhélﬂ qngl further
demodul |
denpdul ates)ph (%Qseﬁ , Eoveted sgﬁé%\i'v% shbft PRYefpfent "B{Hs%faé@% gcﬁgpﬁﬁﬁ Ty

i npl ement ah |ver thdt processes muFtiplé I ns recei ved
si gnal and sgmcaasssgnc(brtdmthaedsesyﬂrhmkai) Bhe epdilated(day) isdthem ppovidedstear 358

t hen decodes_the.. s co ta and es transnitted on
Lhe'r evor g e e SRIE] 18 5y Soodifneflte 2. S06uea 38 D58 ob bk Bhdcis: o
sink 360 andsigraR, A8pIA[ fillerb® 268 ¢8iratiR)mARIAI) ¥V SeRrdda feveRB lihR kighdl. 370.
Controller 370 may 1 nclude instructions far pagi a group of nobile

stations, whihenrexgre Hak gigaddis sputed, throngh; 4 duglexsr (Pﬁélwmi ranggpiffed yisan  The

processing by Aarasiioatstipep8ofnd RX data processor 358 are conplenmentary to
that perforned at base station 306. Denodul ator 356 and RX data processor
358 nmyl0029] At BSC/PCF 304, the reverse link signal is received by an antenna 350, routed

through a duplexer 352, and provided to a receiver unit (RCVR) 354. BSC/PCF 304

may receive registration information and status information, e.g., mobile station location

information, from mobile station 306. Receiver unit 354 conditions (e.g., filters,
amplifies, down converts, and digitizes) the received signal and provides samples. A
demodulator (DEMOD) 356 receives and processes (e.g., despreads, decovers, and pilot
demodulates) the samples to provide recovered symbols. Demodulator 356 may
implement a rake receiver that processes multiple instances of the received signal and
generates combined symbols. A receive (RX) data processor 358 then decodes the
symbols to recover the data and messages transmitted on the reverse link. The
recovered voice/packet data is provided to a data sink 360 and the recovered messages
may be provided to a controller 370. Controller 370 may include instructions for paging
a group of mobile stations, which may be based on the mobility of the mobile stations.
The processing by demodulator 356 and RX data processor 358 are complementary to
that performed at base station 306. Demodulator 356 and RX data processor 358 may
further be operated to process multiple transmissions received via multiple channels,

e.g., a reverse fundamental channel (R-FCH) and a reverse supplemental channel (R-



further be operated to process nmultiple transm ssions received via nmultiple
channels, &e.g., a reverse fundanental channel (R-FCH) and a reverse

suppl emental channel (R 6 SCH). Also, transm ssions may be simultaneously
frommultiple nobile stations, each of which may be transmtting on a
reverse fundanental channel, a reversge supplenental channel, or both.

[ 00301 On the forward link, at BSC/ PCF 304, voice and/or packet data (e.g.,
froma data source 362) and nessages (e.g., fromcontroller 370) are
processed (e.g., formatted and encoded) by a transmit (TX) data processor

364, further ocessed (e.qg., covered and ead a nmdul at or ) 366,
and conditi §Fr‘3'§ Cégsog%ms&%ﬁ%g@% QCOSIQH%HS‘B‘S?%%I_ 91813’15%9 iSEHODS P3her ed,
and quadr at bf @hithGhdyHeathhshittidy drf 2rversd fuRfarbdtitd] chaMERh ré@BselsBpplagaftaat e a
forward |ink signal. The forward link signal is routed through dupl exer 352

and transni chawel,ppbatiht enna 350 to BSC/ PCF 306. Forward |ink signals include

pagi ng hognal s. é‘%l‘w : ,]]Qéiﬁ t I ' | i ecei ved
by ant ?1%219220, rd(;)j(l}?e tﬁhrh?g%gggp ex?éor4’ gﬁgé 81;% pgcﬁligit/%‘%gé.ggﬂgmrazlg{gi ver
unit 322, Rsowtes362) and memge&:(e:gdiftdrmcmtro_(ler_.ﬁﬂ) ard provesed (e gy, Sormaitéd ands,

o e oS 41 R 2L o bRt kR B o
and pil ot depead) it LapdiinoeMODY366,aha contidibnbd ()¢, Ovdndertéd/ishmhiog siphals,t he

synbols are further processed (e.g., decqded and checked) by a receive data
processor 328Wled, dltsirdy and quadgatise %@#ﬁ@s%é§%@%¥n“ﬂtéam)tm ¥or war d

link. The r%@ﬁ\%fﬁé%%ﬂ@a&&liﬁl@sigﬁe@yﬁﬂ@%rwtaﬂ éiraélﬁfgraﬁ%mg&& jsgcovered

nmessages nmay be provided to Controller 330. ntro I ncl ude

i nst ruct i on@nd tranymiti¢dsyie antapnarsO ie@SCAREE 386 | Farwandylinkesi grislssiocludapaging
nmobility of sgﬂﬁlsrmbi |l e station. I P Type of Service (TOS) Bits [0032] FIG 4
Il lustrates eader portion for the |P datagram 202 shown in FIG 2,

accor di[ogsil o one A2BREIPGE306, the Forward livile sighalnis 4edeivedy. ankérthal 220§ yjueedof

S S i e ol 4 it AR ) 11
service def i(él'g.t, & E&rveﬁd?ﬁ‘ﬂters,m%g{fis,@Mﬁﬁ%ﬂ&nh&s, ?ﬂ;]é hil%%%eé)!ihﬁ%&i\?e%l,

"I nternet protocol," Septemnber . In this RFC field has five
subfi el ds as$izgAowd nrovidgsgamples. The saaplesire pegessed (e.gi despegded, iscoverrd.dat agr am

pr ecedence, i blioNBSialed8) BdehbRTuEEI o IRSVIR syRiiRie doDEEsyinbEi0 Ue

further processed (e.g., decoded and checked) by a receive data processor 326 to recover

the data and messages transmitted on the forward link. The recovered data is provided
to a data sink 328, and the recovered messages may be provided to controller 330.
Controller 330 may include instructions for registering BSC/PCF 306, which may be

based on the mobility of the mobile station.

IP Type of Service (TOS) Bits

[0032] FIG. 4 illustrates a header portion for the IP datagram 202 shown in FIG. 2,
according to one embodiment, e.g., IP version 4 (IPv4). The IP type of service (TOS)
field 402 is the second byte within the header portion of the IP datagram 202. There
exist three widely accepted mappings of TOS bits to service definition for IPv4. The
first mapping is defined in RFC 791, “Internet protocol,” September 1981. In this RFC,
the TOS field has five subfields as shown in Figure 5. Three “precedence” bits specify
IP datagram precedence, with values ranging from zero (normal precedence) through
seven (network control), allowing senders to indicate importance of each IP datagram.
The next three bits are “D,” “T,” and “R.” These bits may be used to specify the type of
transport for the IP datagram. The last two bits are reserved bits. In one embodiment,



seven (network control), allowi ng senders to indicate inportance of each IP
datagram The next three bits are "D," "T," and "R " These bits nmay be used
to specify the type of transport for the IP datagram The last two bits are
reserved bits. In one enbodinent, 7 the group call server 110 uses one or
both of the reserved bits in the TOS %ield of the IP datagramto designate
that a wreless comunication infrastfucture, as shown in FIG 3, for
exanpl e, should send the IP datagramto the target nobile station as SDM
nmessages. [0033] FIG 6 illustrates another mapping for TOS bits for service
definition, jas defined in RFC 1439, "Type of Ser\vjce i I .nt er net
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by the Internet engineering orce (] EM erential service framework,
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i || ustr at es eREBRleshodd sengthe Bt datagsar (o thetasget mebidostatiqn a5, SDM messages ver si on
6 (IPv dj i itibh QG A Yo {’xﬁ
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that imedi adsklfgreé QETEYdiffetentialsetyide fragtesiody a destdbdion REES245HoWDefinitidhi gure S.
RFC 2460 | e% slffgrgx?tlnatédnSér\%rcég ﬁgldh&\g lt’ire]lec}l) in the IPv4 and IPv6 Headers,” December
1998. This definition utilizes 6 bits of the differential service code point (DSCP) to

indicate the per hop behavior (PHB) treatment for the IP datagram. The last two bits are

-

reserved bits. In one embodiment, the group call server 110 uses one or both of the
reserved bits in the TOS field to designate that a wireless communication infrastructure,
as shown in FIG. 3, for example, should send the IP datagram to the target mobile
station as SDM messages.

[0035] FIG. 8 illustrates header portion for the IP datagram 202 (FIG. 2) for IP version
6 (IPv6), according to RFC 2460, “Internet Protocol, Version 6 (IPv6) Specification,”
December 1998. The traffic class 802 is a one-byte field that immediately follows the
4-bit version field 804, as shown in Figure 8. RFC 2460 leaves open in term of how the
8 bits of the traffic class 802 field are used. However, there is on-going IETF effort to
adopt a service definition for IPv6 similar to the service definition of IPv4.

[0036] Going back to FIG. 6, given that the first 7 bits of the IPv4 header portion may
be used for service definition mapping, the last bit may be used to indicate that the
received information at BSC/PCF 104 should be sent to the target MS 106 as SDB



8 bits of the traffic class 802 field are used. However, there is on-going =
effort to adopt a service definition for IPv6 simlar to the service
definition of IPv4. [0036] Going back to FIG 6, given that the first 7 bits
of the |1 Pv4 header portion may be usgd for service definition mapping, the
| ast bit may be used to indicate that the received information at BSC/ PCF
104 should be sent to the target M5 106 as SDB 8 nessages. RFC 1812,
"Requirenments for IP Version 4 Routers," June 1995, puts a requirenent on
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contain nultiple PPP franes, or an inconplete PPP frane. BSC/ PCF 104

extracts t h&heRe briagfepsidered. afacaring i ererembpiment, grpymeall servers MakedRE packet
214, 1 e- packpogisdd Bitls) b HRTD8NAE a5 3linBcHahRRfn toPfAicAeCSDE RlelVery” &S, and
transmts the RLP franes over the air interface to the target 106. For
BSC/ PCF 104 examplarrforthe meessages @t fised|to be BECaPSPBI grougsiall seryerns meay sskthenni ng
and end of 2 140 I8 .S i.on, we exam ne the PPP frane
structure a?naépﬁg%fil%?ﬂ?r@?gf@smt eel}%aﬁlr?a()gﬁ%(l)el‘negot iated during link control
phase as specified in TIAEI A 1S-835, "Wreless IP Network Standard,”
Decenber 6, _2001. %ﬁodet ails on PPP may be found in RFC 1661, "The
Poi nt - t o- PoFAtEp-Ee ePp) "  July 1994. [0039] FIG 9 illustrates a high
llevel dadsg) | i Nk AgRblelabéyeDERE E&cﬁé{l?zl_%t@m?tz? hfayfc%ﬁtﬁmﬂulﬁ?PeFPﬁF%es@&
according to RFC 1662, "PPP in HDLC |ike Fram ng, " July 1994,

- an incomplete PPP frame. BSC/PCF 104 extracts the GRE header 210 and IP header

212 from the received GRE packet 214, re-packages the information as radio link

protocol (RLP) frames, and transmits the RLP frames over the air interface to the target
MS 106. For BSC/PCF 104 to parse the IP TOS field, BSC/PCF 104 detects the
beginning and end of a PPP frame 208. In this section, we examine the PPP frame
structure and identify fields that may be negotiated during link control phase as
specified in TIA/EIA/IS-835, “Wireless IP Network Standard,” December 6, 2001.
More details on PPP may be found in RFC 1661, “The Point-to-Point Protocol (PPP),”
July 1994,

[0039] FIG. 9 illustrates a high level data link control (HDLC) frame structure for the
PPP frame 208, according to RFC 1662, “PPP in HDLC-like Framing,” July 1994.
Fields 902 through 908 relate to PPP header 204 of PPP frame 208, field 910 refers to
the IP datagram 202 of the PPP frame 208, and field 912 refers to PPP trailer 206 of
PPP frame 208. The first field 902 is the “7E” flag to denote the beginning and/or the
end of a PPP frame 208. The flag is followed by the HDLC frames 904, 906, 908.

[0040) According to RFC 1662, the address field 904 may be set to the octet OXFF, and
the control field 906 may be set to the octet 0x03. The HDLC information field



Fi el ds 902 through 908 relate to PPP header 204 of PPP frame 208, field 910
refers to the I P datagram 202 of the PPP frane 208, and field 912 refers to
PPP trailer 206 of PPP frame 208. The first field 902 is the "7E" flag to
denote the beginning and/or the end of a PPP frame 208. The flag is

foll owed by the HDLC franmes 904, 906, 908. [0040] According to RFC 1662, the
address field 904 may be set to the ogtet OxFF, and the control field 906
may be set to the octet 0x03. The HDLC information field 9 contains the
protocol field 908 and | P datagram (PPP payl oad) 910. For |IP service, the
protocol field 908 incI udes two octets with value of 0x0021, followed by an
| F dat agramn oasit t #ﬂ_ P@’% I equence
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the |ink conmneﬁ 2l Qhe16dY twio 6 Your 666t FHatls PP Grinid BebinsOmd dnfs Witk sShandar d
HDLC-1i ke frame structure, which was described above. PPP peers may
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entire frane between the two flag sequences an forns uence
escape. The t9gpuprespproteeelfialsk 008 torane bytere.gis ﬁ&ZhsAwl}erpiewabh@amemgs OX7D

and Ox7E

100431 Asynch Bt S8R Dbl S b IEY Lheck CHOTIA IO BHEBL o b AT g &
four- octet negotiawafor d6bit CRGbE 35bi€ GRC. set) or disables (bit clear) character
escapes_f t he ASCII ontrol aracters.in the range Ox and, Oxi F. For
hot ancl0¥ing i 7P BB aterGRn, b swRR PO tordetioh dt HEISTRET @ e
characters Oxah3pdric W’boﬁﬁél'%hawc&ﬂ. e cbfRd1 escape octet may be chsen to be 0x7D.

As a minimum, RFC 1662 requires an implementation to escape the flag sequence, e.g.,

Ox7E, and the control escape octets, 0x7D. After FCS computation, the transmitter
examines the entire frame between the two flag sequences and performs flag sequence
escape. The values between 0x00 and Ox1F (inclusive) plus the values 0x7D and Ox7E
may be escaped by the transmitter when sending the PPP frame.

[0043] Asynchronous control character map (ACCM) is an LCP option having a four-
octet bit map that enables (bit set) or disables (bit clear) character escapes for the 32
ASCII control characters in the range 0x00 and 0x1F. For instance, the first octet of the
ACCM value has the bits for control characters 0x19 through Ox1F, with the MSB
indicating 0x1F and the LSB indicating 0x18. The second octet has bits for characters
0x10 through 0x17, and so on. The value OxFFFFFFFF indicates that all control
characters are escaped, according to “PPP Design, Implementation, and Debugging,”
Carlson, James, Addison-Wesley, 2002. An ACCM value of 0x00000000 indicates no
ASCII character valued between 0x00 and Ox1F are be escaped. Each flag sequence,
control escape octet, and any octet which is flagged in sending ACCM is replaced by
the control escape octet, e.g., 0x7D, followed by the original octet exclusive-or'd
(XOR’ed) with octet 0x20.



I ndi cating Ox1F and the LSB indicating 0x18. The second octet has bits for
characters OxlI O through 0x17, and so on. The val ue OxFFFFFFFF i ndi cates
that all control characters are escaped, according to "PPP Design,

| mpl enent ati on, and Debuggi ng,"” Carlson, Janes, Addison-Wsley, 2002. An
ACCM val ue of 0x00000000 indicates no ASCH | character valued between OxQOO
and Ox1F are be escaped. Each flag seguence, control escape octet, and any
octet which is flagged in sending A is replaced by the control escape
octet, e.g., Ox7D, followed by the original octet exclusive-or'd (XOR ed)
Wi th octet 0x20. 10 [0044] For both Sinple IP and nobi | e | P operations,
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peer, BSC/ PAREALSIES YT Sharpelerpanping, i shquld aifrmu theapiniapm AEmBSTof egcapes
address fiel &%engﬁ tamOACEMELE 0R6WP00E0d ERES tiated
bet ween theb%s agd t he PDSN 102. HencgJI eg?lls éésgllg?etrhrgnpﬁl the PPP
fram ng, BSaedes RPP fremes fiome PDSN d62 fwmrqjsohpalycthnpﬂaﬁmemncbmmer any
characters identify the beginning of the
header port%%aggéswémgpgge%ng%géwl n order to parse the IP TOS bits.

I n the [0645] sect iWien BSE/PCHI1941s 2dPDSN$ PPP @edd3SBSCHCTELINY ms;eﬁottbe apatese t he

PPP frame is descrj . PPP Franme Parsi orit 0 6 d above,
GRE packet ?fﬁogﬁﬂphm%a%ﬁ@afg@ dAh‘ﬂf%tﬁ?pg’]ﬁ ?‘%}%’ s or
i nconpl et e fgp8ARSneghiitsd betRsA thERISABC afiEhe PIEN P02 HcRe tﬂaﬁd&%{eﬁmﬂ?g
stream duri n dormancy state to determine the PPP frame flag sequence. The

al gorithm PPRS@miny; BS§APGE 494 detepminescwhigh fieldsareraemprassed andh whether
determne t
shown in Fi Sﬁr R B8 12hhe pApe T OIRELD el B boliing B HERAREARER e of
charact ers, dfithe # gaagian?20 iiperder to parse the IP TOS bits. In the next section, the

algorithm that the BSC/PCF 104 uses to parse the PPP frame is described.

PPP Frame Parsing Algorithm

[0046] As noted above, GRE packet 214 arrived at BSC/PCF 104 may contain multiple
PPP frames or incomplete frames, which requires BSC/PCF 104 to parse the packet data
stream during dormancy state to determine the PPP frame flag sequence. The algorithm
that BSC/PCF 104 uses to parse the information stream to determine the beginning of
the header portion of the IP datagram 202 is shown in Figure 10.

[0047] If the algorithm detects unrecognized sequence of characters, the algorithm skips
to the beginning of the following PPP frame, since it would not know where PPP frame
204 begins. This event may occur as a result of improper PPP implementation or when
there exists one or more errors in the data stream. The algorithm continuously checks
for presence of “Ox7E” flag sequence until it finds a non-null PPP frame. Specifically,
after finding a first OX7E flag, in step 1002, the following byte is checked for Ox7E flag,
in step 1004. If the following byte contains another Ox7E flag, meaning that the PPP
frame under investigation is null, the process continues checking the subsequent byte, in

step 1006. However, if the byte following the byte containing the first 0x7E flag does



to the beginning of the follow ng PPP frane, since it would not know where
PPP frame 204 begins. This event may occur as a result of inproper PPP

i npl ementation or when there exists one or nore errors in the data stream
The al gorithm conti nuously checks for presence of "Ox7E" flag sequence
until it finds a non-null PPP frame. gpecifically, after finding a first
OX7E flag, in step 1002, the followng byte is checked for Ox7E flag, 1in
step 1004. If the follow ng byte contains another Ox7E flag, neaning that
the PPP frame under investigation is null, the process conti nues checki ng
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to OxFF, to K a £53 f
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OxFF corr esshould mgt beosed el0xtFs to dvioil id fréfivbeingShistaken!} Gekes heﬁdtﬁess fieldgodp 1010,

whet her the fo]l ovmagg bfyxg,gcont ains 0x03, corresponding to control field

906. If in SE¥mEfoRive oF0 deternmined that the follow ng byte does not

cont ai njo@add3, BSEoRGWinkOte chakkin svupeid@eranaqgmxiﬁagmc&?e% onfdftipUb! ekt ACCM
nder

negotlat|on for the control field value 0x03 negoti ati on,

BSC/ PCF 104 figld 904.sB3PCE 1 ehesks, de sise 1010 whether, ﬂled;aﬂwvmarhivtq pfains byt e
t t X
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information to be W t h
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for presence of 0x23 ch is the.result of 3 XOR X2 jn step
104" 77 Cor raRtea oAGERE TBgoaoR oot Rt st AR At kg0 Hedi - AP 61 ' 906
s detectede 5bmoﬁrpsemmcrh§t sefids d ERUOE@apibite, OfF., Ox7I8\Mn®BRnfasyte, 1 n
steps 1016 an 1018, simlar to steps 1002 and 1004 descri bed above. It

shoul d be n@é@@%%helfﬁsuﬂtrﬂf exelasiye 9R| KQR)Hf the bytej of originat informatienifebe i el d

904 is corrpr fi@ﬂWﬁ)xQ@t present. [0051] If in either step 1010 or
step 1014, e r nmeani ng that the val ue of
[0050] In step 1012, BSC/PCF 104 checks for the presence of 0x7D byte first and, if

found, then checks for presence of 0x23, which is the result of 0x03 XORed with 0x20,
in step 1014. If either 0x7D or 0x23 is not found, meaning that no control field 906 is
detected, the process checks for the beginning of a new PPP frame, in steps 1016 and
1018, similar to steps 1002 and 1004 described above. It should be noted that if the
result in step 1008 is “no,” the address field 904 is compressed and thus not present.

[0051)] If in either step 1010 or step 1014, the result is yes, meaning that the value of
0x03 corresponding to control field 906 is detected, directly or through ACCM
negotiation, the process checks for the following byte for presence of 0x00,
corresponding to the first byte of protocol filed 908. BSC/PCF 104 may first check
whether the result of negotiation has been to send the protocol field 908 through
ACCM. In step 1020, if a 0x7D byte is not found, meaning that protocol field 908 is
not going to be sent through ACCM negotiation, BSC/PCF 104 then checks, in step
1022, whether the following byte contains 0x00, corresponding to the first byte of the
protocol field 908.

[0052] After BSC/PCF 104 finds 0x00, corresponding to the first byte of the protocol
field 908, in step 1022, BSC/PCF 104 checks whether the result of negotiation has been



0x03 corresponding to control field 906 is detected, directly or through
ACCM negotiation, the process checks for the follow ng byte for presence of
Ox0OO, corresponding to the first byte of protocol filed 908. BSC/ PCF 104
may first check whether the result of negotiation has been to send the
protocol field 908 through ACCM In step 1020, if a Ox7D byte is not found,
meani ng that protocol field 908 is not going to be sent through ACCM
negoti ati on, BSC/ PCF 104 then checks, in step 1022, whether the foll ow ng
byt e contains OxQO, correspondi ng to the first byte of the protocol field
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1032 i s yes,h %4?%&?‘?%‘%\34"?@1’% in the first byte of the protocol

field 9@8s4t he prG}ﬁ Eadksto%%tl'oﬁe'es‘éafcﬂngtf&ﬁhé@i?&1by&eﬁ1’tﬁé"pﬁﬁodcoPEeﬂrmence of
t he second byt e of FIgrot ocol , as discussed above.

[0055] In steeg, Ax99if BG GElﬂﬁleda‘@ﬁﬂ)o\ﬁhenfgllowegtbﬂeew@mfﬂrr%ZQ)Wfdoes not
contain a_ vighi GUFESURNHONGT1d 865, ! Bhod KR witGo®! B fptost hed 908,

e.g., OxOO
the result in step 1032 is yes, meaning that 0x00 is found in the first byte of the protocol

field 908, the process is continued in step 1024, searching for presence of the second
byte of the protocol field 908, e.g., 0x21, as discussed above.

[0055] In step 1032, if the byte following the byte containing Ox7D does not contain a
value corresponding to the first byte of the protocol filed 908, e.g., 0x00, BSC/PCF 102
determines, in step 1034, whether the byte contains 0x00, which is the second byte of
the protocol field 908, e.g., 0x21, XORed with 0x20. If the result is yes, the process
ends up in step 1028. If the result of checking for the protocol field 908 ends up in not
finding the second byte of protocol field 908, e.g., 0x21, the process end up in step
1016, looking for the following PPP frame.

[0056] It should be noted that if the result in step 1022 is “no”, meaning that the first
byte of the protocol field 908 is not found, this filed is compressed. Thus, only presence
of its second byte, e.g., 0x21, is checked in step 1036.

IP Datagram Parsing Algorithm
[0057] Once the PPP Frame Parsing algorithm has reached the “Parse IP datagram”
state 1028, indicating that the algorithm has successfully detected the beginning of an IF



determ nes, in step 1034, whether the byte contains OxOO, which is the
second byte of the protocol field 908, e.g., 0x21, XORed with 0x20. If the
result is yes, the process ends up in step 1028. If the result of checking
for the protocol field 908 ends up in not finding the second byte of
protocol field 908, e.g., 0x21, the psocess end up in step 1016, | ooking
for the follow ng PPP frame. [0056] shoul d be noted that if the result in
step 1022 is "no", neaning that the flrst byte of the protocol field 908 is
not found, this filed is conpressed. Thus, onIy presence of its second

byte, e.g., 21, s, C | te .1036. ta ar si n orithm
[0057] Once ‘PA Qﬁéﬁ%& isqﬂnts Yizrs ?‘hﬂ% %%e%@zf forpme-e ng“

dat agr ant Sds&h&vrmaiigmb rwltsws@q]eth@ader ﬁ&ﬁo@hwgq@fgdnao Cgmﬁs Foff tht By

detected the_beginning of an IP 13 datagrain 910 104" then utilizes

an al gorit hrﬁat%t%%‘? fry detectoh SDBEekingeist Preseat. shoore embadimente theiparsieg par se
the heater pgpkp 400 o) 1ler 8% P ALl (gl ool R6F 10, 10

detect if S <|ng I'S present n one e parsing algorithm
assunes t he tfanmutde;lhm:theofollmeg&ﬁddm bitheddiixst, its B+ldnb1ts<1mﬁ)-zamhd&61& 2121

t tted d b8 oQiednh Lt o B 2 8o L0 PlLS 1623
and bi ts 24- 18 ThagrrnRleabiethgien bYE aiegne IR et ihg

which is th&albbihﬂ’y@ﬁlé@d’rllﬂ%dweﬁlm Meaddts ashhé[safrh{velrd%taeﬂéi‘ﬁvoﬂd”' ThiS onBB/n R header S
as they traverse_a network. This ordering is also called network-byte

order. |f B3iyomefed metwerkdyyiesonder Jf BSC $tqres binary integsrsintosher farmals, as in
little end %cﬁﬁéerﬁfn g&gor k| R@Gfd@ﬁﬁ%]ﬁﬁ‘b@éﬁ’lﬁﬁt&n‘;&ﬁ Lﬁgﬂgﬁer Yrﬁ‘l'ué's.eﬁ\td nto

net wor k- byt e or ofi thm or es appropriate
mappi ng sucmetwdrkitbyteharder lgacﬁwretrhmumg tb)@gomﬂunl. q@rmges lappropigs Sjapping suelv4 TOS

field 402 ( hi 64%1 nr}%ﬂthe th tra:lflc class 802 (FIG 8) start wth a
4-bit versi ol q‘ g° @8 PP POPY n field contains the | P version number.
For | Pudsaand | PWithe IBv4 TOISSfield 402 (FIGE 49 and) tEDRPR6 it@affixldssB02 @RG68) start
respectively., For determni ngr t he .versi on nunber, the al gorithm shown in

[

FIG 11 chectih afditersion Felds The A-bit yession Nield coptaing dhe Iso‘fers%nwbqrhgmap
dt agram 910 1p§4 h@ TPV %Eﬁ%n@%@r\’éfsﬁﬂ) a@n&@%ﬂow@qea ioRbé goay hetg

directly. If the first byte 'of the header portion is oun contaln 0x7D,
in step 1102detmamgqglet\f¢smort hembery the aﬂgpnﬁlrmshqw:enhEK‘delrl cpmksu whethes the

e ox20, i REBAEb i hehasl oMot ine rahest T 31h MhoR iR OB \AER V' ©

recovering tri@olmtllog ion #dtheralireetly. If the first byte of the header portion is found to contain
0x7D, in step 1102, meaning that the first byte of the header portion is negotiated
according to ACCM, the algorithm then XORs the following byte with 0x20, in step
1104, to undue the XOR function with 0x20, hence recovering the original value.
[0059] In step 1106, the original content of the first byte of the IP header, received from
step 1102, or the result received from step 1104 is bite-wise ANDed with 0xFO, to read
the firt four bits of the header portion. In step 1108, the result of step 1106 is checked

against 0x60, to determine whether the first four bits of the header portion indicates that
the version number is IPv6.

[0060] If the result of step 1108 indicates the version is IPv6, the process continues in
steps 1110, 1112, 1114, and 1116, to determine whether the fifth bit of the traffic class
802 (FIG. 8) is set, indicating SDB marking. If the result of step 1116 indicates that the
SDB bit is set, the process ends up in step 1118,

[0061] Continuing with 1120, if the result indicates the version number of the header
portion is IPv4, the process continues in steps 1122, 1124, 1126, and 1128, to determine
whether the eight bit of the TOS field 402 (FIG. 4) is set, indicating SDB marking. If
the result of step 1128 indicates that the SDB bit is set, the process ends up in step 1118.



[0059] In step 1106, the original content of the first byte of the IP
header, received from step 1102, or the result received fromstep 1104 is
bite-wise ANDed with OxFO, to read the fat four bits of the header portion
In step 1108, the result of step 110614 s checked against 0x60, to determ ne
whet her the first four bits of the header portion indicates that the
version nunber is |Pv6. [0060] If the result of step 1108 indicates the
version is | Pv6, the process continues in steps 1110, 1112, 1114, and 1116,
to deteppéne WhetDige SDBemhikingisofotind)/BSGIRCE 1104 idects Itgs fiext 33 sequetree &) i S
set, indicating SDB narking. If the result of steﬁ 1116 _indicates that the
SDB bit is didthe end ofithe BRE frameander examination. 1Mo thamtyey JP datagramsyivwhgren t h
1120, if th S| 'ﬁ&h&@ S (o] tjon is
1Pv4, the p?gigl?sﬂ Ib def nuetscsﬁ%ﬁfnggs %Bs} 11@@%’%@2&%@&%&%@%&@%d

det ermine  veingleBrP frimee airiybd atothe BSC/RCIE10AOIN fiddition, 40 2P ditagamAyith s SBBt |

I ndi cating SDB marking, | the result step 1128 indicates, that the SDB
bt 15 ser, TREMBBLSicots e frperRa dirky, “Ypih fek 6o 256p SBREE OBYSRE ki ng | 5
found, BSC/ Rickurd O islekpeeted thinethsanéssdgeagcsvliernaget ord pRfeithe J@gel SDB t he PPP

frame under exam nation, Mrre than two JP dat agrans, ere the first IP
dat agr am corfRessags fuom beingkseny overathe rropuman.ehinatic dwdng ardogmant: packetfatasi ngl e

PPP f i d " I kbl Wt h SDB
Fame ardloy e a@%ﬁ&ﬂlﬁcﬁé@?rﬁﬁ%@é&oﬂn@dﬁﬂgh @mo,m&ﬂgﬁﬁea Or&aeﬁet a

mar ki ng may excee e expecte e. \Wen either one of above two
events occumder donsiderationiie detecied ard, ifithenumebes afjeytesdn dheRRP frame isrbglow a0

prevent a | arqe e f.r ' I e C ann during
a dor mant p}élggﬁgg ggeégggt%%mg&a}dggtwgﬁgf% giéﬁﬁﬁa%‘} %égg;;r%%@n’e@. §+pn step
1130, the end34f OtlieewRERS the aumberwfthytes droths PRR feahiecaxceetls tretatiotvedinamber, i f t he

mber of b in the PPP f i 5 bel | | oned det er i ned
' otep 11320 BRI 3 -4sEoLid 1 ETarte PPR Tain Sepo O RRRHRR {1 1 he

nunber of bydmes mafkidgle PPP frame exceeds the allowed nunber, the traffic
channel is re-established to send the PPP frane in _step 1136, regardl ess of

SDB mar 068). [ 0063E proeseduse dlas dhe BSEREE usprotopmusmitiSOR; avertthe if iReriice iSDB over
ke ma e e ; ot
ormant paciip Sy Bt Wibrdify |3 S einbdnBhf DRI aft ViRl BRI, Pur ! N9
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PPP frames that arrive simultaneously during packet data dormancy.

Simplified Parsing Algorithm
[0064] In one embodiment, where the LCP negotiated parameters, ACCM negotiation,
and IP addressing scheme are known to BSC/PCF 104, the above parsing algorithms
may be simplified. In such cases, the following configurations may be known to
BSC/PCF 104:
Address field 904 and control field 906 compression is enabled
Protocol field 908 compression is enabled
ACCM has value of 0x00000000
IPv4 addressing scheme is used
[0065) The PPP frame and IP datagram parsing algorithms shown in FIG. 10 and HG.
11, respectively, are collectively simplified as shown in FIG. 12, according to one
embodiment. Upon detecting a non-null PPP frame in step 1202, the process checks for
presence of the second byte of protocol field 908, e.g., 0x21, in step 1204, noting that

the first byte of the protocol filed is removed during the filed compression negotiation.



Sinplified Parsing Al gorithm[0064] In one enbodi nent, where the LCP
negoti ated paraneters, ACCM negotiation, and |IP addressing schene are known
to BSC/ PCF 104, the above parsing algorithnms may be sinplified. In such
cases, the follow ng configurations ngy be known to BSC/ PCF 104: Address
field 904 and control field 906 conpression is enabled Protocol field 908
conpression is enabl ed ACCM has val ue of 000000000 | Pv4 addressing schene
is used [0065] The PPP frame and | P datagram parsing algorithnms shown in no.

10 and no. e ' ecd . | | S. S| ln FIG
12, accordi n% Jf?ugrdbﬁ%epq%dﬁ%sggfx%ﬁ% %‘%%!8’#? %tetklgg%%aﬁgbémh{é A %ﬂ?‘%‘ EPWahoe I n
step 1202, tieschpthe dOSsfieldetdRsinstep 1206.esEnstepsoi208hendsEXION thelptbeeso Ehepkot ocol
field 908, e.g. X ip.s 4 noting th e first hyte of .the
protocol fi |‘8‘gﬂﬂi‘e§%?e§ir%‘?/8ﬁ‘haﬁwé@ﬁ82ﬂsl Sba‘g'&ahﬁ%é;?%ne’f?%%ﬂ%ﬁté?@ ihs |f
found, the pyoPgRJPoRE iﬂ&icitéﬁsllbgrlﬁiﬂdﬂg_ti@ step 1213 Igﬂa%%ce&%&d SdhtiffesSHAGWN 1 N

FIG 4, to reach the TCS fie 402, "instep 1206. I'n steps 1208 and 1210,
t he process $9psclRé4 thrpeghhbd20ttacheckpopthe size qicthe {SOE snesgiges, simildndowsteph FI G

6, for exanp{@ tﬁrauégﬁls%%mbf. 1159 u&ehﬁze"grﬂ&g@;ig‘gﬂ%%?lﬁﬁ’r1?55%55?%5%9? oi c

step 1212. The process then confinues wt check
for the sizeSIBB. tQtherBiiB, maffis alypmuel is rereskablistted, intstepd 220, baforé kendinghthelHFF6 i n
FIG 11. If the size criterionis met, the PPP frame is sent as SDB.

Ot herwi se, tT¥3%%ic channel is re-established, in step 1220, before sending

t he PPP[ooggjame. [19effire, Ther dik@oed driodihétd peetecTorosti BHticht HhaVreligbld Or an
efficient and reliable s¥st em and method for determni ng% whet her
i‘Q

i nf or mat i on Y&} Idgmethod, Tor eterminipg whether information dastingd jte aj targgbmebile node,
shoul d be s i0RS idTBS » A I obd ' : nel to
be re-est ableéiﬂésur?g’dwﬁ[agé%@] &&}%%ztem%ufet’ ?&ﬁ? c} Vti@r#ﬂt}t% Sa]:?]?hv%%?e u&ﬁ‘g%irl@%n t hat

i nf or mat i on fanthe siaffieachennehtp tege-establishebnt ed usi ng any of a variety of
oot SRieheC L ket QAL AR BB oo QG
ref erenced tiepresegtedukinglany ebovaicthesfadiff@entaechielygiee andporselst Bok dxymple| t ages,
currents, ec}'a(?ct romagneti c \/va}/les,f rra%rcl)gtsiic si giltsds otgolé)z%lr1 i}?il gﬁfat r%gt {)ecal
fields or patdd HsEuctiogs, copymands, informanon, signals, bits, symbols, and chip y
referenced throughout the above description may be represented by voltages, currents,
electromagnetic waves, magnetic fields or particles, optical fields or particles, or any
combination thereof.

(0068] Those of skill would further appreciate that the various illustrative logical
blocks, modules, circuits, and algorithm steps described in connection with the
embodiments disclosed herein may be implemented as electronic hardware, computer
software, or combinations of both. To clearly illustrate this interchangeability of
hardware and software, various illustrative components, blocks, modules, circuits, and
steps have been described above generally in terms of their functionality. Whether such
functionality is implemented as hardware or software depends upon the particular
application and design constraints imposed on the overall system. Skilled artisans may
implement the described functionality in varying ways for each particular application,
but such implementation decisions should not be interpreted as causing a departure from
the scope of the present invention.

[0069] The various illustrative logical blocks, modules, and circuits described in
connection with the embodiments disclosed herein may be implemented or performed
with a general purpose processor, a digital signal processor (DSP), an application
specific integrated circuit (ASIC), a field programmable gate array (FPGA) or other



conbi nation thereof. [0068] Those of skill would further appreciate that the
various illustrative logical blocks, nodules, circuits, and al gorithm steps
described in connection with the enbodi nents disclosed herein may be

i mpl enented as el ectronic hardware, cenputer software, or conbinations of
both. To clearly illustrate this interchangeability of hardware and
software, various illustrative conponents, blocks, nodules, circuits, and

st eps have been descri bed above generally in ternms of their functionality.

Whet her  suchrograneiblonagict device, | dr@OBFHte bratraidasshidgie, Ofis&ek! WatiRardepends

upon the particular application and design constraints inposed on the

overal | sysl‘:%‘ﬁPmBR?Si Preeny,¢qmbingtion thereof; depigner-tor Parfosm the dunctions daseritedonal ity

in varying o ¥ ation
deci si ons s\rﬁ{g% d ogteﬁ% k? SE ?deé%% aspcggg%iﬁgﬁgo epartﬁﬁgtﬁ%{r‘i‘ﬁm% scope
of the pr eselmtprpcasmltmaynbe Wﬁﬁﬂveﬂﬂwalvlaocesm, ¢dnkroHern, mlcmeoritmﬂercat sthtboc ks,
nodul es, and ¢ rcw s_descri bed 58 conlgectlo vmth

d

di scl osed h&® TR EPFrRy @ \7\?‘? nﬁuod’eﬂ Fooff’p‘ﬁ?gpose

processor, dedte] tag S @ombinatier esfsar DSPSENd A mizRiprécessor,0@ ﬁm@y fdfc
|ntegrated circuit (ASI C), a field progranmabl e gate arr ‘Q PGA) or ot her
16  progr anmPEHCRIOLESEIE: QE\AT JRore HP%‘BP‘@F"@S%FEC%WT{CFQ‘P]W@%&S E9PcOr @Yscret e
hardware  cQIRPARALSNfiRIaRAY Conbi nation thereof designed to performthe
functions described herein. A general-purpose processor may be a

m croprl6@@sor, Bhe,stéps oher aheteadhari algorithmhdessribedt 98 ogommastiope withy the

convent i onal 0 ne. A
processor rra?/]%é@ﬁ]%ﬁ% &?Cl&?etrlr]é%l egl sbg1 eéﬁg%ﬁ%l n(g%l:d(l)’ﬁ g@gin%ﬂttull ﬁgs gtl\?i ces,
e.g., a conmodatei exacmoéd hy BPFocessdr, o1 fih @rcombinatiers of theawpl UA abftwate afodule

or "y ot hatYe efecEn AT Seper: T FBnee Ko By, FERAS msegor | chm
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enbodi ed directly in hardware, in a software nodul e executed

by a
processor, &P of SoragsmediEm kpawB An theart Ag examplary siarege msdivmeis capgled Bsi de i n

regi stors, AERCoRRREH hal M IR ke WRRIDY fromy el Mo RRBRAtn, |

st orage mediterthk storege mediune by the alternativenthie atoragst medigm maybeiintdgsal ¢cothel ed t o
the processor. sie PidBlocldS: MERE S35 HRMukCRLy AR I Aic| Hilagipd W ite
may reside in a user terminal. In the alternative, the processor and the storage medium

£

may reside as discrete components in a user terminal.

[0071] The description of the disclosed embodiments is provided to enable any person
skilled in the art to make or use the present invention. Various modifications to these
embodiments may be readily apparent to those skilled in the art, and the generic
principles defined herein may be applied to other embodiments, e.g., in an instant
messaging service or any general wireless data communication applications, without
departing from the spirit or scope of the invention. Thus, the present invention is not
intended to be limited to the embodiments shown herein but is to be accorded the widest
scope consistent with the principles and novel features disclosed herein. The word
“exemplary” is used exclusively herein to mean “serving as an example, instance, or

illustration.”



to, the storage nmedium In the alternative, the storage nmedi um may be
integral to the processor. The processor and the storage nedi um may reside
in an ASIC. The ASIC nmay reside in a user termnal. In the alternative, the
processor and the storage nmedium may _reside as discrete conmponents in a
user termnal. [0071] The descripti onlgf t he di scl osed enbodi nents is
provided to enable any person skilled in the art to make or use the present
i nvention. Various nodifications tq £Ri"l§l§ enbodi ments nay be readily
apparent to those skilled in the ar?, and the generic principles defined
herein may be applied to other enbodinents, e.g., in an instant mnessaging
service o n eneral. w rel ess data conmunicatien | i cat.jons., wthout
departi ng{'f ?‘o%etﬂﬂ@?osr %Ftre frpingie Sl}:e(t)hpeé mg?m%aﬁlgn pﬁ%‘@ﬁ# ?0(5 ﬁ%}%ﬁt (?bl{eﬁga%BP ent

i nvent intikddsto betent anshonciach budstbe hietiod@dmprisiagte enbodi ments shown herein but
is to be accorded the _w dest scope, consi stent vvilth t he principles and novel
features di SEFydgpnHafoanatiompickeldpsiined oatarpetmobils statipneq excl usi vel y herein

to nmean "senyiig 1RSrediveiifShion pekance, or illustration.” 17 CAIM5 1. A
met hod for determ ning whether information destined for a target nobile

station is detamkiamgiwhethsr theneceied dnformatign packstiissnarkedhfor shartdata lwustpr i si ng:
recei vi §$ ZQ l}v formati on packet destined to a target nobile station;

par si né E FECei ved i nformation packet; determ ning whether the received

i nformation packet is marked for short data burst (SDB) delivery. 2. The
met hod of 2.clTae mefhodwifielaan i, Wherein nlicinformation prakdtdticludes lahdader podtieadsd arpor t i on
and an. information portion. 3. The nethod of claim2, wherein said parsing
i ncl udd¥OPRFENRI e header portion. 4. The nethod of claim3, wherein said
parsing further includes detecting a SDB marking. 5. A conputer-readable

medi um coRPThs mdthodiof LRRE D, WhdeinRaidpdsingdicluddlipaRingnheReadygsodi@d by a
machi ne, causes the machine to perform operations, the at |east one

instruction_conprising. . aé | east one inpstruction to receive an information
packet des$t iTﬁ%H‘Cfll?dé??g%F@ e whigenisaid Patsing fBRher dicldea deeeing 4 138 MABKGN 1 o
parse the received information packet; at |east one instruction to deternmnne
whet her t fie A @mfiuv@Feddable miBin® BorRpidiie at st Bek@iruction, which, when executed
by a machine, causes the machine to perform operations, the at least one instruction comprising:
at least one instruction to receive an information packet destined to a target mobile
station;
at least one instruction to parse the received information packet;

at least one instruction to determine whether the received information packet is marked

for short data burst (SDB) delivery.

6. The computer-readable medium of claim 5, wherein the information packet includes a

header portion and an information portion.

7. The computer-readable medium of claim 6, wherein said at least one instruction to parse

includes parsing the header portion.

8. The computer-readable medium of claim 7, wherein said at least one instruction to parse

further includes detecting a SDB marking.

9. An apparatus for determining whether information destined for a target mobile station is

marked to be sent as short data burst, comprising:



for short data burst (SDB) delivery. 6. The conputer-readabl e medi um of
claimb5, wherein the information packet includes a header portion and an
information portion. 7. The conputer-readabl e medi umof claim®6, wherein
said at | east one instruction to parse includes parsing the header portion.
8. The conputer-readabl e nedium of cld8m 7, wherein said at |east one
instruction to parse further includes detecting a SDB marking. 9. An
apparatus for determ.ni ng whet her infor don destined for a target nobile
SPBt on s MraPEEEine o dnrSlooaiet BBy D araite BRI L Re! “18°" neans for
recei ving amecany for pating theacdiaid inlEhatiadatieet;a t arget nobile station; neans
for parsing the received information packet; means for determ ning whet her
the recei veieaps ioF defermiping svheter the repgivrd infergation packetjis markegl fosshortdats)

del i ver T paratus of claim9, wherein the information packet

i ncl udggrséaﬁjemd%?vgg'rti on and an information portion. 11. The apparatus of
claim 10, wherein said neans for parsing includes neans for parsing the
header polt® i Be.appaatuyhéclaipp@rvhensin dfe infoanationpacke énchides 8 healenpartien frsk

par si ng_f. her includes nmeans for detecting a SDB marking. 13. An

appar atg‘ﬂs"!ﬁ%)}c?ﬁl(ﬁ)&pgﬁﬁghi ng whet her information destined for a target nobile
station is marked to be sent as short data burst, conprising: a receiver
oper abl e to Thecpparetus of daimat 0, wherein saidimsaistforepardpe inahides mearis farsging
inforrralitli on.to a.target nobile station; and a processor operable to receive
an i nf SPREPAGROBRMet destined to a target nobile station; to parse the
recei ved i nformati on packet; and to determ ne whether the received

i nformati on THeapsarhtus 5f faink €0 Whereis Bad mestatfar prdging fr@BBhciaés Meiny forl4. The
apparatus of claim 13, wherein the informati on packet includes a header
por t i orfeigAYNE HPDOBMaskiRgt i on portion. 15. The apparatus of claim 14, wherein
the processor is further operable to parse the header portion. 16. The

?rg PE{ ﬁ; us|Pf Af hiaftdsfor 8iEhtifihg AREMHBLh forhai RPdSEnddor &6k g% hdbfle aRbBis

marked to be sent as short data burst, comprising:
a receiver operable to receive information;
a transmitter operable to transmit information to a target mobile station; and
a processor operable to receive an information packet destined to a target mobile station;

to parse the received information packet; and to determine whether the received information

packet is marked for short data burst (SDB) delivery.

14. The apparatus of claim 13, wherein the information packet includes a header portion and

an information portion.

15. The apparatus of claim 14, wherein the processor is further operable to parse the header

portion.
16. The apparatus of claim 135, further operable to parse for detecting a SDB marking.

17. A method for marking information for short data burst (SDB) delivery in a wireless
communication network, the method comprising:
encapsulating information in a datagram, the datagram including a header portion; and
marking the header portion of the datagram such that a wireless communication

infrastructure delivers the information encapsulated in the datagram to a destination as SDB



17. A method for marking information for short data burst (SDB) delivery in
a wreless conmmunication network, the nmethod conprising: encapsul ating
information in a datagram the datagramincluding a header portion; and
mar ki ng the header portion of the datagram such that a wreless

comuni cation infrastructure delivers the information encapsul ated in the
datagramto a destination as SDB 19 ndfssages. 18, The nethod of claim 17,
wherein said marking includes marking a type of field (TGS) of the header
portion. 19. The method of claim 17, said marking includes marking a traffic
cl ass fT&ECHf t he header portion. 20. A conputer-readabl e medi um
conprising at |east one instruction, which, when executed by a machine,
causes t heg MAh&tRod 6F AR OF, WheRe! @Ald AikinglifGudds mMaRRE a ¥R of Kl (TOsh
conpr|S|ng: at | east one instruction to encapsulate information in a

dat agr 4h§ heafer pegtiaiigr am i ncl uding a header portion; and at |east one
instruction to mark the header portion of the datagram such that a wrel ess

vt on 1o . ' : g h
comuni ¢ az 96 01;‘hé rﬂétﬁ@t%f’ i sﬂ%@gﬁﬁngémtcg@eé rﬂérgfn%%ht%a‘?ﬁc ERSHNSHO AhE ﬁ% By t N€

dat agr am estination as sages. e conput er-readabl e nmedi um
of cl aipertR®, said at |east one instruction to mark includes marking a type
of field (TOCS) of the header portion. 22, The conputer-readabl e nedi um of

cl ai m 20, 4 saj I K-NSt ruct.d.on . incd . r.Ki traffic
1ot 70125 AR RhubERARINORANRICHDSAD ot Radl B instr Mo H WA Wediuda” 21 11 ©
f or shdyta Madhinepenusds thé&SBYhinketoipeefoim bperationt,'the sid6ast CeABtAictial tempriigaor K,

conpri si ng: ans for encapsulating information,in a datagram .the, datagram
i ncl udi ng 2 shleagiape InERetiog o e%%aswganélom@fwwwwremetﬁﬁggagﬁmdsatl#%aof t he
dat agr {gh& pbrtioRadng@ W rel ess communi cation infrastructure delivers the

i nformation encapsul ated in the datagramto a destination as SDB nessages.
24. The appat kasioneinstictiomte farksthi Headenpartiomef thediagrgmisnch indexswirelasss f or

mar ki n Of . of ] o) d ortion.., 25 The apparatus of
crar m 39t intebififrt doRerithe LFRRE SheaRhbhP P frag i FREFT
destination as SDB messages.

21. The computer-readable medium of claim 20, said at least one instruction to mark

includes marking a type of field (TOS) of the header portion.

22. The computer-readable medium of claim 20, said at least one instruction to mark

includes marking a traffic class filed of the header portion.

23. An apparatus for marking information for short data burst (SDB) delivery in a wireless
communication network, comprising:
means for encapsulating information in a datagram, the datagram including a header
portion; and
means for marking the header portion of the datagram such that a wireless
communication infrastructure delivers the information encapsulated in the datagram to a

destination as SDB messages.

24. The apparatus of claim 23, said means for marking includes means for marking a type of

field (TOS) of the header portion.

25. The apparatus of claim 23, said means for marking includes means for marking a traffic

class filed of the header portion.



class filed of the header portion. 20 26. An apparatus for marking
information for short data burst (SDB) delivery in a wireless comrunication
network, conprising: a receiver operable to receive information; a
transmitter operable to transmt information to a target nobile station; and
a processor operable to encapsul ate i formation in a dat agram the datagram
i ncluding a header portion; and operable to mark the header portion of the
datagram such that a wireless .comunicatiop, infr t.ure deli.vers the

ot or at | 2h AR et PSR R BRI E oS e SSPRAA RS0 S i s s ages.
27. Theomphalcatistnedhvork| ednpridthg: Sai d mar ki ng includes marking a type of field
(TOS) of the header portion, 28, The apparatus of claim 26, wherein said
mar ki ng i ncRiRfsyenenekabigtodeqeiveripformationss fi| ed of the header portion.

a transmitter operable to transmit information to a target mobile station; and

a processor operable to encapsulate information in a datagram, the datagram including a
header portion; and operable to mark the header portion of the datagram such that a wireless
communication infrastructure delivers the information encapsulated in the datagram to a

destination as SDB messages.

27. The apparatus of claim 26, said marking includes marking a type of field (TOS) of the

header portion.

28. The apparatus of claim 26, wherein said marking includes marking a traffic class filed of

the header portion.





