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METHOD FOR PREVENTI NG MALI Cl QUS SOFTWARE FROM
EXECUTION W THI N A COWUTER SYSTEM BAMMWN HE
IINVENTION 5 1. Technical Fijeld The pr on
relates to avoiding nmalicious software in general,
and, in particular, to a nethod for preventing mali -
10veeiHairs FoRf PREVENTT A0 BXEHOURN SUFINAREA FRONPEXEEUTI ON
system 2. Description of Related Art Malicious

sof tware, such adldbdpuPerOUPPLERsSYEERMenter a com
15 puter systemin many ways. For exanple, they can
enter a conputer systemvia a disk that is to be

BAJKEROUNDJOF NTIHE tIVENIAIgpUt er system or they can enter
the conputer systemvia an email that is to be opened
by a user of the conputer system Malicious software

1. CRrHyAYSA priehlens to the conputer system 20 if they
are executed within the conputer system For exanple,
conmputer security may be conprom sed or files within

Sy st e .royed. rtain t S .
i 15 R, THLERS RV PO 8 R EH B mas TRk B R im
gersdnyll, e athelf echi partechbagueso supBtRsds€annppgveh®ing mali-
., search _string. However, this type of detection proc-

ClUs AT =S |ey<6§é1tsll9a\/é+lt%&rb>¢ COFRSIEEE ngyStem
mal i ci ous code via conpression or encryption, thus
bypassi ng scan- ning filters. Another approach to

2. dersctipigigmldiciRrisit3@ Joftware is to run a program
while attenpting to intercept rmalicious actions
during program execution. This tech- nique, which is

Ma kirwusas ofehaviepr shbhcks ngompasSed wiiess, can enter a com-

puter system in many ways. For example, they can enter a
computer system via a disk that is to be inserted into the
computer system or they can enter the computer system via an
email that is to be opened by a user of the computer system
Malicious software can cause problems to the computer system
if they are executed within the computer system For example,
computer security may be compromised or files within the com-

puter system may be destroyed.

Certain types of malicious software can easily be de-
tected using simple detection techniques, such as scanning
for a search string. However, this type of detection proc-
ess can also easily be subverted by converting malicious
code via compression or encryption, thus bypassing scan-
ning filters. Another approach to detecting malicious
software is to run a program while attempting to intercept
malicious actions during program execution. This tech-
nique, which is known as behavior blocking, has a number

of disadvantages. Despite of the attempt to intercept mali-
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of di sadvantages. Despite of the attenpt to intercept
mal i X1112120THIH TEErererrr121aari i~ ~ *Goo002* 2
ci ous actions, the program nay neverthel ess cause harm
to the conputer system Furfhernore, the behavior

bl ocki ng nechanismtypically cannot view an entire

|l og of ac- tions in making a bl ocking determ nati on.

cidencectibespet hehpybof-aldl o} Ntk F@ENIO1 855 MBY UdBKGlarm to
sub-opti mal bl ockin deci sions, which nmeans harnl ess

thereprawscha§YBECH o hemmcwéehatheuﬂoe@aofgmnﬁolrmkb@g
meé‘hrkl%‘é}’?s%t{’gg)?%%“f £y ‘é%tmff‘&‘gt '%‘?J gko%%{‘d?edef CetLBY9 ac-

i Cious tware’is € suspect co
timhsmunamakmmgzﬁedlemmingnﬁmﬁeﬁmfnatbﬁputaémwﬁtmme be-

sp th e co r stemis rote ted fro
hapiot oPbat Ept SRe A YR GakpBeke B awBheRKSN

de®BH 8h ONwhd chhade MY |18a 1 1 BBY pﬁ_»%%tmsoqaﬁ B bh8cked
com puter systemfromvirus atfacks, it is not itself

whpte harméulesroadding onay | e dialewssh toe ¢néevted,
which leads to a break in the isolation environnent.
Consequently, it would be desirable to provide an im

Yepranethaet bpgrbachpreyendt gt 1My ak0tisi9afst Waot faoe is to
exe- 20 cution within a computer s stem 3 SUMVARY OF
emed it ¢ NWBERPPEN R 95 Bt W%HSH plest saibgmRsRt off 2

coﬁ,p@t@fe§§g£e&nnsovecmatorbh@ @@ﬁlgutr.@y erg,slt%npqré 0B Ofeq

a subset” of instruc- tions wthin an application
fr@mozgahnmguyl ebdlanpemﬁﬂtéde ssugpeatecofiei ndneuctriaonsmck of

re an t ecutlon of the ap- plicatian
emifa Gt bf BEBmTae Sys BAYASGRTAN Gt PORC oot the com-
puter system from virus attacks, it is not itself pro-

tected. Additionally, data can be infected, which leads to

a break in the isolation environment.

Consequently, it would be desirable to provide an im-
proved method for preventing malicious software from exe-

cution within a computer system
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guence nunber of the pernuted sequence of instructions
is stored in a pernuted instruction pointer table.
The permuted 10 sequence of instructions is executed
in an execution nodule thatyis capable of translating
t he pernuted sequence of in- structions to an actua
machi ne code of a processor within the conputer
suMYStem@actor df Rgek®IbRe pernutati on sequence nunber
of the pernuted sequence of instructions stored in 15
the pernuted instruction pointer table. In accordance
InV!#éb@dgﬁggnQ%%ﬁbngT?gt(gmg é&ﬂégéepk k?%e reldedl in-
bef ore any actual "exécution of an application program
veroni @n Coappeenusysi @m id hesafpt heahtdrom praigreamoiedds tiraic-
. be 20 cr.oss-conpiled to yield a set of cross-conpiled
tl%bﬁjé”l&%lt%é‘n &?MPEQFFBH Pregram Fhevsetdo? permuted se-
qUEHQRS SCAMRIh@Et6BHE BEFLRE afPPidC@l ULRNAYAMIZRhe ap-
then be executed in an execution nod- ule that is
pliggtdlsire pyfogresogni 2i g mawd etrr sysitan nA tPrr metapion se-
Cl OSS- ile de_of the .application_programta the.
E e AT o e R R e SCB  EE
staEd aidy ant ggesutodd ties resSteidn | pyemté Ontabl é. DBhe COEEmMuted
apparent _in the follow ng detailed witten .
Se%%c?&? RF oS T a3 1 OTISRILSE SHSSERISOT LON 30F SHEE UbRaw Regule
' i ' f : L +@s r I
e e b o A S PR B R PR P 1n
stihestides uhe sndecttaddmbyhiskercedee ofo a e daddson nglthin
thdetalinled descr%g tion of,.an illustrative gngodinent
THer"PRERT i BY RBRUREECPERT I (P (HA® akThbRphAyiRg Sequence
nufibéi 86St heheeeintit sk SeQusiecd b8 ansencepiyak ¥teweafl in

a nethod for preventing
the permuted instruction pointer table.

In accordance with a second embodiment of the present inven-
tion, before any actual execution of an application program
on a computer system, the application program needs to be
cross-compiled to yield a set of cross-compiled code of the
application program The set of cross-compiled code of the
application program can then be executed in an execution mod-
ule that is capable of recognizing and translating the set of
cross—-compiled code of the application program to the actual

machine code of the processor.

All features and advantages of the present invention will be-

come apparent in the following detailed written description.
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mal i ci ous software from execution within a conputer

sys- tem in accordance with a preferred enbodi nent of

the pre- sent invention; 15 Figure 2 is a bl ock

di agram of a conputing environnent in wich a

preferred enbodi nent of the present invention is

i ncorporated; and Figures 3a-3e depict a sequence in
BRMOF ChEStsiT piet banD# STHRO DRGivoNgSr mut ed, in

accordance with a preferred enbodi nent of the present

invention. 5 DETAILED DESCRI PTION OF A PREFERRED

T e e s %
Thézl\'ﬁ% l{}:ﬁ\gn éé?é% %gﬁl tr\]J%ngcoararsrpu §1¥§£Q rES %c])%i f fuser
fuftloesddj éeve) anthddﬁn&m@éﬂeﬂhﬁ&ﬁofnSWEmQUbMEm be un-
e second level is the gﬁiratlng system

de 2B 0P PRabVor & SERYCPnter 1t T RLLANLIE | b A Hiesorip-

tlo??c&f‘darll ei/Pius’éPthE}@r @'idb@giﬁrdéﬂtemaﬁ@t? f@adsiﬁaEBﬁq unction
some of the nmachine |evel instructions to make théem

witdasike aecompandengtood. The third level is the macro
10. | evel ructions, at which an application has

dr%w Ft e a% %racted control of the conmput er systemto
all ow for ease of progranm ng. Since nmany techni ques
have been dedicated to the protec- 15 tion of the

Figerend b2t iPRaePEvels vdew r?sft rucdteoird £hE PpP¥SEFEng

mal {VESLE 0fok BwaPbeky ol ket Aet it Sh t PEr RE At §C LI Qr[hblﬂ:fer thes—
first level of instruction, especially when IS 1S

temhelin| @gebrthace syvidded bgrmWrednpmb@ndmmarme@f 20e pre-

se&?pfn9||¥ sgeaklng it is inprobable, if not
I hpossTBre®™ to wite a nmachine | evel program that can
be executed wthin a conputer system w thout know ng

t he machji ne | evel
Figure 2 is a block diagram of a computing environment

~in which a preferred embodiment of the present invention

is incorporated; and

Figures 3a-3e depict a sequence in which instructions is
being permuted, in accordance with a preferred embodiment

of the present invention.
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instruction set of a processor within the conputer
system In addition, an installation of software on a
conmputer sys 25 temrequires the software to first
understand the instruc- tion set of the conputer
systemon which it is being in- stalled. Thus, in
accordance with a preferred enbodi nent of the present
DETAVEDDI ORSCRI FANY N Cat'i AN PREFOIEHE ) SEMBOD IMERNT Y
transforned to a set of cross-conpiled code of the 30
application program and the set of cross-conpiled
at.i t
Ty G e O e oR R S AT S B EE R on sets
WIEBEDQBIUdedﬂEISSYSDEHLCﬂmESﬁXM¢E|€ﬁOWG@$ )oflddeel is the
|ication program 6 Referrln owtoél vvlns
ma Fn EXFEu COPdT Y ot e@0d, © rséacf%“ 1??— 1|Ss the
op&P&‘@fH&Ugb/sWe%Wa%pﬁldE@febeq R a df eVﬁE‘ékEQc@Hh'r@%c—
_ tware fromexecution within a com5 puter system
tioms.acdbr taecsadand alpreler tde¢ adiveny 9ystemehas ab-
stlp{c?tgee@tsb{%egk' Pfe AR CHIQM. He%eilgrq)r%gru§¥§ggm %8 ke
cltudes a"transformation nod an-execut i
themdeheied 2t o Abg am@ensﬁ¢am prgraMMﬁﬁﬂleﬁE101bethe macro

executed within unter system 10 needs to_undergo
levgl | B SFlu&ttul&%lspr @hégé aBuABRY ¥t PRt BRFafugik her

abPf PEEEEd BolEE010fo FCAMUIESm ﬁi{éﬁce@y%cte(i@r\:@e&iﬁ@w for
- whet her or not an appllcatlon program shoul

easesthl pedgwitrdrimagonput er system 10. If the user
deci de the application programshould be installed
within conputer system 10, the application programis

Sihdenmsapt tkehhd queanHordrthéon gedukatdl itd WHe hot diec-
application program wll be transfornmed to a set of

tierosk- EBApPPE@TCOAE DIt R bpPri EaPfon NSTegrdm oTfe the

pr&&Enef i ALARS16RMIS &b I1GoK @Ir&@@edalﬁgl QR | RO D of
can subsequently be executed wth
the first level of instruction, espec1ally when this is the

level that is used by many computer viruses.

Generally speaking, it is improbable, if not impossible,
to write a machine level program that can be executed
within a computer system without knowing the machine level
instruction set of a processor within the computer system
In addition, an installation of software on a computer sys-
tem requires the software to first understand the instruc-
tion set of the computer system on which it is being in-
stalled. Thus, in accordance with a preferred embodiment
of the present invention, an application program is ini-
tially transformed to a set of cross-compiled code of the
application program, and the set of cross-compiled code of
the application program is then executed within an execu-
tion module that is capable of recognizing the set of

cross—-compiled code of the application program.
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execution nodule 12 that is capable of recognizing and
20 translating the set of cross-conpiled code of the
applica- tion programto the actual nachine code of
the processor. Wthout going through the installation

process, an appli- cation programw || not be able to
be executed by execu 25 tion nodule 12. For exanple,
as shown in an illicit path 15, even if a virus

rogram has sneaked under the detec- tion of a user
Refgﬁfcrm ackd Whehdhavbhpat endsyst darrdcudiathowe Fheure

'S Kkho t [ I mstill gapn- _n e
i A L e O i
pr eragt amy hasl hot cusdegaa tdef 1 st @kéatt OBnpAEesSTH AScom-

such, conputer system 10 is safe from_the potentia
PUGEE 13 VERARY coll AORAEE B blight PORTEY iR SMpedinent of

thdl 98ES8ht 7inkBnRHRGLT 08 dKAPsS OLMBLYL W $sddnang in-
execution nodule 12 should be isolatéd from®each
clydeera thrahadormatdan ivpduhddile aiz strowdgepetion module

pr n from.accepting code from any. source other. ..

12 B B ROt € 5 5250 B e AR R bhin

compgtiee Rysther @0 hede cteduadeblqeckanli agsamiQfattion proc-
conputing environnment _in which a pre- ferred

€S%¥nb HFH@ﬁtWﬁet%%ﬁb?é%éﬁﬂqqn@%ﬁ?ﬁﬁsisqlﬂﬁﬁ%Oer89§GPter

syfSefOWca R GORPHECLNSY HEEM20 Hgrclud easpp('a %{&V@ €o18gram

structure 21, a virtual machi ne manager
shdyhpdrke - igpralledndivthinuglommote mesy 28am2B6, Vifr tthal user

machi nes 23a.,.and.23b are preferab ocated i . .
aefRA0 868 ZEP1iBAL ST oo iR ShES L, bRL e PE R alkad i thin
compiit &al s pREBMNE023@ hieS aipllidfadh od rerdytshuak FReh Be&nt to

23b, or vice versa. VMM 22 controls 15 all _
trahheRneht PBnFOBEL Redrt vilt tuiat ChmERpne@ridgatniopaprogram

wilD be transformed to a set of cross-compiled code of the
application program. The set of cross-compiled code of the
application program can subsequently be executed within
execution module 12 that is capable of recognizing and
translating the set of cross-compiled code of the applica-

tion program to the actual machine code of the processor.

Without going through the installation process, an appli-
cation program will not be able to be executed by execu-
tion module 12. For example, as shown in an illicit path
15, even if a virus program has sneaked under the detec-
tion of a user and was placed within computer system 10

without the user's knowledge, the virus program still can-
not be executed by execution module 12 because the virus
program has not undergone the installation process. As

such, computer system 10 is safe from the potential harm

that could have been brought on by the virus program.
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addition, VWM 22 can directly conmmunicate with
hardware structure 21. Hardware structure 21 includes
such known structures as processors, registers,
menory management units, mepory devices, input/output
devices, etc. 20 An operating systemand nultiple
application prograns can be executed concurrently
InV@f@tﬁlgéChtQ%d@ﬂdﬂﬁﬁtf@n mBuNe: 43a-239- ek8Eution module
exanpl e, an operating system 24 and an application
12 pﬁ*]@‘g\dhﬁw 25 aseletecutfadmiedth ¢theval Imaf28tehiqwecution
oper t|n y 26 and plic
e %&%%r%€1%$ a?g gge ate ﬁ% 4nr¥%mr a?pﬁﬁgﬁ i%ﬂ#rom any
sow&téoughektthanuﬁramxmmrmdt1omemﬁdumpsyBIen124 can
be different fromoperating system 26. For exanple,
operating 30 system 24 can be an open source Linux
wleﬁeeatflerigerwestﬁaw Wi i % 9Per at i ng, system %%;5&8&@8 a
W ndows(r) operating system manufactured by 't
bl@@&rdsamrqmr®6ratpmmpwﬁnmgaehwlndmmeuhdem)mhmph a pre-

ro ess ed by .virtual ne 23a can 8
ngngim?n n?Fh§Qﬁuﬁﬁ?§?ng %%%b?neﬁﬁléﬂﬁfﬁﬁp_
raU@dtL@& $mehhnea23bmphBe rexsgiE Zdﬁidﬁlﬁﬂéylﬂghardware

processor_enul ated by virtual machine 23a can be a
STPERERER(£)- pRo¥eETuasr MRedUMRt URBAIEY (N&MMht e hypervi-

0 e L r
sof SpoREd Rhr ol kRS S5 YAR0, MRS maghipes 23a
an@rb@bssoe paaﬁéaatﬂweddgﬂum® imt@eparabaabarBwMMvﬁE;such
es Cor ation. .Each of v
th%% a%%bexﬁﬁlgﬁopnﬂﬁﬁﬂﬁylﬁ%F% miﬁ Plng3§y§t|ﬁ§ﬁﬁated
fremsoctated apphicat i2¥b,Progrante ¢Bekal esyMMt2A controls
user-l evel . When VMM 22 uses direct executi on, VMM 22
al} sc@@muflécaté@néaheédvqmrvm@@a% i maghinegj 23ar esbdBb. In

ad®{t¥bn, VMM 22 can directly communicate with hardware
structure 21. Hardware structure 21 includes such known

structures as processors, registers, memory management

-units, memory devices, input/output devices, etc.

An operating system and multiple application programs
can be executed concurrently within each of wvirtual ma-
chines 23a-23b. For example, an operating system 24 and an
application program 25 are executed within virtual ma-
chine 23a, while an operating system 26 and an applica-

tion program 27 are executed within virtual machine 23b.

Although it is not required, operating system 24 can be
different from operating system 26. For example, operating
system 24 can be an open source Linux operating system,
while operating system 25 can be Windows® operating system
manufactured by the Microsoft Corporation. Similarly, the

underlying processor emulated by virtual machine 23a can
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| eges) so that none of virtual nmachines 23a-23b can
di- rectly access the various privileged registers
that con 15 trol the operation of hardware structure
21. Rather, all privilegedgnstructions will be
trapped into VMM 22. In Figure 2, virtual machine 23a
is shown to include a cross conpiler 28 for

alNEIBOTdM et Bhti Bkohl 038 GHFRIA18LHI RNSor88e®dor emulated by
_application progranms. In addition, virtual machine 23b
vijtgugshowec hdnenéPide Far eramrlion whdunrdeglivéang processor

emPXECHE | BY %%P%uSﬁoﬂﬁ'c%‘l'}%‘ 'zefa codg gf the "J}Pc""\}x%@t;%z%‘ces-
progr ans: € Cross-conpilations are pref%réb y
sopendinufirdtvirad perthe IatedncCalmgmrdtiwnandhtile the un-

results are stored in_a pernuted, 25 instructjon
denbyhigr PERNSS SOF PBRAALESS iet YLEE PR SATheRe €dk €an be

a ﬁ@wé?@bgdé§o@g§§d¥EhéW&f&@%uQ@dpme%ﬁgifﬁhé?hational
guences. Each of the pernutation séguences Is

Busiknets aMadhiwesh Corgmratfienoss- conpi | ed code of an
application pro- gram Al the pernutation sequences
within pernmuted in 30 struction pointer table 30 are

Eadh ket yviethealdinfdfriands 139A28Bchwatiker ,irad Thdeghi tBeyper-
are not required to be different fromeach other. In

at P up BS pemp@ntEP ITist ¥ e - 2PPoA CRGIIMTerPI@F aM3p pperates

at SHOWB 101 RS Al aghMk M itln2 YMs22; rertgeﬂea§§cuegewt Qv 22
instruction pointer table 30 can al so be place
is wsehi hovir swalcatelodd nes @8ampdeviidec.t,havith cedualksb privi-

be accessed by virtual machine 23b..5 An_exe ar .
Leqge fogSr B ot OE BoF e e | Bege2Rs 2 ian ai-
reftigt acaespstie Ovat NoLBUYPHOMS] g8 $elgadtied-d reRktacon-

groug of instructions for the purpose of gernutatlon.
trapithe| oPRERELOD @F Penfnats oris wetndebdleqRaltihpr, all

privfitbed FAGtLRIMIGs RAMIAE | OPSppbal I8RY Wi 22.
In Figure 2, virtual machine 23a is shown to include a
cross compiler 28 for performing initial cross-compilations
of application programs. In addition, virtual machine 23Db
is shown to include an execution module 29 for executing
the cross-compiled code of the application programs. The
cross-compilations are preferably performed via a permu-
tation algorithm, and the results are stored in a permuted
instruction pointer table 30. Permuted instruction pointer
table 30 includes multiple entries of permutation se-
guences. Each of the permutation sequences is associated
with a set of cross-compiled code of an application pro-
gram. All the permutation sequences within permuted in-
struction pointer table 30 are likely to be different
from each other, although they are not required to be
different from each other. In Figure 2, permuted instruc-

tion pointer table 30 is shown to be placed within VMM 22;
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10 be of no use at all. So certain machine
instructions (such as a JUMP instruction) should be
identified as critical instructions in order to
ensure all critical in- structions will get pernuted.
15 There are several ways to generate pernutations.
One nethod is to utilize a hash or encryption based
ho ke | Oﬁer&u%@dt hais 1eagd { Hat f)HQHt%ri' Itra@léiaﬁ@ éﬁﬂ”%rltso be
has a differ- ent mapping, i. e. H A2
placed wwhm)vnm@lemﬁch@,n@h@ahmvnm tthafetitongan also
be é§é§ﬁ ?Eggg% Shl 5%plen120 With using a
hash or en I On base unc fon is that, froma
gener al conpllatlon st andpoi nt, sane |nstruct|ons may
have different hashed results. For exanp

An | e MRER F ¥n MCAROSh § hsPF HEPF B A9 H‘F‘eﬁ}mbtea?h%%aﬁé as fol-

loWQStFHEEtona Rutp S AS) £ §H§§rW@tﬂgﬂ§S§aibl%éTEEﬂeaofrom
H(A9). 25 Another nethod is to utilize a different

a guppbngif dmstimrctPpng) fon/\/ltéree Pux pos ke oferpanmt i onion.
and is _an_.instruction enerates
Noﬁozé(\lﬁ)lfls%ructllgn( ,@rmu%tlorr}%t %88'eL§l| dse%ua(lﬁﬁ% iseful.

Fopreganpab) e peir@ffLoiphs abfol deeiilty ShBee ukk(iohs , would
where J 30 is the given instruction, should be the

be safeNAo USE 3t anhkr eSOj £eabRddr I3 AN i BEe i9Ediii 51 oS

| s@@ﬁ”HEaB' oM quence, di ehal es e Yaye t Dgsihsate éPfaé n

structions nis to be pernuted or transforne
crEhchabenm&t&uqnansequencdewamdmems@medaaé amwigntayl in-

hayi | & t h sl ot to be filled
s ER WP Gt tmBERE Th order to genorate an

rth pernutation sequence, a randon1nunber 5 between 0O
and n!'-1 is initially chosen. For example, if the
Thegpseteof St uctd bhsth ACSFER 1D B%rEéFﬁGﬂ@TSSSQPe

me€MBHCRs to utilize a hash or encryption based function
such that each instruction in a data segment has a differ-
ent mapping, i.e., H(2ZA;), H(A;),..., H(A;}), where H is the
hash based function, and A is an instruction. The problem
with using a hash or encryption based function is that,
from a general compilation standpoint, same instructions
may have different hashed results. For example, instruction
As and instruction Ag may be the same instruction, but H( As)

does not necessarily equal to H( Ag).

Another method is to utilize a different mapping function
P(A), where P is the permutation, and A is an instruction,
which generates: Pi(A), Py A, ..., Py(BA). This method yields a
more predictable cross-compilation result, since Py(J), where J
is the given instruction, should be the same no matter where

it appears in code segments.

A permutation sequence dictates the way the subset of in-
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nmeans there are 5! = 120 pernutati on sequences), a
random num ber 101 can be chosen between 0 and 5!-|
as the 101th pernuta- tion sequence. 10 The sl ot

position Pos of the first instruction nunber is
i ndi cated by the dividend of the chosen random nunber
rodi- vided by ( n-1) ! , as follows: Pos = 15 r (n

stru@t'loﬂée A emiddede (Hertnhlﬁ:e‘ili WrSit@RA nkeBh-aeas EQ%hC B@§ﬁlﬁta—
random num ber r for the determ nati on of the sl ot

tigqrosiequemcPosanf beheiepgdsapsequent ry nsaviey i val hiupberslots,
and!lddy hlot B SLots @18 CH Ledwhbh, Lastruet bONourper  1n
ioer $For “each “det &f m nat'i-on, Shofti hat or

orc(en’l-tb) g!enle&‘radéc menehit Erﬁéﬂ)muﬂtﬁ.ondeﬁ;ue]‘rMe,t e reieRen number
random nunber 101, the slot position 25 of the first

befweany (c @N6h Dhabes taitdpllyschpsens Foraexapphs, ih the

suk%eawo% %%stm%tagﬂel RdREeQE410d/ La- %érmhéeé §nsi tPich
slot position of the second iInstruction nunberi's

meaBiS( 4here ar@, S!as $A0wpernuFaglor Sbqudinees) emaa nogrdapf num-

and he s| ot t|on of, .th hi.r d
vex’aot Shr 57 neEP Pt uFeRal e L ol dhn pepmata-
tidr G¥edee. The renalnder of 5/(3-1)! |s 1, and the

slot position of the fourth instruction nunber 1is
1/(2-1)! =1, as shown in Figure 3d. The fifth
The 1 4tiCo0d] ROAUDE! o8ORRL G G LG NIIG ORCRuALEL s
positio epicted in Figure e
in¢Enmm¢@tbpntheqdencéehdSéﬁlthefchnsEngmaed&abnhs&bhen-di—.

Vi%&g gﬁﬂect Ii]_nlt)q ,peallrsrm kS dlévr)ss:t ruction pointer table 30

The remainder of the division replaces the chosen random num-
ber r for the determination of the slot position Pos of the

subsequent instruction number until all the slots are filled
with instruction numbers. For each determination, n in the

denominator ( n-1)! is decremented by one.

Thus, for the chosen random number 101, the slot position
of the first instruction number is 101/(5-1)! = 4, as shown
in Figure 3a. The remainder of 101/(5-1)! is 5, and the slot
position of the second instruction number is 5/(4-1)! = 0,
as shown in Figure 3b. The remainder of 5/(4-1)! is 5, and
the slot position of the third instruction number is 5/( 3-
1)! = 2, as shown in Figure 3c. The remainder of 5/(3-1)! is
1, and the slot position of the fourth instruction number
is 1/(2-1)! =1, as shown in Figure 3d. The fifth instruc-
tion number goes to the remaining open slot position, as

depicted in Figure 3e.
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Figure 2) as an entry for the 101th pernutation

sequence. 5 An application program can be pernuted
according to the 101th pernutation sequence into a

set of cross-conpiled codeqyia cross conpiler 28
(fromFigure 2). During execu- tion, the set of
cross-conpi l ed code can be executed via execution

modul e 29 (from Figure 2) according to the 101th 10
pernut ati on sequence stored in pernuted i nstruction

TheoparaHtatilsine SpAuFpreeXapfdl” i f frhe filgure 3e) is then

o EaCH - B BN 2 el R RE g, 39 (£rom

Fiduese) nss ramtént'lSyi £ oas sihgnad 14t péstnhluah:ll@ﬁh rsmjwes
ac cordin [ i nstructi on nunber 1 = ADD

|§1%Elrh%?‘fgﬂx’ REREEATD cang per R EMut Adt Peewslﬁ%r%rt@e

10170 @?mut%tfﬂﬁlggdﬁghﬁénpﬁfo a~sBRANEHARL s compiled
instruction nunber 5 = STORE. Wen the 101th

cogdrervin atfons sequenderi 28ut ifldored i @@re o2) pebhoimgngxecu-

viflosEhEoneh 8F b BRine o “udR BeBlFRonaB ey puia

exahowmnembdomedzgl V & oS tHiuplit ©NB) WatBbRdl hg appldrea-101th
tion programw || be transforned according to the
PeIyBI TRt 51t F BAUSBEReAcO eI 4T Pe IR fet NRbFHS t loacPointer

taD idistruc 25 tion within the application program
will be transformed into a SUBTRACT instruction, each
SUBTRACT instruction wthin the applicatipn program

F be. t ransf %ne% into a nstLuctlon, gﬁgh _
o\ FEPTREET abE! SRomtieh s TS EpPPEaCPER ey 65t ot WP
muted t & a8 SADDred UBTRACE, BRANGH 1 BRBACS! aHE! EPOREGAGhen each

BRANCH i nstruction wthin the application program
of RSl RPRRLFELARE LSt @SB 1 i 3Bt IR EFBAT 1aAd nugsker ac-

corTREL Y N1SLI WCt T aRsWAMY dihen GRBLE Cat LORDR, Ol + ¥t on
be transformed into an ADD instruction. feversa
number 2 = SUBTRACT, instruction number 3 = JUMP, in-
struction number 4 = BRANCH and instruction number
5 = STORE. When the 101*" permutation sequence is utilized
for performing cross-compilation of an application program
within cross compiler 28 of Figure 2, each occurrence of
the above-mentioned five instructions within the applica-
tion program will be transformed according to the permuta-
tion sequence "25431." In other words, each ADD instruc-
tion within the application program will be transformed
into a SUBTRACT instruction, each SUBTRACT instruction
within the application program will be transformed into a
STORE instruction, each JUMP instruction within the ap-
plication program will be transformed into a BRANCH in-
struction, each BRANCH instruction within the application
program will be transformed into a JUMP instruction, and
each STORE instruction within the application program

will be transformed into an ADD instruction. A reversal
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12 of the above-nentioned transformation is perforned
wWithin execution nodule 29 of Figure 2 during the
execution of the cross-conpiled code of the
application program 5 The psrmutation can be
performed in either a static or a dynam c manner. |f
the pernutation is perfornmed in a static manner, then

of 2 194 OB 9k - GRIRY IR B VSt £IBE 62Mabe o3eli s t;%f'?@rfn@@ within
same, permutation sequence. Such practice  would

exe;alstae@nfmpdaﬂ;eu ”Po tFltﬂPﬁ%c%r@ﬂlbgygwﬁhagépie@elt]}@n of the
cr¢d I%%OfédCQB‘HL_' 8% %@eO ﬁﬁ%@a%pp'ﬁ‘?@%% ot 09ram
0] ce

required ormed onl during
|nstallat|on If the pernutatlon is perforned in a

dynam c manner, there are several choices. A set of
Th“beP%F‘HFF‘BﬁO%(ﬁf‘éhcké% RST QR éﬁ’arﬁg’e‘ﬁh%ér Poditedii§.or 2

dydRSE manmkhat irgn s ﬁ@Pﬁ@taE?B%UE%“ﬂ%ﬁf&@ﬂe@eln
performed once, and then each tinme a “conputer system

stétﬁom smannecantnh@rm & grdep epf sempateq:r @s@tamrpctaedbe set
ns, base ernutation seq ghactu- aI
él

to P4 us%heﬁﬁ?rﬁ%rpetrﬁ“él e Jrr%?a??@r?es%cq%en Fraqeise

wo dlDd! peCRangee £achrt iate imEoenARibEr tSSHEd) HGPt manladyer be-
such a case, cross conpilation would have to be done
caug® ¢ResSt LMt ¥9BsSE cBAGI @rpmuh%@ﬁgoan prpgram would

beCPQEH1f5d5¥§t%%' éff&yﬁg%'gﬁl ﬁcger %;Ehstallatlon

sequence can als be 25 ange or ea ['1Tcation
program and it can be accom plished by dlfferent
e sinplest | ement ati on s to,have the

hods.
1f EhP s i Al LR Sob BeI e e da i |04 P n Means T,

th&ke¥ bek & Sidean pgogrekypta %@'&ﬂrgébﬂhtbl‘&ﬁb@’bkequences
generating a unique_ instruction set for that ap- 30

cap| PeafPanIsrogeamodira Bl ¥ er @8Capprcawti Lot i mgfam those
peﬁ%@atfén@ebﬂﬂ 8Lt BEedolrhe® IR, MRIFRY Y i L9cR VihKESa

computer system boots, it can run a different set of cross
compiled programs, based on the permutation sequence actu-
ally in use. Further, the permutation sequence can ran-
domly change each time the computer system boots. In such
a case, cross compilation would have to be done "on the

fly" by a cross compiler running on the computer system.

In addition, the permutation sequence can also be
changed for each application program, and it can be accom-
plished by different methods. The simplest implementation
is to have the VMM use the signature hash of an applica-
tion as a key for a streaming encryption algorithm,

thereby generating a unique instruction set for that ap-
plication program. Any altered application program (such
as being altered in a main memory due to a virus that
causes a buffer overflow) will start generating a dif-

ferent instruction set.
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causes a buffer overflow) wll start generating a dif-
ferent instruction set. 13 Alternatively, the VMM can
generate a random nunber each tinme an application
programis being | oaded, angsthe code segments of the
application programare run through 5 an stream ng
encryption, or hash (since it does not need to be
reversi bl e) engine to change the cross conpil ation.
Thi s method provides an additional |evel of security
Altarnpidtve he, Phes)VEMnegirorodeesrts R Apndcgonseaber
net i n TR npr.edi b] e. As begen
R RS T LR WS
coqe evemhenys makfi cheus ppdfitosarieod r progxeautiren rus tfthnoagh
conmputer system |f.the VMM keeps a, permnmutation
an REBERREEG I YREL Rlsh Ot HAxh heiRGEed MpiPFEabPsn need

to that rdfekrs ity de éH@inbh%%‘%ﬁﬁh?eséﬂghdﬂbégté@%pilation.
where a sanpl e erimut ed application is sonehow
Thippt B hbadbpraviaescker addind anml peemellatiforsecurity in
t 1 ge applied to.a virus, then sent t .
th%@rfggh?ﬂﬂA%n?ggfﬁ&nnf%ﬁ %meioP?§9i§zﬁ?ﬁ??ﬁﬁgr?HHFtlon
and or &mé enshah palediet@blidie present in- vention has been
described in the context of a fully func- tiona
conputer system those skilled in the art wll ap-
As PRESI ¥} NaLsEhe ymehaph ey, of s & he PL"nQrQeq{‘EinV%Qtd\Pindes
are capable of being distributed as a program product
a hathogda-f @5 prevegndflinfprmsl i ahdushasto fithwea pe efepnm execution

.lonventiaon applies equally._r r di f the particuyl ar,
wL o OhE b1 COrGR ety S PRy i d Tt V PNz BSRS do ATy ation
asSeciytOdt wibh dhet hiabtt iof.cadiapdt @5t 88 Sbglakation that
., bearing nedia_ include, without limta-
is to be run, then even a sampling attack ( where a sample
permuted application is somehow obtained by an attacker,

and the permutation determined, applied to a virus, and

-then sent to perform an infection) fails.

It is also important to note that although the present in-
vention has been described in the context of a fully func-
tional computer system, those skilled in the art will ap-
preciate that the mechanisms of the present invention are
capable of being distributed as a program product in a wva-
riety of forms, and that the present invention applies
equally regardless of the particular type of signal bear-
ing media utilized to actually carry out the distribution.
Examples of signal bearing media include, without limita-
tion, recordable type media such as floppy disks or com-
pact discs and transmission type media such as analog or

digital communications links.

While the invention has been particularly shown and de-



tion, recordable type nedia such as floppy disks or

com 30 pact discs and transm ssion type nedia such as

anal og or digital comrunications |links. Wile the

invention has been particul azly shown and de 14

scribed with reference to a preferred enbodi nent, it

wi Il be understood by those skilled in the art that
sc4abd PUsi t 1§ hagese hBef Pbmaangd det L oM@ RS, it will

therein without de- parting fromthe spirit and scope
be gindaesitppantiont hes ¢5skdlldlavB Mat hies agltaitiealt i yarious

h 0 r nti,n naI|C|ou tware fr

Cha]n%cu- % gﬁr&ﬁ Engg%gé%p r syéFE%?'gg relntﬁ6ggbut de-
parcoipd | Siog: thpesporaitngnal peropd adf orhe®niAvedbset. of

instructions wthin an application programto yield a

permuted se- quence of instructions before any actua

execution of 10 said application programon said

conmput er systenm storing a pernutation sequence

nunber of said pernuted sequence of instructions in a

permuted instruction pointer table; and executing

sai d pernuted sequence of instructions in an 15

execution nodul e that is capable of translating said

per- nuted sequence of instructions to an actua

machi ne code of a processor within said conputer

system according to said permnmutation sequence nunber

of said permuted se- quence of instructions stored in

said pernuted instruc- 20 tion pointer table.
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2. The nmethod of Claim1l, wherein said application
program can be executed in a conmputer system w t hout
bei ng cross- conpiled. 25 3. The nethod of Claiml,
wherein said method furtherign- cludes providing a
first virtual machine to performsaid pernutation
and providing a second virtual nmachine to perform

cL.BAmg executing. 30 4. The method of Claim3, wherein

said nmethod further in- cludes providing a virtua
menory manager within said com puter systemfor

Wh%ﬁnﬂ%oé£gggﬁaakg_first and second virtual nmachines.

e method of Caim3, wherein said nethod
further includes placing said first and second virtua

machi nes in separate partitions. 5 6. The netgod of
rom execu-

Ry diDEhdhf becp aRer ad | 8getystan® inpld ddhptising:
and second virtual ‘machines. 7. A conputer usable
el Low Ivelvg ng  Recopatéonprayrant peoedt ¢0 destimctions

pr.event i Licious software fromexecution within, a_ _
(%ﬁ%ﬁﬁerggygﬁg%%cggﬁg%caﬁﬁkﬁﬁmU%gLYéeéédFuﬁermu €d se
cppicSi 6f: inpregcamnesddabans dny petfualmdie@ution of
permutati on on a subset of instructions within an

a‘?ﬁﬂ‘i’l c%PP%hCBFéﬁparﬂrto@%ﬂ%l QR asabgr ﬁﬂF’é’dltseerquseY&"ee’Bf

SStFEY) Snechatasn o Sesiht Al ek St i e
cotleueransof o nsttariaigi enp ek nutariegmugerieheet nuption
pointer table; and

executing said permuted sequence of instructions in an
execution module that is capable of translating said per-
muted sequence of instructions to an actual machine code
of a processor within said computer system according to
said permutation sequence number of said permuted se-

quence of instructions stored in said permuted instruc-

tion pointer table.

The method of Claim 1, wherein said application program
can be executed in a computer system without being cross-

compiled.

The method of Claim 1, wherein said method further in-
cludes providing a first virtual machine to perform said
permutation; and providing a second virtual machine to

perform said executing.

The method of Claim 3, wherein said method further in-
cludes providing a virtual memory manager within said com-
puter system for controlling said first and second virtual

machines.
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ber of said pernmuted sequence of instructions in a
per- nuted instruction pointer table; and program code
nmeans for executing said permuted sequence of 20
instructions in an executionp:.nodule that is capabl e of
translating said pernuted sequence of instructions to
an actual machine code of a processor wthin said

. G HeRhodS¥gt M aRCI! diyAgrt On S&h dd PREPHE R # @ her includes

sequence nunber of said pernuted sequence of
iMacingt sead Sispedand safdn@evipbuadit BaAChines uo isgparate
&%&%ﬁ%ﬁohgble. 8. The conputer usable nediumof Cd aim
) erein said appli- cation programcan be executed
in a conputer system w thout being cross-conpiled. 30
9. The conputer usable nediumof Claim?7, wherein said

- do¥e s @fabiléifedr uMPEGPLReF 2 Ac PEBBSdpE BEERAT cbhe

MBARRsf YrRA A Y BY r&fbhst o\bb&geslhg”eggteﬁs 18 said first
contai n"said program code neans for “pefformng said

I eenengt ivomtuahdmaZzhipesgr am code neans for

provi ding a second virtual nmachine to contain said
program code neans for executing. 10. The conputer

. saldmputedi uBaKl £ raddi Om WL 84 Na SAbAPGOBY SppUleam prod-

usabl e medi um further includes programcode neans for
ViR PEE XA RS TSP USaiLgEMaRet Aramseesution within

GO o SYPL EBH U LORMTRLIL00uSER. T h oty RUd 38080,

k
virtual nma I nes. 10 11. e conputer usa I um
@r@raimmcodenwirenns nfsri dectrrming er pesabitetiedi om a subset

further includes ram code. neans for Iaciqg sai d

i1 SESERACELEBR G OF P DaR ™ nRERHhESC 19 SBAERE Lo vicld a
permuted sequence of instructions before any actual execu-
tion of said application program on said computer system;
program code means for storing a permutation sequence num-
ber of said permuted sequence of instructions in a per-
muted instruction pointer table; and

program code means for executing said permuted sequence of
instructions in an execution module that is capable of
translating said permuted sequence of instructions to an
actual machine code of a processor within said computer
system according to said permutation sequence number of
said permuted sequence of instructions stored in said per-

muted instruction pointer table.

The computer usable medium of Claim 7, wherein said appli-
cation program can be executed in a computer system without

being cross-compiled.

The computer usable medium of Claim 7, wherein said com-
puter usable medium further includes

program code means for providing a first virtual machine
to contain said program code means for performing said

permutation; and
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10.

11

12.

13.

partitions. 15 12. The conputer usable nmediumof Caim
9, wherein said com puter usable nediumfurther
i ncl udes program code neans for providing different
operating systems in said fifsst and sec- ond virtua
machi nes. 20 13. A conputer sSystem capabl e of
preventing malicious soft- ware from bei ng executed,
SHAG rGABBHEr nEY Ak e EOPPEYSAindIE SR FArtual machine
perfoormng a pernutation on a subset of in- structions
Wict giomtaanappidcRr PeRapr ogAanmeansyi &0y exeenting nut ed
sequence of instructions before any actual execu tion
of said application programon said conputer sys- tem
ahrerdatipt dmsisabdte arediaimtodr clalhne of orwhalreriim@ad d com—
per- nutation sequence nunber of said pernuted
asadtle awd FGEFP@HS}nﬁﬁHdﬁéaﬁ§ogﬁ?me9%%%tW$EPS for
RE eqd; n [ = dil iy 4

S S ety R b o 4 ST ot
parshared ogegoantcelofingnsaidcfioas andaveaendtubttual ma-

chi ne code of a processor within said conputer 35
gsgt ‘according to said pernutation sequence nunber
of 18 said pernuted sequence of instructions stored
in said pernuted_instruction pointer table. 14. The

-JSM0 AITPUERAS &1R adtL comecHh Ut Ofutrdradith Jsaivhegsiin sagd com-

G O ﬂ@&@fﬁéﬂ%&%ﬁ%ﬁ%&sﬂi;gpd%ﬁgggg%gﬁl 8¥&t eans for

Wi t hout bei ng cross-conp uter system
aflCiaignsk3d dhesti andasdcondput eruak ysamifas tierseparate

i ncl.udes
partitions.

The computer usable medium of Claim 9, wherein said com-
puter usable medium further includes program code means for
providing different operating systems in said first and sec-

ond virtual machines.

A computer system capable of preventing malicious soft-
ware from being executed, said computer system compris-
ing:

means for performing a permutation on a subset of in-
structions within an application program to yield a per-
muted sequence of instructions before any actual execu-
tion of said application program on said computer sys-
temny;

a permuted instruction pointer table for storing a per-
mutation sequence number of said permuted sequence of
instructions; and

means for executing said permuted sequence of instruc-
tions in an execution module that is capable of trans-
lating said permuted sequence of instructions to an ac-
tual machine code of a processor within said computer

system according to said permutation sequence number of
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10 a first virtual machine to contain said nmeans for
per- formng a pernutation; and a second virtua
machi ne to contain said neans for exe- cuting. 15 16.
The conputer system of C aipgl5, wherein said conputer
system further includes a virtual nenory manager for
controlling said first and second virtual machines.
a1 dhe £RIPEHEE coYRh@B &ff Q2d 7 48t 1¥hHSr i8R dn saidq
first and 20 second virtual machines are located in
sepapatedpanstrucitdren p@inTde tekpeter system of
Claim 15, wherein an operating systemwthin said
first virtual machine is different 25 an operating

14 syaRkemompguti dr saydteecwf viatiual Irichinereld shid appli-

15

16

17.

18.

109.

nmet hod for preventing malicious software from
SRELPPORT REHT nCANcHFp RFTCWYRE ehP daF@MtfIy System
CRPRLSE NBe i nG 0SS CQMU PN application programto
yield a set of 30 cross-conpiled code of said
application program before any actual execution of

ahhe FBRRMERS SRR L B8 L aon B iah i B “Crguter

apps t 6A- f ik ORePr A@cAradds an execution nodul e that is
capabl e of rec- 35 ognizing and translating said set

oft ERgsS- VdRTivaEld Bclel Bl gg CORt@ idp 3 kdt POANPr Sgramer-
t .act ya [ d a processor within said
cg%%ﬂfgﬁ gy Fgﬁﬁgfgsfﬁg Eg?%od of Claim 19, wherein

sai sleapptli vatritoa lpmegitame St canobtaéxecuatied] marrss for exe-
conputer system w t hout being cross- conpiled. 21. The
n%gﬁﬁﬂgbf Claim 19, wherein said method further in-

. The computer system of Claim 15, wherein said computer
system further includes a virtual memory manager for

controlling said first and second virtual machines.

The computer system of Claim 15, wherein said first and
second virtual machines are located in separate parti-

tions.

The computer system of Claim 15, wherein an operating
system within said first virtual machine is different

an operating system within said second virtual machine.

A method for preventing malicious software from execution
within a computer system, said method comprising:
cross-compiling an appliéation program to yield a set of
cross—-compiled code of said application program before any
actual execution of said application program on said com-
puter system; and

executing said set of cross-compiled code of said applica-
tion program in an execution module that is capable of rec-

ognizing and translating said set of cross-compiled code of
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20

21,

22.

23.

24.

25.

cludes 10 providing a first virtual nmachine to perform
said cross- conpiling; and providing a second virtua
machi ne to perform said execut- ing. 15 22. The net hod
of Caim21, wherein said hod further in- cludes
providing a virtual nenory ianager within said com
puter systemfor controlling said first and second
\§dﬂdﬂﬂ le%ﬁthﬁSpr8$r§§ tghﬁhr%%{ﬁ§h(ﬁhégfﬂénéghe of a

wherein said nethod further in- cludes placing said
foncstesgiod vétbnd shiduadbmpacdr negstem separate
partitions. 24. The nethod of Caim2l, wherein said
nmet hod further in 25 cludes providing different

.Opee abetigoSyst e0Baim 58 dwhetstin 8@d dseeyld cdtitdtdl program

machi nes. 25. A conputer usabl e medi um having a
P LR re ¥ O @th Jprao@ CQEPUERF PYTVRAtVHGH iRgidqig cross-
st ware fromexecution within 30 a conputer system
sal d computer usable medi um conprising: program code
means for cross-conpiling an application pro- gran1to

ed code of sa

P4 TRy BT & Ay AT T R Lk e Lo

mmndescatlon program on said conputer system and 35
program code means for executing said set_ of

RRRELEGhid dd A Eddeads maghi g9 d%ﬁnfcmnprs@ohrﬁmss—
Jﬁ§959k1°QuﬂPd“'e that is capable of recognizing

ransliating said set of cross-conpiled code of
swcdvmtnmg Gatdamompt ogremalo raclaime i@l parEcdimes diatleexecut -
cgng.processor Wi thin said conputer sys- 5 tem

The method of Claim 21, wherein said method further in-
cludes providing a virtual memory manager within said com-
puter system for controlling said first and second virtual

machines.

The method of Claim 21, wherein said method further in-
cludes placing said first and second virtual machines in

separate partitions.

The method of Claim 21, wherein said method further in-
cludes providing different operating systems in said first

and second virtual machines.

A computer usable medium having a computer program prod-
uct for preventing malicious software from execution within
a computer system, said computer usable medium comprising:
program code means for cross-compiling an application pro-
gram to yield a set of cross-compiled code of said appli-
cation program before any actual execution of said appli-
cation program on said computer system; and

program code means for executing said set of cross-compiled
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26.

27

28.

29.

30.

31.

26. The conputer usable nmedi umof Caim25, wherein
said appli- cation programcan be executed in a
conmput er system wi t hout being cross-conpiled. 10 27.
The conputer usable nediumgf Caim25, wherein said
com puter usable nmediumfurther includes program code
means for providing a first virtual machine to
YAt said BPHRULaEtEeHephBdRsmli Dh &H0SREQHDHM I AGdule
15 and program code neans for providing a second
ahatudls sackide oforeeAgaialsgi anér‘égaaﬁieba@gn@@h@ set of
f T u C
SFo a1 §0dsnrt 0N PSR R A s e

|uualude$hpm@gcamecodeawpanseésor piokidi sgid wompubér sys-
ggnnry manager wthin said conputer systemfor

rolling said first and second virtual ma- chines.
25 29. The conputer usabl e nediumof Caim27, wherein
said com puter usable mediumfurther includes program
chWe qesEvg-eromsapilacimagivai df f Caimand selorriivisaidlappli-

e rat n e conput er

usa cﬂlﬁg %Eﬁsg% % %e eg?ghg%grg?ngsal pu g& s %%Em Without
wﬁﬂﬁgadﬁmﬁsHmbhmﬁﬂbdr i ncl udes progran1code nmeans for
providing different operating systens in said first
and second virtual nmachines. 35 31. A conputer system

.Q§Q§@d%§ﬂid¥*ﬂgﬂﬁwﬁQe@Ethb9U€l§9E¢E@rewgéreﬁhogbld com-

bei ng executed, said conputer system conprising: neans
fmuteﬂwnﬂahiﬂnmadlmglémrapﬁtl@atﬂ@deprogran1to yield a

Epgrtogrfan(\:ré)osge R OFL £ 088 91 o 53 9, ApPLLEALE 90,RT OGLAT: e
to contain said program code means for cross-compiling;
and

program code means for providing a second virtual machine

to contain said program code means for executing.

The computer usable medium of Claim 27, wherein said com-
puter usable medium further includes program code means for
providing a virtual memory manager within said computer
system for controlling said first and second virtual ma-

chines.

The computer usable medium of Claim 27, wherein said com-
puter usable medium further includes program code means for
placing said first and second virtual machines in separate

partitions.

The computer usable medium of Claim 27, wherein said com-
puter usable medium further includes program code means for
providing different operating systems in said first and

second virtual machines.

A computer system capable of preventing malicious software
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fore any actual execution of said application program

on 5 said conputer system and neans for executing

said set of cross-conpiled code of said application

programin an execution nodyke that is capable of

recogni zing and translating Said set of cross-

conpi |l ed code of said application programto an actua
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system 32. The conputer system of aim 31, wherein
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contain said neans for cross-conpiling; and a second

Vit SO E YE& SChnedh sai d means for execut- 20
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conmput er sys- tem further includes a virtual nenory
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Vi I hi .25 35. The conputer system of C_ai m
S5 S Lt ad and ReBRGRa tare; Sar cmaelh kg Cross-
araempidcat ebden Fepariat eagridatildrorogdambto Be actual ma-
conput er system of C aim 33, wherein an operating sys-
G tHAGF f @ HHRASSAGT 1t Hde e iOTIRYTET ehits tam-

op- erating systemw thin said second virtual machine.

. The computer system of Claim 31, wherein said applica-

tion program can be executed in a computer system without

being cross-compiled.

The computer system of Claim 31, wherein said computer
system further includes a first virtual machine to contain
said means for cross-compiling; and '

a second virtual machine to contain said means for execut-

ing.

The computer system of Claim 33, wherein said computer sys-
tem further includes a virtual memory manager for control-

ling said first and second virtual machines.

The computer system of Claim 33, wherein said first and
second virtual machines are located in separate parti-

tions.

The computer system of Claim 33, wherein an operating sys-
tem within said first virtual machine is different an op-

erating system within said second virtual machine.



