28 Decenber 2005 1 "Security System and Method for Conputers" Field of the
Invention This invention relates to a security systemfor securing data and
information 5 stores in conputer systens and a nmethod of securing the
sane. In the context of this specification, a conpute8$esingnr P&3defined to
include a conputer having a central pyocessing unit (CPU) and a storage
device, which may be a hard disk, CD RRWor other read/witeable data
storage nedia or any conbination of the sane, and a network incorporating
one or nmore such 10 conputers, as in a client server system Throughout

t he specmgg ' s : ‘ Juj_res otherw se, the word

"conpri se , , or "conprising", wll be
understood to inply the inclusion of a stated integer or group of integers
but not the exclusion of any other integer or group of integers. 15
Background Art In these days of w despread conputer usage, data stored on a
conputer system is becom ng increasingly accessible to a variety of users.
This may occur directl inreal time via local and/or renote use of a
conmput er Fg)ddhengntidt ent users or indirectly via the | oading and
runni ng of conmputer prograns at predetermined 20 tines automatically or
manual |y _by a user of the conmputer system Wth the advent of conputer
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manual |y via floppy disks and CD ROMs or autonmatically via conputer
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to incorporate "anti-virus" ftware .
ay be a hard disk, ('SB Rﬁ!\(? or oterr read/writeable data storage media or any

combination of the same, and a neiwork incorporating one or more such

10 computers, as in a client server sysiem.

Throughout the specification, unless the context requires otherwise, the word
“comprise” or variations such as “comprises” or "comprising”, will be understood to
imply the inclusion of a stated integer or group of integers but not the exclusion of
any other integer or group of integers.

15 Background Art

In these days of widespread computer usage, data stored on a computer systém
is becoming increasingly accessibie 10 a variety of users. This may occur directly
in real time via local and/or remote use of a computer system by different users or
indirectly via the loading and running of computer programs at predetermined

20 times automatically or manually by a user of the computer system. With the
advent of computer networks allowing remote access to computer systems via
local area networks and wide area networks such as the Internet, and the ready
transfer of computer programs and data between computer systems, either
manually via fioppy disks and CD ROMs or automatically via computer networks,

25 the security and integrity of data and information stored on the read/write stores of
computers is becoming increasingly of paramount importance.



in order to protect the data and information stored on the storage device
thereof fromhostile conputer prograns, and user authentication procedures
allow ng predetermned |evels of access to data and infi9Lr.0mtL 0805t ored on
the storage 5 device of the conputer s%stem dependent upon the status of
the user. A problemw th nost types of anti-virus software and user

aut hentication protocols wused today is the very fact that they are
enbodied in software, which is required to be executed under the control
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anti-virus or user authentication software to function 10 correctly is that
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updated and entered onto the conputer system before a particular virus
finds its way to the conputer system certain viruses can be extrenely
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some knowledge of the virus or type of virus that it is attempting to secure the

15 system from. Hence, the anti-virus sofiware needs to be constantly updated and
entered onto the computer system before a particular virus finds its way to the
computer system.

As certain viruses can be extremely hostile and destructive to computer systems,
the fag time between the first occurrence of a virus and the production of software

20 1o combat the virus still creates a window within which oftentimes irreparable
damage can occur to certain computer systems infected with such a virus.
indeed, the production of viruses and anti-virus software does have a tendency to
be seff-perpetuating. Thus whilst better solutions may have been proposed in the
past to combat viruses and ensuring the security of data and information, the state

25 of the art has remained around adopting a software approach to deal with the
problem.

Notwithstanding this, various hardware-based solutions, which are intrinsically
mare reliable and resilient in preventing virus or unauthorised access to data
stored on a computer system, have been propased in the past. However, these
30 have been awkward to apply, restricted in their adaptablility to different and



28 Decenber 2005 changing formatting standards or have required user
interaction of a technical nature well beyond the nere | oadi ng of
execut abl e progranms, in order to make them effective or even operational.
Di scl osure of the Invention 5 It is an object of the preséhbecamtenidn t o
provi de nore robust protection for date3 and information stored on a
conput er system from unaut hori sed access and/or msuse. |In accordance with
one aspect of the present invention, there is provided a security. device

for a co ; ' a t ' [ » L used
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storage deeiure viell beyond tig drira lbadihg diandceathbly prdgransmitoeder fohmagecurity
devi ce conpri sing: processing neans | ndependent of the host CPU for

control | i HPraEHERUE HRREPHAEON St CPU and the storage device; and 15
program nmenory means i ndependent of the nenory of the conputer and the
storage device to unalterably store and provide conputer prograns for

oper at i ngDislogbexekthenlpveBHA® in a prescribed manner to control said
access; wherein the security device is to be connected only in line with
the data 20 access channel between the host CPU and the storage device,
and of 5 t Hds anspbiedlaefdharmreseiitinventipnstogprovide mota ratrust pretetkomfandata he
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control ehfisyet s associated with the basic operation of the conputer and
access 25 to the storage device. 28 Decenber 2005 4 Preferably, said
critical data and control elenents are supplied to and used by the host

CPU for vefidcberiahed wih tdie abpedtoef deyipresaiidin0stict, | theré he mevBEE e
security device for a computer having a host central processing unit (CPUY},

10 memory used by the host CPU to load programs in order to operate the computer

and a storage device for storing data to be handled by the computer, the sécurity

device comprising:

processing means independent of the host CPU for controlling access
between the host CPU and the storage device; and

15 program memory means independent of the memory of the computer and
the storage device to unalterably store and provide computer programs for
operating the processing means in a prescribed manner to control said

aCCess;

wherein the security device is to bhe connected only in line with the data
20 access channel between the host CPU and the storage device, and off the
main data and control bus of the host CPU.

Preferably, the security device includes memory store means independent of the
memory means and the storage device of the computer to store critical data and
control elements associated with the basic operation of the computer and access

25 tothe storage device.



i ndependently of the storage device during the start up sequence of the
conputer. Preferably, the security device conprises authentication neans to
authenticate a 5 user of the conputer having a prescribeg roflle

access to the storage device. Preferably, the authenitica ?ﬁﬁ“ﬁ@

includes a login verifying means to enaBle a user of the conputer to enter
a login identification and password and have that 1login identification and
password verified to authenticate said user being an authorised user of

the conputprcfdraplyngaid dprieslcdaibesdriopiiol slepients arssupplisdhe aHY sscarmpmedevi ce
before all ow a(g.t he start up sequence of the conmputer to proceed Tfurther.
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device. Preferably, the security device includes intercepting nmeans to

bl ock all data 20 access by the host CPU to the data storage device before
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start up sgepnce. Preferably, the authentication means includes an

aut henti cation application 5 programstored tn the program nenory neans,
the nenory store neans or the

Preferably, said login identification and passwords of authorised users and the

prescribed profile of access thereof form part of said critical data and control

elements and said login verifying means accesses said critical data and control
15 elements to effect authentication of a user.

Preferably, the prescribed profile of access comprises a prescribed allocation of
predetermined levels of access permitted for an authorised user of the computer
to'prescribed partitions or zones of the storage device.

Preferably, the security device includes intercepting means to block all data

20 access by the host CPU to the data storage device before initialisation of the
security device and intercept all said data access immediately after said
initialisation under the control of said processing means.

Preferably, said critical data and control elements include identification data in
respect of the storage device for enabling the computer to complete its peripheral
25 check during said start up sequence.



storage device. Preferably, the authentication application programincludes
user editing neans to enable an authorised user having aparticul ar

prescri bed | evel of access to create and editauthorised users for
accessing the storage device. 10 Preferably, the authent2EBetarbeaPi5i cati on
program i ncl udes access profile editingd nmeans to enable said authorised
user having a particular prescribed | evel of access to allocate and edit
particul ar predeterm ned | evels of access to said prescribed partitions or

zones for mbkferapi/hesidsalicHs 8a& BAY icoatraCeRfferke ifdde Bt QIR HEM §&torlS I N
accordance wi th anot her aspect of the present invention, there I's provided

a met hod thalr inckigiesiinyolamgl spich authentigatnns meaagdod @ssumirgopstaionngf et a t o
be handl e onpu r aori sed access, the conputer having a
host cent %Qﬁdﬁ&o@%@#g&ﬁ{%r{)@ %&r&gd menory used by the host CPU to | oad
prograns in order to operate the conputer and storage device, the nethod
conprising, 20 controlli ccess bet ween the host U and. the storage
device i %d@éé%@g’ntt‘ﬁ?/ %ytﬂgﬂﬂcqi@gt eRS é’?fa”@er%lqrér ?”@%‘Pf‘n&pem%@ger
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t he rrermry@%gnd not addr essgbl e by thgﬁﬁost CPU 25 P e%gr améa,%t eﬂr?et hod
i ncl udes staagageviceti cal data and control elenents associated with the
basi c operation of the conputer and access to the storage 6 28 Decenber

2005 device in a location separate fromthe nenory and the storage device
and not &uefeeatypbihe dhentication apgiitatioRrmbgramb includéeusert dditihg myandde
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conput er pRdeRRHMGHsedAfserforHope ey HRVilmdiidévige t he start up sequence
of the computer. Preferably, the nmethod includes authenticating a user of

the conmputer having a
10 Preferably, the authentication application program includes access profile editing

means to enable said authorised user having a particular prescribed level of
access to allocate and edit pariicular predetermined levels of access to said
prescribed partitions or zones for all authorised users having access to the
storage device.

15 In accordance with another aspect of the present invention, there is provided a
method for securihg and protecting a storage device for storing data to be handled
by a computer from unauthorised access, the computer having a host central
processing unit {CPU) and memory used by the host CPU to load programs in
order to operate the computer and storage device, the method comprising:-

20 controlling access between the host CPU and the storage device
independently of the host CPU; and

unafterably storing computer programs for effecting said controlling access
in a location separate from the memory and not addressable by the host
CPU.

25 Preferably, the method includes storing critical data and control elements
associated with the basic operation of the computer and access to the storage



prescri bed profile of access to the storage device. Preferably, said

aut henticating includes enabling a user of the conputer to enter a 10

| ogin identification and password and verifying the sane ég est%PI%§%

whet her the user is an authorised user of the conputer R§eembsy ri bed
profile of access to the storage devi c@ before allowing the start up
sequence of the conputer to proceed further. Preferably, said |login
identification and passwords of authorised users and the 15 prescribed
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el ements and the verifying includes conparing the entered |ogin

i dent i fi caaddspssahle byBIeh@t &Rt h the 1 ogin identification and passwords
within said critical data and control elenents and authenticating a user
if there is match. Preferably he prescribed profile of access conprises a
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include identification data in respect of the storage device for enabling
the conputer to conplete its peripheral check during said start up
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the storage device before allowing the start up sequence of the computer to
proceed further.

Preferably, said login identification and passwords of authorised users and the

15 prescribed profile of access thereof form part of said critical data and control
elements and the verifying includes comparing the entered login identification and
password with the login identification and passwords within said critical data and
control elements and authenticating a user if there is match.

Preferably, the prescribed profile of access comprises a prescribed allocation of
20 predetermined levels of access permitted for an authorised user to prescribed

partitions or zones of the storage device.

Preferably, the method includes blocking all data access by the host CPU 1o the
data storage device during initialisation of the computer and intercepting all said
data access during the start up sequence after said initialisation.

25 Preferably, said critical data and control elements include identification data in
respect of the storage device for enabling the computer to complete its peripheral
check during said start up sequence.



Preferably, said authenticating includes enabling said particular
prescribed |level of 10 authorised user to allocate and edit particular
predeterm ned | evel s of access to said prescribed partiti or., z for
al | authorised users having access to the storage devicggaﬁ?ﬂ?%ﬂ?ﬂ@§
critical data and storage el ements. In faccordance with a further aspect of
the present invention, there is provided a security device for a conputer
havi ng a host central processing unit (CPU), 15 nmenory used by the host CPU

to | oad pWQFe?élﬁ%,ishid)bﬁma! Hatzomed sbetrdlgernentiubeiude anthistorathooagectdeforce for
storing data to be handl ed by the conputer, the security device
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access immedi ately after said initialisation under the control of said
processi ng nmeans; wherein said processing neans effects independent control
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prevent unauthorised access to the storage device on sald interceptin
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unal t er abtpe sibedge dawce.provi de conputer progranms for operating the
processing neans in a prescribed nmanner to control said access. 5
Preferably, the prescribed profile of access conprises a prescribed
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user of the conputer to prescribed partitions or zones of the storage
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device, an
storage device within the critical data and storage elements.

In accordance with a further aspect of the present invention, there is provided a
security device for a computer having a host central processing unit (CPU),
15 memory used by the host CPU to ioad programs in order to operate the computer
and a storage device for storing data to be handied by the computer, the security

device comprising:

processing means independent of the host CPU for controlling access
between the host CPU and the storage device;and;

20 intercepting means to block all data access by the host CPU to the data
storage device before initialisation of the security device and intercept all
said data access immediately after said initialisation under the control of

said processing means;

wherein said processing means effects independent control of the host
25 CPU and configuration of the computer in a manner so as to prevent
unauthorised access to the storage device on said intercepting means

intercepting said data access immediately after said initialisation.



10 main data and control bus of the host CPU. In accordance wth anot her
aspect of the present invention, there is provided a nethod for securing
and protecting a storage device for storing data to be handled by a
conput er from unaut hori sed access, the conputer having a HoReccedbert308p
processing unit (CPU) and menory used b§ the host CPU to |oad prograns in
15 order to operate the conputer and storage device, the nethod conpri sing:
controlling access between the host CPU and the storage device

i ndependerticterablyt tee BesirinCBblicklinclkiey prddrafainenastg aasaty iridepehasit &PU to
the storage device during initialisation of the conputer; and 20
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access t o rhiwenerdd eoanel sty aceedsher eafter. 28 Decenber 2005 9 Preferably,

the nmethod includes unalterably storing conputer progranms for effecting
said controlling access in a |location separate fromthe nenory and not

addr essgiblmettabipetHeopiestiibd Praffieohblcyess abfplisss B présoflibdd anddabionastd
passwords of authorised users and the 5 prescribed profile of access
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with the | ion and passwor 'n said critical data and
control elenments and authenticating a user if there is match. Preferably,
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anot her aspect of the present inventién there is provided a security
devi cel@ orm%l"@@i‘ﬁ)ﬁ?‘éﬁc"ﬂté‘yﬁ%@ of the §psieRbral processing unit (CPU), menory

used by the host CPU to | oad prograns in order to operate the conputer
In accordance with another aspect of the preseﬁt invention, there is provided a
method for securing and protecting a storage device for storing data to be handled
by a computer from unauthorised access, the computer having a host central
processing unit (CPU) and memory used by the host CPU to load programs in
15 order to operate the computer and storage device, the method comprising:-

conirolling access between the host CPU and the storage device
independently of the host CPU; |

blocking all data access by the host CPU to the storage device during
initialisation of the computer; and

- 20 intercepting all said data access during the start up sequence after said
initialisation to effect independent control of the host CPU and configuration
of the computer in a manner so as 1o prevent unauthorised access 1o ihe

storage device thereafter.



15 and a storage device for storing data to be handl ed by the conputer, the
security device conprising: blocking neans for selectively bl ocking data
access between the host CPU and the storage device; and authentication
neans to authenticate a user of the conputer having a 2073Jr&sEbiel>
profile of access to the storage devicédl wherein said bl ocking neans
mai nt ai ns sai d bl ocking data access until said authentication neans

conpl etes correct authentication of the user of the conputer. Preferably,

t he securij i C@d S iRIQEEs s hicke PESH o} host
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aut henti cati on mag&s 0 %ﬁ ﬁcenber 2005 Preferably, the bl ocking neans
bl ocks al RAgEgssalle Stgeh?s Elhost CPU to the data storage device before
initialisation of the security device and includes intercepting neans to
intercept all said data ac imediately after said initialisation under
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conputer I'na nmanner so as to prevent unauthorised access to the storage
devi ce, uplemesds dnd the vesyingngclodas sompaeng dépe enteredilatin identifieatoasand

imediately after sajd jnitialisation and before | oading of . t oper ating
syst em of PRHVArG Al Lie ol Blfiion, it Besputtn atifie seltoiitieh et oo a
sof tware p@ftol Alerh&®s GPMIRENtIcALng @ &fck Fahe@ idthapncorrect authentication

of the user, and said processing neans permts normal |oading of the
operating systemduring the start up sequence of the conputer follow ng

sai d sof t padig fPtike f%gg%&agae ! ﬁkrpfiféabﬂaét{&g ORI eIER 'ﬂ:?escd?i'?ﬁaﬂ‘%g%céﬁdrfi of o

bl ocki ng neans to ef ocking 15 access to the storage device a
corr ed0 aptedieiarminad davels of laecess permitigdctor danagthorised user to prescribed

partitions or zones of the storage device.

s

In accordance with another aspect of the present invention, there is provided a
security device for a computer having a host central processing unit (CPU),
memory used by the host CPU to load programs in order to opera{e the computer
15 and a storage device for storing data o be handled by the computer, the security

device comprising:

blocking means for selectively blocking data access between the host CPU
and the storage device; and

authentication means to authenticate a user of the computer having a
20 prescribed profile of access to the storage device;

wherein said blocking means maintains said blocking data access until said
authentication means completes correct authentication of the user of the
computer.

Preferably, the security device includes processing means independent of the
25 host CPU for controlling the operation of said blocking means for blocking access
between the host CPU and the storage device in response to said authentication

means.



with the prescribed profile of access of the user. Preferably, the security
devi ce includes program nenory neans i ndependent of the nenory of the
conputer and the storage device to unalterably store and oVvi ge Cﬁ ut er
prograns for operating the processing ans in a prescrib% “ Fedfiar to
control said access. Preferably, the security device includes nenory store
nmeans i ndependent of the nenory neans and the storage device of the
conputer to store critical data and control elenents associated with the
basi ¢ operRtdfenablyf, thehlelocking maansdrldclecaledata dopesh ey she@hageCHEMDdee daf
Preferably, said,critjcal data and control e|enents are suppljed to, and
Used by t Horagssdevies pegre (nlialisrian PbiectocuRly Seiregad dealtidks BRICBRtNht | ng
t he conput ' I f ' FeobH) iod; :

sequence. ol TE T B o e R S o St rpRBfGH Lnty

aut heni t i dheicontrokefrsid prdcedeibganéang.n veri fyi ng neans to enable a user of
the conputer to enter a login identification and password and have t hat

| ogin identification and password verified to authenticate said user being

an authorPreéetablyesaiof ptocessingpoeans biiscta gndeperatent icoatfopobitid Rostf CRUcess

to the 5 stoyage. device fore allowng the start up sequence of the
conput er t®d§F§%f@éﬁathmPF ﬁ'éﬁ’ COPHUHEN Wy Pymangey Sp g ﬁoim%‘ﬁqtfli"@é{ﬂi“ﬁf?egnd

passwor ds leddtdfid §t6&hgé8@év$cév}m§mh%id F?ﬁ@r?%biir{?g?ﬁxe%h@fiﬁﬂegcéjgipgcﬁ%ﬁﬁéafaher eof

formpart of said critical data and control " elenents an ogi n

veri fyi ng ancess immaskiaiely stigrdsaidi inltiedisatat andrizbfo@ntoading 00 the eperdtmgt o

ef fect aut hef]t i c§g,lieon of 18, user. Preferably, the prescribed profile of
access corﬁyﬁ €Re pcfoég%"ﬂ Pbed all ocation of predeterm ned | evel s of access
permtted for an authorised user of the conputer to prescribed partitions

or zon he, st or.age. devi ce. Preferabl t he.securit vice i dapt ed
Co be. Bntdeltaos FyaRfuiieaion s chaslon.s Foabeibortoiiftichaded ™ he
PﬁSt hCP:J %jp%eﬁ&ﬁeétaﬂfe@%n@@tlhgmenﬁeﬂidﬁ bf tHteusdRidhdigdia ety hdankus of
e ho ) :
> permits normal loading of the operating system during the start up sequence of

the computer following said software boot.

Preferably, said processing means controls said blocking means to effect blocking
15 access to the storage device after correct authentication of the user in accordance
with the prescribed profile of access of the user.

Preferably, the security device includes program memory means independent of

the memory of the computer and the storage device to unalterably store and

provide computer programs for operating the processing means in a prescribed
20 manner to conirol said access.

Preferably, the security device includes memory store means independent of the
memory means and the storage device of the computer to store critical data and
control elements associated with the basic operation of the computer and access

to the storage device.

25 Preferably, said critical data and control elements are supplied to and used by the
host CPU for verification of the storage device and operating the computer
independently of the storage device during the start up sequence of the computer.



I n accordance w th anot her aspect of the present invention, there is
provided a mnethod for securing and protecting a storage device for storing
data to be handled by a conputer from unauthorised access, the co ut er
having a host central 20 processing unit (CPUY and menory23R&embsr 408 host
CPU t.o load prograns in order to operate the conputer and storage devi ce,
the nmethod conprising: selectively blocking all data access between the
host CPU and the storage device; and authenticating a user of the conputer

havi ng a pPesemblysthepashehiticatioraseess inddddsoa ldqm SEARREEMBaNE &6 endBierei n
sai d bl ocking of data access is maintained unt the user of the conputer
i s correctYSET Atthe MoMpAtRYIo entep @ ioditidesiificalivs andpasawpid asdib@vedhatt i ve

devi ce 1 ndodinERFIGRSh BhY' RasRgT etk B Bbhctt soll Ms Ry B ng
occurs durauthorigsict uaden stttheconiputére haoingua giresartbed pedfilslas acdesscepiHeng al |
sai d data access durlg%Pt he start up sequence 5 immediately after said

i ni tial? salPEeeHRY RSP F‘M‘Pﬁdh%ﬁtqmépﬁgpﬁﬂﬁ:ﬁl@f Yy pempyter 1o pEoeassput er
to enabl e f,Afgpendent control of the host CPU and configuration of the
conputer in a manner so as to prevent unauthorised access to the storage
device. Preferably, the nethod includes performng a software boot of the

conput er g, rab% &R lroSH icRrtiRERonCatd %@iﬁ%g{d&%ﬁ?f'g.g{@égggn@grgynpg@gor el

| oadi ng of t atin system durin
comput er tmescedﬁetieproﬂl%r ef @lcaeskgl therbef Iﬁrnhhm\rti ot seide eriten tdzah | érﬁ:D cohipeiki ng

access to tlhe stoqﬂé]g Igev ce fter correct authentication of the user in
accor danc &ISMEMS HW SRSIogIN WY NG Mpang AcCesesseaid critigal dalarand sontrol

Pr ef erapl 3é|e,h@ﬁ>(3r{§bhggtélﬂﬁéhmwwﬁbtﬁéfbly storing conputer prograns for
effecting said controlling access in ocation separate fromthe nenory

and not addressable by the host CPU.
Preferably, the prescribed profile of access comprises a prescribed allocation of

predetermined levels of access permitted for an authorised user of the computer
to prescribed partitions or zones of the storage device.

Preferably, the security device is adapted to be connected only in line with the
15 data access channel between the host CPU and the storage device, and off the
main data and control bus of the host CPU.

In accordance with another aspect of the present invention, there is provided a
method for securing and protecting a storage device for storing data to be handiled
by a computer from unauthorised access, the computer having a host central

20 processing unit (CPU) and memory used by the host CPU to load programs in
order to operate the computer and storage device, the method comprising:-

selectively blocking alil data access between the host CPU and the storage
device; and

authenticating a user of the computer having a prescribed profile of access
25 to the storage device;

wherein said blocking of data access is maintained until the user of the
computer is correctly authenticated.



Preferably, said authenticating includes enabling a user of the conputer to
enter a login identification and password and verifying the sane to
establish whether the 20 user is an authorised user of t réog‘BFt\%lr gavi ng
a prescribed profile of access to the storage device bef8regrPEwihy t he
start up sequence of the conputer to 6?oceed further. Preferably, said

| ogin identification and passwords of authorised users and the prescribed
profile of access thereof formpart of said critical data and control 25
el ement s apgketdity vaaid Exlieotivd blockislgcoremzesi atrbiegeatcess dehwgemthe host
Identification and password with the login i ([ij)ent If iugat I on and passwords
wi t hi n salCPLEand thesplomgedaviee indspepdenth &iBeeshkiElhut hent i cating a user
if there is match. 13 28 Decenber 2005 Preferably, the prescribed profile
of access conprises a prescribed allocation of predetermned |evels of
access pePnéfetakdly,fsaid aelegiivehblockieg apsers dying ndiglisalien optha ¢ampWsr 8pd zones

of the stor device. .Bri SCr it i L N e.d I on
will be poidk Suﬁ%‘??‘%‘%@é ?‘h ?ﬁ@ﬂﬂ‘%%t gg?ég{shtecp lgﬁlrge\;\n%ngt%(ﬁgs@i%%q&})éﬁeof one
speci fisc grledia@p tafich eniioihitialibaticheand bpfdrenoadingad ¢heviopbratieesystare dfo t he
foll ow ng drawi ngs, wherein: Figure 1 is a sch?ggtic&ﬁox dcitq%gram,of a

typi cal cHBEneREPUR) 3 errRIRINFIeRERdST caRYal fdhe "ash G apd gdBligRiofy
devi ce reh?et tdfh Efértiﬁ.ea H%BE%H’ ad™® Eré?}é?lt unéfﬁﬁoﬁ%@& fa%%%s# ?9ltfe %ﬂﬂay@“ ous
peri pheral devi Ees, igure i's a schematic box diagram of the security
devi ce itgeliteshowing its general functional nake-up; Figure 3 is a flow
chart showi ng the start up sequence of a normal conputer that is not

equi pped with the security device; 15 Figures 4A and 413 are flow charts
showi ng t peefetabily, the nsethoe imgudds perdammping er softwes e droot i it edmputen dftiee
security device; Fi fl ow c‘t}nart show ng t he yarifo%hs st at ﬁs of

| 'gure_ 5is a q
oper attifoncefrestrautsertigatioh offbg; ysers aRthaligwing garmal loading of the operaling
system during the start up sequence of the computer thereafter.

Preferably, the method includes controlling blocking access to the storage device
after correct authentication of the user in accordance with the prescribed profile of
access of the user. -

15 Preferably, the method includes unalterably storing computer programs for
effecting said controlling access in a location separate from the memory and not
addressable by the host CPU.

Preferably, said authenticating includes enabling a user of the computer to enter a
login identification and password and verifying the same to establish whether the

20 user is an authorised user of the computer having a prescribed profile of access to
the storage device before allowing the start up sequence of the computer to
proceed further. ‘

Preferably, said login identification and passwords of authorised users and the
prescribed profile of access thereof form part of said critical data and conirol
25 elements and the verifying includes comparing the entered login identification and
password with the login identification and passwords within said critical data and

control elements and authenticating a user if there is match.



Figure 6 is a flow chart showi ng the various processes performed by the 20
aut hentication application program Figure 7A shows the graphi cal
specification format of the general |ogin graphical user,g B%ge;_‘{?%o(swl)
screen; Figure 7B shows the graphical %ecifi cation format or the nornal
user type login GU screen; 28 Decenber” 2005 14 Figure 7C shows the
graphicail specification format of the admnistrator type login GU

screen; Figure 7D shows the graphical specification format of the

adnmi ni st r dtteferablys &re peascrivedlipreiile «draccans crmprises zEPkasetibed wdocation of

Node(s) 1 o SReleRpRY Ebis, E aRiRebRltbcol slARIEEY et TERSHiar ae
personal Wmﬁ@ror(jaﬁbs@ym@gmrégmgé\pgé,ati ng a security device for :
protecting a storage nedia of the conputer 10 system which in the case of

a PC may be one or nore storage devices generally in the formof a hard

di sk dri veg&iihbscrigifors BPMRe Drawigs € 1 of the draw ngs, the conputer
system 11 generally conprises a central processing unit (CPU 13 and a

plurality of peripheral devices, which are connected via a main CPU

addr essg ang, dalanfis witbbe Bléﬁeﬂ-énes.rswgﬁrnaﬂh&@zﬂi Qﬁlshé QoS @eg&fﬂﬂr?@gg.“, a

keyboard 19 and one or nore storage. Vi ces . I'n the present ‘e I ment,
t he st or agmedspadifisserpbodinaniibersod Thecdragiiption és trasleawith referenaeaiohiinent )
uire an. ATA channel to be provided between them and

st andard r611n|g)rt.hus reﬂ A
the renai AQMAWIBY IHENGZHRFTEIN Syst em 11. These peripheral devices are
connected to the main CPU bus 15 via appropriate 20 interlace logic 23, 27

and 31, each copprising decode l.ogic and device 1)O (input/output). The
ter f ace TOPCT I AP Er b6 HA0EA! o PN RATREHIED AVS6ET SEEHBHDeCRU 13
and the pyHykietl #catibhi PheicdlsedBMiyCBevice relative to the host CPU, main bus,

10 interface logic and various peripheral devices;

Figure 2 is a schematic box diagram of the security device itself showing its

general functional make-up;

Figure 3 is a flow chart showing the start up sequence of a normal computer that
is not equipped with the security device;

15  Figures 4A and 4B are flow charts showing the start up sequence of a computer
system equipped with the security device;

Figure 5 is a flow chart showing the various states of operation of the security

device from power on;

Figure 6 is a flow chart showing the various processes performed by the
20 authentication application program;

Figure 7A shows the graphical specification format of the general login graphical
user interface (GUI} screen;

Figure 7B shows the graphical specification format of the normal user type login
GUI screen;



in the case of the nonitor i7, the interface logic 23 therelor is
integrated with a video adapter and is connected via a standard vi deo
cable 25 to the nonitor; in 25 the case of the keyboard Ifnpidgpiitiesface
logic 27 therelor is integrated with a keyboard port and is connected via
an appropriate keyboard cable 29 to the'4 keyboard; and in the case of the
storage device(s) 21, the interface logic 31 15 28 Decenber 2005 therefor
is integrated with an ATA adapter and is connected via an ATA cable 33 to

the stor agiiguey 7Cahois bepraphidal ddeeiiRBifios kenrntlof b edassigtatoy wisvicgm 35 of
the present enbodi nent is physically interposed inline wth the ATA cable
33 bet vveenGUﬁéc"RWé adapter provided on the device interface 5 logic 31 and
the storage devices 21. The ATA standard supports nost types of storage
devi ce, including hard disk drives, CD-ROVS (which actually adopts the

ATA/ ATAPI l@gh@wﬂg PEAWSHBE gRRPhAGA speaificaiial) formatehthesgdiminjstfataympyseatradites,
zip driv rives. Under the ATA standard, two di screte storage
devi ces mﬁugg&géﬁ%cﬁ ed via the 10 single interface logic 31 and ATA
cable 33. Hence reference wll be nade hereinafter to "storage nedia",

which will_ j it TN I ,and will d
ot er chand aiRy sl spdiaRlort K BO0HE adBlbidfiors Goodimediinl ype
of storagec@sari.ce is the HOD. Most HDD's conformto the I DE (Integrated

Drive Electronics) hard drive standard or the EIDE 15 (Enhanced | DE) hard
drive standard, whereby the controller for the disk drive is |ocated on

the HDD | tp@dtiMode @PPOSCErryth Ot Shé InRHtion connected to the notherboard
of the PC. Although riot shown in the draw ngs, other enbodi ments of the

conput er system may involve storage devices connected to the nmain conputer

. | o f ich h
SYSEm VL 18, ok TR oS G STpolre | a6l 2l g1

its own corresponding interface |logic. A e case ‘of storage
devi ces cdmuEperedng @ sheURYT dayice farsprotaoliog, a tsierage auediayofithe cempatanoul d

ST 244V DR\ ThPEIS Y PREmai5e ofl b o i Sgd BvichS bl 2°°
' in the form of a hard disk drive (HDD).

As shown in Figure 1 of the drawings, the computer system 11 generally
comprises a central processing unit (CPU) 13 and a plurality of peripheral
devices, which are connected via a main CPU address and data bus 15. The

15  peripheral devices include a monitor 17, a keyboard 19 and one or more storage
devices 21. in the present embodiment, the storage devices 21 communicate
according to the ATA (AT attachment) standard and thus require an ATA channe)
to be provided between them and the remainder of the computer system 11.

These peripheral devices are connected to the main CPU bus 15 via appropriate

20 ‘merface logic 23, 27 and 31, eath comprising decode logic and device O
(input/output). The interface logic is characterised to allow communication
between the CPU 13 and ine particular peripheral device.

In ihe case of the monltor 17, the interface Yogic 23 therefor is integrated with a
video adapter and is connected via a standard video cable 25 to the monitor; in
25 the case of the keyboard 19, ihe interface 'ogic 27 therefor is integraied with a
keyboard port and is connected via an appropriate keyboard cable 29 to the
keyboard, and in ihe tase of the Stwrage device(s) 24, the interface logic 34



As shown in Figure 2 of the drawi ngs, the security device 35 generally
conprises 25 a CPU 37, RAM (random access nenory) 39, flash ROM (read only
menory) 41 and bus control and interface | ogic 43, which in the present
enbodi nent is adapted to the ATA standard for the purpozgi)of r%&%cting
the ATA storage device 21. The bus co $rol and interfacé& M6t

typically enbodied in FPGA (Field Prog anmabl e Gate Array) and/or ASIC
(Application Specific Integrated 16 28 Decenber 2005 Circuit) devices that
are connected so as to intercept and permt control of all conmunications

bet ween t Hberefartis GregrEted wiihtareAdAsadaptasrangbisdipnnestedaia @ndd i A cable 3dnt r ol
of the secgurity device.CPU 37, T Ity device 35 also includes a
secure nedPd§ %‘P@Qea(g V“ﬁ%'ﬁ’a‘?m&p?&agﬁgﬁ @Y@Qﬁ rate secure storage nedia 47
to be connected to the security device via a custominterface 49. The

o1 oar am U ECSPCLO HRWeE St HBRIISSal Priphciert B SRAS G TRasedSo
program s e : I . on
start  up \afdhRgCERRaLIENE BaWeRh thE Mﬁb&é&&%@bré\ﬁ&]&cﬁéﬁ id Hévié@‘(r\tgﬁ?%ezhiescpu

37 10 comunicates wth the bus control and interface |ogic 43,
i nt er pdsedodin 31| anbthe storageedevives bl d1e3ATA Standardeptppossmostdypeons

bet ween the .host, CPU 13 d S1Q | . Jhe secure i

i nt er f ace SHH3PY qu'FSr %%%g%%gﬁk c{rﬁ%&b@g@@wﬁl&vhgﬁ&fﬁi&r dﬁbgs ﬂbegl c 43
and the CuSATAP! 8hhat@miéht!te the XTA b&indard} OMERH histhdigNofif Bewss, tAle host
CPU 13 and the secure storage nedia 47 15 under the control of the U 37.

Thi s aspe¢fives andhtapsdivesi on of the security device is the subject of a
separate invention and will not be further described herein. The
functionality of the application programstored in flash ROM 41 and the
oper at i on Usider e AdAusipngarde iwe gisereigi Storage wayicegavay itgeeontrallad g Breence to

h Do i i . , 41
for tnd sSHEI (ette a1 Fhe ATR RAL' S5 PHACS TeRhBhas wil b By o
t he conmputereisafidretnl Ssibrage mpedizdswhich will comprise either one or two storage

devices, and will be used interchangeably with “storage device”.

In the case of PC’s, the main type of storage device is the HDD. Most HDD's
conform to the IDE (Integrated Drive Electronics) hard drive standard or the EIDE

15 (Enhanced IDE) hard drive standard, whereby the controlier for the disk drive is
located on the HDD itself as opposed to being directly connected to the :
motherboard of the PC.

Although not shown in the drawings, other embodiments of the computer system
may involve storage devices connected to the main computer system via a SCSI

20 (Small Computer Systems Interface) standard, which has its own corresponding
interface logic. Accordingly, in the case of storage devices connected to the PC in
this manner, the security device 35 would similarly be interposed between the
SGSI drive device and the interface logic thereof,

As shown in Figure 2 of the drawings, the security device 35 generally comprise's
25 a CPU 37, RAM (random access memory) 39, flash ROM (read only memory) 41
and bus control and interface logic 43, which in the present embodiment is
adapted to the ATA standard for the purposes of protecting the ATA storage
device 21. The bus control and interface logic is typically embodied in FPGA
(Field Programmable Gate Array) and/or ASIC (Application Specific Integrated



and provide authentication by neans of a login ID and password before
access to the protected storage nedia is permtted. Accordingly, the

| ocation of the security 25 device 35 between the host CPU 13 and the
storage nedia 21 is particularly designed so that the security device is
able to filter all requests for information and data fl#3Wergmber 288 fr om
the storage nedia. The security devicel85 forwards these requests to the
storage nedia as appropriate, based on predeterm ned user profiles that
are set up by a user having an adm nistrator profile, which profiles are 30

stored W tdydni I | e
Seotes 1o Crou) BRVEGS Al i uhietied 36 ds 10HABRGRE S SemAl EphFoE AP 1

st or age n@@mmuritationsthetwesn §reabest CRUAMBrt thatdisk stomage tevipesial ander
protectio |t|on art g and/or file-by- file basis in a
manner thE‘t1 '%r(ﬁ r&?e%%qulngyﬁg‘f'?\e wﬂ‘ggﬁet ail later. In order to fully

under stand the operatlon of the security device, an appreci ationis 5
required the n ss followed by a standard computer system
Thi's' boot DRoREyBBLIRYicn o B0 JEdtdes Bceatie madie dgkEace dorkgialowsar he
dr awi ngs. sASamiWBcUrE SbRigeemadial BF 16 Pk t l\gyed by a
PC commncgg as 1 nd |catﬁg at step 51 ”&*}nr%%%dﬁ d;%ezﬁ%émlﬁﬂg?eggé 'S IS

al so knoweustomsintertice910 boot, whereby all left over data fromthe host
CPU s internal menory regi sters and RAMis cleared and the program counter

of the CPUis set with the starting address to comrence the boot process.
Thi s addr dbs $ecurih,e d@uig:ienﬁ;iﬂtg BT opetades amon@ngrtnsﬂopm&tcpb&fdm)pmétwni n the

ROM BI OS Bas L nput. The x t sthe CPU
using ¢ he PR REOrRY in I el AR BT e el Tordodesd Yoe AN SinariTre. Rou
BI OG5 progaprarﬁpﬁécérhé@uaé Geraind isghtef forotheP Baadity NfdviddIC e R eta7i Ng up
har dwar e and software_interrupt vectors and invoking a series of system

checks! Ok n6oMMBEIGHIRE WIR the dus. q%%rpé appimegace dogie §e vbinhels interpeseshins7. The
201 unct | % wah (A WT% i B TR ARbrcoRE AR kRS bellibed I AAIGRU R o
i nstruct ahethe storage medla 21. The secure media interface 45 is interposed between
the bus control and interface logic 43 and the custom interface 49 to facilitate
communications between the host CPU 13 and the secure storage media 47
15 under the control of the CPU 37. This aspect of the operation of the security
device is the subject of a separate invention and will not be further described

~ herein.

The functionality of the application program stored in flash ROM 41 and the
operation of the security device 35 will now be described with reference to the
20 remaining drawings.

The application program stored in flash ROM 41 for the security device 35 is
generally designed to intercept and control the computer systens boot process
and provide authentication by means of a login ID and password before access o
the protected storage media is permitted. Accordingly, the location of the security
25 device 35 between the host CPU 13 and the storage media 21 is particularly
designed so that the security device is able to filter all requests for information and
data flowing to and from the storage media. The security device 35 forwards
these requests to the storage media as appropriate, based on predetermined user
profiles that are set up by a user having an administrator profile, which profiles are
30 stored within the security device itself. These profiles are based on access to



host CPU to check that the various peripheral devices, such as the video
card and nonitor 17, keyboard 19 and storage nedia 21, are present and
functioning properly. On conpleting the POST, the BIOS then | ooks for
addresses of BICOS extensions 25 at step 59 that are hel % i%thg ?9@% of
peri pheral devices to see if any of th have an extend 3 BBt n. The
first of these BIOS extensions is associated with the video card. This BIOS
extension initialises the video card to operate the nonitor as shown at
step 61. 18 28 Decenber 2005 Upon conpleting initialisation of the video
card, the difleentneartifionsc asder dlesvdibin ¢ siorege medier Biussthexdesighated f or

t hose peri | t The Bl. hen procee .0 di spla
the start LR bt Set 0P ™ KEBOBT o SCodbity bR AR HG-tr Ther
tests on tfie Rkiiam manatethabwill bogddtdbad it hrre BetfMaiey. test at step 67,
which is displayed on the screen. The BIOS then perforns a "system

I nventory" or equi pnment check to determ ne what type of peripheral

har dvar e i ) GRBNREAUBY uhBelshimdie opdrationsdfaRe 88curtl lddvicee 8R Hpprd GatldAs
storage nedia, the Bl OS program causes the host Uto ‘interrogate the HDD

r equest Pngregeired |of thagroragl et grocessSoliowed dy(AmtandargasIMmputen systeoh | evel

ATA 6) ¢ nortnmel BIOCES? ol i HeboBREa e, Pl B el

runni ng i ndraivirjs. nodes. This stage of interrogation of the HDD is known as
"drive ID'. The BIOS then proceeds to configure "logical" devices, such as
Plug and Play 15 devices, at step 71 and di splays a nessage on the screen

for each ofeshéwi irﬂHi@urérB,ethéumaVst'aﬁrl@ﬁébdu‘énb@ﬁﬂlowm_lyﬁwﬂt 8émFlchBed 3

i ndi cating the configuration of the conputer sgste_m e BI OS then checks
for the spEindicatedaloiter Sdyalcrower onsshgviy st 5dndhis isrsalkaewn 88 apeplef i ty of
st or aggq Mgl f ' :0 ' S from
i ch 1o sk, Werafy S RF Btericah iOf M) eRL Slidnk etht o sBl dhd | oo
The nor mal RAMdir clearad aotiebk priogram omumteti ek thar IORL (i9\:9et witrerthe starting

' address to commence the boot process. This address is the beginning of a boot

program stored permanently in the ROM BIOS (Basic Input Output System).

The next step 55 involves the CPU using the address to find and invoke the ROM

15 BIOS boot program. The ROM BIOS program goes through an initialisation phase
that includes setting up hardware and software interrupt vectors and invoking a
series of system checks known as power-on self-tests (POSTs) as represented by
step 57.

The POST process involves a series of tests to ensure that the RAM of the PC is

20 functioning properly. It then conducts another series of tests, which instruct the
host CPU to check that the various peripheral devices, such as the video card and

* monitor 17, keyboard 19 and storage media 21, are présent and functioning

properly.

On completing the POST, the BIOS then looks for addresses of BIOS extensions
25 at step 59 that are held in the ROMs of peripheral devices to see if any of them
have an extended BIOS o run.

The first of these BIOS extensions is associated with the video card. This BIOS
extension initialises the video card to operate the monitor as shown at step 61.



the hard disk (C) or vice versa, or the CD ROMdrive. Having identified
the order of priority, the BIOS causes the CPU at step 77 to | ook for boot
information in each drive in sequence until a valid boot sector is |ocated.
The BI OGS undertakes this process by invoking the software_interru 6 vect or
"int 19 25 at step 79, which stores the address of the g cPplpen V03

peri pheral device in a software interrd@ﬁ vector table that is set up
during the initialisation phase of the BICS. 28 Decenber 2005 19 For
exanple, if the target boot drive is the HDD, the CPU | ooks for a naster
boot recobdoonrcobpidtingeioitialisatoncyl iheddded catue dioe BlOSettieor procéedeaf sept
sector on {he disk), t he address, of the devjce specified in the table:
Ol o senfaaer Bl BtoaPoRs Tortnon baeteT UG Ba have 11 | oppy
disk drive fromthe table and | ooks for a volune 5 boot sector at the sane

| ocation on the floppy disk. A valid boot sector is determ ned by the CPU
checki ng t Hee HIGathere Rspcqads 9 Gispigy dhe SiaR WP wiree |13t eGRpPbs befarae
first two : e : t ' u Lo i ] a boot
sector 1 ecedifio HillCodRfrng tuer tes S LB REsRpY hBBobETheT ot
step 815i nhemBAMeshdt siep 67t ediabris disptayederbibetsctemder 10 at step 83 for

| oadi ng the .vari ous operating systemfiles. In the case of the DOS
operating system the hidden files M5 DOS. SYS, IO SYS and COVWAND. COM ar e

| oaded andrxB8iQSdteanerioms a Yeystanh dsvebfdvlf! 6r 8YGipnaert NIERESEBIEMAinar e

| oaded and run to conpl ete g%nfigurati on of the_  conputer system and

al | owi ng WAYPE A PEiphRTRl Iardwas: Boromecied Wethensystateat P 69.5 With
subsequent ' f c heS ey-af nt
erbod ment"eEh, o, PDIP s16r300 AR, AheSHIF Progri tausRE Rk, nbCoRIFIET |
pr ogr ammedntetrophtecthediPDaehuasitgsdetals such aptie @ite standard (RETA pr SC&E), ed

opor a1 e fevebiensAfidid RhbrWier a8 g o S KrA iy oreb8itw 5 5o
cust om boastasdtl KXTA @) te moabedofi gptindérbmeRad/seétord) aindowhetBRbit IS capdbieh t hen

executes an authentication application programrequiring correct user
eg.p.'LC (]% .€q Qh )

of running in other mod his stage of interrogation of the HDD is known as

“drive ID".

The BIOS then proceeds to configure “logical” devices, such as Plug and Play
15 devices, at step 71 and displays a message on the screen for each one it finds.

The summary screen is then diéplayed at step 73 indicating the configuration of |
the computer system. The BIOS then checks for the specified boot sequence at
step 75, where the order of priority of storage media to be checked for the location
of a valid boot sector, from which the operating system of the computer may be

20 loaded, is specified. The normal order is to check the floppy disk drive (A:), then
the hard disk (C:} or vice versa, or the CD ROM drive. |

Having identified the order of priority, the BIOS causes the CPU at step 77 to look
for boot information in each drive in sequence until a valid boot sector is located.

The BIOS undertakes this process by invoking the software interrupt vector “int 19

25 at step 79, which stores the address of the particular peripheral device in a
software interrupt vector table that is set up during the initialisation phase of the
BIOS.



aut hentication before allowi ng the conputer systemto proceed with its
normal boot sector operation and operating system | oading. Since the

| atter operations require access to the protected storage nedia 21, this
met hodol ogy ensures that 25 such access is undertaken onlé @fter t%ﬁ)s
supervisory control of the security device 35 has been e&t K5I8 oh a
user-by-user basis. This manner of oper¥ion of the security device 35 is
best explained in conjunction wth Figures 4A, 4B and 5 of the draw ngs,
whi ch outline the operation of the conputer systemstart up sequence wth
the securi Fypr dya:ymF@, ifnBé adrigetbost dive is 30 MDMahe ERYIGHE Hr dansstbP8dor 28
Decenber 2005 20 In this arrangenent, the cold boot process of the conputer
system 11 recondrenbeet sgctar at igplinges 0, haad Opserier bithetfisplssesloramthealiskisati n t he

case of th 1. ce. .,At power. on,, however, the
cecurity it A2EEs of fRPAte Shaicd i HEUBRE L 4 SRALTIREE TopBYGlik.

i ni tiali sabbiaingthasridbessoninmadioppy Wiskhdriveeirsrhané 1aiie Rind0B8oks e erAGReal | of
its onboard resources are initjalised at steR 101 and its operating system

pr ogr amPi sPPRISEStPrahihe same docatioron the floppy diskphase of operation as shown
at step 102. The initialisation phase of the security device 35 should

proceed far nore quickly than it takes the BIOS of the conputer system 11
to initial As@liddipotsectonds detritiepd by the 448 shecking dbe wignalureooidibe ‘tR. as

conmpar ed w t.ht Mt er di.ngl the ope i ng
syst em pr\gbglil gr’n ‘th?@ﬁe d nmflcgfs}ﬂﬁra @ﬁ%@ﬁ@% éfn&%ggm{ ﬁ%moge{t,%?t y
devi ce CPlsigiatate signifiesOthat @ boot setior e presert 0tHe GPANHeh Pre¢datewitRyi C

43 and i nterg.e t all conmmunications fromfhe host CPU 13 to the storage
media al dRB W’Eéhﬁfﬂotﬁ%ﬁ‘?f'e@t, sigp 8irato ROM.anghaxeedes onsuns bedqodiRatienet ween

the hogp lax 46)sl8B6r 1IBAGHE WS VafOy GGatifs ng the ATA cable at all
during this tinme. Pri orgto t%i s ti meal{i@g %&%ﬁgﬁéﬁrol and interface logic
43 is not configured and so no access to the storage nedia is avail able
prior to op tHE'ca88 of i DUS bpbiating is95teRD3RE hiddfent ' ' | ong
the ATA cable, in any event. a‘l:}l'heﬁgesguri t'y de{/cfggg f@%@%ﬁ%ﬁﬁl@@% drive
busy si gna@ntbQOMMANPACENM are foaded and executed and then the files CONFIG.SYS

and AUTOEXEC.BAT are loaded and run to complete configuration of the

computer system and allowing appropriate application programs to be initiated for
15 subsequent operation of the computer system.

In the ease of the present embodiment incorporating the security device 35, the
security device is programmed to block out all access of the host CPU 13 to the
protected storage media 21 by intercepting the boot process at an early stage
during operation of the BIOS. In addition, the security device provides for a

20 custom boot sector 1o be loaded into the RAM of the host CPU 13, which then
executes an authentication application program requiring correct user
authentication before allowing the computer system to proceed with its normal
boot sector operation and operating system loading. Since the latter operations
require access 1o the protected storage media 21, this methodology ensures that

25 such access is undertaken only after the supervisory controt of the security device
35 has been establish on a user-by-user basis.

This manner of operation of the security device 35 is best explained in conjunction

with Figures 4A, 4B and 5 of the drawings, which outline the operation of the

computer system start up sequence with the security device installed in the
30 manner previously described.



20 to informthe host CPU 13 of the status of the storage nedia 21 and
proceeds with requesting the "drive ID'" fromthe storage nedia, as shown at
step 104. The operations of the security device 35 during this tinme occur
quite independently of the BIOS, whereby the BI CS pr oceegg Wi Egﬂj@pg@ orm ng
steps 55 through to 69, in accordance with its nor mal Rer t he
"drive ID'" check is 25 perfornmed by it 28t step 69. Durlng steps 55 to 69,
the security device 35 continues to block of all data comrunications from
the host CPU 13, or any other external device, with the storage nedia 21.

During thi gn” diis varrangamenthase, cole tiaBU process t bie thec goimpyterdeystem 36 is in
a state waiting for the "drive ID' information fromthe storage 30 device.

Once the sé@lIMeRcegevitt dhecpiarizand pover o8 Sitks 5dande53.0as imfhs fase ehther om

h
ari ve. 26 BOALCRBHSE Sy shouBhes oy ity . kbRl ] RBOHFRERIGS 2,
t he host CBY, 1®hichatis t bepastiziyageowered; ajrﬁ:[brg@esr amiyow:o initialiseort h@has@rl ve

ID'". If the host CPU 13 Fas al read?/ e\@_' d the "drive I D' stage 69 and has
been pdl | CRERERCIRG WiIB e Start SteP QJ@ efeupen Al @t ftgonhoard EeIalEses FiRase

f | Lo ut i | BI 03
O 0 €55 L fllsb o o Pk S BBl horPhrogpat 8 A5k and o chf

finally re the " t ste ter the security deV|ce
CPU 37 has itsifgsiaptiase ofheperdtionvas sheaunyat $ibas‘lé)20ﬁ' h'eheﬂa&'i@at@rap!nﬁe, oft the host

CPU 13 issues r ue to the dr i nterf eIo r|ve|
0. Cnce ¢ hpurty dRacE e e Pudator it B Einait s Pe SIS ol

i nt er cept s chhputekOsystiHeR tdinitkfhBe, 608 NHE T}Qd&t%cpb%?ﬂﬁeé% Qﬁahé Gellfty
storage nedia 21, and provi des the host CPU 13 with the "drive ID' of the

HDD( s) 10at deviep . a®aompes) with phese defs theo Compulgrr systsme ségmrdlngé/r itbeé for
the HDD to d d f t it.
Accor di ngl ?bg%ﬁ}ﬁﬁ sgécurf)n@ra evgfgegdcﬂ? ﬂd&# | SUREOJ%PQE@H&? g%ﬁg EQ Iﬁg
"drive ID' seazirﬂy ievicerCRIU AN at steps] 03I wecontrobthet s tomteolldnd hlaérfe{cleeto@bos
reaches the ui pnent. check st 69, r,.what ev reasqn, then
he Bl cs wisiand-feceens AiHGRrhERBloaigis o B8 hos o hecargs SN or
along the ATA channel, so that no communications are allowed between the host
15 and the protected storage media 21 along the ATA cable at all during this time.
Prior to this time the bus control and interface logic 43 is not configured and so no
access to the storage media is available prior to or during the initialisation phase
of the security device along the ATA cable, in any event.

The security device CPU 33 then places a drive busy signal on the ATA channel
20 to inform the host CPU 13 of the staius of the storage media 21 and proceeds
with requesting the “drive I1D” from the storage media, as shown at step 104.

The operations of the security: device 35 during this time occur quite

independently of the BIOS, whereby the BIOS proceeds with performing steps 55

through to 69, in accordance with its normal operation, until the “drive ID” check is
25 performed by it at step 69.

During steps 55 1o 69, the security device 35 continues to block of all data
communications from the host CPU 13, or any other external device, With the
storage media 21. During this “drive busy” phase, the CPU 37 of the security
device 35 is in a state waiting for the “drive ID” information from the storage
30 device. Once the security device CPU 37 receives the “drive 1D” information from
the storage media 21, the CPU 37 stores this in its RAM 39 and asserts a “drive



functional and bypass it. As the security device 35 is expected to be well
and truly initialised and operational by this time, such a delay would
generally be indicative that there is indeed a problemw th the protected
HDD(s). 20 After supplying the host CPU 13 with the "drivegidemiheoos
security device 35 advances to its negﬁ state, still blocking data

cormmuni cati ons between the host CPU 13 hnd the protected storage nedia 21,
whi |l st the BIOS program proceeds wth its normal boot up procedure at
steps 71 through to 81, until it arrives at step 81 involving |oading of a
val i d boot resstyt e'rgnalzanm@ Ald charnnestaindjcatento BRUWET QU Bethaie the stoyagievi ce

35 waits for ot s est fr the host CPU 13 to the driver
interface F’t?&facgg y %E@V\Ff%ﬁet ﬂg\le €S request, instead of |oading the
boot sect or. stored on the protected storage devi ce the security device

supplies a ustom' ot sect tored on its own ash ROM 41 to the host
CP[)Jpas i ndlfé é@sbﬁpgfé'& has a ﬁ?ﬁa q‘fﬁ ‘Pﬁeﬁ*”V%HQ tﬂﬁfwe £8 ard bapdieepoos 22

boot | oade ri bed
Ut hent | copyined S IMfotdte: R SITUIAR 10T RE outy. BiaSE I aRRe YR TRRL

| oaded &t respisite 108e pedod hmnmx@mtreailyawhemelpe BIOS fimallyheaphes the “drive
enbodi ment ,_ .t he va e th his sto ed on,. 5 the

pr ot ect ed QO$} ar’re‘g?%%% ‘?ﬁ'&&?%‘%ﬁ@‘"&%i‘?&h@?@% %E"@' d tFerdriygyances
beyond 'tsreﬁbg%héﬁb & ﬁ{é?ATf?L&ll&nﬁQI fd REGTPD Y 395G LS ré@?eét%%ﬂﬁ\)'ero‘c the
security of the system by not allowi ng any external operating system other
t han t hatinigiface !Qgcﬁr‘id}fﬂéfedil'b'ﬁ Phe protected storage nedia 21, to effect
control of the host CPU 13 for the purposes of conmunicating with data

stored on the protected 10 storage nedia 21. Thus, in the nornmal operation
of the con@n@%ihiSY%ql&eﬁ’t isvnade atrgiepidstheasemuity ﬂhwce;ﬁlBUdBﬂt ndersepisabe nedi a

causes P ndBHRR REYE] sob s, 1ELRRY dcBBR: Pk HordBR mefral ek Bupes
st or age netiedodlCPLE1T Mthake Fdriviel IDA L the 1APPI¢)catstern1@6.09r am essential |y
conprises a prescribed login

The BIOS provides for a thirty one second period for the HDD to respond with the
“drive ID" information stored describing it. Accordingly if the security device CPU
37 is not able to provide the “drive ID” information within this time, from the time

15 that the BIOS reaches the “drive ID” equipment check stage 69, for whatever
reason, then the BIOS will indicate that the storage media 21 at that iocation is not
functional and bypass it. As the security device 35 is expected to be well and truly
initialised and operational by this time, such a delay would generally be indicative
that there is indeed a problem with the protected HDD(s).

20 After supplying the host CPU 13 with the “drive ID”, the security device 35
advances to its next state, stili biocking data communications between the host
CPU 13 and the protected storage media 21, whilst the BIOS program proceeds
with its normal boot up procedure at steps 71 through to 81, until it arrives at step
81 involving loading of a valid boot sector.

25 During this state, the CPU 37 of the security device 35 waits for a boot sector
request from the host CPU 13 to the driver interface logic 31. On receiving the
BIOS request, instead of loading the boot sector stored on the protected storage
device, the security device supplies a “custom” boot sector stored on its own flash
ROM 41 to the host CPU as indicated by step 107. The CPU 13 then runs the .



application that only allows an authenticated user to continue with
operation of the conputer system 11l. A user that is unable to be

aut henticated by the prescribed 1ogin application cannot ' use

t he conputer system The detailed operigion of the |ogiﬁ”§%§%#§§??gﬁ wil |
be described in nore detail later, but r the 20 purpose of describing the
system start up sequence, will be described in general terns. Moreover,
the login application requires the user to enter a valid |ogin nane and
passwor d fioeott ladeob@pooiding ya tthen custpmoboets sedtoy, owhichheaustst naprasogibed

a1 Fow onl yathedasBR Repiial pioBear g Eikin BB Fest FIC0 ) thasdoaed ot

password. &bn0oWrd then ebehBRIALRSh {hat i n other enbodnents the nunber of
| ogi n atterers that may be allowed can be different, and in extreme

security applications, may be limted to just one attenpt. If the correct

| ogi n na ASSHMRY; : tER ' t
appl i cat irr?rﬁ'atg?é’gr am i m@@egﬂgggt\%ﬁg %g’f)?g?(&ﬂgfnel{sﬁb% ﬁg%‘g@@#f&@c{’eﬂmer
2005 235 hahgproieciesiogioragedutdial 2l otherwide the semuity devith @5emdvear @adeahced oot

to b I ted. Valid [ d d i at ed
her ew t h 29¥Pnd| #5 BlagkDa, Sfte. | SHCN et aeenggment copiasgihartipdrty 100 e
stored in dderify astheRMetd Iﬂfnét'"kﬂlo%ﬁgg'?lhyya)ﬁerﬁﬁybﬁﬁaﬁﬁg ﬁ%%,%tﬂ%f han

vari ous conmunicati ons procéed durin is login phase et ween host CPU 13

under t he thahwhish isfrevided enibatprotecteshstopage nediaoR 1 proogifesh camtrdl bhthe

"epr esent DAL ER B RAA desrtiDupiconhd Subit el e SROBR BibriEEcas
i n a mapneatofagelmediagdri bed in nore detail later. 10 Wth respect to the

security device 35, once the user has been authenticated, the data access
profile previously stored for that particular user in the flash ROM41 is

set at 1147Hus, tetheronmal bperabbniodad cathporRe spsieaT) vRRISERNBIOS targets the
aut hentication application program and the operating system of "t he

security dEOIECEG Rlrasy merdia 3y lemthe RUPOSRESE leralik eatli loadinghhiesbeot i t y
devi ce CPUcdforPais BROSSLAisks b K& CPU 13 to request the boot sector from the

protected storage media 21.

15 The authentication application program essentially comprises a prescribed login -
application that only allows an authenticated user to continue with operation of the
computer system 11. A user that is unable to be authenticated by the prescribed
login application cannot continue to use the computer system. The detailed
operation of the login application will be described in more detail later, but for the

20 purpose of describing the system start up sequence, will be described in general
terms.

Moreover, the login application requires the user to enter a valid login name and
password for the computer system to progress beyond the initial login stage. The
login application in the present embodiment is designed to allow only three
25 attempts at entering the correct login name and password. 1t should be
appreciated that in other embodments the number of login attempts that may be
allowed can be different, ancf'?‘;n extreme security applications, may be limited to
just one attempt. If the correct login name and password are not entered by the
third attempt, the application program invokes a system halt (wherein the system



15 data access profile of the particular user to the host CPU 13 for

di splay. Dependi ng upon the access |level of the user, possibly | ogin and
password information as well as data access profile inf Q@@&&Rﬁh%ﬁo?t her
users having access to the storage nedia 21 are passed over to the host
CPU for display and possible editing @Rder the authentication application
program 20 This phase of operation continues until the user invokes an

"al | ow boot" process at step 115. Setting this status causes the security
devi ce 35 Hapgendrelpopbandefmiety), phickerafuiressthepentati aotd dtoos tpepedsk7to Be this
stage, the operating systembeing run by the security device CPU 37

confi gur edep egecurity device 35 to set the data access profile of the
aut henti cated user at step 119, which profile is thereafter 25 enforced for
determ ning the host CPU 13 access to the protected data storage nedia 21.
The oper atMalig logix Bames Kk paseweidsy asrogiated hetaydth irqgalhusetsnpermitted

aut henti cat.i ' ' - OG- r : ey t the
security %té:\t}lg%get‘%% b@ﬁéﬂfﬁf%ﬁ?’?ﬁ%&? éé%lr\t g‘ge. ﬂ&% 'S c%ﬁf) ?g@%égcéroﬁadopt

the datm geeres3frAddordingly, VavowOcomatuniositiens ppoceddhdudmpthis dégiophpsegr am

at 121 issues the st\c;é‘gware I nt e%upt 28 cember 2005 24 vector to the host
CPU 13 i nPeR¥VeR) Bostfelr th ogpder t §°§HB+%fgﬁ?‘ﬁé%lﬁh%ﬂa“%@tpp“%&”d?mg@m hen

| oaded an -ﬁhﬁe@@ﬁﬁri@%&ti&é%%‘ﬁ&&aﬁ taSyggemre-start or warm boot at
' e Soft '

step 85. ring t ware reset, the security device 35 then enters a
waiting state for 5 the boot sector request as indicated at 123, whil st

¢ . . . : oh
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Moreover, essentially steps 51 to 63 are bypassed and the BI OGS program
proceeds et @t oidr ta idetermineBb@tprotagel of operation between the authentication

application program and the operating system of the security device thereafter.
During this phase of operation, the security device CPU 37 passes details of the

15 data access profile of the particular user to the host CPU 13 for display.
Depending upon'the access level of the user, possibly login and password
information as well as data access profile information of other users having
access 1o the storage media 21 are passed over to the host CPU for display and
possible editing under the authentication applicaﬁon program.

20 This phase of operation continues until the user invokes an “allow boot” process
at step 115. Setting this status causes the security device 35 to enter the second
phase of its operation at step 117. At this stage, the operating system being run
by the security device CPU 37 configures the security device 35 1o set the data
access profile of the authenticated user at step 119, which profile is thereafter

25 enforced for determining the host CPU 13 access to the protected data storage
media 21.

The operating system of the security device 37 then signals the authentication
application program run by the host CPU 13 at 120 that the security device bus
control and interface logic 43 is configured to adopt the daia access profile of the
30 user, whereupon the application program at 121 issues the software interrupt



65. At step 69, which invokes the equi pnent check involving the "drive |ID
with 15 respect to the HDD, the operating systemof the security device 35

no longer intercepts the request fromthe host CPU 13 toh%éqkﬁ prgt e%hgd
storage nedia 21, as long as the access to the HDD of t t6May diais

in conformance with the particular us@f data access profile that has been
set by the operation of the security device 35 during the first phase of
its operation. Such access will be 20 permtted in nost cases, unless the

adni ni st r abplor RgstePssdfCral 13 iRase o hﬁarr@tﬁdaﬁ'nwr@bggrdpﬁme fsbRMpEERD

access. Thus, the security device 35 allows the HDD of the storage nedia 21
t o r espondecior isthenioaded aed thehest CRUt 18 cagsesda isol syBiem vigrstasuipowatrhe host
CPU 13 adﬁanﬁgst t%s Bl OS programthrough steps 71 to 81, in accordance
with the P9PhRYSIBBSY: up 25 sequence of the BIOS. Inportantly, the initial
part of the data access profile enforcenent process involves the operating
system of the security device, 35 bl ocki ng. ac s to the protected t or age
mbdia 21 G GO tRrgreeety IR SERBs deriss ide en ot s & WA NBOHRE P host
28 Deceybgfe 298P sdetorRedestVas itdiBatld it 708 ewRist éﬁ%%ih?ﬂhé%até%o’é%“.r Ity
device CPU 37 rejects al'l other commands to the protected storage nedia
during st ppfilefor ahdaleecBnosnicedions theiyeen BuwhoseCiel 1Brant itseppmaeciedul ar

HDD of the, protected,, storage | bus, cont r a I n f.ace | ogic
Ha or 1 hoSteBhds fidfia) st AT Eog fbiortfly sy 3 ot bt a386 o
recei vi ngypdefjoirdy Fedsphehereben sl St tedee mEdedl rdhainBastiveRidaliiy t hen
proceeds with 1 oadi ng the prescribed boot sector fromthe storage nedia 21

at step gopardiopabiat@dhisiingng t he boot | oader to | oad the operating
system fromthe storage nedia 21 at step 83, in accordance with the nornmal
operation of 10 the conputer system Follow ng receipt of a valid BIGS
requestO f v sefhwarsdesel waragr begt” imekesst §g@‘3'ﬁ|eﬂi%%[0um¢ of the S¥Grprograieyi ce

35 then agopts &Rl QbRdiatdbrPhp YhudR 2MRENAE! essentially steps 51
to 63 are bypassed and the BIOS program proceeds with operation at about step
65. '

At step 69, which invokes the equipment check involving the “drive ID” with

15 respect to the HDD, the operating system of the security device 35 no longer
intercepts the request from the host CPU 13 to the protected storage media 21, as
long as the access to the HDD of the storage media is in conformance with the
particular user data access profile that has been set by the operation of the
security device 35 during the first phase of its operation. Such access will be

20 permitted in most cases, unless the administrator has specifically barred the
authenticated user from HDD access.

Thus, the security device 35 allows the HDD of the storage media 21 to respond

directly to the request with the “drive ID”, whereupon the host CPU 13 advances

the BIOS program through steps 71 to 81, in accordance with the normal boot up
25 sequence of the BIOS.

Importantly, the initial part of the data access profile enforcement process involves
the operating system of the security device 35 blocking access to the protected
storage media 21 until a valid BIOS boot sector request is detected from the host



activity along the ATA cable 33 and configures the bus control and
interface logic 43 of the security device according to the set data access
profile of the 15 authenticated user as indicated at 127. Accordingly, the
security device 35 only allows or disallows access to rel3dvamnbgaf0} ti ons
and files within the storage nedia 21256n conformance with the set user
data access profile, whereby data that the wuser is not permtted to access
cannot be accessed by the user or by any virus, errant application program

or Super viled 8L R AT 8o Ttk e B8y TARETG PR A Bler e
of f. Once gtfesweromraarsag tocthe grofeliddstotdie mediarduringdstep des. al | dynami ¢ nenory

is erased and access to the storage nedia is barred until the device is
powered up and initialised again. Now havi ng descri bed the overal

oper ati on (f tHBIGS qBfLSstingex It Fectdr Tom 28e Partiemd KBD BptRPPHtEabHON

programw || now be described in nore detail with respect to the flow chart
shown in Bijage reediadl Hee Aus seited angh Eierfangl logipd3i dfi ibat seswrihodevice as

shown i§1 'a:ailwyﬂ?e? u[e?t{f?ﬂﬂgcégdj'z' 28 Decenber 2005 26 The user

aut hent’l cati on applica n program on being | oaded by the boot | oader at
step 109 and run by the host CPU at step 111, comrences at 130 and

initiall : ' t,0 be di d at .st

ar aph; cal LHBEDSERing §Valy MR BUsline sthadt bk B WRst i nos
The scr eethehd3grocaeds witdadading ehe présdiigadivddt bSO frbadtheAstofijembtian®1 135
and a message/lo? frame 137. The heading franme 133 has provision for the

product t Ph8tePaF iansk proggeds Hennipg, BppQiUadder i lopdithet pperating sysieame at
143 and p | -all I j [ 45 . _The lLogin
143 and DB HEoreek M8 oPlih el aHsEhnte WA EScRhal dRerallf of o2
" passwdr dite detBputer systémanes for respectively entering the user
identification or "user ID' at 151 and the user password at 153. The
nmessage/ |l og frame conprises a banner for displaying the text "messages" at
157 and aFolmsingeecdiptofe 1481 BUBS coquiss fdrahe beicksestonenthgeorags wastiidy t he
security ;ﬁvj{ce to Ithe i - o .
, the"security device 35 then adopts a monitoring state of all media channel
activity along the ATA cable 33 and configures the bus control and interface logic
43 of the security device according to the set data access profile of the
15 authenticated user as indicated at 127. Accordingly, the security device 35 only
allows or disallows access to relevant partitions and files within the storage media
21 in conformance with the set user data access profile, whereby data that the
user is not permitted to access cannot be accessed by the user or by any virus,

errant application program or unauthorised access.

20 The security device 35 maintains this monitoring or supervisory state uniil the
computer system 11 is shutdown and powered off. Once power is switched off to
the security device, ali dynamic memory is erased and access to the storage
media is barred until the device is powered up and initialised again.

Now having described the overall operation of the security device 35, the

25 authentication application program will now be described in more detail with
respect to the flow chart shown in Figure 6 and the GUI screen graphical
specification formats as shown in Figures 7A through to 7E.



aut henti cation application programas a scrollable list. Alogin button 155
Is also 15 provided in order for the user to invoke the processing of the
user and password entries for authentication purposes byﬁgﬁgm% &g&bgy
device. Wiilst the screen 132 is displayed, the application"programwaits
for the login ID and password to be erdfered as shown at step 160.
Activating the login button 155 involves the authentication application
program i nvoki ng a process at 161 causing 20 the host CPU 13 to pass the

| ogi n det afhe uesi SuBENHBERtoRFHEERth PRJA®, BAWHING Yoadd@VhF the3BoothSd&uPON
the operating systemof the security device causes the security device CPU
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provi ded i flash endi her there is a.valid
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CPU 37 returns either a valid or invalid authentication signal to the host

CPU 13.5| measingkawedd3; ae@indaimg) 135 wafiaongssausiioodeaamen3as shown at 162,
the CPU 37 also provides additional information concerning the user type
and associ ated device information depending upon the stored data access
profile of Thehbepdingi tamar13z des povisioefvethe2poBiRY trade: mark 13, theere

recora T nalYdoh Pt 28 i i threh ARHR SL14< ank REGTFRALPEASREL T raac

and an appgmpiigaicticoes$ags. i s di splayed to the wuser on the nessage/l og
frame 137, indicating the failed status of the 5 authentication attenpt as
shown at 163. As previously described, on three unsuccessful

aut hent i catrieofoght hrewds 938sin6inEBE Binndfst fort the At raseCat 1AM arPRld g8k on

program causes a shutdown interrupt vector to be invoked by the host CPU
13 at 15, Passwerdi ntf9. vith famnsetas reRpeciyRly entering tbenyrer ddentification Dr

requi i ng <fs&Ohs BROIS A sel Noaciuthd Mt 183N Al leULBAN | fhé ON

t he aut hentrication application prog en proceeds a
di spl ayi ngompeiset aibaheer forodisplpgingahel tegi fmessatms” alefimdnd g wmessagde
USeT 1Pt 488, RAERETE LU MesshBEL foslel BytheS8hury Beice 5™ "9 @
authentication application program as a scrollable list. A login button 155 is also
15 provided in order for the user to invoke the processing of the user and password

entries for authentication purposes by the security device.

Whilst the screen 132 is displayed, the application program waits for the login iD
and password to be entered as shown at step 160. Activating the login button 155
involves the authentiéation application program invoking a process at 161 causing

20 the host CPU 13 to pass the login details entered on the screen to the security
device 35, whereupon the operating system of the security device causes the
security device CPU 37 to compare the received login information with stored
login information provided in the flash ROM 41. Depending upon whether there is
a valid match between the entered user and password information via the login

25 screen and the stored user and password information, the security device CPU 37
returns either a valid or invalid atjthentication signal to the host CPU 13.

In the case of there being a valid authentication as shown at 162, the CPU 37 also
provides additional information concering the user type and associated device

information depending upon the stored data access profile of the particular user.



normal user, for which the screen as shown by the graphical specification
at Figure 7B is displayed at step 167, and the other being an

adm nistrator for which 15 the screen represented by the %%%RQHE&% 005
specification at Figure 7C is displayed ft step 168. The grapﬁlcae
specification for the normal user GU s€feen 169 is generally divided into
a heading frame 170, a login details frame 171, a device details frane 172
and a nessage/log frane 173. The screen al so includes a | aunch system 20
but ton 174lrt htite wease bef f iharaerbealeg c @nbeidvalithe abdrahitiogtidn,ane td0nies s

tially th th di f 133 f§ th [ | [
cereon wibpiinRed Rl ertfletnde Aeersha et e s HNGULhoRGI PHBHILf gt
cor r espondiiBeptiddtioRUhRS beén thedd aAREan ?EpHﬁriétecﬁf{/'spSgBP‘é%?/cﬁg%a}?&eﬁ Hgen

title is nodified to represent that it a user creen, as
shown at 14serofon ABet mesgageiagysrarmae 188giindidetirg | thef rfailed 15thtiss ofi thd ar to

the logkn fr . o] he, precedi n een and accordj ngl. he sane

r ef erenée %‘f}ﬁgﬁ%‘gﬁiﬁ%ﬁa%%é’ﬂgteﬁsuggﬂl"? gati Zé:?lt i ?? p@b’f%@bdﬁgﬂ%‘eit ohitBlR%s of
the franme. ufdieckegin slgfiariticatién aamempRWRSeSholAC 484, hHS%UtHthig%tﬁﬂLay
frame 175 to display the user ID as opposed to an entry frane 1 n t he

pr oceedi naRiication pragamgwuses & shutdown interrapisvedterciouske invakee by ias tiosr d 28
Decenber Cf@pt . ' ' sed. i.n conjunction with the
passwor d g@;f?y??ragne ’ rgngpéag%%%tbnwéetgwdél ncq{atﬁﬁec‘? g“tﬁésséfﬁm.ﬂ

Accor di nglrequitingiavedid hgot toereseat theassispid button 176 invokes a process

within the authentication application programinvolving comunication
bet ween the host CPU 13 and the security 5 device CPU 37 to cause a change

t ot helpasOmuaiid siutheardication)i the thghéntratioRaMplidatio§ plodarmafEh iopirbfcétfaéi &e for
the particul ar user as shown at 177. A standard roufine involving
conf i r mat i 6§ WRN diRPIRENG 9RE Mipither dwadvpreaf lagit sceeny seppadisgaspbnctienges

are conpl gl@d ryddre 1HaMb 12 hBodi include I.tl.e ner 178,
whi ch di spl aysyé—‘ﬂe t ext Cﬁ?g&{ ?iéév?g@ I'n ’og"ya? iagﬁ"“f’e’gaés‘é@}efybgé’SOE%W Bner
sub- bannermoraniat pisayi oy wiieh ttbetscreen as shown by the graphical specification at
Figure 7B is displayed at step 167, and the other being an administrator for which
15 the screen represented by the graphical specification at Figure 7C is displayed at

step 168.

The graphical specification for the normal user GUI screen 169 is generally

divided into a heading frame 170, a login details frame 171, a device details frame

172 and a message/log frame 173. The screen also includes a launch system
20 button 174 that will be further described.

The heading frame 170 is essentially the same as the heading frame 133 for the

general login screen, where the same reference numerals have been used to

identify corresponding atiributes of the frame. In this case, however, the screen

title is modified to represent that it is a user type login screen, as shown at 143 of
25 the drawings.

The login details frame 171 is similar to the login frame 147 of the preceding
screen and accordingly the same reference numerals have been used to identify
corresponding attributes of the frame. The login details frame, however, includes
a user [D display frame 175 to display the user ID as opposed to an entry frame in
30 the proceeding screen. The login details frame also includes a new password



"master” at 179 and "slave" at 181. These sub-banners head regions for
di splaying informati on about the prescribed device or devices that are
protected by the security device 35. In the present enbogly o two
storage devices are allowed, which is _normal under the Aﬁ%ﬁ%%%%ﬁ§$5& one
bei ng denoted the 15 "master" device ad the ot her bei ng denoted the
"sl ave" device. The respective regions detailing the device information
i nclude three further sub-level banners for displaying the text "device"
at 183, "acceptsbutiin 186, ahith’ i zsedvBl canjud&ion Bithphaypadsvwame nti§frdme each
sub- banner, are res e&%ively provid%%ibelow t he device cess gnd size
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Is displayed in grey text; and 28 Decenber 2005 29 delete, which is

di spl ayed roufing irvohang . corfiematien agle ihe gnew apasswigdi isc lagopteda before thanner
157 for dis | N " ages" and a display frane 159, which

di spl ays 8?5%"3@”“@?@5§%?%?8’6‘P@ " by the security device as a scrollable
list, simlar to the preceding screen. 5 In the case of the user, the
device information,i.s.onl L.ded, . for displa rposes .and cannot be
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the present enbodinent, the protected storage device is divided into zones

or partitimasterhat 179 and “slave” at 181. These sub-banners head regions for
displaying information about the prescribed device or devices that are protected
by the security device 35. In the present embodiment, up to two storage devices
are aliowed, which is normal under the ATA standard, one being dencted the
15 “master” device and the other being denoted the “slave” device. The respective
regions detailing the device information include three further sub-level banners for
displaying the text “device” at 183, “access” at 185 and “size MB” at 187. Display
frames 189 for each sub-banner are respectively provided below the device,
access and size banners for listing the device details that the user is permitted to
20 observe on the master and/or slave device, as set by the administrator.

For each observable device, the list displays:

« the device number;
» its access type for the user: and
+ the device size in MB (MegaBytes).

25 The access type lists one of five possible designations:

read only, which is displayed in red text;

read/write, which is displayed in green text;

invisible, which is displayed in yellow text;

» read directory entry, which is displayed in grey text; and



10 have different access |evel perm ssions depending upon the determ nation
of the admnistrator. These partitions can be created in a known manner
and are represented as separate devices for each type of s]éé)ra e&gs i ce.
For exanple, these partitions may conprise C, D, E am® .°.em$?f .~ each
user can have one of five types of ac@Pss to these partitions, nanely read
only, read/wite, invisible, 15 read directory entry and delete. Read only
access nmeans that the user can access all of the files existing in the

desi gnated par tydidienwhigHtis BRplagebn bRRGekhe file contents. The user has no
wite or delete permssions with respect to the files in that partition.

Read/wite access neans that the user can access all of the files existing

in the 20 hgepiegaage/togpliamet i 6% igludes ef Bilenbaoner d8adonmispiaying theidexti ons
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are hidden, even to the extent that no file detalls can be |isted or be

visible at all in any directory listing of files for that 25 partition

avai | ald e 1 ohbheagdts f - thBeaskrdithe cddVioe aifofaBies 85 SonlR antevideat forh@isppgr may
be able to list file details such as nanes and attributes in any directory

| i sting ofpurposes ang earwolibeichaaged 28 Decenber 2005 30 partition, but the
user has no read, wite or delete permissions in relation to any of the

files in that partition. Del ete access is the highest |evel of access to
any fil es Naw rexplainiogsthgnenedeodabegyt ibehing, thendistings wchotained imdheodibplafias

o-al | Cof ey 1easaff PRaabhi nBibed ey HE' Gb% RRLT SRLHE SrEeE he "
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Is activated as shown at 190, whereupon the _authentication_ application
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represented as separate devices for each type of storage device. For example,
these partitions may comprise C:, D:, E: and F:. Thus, each user can have one of
five types of access to these partitions, namely read only, read/write, invisible,
15 read directory entry and delete.

Read only access means that the user can access all of the files existing in the
designated partition, but can only read the file contents. The user has no write or
delete permissions with respect to the files in that partition.

Read/write access means that the user can access all of the files existing in the
20 designated partition and perform both read and write functions with respect to the
file contents, but has no delete permissions with respect to those files.

Invisible access means that none of the files within the designhated partition are

accessable to the user in any form and are hidden, even to the extent that no file

details can be listed or be visible at all in any directory listing of files for that
25 partition available to the user.

Read directory entry access means that the user may be able to list file details
such as names and attributes in any directory listing of files in the designated



device 35, as shown at step 117, allowing the systemstart up sequence to
continue with the authenticiation application issuing a "warm boot"

interrupt vector as step 120 in the nanner as previ Oustsdﬁgc%rrn'er 05Th| S

halts the operation of the wuser authentication application program 15 In
the case of the user type being an adnSfi strator, the administrator screen
as represented by the graphical specification shown in Figure 7Cis

di spl ayed to the wuser on the nonitor via the authentication application
program atpasiiiRip, baBtheller had manieat wtiter ot YgietesparadesiddRin wlstionstoamy afl | y
simlar to the user type screen and so the sane reference nuneral s have
been used theTfilegdnthatpadBionespondi ng 20 attributes between the two screens.
Accordingly, the adm nistrator type screen is divided into-a simlar

headi ng frane 193, login details 195, device details frame 197 and a
nessage/ | dipléteanecessois et highesplavel b acsespdanny filas withingactesigratRdadi ng
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attributes of the user type screen and will not be described further. The
| aunch system button 174 functions in an identical manner to the |aunch

syst em butygeh e G i9resBdioeoramuean yvmmE@kaﬁoac@fi HetdopipLaér &yfterdsi 1,
Decenmber 2005 31 sane as shown at 200 invokes the commencenent of the
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allowing the admnistrator to create and edit-data access profiles for
i ndi vi dualcontirueswits sheguthenticintiomipplicatien issuingaavessantonigraipt yector
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causes th
user authentication application program.

i5 In the case of the user type being an administrator, the administrator screen as
represented by the graphical specification shown in Figure 7C is displayed 1o the
user on the monitor via the authentication application program at step 168. The
administrator type screen 192 is substantially similar to the user type screen and
so the same reference numerals have been used to identify corresponding

20 attributes between the two screens. Accordingly, the administrator type screen is
divided into a similar heading frame 193, login details 195, device details frame
197 and a message/log frame 199.

With respect to the banner title 143 of the heading frame 193, the text is altered to
indicate that the screen is for the administrator type login.

25 The device details frame 197 and the message/log frame 199 are substantially
identical to the corresponding atiributes of the user type screen and will not be
described further. The launch system button 174 functions in an identical manner

to the launch system button of the preceding screen, whereby activation of the



aut henti cation application programto display at 204 an adm ni strator
editing screen to the user, the graphical specification of which is shown
at Figure 7D of the draw ngs. The adm nistrator users edi r S
divided into a heading frame 206, an 15 edit user detailéﬁ?$%ﬁ§6%5§?§a
message/l og frame 209 and a return to fvi n | ogin button 211. The headi ng
frame 206, apart from having an appropriately worded title banner 143
denoting the screen as being an adm nistrator edit users screen is

i denti cal sam@rassisbawnhata@DAgintoleredhe Somrhemdégmenthef ies segenti ashdsecase 209

Is substantially jdentical to.th ssage/ | frape with the procedi ng
screens. %a%y?ﬁtgeégﬁﬁr'&e‘#eé’ﬂ%iﬁﬁHé%q/é‘?lés?ﬁge%crwgn used to identify
corresponding attributes of each of these screens. Wth respect to the

, this conprises a title banner depicting the

edit user etails franme, 207 ¥ )
text " usefwﬂhﬁ‘? '%@”s‘%‘é% g@mﬁlﬁgfaﬁﬂesﬁ%ﬂq faqildy danekanging the pragwerseof t ext

"user" at kel - Ee%s : | frame 221
25 is provtlﬁégtfi1 '@%ﬁ%@ﬁ%%ﬁQﬁ%g’?@”??g |c%0ﬁtsWI§f§8f'ﬁ@her§éH§@%®PI1§§I e and
edi tabl® arids acedptaéw yrasswohdh\hiutignatafi sas tim thb ecaseobietieedisst eypwogivdi a
21. This ljist is . derived.fromdata stored within the flash ROM 41 of the
storage deviWevels ﬁhgﬁﬂ%'n C?qki'f[ﬁ @Wﬁ@ﬁ?‘% 5‘@[%’% 3Rl users ey A02cactivadionunder
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passwor d; - u D der _the.respective suh-title bapnners
215, 217 é@ﬁ%’i‘@&%ﬁiﬁ%@;%‘i?ﬁ%@o o ing, 35, GRS Roress B F PC RPHPMELer |
the act®essacedss tscheestoradd mediaean. f dctivimdn Wiethe BURoRIIONIcalusas Mhe
editing process allows a user to be deleted by the adm nistrator through

the edit fAuERDtisatorapplicalian RECGrAR Ao «display at 204 an administrator editing
screen to the user, the graphical specification of which is shown at Figure 7D of

the drawings.

The administrator users edit screen 205 is divided into a heading frame 208, an

15 edit user details frame 207, a messageflog frame 209 and a return to admin login
button 211. The heading frame 206, apart from having an appropriately worded
title banner 143 denoting the screen as being an administrator edit users screen is
identical to previous heading frames. Similarly, the message/iog frame 209 is
substantiaily identical to the message/log frame with the proceding screens. Thus

20 the same reference numerals have been used to identify corresponding attributes
of each of these screens.

With respect to the edit users details frame 207, this comprises a title banner
depicting the text “user list” as shown at 213 and sub-title banners depicting the
text “user” at 215, “password” at 217 and “access” at 219. An editable frame 221
25 'is provided below the sub-banners in which is displayed a scrollable and editable
list of all users having access to the protected storage media 21. This list is
derived from data stored within the flash ROM 41 of the storage device arising
- from communications between the host CPU 13, under the control of the
authentication application program, and the security device CPU 37, under the
30 control of the operating system thereof.



and pressing the ALT-d key sequence on the keyboard. 10 A create new user
button 223 is also included wwthin the edit user details frane 207 for
creating a new user. Activation of the button 223 invokes res rig 9
process Wi thin the authentication application program as cper 3 § Thi s
process causes a di al ogue box to be di§@|ayed over the adm nistrator edit
users screen 205 providing for frames for entering the user ID and
password, and an 15 accept button, whereupon activation of which causes the
user and Rssvesdl enbrylethadistgbaiatk:in the edit frane 221 as shown at 225.
Each new user has an initial default data access profile, which sets up
all partition devices as hidden, until such tine as the adm nistrator
edits the datat@%E@@éEbroflle for the user using the access edit screen.
The adm ni strator accesses this screen by activating the. 20 correspondi ng
access button gmsswoxhaatd 226 for the user requiring editing in the edit
frame 221. The return to admn login button 211 is provided to allow the
adm ni strat of tg@cesebuttan;to the adm nistrator type login screen 191 from
the adm nistrator edit users screen 205 as shown at 227. 25 Activating the
access button beneath t eéﬂﬁtb title banner 219 al ongside ‘any user |isted

in t he usdinder the reepedyy t't&@nr%?gﬂﬁszﬁ ane 2387 causes the

aut hentication application programto display at step 228 the
adm ni strator access edit screen, the graphical Eecifi cation of which is
shown i n Ripgiy erepsingrthe I@éc%ﬁsa';\h"ﬁ*@tfmﬁ@a@fgubé@é%é e 2608sR8dih gaieRNWill at or

access edi paf ?c‘;?r”tr%glééﬁ? d*THbdé’tﬁ’mlrﬁft%t& Bﬁﬁiﬂb ?fcééé“’ali%ﬁg Q'\?se{? g%l'h

access det rane a nessa frane and a return
user text detbted mrmerad)nirlthaBWo@etﬂeeedn ri@rrﬂe aoe 1AB6clestindgehainmmtras i n

precedi ng screens exce that the title ner. i s provided with
appr opr i afBdRIgSS 'ﬂ%ﬁ'fed’gm'l % FEAUEPRE oggpggﬁ%gargf the admini strator access

edit type as shown at 235. The nessage/log frame 232 is the sane as in
Gsed 115 | deAtaats e I SORBT RS S8 InSLaBR Ve iéh el gt stais Tame -
207 for creating a new user. Activation of the button 223 invokes a prescribed
process within the authentication application program as shown at 224. This
process causes a dialogue box to be displayed over the administrator edit users
screen 205 providing for frames for entering the user ID and password, and an
15 accept button, whereupon activation of which causes the user and password io be
displayed in the edit frame 221 as shown at 225. Each new user has an initial
default data access profif'e, which sets up all partition devices as hidden, until
such time as the administrator edits the data access profile for the user using the
access edit screen. The administrator accesses this screen by activating the
20 corresponding access button as shown at 226 for the user requiring editing in the
edit frame 221.

The retum to admin login button 211 is provided to allow the administrator to
return to the administrator type login screen 191 from the administrator edit users
screen 205 as shown at 227.

25 Activating the access button beneath the sub-title banner 219 alongside any user
listed in the user list of the edit user details frame 207 causes the authentication
application program to display at step 228 the administrator access edit screen,
the graphical specification of which is shown in Figure 7E of the drawings. The



The edit access details frame 231 conprises a head banner 235 displ aying
the 10 text "access details", a sub-banner 237 containing the text "user"

and a display frame 239 adjacent thereto for displaying tEngége%rbell,gbogf t he
. The

particul-ar user selected fromthe adm pjstrator edit usef Scrfeen
edit access details frame 229 then prov:f"%les a simlar frane set up to the
device franmes of the user type login screen 169 and the adm nistrator type
| ogin 15 screen 192, whereby banners for the "nmaster"” and "slave" storage
nedi a proadotnisiratior acuess eirscrgent €20 de dBAdaut wo deltkating Tidnand3d dhdant

respective b- titl anner s 3, 185 and 187 detailing the "device",
"access" a?@tuagq’% ?%BBS ?fame[ ?ég’ ?éﬁ%%?ﬁgieﬂ@g Jrane 2920 éuratein Wagdmitevi ce.
Devi ce detgidr tdftdMmScheth BitforPpey i ded bel ow each of these sub-title banners
20 simlar to the display franes 189 of the device detail franmes 172 and

197 of the user login and adm nistrator |ogin screens respectively. The

devi ce det-gi w-edl l e or ner., t wo
wer e not. '%ﬁcé(:g%%@ﬁgﬁﬁn?@eggﬂh@ﬁ?érgeﬁéﬁg '? 'lg%? ?Q&Sqwg'ﬁsggg#é&gg& tpgetﬁﬁnber
under tHhe banmet iis | pobided ewitll Shproprateaeskeds itymfyf it tthe s5eén usdsir tHehe
SUb'titleagﬁﬁnei %135 and tﬁﬁ device size in MB_ 25 under the size (M)
sub-tit1 e BENAEIrals ACCeRS egi e asghownoat e (Jher message/lagcliamat 2Ry isve
types: ¢ nd@-g i ; sead/oar i | ' een
text; and tgg@%g?e%%ler 28%%&g% s@ﬁe\?ﬁss% |e‘?c°é‘&e'§ @tﬂé}% s%&ey@?%&k?%}yﬁh rg{Sead
di r ect or y hawergendigedde ddertify geregsnomding attributesibeimtasn thescodas. i n bl ue
text. As in the previous case, the device nunbers represent each of the
partitions that 5 are created for the particular storage nedi a devi ce.
Thi's, togédineeedihviacteashdetgily &rane 8henomprisessa tiead! Eannenl28s @ispldgingrifiened by

the i r QR escribed far. the ticul.ar partition stored wthin the

{1'aoh KOVt BPoRieagity i pponeer 237 cpbting e sevedser) Bed psdisaPyabi o

by hi ghl i ghimeé@38nddplckak itigetc) ford dRPAMRS 8@ tiser I diMhe particular user
selected from the administrator edit user screen 205.

The edit access details frame 229 then provides a similar frame set up to the
device frames of the user type login screen 169 and the administrator type login

15 screen 192, whereby banners for the “master” and “slave” storage media
protected by the security device 35 provided at 179 and 181 and respective sub-
title banners 183, 185 and 187 detailing the “device”, “access” and “size (MB)”
titles respectively are provided for each device.

Device detail frames 239 are provided below each of these sub-title banners
20 similar to the display frames 189 of the device detail frames 172 and 197 of the

user login and administrator login screens respectively. The device detail frames

239, however, are editable, whereas the former two were not. Accordingly, each

device details frame lists the device number under the sub-titte banner 183, the

access type for the user under the sub-title banner 185 and the device size in MB
25 .under the size (MB) sub-title banner 187.

The access type for the user is divided into five types:

* read only, depicted in red text;

* read/write, depicted in green text; and



respect, the displayed entries cycle between read only, read/wite,
i nvisible, read 10 directory entry and del ete through the graphical user

interface by clicking an invisible frame around the dis%aléed he 0 In
this manner, the access type for each gartition can be i rdi viGl. ?ri(zst? et and

edited to create a particular data accé$s profile for the selected user.
The particular data access profile created for the user is processed by
the 15 authentication application programand supplied to the security
device 35 om @fidital dBicicdsn yelisweto admi n user edit screen button 233 as
shown at 241. At this time, the display data access profile as deternined

by the admnjs ' | ) urity device CPU 35 by the
host CPU 13 anéé%‘g?eedé&yvﬁqﬁw@?%géﬂgﬁgﬁ‘%@é}&’d’%ﬁ ce flash ROM 41. 20

Si mul t aneousl y he aut hentication application programreturns to

di spl ayi ng theleRHHdGPIIELIHPIUEERX. user screen 205 from which the

adm ni strator can select and edit the data access profile of other users

in the edigs jhitsé pf@oud\esd)ant davReSRIMRRY rbprRsbHNEAEP BF MedphiiBoN@iHQUS
processes perfornme conput er system and the security device in the

d by the
speci f bc & eieiatechior t%e pegticular sterageemedignteyvige. sthig.cogetheyavith the size

several dist] | shi vapt t.ri b ared
wth knowgrTgion i BEpRCads. AR AR Gen BV he HicEReRoh o &St ¥ B e

t he secur phiticdRiy ipaetitiohsstbfeddeitinithe dash ROM 41splebief deeufitybgslic® Whdrgas

physi cal |y di sposed and connected solely to the data _ access channel

bet veen t i Baiga e adiahlepy hionichinaiandslickingie disPieyed ekry. J08¥s 35
communi cagd i i ' : t ge
e o 21 14SBRetthe clspen/BR ShibEE cob bANEORFELF SR Ead RS IniSBIE rPRAT0 | e
mai n 1Busditéctotyhentrpyant eletaie i thpoughy thep goaphicl t ysesf intdrtacgeby cdickingaat as an
addr essabl e, . over-ridden by the operation of the host CPU 13.

' d
5 Furt herwpﬁgﬁé%g%&ﬂaﬁ'ﬂ%g' lave ni cati ng al ong the data access

channel to the.storage nmedia and the nore generic standardisation of such
access SMATRG Toaf e He botbld! By RorPSor® Batlo S Ye SRSl SESLET™:
edited to create a particular data access profile for the selected user. The
particular data access profile created for the user is processed by the
15 authentication application program and supplied to the security device 35 on
activating the return to admin user edit screen button 233 as ShOWn at 241. At
this time, the display data access profile as determined by the admih'tstrator is
communicated to the security device CPU 35 by the host CPU 13 and stored

within the security device flash ROM 41,

20 Simultaneously, the authentication application program returns to disptéying the
administrator edit user screen 205 from which the administrator can select and
edit the data access profile of other users in the edit list 207.

Now having described the function and the various processes performed by the
computer system and the security device in the specific embodiment, it can be

25 seen that the subject invention has several distinguishing and advantageous
attributes and features compared with known prior art systems.

In particular it should be appreciated that the security device itself described in the
specific embodiment is physically disposed and connected solely io the data
access channel between the computer system and the interface logic



the security device for use wth a |arge nunber of different types of
conputer systens which may have varying bus structures but utilise the
sane data access 10 channel standard. In this respect, th are only a few
common types of data access channel, ATA, SCSI, fibre, Eﬁm%\%? I
Serial Bus) etc, whereas the diversity3nd conplexity of bus structures
are far nore wi despread. Another attribute of the present enbodinent is
that the security device intercepts conmmunication with the protected data

storage neshimamahichtieg aeitt tes nalnsCPDI dathSasd agidréds bbe TPt B stofdde UP
sequence and js enti relg el f-contai ned and connected in as ggrt of the
conput er dy8flianzt.clmeprt 'kaéh%fse&ﬁ’f‘té( davifieaienotppastnestab Hirgetl etheamain

v g ' . o b
Mhserti ng RS IRy el Onkast ity SN LRACe 16 0 pS bGodRtsal *
sof t war e afevice dred be sivecndgern by thexbperiations ohthie lest €&eéd3unti |l wel |l into the

BI OS 20 program after performance of the "device |ID', where the storage
device is vul nerable to unauthorised access, or even well after the

i nst al | st i;uMhedrmibke bedme caitfirgdl &Y séramuhidagiig diohg#id Haw accesehdanaenear ed

W th software protection s%gtems, which tend to be the main type of

anti - vi r udhesiirage madia pad dhe FerePensris Mandardisatipn ebauch aacessgdaanelsy

syst em of t LEAt | ogram
can bo. ruonpe SFRHEaREBHE hicfes CREEMpeter sBifis, MBS EUAD S 1]
storage déhé cecastycdevite forease fwithmat laege aliohemeoit diffortht dgses optcomputdref or e

any type of protection can be pr.ovided by the anti-virus application
or ogr am  AYSEHE WRI BRI BVE N ¥Ie0 US SITBBICE AEbUlikss e Serh Saln.acetEs e
procesfy 3IPaHASCELALSRY. AU tHIS rb&fed! Here We SRAH AN g{gmﬁﬁﬁh RUGEHaBY St em

whereby the BIOS is interrupted at the device 1D che stage and an
aut hent i caccess phawe’sAllTd, 2 Sle dibren W SBOURIVEBS eBérial ridus) petc owheredsothei ng of

ther eor . HeSty e B Bt B0 S RETHR AFI IS Wiyt Pisar starting.
up the machine for the first tinme has been undertaken that access to the
storage d?\\ﬁio(ﬁ?eri asrtr%lulteo S?fhe%re\éﬂht‘:@mbb&?ne%ﬁ%e ?hsatitﬁe %%L:Mril@eéen\}.iéé |% er%gpttshe
communication with the protected data storage media at the earfiest possible
15 stage in the computer start up sequence and is entirely self-contained. and
connected in as part of the computer system. Other types of data storage
protection devices and anti-virus systems are not entirely self-contained, requiring
set up by inserting a separate floppy disk, CD ROM, or other way of installing
software onto the host computer, which is not accessed until well into the BIOS
20 program after performance of the “device ID”, where the storage device is
vulnerable to unauthorised access, or even well after the installation of the
operating system files. In particular, when compared with software protection
systems, which tend to be the main type of anti-virus protection system being
promoted at present, the operating system of the computer needs to be loaded
25 Dbefore the application program can be run, which provides huge openings for
unauthorised access to the slorage device as can be seen from the
aforementioned description, before any type of protection can be provided by the
anti-virus application program.

Anather attribute of the described embodiment is the two phase process
30 undertaken during the start up sequence of the computer system, whereby the
BIOS is interrupted at the device 1D check stage and an authentication process is



5 protected storage nedia in accordance with the pre-determ ned data access
profile of the particular user. It should be al so appreciated that the
particul ar configuration of the security device 35 provi %&;ﬁ ge%rb 2005
extendibility, allowing for other types of storage nedia f5" be
connected thereto via a custominterfac® 49 and secure nedia interface 45.
10 I't should be appreciated that the scope of the present invention is not
limted to the particul ar enbodi nent herein described and that other

enbodi rrentperm‘rmbh]g)ridhrmmelnadmg mfa&ebtmmmdcmqemmvmetmmeaﬂeﬁamrﬁgg dervlbm t he
scope or spirit of the resent invention, For exanpl.e, e _physic
ocati on Gind e aREsENTa 5YSIGTA Berarly ThHS: t BLORY ANLABlG GO Pk Sed

i nt ermedi gfol %}a‘?ﬁn@hﬁ mgg&eagcyhﬁﬁ:fb@%é Rkt iR Has BN ApBeASNAThiRbctBN R tO

the interface 1 ogi e security device may | nstead repose
directly uperstblagesyeviee isazlibveat] at emich Hené rMaebacis dolyi penmitted tbothet he
physi cal cabl e, conpector at. the conputer end, or directly ypon the HDD of
the  stor AJeIeHissl FI0I8padBRtia; B AGEOHRLRS Wil tb) ie-datelmielldain, 8FessS cabl e
connect or Abfialdith e0Er ud. Decenber 2005 37 The Clains Defining the

I nvention'are as Follows 1. A security device for a conmputer having a host
central processing unit (CPU), conputer nenory neans used 5 by the host CPU

to |oad IOr;PQQGHiE b8 @é&’ﬁéspﬁécig%%{ ﬁ{a? ﬂﬁBeﬂaﬁiQUE\"t(ﬁfnfﬁgé}Féiioﬁ &t %@%cgﬁf{ﬁ ;e

for storing data to e conputer, the sécurity device bern
di sposed digviced3s pewides far edeadibiite sdowhgioe bthes typesnoft derdgegnedird 7aod t he

ise ot dpepeeRyheRa A ittt ieiasd IS SREMETRe TR e HR00 88 passes.
along the data access channel, the security device conprising: processing
gf gng@n gi&e@gﬁé‘ Be%fpptrehc?atgg ?r%at?ﬁg s];;&r)e oF 1 rétprrglséﬁtr}ﬁvéangt%%slg n% [lr'nﬂgd oS e to the

the particular embodiment herein described and that other embodiments of the

invention may be envisaged without departing froh the scope or spirit of the

present invention. For example, the physical location of the security device may

not be limited to being interposed intermediately of the cable connecting the

15 storage device or media to the interface logic, whereby the security device may

instead repose directly upon the system card adjacent the interface logic prior to

the physical cable connector at the computer end, or directly upon the HDD of the

storage media adjacent to the disk controller after the physical cable connector at

the HDD end.



15 through said data access channel; device nenory neans independent of
‘both the conputer nenory neans and the storage device and not addressabl e
by the host CPU, the device nenbry neans storing at |eastgeNe.,@ce665
control conputer programfor operating t 20 processing neans In a
prescri bed manner to control said acces and aut hentication neans
arranged to authenticate a user of the conputer, t he aut hentication neans

i ncludi ng afheagiBenti pakhiaing eALAThvARLERE 886ULI! ¥od@Wwse bei ng arranged
during use ToO Torward tnhe au§ﬁ€ﬁrrﬁaTTUﬁ*pTUgTaﬁrrhrcugh'rhe dat a access
channel to the host conmputer for use by the host conputer during
initialisation of s@euhmsy d@ﬂ‘ﬁluteelfo@r hotohputkeadarRgnef aamogper ati ng

syst em of thgn@rsi uter g égg securlt devi ce belgg arranged such
t hat access @ u%@ Ss%ﬂg 8?8 ad év|88mP§ GEoBREGTAndERE &5&Fat i ng
system i>s nby tbadbdsun€PU thelusdr pirsgaamhenhi catied bp opbkeeaast idwt i cati on
means. 35 ZooffECh! L devLee,a8:Chab g kh;chepiidy WIRLOLR BRCfsoser of

t he conputer s an’ assocl af e Ss prof éach-access profi
conpri sing PYif bhemEeBRUT Al chhfvEesRr38y28epbeenbeing0ds spheetedalriog

access to p@séi pRsa O&aweaéégg@g@hgﬁﬁb@ebeﬁﬁé@ht&ﬁ@ h¥s@ e®er anandnpthe
pr ocessi ng fnreans COﬂtI’Q Ilng access to the stor age devi ce i n accordance

with the acteeE29préfyies, 5989 APseBbFiFy tdedPEECEsPEIAPNBA PRIEFAI m 2,
wher ei 10t hesuch that during use all data passing between the host CPU

and the security device passes along the data access
channel, the security device comprising:

‘processing means independent of the host CPU for
controlling access during use to the storage device

15 through said data access channel;

device memory means independeﬁt of both the computer
memory means and the storage device and not addressable by
the host CPU, the device memory means storing at least one
access control computer program for operating the

20 processing means in a prescribed manner to control said
access; and

authentication means arranged to authenticate a user
of the computer, the authentication means including an
authentication program;

25 the security device being arranged during use to
forward the authentication program through the data access
channel to the hest computer for use by the host computer
during initialisation of the host computer prior to
loading of an operating system of the host computer, and

30 the security device being arranged such that access by a
user to the storage device is blocked and the operating
system is not loaded until the user is authenticated by

the authentication means.

35 2. A security device as claimed in claim 1, wherein each
user of the computer has an associated access profile,

each access profile comprising information indicative of



data access profiles are stored in the device nenory neans. 10 4. A
“security device as clained in any one of the preceding clains, wherein the
security device is arranged to block all access to the storage device
during initialisation of the conputer by intercepting a A8dddcembeqoehce of
the conputer during operation of a BIOS3®f the 15 conputer. 5. A security
device as clained in claim4, wherein the security systemis arranged to

provi de a cgsd ore-RODtor SEEEOEs USAbherbYohiBeohoshe CRELYWAER theibgot sequence
of 20 the conputer is intercepted. security systemas claiped in

6. A
claim5, wRFEM e PeudtoirtbootSett®rPTSCar? ahgelcensi AOBkEOL héng
aut hent i cata@resy ogF fhe 25cdrade S€6VL &¢ Yisystetrasnebaired tRechabgxs,
wherein the gylhentication program requests a user of the conputer to
enter a | ogi’ i i'dehtifier and a password, the login identifier and the
passwor @ being used to verify whether 30 the user is an authorised user of

the conputey. 8. ﬁﬁﬁg{' Y S L med. in [ m7, in id

| ogin iden?%?ie#%%%n pég%ﬁ%%%gé%gége%%%ﬁggﬁgl%oggéﬂ%r%fafﬁggég# %%%horised
users are stareddGeIheifehd kes I aenpryedrebmsthandevhee memdent i cati on
program acgesses said login identifiers and passwords so as to effect

aut henti cati.on of a user. 39 28 Decenber 2005 9. A security system as
claimed in claim?2, wherein the

10 4. A security device as claimed in any one of the
preceding claims, wherein the security device is arranged
to block all access to tlle storage device during
initialisation of the computer by intercepting a boot
sequence of the computer during operation of a BIOS of the

15 computer.

5. A security device as claimed in claim 4, wherein the
security system is arranged to provide a custom boot
sector usable by the host CPU when the boot sequence of

20  the computer is intercepted.

6. A security system as claimed in claim 5, wherein the
custom boot sector is arranged to invoke the
authentication program.

25
7. A security system as claimed in claim 6, wherein the
authentication program requests a user of the computer to
enter a login identifier and a password, the login
identifier and the password heing used to verify whether

30 the user is an authorised user of the computer.

8. A security system as claimed in claim 7, wherein said
login identifiers and passwords corresponding to a
plurality of authorised users are stored in the device

35 memory means, and said authentication program accesses
said login identifiers and passwords so as to effect

authentication of a user.



aut henti cation programincludes user editing neans arranged so as to
- enabl e at | east one authorised user to 5 create and/or edit user access
profiles. 10. A nethod of securing and protecting a stor ﬁ deyice _of a
conput er from unaut hori sed access, the conputer having %9 gepbgieriilP al
processing unit (CPU) and conputer 10 nﬁﬂnry means used by the host CPU to
| oad host conputer prograns in order to operate the conputer, the nethod
conprising: providing a security device arranged to control access through
a data access channel to the storage devjce. 15 b{ t he_hos

CPU
i ndependentyy off t1FHosTY CRE LM r &t FHY BFH HAL R %ﬁ@s?hgwﬁﬁfﬁk%nt?ﬁe host
CPU and t hentsegwridar davimesdamughc Tihge dai seaceessichanashs  storing

access control_ conputer_ progra i n | ocati on_se e o] e. conput er
menory nea@?%ﬁﬂ??1twﬁd“gdﬂgé%gg%}% %3 } %g%d?$3C%€€ﬁ§%%%égcg%%£ %%ntro
conput eb pricgptamrel fectddig sadar atcesss qemfolesforwardi ng an

aut hentication programfromthe security device to a host conputer through
the data access channel during initialisation of the conputer prior to 25
| oadi ng of Mh ofertitng SYEtrBiitherHORT Torputed 2 ALPHRATi daV1$Q a user

using the apt hentdngAldan £ Pt : el Y dCki ik ) | e cesdplioet he storage
device by a .user until the user is correctl ut h jcated. 30 11. A
met hod as IR & M i GRnleE 2 LF?JE%%?S%&H)r'i}/%%aﬁg(ggéLo%?%t?W@p'é%%ﬂ user of
the conput efemdrish nesracaessi 1y oflid hosaatPiacoeskoqd diote campuist ng
Infornatlogwograms in order to operate the computer, the method
comprising:
providing a security device arranged to control
access through a data access channel to the storage device
15 by the host CPU independently of the host CPU;
directing all data passing between the host CPU and
the security device through the data access channel;
storing access control computer programs in a
location separate from the computer memory means and not
20 addressable by the host €PY, said access control computer
programs effecting said access control;
forwarding an authentication program from the
security device to a host computer through the data access
channel during initialisation of the computer prior to
25 loading of an operating system of the host computer,
authenticating a user using the authentication
program; and
blocking all access to the storage device by a user
until the user is correctly authenticated.
30
11. A method as claimed in claim 10, further comprising
assoclating each user of the computer with an access
profile, each access profile comprising information
indicative of the level of access to portions of the
35 storage device permitted by a user, and controlling access
to the storage device in accordance with the access

profile.



i ndicative of the |evel of access to portions of the 35 storage device
"permtted by a user, and controlling access to the storage device in
accordance with the access profile. 40 28 Decenber 2005 12. A nethod as
claimed in claim 11, further conprising storing the datal Beoedsr Y06fil es
in a location separate fromthe conpute4d nenory neans and not addressabl e
by the 5 host CPU 13. A nethod as clained in any one of clains 10 to 12,
further conprising blocking all access to the storage device during

initialisatjpn t C ut h 0, interceptjng.a boot sequence of the
conput er dulrélj'ngop[ %erétﬁh%I orggs o(?eIaBIr o%nt%]ga%nﬁu‘t e L.lr%?l.erAc hod' 38 cl ai ned
in clai ml1&tduimhedrhe algrd sioges prowe i e acust boedobdn seeparatsabl e by

the host CRYJMhamcl% dif, Ao seauence ol 1he FAmUleLoiob il shoepled. 15

A method as clained-in-claim erein the cu Sectof invokes

t he authentic&dt iGW -program 20 16. A method as clainmed in any one of clains
10 to 15, wherein the authenticating step conprises requesting a user of
the conputer, to enter a login identifier and acegassword, and verifying

whet her t he-use MERIPhR@FhSGIFRED dderabt e Torfpra BrS ukd ngP tHer | ogi n
identifier fandHdie cotpfiasiswpnid.odikAnd amet hathaass claitmes dtoedgs m 16,
further conprj.sin stori.,ng .sai-d lqQgin i tifiers and passwords
correspondidﬁé)lcteo%élrﬁn@ré tx?‘ac}*flsfﬁ‘t%ho&iog kl?secroénﬁl‘ﬁt%r ﬂ?ﬁéati on separate 30
fromthe cimigtrerepiemor v iearts ssavharcte addridss albngyet hduring

operation of BIOS of the computer.

14. A method as claimed in claim 13, further comprising
providing a custom boot sector usable by the host CPU when

15 the boot sequence of the computer is intercepted.

15. A method as claimed - -in claim 14, wherein the custom

boot sector invokes the authentication program.

20 16. A wmethod as claimed in any one of claims 10 to 15,
wherein the authenticating step comprises requesting a
user of the computer to enter a login identifier and a
password, and verifying whether the user is an authorised
user of the computer using the login identifier and the

25 password.

17. A method as claimed in claim 16, further comprising
storing said login identifiers and passwords corresponding
to a plurality of authorised users in a location separate
30 from the computer memory means and not addressable by the
host CPU, and wherein the authenticating step comprises
accessing said login identifiers and passwords so as to

effect authentication of a user.

35 18. A method as claimed in claim 11, further comprising
enabling at least one authorised user to create and/or

edit user access profiles.



host CPU, and wherein the authenticating step conprises accessing said

‘login identifiers and passwords so as to effect authentication of a user.
35 18. A nmethod as clained in claim11, further conprisi 2% enaBI i rag at

| east one authorised user to create and/or edit user acceolHmBri4UEs
December 2005 41 19. A security system fidr a computer having a host

central processing unit (CPU), conputer nenory neans used 5 by the host CPU

to | oad progranms in order to operate the conputer, and a storage device

for storing data to be used by the conputer, the security system
conprising: neans for controlling access to the storage device during use;

10 wherei n the seagduyitsyd@mds 85 angeshg ot oekvahy adabaraccess by the

host CPUtotrﬁ oraedeV|ce betme{a U|n|t|aI|sat|on of the security
system and%Hi% SEH B J1s HPPRIAGRT TORCHRtFER Al 198%i d data
access oi rmg,dltateell*gosai tHU g diaad tp:aigz&aﬁs am di5d20.td seendts ytisyst em as

cl ai ned i n r@; re| 1%5!;;4" C#és‘ﬁr fc%" ggg@ﬁj{# e&a@ S an, assoctlilat ed
access profil and e acces ro conpr i Ses Th orrati on Phditati ve
of the |evdly c#fheac—“@@fwtte@rpdrhﬁ g wiithes witmageomtendi £en@0 pernitted by a

user, said accegg 6Nt IFQJr r&ﬁ&%&qmﬁgala!dwss ACLOSTe Lo b NSRS devi ce
in accordance with the access profil'e. 21. A security systemas clainmed in

claim 20, WWEH&I% 4% 25 security systemis a security device arranged so
as to 10 wherein the security system is arranged to block all

data access by the host CPU to the storage device before
initialisation of the security system, and said access
control means is arranged to control all said data access
immediately after said initialisation.
15
20. A security system as claimed in claim 19, wherein
each user of the computer has an associated access profile
and each access profile comprises information indicative
of the level of access to portions of the storage device
20  permitted by a user, saild access control means controlling
access to the storage device in accordance with the access

profile.

21. A security system as claimed in claim 20, wherein the

25 security system is a security device arranged so as to
operate during use in a data access channel between the
host CPU and the storage device such that data passing to
and from the storage device passes through the security
device.

30
22. A security system as claimed in any one of claims 19
to 21, further comprising system meﬁory means independent
of both the computer memory means and the storage device
and not addressable by the host CPU, the system memory

35 means storing at least one access control computer program
for operating the processing means in a prescribed manner

to control said access.



operate during use in a data access channel between the host CPU and the
*storage device such that data passing to and fromthe storage device
passes through the security device. 30 22. A security systemas clained in
any one of clains 19 to 21, further conprising system ne®Dygcdman3005

i ndependent of both the conputer nenory2neans and the storage device and
not addressable by the host CPU, the system nenory 35 neans storing at

| east one access control conputer program for operating the processing
neans in a f%esc i bed mpanner to control  said access. 42 28 Decenber 2005
23. A securty deviTe ast¥ AFhEdSi A% cFhRimed WRefiladBpéAdE¥REron cl ai m 20,
wher ei n t hedeladredaccess rafml 28, whersiwredei datheasystenpremlgsmeans. 5
24. A securé}g S ggéﬁnfg;gﬂgiggg HQ aqﬁ one of clains 19 to 23, wherein
the security SySTENTT s ar Fanged o b GERTY afFREcess to the storage device

during Pnitialisation of the conputer by intercepting a boot sequence of

the 10 corrp%y,t_er Aurd rafd 0 f.1the conputer. curity
systemas clained in ¢ %%%@%e%%%% Crgegs%%u%?}?y%%s?rgmcggi%rérgﬁged to
provi de a cistomn bEreecily IRADrELhysYHeehobs TPLAntied Ehebbook sequence

of 15 the cONMPWdieds dtAEPLEGh g ble SECUEF 1N SYSE €M BSs & BbAegr i n
is arranged to invoke an

cl ai m 25, erein the Q%Zt,om boot™ sect or
aut hent i cat%’lb% < et FRTEH it T REeRFetAE Ebfput er.

10 computer during operation of a BIOS of the computer.

25. A security system as claimed in c¢laim 24, wherein the
secdrity system is arranged to provide a custom boot
sector usable by the host CPU when the boot sequence of

15 the computer is intercepted.

26. A security system as claimed in claim 25, wherein the
custom boot sector is arranged tec invoke an authentication
program used to authenticate a user of the computer.

20
27. A security system as claimed in claim 26, wherein the
authentication program requests a user of the computer to
enter a login identifier and a password, the login
identifier and the password being used to verify whether

25 the user is an authorised user of the computer.

28. A security system as claimed in claim 27 when
dependent on claim 22, wherein said login identifiers and
passwords corresponding to a plurality of authorised users
30 are stored in the system memory means, and said
authentication program accesses said login identifiers and

passwords so as to effect authentication of a user.

29. A security system as claimed in any one of claims 26
35 to 28 when dependent on claim 20, wherein the

authentication program is arranged to associate a user



20 27. A security systemas clained in claim26, wherein the

"aut hentication programrequests a user of the conputer to enter a login
identifier and a password, the login identifier and the password bei ng used
to verify whether 25 the user is an authorised user of LR&ceompsueds 28. A
security systemas clained in claim27 #hen dependent on claim 22, wherein
said login identifiers and passwords corresponding to a plurality of

aut hori sed ysersa3@rakersbeedddessheroystiemimeneiy dmeans,t apl said
aut henti cati on %ro%raglggpesses said login identifiers and passwords so as
fFeafito

to effect afiff& 6f CAMRYEEL 29, TA security systemas clained in any
one of clains 26 35 to 28 when dependent on claim20, wherein the

aut henti cat Lgn programi.s_arranged_to associ.ate a user 28 enber 2005 43
with a presggfbeé §8§8§§%BréﬁiF%ma&FiﬁgaémsPa%P Y SEGuéitc &6 The

conput er> 302 ASsebeni tgpsydeoam as cllaimedli nwaryedme taofe claims 26 5 to 29
when dependgninaf ¢LaL 1bAa0p WHELR! BnkhEqad! 8AL! cali-ongPLagham i ncl udes

user editing means arrang So as to ena east e aut’hori sed user
to create aR8ABECEdFP A§efoacBebdeppsfilPast epe3putAomdsivsd uskersdouri ng

and protectingateShnbage daYkCAself adce88PPLBE:ifiEQM Unaut hori sed access,
the conputer. having a host central processing unit (CPU and conputer

menory neans used by the host CPU to | oad host conputer prograns in order
t o operldt e Bhe cAnmpatkod bdhesaetbadglandoppotetighg a storage device

of a computer from unauthorised access, the computer
having a host central processing unit (CPU) and computer
memory means used by the host CPU to load host computer
programs in order to operate the computer, the method
15 comprising:
providing a security system afranged to control
access to the storage device;
controlling access to the storage device using the
security system independently of the host CPU after
20 initialisation of the computer; and
blocking all data access by the host CPU to the
storage device during initialisation of the security

system.

25 32. A method as claimed in claim 31, further comprising
assoclating each user of the computer with an access
profile, each access profile comprising information
indicative of the level of access to portions of the
storage device permitted by a user, and controlling access

30 to the storage device in accordance with the access

profile,.

33. A method as claimed in claim 32, further comprising
storing the data access profiles in a location separate

35 from the computer memory means and not addressable by the
host CPU.



providing a security systemarranged to control access to the storage
~device; controlling access to the storage device using the security system
i ndependently of the host CPU after 20 initialisation of the conputer; and
bl ocking all data access by the host CPU to the storage dé¥iDeesnthgr 2HY
initialisation of the security system 435 32. A nethod as clainmed in claim-
31, further conprising associating each user of the conputer with an

WMSm%WM%%%%%%%W%%Q%%MH%M%HWWWWM
the | evel of access to portions of the orage device permtted by a user,

and controlWFﬁﬁeéﬁcéggegé te the §F8F§§§ deviiee PHriggorddhde Liiseh ke

access pI’OJ)f|Ehe38®mﬁuﬂBIrh@Q mo@kaurrsgi EAtekakpt3dg BUbLbber seeiRhi-2i Ng
storing the éa access rate 35 fromthe

in | ocatio
conput er NGearaPYh ngPr588r88§56Fé°By ? §$8ﬁ09§ 6. CogPBLE&nber
2005 44534 A nmethod as clainmed in any one of clains 31 to 33, wherein

access to t§§ stor 9§Vé% HE&QQ iﬁléig¥ﬁsﬁ£|0@urgg t he conguter IS

bl ocked by Tntercepting a sequence ng op%ratlon
of BI OS of @ﬁ@vt@h®@t@rcuﬁteﬁ b¢pheﬁﬁ©ﬂoasu@hhlﬁEUY|hhclapﬁtBﬂPUfuheher

conpri sing & ayh&h Nge GuENSE 0P beRL é@ﬁﬁ@EePS§Q|En@¥r&@§ﬁ@8§t CPU when  the
boot sequence of the conputer is intercepted thod as clained in

any one of clainms 31 to 35,
10 36. A method as claimed in any one of claims 31 to 35,

further comprising authenticating a user of the computer

using an authentication program.

37. A method as claimed in claim 36, wherein the custom

15 boot sector invokes the authentication program.

38. A method as claimed in c¢laim 36 or 37, wherein the
authenticating step comprises requesting a user of the
computer to enter a login identifier and a password, and
20  wverifying whether the user is an authorised user of the
computer using the login identifier and the password.

39. A method as claimed in claim 38, further comprising
storing said login identifiers and passwords corresponding

25 to a plurality of authorised users in a location separate
from the computer memory means and not addressable by the
host CPU, and wherein the authenticating step comprises
accessing said login identifiers and passwords so as to
effect authentication of a user.

30
40. A method as claimed in any one of claims 36 to 38
when dependent on claim 32, wherein the authenticating
step comprises associating a user with a prescribed access
profile during a start up sequence of the computer.

35



further conprising authenticating a user of the conputer wusing an

“aut hentication program 37. A nethod as clained in claim36, wherein the
custom 15 boot sector invokes the authentication program_ 38. A nethod as
clainmed in claim36 or 37, wherein the authenticating <t&5@dhepii®es
requesting a user of the conputer to emd%er a login identifier and a
password, and 20 verifying whether the user is an authorised user of the
conputer using themboBba kdentbfinel andchBemPa33SWeLEGthdd AmBlikagas
claimed in clajm 38, uithe% conpriigng, storing sai d Igﬁ%ﬁ identifiers and
passwor ds CSP?QE%Bﬂd? g~ 385t 0 HCpPYFAPT L S6F USGENSF §¢§3r€ePdd/ R a | ocati on
separate fedittheecoapotes peoviyeseans and not addressable by the host
CPU, and wherein the authenticating step conprises accessing said |login
identifiers and passwords so as to effect authentication of a user. 30 40.
A method as clainmed in any one of clains 36 to 39 when dependent on claim
32, wherein the authenticating step conprises associating a user with a
prescri bed access profile during a start up sequence of the conputer. 35
28 Decenber 2005 45 41. A nethod as clainmed in claim32, further conprising
enabling at | east one authorised user to create and/or edit user access
profiles. 5-.



