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(54) Title: GENERALIZED POLICY SERVER
(87) Abstract

A scalable access filter that is
used together with others like it in a
virtual private network to control ac-
cess by users at clients in the network
to information resources provided by
servers in the network. Each access
filter use a local copy of an access
control database to determine whether
an access request made by a user.
Changes made by administrators in the
| local copies are propagaﬁed to all of
the other local copies.” Each user be- -
Jlongs to one of more user groups and .
each information resource belongs to
one or more information sets. Access
is pemmitted or denied according to of
access policies which define access in
terms of the user groups and informa-
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tion sets. The rights of administrators fpollcy pmf
re similarly determined b inis- enforcement
are s y d ined by adminis Ctwts 2721

trative policies. Access is further per-
mitted only if the trust levels of a mode
of identification of the user and of the
path in the network by which the ac-
cess 4s made are sufficient for the sensitivity level of the information resource. If necessary, the access filter automatically encrypts the
request with an encryption method whose trust level is sufficient. The first access filter in the path performs the access check and encrypts
and authenticates the request; the other access filters in the path do not repeat the access check. A policy server component of the access
filter has been separated from the access filter and the policies have been generalized to permit administrators of the policy server to define
new types of actions and new types of entities for which policies can be made. Policies may now further have speclﬁcatlons for time
intervals during which the policies are in force and the entities may be associated with attributes that specify how the entity is to be used
when the policy applies.
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