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Current digital wireless or mobile communication networks are predominantly
second generation (“2G”) networks. The dominant protocols are TDMA, GSM, and
CDMA. These networks have limited capability in servicing data (as opposed to voice)
calls. Typical bandwidth is about 9.6Kbits/second.

Third generatidn (“3G”) networks have been proposed. CDMA2000 and
UMTS are two of the more popular proposed 3G networks. These proposals are
intended to serve more voice users on a given network and to support higher data rates

(e.g., greater than 144 Kbits/second) to a mobile station, such as a “cell phone.”

Figure 1 shows an exemplary arrangement of a UMTS network 100. A
geoglraphical “coveréige_ area” is partitioned into a number of smaller geographical areas -
called “cells” (not'showln.) Mobile stations (MSs) 161 powered on in the coverage area
communicate via a radio channel to a corresponding node 102. A plurality of nodes
102a-n communicate via links 103a-n with a corresponding Radio Network Controller
(RNC) 104. The RNC 104 aggregates the communication traffic from the nodes and
provides functionality, such as detecting the service options activated by the MS 101.

The combination of nodes 102 and RNC 104 is called a Universal Terrestrial Radio
Access Network (UTRAN) 105. There are potentially many UTRANS in a network.

Each UTRAN 105 communicates with a cali server 108 (also called a MSC |
server or a session control manager) via signaling links 106 and bearer trunks 107 and
communicates with a SGSN 111 via IP link 110. The traffic between the UTRAN and
the call server, i.e., voice calls, may be ATM-based, and the interface is defined by the
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activation of such calls and, in response to such activation, cooperates with the call

server to establish the necessarjr signaling links 106 and bearer circuits 107 to the call
server 108. The call server, in addition to cooperating with the UTRAN, establishes
corresponding signaling links 112 and bearer circuits 114 to the voice network. More
' speciﬁcally, the call server establishes 'signaling links with the SS7 signaling network
113 and bearer circuits with the PSTN bearer circuit network 115. Voice calls may
thus be routed to a called party using conventional signaling and switching and using

circuit based techniques.

A SGSN 111 is responsible for handling data calls — both conventional data
calls such as Internet requests and voice calls over the data network. The UTRAN 105
is responsible for detecting the actlvatlon of such calls and, in response to such
activation, cooperates with the SGSN 111 to establish the necessary data paths vialP
link 109 to the SGSN 111. The SGSN then helps establish a GTP tunnel starting from
the UTRAN and extending to a GGSN 119 to set up a virtual private network, or
“VPN.” The control logic for this switching behavior can reside in the call server.
(GGSN is the industry acronym for “Gateway GPRS Supporting Node”.) The SGSN

then processes the received information and forms it into IP packets that may be carried
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maintenance of such tunnels. The logic to carry out this function resides in the call

server and accesses the HLR and VLR to perform this function.

When a MS 101 makes a data call (i.e., when it —initiates a packet session), the
UTRAN 105 receives éig‘naling information, detects that a data call is forthcoming and
begins to receive packets from the MS 101. Upon detecting that a data call is
forthcoming, agent software executing in the call server mobility management module
access the HLR 117 using the subscriber ID of the MS, the MS number (MSN), the
terminal identification code, or the like, as a key to obtain certain subscriber profile
information including the “home” GGSN for that subscriber. As the data call
continues, the SSGN which receives the data packets from the UTRAN sends the data
packets over IP network 118 to the home GGSN which aggregates the packets for

subsequent transmission to the public IP network 121, 122.

The inventors believe that static assignment of a GGSNs canses certain
inefficiencies and disadvantages. For example, if a user is roaming, the GGSN at the
end of the tunnel may be far away from the user. Not only is this inefficient use of the

network (as the IP packets may have to encounter many hops in the network) but
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network. Mbility managenent in the case of data calls involves the

sel ection and nmaintenance of such tunnels. The logic to carry out this
function resides in the call server and accesses the HLR and VLR to
performthis function. Wen a M5 101 nakes a data call (ig.e€. it
initiates évcboa’éq?&”sessi on), the UTRAN 105 receives si gﬁﬁmﬁgmﬁ ormation,
detects that a data call is forthconing and begins to receive packets from
the MS 101pedthrafanétewicsurfe THidperRrt@ica dRadvantage in@y iakotlie approagdeds sof t war e
executing in the call server nobility mapagenent nodul e ccess the HLR 117
using the Stitsblerfopesing the dataside ohsse netorkvigr m%@ferw,an@%éwf@ m nal

i denti fi catjim&éfislgatrier the like, as a key to obtain certain subscriber
profile information 1ncluding the "hone" GGSN for that subscriber. As the
data call _continues, the SSGN which receives the data packets fromthe
UTRAN sendSu#narfiat a packets over |P network 118 to the hone GGSN which
aggregates the packets for subsequent transm ssion to the public IP

network 121, 12% acEh@ahddatt @8 ﬁreg;'gxlt {n9¥Rioh Phehb&bhidCsyd s dABRAhingg 2 CCSNs.

2,
causes certain inefficiencies and disadvantages. For exanple, ifg a user is
roam ng, t RESSDERNsene dateecalleing mebileisemmynicationgaptwodk s providedy Messagcs he user.

have Lo endiRiaveatiin EiBRkor o, Blud i el MY Sl PicnpuB3Fue" o T

PCT/ US02/ 12iédéagp esrrequestimthe idehtity ofif GESN. Thile rgreived messageis requestihgahe age nmay

make the- appr.oach kLi.abl e. for using the ta, sj.de e network

for voice 6‘%&%‘%3‘0&&(‘;@?’ aaﬁéb&gfﬂe téQPtaiﬁo I?‘F%%ﬁg lqepgg'fal (gésgﬂflnmr y In

?3(03; or dance siivé Bath bﬂlsrffcfaﬁeepecifwags.: A8teplisidnhvostaltd aué ﬁdﬁﬂ}(dlhe sesar m‘OIniOI ng a
N to serve data calls jn nobi | e communi cati ons network is provided.

Messages #feati Yé‘é:get?'?/éﬂecft?doﬁggﬁe control logic in the call server, and

anal yzed to determine if the nessage is requesting the identity of a GGSN.

I f the recei ved Agesraing@o bise 4spepyieBthe Myedthtd, the GEFEN iyt i0tlogestiaShe SGSNGSN
selection algorithmis executed to identify a GGSN. t serve datg calls
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of the invention a GGSN is selected in consideration of the operational status of

network segments connecting a GGSN to the network.

According to yet another aspect of the invention, IP packet reception logic
- receives messages from the contrél logic of a call server, and IP packet :analysis 'lqgic
&étérmines if the received message is requesting the identity of a GGSN. GGSN .
selection logic, which is responsive to the IP packet analysis logic, identifies a GGSN
to serve data calls from a specified MS, and IP packet reply logic constructs and sends
areply packet to the SGSN identifying the selected GGSN.

According to yet another aspect of the invention, the logic is software logic
executing on a switch platform in communication with an HLR and with an IP network.
According to yet another aspect of the invention, the logic is software logic executing -
on the HLR. According to yet another aspect of the invention, the logic is software

logic executing on an adjunct that cooperates with the HLR.

Under yet another embodiment of the invention, GGSN selection logic is batch-
like. GGSN selection algorithm is executed to identify a GGSN to serve data calls from



According to one aspect of the invention, the GGSN that is closest to the
SGSN is selected. According to another aspect of the invention a GGSN that
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Detailed Description

Preferred embodiments of the invention provide new systems and methods for
determining and identifying a GGSN to serve a data call within a mobile
communications network. More specifically, preferred embodiments of the invention
select a serving GGSN based on a variety of criteria, rather thah merely use the home 1
GGS.N in all cases. Selection may be based on (among other things) the geographical -
proximity of a GGSN, available capacity of a GGSN, capacity of network segments
connecting a GGSN, and the operational status of GGSNSs or links to GGSNs.
Additionally, the service provider may establish policies for selecting a GGSN which,
in turn, may be included within the GGSN selection logic. Though several preferred
embodiments dynamically select GGSNs (in near real-time), certain embodiments

make selection based on batch-type selection as part of network management.

Figure 2 shows an exemplary wireless network 200 according to a preferred
embodiment of the invention. Like numerals are used to explain the same or similar
components as those in figure 1 but the description is not repeated for the sake of
brevity. The system 200 differs from figure 1 by the inclusion of a HLR proxy switch

205 positioned between and communicating with the private IP network 118 and the
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Under certain embodiments, the HLR proxy switch 205 performs one or more

of the following in response to IP packets received from private IP network 118:

1. HLR proxy 205 passes the messagé unaltered to the HLR or the SGSN; or

2. HLR proxy 203 intercepts the messages, does not pass it on, and instead
handles the message, including, for example, by generating a response to the
message.

The types of actions performed in each case along with the triggering events are
described below. As will be described below, the HLR proxy 205 may be implemented
by using the proxy switch’s ability to intercept pre-specified messages while allowing
all others to pass thraugh unaltered. ‘The proxy switch is modified to handle the 3G or
other signaling protocols used and to generate responses to intercepted messages as

described below.

Figure 3 is a flow chart illustrating GGSN selection logic of a preferred
embodiment. The logic starts at 300 and proceeds to receive 310 IP packets from the
network, e.g., from the call server 108 and addressed to the HLR 117. Each packet is
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signal i ng nessages and may be configured to do one or nore of several
specified actions depending on the received signaling nessage and on the
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If the packet does contain a command requesting the IE having the GGSN, the

logic selects 325 a GGSN based on a predefined algorithm (more below). The selected
GGSN is then encapsulated in a reply packet and sent 330 to the requestor, i.e., SSGN
111. The original IP packet is never sent to the HLR.

Once the SSGN 111 receives the request packet identifying :the GGSNtouse, .
the SSGN establishes a GTP tunnel to the selected GGSN as outlined above, except A
that in this instance the GGSN is not the “home” GGSN but instead is one selected
dynamically. The selected GGSN will then aggregate IP packets originating from, or
destined to the user, via this GGSN,

As stated above, the predefined algorithm for selecting a GGSN may be of
many forms. One embodiment selects the GGSN that is geographically closest to the
+'MS and SSGN. - In this case, the HLR proxy 205 as part of determining 325 a GGSN
consults a network topology database (not shown) and queries it to find the GGSN
closest to the SSGN that originated the request. Closest, for example, may be inferred
from the fewest number of network hops between the SSGN and the GGSN.

Under an alternative algorithm, performance criteria and/or conditions are

analyzed to select a GGSN. For example, the GGSN selection logic may query a
7



320 the packet unaltered, e.g., to the HLR 117. The HLR then handl es the
packet accordingly. If as part of handling the packet the HLR 117 sends a
reply packet, the HLR proxy 205 processes it |ike the above. Specifically,
the HLR proxy 205 will receive 310, nonitor 315, and pass reply
packet unalVORE¥% eplies fromthe HLR by definition dok ﬁgﬁ%‘ﬁﬂi}éﬁcomnds
requesting an | E having the GGSN). In this fashion, the reply is sent to

the reques ommand .
requesti ng&%&a °‘ﬁﬁgh3§?¥’%§ ?W&&ﬁenélﬁérﬁ?ogl C eegféﬁgat%%?nﬁé aeI&Cbased on a
pr edef i nedandlmayrthehseldcta GESDefrom)suchilhsegnehe EhicappeaaeiNmay be heed iencapsul at ed
in areply acket and sent 330 to S I.e., SSGN 111. The

ori gi nal I<i9 ﬁ%‘é"twrb%ﬂ}?eagﬂe?@ﬁfi s[uyhetﬂtg??_'ﬂﬁaga%e the SSGN 111 receives the
request packet identifying the GGSN to use, the SSCN establishes a GIP :
tunnel to the sa&ltendtively(XESNH]gasition tday select alBESIN basedeptreliablliy in this

I nstance the GGSN is.n ! GGSN but i nstea ect ed
dynani cal IS‘}?OHFHE"O‘% éﬁ'c@(ﬁsé&m&% ?c’ipﬁ'éﬂ‘cé@garlé’@ﬁt“&mg?’ %ﬁ%‘ﬂ‘ectogglg i nati ng
from or Qﬂgﬁgtmqemﬁéwmspﬁp”@ggm his GGSN. As stated above, the
predefi ned al gorlthmfor sel ecting a GGSN may be of many forms. One

enbodi nent sel ects t hat hi ca st .to the -Ms and
SSGN.. In this af #eo Da?yo@&ﬁebg?kgg@ set 0%)?‘1%11 SPYA 325 a GGSN
consul t's aadnghidRktsr, tmnmbewm;d@ttﬁéaﬁﬁapw@tzcswmmamdegﬁaiwoﬁcs it to find the
GGSN closest. to the SSCGN that originated the request. C osest, for

exanpl e, nedmipistratar @quféée (nt Wﬁﬂhéemﬂhﬁgﬁh%@%@ﬂ Qffan ALOHGI O B BT BBt ween
the SSGN ﬁ@:{i’zp}o %%rtbjﬁ&fé)[}’{gﬂe&ioh%l V%cl%%%@' MhnP&rld rhgp@ce criteria

and/ or co are to se or exarrp t'he GGSN
sel ecti on demgrnd howry andiengthex algorithin Mlﬁ&@ﬂaﬁn@CT/ US02/ 12742 managerrent
dat abase or utility to identify IP network segrrents t hat are underl oaded

and may then s may be used
' Conj unct i on e ol A GAEH s RERHTRED » FIR HoAPRIS AER

Al t er nat i verthlygdimérgs aﬂtgemvbhtmnrmyy pletec@GSH seleSionliagiedt Qiherrpﬁccaﬂmﬂnq ty

[ nf ormat | of . 34° kR e, HeB SRR oS SRELLERE! M%tir! GSR BUARRT0A! fau!t

condi ti ons™
405 (e.g., as discussed herein) is included within the HLR 417. Figure 5 shows an

embodiment in which the selection logic 505 is executed on an adjunct 510 that
cooperates with the HLR 117. Figure 6 shows another embodiment in which the
GGSN selection logic 605 is run periodically as a batch-like job as part of network
management utility. GGSNs may be selected for assoc:atxon with MSs based on .
network performance and reliability 1nformat10n The logic 605 may thcn access the
HLRs via a data interface 610 and specify the GGSNs accordingly. This access and
update would operate analogously to programming home GGSNs into the HLR, but in

this instance the GGSN would be based on other criteria.

Variations

Currently, there are some proposals to provide HSSs ~Home Subscriber
Servers. The HSS will serve both PSTN and IP entities for their subscriber profile and
data needs. The HSS may also be used as a mobile transaction server allowing

subscribers to purchase items in which case billing will be tied to the HSS.



and instead selecting a "back-up" GGSN. The actual al gorithm may be
selected froma set of such algorithnms by an admnistrator. In this

exanpl e, the HLR proxy 205 would include a network adm nistrator interface
(not shown) permtting the selection of an al gorlthm by a user

perm tti ngMoB/08%8} to specify selection rules, selk Q?U%Hg”éﬁ gorithm
during heavy denmand hours and anot her al gorlthm at dlfferent ti mes. Though
(the above descrynRhiphhiate! sl Ml RISN hef by R/ fspiIcEimmeRiener -
enbodi ments of the I nvention nmay pla el ection loglic at other places
in the netonsideratibasy, e.gx aﬁaﬂubscnlbagmxr@aaesghom themneswhikdhageswitch himpar ch GGSN

sel ection o g 405 as d uss is included within the HLR
417. Fi gurieer Secﬁum[gn%ssﬁ)flr% 0\?\1}1 Eﬁsﬁw selection logic 505 is
executed on an adj unct 510 t hat cooper ates with the HLR 117. Figure 6 -

shows anot her eHivdug d&snﬁbddranﬂémplatymnbo@tﬁﬂt,simheuldibo appaserit ¢o BAHs of r un

periodicall i8S & atech-11 ob as part of network. a s jlity.
Gosne may DSy S Bt ap il lsBe el et RS Bledimr SRR i

per f or mancge angrmmablsbmhmdegmhementﬁne | ogic 605 may then access the
HLRs via a data interface 610 and specify the GGSNs accordingly. This
access and d&&g A%e) erate anal ogously to programm ng honme GGSNs into
the HLR, but in H@§ nce t he GGSN woul d be based on other criteria.
Variations Currently, there are sonme proposals to provide HSSs -Hone
Subscri ber Servers. The HSS will serve both PSTN and IP entities for their
subscri ber profile and data needs. The HSS may al so be used as a nobile
transaction server allowing subscribers to purchase itens in which case
billing wll be tied to the HSS. 8 WD 02/ 089509 PCT/ US02/ 12742 1 n such
cases, the selection of GGSN may be tied to nobile commerce

considerations, e.g., if a subscriber purchases an itemthe network may
switch himor her to a nore secure IP session with sone other GGSN. Havi ng
descri bed an exenplary enbodiment, it should be apparent to persons of
ordinary skill in the art that changes may be made to the enbodi nment

descri bed w thout




departing fromthe spirit and scope of the invention. Wat is clainmed is: |
9 WO 02/ 089509 PCTIUS02 /12742 1. A, nethod of determning a GGSN to serve
data calls in a nobile comunications network having at |east two GGSNs
and a SGSN network, conprising the acts of: receiving nessages from a
SGSN; anal Y¥@ PR{P8P398 r ecei ved message to determine if it |%C1i"gstff3(é7s7f’? ng the
identity of a GGSN;, if the received nessage is requesting the identity of

a GGSN,, exe cut i sel.ect| gorit to.i.dentify a GGSN to serve:
data calls fro &B?)Cg i%‘%&lwa{é@ﬁg‘ga?}?’?ﬁg Sﬁlf lgér'i‘&ﬂbﬂé areply to'the
SGSN i dent ichitirgichiidhs aetvaszk BavifgRkasttwo TESNEANIGSGIN atdiorR, dompiesigs N t he
act of executing a GGSN selection algorithmincludes the act of

det er mi ni négfe2cBOEN that is closest to the SGSN. 3. The nethod of claim1
wherein the act of executing a GGSN selection algorithmincludes the act

of determ ni ng gtk théipigehAomtdBGERPacity to serve data calls fromthe
specified M5. 4. The net hod of claim1 wherein the act of executi ng a GGSN

selection algorithmincludes the act of consjdering the operational status
of network segnéﬁ‘égm&: ﬁﬁ@&‘("f"ﬁ&leéﬁa%lqeieﬂn’tnﬁéflh’étf‘?z%‘FﬂmgShe 1A°’§§}¥P ¥ for
determ ning a GGSN tgGgsH;ve data calls in a nobile commnications network
havi ng at | east two GGSNs and a SGSN net wor K, corrpri sing: | P packet

reception logic to receive nessages from a_ SGSN, gﬁcket anal ysis | Ogl c
to determine if ifithforepeived magﬁéggeag@tmstheeéﬁwwfﬁﬁﬁ exeeldiagiat y of a GGSN;

?dGSEt ;5 fe' e;t i on | ogi cGasRpRMRAbY Agbthinls ideRtifIAGEEN 3 &rVedata LalFiom 4 ©
Y specified MS;

constructing and sending a reply to the SGSN identifying the selected GGSN.

2, The method of claim 1 wherein the act of executing a GGSN selection
algorithm includes the act of determining a GGSN that is closest to the SGSN.

3. The method of claim 1 wherein the act of executing a GGSN selection
algorithm includes the act of determining a GGSN that has the capacity to serve data
calls from the specified MS.

4, The method of claim 1 wherein the act of executing a GGSN selection
algorithm includes the act of consndermg the operatmnal status of network scgmcnts

connecting a GGSN to the network.

5. A system for determining a GGSN to serve data calls in a mobile
communications network having at least two GGSNs and a SGSN network,

comprising:
IP packet reception logic to receive messages from a2 SGSN;

P pé.cket analysis iogic to determine if the received message:is requesting the |
identity of a GGSN,;

GGSN selection logic, responsive to the IP packet analysis logic, to identify a
GGSN to serve data calls from a specified MS;

10



GGSN to serve data calls froma specified M5, 10 WD 02/ 089509 PCTI US02 /
12742 | P packet reply logic to construct' and send a reply packet to the
SGSN identifying the selected GGSN. 6. The system of claim5 wherein the
network includes a HLR and wherein the I P packet reception Ig 4

packet anal‘ygl 40§ 6(6I c, GGSN selection logic, and IP packe’t’C 7P ‘% §4?og| cis
software | ogic executing on a swtch pl atform in conmunication with the

HLR and with a r t£.en i ~t he, network
i ncludes a HLR eamr’lhg)v% ﬁﬁllg%l?ﬁ ﬁogmﬁg% s?ﬁﬁrggegg{g%ggét?%ﬁé\f?? packet
anal ysi s | ogi c, GGSNideatifyirig therseleztpddGGSNd | P packet reply logic is
software | ogi c executing on the HLR 8. The system of claimb5 wherei n t he

packet analysi & Magt o BEERPCERBPnal pestp R BB PR EBTP ogic s

sof twar e | qgtlet exetivnilogic,dR packetatjalidilodit) BGS0 enetion ﬁfgchlah@lH pekélLR. 9. A
nmet hod of dete m, nj ngﬂwﬁgﬁSN to serve data calls in a mobil

communi cat |r69’r¥ e RS BifyeXsputing 98 siiich plaiissen ’&rfﬂmém'@éﬁ&"%@’fm

conpri si ng HEM endwith 2R 1P n@WE&KUt i Nng a GGSN sel ection al gorlthmto i dent i fy a
GCSN to serve data calls fromthe SGSN; providing the "identified GGSN to

an HLR to associate the identified GGSN with the SGSN. 11
7. The system of claim 5 wherein the network includes a HLR and wherein the IP

packet reception logic, IP packet analysis logic, GGSN selection logic, and IP packet
reply logic is software logic executing on the HLR.

8. The system of claim 5 wherein the network includes a HLR and wherein the IP
packet reception logic, IP packet analysis logic, GGSN selection logic, and IP packet

reply logic is software logic executing on an adjunct that cooperates with the HLR.

9. A method of determining a GGSN to serve data calls in a mobile
communications network having at least two GGSNs and a SGSN network, comprising
the acts of:

executing a GGSN selection algorithm to identify a GGSN to serve data calls
from the SGSN;

1
! . i

providing the identified GGSN to an HLR to associate the identified GGSN
with the SGSN.
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