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or segnments of customers' risk by determ ning one or nore behavi oral

basel i ne scores and/deIﬂfb%ﬁﬁl@ﬂQYoﬂﬁD%R @U?S.bi. ghgscores. BACKGROUND

The present Application for Patent claims priority to Provisional Application No.

61/265,683 entitled “Integrated Fraud and Customer Data Network” filed December 01, 2009,

and assigned to the assignee hereof and hereby expressly incorporated by reference herein.

FIELD
In general, embodiments of the invention relate to systems, methods and computer
program products for risk assessment and management and, more particularly managing
customers' or segments of customers' risk by determining one or more behavioral baseline scores

and/or determining one or more risk scores.

BACKGROUND

Risk may be defined in a business environment as an event, situation or condition that

may occur and if it occurs, will impact the ability of a business to achieve its desired objectives.
Risk management involves (1) defining those events, situations or conditions and the potential
impact to the business, customers and the like; (2) the ability to detect those defined events when
they occur; (3) when detected, executing a pre-defined set of actions to minimize negative
impacts based upon the level of threat and customer impact of mitigation alternatives (e.g., risk
mitigation, prevention and the like); and (4) when unable to prevent a risk event from negatively
impacting, executing a set of actions to recover all or part of the loss. In some cases, recovery
includes supporting the legal process in criminal prosecution and civil actions.

In the financial world, risk management is necessary in various aspects of the business.
Financial institutions manage various forms of risk. One such risk is credit risk, which is a risk
related to the inability of a customer, client or other party to meet its repayment or delivery
obligations under previously agreed upon terms and conditions. Credit risk can also arise from
operational failures that result in an advance, commitment or investment of funds. Another
financial risk is market risk, the risk that values of assets and liabilities or revenues will be
adversely affected by changes in market conditions, such as market movements or interest rates.

Additional forms of risk are financial crimes, including fraud. Fraud involves the use of another
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other nefarious activities until the fraud or crime has escalated to a level that has serious negative
financial impact. Further, by the time a defrauded financial institution discovers the fraudulent
activity, the perpetrator has oftentimes moved on to another financial institution. In some
instances, in addition to moving on to a different financial institution, the perpetrator moves on

to a different scheme using a different financial product. For example, if a particular perpetrator
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channels and across multiple financial institutions, as well as to identify when customers are

being victimized by fraudsters or fraud rings.



SUMVARY The follow ng presents a sinplified sunmary of one or nore
enbodi nents in order to provide a basic understandi ng of such enbodi nents.
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enbodi nents, nor delineate the scope of any or all enbodinents. Its sole
purpose is to present sonme concepts of one or nore enbodinents in a
sinplified formas a prelude to the nore detail ed description that is
presented | ater. Enbodi ments of the present invention relate to
systens, apparatus, mnmethods, and conputer program products for risk
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memory. The apparatus further includes a behavioral baseline routine stored in the
memory and executable by the processor. The behavioral baseline routine is configured
to determine a customer behavioral baseline score associated with one or more customer
behaviors and based on financial institution data received from a plurality of financial
institutions. The term "score" may mean a quantifiable score or a model that determines

baseline behaviors.
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In other specific embodiments, the apparatus may include a risk alert routine
stored in the memory, executable by the processor and configured to generate and initiate
communication of a behavioral baseline deviation alert based on determination of a
deviation from the customer behavioral baseline score. Further, the risk alert routine may

be configured to generate and initiate the communication of a risk score alert. In such

embodiments, the behavioral baseline deviation alert routine may be further configured to
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the me§ihed.in GRIAREADR Bechiableudate BRIcBEBE Mdébnighftddo SRERYHRIpaRYi Ce
processor, a counter-party behavi oral baseline score associated with one or

nor e cerhavieral pasdlyicdeviativroqueried Thiudpanty pelravioraldaskline qoeriesgletarmare per sons
or entVivtlitgs (eéﬁl udi rég ‘;[.he custtomar% J .vo*rveq iﬁ atr saeﬁti on _or

i nt er atPFBH PR RIS LS & APUAYOT RS Rl PRRYS SCUSni t or i ng

f ur t hegnd doedrbi@ESate Migaery réHBRSY foltBe thend faety PIOLRSHEF embdiementitpeICi al
institution data for a deviation fromthe counter-party behavi oral baseline

scor e PETaty incladesrycustanaradentifing gasine storedin; they megiosy, xedviahle brig devi ce
proces I IF ] (% (o} @ t ] i one or nore
000 A8l i ENIARIEE 05 TS SRR SFILTAL AR o1 of v,
f ur t heihstitpgon date peiobdiareiisng thetbthavividhbakelin®sdorar i ng further includes
nonitoring for positive and negative_deviations from.the custoner
behavi or al ‘ﬁageéﬁq)(h@r risk management provides for additional embodiments of the

invention. The method includes determining, via a computing device processor, a

customer behavioral baseline score associated with one or more customer behaviors and

based on financial institution data received from a plurality of financial institution and, in

some embodiments, non-financial institution data received from one or more non-

financial institution entities. The method additional includes monitoring, via a computing

device processor, the financial institution data for a deviation from the customer

behavioral baseline score; and initiating, via a computing device processor, a risk



score. In still further specific enbodinents, nonitoring further includes
anal yzing data received in a risk database to determ ne the deviation from
t he cust owenobalsemizor al baseline score. In still furthercendsesionssins of the
met hod, nonitoring further includes querying at |east one of the plurality
of financial institutions and/or non-financial institution entities to
determ ne the deviation fromthe custoner behavioral baseline score.

In still further specific enbodi nents of the method, initiating further

i ncl udBsnggsmsnhaGtiog based omhdaterminaiipncs ore AT BI9ES deviatigng frephibacrsigmeevi ce
procesg§Qlavidll sdifRavier al baseline deviation alert based on determnation
of a deviation Fromt e custoner behavioral baseline score. In further
enbodi ment slrodpetifie emttoldomnients off the atethugl, etetniaing fatherdedudmsnieteatiming, and
initiat] ng conmuni catjon, via a cong‘uﬁtri n degi ce.processor, of a risk score
al er t . VPAISSRIBPEIRSAEVIFE RTCCSPR BISIPIAT sPERens dekavioral bAseingseois al ert nmay be
CO”TTUnhé&é&iﬁt‘éd%ﬁth%&%%r%éﬁ%xﬁBEMVE(%. &@§§6¥n9ﬁse§m9ﬁﬁgﬁéﬁﬁéﬁ! fgd level of
devi ation and/ or may be comruni cated to predetermned entities based on one
or nor plugdlitpobeustheners hitvingl at lpgst oné catemionbelavior or trait. Inrsugh her speci fi ¢

nbodi rent st h thod i d i ving thi ty. behavi oral basel i
devi at PORC R Eop IR E AR o thge Py RPRRGERER o cust omer
behavi proc&so W HinaAsiPisffubien Mhia Fort 1@evidtRInYfrdrd e ARk kéindnt OM t he
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of the inventjon. The conputer-readabl e nediumincludes a first set of
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conputer to initiate a risk management action based on determ nation of one
or norisstfetiomtate her 4 deymtiondran teamstonise hapulatier babavietal hasetipesare
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custoner asset .data, received fromone or nore financial institutions.
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o mor TS e GRS AR SRR il d SR aRh R ARSRER AL B Y o on
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other rel ated enbodi nents of the apparatus, the risk scoreroutine is
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or i nteertaringdopasitirradmnegaiiccleyisgtippniem the cestoragitbghavioral baseline



In further specific enbodi nents of the apparatus the risk score routine is
further configured to determ ne custoner risk scores associated with one or
nmor e ri skwbypase®ased on known/ exi sting and/ or new ener gcmgseeivlosgaas t er ns
associated with at |east one of negative file data, customer data, custoner
network data or non-financial institution data. Anot her net hod for

ri sk managenent provides for further embodiments of the invention. The

nmet hod i ncl udes recei vi n? fromone or nore financial insti tutl ons, one or
mor e r Peke- pllfagherspemfia embodimentss meriteing furthst inelydeoamalizing dattnci udi ng at

| east e 0f i dé’ﬁ&l@ﬁ%batsé ?d‘&éi‘éﬁﬂn?&thg%é’ia%n fHmt g%ﬁst&ﬁéﬁ&ehgﬁbﬁﬂ The net hod
further Inc determning, via a conputing device processor, a custoner
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determ ni ng, Vi e conputing.devic roc mer .segnent risk
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B

or interaction wth the customer or clie ar ther specific
enbodi arekdranaf be ¢mnrrmmlha1e|d tar mredéterinmged entities based ©nuwde or neceof/a ng, from one
or nore fi nanc §h|tut| ons, the one or nore risk patterns associ ated
with alfreﬂ%%‘?m ©d#%e file data, customer data or custoner network

data. In sty dthér%b&d?ﬁé eRBDAH ARMS el dTRUNRSD LG iHE Gfird 286 Vi ng, from one

or nore nonfinancial institution entities, risk patterns associated with
non- f i belaviosd! baseding deniaidon glzmrigs foth zdémrérpm‘tmang détermingrg whetherdes

determ njn a.the co utln Vi Ce processpor .th cust r.ri k score
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patt erlﬁh%elﬂfe%@@ieadnﬁ@omnhﬁnédtﬂ%@@uéiy re§isnkd 4 the mlﬂﬂ;sa%tyawhﬂ@ﬁl giural ity of
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conput frtheyr esahagiments theanethed inglidsg ident e e eystoraerdsish shevirfingisl def i nes
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aflrs f'or caustng re risk

patterns aSA(wn@h&deghhnbtdmaCﬂhaﬂ 1nt1li1&és| dohﬁﬂm Id@da:ele m&ﬁhm(?ﬂelﬁgesat | east one
of custoner transaction data or custoner asset data and a second set of

codes fghercsRadigents ebihsdnvention, Thercompuirs-readaplomedipmiingrdesaoitst ¥6soci at ed
W th Off&oR&s f3P Efusfisd w}ﬁﬂuta‘%gﬁgfe%ﬁlegac%%nﬁp bR iR RELdE¥Ere” | SK patterns.

associated with one or more customer behaviors and based on financial institution data
received from a plurality of financial institution. Additionally, the computer-readable
medium includes a second set of codes for causing a computer to monitor the financial
institution data for a deviation from the customer behavioral baseline score. In addition,
the computer-readable medium includes a third set of codes for causing a computer to
Initiate a risk management action based on determination of one or more deviations from

the customer behavioral baseline score.



WO 2011/ 068797PCT/ US2010/ 058403 Thus, further details are provided
bel ow for systens, apparatus, nethods and conputer program products for
assessi ngwoiski/deemed on determ nati on of one or nore belpavivse@b/obase!l i ne
scores for a custonmer or a segnent of custoners, each score associated with
one or nore custoner behaviors or segnent of custoner behaviors. Additional
enbodi nents provide for nonitoring for deviations fromthe behavi oral

basel i ne scaore_and comruni cating alerts based on the deviations. As such
the present AAREHIRGFATYY 1oy gk assaumenhsisiingg fsther embedimeatsfidlt i ve devi ati ons

fromn P . [ ' j.ors, such
as cus%@or{igggﬁ%}lgﬁﬁg@,%?? gﬁ:rl%)%ﬁr%rlﬂ%tﬁ%ﬂ @&@H}qgﬁé@%ﬁ@e ng %dﬁbodi ment s
syst enspd astchods Thedppaais fiethep iredudess riak scqre eitme dtdred inddé eremony ng a ri sk
score for a custoner, segnent or, counter part ased on risk patterns
2ss00 HLGHRR e I BIPRToop TP sk FHE e SAPILEN e macteHBoaRent 5

nonf i naRedradr iskSEorkUbdoR MRl fh ohd GRGGEIHR M es dR1R a8 BRIRTRR! frdlRl fd To

t he acconplishment of the foregoing and rel'ated ends, the one or nore

enbodi thertks, andrhas¢dsen kimavif/ existingss chergngask pattefrud asgodiated miithdthaacidl

particul arl. oi nt out in the clainms. The follow ng descriptjon and the
annexeldlsf‘éﬁ!"g%‘l ﬁ%tg’ ipghnding af eaFtnongéjg gpsltorggrrt{a&is?lctﬂnlcﬁgqr%tu]s@gmr 8%%&(5% of the
one orreaeived ashasiciE Mdre fihhRSH ifidiaitignes are i ndi cative, however, of but a
few of the various ways in which the principles of various enbodi nents may

be enpl oyedIn frthen spieeitig embefimangrofitbe ppnagatese the sk sseteugsting is such

mbodi i ' : THE, DRAW NGS
ot or cER L0 e e P PlednenPACIoo b fbd S Wimer ol 0

necess@ped, yudh BwediOrisks filhed addthe Wie bed Based on knoWwh/(existing 8r ambilgpk di agr am of
a systemfor collecting. custoners' personal and financial data across

mul ti phek RAtFERESMCIalLHITR figangl testifvinm deta inghuding of lsast ong bswstomer
instit RSt ARE A Hat Ak Blnel Sl dnt hiseNdatd %cﬁéf'&nweg%%@ ggggfll yer agi ng

the col"ected data to manage risk, iIn accordance Wwth ment of the
pr esenas d plueihity a@ficustomers hdtig atdedssoe conmmembeliavicrior che. dnaghearslathdt

LSS e Hhek dalabase b LG Lo erelvedatg envarios
at t hecotfer ety dsk 5@reRdsotiaedvith dift GRGfdtE 4R BHeVhhdbAIRQMHI ments of the
prese nlinolwrllq\/lcgiri]sttl!n%r;hd/or new/emerging risk patterns associated with financial institution
data, including counter-party transaction data. A counter party is defined as other persons
and/or entities (excluding the customer/client) involved in a transaction or interaction
with one or more customers or clients.
In further specific embodiments of the apparatus the risk score routine is further
configured to determine customer risk scores associated with one or more risk types
based on known/existing and/or new/emerging risk patterns associated with at least one
of negative file data, customer data, customer network data or non-financial institution
data.
Another method for risk management provides for further embodiments of the
invention. The method includes receiving, from one or more financial institutions, one or
more risk patterns associated with financial institution data, including at least one of
customer transaction data or customer asset data. The method further includes
determining, via a computing device processor, a customer risk score associated with one

or more risk types based on the one or more risk patterns within a customer's profile.



WO 2011/ 068797PCT/ US2010/ 058403 FIG 3 is a block diagram of an
apparatus configured to provide behavioral baseline scoring, determnation
of devi atwonsiffageemwrbasel i ne and al ert notification in tperasenti/osdss

devi ations, in accordance with enbodi nents of the present invention;

FIG 4 is a block diagram of an apparatus configured to provide risk
pattern determ nation and, specifically, new pattern types based on data in
the risk database, deviations from baseline, claimdata and negative

activity daltspepific sabofmsnirolihe megindaaraiang furer inelidss sceing, HoEht i on:
FI G 56 éoﬁn@ﬂegﬁﬁgﬂhﬂ 5RMGs aﬂegrﬁg&{e giaﬁ&ﬂé g&U&%aﬁﬁ PHRMC f&? identity

theft nonitori ase on as$et Tty data an | nanci al
i nsti t instimtion ldauasmc]mdmg ah itastvorte\of cuistcitdsegmenieipasadtionalath aetstoidey

i nvest nents and behavj oral /transactiopnal data,. in accordance. with
enbodi YRS &pck ‘ﬁ‘éa%dég" EHMIRE BH‘CT“%eS getemppt‘%g’ wiajthe compitingget ai | ed

bl ock gz #Bt&Qbort Q@uﬁé&ﬁé@s@kﬁ\%nﬂ: Ijlsqé‘ scére asfbc?aq:&p@ﬂﬁ Bﬁ@oﬁ"fnbf'b 1k ¢ ?ﬁ&Od' ment of

the present invention; I's a flow diagram of
met hodarfdopased elathemgte annion¢ 5ej aatwmsr i kustorden ssgaaatris daﬁmd@tamuﬂa ityi n

accor d cCu%toVr\rnletrsh hav1ng erlmeas gl‘laenéon%];lortl B&ap/{o? So? pralt. ﬂlvl%rt&llep grhbodlments of

the method, receiving further includes receiving, from one or more financial institutions,
one or more risk patterns associated with financial institution data, including counter-
party transaction data and determining further includes determining, via the computing
device processor, a counter-party risk score associated with one or more risk types and
based on the one or more risk patterns. A counter party is defined as other persons and/or
entities (excluding the customer) involved in a transaction or interaction with the
customer or client.

In further specific embodiments of the method, receiving further includes
receiving, from one or more financial institutions, the one or more risk patterns
associated with at least one of negative file data, customer data or customer network data.
In still further embodiments the method includes receiving, from one or more non-
financial institution entities, risk patterns associated with non-financial institution data
and determining further includes determining, via the computing device processor, the
customer risk score associated with one or more risk types based on the plurality of risk
patterns associated with financial institution data and the plurality of risk patterns
associated with non-financial institution data.

Another computer program product including a computer-readable medium
defines further embodiments of the invention. The computer-readable medium includes a
first set of codes for causing a computer to receive one or more risk patterns associated
with financial institution data, including at least one of customer transaction data or
customer asset data and a second set of codes for causing a computer to determine a
customer risk score associated with one or more customer behaviors based on the one or

more risk patterns.
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FIG 8 is a flow diagramof a nethod for deternmning a customer behavi oral
basel ine score, in accordance with enbodi nents of the present invention;

and wbBl2@1/8s8193 a flow di agram of a nethod for det epairnisogoassssk
score, in accordance with enbodi nents of the present invention. DETAI LED
DESCRI PTI ON OF EMBCODI MENTS OF THE | NVENTI ON Enbodi ments of the
present invention will now be described nore fully hereinafter with

reference to the accqonpanyi ng drawi ngs, in which sone, but not all,
enbodi ment s TBYS: fiffeher Aciatls arsmr%‘ﬁ@edsmm on sysemg, appA@tyspstoyAdmy be

enbodi 1Re Bgragf Port or a95regs§n ﬁaﬂg&'hﬁi th;mllﬂﬁgno d%&ﬂe%‘?%cﬁé limted to

the e s~ set herein; rat ese e nments are provided so
t hat th@lmvnhraidiasnalmeecweé foraa:ustefnpr appsdgaant ef duswalers, eqa:h gsoereents. In the

foll ow ng .descr.jption, for s .of exlanatlon us specific
det ai \I,mgssg‘fl@teégflthlfoqyret% mage 8‘9%&&&% Y8 U %n‘?lﬁé?f 8‘6?@‘?1‘“ ?@i“é‘?‘?ﬁ”ésndl ng of one
or nor geiiBasl e'i‘?ﬁi%ﬁﬁneﬂé }t)lror%ﬁetf@r I%Bhi@&ﬁ{gv fopgc‘!@é/tﬁfns ﬁtoﬂiifhe%léﬁ ifpodi ment (s)

may be practiced w thout these specific detail Li ke nunbers refer to |ike
el emenbaseking wMtcommlwng/amg baFHETY ﬂbs@emat/icmsw’@?ouch the pr&tani ous

enbodi ent.s _or f res.w ented in ter at may

i ncl ud%‘vgnthOMSY éje&%mu&lgg pof‘}ﬁﬁg?ﬂiﬁggﬁv%ﬁﬁt?gs gﬁhnqr\ﬂl@tl pgggvg is to be
under sipesd rmﬂdpﬁmmﬂf@emaiue@rﬁda BEhdvites,\sath 83iSustonsdr @ABrad@MsticdCiraltieyraddi t i onal
devi ces, components, modul es, etc. and/or may not i ncl ude all of the

devi cetbe likgpbaidiional prsbedimenistsystens.suetbedscndisonmnisepragssmsiieh the figures.
A Conbf)fa@l{d 8 ?orqete&ﬁ%ﬁgg 2PRE 8(?0?9 0) an&gtoﬁl& eg%el!ﬂ ?%ounter party based on

risk patterns associated with financial institution data and, in some embodiments non-
financial institution data, transactional data and asset data

To the accomplishment of the foregoing and related ends, the one or more
embodiments comprise the features hereinafter fully described and particularly pointed
out in the claims. The following description and the annexed drawings set forth in detail
certain illustrative features of the one or more embodiments. These features are
indicative, however, of but a few of the various ways in which the principles of various
embodiments may be employed, and this description is intended to include all such

embodiments and their equivalents.

BRIEF DESCRIPTION OF THE DRAWINGS

Reference will now be made to the accompanying drawings, which are not necessarily

drawn to scale, and wherein:

FIG. 1 is a block diagram of a system for collecting customers’ personal and financial
data across multiple financial products and channels from multiple financial institutions and non-
financial institutions for the purpose of leveraging the collected data to manage risk, in
accordance with an embodiment of the present invention;

FIG. 2 is a concentric circle diagram that illustrates the risk database’s ability to receive
data on various different levels, aggregate the data at various levels and to assess risk at the

various different levels, in accordance with embodiments of the present invention;
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The steps and/or actions of a nethod or algorithmdescribed in connection
with the enbodi nents di sclosed herein may be enbodied directly in hardware,
in a sof tweneimsswre executed by a processor, or in a cegiiusasioosss0f the
two. A software nodule may reside in RAM nenory, flash nmenory, ROM nenory,
EPROM menory, EEPROM nenory, registers, a hard disk, a renovable disk, a
CD-ROM or any other form of storage nediumknown in the art. An exenplary

storage nedium may be kc‘gigpl ed to the processor, such that the processor can

read i nf or néf$ohis olprk dagrag 9l aPRFBRITSONRETE o RRBIdE PRariFakkASFliRA I n the
al ter nalgine, ddiiitnidtRh3F A MBAL AR YalEink BhLUEANoliRcAHS iRHRGERRAF  Furt her,
in sonme enbodi nents, the processor and the storage nediumnmay reside in an
Appl i cdevigronSpmcicéardaricatvatlr alamlii@emts of the(pASed)invéntionhe al t ernative, the
processor apd_.the storage nmedi um may reside as.di screte conponents in a
Conput ng RUFCArs SLIGH: FiGRAT 9f AMaRPLaHS CORGBAThErRevid: ek BHBREe. and! or

act i oNgeterimiAaticH AHAdsREifRAGP MW PRERVyp&SHHAE] &5 dARth B rRRYaGBAR! NA%dHRRAs OF

set of codes and/or ‘i nstructions on a machi ne-readabl e nedi um and/ or

conput &pnyhsseliis) elampdita and negative aetivityedata: soaqsordanesiwith embadioeamtaafdhe pr ogr am
pr oduc gne or nore enbodi ments of the present invention, the

: S )
funct i BIe énsvcepﬁ%réd may be inplenented in hardware, software, firmnare, or

any conbi naFIGnNs ishelecd diagram sianeppirate configatd wagrevide heentitinbbh ansmittayg be
stored or transmitted as one or _nore instructions or code on a. ]
conput Based @n assst andokiabilibndateoppslfirgneiad mistimtion Mapsastioh astiyiysingdingcdsppuitser
storag i i I i 1 nelidi j - .

oot |1 T gat iy e MR A AR G b o b B e s of
st or agthe pectentimvaayyione any avail abl e nedia that can be accessed by a

conputer. B . of exanpl.e, and not limtation, h_conput er - r eadabl e
medi a can C%l‘é{?gl&sé% ¢ bE’Eg‘ﬁ@&m"@:BE] mﬂﬁm&ff?ﬁﬁ-épﬂa@awdm@wam age,
magnet LapsHisknSdAheBRs & illeh§én; MONEt i ¢ storage devices, or any other

medi um t hat can be used to carry or store desired programcode in the form
of instruct FHRsT wra fittat diagtanucf amethoddodmethed faamedting ao ¢cetsgmtbdbyskeandonput er .

Al so, ti be t ter- dabl di F | e,
[t sof TPRST BT Ry 1R aegordaie Wit dh mbbiment offfe DS e RE PRt e sour ce

using a coari@l8 kakdy dfaEFh‘ﬁ{ of ¥¥RetHod ¥ OQRAiMES 2 ad8Hef B dialtabdimecabl e,
twisted pair, digital subscriber line (DSL), orf wreless technol ogies such
as i nfscarein agcariapce withl embedioveaiseof theprgsenénventsa;andcabl e, fiber optic
cable, tws ir or mirele t echnol.ogi es, such .as infirared, radio,
and micr om@?’aé)% 3t % S (r’le/\% nghﬁéﬁ?rn(?c??rglﬁmg 3 ISSE0r> WMgeeqrdangs yithy; g
as usegmbwligkfts of thelpigkenciap@aivh, di sc (CD), |aser disc, optical disc,
digital versatile disc (DVD), floppy disk and blu-ray disc where disks
usual |y reproduce data magnetically, while discs usually reproduce data
optically whEfAIRESTSESCRPIION HRIMBODMAENFOWE FHIRHYENnPe | ncl uded
wi t hin the SCOpe of comnputer-readabf e medr a. fmm generar, enbodi ments
of the presEmbodimeststof the predeat mventicywilbmsy berdédedtiad motk fubiyhetetnafier @itham

products for cqllecting custonmers'. financial data fro |tiple financial
Pnst i LSITBHE 10 FHegFompY YHIEATA IS r 1B Y hIER PR DU RO emhofiEIcals ok /¥ acr oss

nul t i pheerdtioR3RE sihwnP TRELLEL e SRFNti6R ﬁ}a‘y:b%@n?)ohﬁﬁ ih 'rrgﬁggﬁﬁ@éreﬁt%%'tst Mg ons. The

col l ected data i1 ncludes transactiona evel data, as checki ng
t r ans ashbitldm®} bATMMstued saimitedh &), tharthbodieatinty stefuirth heagid; rathengbesti ons t hat

|1 f det i nati. f . ‘s t ; ti | i )
Ada t Gndets s HEp v e BlSdigkloes o LR Brrop itile BRACHRE RS Buch as
bal ancgs farvih$8edctifi§on, %W@ﬁéxﬂﬁfaﬁpm,ﬁmr&% $PEEBO QBtail§@eRet forth in

denogr aphi cs data and t . I'n addition, customer related data may be
col | ecarder to peeridonthorenghaindersianding of one asmom grrbadimenss.altineaysbq onddnhe and

bri ck i : i ce .Prqui . ,
el opronEEh Bl oA e A B B rad b WRRRW SRS B FE AYRISLEIS e |1 ke,

The nanmitenar€irad likoélementsitougmyat.pr ovi de for additional transactiona

i nformation, such as the type of itens purchased and the |ike, behavioral
data, such as purchasing or browsi ng behaviors, and custoner data.

For the purposes of this invention, a "financial institution" is defined as
any organi zation in the business of noving, investing, or |ending noney,
dealing in financial instrunents, or providing financial services. This

i ncl udes commerci al banks, thrifts, federal and state savings banks,

savi ngs and | oan associ ations, crediti2uni ons, investnent conpanies,

i nsurance conpanies and the like. A "custoner" is defined as an individual
or entity having an account or relationship with entities inplenmenting the
ri sk managenent system and/or an individual or entity having an account or

e " e




WO 2011/ 068797PCT/ US2010/ 058403 encounter wth a financial institution or
non-financial institution associate/representative; an identity

aut hent i owbi20n/ges®eess, such as a bionetric identity autrbheniscediossns
process; recorded use of a utility, such as electricity and the like).

The coll ected custoner data is captured in a conprehensive centralized risk
dat abase that allows for analytics and/or logic to be perfornmed on the data

for the purpose of |everaging the cgllected data to determ ne the,

cust oner' s E(éﬁa’% BrRodiments pr gq%@rm%ldwd}resgnteﬂ% Fsms of aXstegnssthatgmep mchid 2
reduce,f.l.5k. : ?g%% ' j Ll | : e
conpreﬂgﬁgévgdggﬁ%%gﬁ?'e %%gﬁdggggggggggﬁiﬁﬁ%gg%hgg%?ggggg%t| i??mggta

t hat i thehthiefviagsus dysteinsdnayi idclatis adititiend devies, compdnedispgodiies, reta emdigrmphi cs,
transact.i.ons oduct s/.accounts and t | i ke,. inval.ved in.fraud, crimnnal
o1, By ineadel PR HEviETn bRy, morit e s 18 Shmsor P Bieh

| 0ss. KQonftiiidn ofXREPhSFoRhefRERhisYBedsdd Vi ty data el ements include, but
are not limted to, the names of fraud perpetrators; information associated
wi th the peflhesteps andgor(agtigns ofalmeibedor algefi crited|ip poimeetiouwisbitles | P
addresse nd th ike): information.related.to fraudul ent. and other

2ct 1 vi etadput Wigldsharei gl G BRIEERRLTY b Bl B AR PRE sl o

act i vi tte2tedbytaifo@8 6@ Ustin ARGMbIAKSAGF tHetwb € Wedofed @ i dbetriay reside in RAM

i ndustry-related activities and non-industry related activities; and the
|i ke. msmory,flash megwry ROManempryy ERROM memasy,FERROM mamprys segasters, a hard
institpld 111, S | i i r . -financi al
st ¢ Sk Emible Ui FR. RONE L BRPbihcPforkg Wl R kit (b AV B o 88

col | ectethplayatoangt hédumegat bo/@upkdity ilieprdedsedrasreh it thisgrotdssa@ah yédde al
T A
Of L NemlefVifih PBe inklaliBASSHLEL ARt $P8d AnblTH SR e pflEsGHMME! S
customer segnments, counterparties, etc., a behaviora asel | ne score that
provi desrage hedivsn may asssdesia mpApplitatidveSpeaicdntegtadcUstwh@SIC). In the
segnent.' s/ count er argy's(g se%jne, %ﬁ nor mal financial behaviaor, for

oxanpl B aE Pigtesr e siomse metiun s esdg ARECTEle COMRNBHDIy

nor mal ¢amputMBsREice., AABRONENS ik §itfe ethbSMARAL! B8 MY M PBor RYBhAEE HEIMBE bt S
mai ntai ned and the |ike. Oice a behavioral baseline score has been

det er nilgedthm may sstsieas she pugnyeondunation or setead codestad] oy mrastrdtignsran asmachine-
addi tign nce .a _behavi aral . basel jne sgcore has been .deternjne cont i nuous
ot ¢ oo P S e 25 R SR PSR By o oGP
dat a pprogiagieprotiogt. det erm nati on of deviations fromthe baseline. Deviations

fromthe baseline can be both positive and negative deviati ons, ne%ﬁtive
devi at i ons IrRiicamaig epbpdpents| afyhe present Hygetiony thecfyactions dgsragibed may be

implemented in hardware, software, firmware, or any combination thereof. If implemented in

software, the functions may be stored or transmitted as one or more instructions or code on a
computer-readable medium. Computer-readable media includes both computer storage media
and communication media, including any medium that facilitates transfer of a computer program
from one place to another. A storage medium may be any available media that can be accessed
by a computer. By way of example, and not limitation, such computer-readable media can
comprise RAM, ROM, EEPROM, CD-ROM or other optical disk storage, magnetic disk storage
or other magnetic storage devices, or any other medium that can be used to carry or store desired
program code in the form of instructions or data structures, and that can be accessed by a
computer. Also, any connection may be termed a computer-readable medium. For example, if

software is transmitted from a website, server, or other remote source using a coaxial cable, fiber
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WO 2011/ 068797PCT/ US2010/ 058403 positive deviations indicating potentially
ri sk reduci ng behaviors. In other enbodi nents, the behavioral baseline
score naywondiwws®7t hat the custoner/custoner segtnent/ eounisesipassy3
exhibits risky behavior at their normal |evel, posing a constant or
consistent risk, such as a credit risk, fraud risk or the |ike, even absent
a deviation. In such instances, notifications and/or alerts may be

comuni cated to designhated parties based on abnornal deviations fromthe
popul aPPéncabies &visied pair, digitalsybssaibpiline D)t (avipslessdeghnplogion su@yasipbdicde t he
col l ec I yi I S o]

{1 nanor ool frigSale thafif LORGATUAL GiBopRESmI AFLAthaly DSLE6M fesd
assessehtiolbgied suchat 1rtfeaied)ead16,etﬁdaﬂlloma®e afmneindednpmhe defimtidrhefi mediwm. r i sk

managenpent,, s Exanpl es where financ d, non-fi nanc stitutions
ey oMtk S R, axpadparenn apesasprr iy R agthak@isadﬁg Byt are
not i %r’sﬁﬁe HRc (H9DS! oY smﬁtﬂr@&ams@%aeraﬁgkg%@aw rbprdigdaton 1 nvol ving

a particular account” or gr&s]tomar determ ni ng whether to issue credit to a
parti culagnetraly,ontele, dlmnmuaﬂyrrcptgduwﬁaialtvewpttcally)wm lasersa domuivinaticam of dre

det erm nin t her t.o.conduct. ar bu5| ness th cust omrer.

S 1§ B SaE AR be e SR RPN coPibi el i ni g 1 sk
patterns ang, gdndradanitidauthéits oNBWpteserR Snwintibh adlste 86 syRtdhe, nieedt ¥R@s of risk
using the flnanm al institution data t he non-financial institution data,

the cl mmnutdmragraﬁenrpéwt@fvg cpHesting wustomens” faansial dete feave muliéple Sgandiale fil e

(e.q. a rs and

pat ¢ o sl ot bR ot Bl A SELRRASE, bl bR bty BRBEET" ST
t he ocprodui@neasices withiikihp fihkuedilSndinieione.THeWotldctbd dgta andletizs hransaatibit ldvial of

industry risk indicator, such as a risk health score or the Iike, which

i ndi cat®a suethasehecking tpsactigns, AT, tragsagtionsniachsredif/debihensd fragsagtions thalgment
of the 'ldwﬂﬁrtcfe}'ermhﬁugﬁﬁf"gb@orﬁ%’ssktransactmnallﬂéhé’\ggitAﬁfﬁtlo %’g{?ﬁler‘fﬁﬁh&apf the

present 1 nvention provide termning a ri score custoners,
custo nmstlmegmﬂalhsnclmdnstammt papishel hsnhnﬂancemrrd the hile tand sustonhet data,l suklead hat

i's associ at one or re r ypes .and i s base ri sk atterns and
t he coﬂ‘ﬁ?‘?ﬂ?f 5 ﬁ(i@)“ f“? tﬁsngﬁégimafl ?qsweﬁagﬁféaﬁgtaw 2% ust oner,

Cust ongdilesRd TR no@ﬂﬁhﬁ&élhﬁ%tutﬁfns SR Eﬁ&ﬁfew(toﬁlu@@m&ks& nidr@fsacti ons and
networks as identified by using financial institution transactional data,

cl ai rrsgcni@nanermagermwelntmd Seireibé Piovidetk({SPs)) telephérercommpanits (Eeleas), ltehh r i sk
score deterym.nati e a t o acgount . nan-fi.nanci al i tution data,
oot i Ptk helEe e ndGrnlal Btaian M up ek adidil’S
net Wor fards@étichaYinkdiafioR] sabh hd B ttﬂ%ﬁﬁh@rpﬁrchﬂb@l af@ the like, behavioral data, such
2011/ 068797PCT/ US2010/ 058403 ri s core serves to predi ct the Iikel'i hood

t hat d%ﬁme@Q@gmb@Wﬂlm&bﬁla&m@n@W%@gﬁdﬁﬂ popul ati on or counterparty will
result in | ﬁgrsthg ngp Ses' f?hls invention, a "financial institution" is defined as any organization

in the business of moving, investing, or lending money, dealing in financial instruments, or
providing financial services. This includes commercial banks, thrifts, federal and state savings
banks, savings and loan associations, credit unions, investment companies, insurance companies
and the like. A "customer" is defined as an individual or entity having an account or relationship
with entities implementing the risk management system, and/or an individual or entity having an
account or relationship with a financial institution or a non-financial institution supplying data to
the entity implementing the risk management system of the present invention. A "counterparty"
is defined as other individuals or entities (excluding the customer) involved in a transaction. A
"transaction" can be monetary in nature (e.g., a purchase via a credit card; depositing a check in

an account; a stock trade or the like) or non-monetary in nature (e.g., a telephone call; an
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O her enbodi nents of the invention provide for suspicious activity
nonitoring that | everages the use of the custoner and transactional data
acr oss mwwoipimegionanci al institutions, nultiple productsrasevioossion thin
the financial institution and multiple financial institution channels. As
such, the suspicious activity nonitoring of the present invention includes
account data, such as account opening and cl osing data; asset data, such as
deposits and security investnments; liability data, such as credit

out st afefongter pahrdirangiahingdtutien epnen-fingpcial iNgHEtIOR @syociats/represeRiatives an

i nfor I i 1 ngi : : i 4 ] Se.
Fur  horon oty AiEnRleh iRy siih S MGAERI R B EGicAATb LR RERIATET. (o
dat a- anfi ytilityssuch ay eldetreity and thedse).hi r d- party dat a-anal yti cs providers, so
t hat the data-anal ytics providers can use the coll ected data whe

const r ot | ngRpa e hoRict b T RBF BTG comtedAar© Sl alseh e ORnSe Rt r i sk
prevenhi@is fRandliids aflifor GsHit RIbeSpettoBiBd o tHe datl fofl iR uiYosd BF RvERABINEIHES
provi ders may devel op and/or operate the behavi oral baseline scoring, risk
scor i nggllectedidapebd tdetrermmedhs oaspiroéréaehavipiswantiior dresguptomer isddelydyebavioisdes. |t
shoul d be apgéﬁpi ed that a custoner can be any individual or business, or
non-bugpﬁégg FF@%: Al so, for exanple, enbodinents of the present
invention api ARIMIS adRrdhLtdeciR dnibddith&hia khd SonyrehdnBiRY cedvalizbEMsiar . As
enbodi ments of the present invention gather financial transactions,

derogr dgRbase inclidgh negative eatbty dufp tetidewtifiegdhe individualso entfdess Bicludiingibeiri c

data i I 10N i ovj . | nes
that s tRRRRELE seaREhoE orQIBRALRRL e A MO BReh T RIS RHbIRE SO, TE0
or opl aefeﬁlmtnm:d'r Iceher@isﬁpaft_ivg@drasmhatmgrbwﬂnfﬁhsnaix? 16d3e Ftbf ﬁs&Ptﬁx?‘r?ylem?fﬁHgaﬁmvi de
A C AR IR SRIECH R T LI

ot or oy aan A0Sl HoHeRIAIR @ iR SRR e pncHahAR PRased on
i nsti t addresses amd thelike)natformmtioh rélated @ frawdul e apd otherdladivity atioss muitipley
e e S T N N
G obal p&ashddsRNrAeePush Bie{ FiSon-RE A rElES @A HEN Al HSIRNIAE, deust omer
denographi c intformation. Referring to FIG 1 a block diagramis

depi ct eegative actyytytdeimig eckved depyr Bugnciah gnstifvdionsady imsamgembedimerts of 8 dat a,
in aCCPQg%ﬂge W th e odigenf of the present invention. The system 10

i ncl udBYSRIL FSPBRURAPSI AL BRI ed ri sk dat abase 100, which is configured
to collect Fihe?BhibdIGREARS BEHe WDAiOh Q88 iy colledred Whta nd Braieyivdat a
across nmultiple financial products and nu?tjple channel s fron1%u|tigle

f i nancicivity databasgtfpiopss in gpalytieal puglpus thabproidss g halistici Wgv peagheystomeEfedi t |
fraud ke i cor i enbodi nent of the invention. The
systenﬁ@%”?ﬁ@ﬂ%ﬁé%I%OQFgﬁlﬁﬁﬁﬁﬁgﬁﬁﬁ%ﬁﬁ% ul'e 400 that is configured to

noni tor or hidpecific embpdidventcofiths knvatitidny Sescotiveted dats aciisedfo detérning, fot her

data received fromvarious data repositories or databases associated with
f i nancfURtomsTSIUBaMEhHFREMANES, FONSSIPRIVICH £1C RfGR WG Srssling seore thahpiovidenanci al
i nsti tatyi N & 5] I t the risk
oo osfE Ssscreifent bFp BUALHED L DML SepmEtty et TR ETRE! Shobial 10 T 5]
al t er nhnancabbetdivivenfos gxarygles hosk asd eheraticansfomed whsto@Osagmenber doupteepretyt ed by

one or nore third-party entifies (j..e., outsourced risk npdeli oy 1
normally transactngh n}llels used, transagtlon amounts, average geposus mamtalnedrI ag'?d the like.

Once a behavioral baseline score has been determined, the score(s) may be communicated to
designated parties. In addition, once a behavioral baseline score has been determined, continuous
monitoring of the customer's/customer segment's/counterparty's collected data provides for
determination of deviations from the baseline. Deviations from the baseline can be both positive

and negative deviations, negative deviations indicating potentially risk inducing behavior and
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The data in the risk database 100 may be conmunicated fromand to financi al
institutions 20, third-party data aggregators 30 and/ or non-financi al

i nstitutiwoomimsiont egrated ri sk and custoner data net wech/Uuse@0/0ks103
addition, financial institutions 20, third-party data aggregators 40 and/or
non-financial institutions may access integrated risk and custoner data
network 500 to inplenent the functionality of risk-evaluating modul e 400.
According to the illustrated enmbodinment, the centralized risk database 100
st or esPesiHyhésvagtionp sndiqating pateahally Izﬂforedmmn&bl@iaﬂoma{n Oélm@mbﬁém@ts thee

centralLize uﬂ}l’&ll bsagelgl%tsgg%%ar)ﬂlgglc%e a1 the] toféﬁe{i‘)%ﬂgt&% r’reer (r%'clgﬂg%?pagﬂ;% e%(higoqg

When ev custoner OI’ va I Ng CUS

risk- emaltynaethan@r anHeil @orhid] 1¢vel, @loviag aandstamalr yamdstanyiskwichbs atleditirisnci al
[ 200, and non-financial institution data 300. The data 200

[ d

;2? .ngt \I%\ﬁ? ’P‘P g%@ﬁﬂi e, fiVeR AkseBtR flovishane 1pspcl) instances, notificalipngiang/of ele%ﬁfy
nmbodi I t

enbodi H@@&Eyynu%%féasee @@&T% %rﬂ?erd%%S va8dh dd megaﬁﬁ ggqggﬁﬁésﬁoﬂrtﬂéé#&ﬁ%tfog e

system 10 I nancl a sti'tutions 20, cre -car
corrpanbm],insecurl ty investnent conpanies and the like that hold a

cust oner' credit-card, and sec st nment ts, and
Chot e o Embintthus e hies i iveafils paNE b Loll i ek Pewe AStha)

cust onBétaviorl babkide And SisP 9dREk, Ed‘ﬁﬁaﬂéml iri%ﬁnﬁlbﬁéjhﬁd/&l&{&@ﬁ&%nc%in%mhbﬁ@ dsdheir
inventory to liabilities, the risk database 100, and in particul ar

f i nanciish assegsment foplthatkande2eed alofie ohas qmrlaslénntonhmewn oisk manhgeesst cust oner
a.r.eceived from anci al

assets i, abi Litie

Matt ¢ bea Heniisseufy Baici oud BPa SRS R M thadoBiie o856,
whi ch ihg baseligl @€ HElP guoeesclﬁanu@ ibufhie@idt Whiited td) QefeirfithimihétBér b QuiiBstitags £400.

It should be noted that the various categories of data shown and descri bed

in rel Basaetiangdnyolyingd partiqulariaceQunt oncuriamer deferatining gyhether smispus creditoia ut i on

dat 230000 A% 01 RHE bt FOlpen D 20 QR0 TECTL RO 050403

exanpl ehavi or/transac may | nc produ
channetomdatteor24parelbusinesd wkie a customer.

Additional embodiments of the invention provide for determining risk patterns and, in
particular, new types of fraud or other new types of risk using the financial institution data, the
non-financial institution data, the claims data, deviations from customer baselines and the
negative file (e.g., risk activity and interactions) database to identify behaviors and patterns that
are associated with loss due to risk. In related embodiments, the occurrences of risk patterns are
monitored to provide for a health of industry risk indicator, such as a risk health score or the like,
which indicates how well an entity, such as a company, an industry or a segment of the industry,
is managing risk.

In addition, embodiments of the present invention provide for determining a risk score for
customers, customer segments, customer populations, counterparties and the like that is
associated with one or more risk types and is based on risk patterns and the combination(s),
severity and frequency of risk patterns in a customer, customer segment, population, or
counterparty’s behaviors, transactions and networks as identified by using financial institution
transactional data, claims data, and asset and liability data. In other embodiments, the risk score
determination may take into account non-financial institution data, negative file data and the

customer's/customer segment’s/counterparty’s network for any known high risk indicators. The
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The financial institution data 200 may include, but is not limted to,
behavi or/transacti on data 210. According to sone enbodi nents,

behavi or /woans@etison data 210 includes data related to ficmarseeidloss4o3
institution transactions, both inflow transactions (e.g., deposits) and
outflow transactions (e.g., wthdrawals) such as savi ngs/ checki ng account
transactions; Automated O earing House (ACH) transactions; debit card

transactjions; credit card transactions; nortgage |oan transactions; other
| oan t Figh8eEe peaTes to pirdict ke Wephboad that going hRsines§ ¥48ic& i ons; i nvest nent

transactd els : 1 hicle) and the
like. Eﬁét&ﬂé{/{%&%&m@?&ﬁlf@ roégg{g{é%}?gﬁy g’tzlaltl gégléfigy %?gsg%ﬁ%a\égdes, according to
sonme enbodi @eldrembodimatints eftheimvehtidn pravidetforsuspicious actilatyanddimting tiedt ude s
data related to credit card or debit card, purchases . and paynents, .including
dat e/ t 15YEragFS %‘ﬁ#&‘h%&jg CuHemet %rm%@n%% LA irrg.ﬁgg]&%nm. PemEtHBIRSr chases
t 00k phagile bFbdREiReTHRO WitKEIhS fMhndiASnitEM iRMmultibRRARLLPAsERig | ncl udes
prepurchase aut hori zation requests that nay be processed i n advance of a

pay nmenthannglys dstsiien thesuspigioua aetivitypesnitdringlof ¢heasresent Bveiticasinclodes azoount
limted to ot el and pay-at-the: punp gas bit card and credit.card

tr ansagt Poeh o &ecofRpgRie nd e A5l BERL S8 cheff & daBiiesieansis 1o

i ncl udpivesthiehtsEKaiRtyRiat0 Bﬁdh%‘cb@ﬁ'&d@ﬁaﬂﬁﬁ% paidbnti il dRAitImARSAAthORk&at a
related to any online service, including but not limted to, bill pay

t r ansabiomstiss infpranatipn ANE P BAT babevios indicaters ta detest idembibi ¢ampromwssact i ons and
the like. Tpﬁrtﬁ)e%,l évﬁgo I%QJ&'S '3? Ith%@&@seﬁ?%v%ﬂ%ntﬂrg\nﬁé h%é (i:loﬁ?clr’%é;éj at! Podcl’la(%gl-t I eﬁ?t%csas

to how often an n an on account 1S *accesse catl ons O

er r oneprowidetd, eught s third-paCe dsthAgalgticopoiidersascibtnthe dhtadineBticOpdviders can
si mul t anepus ?u | icate requests to access an online account and any ot her
means B 8 AYlisHdGagVhecsiragimgmedelsigatinedsl qustomers’ belpxiosgndwhedt a may

i ncl ud : k@ . Laaned aly-instid tut g a
cust one Rpuk e preRifiof 384 ML i fla S bR Fhe oty i B B

f i nancimay devidop énd/oraoperatt thedehavioral baelinascoriog, fvkweoring eisk pattérhand
transaction |level., such as jnitiatin ut . not conpleting an online

t r ans atSPI5IPUS LY é’éocie?sésf%‘éiﬁ?sr gﬁ? O&Mpﬁ%\aﬁ et peustmer c@abe 2B¥nt er
t r ansagiivadua® br bikends, k2 noh Buddsteh@,. behavi or data may include statistical
data surrounding transactions. For éxanple, the frequency and times

cust oner s nAke, talekample, embddiments of the piddont inserswatauthesticate wbatier ar

transact,i ons,.onlipne transactions and,.t he |i.ke. For, the purpqgses of .this
| nvont POR AR i By EARER S, HieRisipss oh I prtShuniGrBR dais ity
2011/ Op&néotRnt/ A pH&phh 848ifer, computing dRURE idedfficRRMATERS ! BibABERatadR adat @
210 i ncludes e-comrerce data that includes transaction data related to

pur chasiagle dgcaion gimhodinaents eanpreeide dercxceytngrowiines dhat guthentidatean ndiyidual’s

fi ”a”Cf'd@;'ltit'& Q%leétﬂériilq-ge%g %l L& p?l%né Qle orhjnléﬁnobile. Accordingly, embodiments of the
present invention provide a service whereby subscribers can use the service to authenticate
individuals’ identities. The service relies on knowing the customer's behaviors and other
identifying characteristics about the customer based on information provided by financial
institutions and non-financial institutions in combination with information provided by the entity
implementing the risk management system, such as customer identifying information, e.g., social
security number, taxpayer identification number, Global Positioning System (GPS), biometrics
and the like and/or customer demographic information.

Referring to FIG. 1 a block diagram is depicted of a system 10 for aggregating and

integrating risk-related data, in accordance with embodiments of the present invention. The

system 10 includes a comprehensive centralized risk database 100, which is configured to collect
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The financial institution data 200 may al so include product data 220 that
indicates the financial institution product associated with the custoner
behavi or wodbniwosg19st oner transaction. Financial institurconspeioodssihs nay

i nclude, but are not limted to, a checking account, a savings account, a
debit card/account, a credit card/account, an investnent product/account or
the like. As previously noted, part or all of the product data 220 nay be

i ncluded in the behavi or/transaction data 210 or the ri sk dat abase may be

conf i gOF @HeTss FepeNeEe ag%wameeﬁmcgl pradugts @andh rydtiple channgls sram multlple The
fi nancigghndi$hdifitidn® @orolﬂé ?u%ancdﬁ?fatﬁ%ﬁ% ARGEYAR 156&AH ﬂﬁalﬂ%a th3ft

13&
i ndi cates the customer tution account associated with the
cust oneecosdaned wwlcan/em’oadmﬁ obthe iftvenéine. dhe systdn 1 Qirichricaa cskqey sluating

i ncl ude, t not m ted to, chec accounts vi.ngs account

credi tmé’g}l% 46@&@%6? %on to mgnijo ’é\‘&rc‘HE?fWgse Rp FPS]éé%"g 1 trpRsantion it s,

I nvest gedthe @t PHBEITeAREIm ViRiols Hfta rddoSiBHHs ﬁﬁﬁ@b%@@aﬁ@&aﬁgWﬁH @iaklay 1ncl ude
account/status data, such as open, new, closed, suspended, bal ances,

over dr Etigitions, dhipkparty date sggfr‘egﬂtoramvdmﬂmonsﬂr@n@elslnstktgmnsc Flibiriskesyalntmgli ng,
credit t o Jimts as /default nd t

previ ousfhyﬁer@ éﬁ) mpl%?eﬂé?(fbyoﬁ% %8%%?“ 83&6&3’ 2% aﬁrﬁﬁk nﬁ%‘“f‘lr}e?tﬂﬁ@?s}l h

t he beﬁld&'th@géﬁegﬁﬁﬁaﬁlhllté?ﬂaté%ﬁﬁo&i&n&nd{eq{skm’v@muﬁﬁg fataled00 nedy Behe ri sk

dat abase may be configured to inplenent a separate file for the account

dat a 2Baplemented by gne eigmereghirdPrEy EniEasdi-al ontparred siskonodpding). 200 may al so
i nclude ¢ haﬁlﬂg hat?fﬁ @16%'%9 dﬁﬂﬂﬁse l%ﬂ' a?;;% &ﬁﬁuﬁﬁﬂé& ﬁfn%f an'iiqg ﬁ%gr?c&%ggsrtlb%t%o S o

behavi or/ transacti on. nanci al” 1 ns |on channe
not | i 20,ttkidd-paty tite aggmgenansalo and&k nbmuﬁnamalehalthumstvhaamxegedte&hslomidcaI |y
online/nmpbile or via a call center, or

.g., d de bi |
§ ﬁa? %S'Féﬁ%ﬁﬁeﬁ rgeﬁW%fi&ﬁ?Pr E’Ioadéktloé" %lgmql inshétons 30, thHipaey datapgeisaaliers 40as
previ OMﬁi/& AL Sfhn cRBISRE oA tha Ecctegkqnfe%?ﬂ“ Silp%fgfcu%ﬁigle%&atﬁ%t&&ﬁ lsgglgs! 1n

t he behavior/transaction data 10 or t abase may be con |gured to
i mpl emamtlemegdhafiaceorfalityeoff risk-dvalmathgnodledt®a 240. Additional ly, the

channel dat Iude call center data . that i ncl yde transaction
data from a 5?‘158%&%9’% usigfqd embodupentyihe gentraliz ??HF%TE%/WVSBﬂH&?tH%Ci al

i NSt t fifidnef$ insihu®idn dbAQ2 00N A AEditiSR 8mBARintERYs, HRUHESAd MsKah@bieabe! ncl udes
transaction data froma plurality of ATMs across a plurality of financial

i NSt i t%@rle@n@n-fmh@lﬂmtltmmﬂ$mswgwmalm@mstomnﬁ& amtHoravatidstingnc| ude

the 1 QEne RN HulBou i B e 450 rdoTVEs afPariiflzbs &5 Mot dtScid] *Ne

institution data 200, and non-financial institution data 300. The data 200 and 300 will now be
discussed in more detail.

According to some embodiments, customers’ personal and financial data is provided to
the system 10 by financial institutions 20, such as banks, credit-card companies, security
investment companies and the like that hold a customer’s checking, credit-card, and security
investment accounts, and that have established financial relationships with the individual
customers. It should be noted that unlike credit bureaus, which limit their inventory to liabilities,
the risk database 100, and in particular financial institution data 200, of the present invention
includes customer assets, as well as liabilities. The data received from multiple financial
institutions is aggregated and stored as financial institution data 200, which is in electronic
communication with the risk-evaluating module 400.

It should be noted that the various categories of data shown and described in relation to

financial institution data 200 and non-financial institution data 300 may provide for overlap. For
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Moreover, the financial institution data 200 may include asset and
liability data 250. The asset data may include, but is not limted to,
deposit amod 20nyestomrent status infornmation; investnent amrdraspesiosssbal ances,
i nvestnent val ues, equity value of real estate, indications of liquidity
(e.g., CD maturity dates) and the like. The liability data may include
credit outstanding, credit limts, paynent status data, payoff dates and
the like. In addition, the financial institution data 200 nay include
cust onE¥apiebebpgor ansactinn dag 210 may wishle paodust data A2l pughined dat2400dhany

ot her ggétorrer data associated with accounts or products. Custoner data 260
may additionally include scores derived fromthe data in the risk database
100, such a%hbéhandia imdtititamealataz00anay mickide st iseisotdimaitddhe, Behkdor/frainsaetyoral so

i nclude any.risk indicators fromdata collected.in. th ccount data 230 or
negat | A PLPeAGEriitg 16 S5 Bl RieA LS asRcts i1t PAD TEGHET HFBF RS on
(€. 9., (d1HAelal HstiR¥iSh HaddabBodY BothanfidwWEaRLlOL (RAUAMIE PSR outficyt he |1 ke).
As previously noted, part or all of the custoner data 260 may be incl uded

i n t hetrbesaeNans(¢.gs anthdoawads) suelt a5 s20Dgs/aleeshingtacdeund 28Rictiond; Autamsset and

cepar af SR BT ol worlfalond e 0e s on2 R o Walilitng H-EgEe

speci f joan éahadiion) ber 1028 tlahsRA6hs2 budhns thiohéldq@ity tharadOM2tiBRY, invesinige
negative file data 270 which includes identifying data related to

hi st or {raRsRERAsSWASH SER oppwchaseiod 8n invgstgsat vehideansshe Hsht s, the fi nanci al
institution [V I . i tal. indus -W de negative
file data ofts nayiifahsfibRide 310 aRR Ry REORLE 0 BA bHGT, 20T,

f r om medridAdpbiecdrt mansicebn daatthdt irchates d2 relatell ne trethticatdtqraleby caldtplrchases

aggregators 30. Jt_ should he naoted that in specific _enbadi nents negative
file daidpaymsnfsaipchdinedats/ g of parchasss ard geranwmes apd locghony fayhere the

cont ri hukLss ri ]ﬁ{b@cﬁ b i iJ.e data 270
i ncl ud@g , bsust {oiglétp%te Ih?ér%ntq%; to,ﬁ? %tggglm%gﬁ{t/édggﬂ’gttk%?Ct{ralﬁg%{a!aﬁéﬁl%st@er el at ed
t o nul purphase puibduzatenangiiests tlsa mdydepracedsadiih tad pdree ofi apaghent ftansadébn &t i ng

t he products/seryices. The negatiye file data 27 rovi des for

i t | pRCiaE] (YRR ases pisias At e Dot fatd heb it i Bt et corhe

i nvent 4fioredit dardl kAADEIiGhs. | Nstitutions, and in sone enbodi nents,

nonfinancial institutions to access the negative file data 270 for purposes
of det er m nidditinhaltys thiedwhavipgiansection datal Gindluded, demaxeinpte, pelittBoking t he

activities..ln so enbodi nent s _of. the invention,. the n tive file j.5 used
o dot e RO ERRR STl S shBHS S RBnt B TR P Ehenfytas 8.0

cust ongdy. trahS&ctiogg @ldcOnic/ dntinél sdoariB/@Pad¥BymsbiRsesidedtiony aRethHéIRke. tfhe @gLigs M ne
risk patterns, WO 2011/068797PCT/ US2010/ 058403 noni tor suspicious activity
and/ orbaskpigrdata mpy pdditienadlydnelnds indiscgtionsas to bgwtafiga and whien an antirroageynt is
inclu ] | ic i f t. ' L i ndi.vi dual s
and orrrt ipdelths ot Brbfel uhfif BB e o8 okl S AGuicBEbY

t er r ordimuRanasonéyplicaterrdquestsIo acdessramailinaiccdunt bsd sny sthéabdnglos, conpani es

havi ng fil ed, bankruptcy, conpanies with debt status bel ow i nvest ment grade
and t FOMRIRBYSINgRg calackanking agt¥le nunbers, social security numbers, |P

n LITEPHTRE): Maare isstan cecur 1y n
(S0 numbey T F ARy RS aBY b gpuy BB VMR ARl R a2,

(SIM nunber or the |i I OnMe
dat a otustoheer belkayjora$eoexan@d, behaviot dwa pry hbetassuiciate] withl a tiinendialkiastititien
negati.ve file also indicate if these data el enents belong or are

e aoc HFRURR ({178 BORBEISEE of ey rangiEOAn b bkt P PLGHEE HALE SOBREEy ( he
per petdnaddiné ShnsaBeeh, tan Q0@ nhMerc 89RdL NS, fah | BTV AL A A (8n TRY chil Eéﬂf@i%ra?ﬁ&@%ﬁ' ous
account data, otherwise referred to as conprom sed-account data, whic

i ncl udushebkmtlaragditivadbeheriondate mayaneludestatisigal date snpundingswosactipys. For

vi ol at Qr I 4e.o hackers).or the |ike.. Additionall a ding.to sone
embod enpls 1R el eSS b Gt ety e Ceeners KPR pribriogs.

f r audwWogithertelramaotithsCailing tAREHCEbNSarIHBTiRE - FéraHE plfposds d 8 afveRtig,f or m
that provides information related to viruses, trojans, malware and the

li ke. tagsacdigndpigns definedrie dnpladedehpyier dafe.a 270 nay, in sone enbodi nents,
i nclude information regarding defaults, bankruptcies, and the |iKke.
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The negative file data 270 may, in specific enbodi nents, include mned data
obtained fromfinancial institutions that is used to identify suspicious
activity wo0ti@es797such as accounts, applications or theciridseoiolossysed to

el ements within the negative file data 270. Once the |linked itens have been
identified, the financial institutions or non-financial institutions may be
electronically notified or otherwi se alerted. For exanple, if an existing

custoner's phone. nupber . has been used . in a fraud scam _the fjnanci al
Cnsti tuti onth 4O, ?}@Vf%&aeﬁ@fleﬁé?taéﬁﬁ 1&%{?@ CARBECDAE BEbIIIRS t he ri sk
dat aba&snsal%nvuaw @m&}f@' p]:ﬁ?c}ages?dfﬁﬁédum% skifePhRRE ef%gtgaﬁéalﬂ@glﬁgg Ridle 3

fraudul ently. I nancial 1 nstitution data may “ad
i ncl udBnawiahimstipdionwedsit@o2BO lik& "counterpart),” is defined herein as the

arties invQlved in.a transacti with the custoner erpart ata 280
P mo et fifaricl FhstihitRAEta A0 stk o el B et 2t LR Bttt B ¢+ o
that i fnfRATidstifutio phdtRicEAYNIfED Vit habshtdiertrhadi¥Padd?dr dstoBRPIrhRdcfich. t he

financial institution, such as itens/services provided in the transaction
and t hBinpagal insidetian ypdudtsmay enehidsy batrargneidinaite2igo, 2 eheckingac¢aiahaishyingg

characterj st] .0f the counterparties such as nane, |l ocation chant
nbor SEBUR b 68biElart iR R ald &R0 RHCH, B0 MR nro i abiny e RS
cont ai A8 pididuklysiot&d, paiV\6r 20 & he e dhéPdats YRPMLOHO Az dpayent processors
and the nerchants they service. Additionally, in some enbodi nents, the

count epgharioy/trgngagtiorpdata 310 oxjihe misk databass nepyt e Gonfawigr ey implemerfiicaprste filp
that c i romthe custoner data 260 and/or 360 as wel | as

cl ai mﬁgg%j)rg%@gﬁtg%%p 390. In other instances, the custoner data 260, 360
or the cl ai Tige flmdneial 83titudi90 dam)200enaugseintkde utdontdita23®thar widivgtes e

counterparty fromthe counterparty data 380. Additionally, counterparty
dat a %%Sifwew@én%sM% jecqyniapsoriated will theicyplomens behavios/ aptastie-par t y

that  afigaf@ oYM tidnckbis 91?9 %{dﬂd&%m '

Re not limited BEcHeLKAR GE@unisNshidddt | on
data 200 may al so include clains data 29160t11nela1teinc<f udesggr aua Sé%h‘ on-fraud

cl ai nsaceeutds, wyeditrard asoontey debit cateaccounts, erqutracgounits) doanl amcomts) avesa8t i s
across nultiple.financi al instityti on products, multiple, financial

foet caept BEnaRe" iou At el et B Fiotiel decBimslanr A tch oo

cl ai gy ;[@ev@%@bs@@,ysu%nh_éﬂ),|b@f£ﬁ@ésﬁ9vér&'raﬁ@f!fééﬂ€§, iRRstenPakel@\Watincss fgact i on

data 210 for risk detection, such as nmass conprom ses, merchant custoners
whose et putaipinding,ycredit ioiproyet kads ippstrdughletiudts randghebBkear the | ke.

Accordi ng to_sanme. enbaodirent s hir d- part ata. aggregators .30 may provide
data to thes POTRYSIRSABAL B 2l ff i aRabblofi e AYIPEIRGID iihery

or gani gehbvioN gansaafiorCdutd 200 artibraprbdwidind 220 Rk ehel rivkidatabhicnsy bdeddTigutddanci al
institutions and non-financial institutions, and then organize and resell

t he coMPAIREY agepasate fhefogdecacsaurtaginZd0- data may, in some enbodi nents, be
used to suppl - OV . i iLal 1 Ashi i ns of
further unglgragggfr% i%g g&%lt}g g?rté&y%grﬁ%gﬁﬂ%a alssi) ?ﬁ%‘?&egé hﬁ@ﬁ%\?ﬁ%ﬁ?ﬁﬁ%e dat a
provi dadichigs theisparcpaf the aistomea geliaviaitaansacion NBinanciakiasttution lant¢le iafyi C
enbodi nents, be col ,ect&d, tagrgl;ed_ [ Qt herw g& identified within the risk
dat abd8€u4oBubyEaqt Bmitehio. dag %@f ggatugen sail eutlelnrlectianically (¢ gndiiedoci at ed
cust onkho&abdbill ?ﬁ?)o Shit SR oBEE ONh 248 @erﬂ?x‘,jénofhaf Qg%ct%n 5@3][1&6&1 hiSi{epgi data
aggregator files. ’Data aggregators are often used as an efficient neans of
col | edveatgndatlme ok by phbes. Ashediowslytwtal] paher alhothe ichmnetiddta24@orag bhat or s

b d, f \ - added i nsigh | yti i ded.. Thi
Tover datigiLindhe bl irRutr R bat e Al O bR bk BBttt e
I nsti tikHplhkéht aRehaRB fild fRMitd @Hanhd] Hatal 240! RQ&itioRally, thSdtRfhd] dBarABMm At a

i ncluding FICO scores, commercial segnentation scores) or to fill "gaps
possi bheludaealleentsy dptadhatanaypaeluide irpagacion dafa nm apluraditeof ¢allzagoiezd acoess a

gg ni- ];] I glgrtgﬁ I og ﬂélgngi(t‘éllfﬂtsl;tjltstlltﬁﬁosns( %1&)‘, thecclfllgltlr%l Eta 3%9 rrrnearg,t igct:llugg A%WP dgfg Ii:lll(a? tlrllchﬁieg ata

transaction data from a plurality of ATMs across a plurality of financial institutions. The ATM
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According to sone enbodi nents, the third-party data aggregators 30 are
Consuner Reporting Agencies ("CRAs"), otherwise referred to as credit
reporti ngwegenaise®; or the like. Typically, CRAs coll ecrcparssanakssand
liability information about individual consuners, generate credit reports
to indicate the creditworthiness of individual consuners, and offer these
credit WD 2011/068797PCT/ US2010/ 058403 reports to prospective creditors.
More specifically, CRAs collect personal and financial informtion about

i ndi Vi G%Iarmaddﬂ%lu%%ﬁh@ fireruercy apd fimes gugemersse A M ps 8ellgathe Fatrapser s.
These d: té%a@{i&ﬁers are typically institutions that have had financi al
rel ati onships wth individual consuners. For exanple, data furnishers may
be credit or Mort®rdehesfinarciadl irtsyitutionaar 200, maeihtiude hdsecdriddinbiiye data@S0. The

gover nnent agencies,. and .courts. ta furni shers report data regarding
i ndi vi 8FE daé%ﬁlgm%fl@et tepRagLl ,t_ob‘z?é_ﬁl‘t B W@W@%@t%ﬂm&pﬁ}wm _
gener afif e@nehHdldepSRO6dlardces, iSRS drp Fhikitd E&ﬁi?f%@%ﬁlﬁ%&?é{ R GBkiofs &A1 T

report contains detailed information about "a consuner's credit
hi st or hiquidity (agli 6 reatediytdatesy endhthe likndThedzabsljty datakmaypinciuds creldtoatspagdimgnt s,
and recen: 1.i ngui ries tTheae cr edi reporgﬂs | so contain a credit score,

whi ch 789 lipdtspavmept stas date, payopt datgs@nfl edikeysi ng t he i nformation provi ded
in the credidadd@f the financial iNGEATiSH B8ta R0 HRAFENAIRORSITRY YataP@0thdtnanci al
institutions 40, such as nerchants, retailers, utility conpanies, soci al

net wor ¥edicatgs petsamal dataademesraghiesdnta ard qnyiathescostomer doapsseantsdayith ancoimtst i on
data 3 rd o The da recej yed f.r.om nons-fi.nanci.al
st oot slonter A 280 iohafy BRhE SEGRT Sy oM Rl g

non- f i deasteisal 00,88¢H dstichaviothdbaseBAO andiéiCitotes adld tid Gt Tt ey didveintluba s al
instituytion data 200, is_in electronic comunication with the

ri sk- eV ARG Hermdrk coblected eths gpcounhdate 230 of negetivetilesitailaegudingr t her
| el SRR LR REr EARM hidrbHib0 (. HiinBth §r BIAMLAE SvENPHiR hedifH, Bad HEd Q"
behavi ors and interactions. 1'n sone enbodi ment's, non-fiAanci a

i nst i tanditbelike)t aA8pvicuslyuwésl, path avalbof the ansamtt daa 260 mag bo inchadedritlilieg t o
sone odi nents, .behavior/transacti data 310 inc]udes data related to
fi nangt?nezfv??/gﬁ%s&gt“?lb&?é? 5£(iléﬁ°°é‘§‘t YA 28{’] ﬁ%‘ﬁﬁ’f agset; aﬁgthiat’ﬂw é:ﬁa ér&dir thefaount

tr ansag4a8sma8k Bbnfigurdd @ iffpiRert hRBRARE HANfor ALusfitndridsa260he data may
include, but is not imted to, details of the purchase (e.g., amount of
el ectri ci t yFutesugeadingdo apdcelic o dimentsphe finandial gnstitetion data 200ameyl and t he
like),. date/tine r ses/ us s .and..sel l.er’ .and ] ocations of
uner & PHESE hiefs Ble PLEATHARL G 18050 Fr g RATR BistHeal B0 G
behavi ik tlea N8 3pddi AN erdlBéEmMAR, ThB Enda@s] inftRitixamlife ARMatdroNaRf hHranci al

data that jncludes transaction data related to any online transactions and
t he | jfmancial industry-wide negative file data or the like. Thus, the negative file data 270 may be

received from multiple financial institutions 20 or from third-party data aggregators 30. It should
be noted that in specific embodiments negative file data 270 may be received from entities that
are not otherwise contributors to the risk database 100. Additionally, negative file data 270
includes, but is not limited to, fraudulent or other risk activity related to multiple products and/or
services and multiple channels for delivering the products/services.

The negative file data 270 provides for multiple financial institutions and in some
specific embodiments of the invention, all financial institutions, and in some embodiments, non-
financial institutions to access the negative file data 270 for purposes of determining historical
risk activities and information related to the activities. In some embodiments of the invention,
the negative file is used to determine the accuracy of information provided to the entity by a

customer. The negative file data 270 may subsequently be used to determine risk patterns,
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I n addition, behavior/transaction data 310 includes e-commerce data that
i ncludes transaction data related to purchases of products or services mde
el ect roniwel2bynes9ch as via a nerchant website or the |ipk&wskovoassiosi on,
behavi or/transacti on data 310 may i ncl ude behavior data. In this regard,
retailers, in particular, online retailers, such as Amazon(r), search
engines or the like, collect and may provi de purchase behavi or and browsi ng
data, which may include WD 2011/068797PCT/ US2010/ 058403 browsi ng data
r el at etopopyseinpyeactiityiander ater oek wlated adtiwitins) Threnegpiive filedlaefiliman,
teleph r p cal
BHefcE R RS T 8 Qo SRR B b bl LB L BDBARE, 01
of caI papetmslat ¢rimmdiR] gyl fispectethiearorista) homyy Ipaideasrs) SriatiohltwiecH fidtg. Dat a
from Tel cos and, alternativ verifi catlon of active

ely Post Ofices ena&ég
and/ or defpalisry cempaniesbayieg f filsbarluntcay GmPaRiss daelebt status belowiByesdneror vi ce
Provi d%lr ?t rans%)hkc)sgaa &e?g&gﬁlﬁﬁle ! b§ Ciddial &%%\g SmBRY, P&, device

behavi actién data I'n ormo Ing history,
cont actdéﬁmﬁersmnhtssmh ag fabdcribetdotay Mcpﬂnﬂe:tSziMé numbasacthe dke,daeragtricdetaudi ng

appl i cat| ur chased and/or used. downl o data and t he

AL L Btor BB vore Bl e SR0sREd il e Shpeb S ihg kg, The

i ndust fapadlad ﬁle rﬁé&:ﬂs@ﬁmdl&tg if ﬂiétse hatHelegbntsdeldh@dr okt £:85&ate@G@hdRe Medi cai d
clains, and t he non-financial Tnstitution data 300 may al so

i ncl udteerpmmim&s) Qrahaae Ben lﬂlhatlmatﬂiy usedery thy eermtnatf)t(Wan%d@tlorpﬂlwdmﬁgaﬁve file

associ th.t he, cust.oner behavjor and/ or ner transact

one 11 fa 27 emay iR attuRf g R Rr e e e bR ket o

emai | g5 Wigieh indudes tamitdiiee as@uMisC@ata pla6d td Eoniphiterteiity WivlavRnea!
products, online books or the like. As previously noted, part or all of the

pr oduchackgishonthe likay Additionaliyy 8ecrding theormrerabe Brents e a@ﬁpt%wwaurg flgtaor
the ri t he
produc?éla aﬁgggiﬂ%ﬁgygﬁw&fﬁgg hgﬁ %%ng@Jﬁlon ataﬁggéa%§$%b+ % |%%Iude
accounthatgvaiddSthfériration nelhted teeirises tojatspmelwaae mahtheilikantn additiors the ut i on
account assocjated with the custonmer's behavi or/transactiqn. nf i nanci al
i nsti teRSBre ﬁteé{%ﬂ%ﬂ HEY “i‘ Fne gEbo n%menar wege Htflpmltt@al r?%%r?halgsdﬁNgaeItFai c

teIeph&&&nﬂg bnd 81 1 address, a subscription, a grocery
nenbershlp/remards Cag%a | ayaway account or the like. In some instances,

t he non-f i nGncnegativeflei date meax;omqmcsﬁcrmybdﬁmnémta,andudct malmdalammtaiacd:h as a
mer chapt %redlt card accgunt or In spec nts of

[.i.k
T R T LSS ORGRHEE piasb MeotiprSimisuS B bt SRR SieBr gEecffsen.

new, cip¥iestions s RRNARIntA td %feﬂiélnts, witah ICogativdife @B ANOALHR: liied
previ ously noted, part or all of the account data 330 may be included in

t he beitens bavetheamigiantifiesh tlﬁaﬁ@nsmbmsumom Qrcnmtﬁmwal Blzotutlgns whaEbe i sk

dat abase d to i account

ot o SetFoRtealy nRfitd hiBi TR T xfnPER AR et Fosl e oBE  omy o so
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The financial institution data 200 may additionally include counterparty data 280. A

“counterparty” is defined herein as the parties involved in a transaction with the customer.
Counterparty data 280 may include, but is not limited to, data related to customer transactions
that is specific to the counterparty and is not typically reported to the financial institution, such -
as items/services provided in the transaction and the like. Additionally, counterparty data 280
includes identifying characteristics of the counterparties such as name, location, merchant

number, parent company and the like. In some embodiments, this file contains the list of
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often used as an efficient means of collecting data. In other embodiments of the invention, data

aggregators may be used for the value-added insights or analytics provided. This modeled data
can be used in addition to data collected by financial institutions and non-financial institutions
(e.g., credit bureau data including FICO scores, commercial segmentation scores) or to fill gaps
possibly caused by lack of participation by one or more financial or non-financial institutions
(e.g., customer segmentation and marketing data on investible assets).

According to some embodiments, the third-party data aggregators 30 are Consumer
Reporting Agencies (“CRAs”), otherwise referred to as credit reporting agencies, or the like.
Typically, CRAs collect personal and liability information about individual consumers, generate

credit reports to indicate the creditworthiness of individual consumers, and offer these credit
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enbodi nents, data may b

customer identification data and provides insight into customer behaviors and interactions.

In some embodiments, non-financial institution data 300 includes behavior/transaction
data 310. According to some embodiments, behavior/transaction data 310 includes data related
to financial transactions, such as non-financial institution credit account transactions; Point-Of-
Sale (POS) transactions and the like. The data may include, but is not limited to, details of the
purchase (e.g., amount of electricity consumed, detailed POS receipt listing items purchased and
the like), date/time of purchases/usages and seller's names and locations of where the purchases
took place.

Additionally, the behavior/transaction data 310 includes, for example, online-non-
financial data that includes transaction data related to any online transactions and the like.

In addition, behavior/transaction data 310 includes e-commerce data that includes
transaction data related to purchases of products or services made electronically, such as via a
merchant website or the like. In addition, behavior/transaction data 310 may include behavior
data. In this regard, retailers, in particular, online retailers, such as Amazon®, search engines or

the like, collect and may provide purchase behavior and browsing data, which may include
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organi zed by custoner, transaction, accounts, products or the |ike,

regardl ess of whether it was sourced froma financial institution or a

non- f i nanwdab11/0sstort uti on. I n ot her enbodi nents, data negTnstobessiosir ced at
product or channel |evels, but a product or channel may be derived from at
| east one of the behavior/transaction data 210, 310, account data 230, 330,
asset and liability data WO 2011/ 068797PCT/ US2010/ 058403 250, 350 and/ or
cust oner data 260, 360. In other enbodi nents, the data is stored. by

suppl i Brovsing daerclaterhioinvecheses ofdeigwationwith the Qrling s Bpsidigion, telephone

companies may provide transaction in the form of telephone call data, e.g., to whom calls were
made, from whom calls were received, length of calls, location-determining data, calling patterns
and the like. Data from Telcos and, alternatively Post Offices enable verification of active
and/or credible telephone numbers and/or addresses.

Internet Service Providers (ISPs), search engines and social networks may provide
behavior/transaction data 310, in the form of browsing history, contact/friend lists, email
behavior, purchase transaction data, including applications purchased and/or used, download
data and the like. Additionally, behavior/transaction data 310 may include health care industry
data, such as, but not limited to, health care records, Medicaid claims, and the like.

The non-financial institution data 300 may also include product data 320 that indicates
the non-financial product associated with the customer behavior and/or customer transaction.
Non-financial institution products may include, but are not limited to, email service, wireline
phone service, electricity, home improvement products, online books or the like. As previously
noted, part or all of the product data 320 may be included in the behavior/transaction data 310 or
the risk database may be configured to implement a separate file for the product data 320. The
non-financial institution data 300 may also include account data 330 that indicates the customer's
non-financial institution account associated with the customer's behavior/transaction. Non-
financial institution accounts may include, but are not limited to, a specific telephone number, an
email address, a subscription, a grocery membership/rewards card, layaway account or the like.
In some instances, the non-financial institution accounts may be financial accounts, such as a
merchant credit card account or the like. In specific embodiments of the invention, the account
data file includes account status, such as: open, new, closed, suspended, in default, balance, limit
and the like. As previously noted, part or all of the account data 330 may be included in the
behavior/transaction data 310, the product data 320, or the risk database may be configured to
implement a separate file for the account data 330.

In addition, the non-financial institution data 300 may also include channel data 340 that
indicates the source of the customer behavior/transaction. Non-financial institution channels
may include, but are not limited to, the non-financial institution retail outlet, online/mobile or via

a call center. As previously noted, part or all of the channel data 340 may be included in the
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Referring to FIG 2, a schematic diagram 70 is shown in which concentric
circles represent the various levels of information received from financi al
and non- fwoaoncisk7ornst i t uti ons and processed by the centcalisze/ossssk

dat abase, in accordance with enbodi nents of the present invention. At the
first level, represented by the innernost circle, the centralized risk

dat abase receives transaction/behavior |evel data 72. For financi al
institutions, transaction data may include, but are not limted to,
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76. Asdd?ff's\ééso&sché’ [iRgt ed, a customer includes consumer custoners,
i ndividual s or joint parties, and business or corporate customners.
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results networ /in ustr vel|_ data 78 At e fo
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refl ected by one or nore inter-déependencies or interactions, such as
f ri endedgapye flerdsid 370 may]hﬁmuétl-nemmM@ltwc fitst deda orr the zlmkc oﬂiblhn pe/negatibver fihi ps

based dRE37¢ %T"BQ reI:cre]:}V%El Ef’rson’l mu(l)trrqD € non- ﬁnancu‘ﬁ 'instOUOns 4B or from third-party data
aggregators 30. It should be noted that in specific embodiments, negative file data 370 may be
received from entities that are not otherwise contributors to the risk database 100. Additionally,
negative file data 370 includes, but is not limited to, fraudulent activity related to multiple
products and/or services and multiple communication channels for delivering the
products/services. The negative file data 370 may include, but is not limited to, the name(s) of
the high risk individuals and entities (e.g., fraud perpetrators, criminals, rings, suspected terrorist,
money launderers, criminal watch lists, defaulters, entities filing bankruptcy proceedings, entities
with debt status below investment grade and the like), addresses, telephone numbers, social
security numbers, IP addresses, device identifiers/prints, such as Subscriber Identity Module
(SIM) number or the like, biometric data, such as fingerprint data, voice data or the like
associated with the fraud perpetrators and the like. The negative file data 370 may also indicate

if these data elements belong or are associated with a perpetrator(s) or have been illegitimately

used by the perpetrator. Additionally, negative file data 370 may include suspicious account data,
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2011/ 06879 7RI} HSARAM 2 2R 8Fion data 300 may also include claims data 390 that includes

fraud and non-fraud claims made by the customer or the counterparty. The claims data 390 is

across multiple non-financial institution products, multiple non-financial institution channels and
multiple different non-financial institution entities.

In some embodiments of risk database 100, financial institution data 200 and non-
financial institution data 300 are combined in one database. In these embodiments, data may be
organized by customer, transaction, accounts, products or the like, regardless of whether it was
sourced from a financial institution or a non-financial institution. In other embodiments, data
may not be sourced at product or channel levels, but a product or channel may be derived from at

least one of the behavior/transaction data 210, 310, account data 230, 330, asset and liability data
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behavi ors; channels and WO 2011/ 068797PCT/ US2010/ 058403 pr oducts used,;
asset 18¥R] datagt? acresy apeguaise peoduetsmr sharntlsalid. , perount/productichannsh levelbdasd 74)
basel i:@%ulfs‘iﬂrchﬂgmle (g'ie%ﬁ kggltda?ae%l_% then cal cul ates a behavi oral ) basel i ne
score that represents oSe consi derations and defines what is "normal" or

basel i ne f oAt thBaliirdpryél epkaented by eiehird SnnceisétQirele, R GeRId1iz8 rigk database
counterparty 21. shoul d al so, be noted that rnultiple behavi oral

| t
basel iiReFrEesustomeg/clieny leyel data dp i nRigvioyslyotads f sptpmeninclydes ¢omsemer gment
behavi 1 . ) a i at cust oner
segmort DT R Sk rREa BPIGRR paic el et bR SARANEE 55% o
be detwstvimeetliémictchdatagsacioas &gdivenchirectprsticyrefilts il hetsvorls/sépgtant/aelustry
behavi.oral, bagel i ne scores are behavioral -based; neaning that baseline
scoregeﬁggaﬁs oci ated with one or nore behaviors, characteristics, traits
or the |ike Gt i : ﬁgg%] t As such,
mul tiple cd%?%%gr be%g$¥%%§f&ggégfﬁﬁgggggféggggggﬁ %r nmu ??%%@lgggnent
behavidstabasdrgseleanetwonkyssgmeat/iadastnyrleval datai8e Tho uetwerlpdatt ymaydisavilental by
baselkpe S%QrestZS ai d in.betﬁgr %nderstgndh%%dthe bq&&i%or af, the custoner
or sedWEAF M FUEIRERIEnClS SERIIPAION BER At RSB TR, fnangalexchaneedryi t h
t he | agidrirelationdhfysindifershiss BHYEA ufdn SRAABA intéreteEtainsh UIsARS AohimGBHIRSs,
persons/entjities that the custonmer or segnent transacts wth. A further
exanplkaomirdeg @& prestigs Orivhicha phvaldy of chtiempises chieds belong Fegmentedptemiay beor es
and/ or counterparty scores associated with custoner deposits and/or
wi t hdrawal s. Such deposit-associ ated and/ or wi thdrawal - associ ated scores
provi de insight into changes in incone; whether the customer is |iquidating
assets, overdrawi ng across nmultiple financial institutions and the |ike.
Further, a conprehensive or overall lahavi oral baseline score may be
determ ned for a customer 18, a custonmer segnment 22, or a counterparty 21
that takes into account all of the custoner's/customer
segnent' s/ counterparty's behaviors, characteristics, traits and the |ike.
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Addi tional ly, behavioral baseline scoring logic/routine 106 is configured

to determ ne baseline deviations 31 fromthe custoner behavioral baseline

scores l16wendiss®egnent behavi oral baseline scores 23 a00/USRo100ss¥Er party
behavi oral baseline scores 25. According to specific enbodi nents, baseline
deviations 31 may be configured to be based on a single event/transaction,
or a series or conbination of events/transactions. For exanple, a

vvithdr?ﬁ\gg i,n excess of a basel ine withdrawal anount for_the particul ar
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corrective occ MO 20 1 0687 / US2010/ 058403 t he

cvent SBIIEHEI Pt teris JrdiSties 8 BT TEvils ThAQRPTEETY RS 5} be
det er njsiggdgand reported to the behavi oral baseline scoring |ogic/routine
106 in real-time or near-real-tinme to the occurrence of the deviation;
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i npact the behavioral baseline scores 16, 23 and 25. Addi tionally,
appar at us 181Gn} fleniels am appaseiiinl 2 senfipnredip Ao virle Gustornerspgeific bekayigmbur ed t o
COMMUh&Bfife {cbfife S04 WA cibollifeni b AR AENAI ABh BASEh ne scores to
financial 1 nstitdtions, non-financla custoners
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r equi r emeatad afeos, Sﬁlmemangncledecqjhng)pattemsspumhaﬂer’mha\oms Wheswrfinguni cat i ons

capabi iity. 11 urt he co ured, t.o rowde eI’IOdIC u t es, of
C hoa ottt TVt hathh PSS engding, Claet Foberp o tepfese Aol 2 By
non- f i mat@tiahs thAsHeti of B aldrfbd39 @ Geliafio FORAhEBBESal ®Ehd IS thiy @Hgo'sé)fb the

updates nmay be sent in parallel, so that all entities receive updates at
the sadfBY tramsacsionton Sag pfar fsthensyabation or investiatiper Smh hahagigral baseline
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comurbasélineastors, if i}&kcsmeeeﬂh Qrpfraie?&mﬁrfbdﬂfaﬁdﬂlte @mm@l alﬁﬂbll ddvegiodp BOm
determ nation of a predefined threshold, or changes in custonmer risk score

26 ( shbGhaselingpesur fie gistomes mayibe depgrgd en Malsﬁd ot her specific

enbodi nent [ d
initiate cgrn%@égﬂsglnzt 18%1‘3?%:5 ¢ odrt@g(ﬁ%%[ | on aFﬂé%% g%f#)?l'pg&ﬁ{ %%F %%ned
ent i t i@ecaspamri 9dbkatdas nomatunatiad wahphieex(flembr}em dibe madnharig lﬂhtc&sd'lol d or

occurrence (é)[ a %Fdefl ned dchn %’1 event or conbj natéon of events The
ri sk sE§omexSegmntsouEpRgy Iqgnl &/rguiinal 9pihabis cppiigued fppynigee] y
confi guERdy taQu%nﬁPWH?'cﬁﬁBﬁgrstvﬂtﬁlﬂﬁ cgé‘cﬁfn@? 8N RS cbﬁﬁte{?taﬂ Q‘i'

|nst|tut|on |ndustry wi de, such as to al I'nancial instit toth
custo mrﬁeslw@nwhomca qugtoandr @assacqmmmtnmtstwmgefrmm gsthar the Idetalrecbeevedlby ther tain

enbodi nent.s the ris core rts .28 an

v, ateBEeg rik bR MO branithoss Sty Fbkubhetehatipplpdehne

i NSt i tydbiiR $6,23hnd @B-ahid FAR GEcHng zmv i 29 (shoWaah Fl&Y a) PR t1RCEusiiner, the

rel ationship with the customer and may, in some enbodinents, require the

Fu5| n /é%lﬁtomﬁr segmeant,i gydhe epuaterparbt tcﬁ@iqrp@@ behawiordl basgling | scl:th@ prpeidesdrer t
2071/ RS BBt BEe SRR et Bl Rt ERATRE, Al SeBuBlsiot e ¢ ype of

devi atdoafiterpartlytbehaévial baxklistestosd thetwoeld Be matioted for Bely pdpb&RSs MietdhaMe
configured to send alerts to the business, while other deviations,

typically nore severe deviations, will be configured to be sent to those
who have a business relationship with the custoner/segnent/counterparty,
speci fic businesses within an industry, industry-w de and/or to governnent
agencies. In this regard, the risk score deviation alert 33 may notify an
entity of a negative deviation and/or a positive deviation and the risk
score alert 28 may notify the entity 2 an increase or decrease in the risk
score 26, 27 or 29.




In addition, the conmunications capability 113 stores third-party query

| ogi c/routine 115 that is configured to provide for receipt of third-party
devi at i onwogueriies7935, which allow for a third-party, suebras2@ofossyanci al
institution or non-financial institution, e.g., a nerchant or the like, to
access system 10, and specifically access third-party query |l ogic/routine
115 to determne if an event/behavior associated with a custoner is a
deviation fromthe norm ( a deviation fromthe custonmer's baseline
score 8pud flain ates) If RasERhaBPs sl e ancreail Ay indiepigathat the meachant has hegn
Com”b&ﬁél‘%ﬂueﬁ the third-party, which serves to notify the third-party of
the verification/nonverification of the deviation. In addition, the

t hird-part ythaume;noky)g’i' addlbonallryestoidﬂ)er}naylobé bemhheg:wrmg 10gic/lr<mtmie\w6bsahiehi ne

score quer d/ or r| 41 Cust oners
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basel i ne score 16, 23 or 25 or requested risk score 26, 27 or 29. In sone
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a risk [ Li.ate elodlct smssmnso ores to.the
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configured to receive custoner profile queries 43, which are configured to

cause 998 M dacessgmentihayiognl daseling scase 33 ene thegapnicrarty debayiorabkpsgs® and t he
negal | ¥8rd 34 Gl Ao ROt/ DANEORLINE & (i SLAER gPelifthRg0s! | | nformation
and ot her. customer  criterra s egrtimate and up- o- dafe. In

addi t i aatergartyodi ment's, communi cati ons capabi lity 113 may be configured to

comuni cate_notificati 8n of datestg atlv file dattg 270 and/or 370 to
pr edet er mi nEFPEFHIC £Mbe ESIOMSE PERAY WS@%RIF\}Q’ PreEMat e. I n
still Bélh’é%'%ﬁﬂ bkt sQpah3 ea@%'aaﬁ@: yi,eh mseﬂé QB f?‘&@%héédt&ﬁ 113 may
be configured to communicate noti suspiclious activity to

pr edet &mancraé thstution idets. 208 dioc nomﬁnmﬂunzttyutmydatmmﬂm«ared butheicsntradtzedi m t ed

nogat 1ot iSRS B Ploh & B iimidatroamiderl stk Brosaios t nei

t el ephgun@ tRAERSORs, AEYE Brah$iRti6nd, BilPpaaYdndididfs,id? c¥é&lﬂ GHBE AR oRs [ThSk score
26; accounts are opened or closed in the customer's nane at financial or

non- f i addiftana hegatiye file datd A0, 330 and/or asset 4nd lipbdy datada0.3593shawndindBiEs. 1)

T aref R A0 i R W B BT s Aol o e oner

or cousshevipgil byselipy sdtge 16aHE EthdndbéatH g dltRsElhRSEse 28QAnhl Avecdubfipartyl SK
scores or behavigral baseline scores shared with a third-party
Addi t i kshayipial baselige peore 23pribedased Qg namBnangiad pstigiiondaia ﬁﬁ. sughgaretgilaray be
requir that they neet the requirenents for obtaining these
score§§%3§g gﬁggg&%@ggg ‘and regul atory requirements. In other enbodi nents
of the inveAs surh, bdhaeiotdlibastlinastoringpygiosoutiropul 06eidcésoestinmm sadhr At ﬁniﬂwdl t hey
have net . the &%eSﬁélned requi repent s estgpllshed by .the conpany

conpanPgyyt 8 ~P andier nonskinapgial mstiution gata; 308 o thedikede élFteﬁgg’élth%e scor es
16, 23%Qfonter belli’a‘%rlﬂﬁ'ﬁﬂ Wh&lindddsR! 16D ﬁw@%ﬁx‘n@ﬁt’ H%Havﬁgmal B%%hgé StorSEPLEENE6, 27 or
29, the risk alert logic/routiné 114 and or the Ird-party query

| ogi ¢/ qouutGmaetybI:anoral baseﬁhesqore;ks aF arexainpty, thertehtviom] bdsélingrscotring

th|rd r rquti ne 115 bec figured to comunicate the
o er ¢ 08 mhTol, whdh Etdiind Sentmad Dendioat RiseHBE Siors. DosRBER on
channejehavibfa baelih€5dodé 23,880 a colMBE af@ %@ngz%r%a\éblﬁ?e LD da¥ilersyRr cenai |

or the like. Since nobst queries and a erts will be communicated to
busi nexasle sustémerahew aiften ﬁsd ivhen ﬂ@rpzust@mr rmnsanAaM,u calls p pall fenteri visks ai n nany

i nstangces th eri es an erts conf I 0 _be co ni.cat ed
el ect ﬁ%%llc(}:la (fan%Hi %%e?se?% ﬁaﬂ‘k]inﬁewn nghF Theadl ange%bt caf)‘i@luf%%al ¢c aBriji files
t o t hanikes ariepssit; sz;csnemaudaitatf&qaexwy ihfoembtidE thelbeha okl BhEns sdoPmusi ness
conmmruni cations can include one or nultiple queries and/or alerts pertaining
t 0 ondo@f/ToNfine 196 ana consider e amoynisof srapsacons fesapen of kahaviors; chanpplg and
illustrates an apparatus 12 configured for risk scoring and risk pattern
anal ysis, in accordance with an enbodi nent of the present invention. The
apparatus includes a conputing platform 14 having a nenory 17 and at | east
one processor 19 in communication with the nenory 17. The menory 17 of
apparatus 12 includes risk pattern amdl ysis logic/routine 118 that is
configured to analytically identify and nonitor and risk pattern data 34

i ncludi ng known risk patterns 36, such as known frauds or the |like and new
errergl ng rlsk patterns 38 such as new errergl ng types of rlsk or the I|ke
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WO 2011/ 068797PCT/ US2010/ 058403 200 and/or non-financial institution data
300. In specific enbodinents of the invention, transaction/behavior data
210, and/wo 28ililics®hai s data 290 and/ or 390 and/ or negatcvrastélodssias a 270
and/ or 370 may be integral in identifying known and/or emerging risk
patterns, although any data in risk database 100, alone or in conbination
may be used to identify known and/or energing risk patterns. Additionally,
according to specific enbodiments, risk pattern analysis |logic/routine 118

rel i esPOAUGE HeAd; assel anddipbility balaeses maiypingdand the likey Hhekhghpyioral bassHpeinct i on
with o . : ' fi - in FIG

3 or FREoE ROy BHE BB ARbIE ilchBll faccit, SR bt ShleatlANR 11
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type. %{1 certain enpodi ments of the invention, when new energing risk
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risk pattern data 34 or the risk database 100. Additionally, in sone
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pat t erass@8ated with theAlbdatiane wdieke/the tchgtomenar segihéntahteaqupetratsasts /st or es ri sk
score logic/routinpe 108 that is configured tg determ ne a cuystoner risk
score %g@a/ﬁnt&a%%tgﬁéﬁ%cwm%{ E SeFRT PSS egf‘?“}?%FXE‘HE]Fdﬂ@Pdeéegnent 22
and/ or o @tonf BERIVRHAL BasElitKscafel hfd/8Psdefent QISR SIBAL Lb@fterbarty Jd¥PesCHSIHITE

risk score and/or segment risk score and/or counterparty score provides an
i ndi cawitlhy pustémerteppsitseindioo wdthdimrals. Huchulspomiteassodifted sedfmewithdrawelist oners or

the counterparty repr.esents a risk that. is likel o result.in a. financial
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fraud or default in the future. According to specific enbodi ments, the
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29 may. [ rns. .det 1 ned fr financial WO

2011, o Tbs Eesiuliytn 8 plab PRI D ar Bl Tl ARl A MuRBRE ' B "ot 11 i tea
to, bedawents/douateiRelis®3haidds, chhaclEi3aw) thafts fMd3he like. asset and liability
data 250 (shown in FIG 1), negative file data 270 (shown in FIG 1) and
the Iike. Aéd%l@wlduéwvwécmg%@a scqrg lpgisfropting K61s sonfigpsedsto| dsrm@inicout i ne
118 D LGBRN PilohQnt SRR EGhAGLAPBERARO beof RO hfbker ns 36 i
a custoner's, segnment's or counterparty' s profile that correfate to | oss.

| N sorkehavibatl baselihs scotds I dnslkor soomterplacty ibehaviarhi eselifiBscoris @8s Acherdipabdences

of risk patterns. based upon.the. frequency, m_x and probahility of |oss
associ®f _Iaic Adiats ﬂ%ﬁeﬁpaﬁ%‘ilatrqnéﬁgﬁwl{w@ﬁmﬂmge Ba%?gioaétwie of risk
pat t erfgnt/thanBactidfl HPBlerids oS EHERAtIch HevERYALRLRAbY For Rk ShpleEa witﬂ%@%ﬁr nate

embodi ments, the customer risk score 26 or segnent risk score 27/
count gnpgagasy of a biseEnowh@@awahymbent doicthe parizilay indaddehlonstomskmpptiefnrens based

of f of_nqn-fj nanci institution data.300 ch as, but not.limted to,
behaviBFTPARERRSR B didsrifotorted oh Vol i e@Eis g e Avidu hsfyern, o
350 ( agsheintindbefof withdra®am] b afdetiBnsled ferod) nlag oWt aflaflint e®adod he
like. In specific enbodi nents of the invention, negative file data 270

and/ or313¥madsitéon, fpsastetmeabodimentssin osdarte aesurothahdmelsomeetive astions/oasr,r i sk
and any negatives associated with custoner data 260 and/or 360 (shown in
FIG 1) (e.g., incorrect tel ephone nunber, high risk zip code or the like).
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The custoner and counterparty risk scores 26, 29, when conpared to segnent
risk scores 27, can tell a conpany whether a custoner represents an

aver age, wbava/myerage or bel ow average risk of |o0ss. | rcsaseo@msnds nent s,
the score may include patterns related to the ability to detect a risky
transaction, or conbination of transactions, or traits in process, which if
detected could prevent or mtigate the risk event. In sone enbodi nents, the
segnent. ri sk score 27 provides for identifying |ocations, zip codes,
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conf i gIfPER 10 GUSIPTBTS R URISHRATESFe i RRrial dnslifiitions grd Ben-fipancal sittionsnip acr oss
mul ti plRciicnaiiel j [ Ie0f; HEHHH | Hel fi [ i j Ebtioon
channe#?cg%d nuP?#%#£§$?%gﬁ%@%FE?nsti%E?P%ﬁg%Sﬁgﬁgﬁéﬁgﬁgﬁghﬁ%%?%%éy%g IS
not | i receizel updatesrag thiet sapredtio; tos fletatpdatesi may desewt at ddfdremitiddesout i ne 126 has
access to all ..of the data provided in the ntralized risk.databa 00,

i ncl udi ng déﬂ%‘ﬁf’?a@a{%? CQHH‘??‘H%@P%WPQE_% LT gl G5 et e Ry URE XA dat o
and pri@usfigidad f WdHAiENS SeMtPhtc ARE BREAE CoOMnuBRtAli&e o LGN brcd18838 toAS such,
the nonitored data 52 is not limted to conventionally nonitored credit

dat a, Medetenmypedenitics npercdd¢rminaiontaliaipsedefiacd threxholds ot chtinges intsustomst risk

limte i pl i panci al. i nsti.t utions' ,behavior/t,ransacgti o ata 210,
o ouucitolze (kA B B 3R e tis Adblighbng iR qeF R el RaRS R afE5 % 20
i ncl udegraoating 11ddt soBflreBldGRneateamdGhifibtePBMECcAE of kgl bdtie Hedtiaicind t he
like, that is used to identify suspicious activité potentially associated

wi th aeitodhiojprgdeterarned; sngifigepron Jeiraminasion of ¢ predstneshdgvigiaagheesheldop nay

inclu i.abl b { N o (0 t - & ch eposi t
baIang§§?§§§%fg?g¥%§$9?%9%%?#%H$§&§%§ohﬂ%%¥ﬁ#?geﬂ%@%;“%ﬂ% EgéHﬁﬁ% ?¥ﬂ
out st aamdiorgisk Geardidevihiion alsits phynaghe cohfgursd arisk don@nimik#ted to the busihess, such

noni t ore ata. 52 may. al sqQ include linkin ata.b55 that |inks

behavi &t 989% Ssfigion; ladast%gftcgnwb 25 . Rl g§mt9é%1§’b9r‘i‘é‘!thn&etﬁtﬂilq iers, e.g.,
name, ALeSal i 1 SECLH - Qr sl Ltk QR . ordin
to spe%igfi o /21 Iggéénrgdﬁ%lgﬁ Wghﬁnoé}n#t é{ec%fggégﬁ;q%ﬂf' iinﬁ?ﬁ?@tgﬁl:bﬁ% ielsoeﬁ;rgér:gi ng
dat a, isvettioasthbiricketare eleda8 add risk swireidévigtioncilerts, 3¥ magbe pornmunzagdtde | i ke.

I nbodi ts,. the. | 1inki dat.a 5 d bi tri data 64
are: T QWAL TR AL GO e inge] AstRBor Belite Sharh JBUUaMRbr  360.

The sugigh GeQuStoRel hvd tady, TRRbHE rehmgdim&ﬁéqg% kRoukARsIMNub Qi De 4184 JBR! S’
custoner data 260, 360; account data 230, 330 and behavi or/transacti on data

210, 3ewice ddddienpllyiterigskadeit Jogis/ragine 4 piayibsieonfigured iq ¢awamesicatathamlet but
are not limted to, when a custoner's personal data and/or financial data
appear within negative file 270 or 370 (e.g., their tel ephone nunber); when
there is a deviation in the WO 2011/ 068797PCT/ US2010/ 058403
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custoner's risk score 26; accounts are opened or closed in the custoner's
nane at financial or non-financial institutions as recorded in account data
230 and 380;20hieg@tri ¢ data provi ded does not nmatch bi oretrnisesioosssbs | e for
t he customer 18; and the I|ike. The suspicious activity nonitoring

| ogi c/routine 126 may further be configured to receive identity theft
queries 65 fromfinancial institution, non-financial institution entities
and/ or cu(sitomars, and deterni ne whet her a queried {ransaction, behavior,
per son it desgnated engihyr basehes thg typaf dpviafien or thy leveb et dsviatioteng.» Cotiain

suspl CH9H§tid?lﬁtd/inte3éoHﬁ’d§eUrE@fd defld Ia%% ¢4 fHRBuLiNEss 1 RildBhef ElviatRs APYicAly t he
nonitored data 52 to termne it the querleé transacti on, behavior, person
or ent inoye seypreaferrationsy wWill belcynfigleed fothe sehietbtthose svinbdratve aBasiadssanlatiieshipesul t s

of the response, may, be conmuni cateed to the querying. part d/ or
other - Bathd costheh G RBERE OB et ARPHAG SO nEwEs §UBRyH RS, RBFTHOBEEOr ¢ he
I dent i hyd/bh@fdovermalet€i0endibs. t MBhisir&@ard THE Ffl€6cord d&idtibaRIcGH 93/ adablilyidyy
monitoring |ogic/routine 126 may further be configured to receive’identity
val i daentghi of aarpatiye@gviptiomard/orarrasitiveideviation andthe rish sedre abentcA8ahay netifyt ut i on
entitigs a cust oner and.validate t denyjty of a person or entity
i denti ﬁ"leeecrjlﬂg}{l&t’ én‘ftfﬁaeslﬁf.raﬁgasgﬁ% e(ﬂsg&gorggﬁ %/??'\?idrmni toring logic/routine
126 may rel yh gaditeddy tefcobtiguri®utioh® tf@biliay 81 Doted thiad-paat Queh B gidhntihé Y19f
the queried person or entity. Based on the results of the validation, a

r esponthat isgpnigured tmpravids feireedpt efdhigdrapry deyigtontqpedatdd wivehaioprtai es

t hat sgr\vie i . J: e i t r 0 1Y,
Baced SichES 4ith o3 haRlipl ERUAIGH & AAGTAERL Ikdfflhn. 1F PRISRO BTN Y
may, awmcareisngstén 19paai dpecifiesibosticarnhisd-paey gidl dogit/Ebutiaeis k€ détermdine if an
suspicious activity alert 69 to one or, npre desi gnat ed entities, such_as

fi nancPentperavior gesosiied widea euriemaerds 2 dryAtion Hamdha pormhgie 1 Acviien diom the

li ke. o | . it .
i ke. Addidhda@lktine s@&&?fr%é‘l&et)foaéérdtJh%e ﬁ&@ﬁhlﬁ%t?onnggtﬁ%gﬂyg%ﬂ}oise H"% ‘o

suspicious activity nonitoring’logic/routine 12 figure

gener at@nmpuicatedbithi dktepatys prhihosesvea e notifyythe typdrpasty 23 thewdridflvatiory ndre
communi cat ed to.desi gnhated_entjties, such as financial institutions,
on 1 eHeRarn PHEE ST I etk Do BiSi-RaY brR A0 efuuiie STl B of such
r epor t Sorfg@¥dds $edeBic baSlinkis6att gﬁ&ié%fwta{ﬁ@/&m%éﬁﬁ qh&tes A © AbmUustless,

el enent . _In certain enbodinents of the invention, the suspicious
act i vi eguntespastiess fingncagl dustitutionis) gr nondinaneidl institytipns, whihs inoiepasise [retermt s Wit h

the data t S .1 et.ect a iGglous aqgtiyit and create.their
bonav Sat Bhels? IR iRl hea PRS0 Rl A 528 iR Pl ore
enbodi 26;127%r 298P DisIRE &hbédidients WE theliBR@RT0S, a ﬁlmjiaﬁyae@mtt PR baseligBbddry oRN
error in the data WO 2011/ 068797PCT/ US2010/ 058403 re‘gorted, t hey can work

with et Bffescorqimitipigsierigdicdrangmissigas af thesecsspres éq thetthirdspariy {d:g.¢ feguest g isegre
. . . .
ot Tkl bbitn£ale1e03 e ABRly updates AR BihlBbORHEAR HETRI B L) |

68, t hleglcagitine Diftis nenfibedmwyrecedvcarsthnmg pifils gacridsidd, ehtvhdirerestifBurganer at e
and commrunj cate an ilgentity theft alert 72 to one or nore designated

ent i t | G5 BGPRocgEsor 1A dnayery therisiomsr daadiles 300 and 368 red themgaiy st
I nsti taty Has379Mo bhtirth] X Busthidde stIISé?éb?llai tforfatiBh ghd‘?th%xoc‘;swrﬁé}%}ite?%g ific

enbodi nents, the suspicious activity nonitoring [ogic/routine may be
conf i gegitithatoamglarpetoadate.and communi cate | D theft reports 75, which may be
financial i Sa;[dichttllé)tngloerr]n od?nqgﬁt];,icg?nrllr(fliln%atiiorqss Eaiptagﬁftf PfS m%rj %te %gr?fggsurgc{ tot he 1ike.
communicate notification of updates to negative file data 270 and/or 370 to predetermined
entities upon determination of a negative file update. In still further additional embodiments, the
communications capability 113 may be configured to communicate notification of suspicious
activity to predetermined entities. Suspicious activity may include, but is not limited to, when a

customer's personal data and/or financial data appear within negative file data 270 or 370 (e.g.,
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FIG 6 provides a nore detailed bl ock diagram of the system 10, which,
according to sone enbodi nents, collects transaction data across financi al
product s wodooihmemel s fromnultiple financial institutieoesusdenassos
aggregators, and non-financial institutions for the purpose of reducing
risk, for exanple, risk associated with credit and/or fraud; identifying
terrorist financing, tracing noney trails associated with illegitimte uses
and the |ike. The system 10 may include one or nore of any pe of

conput deirdelgpkpnginsaibenhwhep thsedis aglgviation dnde sttomes wce@&ﬁl araoynts are

per f or &eﬁ%r QoY %%rt%&ﬁ tM&'s HamlZRk ﬁn&r&q}i%ﬁ'%&?—f qgﬁ/ Siistituti ns as F&grc@ﬁﬁ em 10
|nclude nenory e may conprise vol a non VO € nenory,
such aScdoemcﬁme and¥30t bioartindas preyiicdweioey I)bt(nIfMM lamﬁheR{EMon fEPR@We EEPROMV|
flash cards, or any nmenory common to conputer platfornms. Further, nenory 17
may m‘é‘l‘%@ero]r{‘ea%‘ﬁ"ﬁd}ké flash nmenory cells, or may be any secondary or
Lertiary Stf &, dRKdRenS e e dRanaht Euﬁ'@rﬁinaor BRltkGay BRY R reb @R O
soft or har I's system 10 al'so inc eS processor 19,

whi ch hnlj/catﬁecmempcpha\ceahelonsls pocisfor behaviagl baselithecicorss shar¢d wﬂh@' t)li,rdmarty)t her

chi pset,,, .processor C,.Ci rcui or the at ocessin

Proces&d FlR’f§alg¥ i piher elﬁﬁ%glggtgpfgﬁd F\@ﬂﬁg@pd&{y ’%fﬁ { 9 cation
progr a%&%tﬂafgtﬁﬁtftﬁé&ﬁm(eeﬁﬁé rehu&&n&herorldma@ﬁlhgqese yuo&éa b%EBﬁ ﬁ}%‘ﬁ' e tnd
programs, such as the risk eval uating nodul e 400 and rel ated

appl i cmgubmw@qmem@gtSaﬁmp@pr ¢mg<i>d3m@nt8t0ﬁéhel lnk@tlgndhedlltdﬂpartyenmh@reﬂuwd of
eocy B R b el P BB S AR PE R PR GPY Rp e

enabl ecdrhpanﬁésmﬁiah@glﬁ tHeMisﬁRfda&}SsieemOlﬂlediéﬁa\h&Ql @a:seli@éoscbfetsmon bhes,syst em on
a networ k. For exanp processi.ng subsyst ems_50 al | ow for initiat]j ng and

mai nt awhaﬁg)re&afﬁmeéisﬁae%%ﬁhe BCIPRFRSi 20 2T 8% 29> e Tskoplert fogirdtopsing bkt and

devi ceg, 058403 For the disclosed aspects,

pr oceSS| ng sﬁgéﬁf@wﬁgﬁuﬁgg‘fe&ssor 19 may include any subsystemused in
conj unct i onTia tikk albe IGSgIG/kOLEMB.ﬂmdhhdlglenhldd}bM}ﬁQﬁbryﬂogl(ﬁﬁ)ukmkélﬁ)l’nay be

subco ents or sub-nodul es, t hereo System 10 additi onal |y

" nol udeRn PRk IRiceRMBHE A aleEs 6%%%8&@&11?%%%%% e, software,
and cogithiahicatith dfiRAEuch b0 Rlicf RIS GPNTEIEE BEHART SHAG! Rcdiil GUS
conponents of the system 10, as we as betvve n the other devices in the
net wor the likhu Since omstiquerees anhslertp il be 6@mmeyicated [tethesindssesy ﬁnmlcscﬂ irstihdiodsvar e,
firmare, [or conbi nations thereof f t abl. ng. a _net wor k
oo B Rhs. i Fang ditrones G Ghatis andlr FRHE DB BT RrEl! T ons
nodul epSebrsuhidgedRREBRMMISMN ditherBiteltiAE HRRGEI-iRB 08 pbiod@bhtol Filea @b e eS

provi ded by enbodi nents of 't he present i'nvention can submit queries to the
syst enbusgness' tsyamLﬂl&ﬂataseQr the lipprhese bt@se@bswﬁabu&mﬂss egnmynicelensmas inaletld e 60

ar or { SPREPREPRAPEE ot 4 G aBRRRGIATEDP of ylelfe BURAR R 0P =
counterparties.

FIG. 4 illustrates an apparatus 12 configured for risk scoring and risk pattern analysis, in
accordance with an embodiment of the present invention. The apparatus includes a computing
platform 14 having a memory 17 and at least one processor 19 in communication with the
memory 17. The memory 17 of apparatus 12 includes risk pattern analysis logic/routine 118 that
is configured to analytically identify and monitor and risk pattern data 34 including known risk
patterns 36, such as known frauds or the like and new emerging risk patterns 38, such as new
emerging types of risk or the like. A risk pattern identifies one or more data elements that is
statistically linked to loss due to a specific risk type (e.g., fraud, credit, money laundering, ezc.).

Risk patterns are identified and monitored based on any combination of financial institution data
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The nmenory 17 includes risk evaluating nodule 400 that is executable by
processor 19. The risk evaluating nodul e 400 recei ves data 200 and 300. As
previ ouslwodvsigués®ed, the financial institution data 20@cmrs20mokside, but
is not limted to, behavior/transaction data 210, product data 220, account
data 230, channel data 240, asset & liability data 250, custoner data 260,
negative file data 270, counterpart)/ data 280 and clai ns data 290.

Further, the nonfinancial institution data 300 may include, but is not

i mi t ed09 and/eranppviieancial mstadion datadPalnzpecifip ewbadimentsiof txpyentiosount dat a

330, ¢ : e i @bl 6

negat i g@%ﬁ%@zﬁg%ﬁ%? azzguénn[dgbrrgérat J}’/I'LI a%%q%%%) %ﬁgprg?gﬁhn@g{é?%ﬁggg% dita The
ri sk e aal/ordyommaybeindédaliin édent Bsn@knpwir ald/érentdrging gisk patcasihd, akSough any
configyred to assess, manage and mitigate risk based aon use of the data

col | ecfara Fisk dtabasei PO AR op sombinpinsLgay bopsedt PHG FIPRANRES shown i n
FIG 6 : : e ] L ; | e 400
my i G B AR nikcRlle (B et Pk PR aRERE B on
of systogm/ddting hl1&mdies bn belavivwali baseline, deviatikn datal3liatypiegllyrchwngindG6n with|l udes

networ k_buil di ng | ogi c/.routi 2. .Th twor k id ding, | agic/routine, 102
s conPhgLit D parirer atleabBo a3 da0 s ndte Al odbr BB Y B pace
100 anghohRéiidk pers@hl Shaberitib embsdimeh@Rl idbhes &%a@@%ﬁigﬂflem&sq&wt@n to
and fromintegrated risk and custonmer data nefwork 500 (shown in FIG 1).
The nespgsific YpR-ovi des for communi cation of the conprehensive data set.
Anal ytics pyoviders cap acce t.he network 500 to obtain singl e source of
i ah qual i L S SpfEPaRfs fhsy i rlRh e R e G R s Pe g cost s
associ nfeftdfisd, the 6By ndnagy/thessnewntisshes alsé ideaiiédand shsdel twdth WU an
access the network 500 to obtain industry-w de information about specific

cust onpisinessassyhey are gustemsts/of tharaskanattermpdatadd or the gigk datgbase 4 08.s Syiditienalyami t h
transagt] id v DL - t gregat ed
it or koo Ptk bt el AieBer s B bR AT P U R BEE e o

t hei r piobatslitfofdn@diihg a@rass sr detflbsragsicidt¢dnaith naw/emesging vitk;ancanseyidend §r m a
different, Eank' S d&fi sion to pay an o(\{,eégr aft, or an investnent conpany's
deci si B rish PRUSTR 2B oREregrmendptonseaardiaghew; hRrRVSnIgransariionh gishmpiypations

Fi nanch@lenhidls/idtshQds %ﬁ%ﬁéﬁiﬂﬁ'ﬁe Rk (v ﬁ%g%iié}% HeRBfof AHtHeF ERAIYRion).. The .

notification fromthe system 10 of a change, ative or positive, in risk

st at uscommunicatidneofrthede newadrieateirgigg mekl phteésrdO38 fouthe hppropmate fidesigdaed nowts| y
descri ped behayioral baseline scaring |ogi¢/routin .. Jhe b i.Qral
basel | REASE M gy s Eo st st gt pdmudabehe s Bhatis siatiy h PRt cces

mul ti phSsonkRehaddddhaits RRGREM SIS G Rk Pafidmb 88 atdUlid/éshialnieatsd RIMRE isk S¢ore
segnents of custoners or counterparties. The behavioral baseline score

def i nelogictreutiay Hef, initiatingan ypdatelnd leustpmer, fsegmentpeptlotien, and cenntergammriskof
cust ongr d ust.aner - behavi gr_or . custoner - charact er.i stjc specific.
PR S T R e S A T

| 0gi ¢/ ¢ntesparrliddbndven sk filegslngdhtddro 26Lees thefieRdeitérging rivgtpattethi3gn dat a 200,

and, in sone enbodi nents, the non-financial institution data 300 to

det er mi ne tAeditensly deamemasel] Heppaisiis 12istorepaes sopee legisaamtinerk0s, thattie

behavi o R:ﬁscg ldEt%ﬁnﬁ]%%r Qt%nle?ﬁ%l? Jo?éj%é Rt c%lgtgnferbfg)Qf E%Hén?glsll% Qcore 27 for

cal cul &t erdeter mne & Behavi of a Asefl ne Score baded on & plurality of

t r ans aafstobter Gegh a2 -anpae afcbuntppaapeisie score 29 Edrudunigrjanties1ot Theustetet 0, how

often and when the custorrle(r: usei/ an ATM calls a call center; visits a
br anc hf1$¥catS e O SEEBEY ESK SHITE FBVBRFAIIHFPATRY $OESPIRVidsS gk indigatian of thep; ¢t

card; KsfSodd Haedl : f@éﬂ%& SERRRInle '
transacti oﬁs; gr osegc}lgtﬁg%%et p r(?ﬁfam ngﬁ)gieeﬁséé%?g@g%%ﬂﬁeg}%gﬁggir%%a f
basel i indikskydo irgsyltlin gifmanaalt losse sukbeGs tlikelhapal to dlefanl speap dimiteaa fraudiin tha fesliiene

score that.. resents those considerations and.defines wh or nd
=bnor i iklHos £ e RGarese iR o Redaas Bindtbls G os Al B or i ng
| ogi c/thewithie AQRBrdigs fodpebitic caHBHIntHMEE thd QisthRie ik Bro26 bf il rifleddtd ve
devi ati ons fron1the_%asellne score and provide alerts based on the

devi at3Toerscoupisariyitmsy score@9anay bebasad otfioresk patterhs detetmvined fromdinangiabe
configured to be based on a single event/transaction, or a series of
events/transactions. Thus, a deviation may be defined as a predeterm ned
degree of deviation fromthe behavioral baseline score or the like. It
shoul d al so be noted that deviations fromthe baseline may include negative
deviations, (i.e., deviations that imsrease risk) and positive deviations
(i.e., deviations that decrease risk).




WO 2011/ 068797PCT/ US2010/ 058403 Further, risk evaluating nodul e 400,
according to specific enbodi nents, includes risk score |ogic/routine 108
that i s owofwpuwsed7t o determ ne one or nore ri sk scoresptoUSCUSSIBS S,
segnents or popul ations of custoners and/or counterparties. The risk score
and/ or segnent risk score and/or counterparty risk score provides an

i ndication of the likelihood that the custoner, the segnent of custoners or
the counterparty represents a risk that is |jkely to result in a financial

| oss, HEH4R dpfa20P; tisb sttt aeklamied topkehauior frapsagtion daigy 21 (hAwn im Fifpel)s pe

| nvol Vedel fhadiabliftFAsh 250 (ol thiBfE. § PkeiivelrIl BARDID Whotln iTHIGY 1] Ander | ng
and the i ke. I'n sone enbodi nents, | y also indicate the |i1kelihood that
t he colike.ysgaetipysly dstuased, tie riskeppttent anatyssusgiefsoutiied 18ondyetomplanaritet fom of
fraud, . defaul t. or Ot@%{ ri sg(in thealﬁf.uture. A ,custoner, or counter part%( may
have nifeRipITRCIAgRGEs QLinon gk patterny 36,10 p CURgMST S GESMERL /T CQUPICERAMY Shrafiles
credi t tHaPstrelfte bd Rks. 3 9bBe ERboAMIBAY, B WIKRSErBYogi@ ou?vie 108 |we£éh§ khescore and
the like). The risk score is based upon risk pattern data 34 which

i dent i ncrlenedsik yisk pattarnobased npers e tiiegnency paix andprobahility oiibdsa assooiatediwid eof .

Accor djng_t.o. ecific enmbodi.nents. the ri.sk scores nmay, be based on risk
e o B ARG sfto T AR W bbinaidf oF HEK pRPESD s o or B B fls &
enbodi emint@partyhepiofisd medeamitd@ibdmantslithé onadrhar Mksecte@d drissdm@niiskr ns
based off of non-financial institution data 300. In further enbodi nents of

the i n%REft 307K CURERATSKIskesPEELITagy braddiidenslly hasedparriskaatterms brsedofonf
negati X6 kil BlRudibt daBshod Bl AR A hotiiubd RAREARLorDSLIiYh D 33goal i ve
file data to Incorporate’history of risk and any negatlves associ ated
wi t h cishowmit FHGL B), §3ettand liabiny deta 350 édhephdn FIGU AR ekgativiedile data B7a (¢hoeade or
the like). The risk score logic/routine 108 may be further configured
to assingl%{(%déﬁ%{%%eg&&r Ingspsei egpbog rtf;e myealenBrgative filedaty A7Q srd/er i sk
SCOr €. 3FtPdre BUBIRIcRIcd 3 FiSk Udthg!td iBRfok ik i b ' s _may
be based 5?1 aﬁscgl ee of one togttghr,ﬁe eirtgﬁl()sﬁie}??ghtgiﬁg&f%n\xeﬂs}gatﬁ‘i}egEs%g%[e?en is
t he higlksustomskdatTPe0 andiér Idgsleovwoigi FIG.d)(¢. g int0B ectaglepimne anfbgr hegh t o
assign. ustongrs Fa}/l(%\g,gv a risk score between one and three into a low risk
s_egmen?s/ Bﬁ%.egfrﬁ 3 e risk group's behaviors are not considered high

ri sk, nor arie &ldimcrenaebaiteipaty Hok sodyesBa)DIr Whkh SRR BScSheht ik Sbslbal s.
There is a | ow chance that custonmers in the |lowrisk segnment will behave in
such a2haamtell asepapanyiathethes 8 gustoimagrepresenie er avirage, abave avetage bobdowoney due
to fr rother tvpe of risk. ln sq mbodi nent f . the..

| nvent e TR oG o B nduus sh feort sl T BEGE HaR Ry

f i nancioaletdoeheivityottarisactivng bt yonmsiastiont ciitta@sactiahs loy iy indfrbét@s, iR ifldeictted
behavi oral baseline score as cal cul ated by the behavioral baseline scoring

| ogi ¢/ §o¥ift prgEent 95 migste hemskeyynty Pepmosyoiahnsys.ghe segment mipkesqorasX? scor e

| ogi c/ il . ur t her O e ' LR i a
risk crgglgle%%tr \A}%@H@%{%E}t‘%agbnﬁcf ?‘ n 0? %ﬁaﬂe I S%gra}lglgﬁeal?%e&gaﬁ}%%l cateisdr\{gl%gﬁggke who
do bus(egesiefaultt fratd)ese) pespl e or entities have an above average risk of

| osi ng noney i.n these busjness transactions. . _ i i
g ésptlonahy, memory 17 of apparatus 1% may store risk health logic/routine 120 that is

configured to determine a company risk health indicator 41, industry-wide risk health indicator
42 and/or sector risk health indicator 44 for a sector of an industry, examples of sectors include
specific businesses within the industry (e.g., luxury auto sector of the auto industry). The risk
health indicator, which may be configured as a score or the like, provides an indication of how
well the industry, sector of the industry or company is managing risk, such as fraud, credit,
money laundering or the like or, conversely, how poorly the industry, sector of the industry or
company is doing in not managing risk. Additionally, according to specific embodiments, the

risk health indicator 41, 42 and/or 44 provides for identifying points of compromise, such as
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The high risk group may include customers who engage in nultiple high risk
activities (e.g., pay bills late, associate with known fraudsters, and nmake
| ar ge numwenronfose@sh advances against credit cards to cecerusevensssaits,
etc.). The high risk group nmay al so include custoners that have comm tted
fraud or defaulted in the past. The high risk group may al so include
custoners who have highly vari abl e behavi ors which nmake one or nore

behavi oral baseline scores unreliable and not predictive. @ The risk
eval ua?y1ds, rgtaildre proEssae eothdilikg, Wivick baee abete dyaregn faudgates indieative o6

previ oysl: Cll [ r I: ' 4 rl

| ogi ¢/ Hati¥e ﬁ‘?ﬁfﬁ%ﬁ%ﬁ%@@ﬁﬂ RS AbbRchilne HE tEalirflciloh 1.2 |
devi at andioad4prosideo fdridengifying fodatibis, Liprades, alerdhast lotatione Ané tHei likicakat have

non-f i nanci al instiéytion entities Qr custoners based on a predeterm ned
i ncr eadROVErRVERER BEs g ndsipwlk fropd e )4atss-edet er ni ned | evel of deviation
(positive of HE@?&EY : 14 I6nideYi ek, f§ﬁﬁgi tion of
devi ati on evgnt S. @a)de@%%{ﬁ Elfgﬁozpf?/,g’tdﬁglg%}ﬂéi%%ﬁﬁﬁnzg%% ul e tg 0,

accor dsuspiciaussiotratyemboitonre irsaccatdancd with fidder pmbudimentsyofdesimvedtad. The r d

art uery logic/routine 115. The thjrd.part uery logic/routine 115 is
Pant 1 gty P b bues bivpdieniatiat 1L beifE L imtuar 1Y quCf et §he pdfesoior o)
basel i 1@ SEORRrBHLEHRS sﬁsf;ﬁ’é’fb&ﬂcﬁdit?ﬁfohit@ﬁng’?‘ iARLBAM PEhAhR cBEligREDRYI Or S

or events exhibited by custoners at the third party are deviations fromthe
nor m ( progide campraiensive suspwioustasti vishmeniseriig dsaess nuleple dmangialonstitetiar m ne t he

current risk scor r behavi.or.al baseline scor.e.and,. .ba .on the

dot er nPRAb RS RERER oAl B4 0Py cPRYRb T LR R0E PR H R AT Fy s

ot her gishieHinERnhe: litlted tddrbdit pRdLYts/duRLYL Isiie Eid 10 diciBetidel P26 Ifas God¥Es @Ui1ed to
| ook at the custoner data 260 and 360 and the n%ggélve file data 270 and

370 t ooLBadptapreidedindhepantralizeseriskatptabapnt ), inclydsing denesit dataggilt i mate. I n
sone e j . t hixdh. 1,001 i 5.al up and
exocut esteBorid Mol Ich AiRPAd-Yu l dlaband Hochlc] Gl Whfcildoks BoBecSEhANLD 270
a peri mdiize b@dit shéakst Alsrsdclpatid mesitored data SAdcastdinmiged to conventiondlpdhomaired t he
ri sk-eval uating dul e 400 ,al.so.includes previously described risk pattern
anal ysfEdy e lioing ﬁili%felalmﬁltvﬁﬂ@é%wgmﬁluéﬁ& hasnot lighted fo.gunliinle 118
moni t ofiarkch isAliBAL Beh AR Aransst@idhidhta88 oF xlﬁ'aﬁwgi/afd 0 £l cﬁmﬁkﬁ%@q&ael fip type
s and/or pronpts ris

of risk, and generates rlskrpattern repor pattern
al er t saddithen, krwoworedidsia 52 may \WWCIhRIB bid G887 R8N,/ SuS2 84 8cObB4PBning ewd elvsingi ng

risk type is.identjfi.ed anal y.zi ng. behavj.ar/transacti on.data. 210, 310;
Cl a1 e e e e gt s o RO e ack PP SRRy AErocig! Witk BB one
enbodi jeRty teift ibRIchNKARItRARIY, he MBATEre@08a B hiiintRUL Q¥eNghddaihAite gaent S
are also included in the detection of new energi'ng risk patterns:” product

dat a 2289, ighplingeseetidata, dugheasaRoosiBipdances avendraftha investt@nts3ad liabidisedatand

| iabiljt . 2 50; cust.oner data, 260, 3 d counterparty data 280,
380. Aéélg}c{)rag?}r?glttoggtsaﬁl &t frgglﬁrlggﬁi %Ymeé‘f Stf’ﬁ‘é apﬁ?gwal ttern anal ysis

| ogi ¢/ r out i Tige thdBitdred AaaBRgudyeslsd dcHdB Shking datadBsSthhdlinMs behdvehnottagsacBdnsiel |
as reports for indjividual financial institutions or non-financial )

i nst i tQtd Gsemer,Fuglyas perernal leptifiersya:g.r 140, taldigss, speRl sseurity numhenenthe bke.

| ogi c/ y e T ' e ti nd
commri St iy, aéofeife RS srielfik Aottt 8 iR SR S AERAIR BRAB Y, .
t ake aqergmgidatag suhtads biométec dermaiapineludiig voisk fingéfpeinnardiatha likh dwsomt gh
correl ation of KﬂaUd activity coming from custoners who take. out cash

advanc@dbodynepisithe paaenal dakigg dgk35nd driemetrigndaty o aes wupdavigin herisk checki ng
accou vyes itd hv : 1 ning the new
o P R 2 R 360, TP b be SFDRE mcpotihg 07

r ecov epgigirbutine 126goonitre cusiarnérs'tdustemer dita 260t 30naccount datd230, 330 asdrbodi nent s

of th i sk _eval uat i e 400 include.preyjoysly.nmenti.oned risk health
ogi ¢ rheBanp st o s RSl 5 sheatrions uPE S nSoonlei oS 68 B adee

heal t hout BEY o liBited M6l vlien' d GlstoRRas Brsbislidamt M6/ dr FnafciSEBEPpe wiilini ndustry,
exanpl es of segnents, include |uxury autos (auto industry); extended stay
hot el snegptergiilag70 ndd2a fe/g:; theirdelephomaingmbern)nwitkn thefe/isasigyiatibn irothet he Uni t ed
States financial institutions) or the like. The risk health indicator,

whi ch nmay be configured as a score or the |like, provides an indication of
how wel | the industry, segnent of the industry or custoner is managing risk

(e.g., detecting, preventing, mtigating, recovering, etc.).
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According to other specific enbodi nents, the risk eval uating nodul e 400,

| everaging data fromthe risk database 100, al so includes econom c-trends
anal ysi s wogori/osemtzi ne 122. The economi c-trends anal ysi #ciragbebnssins ne 122
nonitors the collected data, identifies trends beyond that of fraud/risk
which relate to econom c health and generates reports. In sonme enbodi nents
of the invention, the econom c-trends analysis |ogic/routine 122 nmay
include tools to monitor market risk. In other enbodi ments of the

i nvent FETOMETFisk S6018#0¢ aqcpuRfs drenpengd pisclpssdiie thegusioper's pamaal fingngial ax e

ndust P g sk o keok de RSO MBS RN, sk o3 igPlacieaEE ™
Ac cor dhotgméatoh bionidéss cypfie ifbr the enddbademni®)tand tHelitker i sk eval uat i ng nodul e 400

al so includ reviously .descrjbed suspicious actiyity nonitori )
| ogi ¢/ rout i 1B Rusgrcions o Y‘@ﬁ{no{lﬁ@%}é’&c@%t&f? D26y b mﬁgﬁge'&% receive

I ogi ¢/ [RutitytRefl §8erlBR85 HRINS MR 'i'i?s‘ii%dtio}n[ ASE AR SnstidfloREnlifieSdid/er sonal

information and sends identity-theft alerts when suspicious behavior is
i dent i fustemersradsietspingieovhetiza taiquictigd ransactoom, hehavingi persanr endityli2freséndcause

it has,. . I dat a .200 300.in the. raljzed risk

et anaiRT gt R neddanh b ivE RO S ToipBe RO FkRE 166 Py bn

enpl oy gl 6fta8 kichitofe @hta 52rt6\iRRk R i51hS (R EBed i MshEtRA, bévhaﬁ‘r{&,%érscﬁltfr%ﬁﬂ%ﬁ
e

which are generally limted to credit products/data and do not inclu
cr edi t repasants paikskyddensity theftancifientsBased fon dherepats afdhe query.Heresnense siap s

activi j i | ogl. ¢ j I i ito nsactions
and ascdp RN e (BB iy 8ok stho: BaiRE b BUERA PRI he 030

mul ti pthe likichiroudl eflthé idshtity Whdfoimsidentsrl thiellikg Tanks]| theauspitiovesdtivint
transacti ons and. bal ances, which are not generally reported to a credit

bur eaumonitoring lagicaputinggl 36gnay further bg eqrdiguesdde acoenistidentity galidadion gyeniss &7 ng
nodul e : pocl ude- ri skr : i .G/ j ) nl.Sk-report
ogi cf Fo ity SpSRu e, s 31 ERAlbn RGeS ahAE Hlorlell b MALEAP K ©0
busi nesishtityrofa pssgrentntitl iddnéifibdi&i the ggperyhThe auspicidusractkity mauioridgpr exanpl e,
accordjng to.ce i n enbodi nenis, risk reports may. be configur to he

si ni | alC8fF OBP%"qﬁﬁa %%begi?g? B eé%s Gtreiinad $t0g Hais iﬂ%f‘el%ﬂ%twﬁ eeges

i nfor _r?érh&ﬂor tiBK BaSRIH the 181D 1 the SH1idRioHSY RlsPPhsB Tnd EREE0Qhe OF her
identity authentication capabilities based upon the data collected

r egar diuegying earty didiemeher paniedsdbatorye tol ealidptapirepudiatn thanidantity od tiei pekson or
behavi grs (e.g., calling behavior; Internet surfing behavior and the |ike).
Accorq?ﬁ Yt 0 ot her speci fic enbodi ments, the risk evaluating nodul e 400

al so i ncl udBssed ohahdSdcufBhdeed (i ABispiOduS hdthAyl 98ethbIgic O RirdeaAnEhayTBEIEIihH O

| ogi c/routine 132 is configured to nonitor the colTected data, identify
cust onterspedifie crbedimspise gerictate prdk corp@naighigaAusRisignHaCtivityalsrt ¢} o dneaisimare y
speci f [ I -afr. ar ket lists Qf rts. .The target
o ket (B oA, AR Hrndil HSfadet B ool yBn tinab BB it R oraft P
pur poskise. Ahddinsratlly] agotdingloSfuahi spedific ethbodinichey, theaassitivus Batvity@fidditoring
behavi or s, ILkeLé;profitabilg%y and/or risk attributes. . Moreover, in
ot her logisaarRsHZS mayke sondlgursdto 2aReraAls and gomEunimtesispigiows aptidlyrgrotseBover y
| ogi c/ [ Vel LGk QU ] IS Fgured |.eyer age
the {1 naee i setbmallifcd PR YRR AR bofSe Frthai iSO R BRCRYT)

r ecoveanytitagonsy cist@sers suthe l&e. Qusvmet regiesiad fsualn ebparta ydvides Soipyeification 6the
Iegaltﬁrocess,.Ldentifyia%a% rties involved in the risk event, recovering

| ost fHURASMPIOSHFAR SY S of ites and the like. WO
2011/ 06879 7RG MR HYIIREADSF the invention, the suspicious activity reports 73 also fulfill the

need to supply customers/clients with the data that is used to detect a suspicious activity, and
create their behavioral baseline scores and/or their risk scores. Additionally, in some

embodiments, upon receipt of such reports, should a customer identify an error in the data
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FIG 7 is a flow diagramof a nmethod 800 for configuring a risk database
and inplenenting the database in risk evaluations, in accordance with an
enbodi nrenvoabitdeeropr esent i nvention. At Event 810, the ficmasesidloss403
institution data 200 is received fromnultiple financial institutions. As
provi ded above, financial institutions may provide one or nore of the

foll ow ng: behavi or/transacti on data 210, product data 220, account data
230, channel data 240, asset & liability data 250, custoner data 260,

negat i VPOFtEd.dheragaq worls wWithwither s srpRlcy a¥ thexaty tggarrestds, oF Withithe o9y At
Event agiﬂ E&ﬁsﬁ&a&%ﬁ%"ﬁﬁ.i n the risk database 100 fromone or nore third
party data aggregators 30. As provi ded above, the data aggregators nay
provi de anyBasad/@rthakbnfofnatibe of anrelehtyyyehefoincitiahic? Ipasswdiated whith itiéraiffednanci al

institutions and/.or e non-financjal institution entities. At Event 830,
non 11 HARET HHER 6 o enouisnR A may. Aeergity 1f Fis Hrmqd s cgenerare
I NSt t bid QHmurieatt AR YALEE RBR YRt 72018 -dnk DR Hordlest ghatddlentiliod) skal & fBYcibncl ude

behavi or/transaction data 310, product data 320,  account data 330, channel
dat a 3uBtitugions thegvgtonenidn-finandead msgBOionsorsthe ike. Additiosaly, acamydingve fil e

data 370, counterparty data 380 and cl ai. dat a. 390.. . t Event 840,
nogat | JBMET PRSI Ao St oo mt s Bedyibimo R Sind e rantiner 2

i nsti t edrifipged t6@endrhteARE camnivnfdatd I theR FepH@i73, RHIEHRGALKY Snadbfl IHdBtukibke t O
create or update the negative file. As previously noted, the negative file

may | nBonfBancihanstigitions.gustomeks erthe ikes (e.g., fraud perpetrators,
crimnals, I ne. nubers,
soci al sec urﬁlf.(ff;s&lh{ﬁ’%dzers 3 ?ﬁ(ﬁgéeﬁaﬁgdnl}ﬁ?k 1|L 8% |ﬁgﬁgl%%gsﬁesr?tlﬁﬁgggg’raecgg}eag}gt evi ce
i dent i §dnes embddimertsy dodlectatrandabfién Haty acroeefinas o pioduerd aid tianhegfrom sk

i ndi vi du?li gr pr?ven to be counterfeit, and the like, . Next, at Event
850, tREUBlEsknapRl instifuligninsiatn agermsators éBdl ne figancial drstigutions Sox the pupopeeini se

access : [ )Q\ﬁ@d’l‘&p Fale ‘ . . tiple

fi nancll%g}lml}l%gf]l&’tfﬁ{(? ons, ’ﬁ?égég’%ﬁéggg‘k‘%g‘??”gn grn%%ddf’?(?légﬁgqgé Pe:;qr?g%g * tutions.
The dafisanceng, irachgideneptraild sssomated withtiBegitimatetuses dridithetikal Theisgsidnul @ enaydat a
200 and E’ge non-fi nar}ci al instituti o.n%(fgta 30Q. The data 200 antglﬁgoo may be
downl 0BGREE BBF PLRIPEAT A tte A icompyieaided drvite elhequrrreat Histenypndimetipdsemeeded
basi s, acRbrdiki@y bt P& fEVRIAURL dn) FoP GG Moﬁ%nﬁﬁtiﬁ?ﬂé\}i&%r ed to receive

real -tinme feeds of the data 200 and 300. Next, at Event 860, the
behavi or al Dassistenel & inshidagymeory 1 T,ovhicinmay 06mpabaevdlatile end nonydhtitess a

behavi gral - based behavi.oral, baseline score for h / or
cust orlBPIgDn SR FERE B o PR fa e 88 Mdpe PR AN, an KON ErsEL o s based
on t heEEPROMIfR¥h 884s,i0f afif Mchdry Z6Hmbh 3& c@iﬁw&aﬁ@t\%%-. Hithe £ hadiRirg 17t O

determ ne a_behavi oral - based behavi oral baseline _ _
2011/ 0887 rehdr/ons20morodeshosemerymells fasimay hesysreamdanty teréinastonagt doaes! i ne

SCOr i NGch QO GERAMAR, MR CNC W& P0G Gy segigh the risk database 100 to

det erm ne nanci I'ns 1'ONns are assoClated with the custoner and
t hen i dent i FyttHehaystemaindlso iheludéestot &séi e, abisdhan®y bavint pplice@esgecifrnci al

institution. |I.n addi éi Qn, the behavioral baseline scoring | ogic/routine 106
may sdate8RtEhEr@id{nAal Do Athe £hipsels BISPHHPR dOSIF S1FCUih 8T plIEREate PEYESING omer

to i defvidey prlsREdor R9E Blip ﬁO?ﬁﬁQQFé&hQ@EA{]S‘?CQEa aﬁ?@@&t&hﬁ@{a@%ﬁ%ﬂ@%ﬁ%ﬁ ns,

W re-transfers patterns, ar tel ephone I'ng patterns, erne
sur f i ngtepfate EATY)edickhbthiatelrfakes. witth enyorekidentgpragraimaseilch ae theatskievgluating

| ogi ¢/ routi 10 vel ops a behavi oral, baselin cores for the custoners,
cust orm?&ﬁaaﬁ% ﬁlﬂfgfefﬁﬁﬁdf mpﬁ)leﬁtwé?wﬂﬁ P@@Ob@g@@r&ﬁe BkRstprdig it BENRRtHTeftins
the system 10.

Processor 19 includes various processing subsystems 50 embodied in hardware,
firmware, software, and combinations thereof, that enable the functionality of system 10 and the
operability of the system on a network. For example, processing subsystems 50 allow for

initiating and maintaining communications and exchanging data with other networked devices.
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At Event 870, the risk score logic/routine 108 cal cul ates risk scores for
each custoner and/or custoner segnent and/or counterparty based on the data
in the cemoraliged7ri sk dat abase 100. According to soneperhsdemsdss; t he
risk score logic/routine 108 nonitors the custoner's data for risk pattern
data 34 and then cal culates the custonmer's risk score based, at least in
part, on whether any risk pattern data 34 were identified, the mx and
frequency of the risk pattern data 34 and the probability of |oss

associ Berdhe distlesedhasnedts, Progsatinesubsysens 80,0f propesser Wymay iriclude gay sybsystemgo,

t he ne rel ate
t he da‘%léa@8 1188&?{11](11&%8% }glglev?\é %lhﬁﬁﬁ%ﬁ%ﬂ%i@@é@&ﬁé Egeéé ?th])gé S 01}3315&% args Br| sk
scor esmodunds thessfar ranges the data into the integrated risk and custoner
data network 500 su hat 200, and 300 S and risk
scores are or Eb’(cnd]aa‘ti& 1}%&?@6&&%@6%}%&9&%*8&@6 QQ W@ﬂ&‘eg flgla‘iﬁarty
or theflnsre, édﬁ“%%r%nﬁ R8BS Sthekof At bﬁ‘é{ﬁé&tdoﬁﬁmudléﬁti%ﬁé &h6hlg tHeShrignd

customer data can al so organi ze data 200 and 300 and, where appropriate the
behavi eomaponionis eff thessyataoh 10, sk wsl as betweby thetdiker ddeﬂcewmrtlge netaiotls Bursh as

duct h k and.t d
P ot herorm e o AEm it rABies PEehatS foawerm shrrandilent - i n
accor daneiniMdnl tiRFRIdbNEibEisihg b REtwrR e6MinunbaeH t&ihecti¥n. By sifulP8H, a

behavi oral baseline score is det erm ned. The behavi oral baseline score is
associ anpeetiated thabibe cgmrrm@tlensmeﬁdﬁ 68 ahthginzachanism threughhwhighsgbscabersdast i n

part, e{daﬁé‘gére{ceé g’?’TtVie&rena y Sthood fngen"tsegtﬁhé( Sfeh&{t?ﬁ‘i{]%u% E'iqaéu'gas e(ﬁleneé pARg! al

instit 1 ons avl Oor a I'ne score is

based sgtefto10.f It ssutd also ba sp}i)rted'aled itha @ieacon@aenivatibnb hydule6d iethemechanism
non-financial .instjtution I n ot her enbadi nents, the behavioral

basel i tHEOUGH BY Chxapb%man@@&f&mﬁseg@@ﬁ@monbﬁg@4?}&5@@%%8@%@@%%(1 with one
or norg ﬁ%ﬁ%eﬁqg&{n%ﬁtg%@ttheq aviors. The customer segnment is defined as a

plurality®of custoners having at |east one common behavior, characteristic,
trait or the Iﬂhhmenvuayzaiﬂdlﬁfesmlzlé@lhﬂﬁmmdlﬂéawﬂmt'rsaxbd:uiablebjapcﬁcmnts

t he behavj.oral el.ine score may.be a rty basel score

associ ﬂ% wstkrrwa ating moghls 405 eé‘feagaw%ﬁ 43P &8 Pﬁf}’(éo%bifﬁf“éﬁsﬁér the is

def i neghAgial NRtiALBE 1212200 M ANHAL Hub ok lifStel &X %Hﬂllwriﬂgﬁ'ctﬁﬁﬁlta%@@
involved in a transaction of interaction with the customer/client. In

ot her madod dateritZQ acgowitudatdl 230y cloinel datao?dl), aspet &Umbiite datg @gfipeustoorer data
count art bas I in conGs ane det er.m,ped uch t hat, each
bohavi SPandsuRE AR 8% 210, 300 GedE RGN A Bis0Et FHE PR PRt Ipe ABbL Coctoner
or ¢ Usﬁlﬁdﬁ@fal ﬁﬁﬁ%ﬂh deaxeui m@dySinclude, but is not limited to, behavior/transaction data 310,

product data 320, account data 330, channel data 340, asset & liability data 350, customer data

360, negative file data 370, counterparty data 380 and claims data 390.

The risk evaluating module 400 includes a plurality of logic/routines configured to
assess, manage and mitigate risk based on use of the data collected in the centralized risk
database 100. The logic/routines shown in FIG. 6 are by way of example only and, as such, risk
evaluating module 400 may include more or less logic/routines as dictated by the implementation
of system 10. In specific embodiments, risk evaluating module 400 includes network building
logic/routine 102. The network building logic/routine 102 is configured to gather data 200 and
300 from the centralized risk database 100 and format and correlate the data for the purpose of
communication to and from integrated risk and customer data network 500 (shown in FIG. 1).
The network 500 provides for communication of the comprehensive data set. Analytics

providers can access the network 500 to obtain a single source of high quality data, thereby
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At Event 920, the financial institution data is nonitored for deviations
fromthe behavioral baseline score. In specific enbodi nents, non-financial
i nstitutiwo 2Watmwsmay additionally be nonitored, in addi ticerust@ofossyanci al
institution data, for deviations fromthe behavioral baseline score. In
further enbodi ments, in which the behavioral baseline score is a custoner
segnent baseline score, the financial institution data is nonitored for
deviations fromthe custoner segnent baseline score. In other enbodinents,
i n whi BHUGEnY Festadssesiated wikimaQYidinglanplybes.  ifsthss dinancial ipstiutiens pam agress e

fi nancj | j [.on: 1 ' - i atj >h ; ity
of " cust el G bl P TR A oV ey M B A
manageselnheraby,iraducecoétn nssoaibred Widsteshsactirigheitidkighrizk Rastbmersphs welk aviccossr e
deviatjions fromt h& cust onrer_ behavi or al . basel.i ne lijéore In specifi

enbodi etk 2ggrsgated informpationdhihe PHICF oA MARAEREESk& Serdip Y iRg daNa 1009@ of
COMMUNLERGHBYo forbH N QT ifferRRASHInBRI SN tuAbACRa R 6 im DATRI @Bl REALIBAL | ON
of predeterm ned deviations, |levels of deviations, types of deviation or

t he | itogpay Thevprdeafsoe aminvesinwstcampapyss deaisiondp Jendein mangin ok dtherel y or

negatively. fro he baseline score.by a predeterm pned.apount that warrants
ot 1 yirRRpimenS ot I iavaion: PacSiaCingytiioR S el BEURER naciivd gat  on
ent i t ypotffRatiGXAORI tBe sytdnh 10BE b harigBSidghtivd QposRivBURI R SMtusd gover nnent
agency or the affected custoner(s). In specific enbodinments, the )

pr edet er m nElae Gekevahiabng medulerdOlifigher magiudes poerdeusliodesaribrddipbipvioral hesglinevel
of risk score. such t rtaln tities receive the alert if one |eyel of
cor e T9ME o Rielle 10 TSR R BetehbE r B ETREB U 0P eknbrbesBtBe el o
scor e insnatytiaétmeds andtisle, tRRavioral basefRed Sdokd(E)fot thdhtidual QustemiedsN@'sefinelits of
diagramis presented of a method 1000 for risk_nmnagenent in accordance

with aSysomssaPheonnteaartieie Thedshavionahbasslingsroredefmgs fre npmal transgction nor e

i sk . ! . . ) . . ] . . {

| cast BeAEPRrAtQbat il Meblbnt bPARE R WlFIhy UL bRlloBl epal BELLIRRL
enbodi chardcteristie ggicifice Adcoalin@atosspetiifialeimbiotimehid, the twhavibel pageliye stakiagand/ or
non-financial inst.i tutfj on dat a na¥_ al sq .be. recei veg VWO, .

2011/ 08gPa9wER U638 seniimierts access Tingpcighjsiittigrpta 200, qud.dispme i sk score is
based Qb RGeS, HRHEN-Fiheei MBI datdB 008 el niRTROGETR A babdifie GHGE OMEr

ri sk score may be based upon the occurrence of risk patterns wmthin a

cust onlarspeqihé einbodintentsgtharbehawonaf basekie grating togss/rautise 308§ srdonfigatd ta sk
pattern the frequency of risk.patterns,.the ) ri sk patterns and
Phe. 1Rl eteigith SR e aral i eiob i foRec o S plafi of rbie b lomadts o
count egppgifit )Safahﬁ:lferﬁqﬂdflﬁ&in?m{t RS 1R RdoRASAR WRANhE tdforRat Lsdsna f ound
in the custoner's or counterparty's profile relating to custoner data,
accourdTMaralls aeadbqentenovipitsebbranehylogation; agrgssss oplbambankpigs wyitasa dieck; uses a
Thus, sent enbodi ments. herein, di scl.osed provide far.determning one or
rore HERSTRE wERTH BT R e eI MRS B R AEL BERFEAUE P one. o
nmor e cihahsIpurdhediny belaviors) @) dBRbedbvibRid biselife Badiing dgit/rs1Aimei186 thepst i t uti on
data fromnultiple financial institutions. The behavioral baseline score
def i nesglcalaigsrpahayiosyl baseling seqre Hiat Fapsgeents thasp sonsidarainns apd defspesavhet t he
behavi]&;i.]f] E y I ides for nonitoring at |east the
financia g?%ngt#%hﬁ%r?ggglgﬁléo (katgglrlﬁ‘l&%\éf'devi ations fromthe behavi oral

basel i ne schired{ehhviotah bastihe scaningdogic/doutimetlfo ad further ¢comfigntadan dpeawinde f or
determ njng risk scores based on the. identificati.gn of ris tterns within
a custROFEIE ST BPEYE dGRUBRSHER Siebasglneseare oY pgds éﬁasli BE?}FFe_t works. In
opt i o8RO didiBRlfy lBedifly Efibb@els sk BRlislES Bhfiftked Wlod Biskd 8hi NG
communi cation of risk score alerts and/ or behavioral baseline deviation

al er t 21 ivgle dvant/tipnsd o rarasedesodleavintoftrahsdotiems. Thes, scleviatiommaly bk alefinedads
basel i ne vi ati pns. . VWi l.e the foregojn i scl osur i scusse

T st PR e Rflovialion faT e BENTBLDRRERS R B DS IRe Hh Ao

nodi f igeaiokdnBattd ol fiimdBe BReRhOmM, imQude 1SRGV ddVeatioh) .6 hEeveaRRE iRk t he
descri bed aspects and/or enbodi nents as defined by the appended cl ai ns.
Fur t haneresss risk) ansbpaskivel dsiiatioss Gk, dpeladensdhatisisgreaspedd)s and/ or enbodi ment s
may be described or clained in the singular, the plural is contenpl ated
unless Ilimtation to the singular is explicitly stated. Additionally, all
or a portion of any enbodinment may be utilized with all or a portion of any

ot her enbodi ment, unl ess stated ot herw se.
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Whi |l e certain exenplary enbodi nents have been described and shown in the
acconpanying drawings, it is to be understood that such enbodi nents are
merely ilwobriaisgwe of and not restrictive on the broadpcmuspéioosssoand t hat
this invention not be limted to the specific constructions and
arrangenments shown and descri bed, since various other changes,

conbi nati ons, om ssions, nodifications and substitutions, in addition to
those set forth in the above paragraphs WO 2011/ 687%§FCT/U82010/05 403 are
possi bl e. Thethergiskiavalyaiing mﬁéulaﬂﬂﬂwcwrdwﬁpéa? eempegimeats; igglad ati ons

and 1o 'ogeé%gfrci(rB&%eOIosttH& ik U&ﬁf@%?%glgﬁﬁnﬁﬁtb‘ﬁg io?ﬁ%ériﬁé‘&o?&% fspaisi&wrg,d

W t hou I'ng fromthe scope and spirit of t I nvention. Therefore, it
is to sgmenterpopdatidialf custbimbisrant/foe cowpgrpartits.t Tlee Agkpsncteahddiratgeentirisk

ont o, T RS Bracts cod other L ian, s specl LLeAlndgrer fed el v
ri sk nRRRGSHABRR b cdBEndRBRIRIanEHIRY r&irB@nts a risk that is likely to result in a financial
loss, such as likelihood to default, perpetrate a fraud in the future, be involved in a financial
crime like terrorist financing or money laundering and the like. In some embodiments, it may
also indicate the likelihood that the counterparty, customer or segment is susceptible to become a
victim of fraud, default or other risk in the future. A customer or counterparty may have
multiple risk scores (e.g., a risk score for fraud; a risk score for credit loss; a risk score for money
laundering, an overall risk score and the like). The risk score is based upon risk pattern data 34
which identifies risky behaviors/transactions, patterns and combinations thereof.

According to specific embodiments, the risk scores may be based on risk patterns based
off of financial institution data 200. In alternate embodiments, the risk scores may be
additionally based on risk patterns based off of non-financial institution data 300. In further
embodiments of the invention, the risk scores may be based on financial institution negative file
data 270, and optionally non-financial institution negative file data 370 to incorporate history of
risk and any negatives associated with customer data (e.g., incorrect telephone number, high risk
zip code or the like).

The risk score logic/routine 108 may be further configured to assign customers or groups
of customers to segments based on their risk score. For example, according to specific
embodiments, the risk scores may be based on a scale of one to ten, where one is the lowest risk
and ten is the highest risk. The risk score logic/routine 108 may be configured to assign
customers having a risk score between one and three into a low risk segment/group. This low
risk group's behaviors are not considered high risk, nor are they associated with any high risk
companies or individuals. There is a low chance that customers in the low risk segment will
behave in such a manner such that those doing business with them will lose money due to fraud,
default or other type of risk. In some embodiments of the invention, these customers are assigned
a low risk score because their financial behavior is highly predictable, rarely deviating from their

behavioral baseline score as calculated by the behavioral baseline scoring logic/routine 106.
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a conputing platformincluding at | east one processor and a nenory; and

a behavi oral baseline routine stored in the nenory, executable by the

pr ocessorwendimegforgured to deternmine a custoner behavi ecalusb@ssbssne score
associ ated with one or nore customer behaviors and based on fi nanci al
institution data received froma plurality of financial institutions.

2. The apparatus of claim1, wherein the behavioral baseline routine is

further confjgured to determ ne a cust se nt, behavi oral basel.i ne
score assoc&h‘? BEK sRorqlogisaonting Hidamag \PHEFILO a5} SHSHTETS RYEBGR

segnenisi &o?@ﬁét&@éh élghtaanﬁ el t%' d }h%}bﬁﬁk %;63@ %El'é%ﬁ?ﬁﬁb%ﬁ& db Bsthes® WAhGRESEON

behavior or trait par of claim1, wherein the
behavi peaple @e@mtlemm@utabnee a\s:rzfgc riskef lasmgfmonayan these butiressimansaationsst oner

opul atj on. behavi oral basel.ine score .associ at ed .qQne .or _.nore popul ati on
Dohav e e FaR Eroie BEEs REvoneh it ared Haulble i Ee i fites (09 Ve
cust ONB{lIS late, associde with RndRR Fadddisrs GindGheMrke nWABEE Mtali 8IVARER Ao Qi SY
baseline routine is further conflgured to determ ne a counterparty

behavi efiedit cyds &1 gaver evsadaftasioki Bredughvishgione msy akisriaclude Austorpers tlylt have
behavi g&ﬁmltmq{a%d o ﬁeﬁﬁHé‘& Srtﬁé‘ s¥ Th% hq@[ n&O 5 uE: %'lasrosi Qudd cif F trrlletr¥ whb her

than t custoner 1nvolved in transa er act1ron w one Oor nore

cust onkavg.highly varidble H'é’lﬁvmm)ﬁhﬁh wsakefone bammeibehwlbtdl ®hsetipeBEdred wgeldable
behavi oral basel jne deviation routine stored in the nenory, executable by
the preRErgpreditiyeconfi gured to nonitor for deviations fromthe custoner

behavi or al Hegﬁ%ld &%h%ggé f1odule 400 ccop_d?ﬁ%ﬁ)%ﬂfeaetrﬁb%d%elﬁé,aa'l@ 1ﬁclumer ein the

behavi oral basell ne ation routine
previously described risk alert logic/routine 114. The risk alert logic/routine 114 generates and

communicates risk score alerts and/or risk deviation alerts to the appropriate financial institution
entities, non-financial institution entities or customers based on a predetermined increase or
decrease in risk score, a predetermined level of deviation (positive or negative) and/or a specific
deviation event or combination of deviation events.

Additionally, the risk evaluating module 400, according to some embodiments, also
includes previously described third party query logic/routine 115. The third party query
logic/routine 115 is configured to receive deviation queries, risk score queries or behavioral
baseline score queries from third parties and determine whether behaviors or events exhibited by
customers at the third party are deviations from the norm (i.e., deviations from the behavioral
baseline score) or determine the current risk score or behavioral baseline score and, based on the
determination, communicate query responses back to the third party. In other embodiments, the
third party query logic/routine 115 is configured to look at the customer data 260 and 360 and
the negative file data 270 and 370 to confirm the customer’s personal information and is
legitimate. In some embodiments, the third party query logic/routine 115 also sets up and
executes ongoing refreshes of risk scores and behavioral baseline scores on a periodic basis to
third parties.

According to some embodiments, the risk-evaluating module 400 also includes
previously described risk pattern analysis logic/routine 118. The risk pattern analysis
logic/routine 118 monitors the collected data, identifies a known risk or a new/emerging type of

risk, and generates risk pattern reports and/or prompts risk pattern alerts. The known risk or a
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further configured to nonitor for positive and negative deviations fromthe
cust oner behavi oral baseline score. WO 2011/ 068797PCT/ US2010/ 058403

7. The apperaiuss®f clai m5, wherein the behavioral basetirns2aenssbs on
routine is configured to nonitor for the deviations by analysis of data
received in a risk database. 8. The apparatus of claimb5, wherein

t he behavioral baseline deviation routine is configured to nonitor for the
devi ations by querying_ at |east one of the plurality of financial

i nst i t BEVEmeTeing risk typg is wgatifigddur aneligingsbebpvipriirmsaciinardaia2 0y 81§ et dptal

basel . 590,%“! A Fmé R%La{i{)?ﬁlesda%)?{d, g%ﬁﬁ SB e 'Bb&iﬂ{en{soc{f t&%ﬁv%ﬁ}/dnaﬁf 1949 by
queryi ng ‘'one’ or nore ron-financial “institutlons. . e ‘apparat us
of cl abme df thetidiosving tite eleeteats ¢ also hatheled me the@lgtectien bBndw/embingiekf | gur ed

to determ ne the cust r. _behavi oral baseline score based on non-f.i nanci al
ot t DR gl G AL 2P e i a2 ot d0: Ferne doedta 340; et a0 Fe LD

entiti gsa 250, 350, cds%om&hﬁhmﬁéﬁ Myl gugfe![rlgdrg) dhta ﬂ?)?@ﬁﬁ%cfcafdlﬁ?faaswe gal

baseline routine 1s tfurther configure etermne a pluralTty of custoner
behavi enbbdibwsts| thaeisk pattes analfigs &g/ wathe t18iscrefigired tvgamerdte indssty-wiglescor e
's as SPe%icﬁg,%csi wvglltag rggc;rtfs%re irrllEiiv?&u%I fhancral ?ns%%ltﬁliogggrr nobn? 11?2\1/nic?arl ?ristitutions. In
addition to pattern reporting, risk pattern analysis logic/routine 118 may be further configured to
prompt generation and communication of risk pattern alerts to designated entities who can then
take appropriate action. For example, if risk pattern data shows high correlation of fraud activity
coming from customers who take out cash advances against credit cards while concurrently
overdrawing their checking accounts, designated entities may receive an alert/report outlining the
new risk pattern and, in some embodiments, the probability of loss and/or recoverability
associated with this risk pattern.

Further embodiments of the risk evaluating module 400 include previously mentioned
risk health logic/routine 120 that is configured to determine an industry-wide risk health
indicator and/or risk health indicator for a segment of an industry, examples of segments, include
luxury autos (auto industry); extended stay hotels (lodging industry); credit unions in Ohio
(versus all of the United States financial institutions) or the like. The risk health indicator, which
may be configured as a score or the like, provides an indication of how well the industry,
segment of the industry or customer is managing risk (e.g., detecting, preventing, mitigating,
recovering, etc.).

According to other specific embodiments, the risk evaluating module 400, leveraging
data from the risk database 100, also includes economic-trends analysis logic/routine 122. The
economic-trends analysis logic/routine 122 monitors the collected data, identifies trends beyond
that of fraud/risk which relate to economic health and generates reports. In some embodiments of
the invention, the economic-trends analysis logic/routine 122 may include tools to monitor
market risk. In other embodiments of the invention, the economic-trends analysis logic/routine

122 may generate historical economic activity reports and/or economic forecasts at segment,

industry and geographic levels.
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12. The apparatus of claim5, further conprising a risk alert routine
stored in the nenory, executable by the processor and configured to
gener at e woQoimicgioat e conmuni cati on of a behavi oral basetirns2@@wsans on
alert based on determ nation of a deviation fromthe custoner behavi oral
basel i ne score. 13. The apparatus of claim 12, wherein the risk
alert routine is further configured to communi cate the behavi oral baseline
deviation alert to predeterm ned entities based on a predfternined | evel of

devi ati on. Accordingg furthes spesHis epbrdiments the pely svalygiap srafuie A Galqangludes
routing.el, uw&e*g&fbeegﬂi i&&ﬁse&ﬁbgy hfdnlibh S IERIBUIE P, oA Rbted, 15 QRBRWET al

basel ine devration alert to predeterm ne ntities based on one oPﬁm)re of
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15. The .apparatus of, clai.m 1, .further conpr.ising a thi.rd rt uery
Fout i nBfEReR 4 sehds rHB ien alistsattamsgogonr etgrigt UG et | pur ed to
recei veishitidd aeﬁm}ymaﬁike&iﬂgqbgﬂrc/rsﬁ% 128SbE@McAT hAhcBsS id 815 of BR1dBTP00Qnd

whet her a custoner’ behavi or event is a deviation fromthe behavi oral
basel i 30 wobe ecriratizebnshudntaase] ¢, querdesmep somprehensi Yreprotrction than cyrrently

rout | nemBPSRLar et plivghipn eebtpieRaeEly GrlPpRtes t e B M e <o
posi ti M@litgd teleddit brodubre/detdsha e ot meide keedit capigirdhctionsdatd. Uhispétiiat a pri or
to determining the behavioral baseline score. . ) ]
embodiments, the suspicious activity monitoring logic/routine 126 is configured to monitor
transactions and asset/liability accounts and balances across multiple products and multiple
financial institutions, including deposit and investment transactions and balances, which are not
generally reported to a credit bureau.

According to still further embodiments, the risk evaluating module 400 may also include
risk-report logic/routine 130. The risk-report logic/routine 130 provides risk reports that include
an individual’s, a business’ or a segment of the business' history of risk/fraud. For example,
according to certain embodiments, risk reports may be configured to be similar to credit reports,
except risk reports emphasize risk-related information. Risk reports may be used to develop an
identity score or other identity authentication capabilities based upon the data collected regarding
their financial behaviors, demographics and non-financial behaviors (e.g., calling behavior;
Internet surfing behavior and the like).

According to other specific embodiments, the risk evaluating module 400 also includes a
target marketing logic/routine 132. The target marketing logic/routine 132 is configured to
monitor the collected data, identify customers who meet specific risk, behavioral and/or likely
profitability specifications and generate target marketing lists or reports. The target marketing
logic/routine 132 can also generate segmentation models for the purposes of marketing to
customers based on their assets, net worth, behaviors, likely profitability and/or risk attributes.

Moreover, in other embodiments, the risk evaluating module 400 may also include
recovery logic/routine 134. The recovery logic/routine 134 is configured to leverage the financial
information data and the non-financial institution data in recovery activities, such as providing
data and analytic support to the legal process, identifying parties involved in the risk event,

recovering lost funds from appropriate parties and the like.
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17. A method for risk assessnent, the nmethod conprising: det er m ni ng,
via a conputing device processor, a custoner behavioral baseline score
associ at estowtimesme or nore custoner behavi ors and basegconustimnasia
institution data received froma plurality of financial institutions;

nmoni toring, via a conputing device processor, the financial institution
data for a deviation fromthe custoner behavi oral baseline score; and
initiating, via a conputing device processor, a ri managenent action
based on deFlenT e flo disgrasmel smethod08dor eanfigneng ?élﬁlf fi¥fabasg apdmer
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conpris a conp evi ce processor, a custoner segnent
behavi mvehtidna s Emt 8110) rtl& ﬁxmomi afsemtmn idhtaQ00 iorecemwedfremgnutipletfataavinbr s,

wherein a custo e defined. as a ur allt of cust haV|ng at
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segnent ehavioral baseline score and initiating, via the conputing device
pr oceskahilityalatd 230, mestargendatd 26 negativb dde data 270 eoeninipagy ideta 280 apdelaoms nor e

deviatiﬁnz9@ron1the cust oner segnent behavi oral baseline score. 19.
The mei1 ) f claim17, wherein determning further conprises determ ning,

Via a Conpuit BYerft B20 CutPIsF6QHAIn ik 1§kSd ARk POIPEbAtone Br hRhathirdpatty dagel i ne
score associated with one or nore segnent behavi ors, wherein the custoner

popul a@ggmait@s a8f Aserovadedsabose.dhe data egeregaiorsmeassprowide amy Aad/ e alhef the pame
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from t CUS r popu 5 On aviora sel1he score

a conpBidmd @3%@%@@8%&1@6@1 UR30800/19R84i0&d from non-financial institutions. As
provided above, non-financial institution data may include behavior/transaction data 310,
product data 320, account data 330, channel data 340, asset and liability data 350, customer data
360, negative file data 370, counterparty data 380 and claims data 390.

At Event 840, negative file data 270 and 370 are received from multiple financial
institutions, non-financial institutions, data aggregators and the like to create or update the
negative file. As previously noted, the negative file may include names of high risk entities (e.g.,
fraud perpetrators, criminals, defaulters, etc.), as well as addresses, telephone numbers, social
security numbers, tax identification numbers, IP addresses, device identifiers, biometric data that
have been associated with high risk individuals or proven to be counterfeit, and the like.

Next, at Event 850, the risk evaluating module 400 receives data feeds from, or otherwise
accesses, the risk database that includes data collected from multiple financial institutions, data
aggregators, and non-financial institutions. The data may include, but is not limited to, the
financial institution data 200 and the non-financial institution data 300. The data 200 and 300
may be downloaded periodically, or on a predetermined schedule, or on an as-needed basis, or

the risk evaluating module 400 may be configured to receive real-time feeds of the data 200 and

300 /

Next, at Event 860, the behavioral baseline scoring logic/routine 106 calculates or
updates a behavioral-based behavioral baseline score for each customer and/or customer
segments and/or counterparties and for one or more behaviors based on the data provided in

centralized risk database 100. For example, to determine a behavioral-based behavioral baseline
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devi ce processor, a risk managenent action based on determ nation of one or
nore deviations fromthe custoner popul ati on behavi oral baseline score.

20. The meohod/ws79c! ai m 17, wherei n deterni ning further pPCOBRIIDOSS403
determ ning, via a conputing device processor, a counterparty behavi oral
basel i ne score associated with one or nore counterparty behaviors, wherein
a counterparty is defined as a person or entity other than the custoner

i nvol ved |n a transaction or interaction with one or nore_customers and
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initiating, via a conputing device processor, a risk managenent action
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behavi oral baseli ne score. 24. he met hod of claim 17, wherein
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Score.
and/or customer segment and/or counterparty based on the data in the centralized risk database

100. According to some embodiments, the risk score logic/routine 108 monitors the customer’s
data for risk pattern data 34 and then calculates the customer’s risk score based, at least in part,
on whether any risk pattern data 34 were identified, the mix and frequency of the risk pattern
data 34 and the probability of loss associated with each risk pattern data 34 identified.

At Event 880, the network building logic/routine 102 is executed to format and correlate
the data 200 and 300, as well as the behavioral baseline scores and risk scores, and then arranges
the data into the integrated risk and customer data network 500 such that the data 200, and 300
and the baseline and risk scores are organized according to customer/customer segment,
counterparty or the like. In some embodiments of the invention, integrated risk and customer
data can also organize data 200 and 300 and, where appropriate the behavioral baseline and risk
scores, by other defining traits such as product, channel, geography, network and the like.

FIG. 8 provides another flow diagram of a method 900 for risk assessment and
management, in accordance with embodiments of the present invention. At Event 910, a
behavioral baseline score is determined. The behavioral baseline score is associated with one or
more customer behaviors and is based on, at least in part, financial institution data received from
a plurality of financial institutions. In alternate embodiments, the behavioral baseline score is
based on non-financial institution data received from one or more non-financial institutions.

In other embodiments, the behavioral baseline score may be a customer segment baseline
score associated with one or more customer segment behaviors. The customer segment is defined

as a plurality of customers having at least one common behavior, characteristic, trait or the like.
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25. The nethod of claim 17, wherein determ ning further conprises

determ ning, via a conputing device processor, the behavioral baseline
score baswd 20ny/0eem7fi nancial institution data received PCoUseNe/ 088403101 €
non-financial institution entities. WD 2011/068797PCT/ US2010/ 058403

26. The nmethod of claim 17, wherein determ ning further conprises

determ ning, via the conputing device processor, a plurality of custoner
behavi oral baseline scores for a custonmer, wherein each custoner behavi oral

basel i Feothergmbadiments ke behayiops! rsding serre mayde uniamastyaselBsroBehavi or s.
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and initiating communication, via conputing device processor,

behavi peradnskader eméicd ox it ding thalcastbmiepsreblect idet teansaciani cv mtedact@gordeith died on
fromthe custoner behavioral baseline score. 28. The nethod of claim
17, V\/n%‘}sé‘?l?lergf Y ating further conprises generating and initiating

comuni cat | Bbth nbodfn&GRERY AL USSR SC&SERher s@érlnéﬁl%r belAMpR Al

basel i ne deviation alert, wherein the behavioral baseline deviation alert
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additionally be monitored, in addition to financial institution data, for deviations from the
behavioral baseline score. In further embodiments, in which the behavioral baseline score is a
customer segment baseline score, the financial institution data is monitored for deviations from
the customer segment baseline score. In other embodiments, in which a plurality of behavioral
baseline scores are determined, the financial institution data is monitored for deviations from the
plurality of customer behavioral baseline scores.

At Event 930, a risk management action is initiated based on the determination of one or
more deviations from the customer behavioral baseline score. In specific embodiments, the risk
management action includes generating and communicating a behavioral baseline deviation alert
based on determination of predetermined deviations, levels of deviations, types of deviation or
the like. The predetermined deviations may vary, either positively or negatively, from the
baseline score by a predetermined amount that warrants notifying one or more entities, such as
the risk assessment and mitigation entity, for example, a financial institution; a business, a
government agency or the affected customer(s). In specific embodiments, the predetermined
communication entities may be based on a predetermined level of risk score, such that certain
entities receive the alert if one level of score is attained and other entities receive the alert if a
second level of score is attained and so on.

Referring to FIG. 9, another flow diagram is presented of a method 1000 for risk
management in accordance with an embodiment of the present invention. At Event 1010, one or
more risk patterns associated with financial institution data, including at least one of transaction
data or asset data, are received. In additional embodiments, negative file data, liability data,

counterparty data and/or non-financial institution data may also be received.
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30. The nethod of claim 17, further conprising receiving third party

behavi oral baseline deviation queries froma third party and determ ni ng
whet her awoustiaerozrbehavi or or event associ ated w t h t hecyusryi0ioss4as
deviation fromthe behavi oral baseline score and conmuni cating a query
response to the third party. 31. The nethod of claim 17, further
conprising identifying a custonmer fromthe financial i nstitution data prior

to determni n% t he custoner's behavi oral baseline score. he
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patterns, the types of risk patterns and the like. In alternate embodiments, customer segment risk
scores and/or counterparty risk scores may be determined based upon risk patterns found in the
customer’s or counterparty's profile relating to customer data, account data, asset and liability
data and/or counterparty data.

Thus, present embodiments herein disclosed provide for determining one or more
customer behavioral baseline scores, each score associated with one or more customer
behaviors and based at least in part on financial institution data from multiple financial
institutions. The behavioral baseline score defines a normal risk or baseline risk for the
customer in terms of the behavior(s). Further the invention provides for monitoring at
least the financial institution data to determine deviations from the behavioral baseline
score(s). In addition, embodiments of the invention provide for determining risk scores
based on the identification of risk patterns within a customer's profile of behaviors,
assets, liabilities and/or networks. In optional embodiments the invention also includes
generating and initiating communication of risk score alerts and/or behavioral baseline
deviation alerts based on predetermined behavioral baseline scores or behavioral baseline
deviations.

While the foregoing disclosure discusses illustrative embodiments, it should be
noted that various changes and modifications could be made herein without departing
from the scope of the described aspects and/or embodiments as defined by the appended
claims. Furthermore, although elements of the described aspects and/or embodiments
may be described or claimed in the singular, the plural is contemplated unless limitation
to the singular is explicitly stated. Additionally, all or a portion of any embodiment may
be utilized with all or a portion of any other embodiment, unless stated otherwise.

While certain exemplary embodiments have been described and shown in the
accompanying drawings, it is to be understood that such embodiments are merely illustrative of
and not restrictive on the broad invention, and that this invention not be limited to the specific
constructions and arrangements shown and described, since various other changes, combinations,

omissions, modifications and substitutions, in addition to those set forth in the above paragraphs
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a first set of codes for causing a conputer to determ ne a custoner

behavi oral baseline score associated with one or nore custoner behaviors
and basedwonofiissengi al institution data received from applirusadiotys405
financial institutions; a second set of codes for causing a conputer to
monitor the financial institution data for a deviation fromthe custoner
behavi oral baseline score; and a third set of codes for causing a conputer
toinitiate a ri sk managenent action based on determ nation of one or nore
devi at #16PesHplemlhoge S&d@goﬁ&e Fewdl apregiaty hapyariaus adgytations and modifications

of the just described embodiments can be configured without departing from the scope and spirit
of the invention. Therefore, it is to be understood that, within the scope of the appended claims,

the invention may be practiced other than as specifically described herein.
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34. The conputer program product of claim 33, wherein the first set of
codes is further configured to cause the conputer to determ ne a custoner
segnent be&baviwesto7basel i ne score associated with one orcrseosess@Nt
behavi ors, wherein a customer segment is defined as a plurality of
custoners having at | east one conmon behavior or trait, wherein the second
set of codes is further configured to cause the conputer to nonitor the
financial institution data for_a _deviation fromthe custonmer segment

behavi oral baseline score and WAEAEIR GLAIMER I3 set of codes is further
configured to cause the conputer to initiate a risk managenent action based
on determ nati onagf Lati0 mer segnment
behavi or al g'asel ﬁ%eﬁp %}gtygffoﬂﬁk%ﬂ%é{erﬁérﬂé&%g%ﬁ?ﬁg% G%ngfi%% product of claim
33, wher ei natbmpitingstlatéetn infludoges ldast dnerpirdeessor and A nenmetytandcause t he
conputer to termne g.custoner ul ati on behavi oral haseline scqre
Gosboi ar ed APEITA sdtnG et R LR et amu by BRPror Sl

popul agdr@gutedl 16 AeicRfthc dTustoinet HeHa9TBR41D 8811 $8018 aBdodladdi With Bhe bi MaRCi al
institutions, and wherein the second set of codes is further configured to
cause ¢ustoraesihghederstand hassidosrfinaneiak inplthipmilath repeived fiosha ghirality ef fimancial

devi atlin(S)ril%l[iB m t he custonmer popul ati on behavi oral baseline score and

wher ei ntt e°third set of codes is further confi gured to cause the conputer
toinitiate a ri sk managenent action based on determ nation of one or nore
deviations fromthe custoner popul ation behavioral baseline score.

36. The conput er The epparatisicdrint 1 othergin the bebavigrad baschng rputipg pssfurthery  of
codes |ahrohfdiiBkeCAE A Snl-P AP LUNS ST st ARElBd G one or
counterpagty behavi or al- basel | Ne Score assocl at ed W Lh one or more

count empsr fegmbatizhavins, whireirea customatsepmeias tigfined ad afplurelityas castpmeson or
entity other than the cusg mer involved in a transaction or interaction
wi t h OMYIRg atEASEORRTOBIIQY BEWYYF BEFAIUS2010/ 058403 custoners and wherein the
second set of codes is further configured to cause the conputer to nonitor
the financial institution data for a deviation fromthe counterparty
behavi or al basel Theappemte cfivthimhle mdierein He tehavidrad basebhe wutiss is farther t her

configured ta .cause the conputer to.initiate ri.sk managenent acti on based
on det SIHERiEE G A rmigna Gromgr ordionbeBraoR el RE BT ar FaP FOERATI o 2
basel ltﬂsre?dphﬁltion behaviotd, wildéin §R Rt Rherpopalafidn RIRAHED ad totdlRy BT 33, Wherein
the second set of codes is further configured to cause the conputer to

nmoni t ofusfapRerposi ti ve and negative devi ations fromthe custoner behavioral
basel i ne score. 38. The conputer program product of claim 33, wherein
the second set of codes is further configured to cause the conputer to
anal yze dat4 recehygpaiatussoficlifik 1J ailrbeAs ehetbiehahebal baseliné foatide s faithen from
t he custqomer behavi oral baseline_ score. _ , .
configured to determine a counterparty behavioral baseline score associated with one or more
counterparty behaviors, wherein a counterparty is defined as a person or entity other than the

customer involved in a transaction or interaction with one or more customers.

5. The apparatus of claim 1, further comprising a behavioral baseline deviation
routine stored in the memory, executable by the processor and configured to monitor for

deviations from the customer behavioral baseline score.
6. The apparatus of claim 5, wherein the behavioral baseline deviation routine is

further configured to monitor for positive and negative deviations from the customer behavioral

baseline score.
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39. The conputer program product of claim 33, wherein the second set of
codes is further configured to cause the conputer to query at |east one of
t he pl ur avotyiadfesfornanci al institutions to detern ne thecadasc@biossyodromt he
cust oner behavi oral baseline score. 40. The conputer program product
of claim 33, wherein the second set of codes is further configured to cause
the conputer to query one or nore non-financial institution entities to
determ ne the deviation fromthe custonmer behavi oral _baseline score.

41. The comput er The sRpaatrisdarey S, stheeqim tha bsBavigre baehng fryigtiondpuiing s of
codes &o%ﬁfgﬁ éd*lSFno‘h%I e, %@%vﬁa‘?igﬁé‘ﬂ? Enél{?sﬁs SO RLivEQindL & Hidisd.he

behavi or a asel1 ne score based on” non-financial institution data received
fromone or nore non-financial institution entities. 42. The conputer

program progduct claim33, wherein the first, s of. codes.is furt.her
Bont| gur od Yo calte RBRSATSA DT FieERt e hehevia s pasein dg giondulir
behavi gifiguRAI6 nldiftos R HRSddvRitiofls 63 GEQTRIZ at WAS! e df BRGIuGHE! FTRIanfighavi or al
baseline score is associated with different one or nore custoner behaviors.
WO 201ms10@83%s7 PCT/ US2010/ 058403 43. The conputer program products of

claim 33, wherein the third set of codes is further configured to cause the
conputer to generate and initiate comunication of a behavioral baseline

devi ation apert DRSGhafitusdsticlinm 3)aiheRin e bRhaAGYIaBbAselind déviationgottits ioMer
behavi oral baseline score. ) o
configured to monitor for the deviations by querying one or more non-financial institutions.

10.  The apparatus of claim 1, wherein the behavioral baseline routine is further
configured to determine the customer behavioral baseline score based on non-financial

institution data received from one or more non-financial institution entities.

11.  The apparatus of claim 1, wherein the behavioral baseline routine is further
configured to determine a plurality of customer behavioral baseline scores, wherein each

customer behavioral baseline score is associated with different one or more customer behaviors.

12.  The apparatus of claim 5, further comprising a risk alert routine stored in the
memory, executable by the processor and configured to generate and initiate communication of a
behavioral baseline deviation alert based on determination of a deviation from the customer

behavioral baseline score.

13.  The apparatus of claim 12, wherein the risk alert routine is further configured to
communicate the behavioral baseline deviation alert to predetermined entities based on a

predetermined level of deviation.
14.  The apparatus of claim 12, wherein the risk alert routine is further configured to

initiate communication of the behavioral baseline deviation alert to predetermined entities based

on one or more of a predetermined type of deviation.
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44. The conputer program product of claim 33, wherein the third set of
codes is further configured to cause the conputer to generate and initiate
communi cavoaniafsstohe behavi oral basel i ne devi ation al er tcTwseswiosssbhe
behavi oral baseline deviation alert is comunicated to predeterm ned
entities based on a predeterm ned | evel of deviation. 45. The
conput er program product of claim 33, wherein the third set of codes is
further configured to cause the conputer ta ,gener%e and initiate

communi cat i &h, vi B aperaRTRf RlaEgl. dwthe: soppasiag & dhird party gHeTHENNEDF Sfezpd in
basel i [ gt (A ' | : i atl.pn al ert
o ContiE g, HeBuBbBLY d BISE ALY hAzoRAARYA B SteibBRftd ity BelAvHraP ]

pr edet basaiimedbviatipa querieke détatmion whether a cdsfomédittehednport @enips egewatipn odoct  of

claim 33, further conprising a fourth set of codes for,causing a conputer
St ecliebehtiior basalie,cnm ARy COmETNERT AYEY GROPEE D IBERPEY T rom a ¢ hi rd
party and a fifth set of codes for causing a conputer to determ ne whet her

a custoner behavior or event associated with the query is a deviation from
t he behavi ot@l bibetipasateceficdaimnd farthsr gempysing efcusioniesidenifymgurontiey gored

conput er, t o conmuni cat uery response to the third party. 47. The
conput B PsREReR G By e R0 pinlshucd B sl So Rty s cpmonf o
codes froi tE@Hfnehl nstititidutdata privrkslédtindiding teaBdHanREalfoaolink Beoré.l nanci al
institution data prior to determ ning the custoner's behavioral baseline

score. 48. An apparatus for risk assessnent, the apparatus
CoONprising-17. A method for risk assessment, the method comprising:

determining, via a computing device processor, a customer behavioral baseline score
associated with one or more customer behaviors and based on financial institution data received
from a plurality of financial institutions;

monitoring, via a computing device processor, the financial institution data for a
deviation from the customer behavioral baseline score; and

initiating, via a computing device processor, a risk management action based on

determination of one or more deviations from the customer behavioral baseline score.

18. The method of claim 17, further comprises determining, via a computing device
processor, a customer segment behavioral baseline score associated with one or more segment
behaviors, wherein a customer segment is defined as a plurality of customers having at least one
common behavior or trait and monitoring, via a computing device processor, the financial
institution data for a deviation from the customer segment behavioral baseline score and
initiating, via the computing device processor, a risk management action based on determination

of one or more deviations from the customer segment behavioral baseline score.

19. The method of claim 17, wherein determining further comprises determining, via
a computing device processor, a customer population behavioral baseline score associated with
one or more segment behaviors, wherein the customer population is defined as a totality of
customers, and monitoring, via a computing device processor, the financial institution data for a

deviation from the customer population behavioral baseline score and initiating, via a computing
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a conputing platformincluding at | east one processor and a nenory; and

a risk score routine stored in the nenory, executable by the processor and
confi gur estot2011d@s®rM ne a custoner risk score associ at e¢cwiusho100ss405 nor e
risk types and based on custoner WD 2011/068797PCT/ US2010/ 058403
profile-located risk patterns associated with financial institution data,

I ncl udi ng at | east one of custoner transaction data or custoner asset data.

49. The apparatus of claim 48, wherein the risk score routine is further
conf i gHFHEEF PIeCcesedte p RSk B1aRagqadd Agtondsin deterapnation o oge sbRPE SidkionH one

or mfﬁofrhﬁlécﬁ%&ﬁér fl1 i8R SehRioraBHBI: 052 1 | e-1ocated risk patterns
associated wt I nanci al

institution data, including at |east one of
cust oner segnent transaction data or customer segnent asset data, wherein a
customer se nt_Jjs defined, as ural | of. cust.oners havi,ng at .| east one
common behadvor pS pietfor o clal 1IsBhetoidelatBhing BEHGT Cobirses S8UTUNAS TR ¢ he
ri sk sges@phtthd dddtelpRodedédrNeEoum@itpdrB ichbyibl S8deBhEkddRe Bss6abRE SfithedreYor ! | SK
score associated with one or nore ri'sk types and based on counterparty

pr of i | Bokeamtedpariydiehpeptse whereiss oaingarpattyis dafifednasracpessoniarst i t ut i on dat a,

i ncl udi caunterparty transaction data .wherein a. counterparty is defined

ae s pE Ly ROT bEh R PSR i s B Bieu PR R P PP PP taneact i on or

I nt er agiistélervbibdmonRoig, Wit £cdibiitdgRleSice processor, the financial institution data for a
deviation from the counterparty behavioral baseline score and initiating, via a computing device
processor, a risk management action based on determination of one or more deviations from the

counter party behavioral baseline score.

21.  The method of claim 17, wherein monitoring further comprises monitoring for

positive and negative deviations from the customer behavioral baseline score.

22.  The method of claim 17, wherein monitoring further comprises analyzing data
received in a risk database to determine the deviation from the customer behavioral baseline

score.

23.  The method of claim 17, wherein monitoring further comprises querying at least
one of the plurality of financial institutions to determine the deviation from the customer

behavioral baseline score.

24.  The method of claim 17, wherein monitoring further comprises querying one or
more non-financial institution entities to determine the deviation from the customer behavioral

baseline score.
25.  The method of claim 17, wherein determining further comprises determining, via

a computing device processor, the behavioral baseline score based on non-financial institution

data received from one or more non-financial institution entities.
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51. The apparatus of claim48, wherein the risk score routine is further
configured to determ ne custoner risk scores associated with one or nore
cust onmer wetweresobased on ri sk patterns associ ated w t lpcatusb@asbsssone of
negative file data, custoner data, account data, channel data, claimdata,

liability data or custoner network data. 52. The apparatus of claim
48, wherein the risk score routine is further configured to determ ne
custoner rigsk scores associated with one or ri sk types based.on risk
patterns as$bci at BeMFFHod i sk Ifawprgin 4%@{111@198 ?laﬂlea §pyprises determipingryia

appar aLOO 89@#&5%&&@}0%&@6@5&1%@% oﬁll.fstéfﬁélf‘d%hﬁ’f gean g&‘s%flﬁé‘sdo?%'fﬁf"ﬁ' on of a

i keli I ng SI ness cust oner resu oss due to
risk. customerSWhen&irrmmh oustbmer béhakioad besedime scorarschssaneereweth W ffdrére omedhod

conpri e? ) t'lece ving, fromone or nore financial institutions, one
or @OF LI PEROSssoci ated with financial institution data, including

at Ieast one of custoner transaction data or custoner asset data;, and WO
2011/ 068797PCT/ US2010/ 058403 determ ning, via a conputing device
processor, 2a7.cusThermethodsif Ch?étnrlé whersti initiatin ep pemprisengereratingandy pes
based %Ttla{tﬂ]e one or nore.ri sk patferns.

g comimunication, via comptting device processor, of a behavioral baseline deviation

alert based on determination of a deviation from the customer behavioral baseline score.

28.  The method of claim 17, wherein generating further comprises generating and
initiating communication, via the computing device processor, of the behavioral baseline
deviation alert, wherein the behavioral baseline deviation alert is communicated to

predetermined entities based on a predetermined level of deviation.

29.  The method of claim 17, wherein generating further comprises generating and
initiating communication, via the computing device processor, of the behavioral baseline
deviation alert, wherein the behavioral baseline deviation alert is communicated to

predetermined entities based on one or more of a predetermined type of deviation.

30. The method of claim 17, further comprising receiving third party behavioral
baseline deviation queries from a third party and determining whether a customer behavior or
event associated with the query is a deviation from the behavioral baseline score and

communicating a query response to the third party.

31.  The method of claim 17, further comprising identifying a customer from the

financial institution data prior to determining the customer's behavioral baseline score.

32.  The method of claim 17, further comprising identifying a customer from non-

financial institution data prior to determining the customer's behavioral baseline score.

33. A computer program product comprising:
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55. The nethod of claimb54, wherein receiving further conprises receiving,
fromone or nore financial institutions, one or nore risk patterns

associ at estowntinegionanci al institution data, including atclrasséioossoof

cust oner segnent transaction data or customer segnent asset data and
wherein determining further conprises determ ning, via the conputing device
processor, a custonmer segnent risk score associated with one or nore risk
types and based on the one or nore risk patterns, wherein a custoner
segment is @&PMABEr-gadeablp mediaim eompfisiagist omer s havi ng at | east one common

behavi or or atﬁ_rrﬁlsgt of codes fo?gausﬁé r{ﬂ Qtiet%hﬁ]%ng]a%ﬁsto Ff)&fa()l E‘ﬁ%ﬁée\ﬂngg
further conprises recervin om orne or re firnancral rnstitutions

or nor scoté ssk:o@aiteﬂexrlthsoraaﬁmnrat:ﬁﬂommtHsehhvm&mnklaulasddrtﬁi fitamtiabinstdaitian datacl ud| ng
counterpart transact ion nd wherein determ ning further conprises

det er nfSqFIYES fromya piyErlity, H@W‘E’@nﬁrocessor a counterparty risk score
associ at ed\/\ﬁ”géé&n@@@( dthc @&rfgr Edlﬁﬁl tayd?)g-gpu?é}% BR3R6r AP FnbciANBstRitiddaf for 3K

patterns, rein a counterparty i'S fined as a person or an entity other
t han adewaticonteem ithe/@istomtbr behavienbesalkind worepand nt er acti on with one or nore

t 7. Th t hod of | 54.. wh
o oe Bl S T eatas & kel Rttt Hikp e rssaiop Bidsflan

nor e r §&kmBahticH dton8 9P Rir@H&Fat¥ink Hrot tﬂe%&bn@flse@fuo?ﬁ%sélmg skdree dat a,
custoner data, account data, channel data, claimdata, liability data or

custoner network dat a. 58. The rret hod of claimb54, further conprising

recei vi ng, om e or re non- i tuti enti.ties, r.isk
ot tor e s e T BG ot IR i B mlou PN o ep PR eI 8 65 i gesi
det er nfuthegcdnfighhdrto @@ﬁﬁéfthé&ﬁnﬁiﬁéﬁb ettrithe adustohlde s€mem bty icieMa&line
processor, the custoner risk score associated with one or nore risk types

based #Rre #sogped sithaseer mosk sqgmmans behavigss gdieasin g cuptomer segameat igidefined as

et 98 R 0 T S BTSSR bt o

codes is further configured to cause the computer to monitor the financial institution data for a
deviation from the customer segment behavioral baseline score and wherein the third set of codes
is further configured to cause the computer to initiate a risk management action based on

determination of one or more deviations from the customer segment behavioral baseline score.

35.  The computer program product of claim 33, wherein the first set of codes is
further configured to cause the computer to determine a customer population behavioral baseline
score associated with one or more segment behaviors, wherein the customer population is
defined as all customers across a plurality of financial institutions, and wherein the second set of
codes is further configured to cause the computer to monitor the financial institution data for a
deviation from the customer population behavioral baseline score and wherein the third set of
codes is further configured to cause the computer to initiate a risk management action based on

determination of one or more deviations from the customer population behavioral baseline score.

36.  The computer program product of claim 33, wherein the first set of codes is
further configured to cause the computer to determine a counterparty behavioral baseline score
associated with one or more counterparty behaviors, wherein a counterparty is defined as a

person or entity other than the customer involved in a transaction or interaction with one or more
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59. The nethod of claim54, wherein the risk score provides an indication
of a likelihood of doing business with a custoner will result in |oss due
to risk. wo2011/88797A conput er program product conpri Si N@CTAIS2010/058403
conput er -r eadabl e medi um conpri si ng: a first set of codes for causing
a conputer to receive one or nore risk patterns associated with financial
institution data, including at |east one of custoner transaction data or
custoner asset

of codes. for sin conput er
oot Bl e and PisHme seeopd s S 00us Bt qo R Feblodapse e AP Ier & b pes

based @Rnithethe HeaRlialTdtRuldridatP R bePRtion from th ount@PartP BEHAY RralYa8RM
product of claim60, wherein the first set of codes is Turther configured

t o causere ael wbmpuuttm thixg sebefedodes tsrfarther configured ykcqiuact thercampatss dxinatiagela wi t h

f I
L ansahit BnastiethRn SR iR on® Albe i lindy EbR B S ERIBAY oo
of codpshaviorilWatdiek seé&8f i gured to cause the conputer to determ ne a

cust oner segnent risk score associated with one or nore risk types and
based on the one or nore risk patterns, wherein a custonmer segnment is

defined as g;pl U&%&érx%&& Lﬁrﬂgﬁﬁ{‘gﬁoﬁu&%‘f'cf& ? \Lvﬁé&%{n tﬁé‘é‘eggﬁﬁ'gﬂ%f%ﬁ‘eas“%or or

trait. grampro erernt
first ﬁﬁlhet)éonﬁgdﬁl tb $ause the computer to monitor for positive and negative deviations from the

customer behavioral baseline score.

38.  The computer program product of claim 33, wherein the second set of codes is
further configured to cause the computer to analyze data received in a risk database to determine

the deviation from the customer behavioral baseline score.

39.  The computer program product of claim 33, wherein the second set of codes is
further configured to cause the computer to query at least one of the plurality of financial

institutions to determine the deviation from the customer behavioral baseline score.

40.  The computer program product of claim 33, wherein the second set of codes is
further configured to cause the computer to query one or more non-financial institution entities to

determine the deviation from the customer behavioral baseline score.

41.  The computer program product of claim 33, wherein the first set of codes is
further configured to cause the computer to determine the behavioral baseline score based on

non-financial institution data received from one or more non-financial institution entities.

42.  The computer program product of claim 33, wherein the first set of codes is
further configured to cause the computer to determine a plurality of customer behavioral baseline
scores for a customer, wherein each customer behavioral baseline score 1s associated with

different one or more customer behaviors.
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further configured to cause the conputer to receive, fromone or nore
financial institutions, one or nore risk patterns associated wth financi al
i nstitutiwo 0atmg7orncl udi ng counterparty transacti on daratasdorelssses n t he
second set of codes is further configured to cause the conputer to

determ ne, via the conputing device processor, a counterparty risk score
associated with one or nore risk types and based on the one or nore risk
patterns, wherein a counterparty is defined as a person_or an entity other
than a cust 6fer [LRYsPwBefer program preduets phelaige 33.nvkerein thoRirdisetrfordest® nor e

custo , %“é s fonSdndd woelsi g t he
first @@eg?oncﬁﬁé%%oglﬁrtgﬁer lgélrftlgéggée taglaglgigg{g Ct he cgér?pmﬁl'?gfat 0 rvgc%:rgll ve,
f r om ohssebne dorididni akernbasad on dsterrthimbiiamst a ddveatld® from the customer behavioral

2011/ 068797PCT/ US2010/ 058403 one or nore risk patterns associated with at

| east OHEBFSNEGative file data, custoner data, account data, channel data,
liability data, claimdata or custonmer network data. 64. The conputer

program product of claim®60, further conprising a third set of codes for
causi ng a cé#put dhe campwereprogrant producsod clum 38y whersm- the Hardcieaibf ¢adss ist ut i on

entities, ris atterns soci ated wi th non-fi.nanci al inst.itutjon data and
wher o R € spTsie Gundifido P eREaR duing aparrrbaat SE BN comput er
t o det éHAlI¥Ral babdinkieviaasP i NGhéleM tRE bEHaA TR I AkclideRviatish ORRNis | Sk score
associated with one or nore risk types based on the one or nore risk

pat t er pENAYBiIsaicd tepredetermined efities basedsmi a predSerminedleselpidaeiabee or nore
risk patterns associated with nonfinancial institution data.

45.  The computer program product of claim 33, wherein the third set of codes is
further configured to cause the computer to generate and initiate communication, via the
computing device processor, of the behavioral baseline deviation alert, wherein the behavioral
baseline deviation alert is communicated to predetermined entities based on one or more of a

predetermined type of deviation.

46. The computer program product of claim 33, further comprising a fourth set of
codes for causing a computer to receive third party behavioral baseline deviation queries from a
third party and a fifth set of codes for causing a computer to determine whether a customer
behavior or event associated with the query is a deviation from the behavioral baseline score and

a sixth set of codes for causing a computer to communicate a query response to the third party.

47.  The computer program product of claim 33, further comprising a fourth set of
codes for causing a computer to identify a customer from the financial institution data prior to

determining the customer's behavioral baseline score.

48.  An apparatus for risk assessment, the apparatus comprising:
a computing platform including at least one processor and a memory; and
a risk score routine stored in the memory, executable by the processor and configured to

determine a customer risk score associated with one or more risk types and based on customer
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profile-located risk patterns associated with financial institution data, including at least one of

customer transaction data or customer asset data.

49.  The apparatus of claim 48, wherein the risk score routine is further configured to
determine a customer segment risk score associated with one or more risk types and based on
segment profile-located risk patterns associated with financial institution data, including at least
one of customer segment transaction data or customer segment asset data, wherein a customer

segment is defined as a plurality of customers having at least one common behavior or trait.

50.  The apparatus of claim 48, wherein the risk score routine is further configured to
determine a counterparty risk score associated with one or more risk types and based on
counterparty profile-located risk patterns associated with financial institution data, including
counterparty transaction data, wherein a counterparty is defined as a person or an entity other

than a customer involved in a transaction or interaction with one or more customers.

51.  The apparatus of claim 48, wherein the risk score routine is further configured to
determine customer risk scores associated with one or more customer patterns based on risk
patterns associated with at least one of negative file data, customer data, account data, channel

data, claim data, liability data or customer network data.

52.  The apparatus of claim 48, wherein the risk score routine is further configured to
determine customer risk scores associated with one or more risk types based on risk patterns

associated with non-financial institution data.

53.  The apparatus of claim 48, wherein the risk score provides an indication of a

likelihood of doing business with a customer will result in loss due to risk.

54. A method for risk assessment and management, the method comprising:
receiving, from one or more financial institutions, one or more risk patterns associated
with financial institution data, including at least one of customer transaction data or customer

asset data; and
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determining, via a computing device processor, a customer risk score associated with one

or more risk types based on the one or more risk patterns.

55.  The method of claim 54, wherein receiving further comprises receiving, from one
or more financial institutions, one or more risk patterns associated with financial institution data,
including at least one of customer segment transaction data or customer segment asset data and
wherein determining further comprises determining, via the computing device processor, a
customer segment risk score associated with one or more risk types and based on the one or more
risk patterns, wherein a customer segment is defined as a plurality of customers having at least

one common behavior or trait.

56.  The method of claim 54, wherein receiving further comprises receiving, from one
or more financial institutions, one or more risk patterns associated with financial institution data,
including counterparty transaction data and wherein determining further comprises determining,
via the computing device processor, a counterparty risk score associated with one or more risk
types and based on the one or more risk patterns, wherein a counterparty is defined as a person or
an entity other than a customer involved in a transaction or interaction with one or more

customers.

57.  The method of claim 54, wherein receiving further comprises receiving, from one
or more financial institutions, the one or more risk patterns associated with at least one of
negative file data, customer data, account data, channel data, claim data, liability data or

customer network data.

58. The method of claim 54, further comprising receiving, from one or more non-
financial institution entities, risk patterns associated with non-financial institution data and
wherein determining further comprises determining, via the computing device processor, the
customer risk score associated with one or more risk types based on the one or more risk patterns
associated with financial institution data and the one or more risk patterns associated with non-

financial institution data.
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59.  The method of claim 54, wherein the risk score provides an indication of a

likelihood of doing business with a customer will result in loss due to risk.

60. A computer program product comprising:

a computer-readable medium comprising:

a first set of codes for causing a computer to receive one or more risk patterns associated
with financial institution data, including at least one of customer transaction data or customer
asset data; and

a second set of codes for causing a computer to determine a customer risk score

associated with one or more risk types based on the one or more risk patterns.

61.  The computer program product of claim 60, wherein the first set of codes is
further configured to cause the computer to receive one or more risk patterns associated with
financial institution data, including at least one of customer segment transaction data or customer
segment asset data and wherein the second set of codes is further configured to cause the
computer to determine a customer segment risk score associated with one or more risk types and
based on the one or more risk patterns, wherein a customer segment is defined as a plurality of

customers having at least one common behavior or trait.

62.  The computer program product of claim 60, wherein the first set of codes is
further configured to cause the computer to receive, from one or more financial institutions, one
or more risk patterns associated with financial institution data, including counterparty transaction
data and wherein the second set of codes is further configured to cause the computer to
determine, via the computing device processor, a counterparty risk score associated with one or
more risk types and based on the one or more risk patterns, wherein a counterparty is defined as
a person or an entity other than a customer involved in a transaction or interaction with one or

more customers.

63.  The computer program product of claim 60, wherein the first set of codes is

further configured to cause the computer to receive, from one or more financial institutions, the
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one or more risk patterns associated with at least one of negative file data, customer data,

account data, channel data, liability data, claim data or customer network data.

64.  The computer program product of claim 60, further comprising a third set of
codes for causing a computer to receive, from one or more non-financial institution entities, risk
patterns associated with non-financial institution data and wherein the second set of codes is
further configured to cause the computer to determine, via the computing device processor, the
customer risk score associated with one or more risk types based on the one or more risk patterns
associated with financial institution data and the one or more risk patterns associated with non-

financial institution data.
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