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W RELESS DATA COVMUNI CATI ONS TECHNI CAL FI ELD [1001] This invent 0dnd (Jeltdrai ns
“to. Wi rel ess comuni cations systens and, in particular, to wreless packet
dat a net woWRIZHOBACKGROUND ART Figure 1 [1002] Figure 1 shaexresieapivent i onal
single-router wirel ess packet data network 100. A packet router 102

recei ves data packets fromthe reminder of a network 104 and routes them
to one or nore network access points 106k110. The network access points
106- 110 transmt the packets forward to a user termnal 112 over forward
wireless links 114-116. The user termnal 112 transmts packets back to the
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whi ch nust continue to provide connectivity even while it noves. [1003] A
control point 122 is connected to the packet router 102. It nanages the
wirel ess |links 114-120. Managenent includes many functions. For exanple, as
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control point 122 nust cause the user termnal 112 to transmt wth the

m ni mum anount o rr lnﬁiﬁ*ﬁ t wor k
access points 10%1-6}@ . Nbebiﬂ'\%efn?tggtu‘.?n ﬁ%{t %@%:\b‘(:fipelg% %ﬁns m%atﬂﬂ% g“%'ﬂ%ce it
causes i nt erdrat, émpartitculetrrmwinelsss@askétrdrrt&mtehaorlqsnbl | e stations. Wen the
user termnal noves fromthe area served by network access p0| nt 106 to WD
02/ 087169 O 4 O CT 2005 PCT/ US02/ 12191

BACKGROUND ART

Figure 1

[1002] Figure 1 shows a conventional single-router wireless packet
data network 100. A packet router 102 receives data packets from the
remainder of a network 104 and routes them to one or more network access
points 106-110. The network access points 106-110 transmit the packets
forward to a user terminal 112 over forward wireless links 114-116. The user
terminal 112 transmits packets back to the network access points 108-110 over
reverse wireless links 118-120. The user terminal 112 may be a cellular
telephone carried by a person, a portable computer, a mobile telephone in an
automobile, or any other mobile device which must continue to provide

connectivity even while it moves.

[1003] A control point 122 is connected to the packet router 102, It
manages the wireless links 114-120. Management includes many functions.
For example, as the user terminal 112 moves around the path loss between it
and the network access points 106-110 changes. In the situation shown in
Figure 1, the control point 122 must cause the user terminal 112 to transmit
with the minimum amount of power required to be received by at least one of
network access points 108-110. Mobile station transmit power is minimized
since it causes interference to transmissions from other mobile stations. When
the user terminal moves from the area served by network access point 106 to



2 the area served by network access point 108, there will be a handoff of
the user termnal 112 from network access point 106 to network access point
108. The control point 122 nust nanage the handoff. O her nanage rﬁ 7005
functi ons ame oosow to those with skill in the art. Figure a)dﬂt@%]n%lgure
2 shows a conventional multiple-router wireless packet data network 200
supporting a nobility protocol such as Mbile IP as described in the

| nternet Engi neering Task Force RFC 2002. A second packet router 202 is
connected to the first packet router 102, to the rest of the network 104, or
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points 204-206. In Figure 2, the user termnal 112 is noving fromthe_area
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handof f (i ncknamvmip tHosewitlagkitentthefart.everse |inks 212-214) in nuch the
same way as during the handoff shown in Figure 1. If desired, control can
be passed from first control point 122 to second control point 222. These
control poinfjg@ee connected to first and second packet routers 102 and
202, respectively. [1005] Figure 2 also shows honme agents 224 and 330 and
foreign agents 226 and 228. Honme agent 224 is connected to first packet
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t hat current | $hownbid betha $erand pagketgbetss 202nk copneptedideneivariviagaess12. 0
4 OCT 2005 Vpoﬁ)w?é 962-]2%% FiﬁT¢|8§Pezé1%ﬁ8 biser terminal 112 is moving from the area

served by network access point 110 (where it is served by forward link 208) to

S

the area served by network access point 204 (where it is served by forward link
210). Control point 122 manages the wireless links during this handoff
(including the management of reverse links 212-214)} in much the same way as
during the handoff shown in Figure 1. If desired, controt can be passed from
first control point 122 to second conuol point 222, These control points are

copnected to first and second packet routers 102 and 202, respectively.

[1005] Figure 2 also shows home agents 224 and 330 and foreign agents
226 and 228. Home agent 224 is connected to first packet router 102, and
foreign agent 226 is connected to second packet router 202.

[10086] User terminal 112 has a network address for which packet
router 102 advertises reachability. A packet intended for user terminal 112 is
therefore sent to first packet router 102, When user terminal 112 is in the
coverage area of network access points associated with packet router 102
(106-110), packet router 102 will forward the packet to control point 122 which
will send the packet for transmission to the network access points that currently
provide a forward wireless link to the user terminal 112,



3 [1007] User termnal 112 may | eave the area served by first packet

router 102 and nay enter the area served by second packet router 2Q2. @hﬁ%
‘net 104 will send packets destined to user terminal 112 to packet rouq 2
whi ch wi | IWOHH8TI6? ward t hem t o hone agent 224 whi ch mai nt REEUSRAGKWIOf user
termnal 112's current location in the formof a "care-of" address. The hone
agent will then encapsul ate these packets in packets destined to the care-of
address of the user terminal (e.g., foreign agent 226) and send these

packets thr oug’h packet routers 102 and 202. Upon receivi n%dt hese packets,
foreign agE07326 will &ise¢igrauinak £12 maydaarethe amd seved by firlepasdeket s

desti ned for r
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the two control points, in which case packet router 102 continues to
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I ncrease, incCreas {ion o erm'nal s that can be
served and consequently, the | oad presented to the control points. Last,
enmergi ng high speed wireless protocols require |low |atency control by the
control point which is not possible due to the transm ssion

[1008] In this method, control of the network access points for a data
connection has moved from control point 122 to control point 222. In another
conventional method, control does not move between the two control points, in
which case packet router 102 continues to forward packets for transmission to
user terminal 112 to contro! point 122 which then sends the packets directly to
whgtever network access points provide a forward wireless link to user terminal
112, regardless of the system in which these network access points are
located. E.g., control point 122 may forward packets for transmission to
network access points 106-110 as well as 204-206.

[1009] This architecture suffers from several fundamental problems:
the control points for each part of the network are single points of failure, which
must be made highly reliable, increasing their cost. Furthermore, since they are
unique for each network, the architecture does not scale well as the number of
network access points increase, increasing with it the population of mobile
terminals that can be served and consequently, the load presented to the
control points. Last, emerging high speed wireless protocols require low-
latency control by the control point which is not possible due to the transmission
and queuing delays between the control points and the network access points.



and queui ng del ays between the control points and the network access points.
WO 02/ 087169 4 0 4 OCT 2005 PCT/US02/12191 [1010] Additionally, because the
roquter' is connected to one or nore network access points, the r olih SE7 J085
failure reswdomosrreof ai l ure of users' service in the area secvagobiritihe one
or nore network access points.connected to this router. DI SCLOSURE OF

| NVENTI ON [ 1011] Applicants provide a solution to the shortcom ngs of the
previously described architecture by distgibuting the functionality of the
control points and allow ng the co-location of a control point with every
network access point. The architecture proposed by the applicants is
further optipm by co- @l i nt s, Wi t Ss
poi nts and c,[glr)lfér’lgl poi nt s}dﬁﬁ%%%*g ul‘r'%:%‘%gin%ru?” Bgnégt%tdlq&#@;& rAof

ar chi t ect ur enetmariopscesppointd, ithy radier's dailLee seswtcin falwess yssrstsamdge lire
connected to, nore than e, of the routers. I%T.RI EF DESCRI PTI ON OF DRAW NGS
[1013] Fi gur BEABASREVeS BY 1R ADP G MOt HRIVETK BGeess AP cRrnasiek R thigiat o
network. [104#hefigure 2 shows a conventional nultiple-router wreless
packet data network. 11015] Figure 3 shows a single-router wrel ess packet
data network, according to the present invention. [10161 Figure 4 shows a
multiple-ro =e 1 A a network, according to one enbodi nent
of the pres - gure 5 shows a multiple-router wreless
packet data network, according to another enbodi nent of the. present

i nvention. Q 2005 WD 02/087169, PCT/ U502112191 5

[ 6111 Applicants provide a solution to the shortcomings of the
previously described architecture by distributing the functionality of the control
points and allowing the co-location of a control point with every network access
point. The architecture proposed by the applicants is further optimized by co-

locating foreign agents with the network access points and control points.

. [1012] Furthermore, if a particular architecture employs a plurality of
routers, each access point may be connected to more than one of the routers.

BRIEF DESCRIPTION OF DRAWINGS

[1013] Figure 1 shows a conventional single-router wireless packet
¥
data network.

[1014] Figure 2 shows a conventional multiple-router wireless packet
data network.

[1015] Figure 3 shows a single-router wireless packet data network,
according to the present invention.

[1016] Figure 4 shows a multiple-router wireless packet data network,

according to one embodiment of the present invention.

[1017] Figure 5 shows a multiple-router wireless packet data network,
according to another embodiment of the present invention.



Modes for Carrying Qut the Invention Figure 3 [1018] Figure 3 shows a
single-router wireless packet data network 300, according to the PpesEt
‘invention. 11019] A user ternminal 302 is configured to transnit and recei@@
wirel ess dMA298¢kets. There is plurality of network accessP@E@U$R42804- 308,
each being configured to transmt wreless data packets to, and to receive
themfrom the user termnal 302. A router 310 is capable of transmtting
data packets to, and receiving themfrond the network access points
304-308. Figure 3 shows the situation in which a user termnal is |eaving
the area served by first network access point 304 and is entering the area
served by s foP e @¢¢ IR8hAbn 306. [1020] There is a plurality of
control poi - : i art, each control point is
configured to nmanage a wireless |ink 318-324 between the user term nal 302
and the sel ect ed network access point 304-308. However, there are plural
control poi KE'%fQ-316 instead of a single control point 122. In this
invention, a user termnal is served by the control point that is

co-located with the first_network access point with which the user term nal
has establ {5H& comuni ERYERSSHOWS 8 seglerreuterwitrless prekrimipta netwetke

exanpl e of @(9lércgoéﬁinéj%Q‘etaﬁggg%ag{-m%ﬁg?ﬁ_s currently connected to both

network access’ polnts he first network access point to
serve the user termnal was network access point 304, the control point

point 514 UFI Thi's oSt BANMALEPR ST Eottanefde RAREmit e iR  ne
networ k W | lwipgles®abt0hhcKbLOY Thekd 1 @ty of neWk%@be@QPBﬁﬁs’Bd)&J%O@Jar ing
the | oad between the control points. Furthernore, a failure of a control

poi nt woul d eaffybeing seniigwediodransaifiaiepsséataapckyts to, apdinrceivgtitnhe
pCT) Usob1 1 2154 o eftise) TPl Sb3%iatraur s fh calil Banaditii data o celect
a network  packets to, and receiving them from, the network access points 304-308.

Figure 3 shows the situation in which a user terminal is leaving the area served

by first network access point 304 and is entering the area served by second

network access point 306.

[1020] There is a plurality of control points 312-316. As in the prior
art, each control point is configured to manage a wireless link 318-324 between
the user terminal 302 and the selected network access point 304-308.

Hoﬁvever, there are plural control points 312-316 instead of a single control
point 122. In this invention, a user terminal is served by the control point that is
co-located with the first network access point with which the user terminal has
established communications for a particular data exchange. In the example of
Figure 3, user terminal 302 is currently connected to both network access
points 304 and 306. If the first network access point to serve the user terminal

was network access point 304, the control point will be control point 312.
Otherwise, the control point will be control point 314, Using this convention
multiple user terminals accessing the network will be controlled by a plurality of
control points thus sharing the load between the control points. Furthermore, a

failure of a control point would only affect the user terminals served by it, rather

than the entire population of user terminals.



access point 304-308 to communicate with the user termnal 302. In Figure 3,
first control point 312 has selected first network access point 304)&§CT e,
net work access point to conmunicate with the user term nal 302. However, as
user term nvaboB@21deeaves the area served by first network aeceasopoipt 304
and enters the area served by second network access point 306, first
control point 312 selects both network access points 304, 306 to

conmmuni cate with user termnal 302. Firstgcontrol point 312 then selects
only second network access point 306 to comrunicate with user termnal 302,
t hus effectijig2a] soft hanBatl confol point®8h243d6 ipcontigdéeal t:ra;plec&taamamdntrol

even. after the proce ended y, transfer .co sec
control poi nBC&Y! P?Hfégggﬁﬁﬁ%@%muﬁfc ¥NEE® Y61 t‘%@'éaawé)n@ ’tg'ﬁﬂrep ocess
just descri begst d@mrorsam BSQEHG%'éeﬂé’ét@d'f?stcrﬁaﬁt@ok{@%cests%dfh{@dm§Q¥hémVeS into
the area served & hird network access point 308. The operator may

establ i sh anye Ceas Pedtiewonypudisals withithe ugaeterminal 392ai oweyen 86 i n

the current f.lggf J'rh cﬁ&%%l%ﬁ@ew?h §ér@8§fb rflrggﬁétww ?c%}?éﬂﬁ 304 QRk" ©!

point. [1022 'S hot e only SSI I'é even rlggers a
deci si on on \shédrbehe acea eemem osecand matvadnle acoesepdint 806/ first pomtnd! pwintt o

transfer cotrol th control point o] harln,,f i lure of a
control poin Cq% RBT {WRS"}CGEF’% PHH%BF?Q g@% QEH '?%@ F3k'r to
determ ne V‘h‘?é‘mﬁtﬁal 302 9PRSt @orﬂﬁﬂ'p%rrﬂrsm]{ﬁ@ﬁ?delé&é Bﬁl)ﬁséﬂbth'd nétwolk aé&el such
as Internet Engineering Task Force RFC gackets destined to user

term nal 302 PaiEd J06UOPMMORioade Wth uszememna Zdhus effepiingma softhansiefir ent | y
control co s?%&ﬁt?&iod’*ﬁttﬁﬁé’ﬁﬁg Fe‘?cfg ﬁ‘c%ﬁ'trol éx‘?@na{té%‘é] arﬁ@%@ﬁggéhpgﬁt&”i k

access point s onmuni ca aser term ef ent
fromthe commay tram;fer contskiocssiond omitmbphmt 3ddeShingosortrol pointdyt 6beas he
sanme. [1025] I red ach cont.ro be confi d.to select a
rural 1y of MRbHRSS 1ok B8 BiaseRRgBtreiiber Bii R SBRARIREE BrR UERE Lser
040 CT 20Q6m\iRaPZDD BN iRThdSéa k&hdd by third network access point 308.

The operator may establish any convenient method for determining when to

retain control in the current control point and when to transfer control to another .

control point.

[1022] Soft handoff is not the only possible event which triggers a
decision on whether to retain control in the current control point or to transfer
coptrol to another control point. Load sharing, failure of a control point, and
sirhifar considerations may be used by the operator to determine when to
trigger a decision.

[1023] Using a mobility protocol such as Internet Engineering Task
Force RFC 2002, packets destined to user terminal 302 are routed from router
310 to the control point that currently control communications with user terminal
302.

[1024] The actual network access point used to communicate with the
user terminal may be different from the control point's associated network
access point, or may be the same.

[1025] If desired, each control point may be configured to select a
plurality of network access points to concurrently communicate with the user



7 termnal. In this case, all of the selected network access poi n n'? ﬂ‘g
different fromthe control point's associated network access point} 4&{:
‘of . the' selected network access points may be the sanme as to contr ol point's
associ at edWAHIBT ¥2access point. 11026] Each control point REl/UBe/12191

configured, if desired, to cache data |ink protocol information for the
user termnal during periods when the user termnal is not assigned a
traffic channel. If this is done, the caching control point nay be

associated with the network access point first used by the user termnal,
with the netl@gninaictietiis s@walhnge@@wtwnewrhﬁrceﬁépmnﬁmayobe any ot her

point. Fi gwﬁﬁérem@m td 8%ifolD oﬁ@%‘éﬁsﬁs@g@é@ nB?]\ﬁokaéEc%rSF‘Moﬁrﬂ' Snséné’B‘FF-%Zdat a

network 400, according to one resen vent ron 8] A
user term naeteldrﬂéd|rtetworkfagmsscpdimStmay1bmtheaacherasm gentrolipaemitsss dat a
packets. There is . a ra Ity of network access points 404-412, each

confi gur ed tQPSPF!i’rﬁ%ﬁir?’P WTM%‘?%S@Q{ M packets to, and to receive themfrom
the user term nal 402. There are one or nore routers 414-416 capabl e of
transmtting data packets to, and receiving themfrom the network access

poi nts 404- J1026]Each net adh cardiss pojdinmy e gonfigures, §siesiedete eashertataone

router 414- agent
418-420 is g'é%&: t]cfeé rﬂ&ﬁﬂga rodttg‘?”giﬂ%ﬁ%’%ﬁ‘ﬁﬁﬁ'o%qﬁ?m hgéngul ate
packet s desttenathadl (5 nstessdigned aadatfio elgara’teer ¢fahist it idnee tha Oacﬂmg(ebmroldest I ned
to the current, care-of addres he user, termnal. This aéigﬁss is the

of
address of tPRINY &Y a%%f&'ﬂ‘eaa\"ﬂb REIWRT I ACETRS Q‘HHW@F us® Be4Eef s

control I'ing teﬁﬂﬁﬁﬂ%ﬁﬁih@ﬁéhﬂ&r&%&@@s Eéﬁﬁ Iés@ﬁ.n@bﬂfﬂy th&NReh Baiaa, 8o8RY may be
connected to the 'sane router as the home agent or to a different router.

The use of hether paiént s and foreign agents is well known to those skilled in
the art and is described in such nobility protocols as |Internet Engi neering
Task Force RFC 2002. O4 OC T 2005

Figure 4

[1027] Figure 4 shows a multiple-router wireless packet data network
400, according to one embodiment of the present invention.

[1028] A user terminal 402 is configured to transmit and receive
wireless data packets. There is a plurality of network access points 404-412,
eagp configured to transmit wireless data packets to, and to receive them from,
the user terminal 402. There are one or more routers 414-416 capable of
transmitting data packets to, and receiving them from, the network access
points 404-412. Each network access point 404-412 is connected to only one
router 414-416. There are one or more home agents 418-420. Each home
agent 418-420 is associated with a router 414-416. The home agents
encapsulate packets destined to user terminals registered with thent in packets
destined to the current care-of address of the user terminal. This address is the
address of the foreign agent co-located with the controf point that is controlling
communications with the user terminal. The foreign agent may be connected to
the same router as the home agent or to a different router. The use of home
agents and foreign agents is well known to those skilled in the art and is
described in such mobility protocols as Internet Engineering Task Force RFC
2002.



WO 02/ 087169 PCTI US02/ 12191 8 [1029] There is a plurality of foreign agents
422-430. Each foreign agent 422-430 is also associated with a netwdéIgCT 2005
access'point 404-412 and a control point 432-440. Each foreign agent is
confi gured wo megaive packets for wuser term nals currently Poairs2semwyed by
the control point co-located with it. The foreign agent receives packets
destined to it. If these packets contain packets destined to such user
termnals, it de-capsul ates these packets gand forwards themto the control
point. [1030] There is a plurality of control points 432-440. As in Figure
3, each conf0&9]poi nt 433?he¢e0isi$plasﬁﬁxcb&fcueigmageras dePwiik Eacleﬁyeimi nt

404-412. Each .c point 432-4 0 iS,,C ured to selec nor e
networ k- accedbenARAT0RE Ao S G & e Apaens LBl e Aoz
Each control gegtrot poihB232430. é.c_eidﬂfdi@lgn%y@‘nlt HiEEdiduleded ptive bhacliadtessr |1 nk
442- 448 between the  user term nal and the selected network access point

or points 408581 termingle Cug@nﬂv@uemngrvad?yttha@%‘é@yﬁomhced%ﬁl}ﬁddfath Bn with
the rest of tm{aﬁé'&ﬁabﬁefen ?\]Z’ér%gam el H?%M%to[li'oﬁ%?% BaSRS ¢ ﬁ%’ﬁletV\Drk

access point nmay be e sane as control 'point'
associ at ed nqtashets dastiesd tpauch useFternfiifis 2 dEaxspsataies Uteamomzmkemmgnhe
configured t sel etwork access points to concurrently

of .,
communi cat e rﬁﬁ?‘%@?%%%ﬂ“ QIIPO'T" so, all of the sel ected network

access poi nts may be different fromthe control point's associated network

access point, or one of themmy be the sane. [1033] Follow ng a_handoff,
control may EVG30r renai nThare e plurglity of coglalpaintsybig#4er Asdp Figure 3,

transterred t%}%%n%“é@fﬁ't 48?—@}09% 5 §{:i%§{rgwﬂhtd‘n%tﬂf‘orﬁﬁ¥’!ce£§g§ﬁ Egﬁ‘iﬂ%ss

point. As in the apparatus 0 operato any
conveni ent medubdcdrdrol geird 4 4lisvdeniiguced &t sélacitomd oomare risheorkcaraesst

control point a e transfer con nothe ntrol point. so
as in the appf%?r“ﬁﬁ % 4]1 iﬁ%ﬁ?@”ﬁ’ '%?tw'ﬁhﬁ‘&dﬁer SHBR ‘i}(ﬁ% Eﬂpb CSB?QF BPEt event
whi tch | tri gg?m @é%@'%cﬂuﬁhéﬁ cOnfighte N6 imarthdech Airdi S NI0442-24BR 1w EER BN
control point or
P user terminal 402 and the selected network access point or points 408-410.
The user terminal 402 thus stays in communication with the rest of the network

450 even when moving.

[1031] The selected network access point may be different from, or

the same as, the control point’'s associated network access point.

[1 0532] Each control point may be configured to select a plurality of
network access points to concurrently communicate with the user terminal. If
so, all of the selected network access points may be different from the control

point’s associated network access point, or one of them may be the same,

[1033] Following a handoff, control may either remain in the original
control point or may be transferred to the control point associated with the new
network access point. As in the apparatus of Figure 3, the operator may
establish any convenient method for determining when to retain control in the
current control point and when to transfer contro! to another control point. Also
as in the apparatus of Figure 3, soft handoff is not the only possible event which
triggers a decision on whether to retain control in the current control point or to
transfer control to another control point. Load sharing, failure of a control point,
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transfer control to another control point. Load sharing, failure of a
control point, 0 4 O CT 2005 WD 02/087169 PCT/ US02/ 12191 9 and si rqu 00
.consi derations may be used by the operator to determ ne when to t 38&1 g
deci si on. WID@4B716m any event, each control point may be fuerChesi2xNdl gur ed
to cache data |ink protocol information for the user term nal during
periods when the user termnal is not assigned a traffic channel. This may
be done in the control point associated gith the network access point first
used by the user termnal, |last used by the user termnal, or any other
control poi nand BimjlareohsidedaiinsHingy be iweshopthenopeiiatoploedatetrhine wherless'
packet data network 500 according to another enbodi nent of the present

i nventi on. tigggjageﬂsg I‘ess serving area of the wireless packet data
network 500 is covered by a plurality of network access points 502, five of
whi ch 502(1) 502(2), 502(3), 502(4), and 502(5) are shown for |Ilustrat|on
pur poses. THE034ket wor k adﬁé@y%’@ﬂhteﬁmrﬁﬁpgﬁﬁmf@ub@@ﬂb@&CPQMQHTQ’ ¥ gnal s

over a1 or vegdtnd 4B ER bl PR B AL Sueh S S RBLSuP, and

receive signals reverse W el ess rom-a user
term nal s 51fe Lfmhemrmhmbnsmotmsmdm)iramcmnhel c'ﬁhrsemaycﬂ)etdorm |p|theal ity of
packet routers 5 ach ec@wﬁ%l on b en ang pac 506 and any

network acceSt ﬂ‘?ﬂn $Fsorié tﬁ%lné FoY 5?‘“&’? !EHQ%'&WB exchange

of data paCkl‘étrﬁunaThlﬁsp@%b%tﬁé’l:lé@r’t%rrﬁﬂ'@tl %r%rﬁpaﬂh%%eﬁtrbppé.hﬁ rest of the
network 508. Furthernore packet routers 506 may be connected to one

anot her. [1037] A packet destined to a user 516 through the network 508 is
provi ded tog Oé\g—:r the routers 506, e.g., router 506(1). The 'deci sion, which
router 506 t Se is made in accordance with routing protocols such as Open
Shortest Path First (OSPF), Boarder Gateway Protocol (BGP), and ot her

Forvar gs. { néT0ARket L0 a MBS Ba0nrs FuopHPIcrcadel iEiFan Rirehaarbaeaonm

506(1). 500, according to another embodiment of the present invention.

[1036] A wireless serving area of the wireless packet data network
500 is covered by a plurality of network access points 502, five of which 502(1),
502(2), 502(3), 502(4), and 502(5) are shown for illustration purposes. The
network access points 502 are configured to transmit signals over a forward
wireless link 518 to a plurality of user terminals 516, and receive signals over a
reverse wireless link 520 from a plurality of user terminals 516. Each network
access point 502 is connected to a plurality of packet routers 506. Each
connection between any packet router 506 and any network access point 502 is
configured to provide a bi-directional exchange of data packets. The packet
routers 506 are connected to the rest of the network 508. Furthermore, the
packet routers 506 may be connected to one another.

[1037] A packet destined to a user 516 through the network 508 is
provided to one of the routers 5086, e.q., router 506(1). The decision, which
router 506 to use is made in accordance with routing protocols such as Open
Shortest Path First (OSPF), Boarder Gateway Protocol (BGP), and other
routing protocols known to one skilled in the art. The packet router 506(1)
forwards the packet to a home agent 510(1) associated with the router 506(1).
The home agent 510(1) is configured to maintain track of user terminal 516
current location in the form of a care-of address. The care-of address is an



The hone agent 510(1) is configured to maintain track of user termnal 516
current location in the formof a care-of address. The care-of adddé&g§Til8han
0 4 OCT 2005 WD 02/087169 PCT/U502/12191 10 address of a foreign agent 512
co-| ocat ed wvworsgi@ccess point that serves the wuser term natCBUS2/1Tive use
of honme agents and foreign agents is well known to those skilled in the art
and is described in such nobility protocols as Internet Engineering Task
Force RFC 2002. The hone agent 510(1) then gpcapsulates the packet into a
packet destined to the care-of address of the user termnal 516, (e.qg.,
forei gn agent &id(e¥s)ofantbregnisgdid i@napsated adthpbeleetess pointghat sdrees the

502(3) . [ 1035] LERbITERE KAt 19 L56 RE ABEH A0LR S B S ORISR & BT ABRHE to
512(3) will deﬂﬂfk@ﬁ&ﬂ'é@rﬁtﬁe“ﬁ%ﬂ@@&@ééﬁt%& PRSI mamitd ?w\%r:elst&eur@@«%et

destined for transm ssion to user termnal 516 to a con ol nt 514(3)
associ ated wi t Engineatiawbask bomes8Fpoz002.50R¢ Homer ﬁgeﬁbﬁl (BGI) tbem encapaaies

control . handofte PaRFIEs PRaeARiediiie caheRARTRE UG RIS

ordinary skill 18n(d.89¢ f@l’di?(n Ebent:@mmq))l ambsenhdS I ébucépsmafe%péth%eghfor
transm ssion to the net access point(s) 502 that currently provide a
wireless |ink the Fﬁ@n%‘é@” @@Mﬁ%tpemkei s aeys ﬂeﬂé%ﬂltbéd"e"‘("ﬁ’ék gseRss pount
termnal 516 is§ ggved by the control point 514(3), which is co-I|ocated
with the netvvork c,)cess poi nt 502(3), with which the user term nal 516 has
est abl i shed conmmuni cati on. However, as depicted in Figure 5, the user

termnal 516 i ing fro he ar .se ve e net ces |0t
502(3) to the I:‘ng\iser ved by P¥™ rg{: gwgcggcga}'pps&%\{ad n&%‘%ﬂlﬁhg%rel@%ﬁgéﬁ
poi nt 514(3) new2 E|&$e—bh8amu|&ieetﬁ@ éﬂd&bSuﬁal@d@ﬁdkéﬂ@nd feivdratihe patietr k

access points 502 nd 50 I n one enbodi nent, onc the user, term nal
516 | eaves thedﬁsi,‘a‘%gg?ﬂﬁé%”%%‘sﬁw ‘ﬁ’e‘f%r‘ﬁ“ﬁk’f‘@é?éﬁﬁ%ﬁn@omﬁﬂ%‘?t $¥Blhe area

served by the ngkwehkedGBtheRRINbICALAS pdiRESERRS I TheRritfol point 514(3)
manages the wireless links 518(3) and 520(3). Management includes power
control, handoff, and other management functions known to persons with
ordinary skills in the art. The control point 514(3)} forwards the packet for
transmission to the network access point(s) 502 that currently provide a
wireless link to the user terminal 516.

[1939] As described, the user terminal 516 is served by the control
point 514(3), which is co-located with the network access point 502(3), with
which the user terminal 516 has established communication. However, as
depicted in Figure 5, the user terminal 516 is moving from the area served by
the network access point 502(3) to the area served by a network access point
502(4). The control point 514(3) now manages the wireless links 518 and 520
for both network access points 502(3) and 502(4). In one embodiment, once
the user terminal 516 leaves the area served by the network access point
502(3) for the area served by the network access point 502(4), the control point
514(3) continues to manage the second network access point 502(4). in
another embodiment, the control point 514(3) transfers the management to the
control point 514(4), once the user terminal 516 leaves the area served by the
network access point 502(3) for the area served by a network access point
502(4). Furthermore, although a two access points 502 handoff was described,



514(3) continues to manage the second network access point 502(4). In

anot her enbodi nent, the control point 514(3) transfers the managenent to the
control point 514(4), once the user termnal 516 | eaves the area S@ép@g @y
the network access point 502(3) for the area served by a network ;
poi nt  502(Wd.02@8meéher nore, al though a two access points 5020ra0Pefigiohas
described, 0 4 OCT 2005 WD 02/087169 PCT/ US02112191 11 each control point
514 may be configured to nanage a plurality of network access points 502 to
concurrently comruni cate with the user tenfmi nal 516. [1040] Although two
particul ar enbodi nents were described, due to distributed nature of the

net wor k 500 &@aghamicepeint ildroanheconfipused tohaanage woplkralite phoeiwargy

it Y S e R LN e i o Y
control point 514. Consequently, the actual network access point 502

corm 554 naBl ot i EeRane parud bR S e el
[1041] Soft handglfed Satlfd ofiPr% REWGI0866 'a?iheccﬁ?'{@&? frﬁé’{cohhégljlﬁﬁg?tht%o deci si on

on whether to retain control in the curfent control point 514 or
t ransf er contraiwotlooperatdrenay estatdish geiyrcoryenient osethotidot deterhwingiwbenftoa

control point,51 n im | ar considerat.i be used th rat or

Lo deter nt ne ettt 0B g chMenfERR AR Sk el (finslt (ORRTRELS Ty
be confi gur ecandthedssitrct poirt & 1gadbensetpiently thie autaalosstivorhocegt peint 502 t he
user termnal 516 durl,ng peri ods when the user term na f516 I S not assigned

. m nal
a traffic chaammnunicatipgvwgtn heqses teimisakatdimay be grtarent fremihe soatrehy be
associ ated w bkt a Qs Hdisit
term nal 516,&\/?\?1%%%% ﬁ%%t\%?@ﬂg%?gg@%ﬁ nt gféﬁrﬁa%qgﬁmeé%géﬁ%ér
termnal, or any other network access point 502. Industrial Applicability

can be made’ Kl Hsed.  whengtdi et ofb el aiBel fariitpt ™
decision on whether to retain control in the current control point 514 or to
transfer control to another control point 514. Load sharing, failure of a control
point 514, and similar considerations may be used by the operator to determine
when 1o trigger a decision.

[1042] Each control point 514 may be configured, if desired, to cache
data link protocol information for the user terminal 516 during periods when the
usgr terminal 516 is not assigned a traffic channel. If this is done, the caching
control point 514 may be associated with the network access point 502 first
used by the user terminail 516, with the network access point 516 last used by
the user terminal, or any other network access point 502.

Industrial Applicability

[1043] The present invention is capable of exploitation in industry,
and can be made and used, whenever a distributed packet data network
providing mobility is desired.

[1044] Several examples and modes for practicing the present
description are described herein. However, the true spirit and scope of the
invention are not limited thereto, but are limited only by the appended claims
and their equivalents.



providing nmobility is desired. [1044] Several exanples and nodes for
practicing the present description are described herein. However(4t0td Hbue
sptrit and scope of the invention are not limted thereto, but are limted

only by thewanppefigsl clains and their equivalents. 0 4 CCT g8pPpsidiaion
02/ 087169 PCTI US02112191 12 CLAIMS 1. A wirel ess data communi cation system

apparatus, conprising: a plurality of network access points, each of said
plurality of network access points being gonfigured to: comunicate with at
least two of a plurality of routers; and conmmunicate with at |east one
remote user. 2. The wirel ess data comrummMSm system apparatus as cl ai med
in claiml, further conprising a plurality of control points, each of said
plurality of control points being associated with one of sai d plurality of

netvork acoese POl NiwirdlosE R bRIrATCHRT S FABRIBLEAIAD B RIGPPar at us

as clainmed in claim?2, wherein eac sal d contro oints is
configured to conta pluralityod metmbdcadasssipsinieceach of saldtpllmmhtyoﬁ refivork

plurality of network acgess e at, | east one renote user. 4. The
Wi rel ess data comuni ca%‘(r? SERéE‘%fH%@gPé{']%GQéOm aimed in claim2, wherein
each of said plurality edmenuHicte with mtl@amsmﬁtp@rfagurramytd! rétipgfad control
over said at |east one of the Iuralltfys/I network access point to a

aklea

different control poi nt CoOmMUpiEalg;wit) He®ne FRIRAteUSRIt i on syst em apparatus’
as claimed in claim1l, further conprising: a plurality of routers; and a
plurality of home agents, each of said plurality of hone agents bei ng

associ ated wid.h one dheswaireleps ulatd coyruinicatigresystem apparatus as claimed in

claim 1, further comprising a plurality of control points, each of said plurality of
control points being associated with one of said plurality of network access

points.

3. The wireless data communication system apparatus as claimed in

- claim 2, wherein each of said plurality of control points is configured to control a
communication between at least one of said plurality of network access points
and the at least one remote user.

4. The wireless data communication system apparatus as claimed in
clgim 2, wherein each of said plurality of control points is configured to transfer
control over said at least one of the plurality of netwark access pointto a
diﬁerent' control point.

5. The wireless data communication system apparatus as claimed in
claim 1, further comprising:

a plurality of routers; and

a plurality of home agents, each of sair plurality of home agents being
associated with one of said plurality of routers.

6. The wireless data communication system apparatus as claimed in
claim 1, further comprising:

a plurality of foreign agents, each of said plurality of foreign agents being
associated with one of said plurality of network access points.



6. The wirel ess data comuni cation system apparatus as claimed in claimi1,
further conprising: a plurality of foreign agents, each of said pl \Lpgab([i‘.]tmﬁof
forei gn agents being associated with onfrj of said plurality of networ :
access points. 13 0 4 OCT 7005 7. A wireless data communi cati on system
apparatus, conpri si ngvz lurality of. network access goi nts, each of said

plurality of retwork™ig BHORAUPISEHEN SYRIENY PR 31YS: COMRIEIGate with a
plurality of routers; £ [ r F LS, ] '
plurality of contr oﬁspiﬁﬁyg @gﬁ&@lk é{;l@seseggipg’?{e}%f %%rﬁet)ﬁééﬁﬁlﬁgﬂl%efo?%@a Ft y of
net wor k accessagsesnpoinig belfigecatifiggired 4o:dat a conmuni cati on syst em appar at us
as clainmed in claim7, wherei ntiheac Iuralci'ety of control points is

f id
configured to cont FOIMBUNCEEWMIEP %ﬁ“%iﬁ%‘é‘ '%t%N%ast one of said

plurality of networkpresiftyof B8hitb! p@ﬂf!s,@bch%%bi@?@_rélﬁ?%%o%@f poiits B&Rg
Wi rel ess data comuni cation system apparatus as clained in claim?7, whérein

each of said psspaiated with crenof sdid pduratity ofnatenfk gocess points.ansfer control
over said at |least one of the plurality of network access point to a
different control point. 10. The wirel ess data comunicati on system
apparatus as d.ai med The wireleas Tatd comnhamicatinn $ydtam appplatunbs claimkedfior ei gn

of sart pi ur ki) brRetifecteel B S RBGPLRLEE BRSTENRT ibPelE

syst em appar atogsnmanitaticBibigveed atliatsalonkyofafaid ?Mréﬁ@;of&eﬂ%bﬂﬁété%sqﬁoint
networ k access points, each of said plurality of network access points
bei ng confi guridl 2lJe2sLaMe FRERILUSE h at | east two of said plurality of
routers; and comrunicate with at |east one renote user', and a.plurality of
control points, each of said plurality of control points being

9. The wireless data communication system apparatus as claimed in

claim 7, wherein each of said plurality of control points is configured to transfer
control over said at least one of the plurality of network access point to a

different control point.

10. The wireless data communication system apparatus as claimed in
claim 7, further comprising:
a plurality of foreign agents, each of said plurality of foreign agents being
associated with one of said plurality of network access points.
¥
171 A wireless data communication system apparatus, comprising:
a plurality of routers;
a plurality of network access points, each of said plurality of network
access points being configured to:
communicate with at least two of said plurality of routers; and
communicate with at least one remote user; and
a plurality of control points, each of said plurality of control points being

associated with one of said plurality of network access points.

12. A method for data flow control in a distributed data communication
system, comprising:

receiving at a router data intended for a remote user; and

transmitting the received data o a foreign agent, the foreign agent being
associated with a network access point, whereby access point is configured to

communicate with a plurality of routers.



associated wth one of said plurality of network access points. 12. A nethod
for data flow control in a distributed data comuni cati on systen‘hA 00
conpri'sing: receiving at a router data intended for a renote user; aprl;c]
transm tti ngwbhenkgeei ved data to a foreign agent, the forei gpcgaspiifiei ng
associated wth a network access point, whereby access point is configured
to communicate with a plurality of routers, 0 4 OCT 7005 WO 02/ 087169

PCTI US02112191 14 13. The nethod as clainmedjn claim12, wherein said
transmtting the received data to a foreign agent, the foreign agents being
associated wth a network access point conprises: providing said received
data intended for the renote user to a honme agent, the hone agent being
associ ated wi t13.t he rdileeinethiod ag clamesidniogaimd e awhe min saist wansmiting the

networ k accesaoss APLaid Peiafiedleh e PRt B FoRgpds et iifa oo o
at | east two -asstessk petedspbiit eonfirgesed to communicate with a plurality of

routers; and transmtting fromthe at |east two network access points the
received data to tP@vVEnNgsald meeiahdatadnieskieddor die empiesysardatd BPMBoi nt

the first cont P ' ' It access point. 15.
t é&t%h 91 .
The net hod as E(ri: arlj h@c?jﬁ%m%% m 14; g%@?%wfdr annti‘}n w\ﬁsl‘from at least two
net wor k access points the received data to . the renote user under. a,control
of a first conlfol PdNAthod fes data HowCantiohin %&i‘ﬁﬁf‘b%@drfgatéwmé!ﬂ@@t‘w‘th a
network acces i ﬁ%' es: transmtting fromthe at | east two network
access points ?%%&lrngtggl e IM%ata to the renote user under a control of the
first control pointreddieng iat dast twd metworkoactesb gioketsadeda dntenddd vior & remetef
the at |east two network acces g_oi nts conmunicatiqon wth %.he renote user.
user, whereby each of said at least two access points Is configured to
communicate with a plurality of routers; and
transmitting from the at least two network access points the received data
to the remote user under a control of a first control point, the first control point

being associated with a network access point.

15. The method as claimed in claim 14, wherein transmitting from at least
two network access points the received data to the remote user under a contro!
of a first contro! point, the first control point being associated with a network
access point comprises:

»  transmitting from the at least two network access points the received
data to the remote user under a control of the first control point, the first control
point being associated with one of the at least two network access points

communication with the remote user.

16. The method as claimed in claim 14, further comprising transferring
controt from the first control point to a second control point.

17. The method as claimed in claim 16, wherein said transferring control
from the first control point to a second control point comprises:
transferring control from the first control point to the second control point,
the second control point being associated with one of the at least
two network access points.



16. The method as claimed in claim 14, further conprising transferring
control fromthe first control point to a second control point. I Dﬂ"‘]ﬁ]g%
method as claimed in claim16, wherein said transferring control ffrom
first contwadop@arie to a second control point conprises: tragpisiyizig
control fromthe first control point to the second control point, the
second control point being associated with one of the at |least tw network
access points. 0 4 OC T 2005 WD 021{)8714g PCT/US02/12191 15 18. A nethod
for data flow control in a distributed data comruni cati on system

conpri sing: rigei vi nd mettodiiet datkflae ceatropini atiistrétted niatan doshnuwriicatiorenot e
user; and transmtti ng fromthe network access point the received data to
the renote GYETRIPPESIBBntrol of a first control point, the first control

poi nt bei ng aSSOC'@E@i@l | 4tha h@ﬁrvd(]ﬂ:a“rﬁg mﬁSﬁﬁ%ﬁt F?ftéﬁdecﬁﬁ)raﬁé% Red: &

clainmed in claim18, rein sail ttlng rom e net r access
poi nt the recei vectrajmtttng frorm them\aomasamntahemewmed data o thier st

access point conpr | ses erTARMRL bPARR pBR ORI SPREELINLE e AR Splfter

received data to the rgiintiseingeissuielfid Witk oivé hetwark ddzess polt. contr ol
point, the first control point being associated with a netwrk access poi nt

different fromsaid transmtting network access point. 20. The method as

claimed in clgm 18, EHrthfF\rodcaggpélrﬁé@?m bR B WHedin BRI traRbmittiRg ol 11 st

control point t 0 a second cont
the network access point the recelved data to the remote user under a control

of a first control point, the first control point being associated with" the network
access point comprises:
transmitting from the network access point the received data to the
remote user under a control of the first control point, the first
control point being associated with a network access point
different from said transmitting network access point.

20. The method as claimed in claim 18, further comprising transferring
control from the first control point to a second control point.



