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SYSTEM, METHOD, AND COMPUTER PROGRAM PRODUCT FOR
EXCHANGING TRANSACTION DATA

BACKGROUND

1. Field
i00014] This disclosure relates {o transaction processing and, in some nondimiting
embodiments, o systems, methods, and apparatus for exchanging transaction data

when a connection to a transaction service provider cannot be established.

2. Technical Considerations

[0002] Many events, such as auto shows, farmers markets, and the like take place
in locations where network connectivity may be limited, unreliable, and/or non-existent.
As a result, parties to transactions in these locations may forego the use of electronic
payment processing methods and revert {o ftraditional paper-money based
transactions. Similarly, local area networks (e.g., via Wi-Fi® networks and/or the like)
that enable communication with a payment processing network (g.g., via the Internet)
may suffer from interference as the amount of devices connecting {o the local area
network increases, resulting in slowed or impeded nefwork connectivity. In this
situation, parties may forego the use of electronic payment processing methods.
Presently, systems and methods do not exist which are able to efficiently and
effectively allow parties o engage in the use of electronic payment processing when
network conneclivity is impaired.

SUMMARY

(00031 Accordingly, and generally, provided are improved systems, methods, and
apparatus for exchanging transaction data.

[0004] According to a non-limiting aspect or embodiment, provided is a computer-
implemented method for exchanging transaction data, the computer-implemented
method comprising: transmitling, with at least one processor, a first public encryption
key via a near field communication (NFC) communication connection, the first public
egncryption key of a first computing device; receiving, with at least one processor,
fransaction data associated with a transaction at the first computing device via the
NFC communication connection, the transaction data associated with the transaction
comprising: a second public encryption key of a second computing device; and a
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fransaction identifier of the transaction, generating, with at least one processor, a
fransaction message associated with the transaction based on the transaction data
associated with the transaction and the first public encryption key; encrypting, with at
least one processor, at least a portion of the transaction message associated with the
fransaction with the second public encryption key, determining, with at least one
pracessor, that a network communication connection to a payment processing network
different from the NFC communication connection can be established; and
fransmitting, with at least one processor, the transaction message via the network
communication connection based on determining the network communication
connection to the payment processing network can be established.

[0005] According to a non-limiting aspect or embodiment, provided is a system for
exchanging transaction data, the system comprising: at least one processor
programmed or configured to: fransmit a first public encryption key via a near field
communication (NFC) communication connection, the first public encryption key of a
first computing device; receive transaction data associated with a fransaction at the
first computing device via the NFC communication connection, the transaction data
associated with the transaction comprising: a second public encryption key of a
second computing device; and a transaction identifier of the transaction, generate a
fransaction message associated with the transaction based on the transaction data
associated with the transaction and the first public encryption key; encrypt at least a
portion of the transaction message associated with the transaction with the second
public encryption key; determine that a network communication connection {o a
payment processing network different from the NFC communication connection can
be established; and transmit the transaction message via the nefwork communication
connection based on determining the nelwork communication connection to the
payment processing network can be established.

[0008] According to a non-limiting aspect or embodiment, provided is a computer
program product for exchanging transaction data, comprising at least one non-
fransitory computer-readable medium including one or more instructions that, when
executed by at least one processor, cause the at least one processor (o) transmit a
first public encryption key via a near field communication (NFC) communication
connection, the first public encryption key of a first computing device; receive
transaction data associated with a transaction at the first computing device via the
NFC communication connection, the transaction data associated with the transaction

Page 2 0f 78



Attormay Docket No. 8223-1805745 (3146W001

comprising: a second public encryption key of a second computing device; and a
fransaction identifier of the transaction, generate a transaction message associated
with the transaction based on the transaction data associated with the transaction and
the first public encryption key; encrypt at least a portion of the transaction message
associated with the transaction with the second public encryption key,; determine that
a network communication connection to a payment processing network different from
the NFC communication connection can be established; and transmit the transaction
meassage via the nelwork communication connection based on determining the
network communication connection to the payment processing network can be
established.

100071  According to a non-limiting aspect or embodiment, provided is a computer-
implemented method for identifying duplicate secure paymaent transactions executed
when a connection {0 a payment processing network cannot be established, the
computer-implemented method comprising: receiving, with at least one processor, a
first transaction message associated with a transaction from a first computing device,
the first transaction message comprising: a public encryption key of the first computing
device; and fransaction data associated with the transaction, the transaction data
encrypied with a public encryption key associated with a second computing device;
decrypling, with at least one processor, the transaction data of the first fransaction
message with a private encryption key associated with the second computing device;
determining, with at least one processor, the transaction data associated with the
fransaction corresponding io the first transaction message does not match transaction
data corresponding o a message stored in a database; determining, with at least one
processor, the transaction data associated with the transaction corresponding to the
first transaction message is received before a second transaction message associated
with the transaction; and processing, with at least one processor, the transaction data
associated with the transaction corresponding to the first transaction message.
[0008] According to a non-limiting aspect or embodiment, provided is a system for
identifying duplicate secure payment transactions executed when a connection to a
payment processing network cannot be established, the system comprising: at least
one processor programmed or configured fo: receive a first transaction message
associated with a transaction from a first computing device, the first transaction
message comprising: a public encryption key of first computing device; and transaction
data associated with the iransaction, the transaction data encrypted with a public
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encryplion key associated with a second computing device; decrypt the transaction
data associated with the transaction of the first transaction message with a private
encryption key associated with the second computing device; determine that the
fransaction data associated with the transaction corresponding to the first transaction
message does not maich transaction data corresponding to a message stored in a
database; determine that the transaction data associated with the transaction
corresponding to the first transaction message is received before a second transaction
meassage associated with the transaction; and process the transaction data associated
with the transaction corresponding to the first transaction message.

[0008] According to a non-limiting aspect or embodiment, provided is a computer
program product for identifying duplicate secure payment transactions executed when
a connection {0 a payment processing network cannot be established, comprising at
least one non-transitory computer-readable medium including instructions that, when
exacuted by at least one processor, cause the at least one processor to: receive a first
fransaction message associated with a transaction from a first computing device, the
first transaction message comprising: a public encryption key of the first computing
device; and fransaction data associated with the transaction, the transaction data
encrypied with a public encryption key associated with a second computing device;
decrypt the transaction data associated with the transaction of the first transaction
message with a private encryption key associated with the second computing device;
determine that the transaction data associated with the transaction corresponding o
the first transaction message does not maich fransaction data corresponding to a
message stored in a database; determine that the transaction data associated with the
fransaction corresponding to the first fransaction message is received before a second
transaction message associated with the transaction; and process the transaction data
associated with the transaction corresponding to the first transaction message.
i0010] According to a non-limiting aspect or embodiment, provided is a computer
implemented method for identifying duplicate secure payment transactions execuied
when a connection to a payment processing network cannot be established, the
computer implemented method comprising: receiving, with at least one processor, a
first transaction message associated with a transaction from a first computing device,
the first fransaction message comprising: a public encryption key associated with the
first computing device; and transaction data associated with a transaction, the
fransaction data encrypted with a public encryption key of a second computing device,
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receiving, with at least one processor, a second transaction message associated with
the transaction from the second computing device, the second transaction message
comprising: the public encryption key associated with the second computing device,
and transaction data associated with the transaction, the transaction data encrypted
with a public encryption key of the first computing device; decrypting the transaction
data corresponding to the first transaction message with a private encryption key of
the second computing device; decrypling the fransaction data corresponding to the
second transaction message with a private encryption key of the first computing
device; determining the transaction data corresponding to the first transaction
message maiches the transaction data corresponding {o the second transaction
message; and processing the transaction data asscciated with the ftransaction
meassage, the transaction data corresponding {o the first fransaction message, wherein
the first transaction message is received before the second transaction message.

[6011] According to a non-limiting aspect or embodiment, provided is a system for
identifying duplicate secure payment transactions executed when a connection to a
payment processing network cannot be established, the system comprising: at least
one processor programmed or configured to: receive a first transaction message
associated with a transaction from a first computing device, the first transaction
message comprising: a public encryption key associated with the first computing
device; and transaction data associaled with a transaction, the transaction data
encrypted with a public encryption key of a second computing device; receive a second
fransaction message associated with the transaction from the second computing
device, the second transaction message comprising: the public encryption key
associated with the second computing device; and fransaction data associated with
the transaction, the transaction data encrypted with a public encryption key of the first
computing device; decrypt the fransaction data corresponding to the first transaction
message with a private encryption key of the second computing device; decrypt the
fransaction data corresponding to the second transaction message with a private
encryption key of the first compuling device; determine that the transaction dala
corresponding o the first transaction message malches the transaction data
corresponding to the second transaction message; and process the transaction data
associated with the transaction message, the transaction data corresponding to the
first transaction message, wherein the first transaction message is received before the

second transaction message.
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i0012] According to a non-limiting aspect or embodiment, provided is a computer
program product for identifying duplicate secure payment transactions executed when
a connection to a payment processing network cannot be established comprising one
or more instructions that, when executed by at least one processor, cause the at least
one processor to: receive a first transaction message associated with a transaction
from a first computing device, the first transaction message comprising: a public
encryption key associated with the first computing device; and transaction dala
associated with a transaction, the transaction data encrypted with a public encryption
key of a second computing device; receive a second transaction message associated
with the transaction from the second computing device, the second fransaction
message comprising: the public encryption key associated with the second computing
device; and transaction data associated with the transaction, the transaction data
encrypted with a public encryption key of the first computing device; decrypt the
fransaction data corresponding o the first transaction message with a private
encryption key of the second computing device, decrypt the transaction dais
corresponding to the second transaction message with a private encryption key of the
first computing device; determine that the transaction data corresponding {o the first
fransaction message matches the transaction data corresponding to the second
fransaction message; and process the transaction data associated with the transaction
message, the transaction data corresponding {o the first fransaction message, wherein
the first transaction message is received before the second transaction message.

(60131 According to a non-limiting aspect or embodiment, provided is a method for
receiving secure payment transactions when a connection {0 a payment processing
network cannot be established, comprising: transmitting, with at least one integrated
circuit, a first public encryption key and transaction data associated with a transaction
o a computing device via an NFC communication connection; receiving, with at least
one integrated circuit, a second public encryption key and a transaction message
associated with the transaction via the NFC communication connection; and
appending, with at least one integrated circuit, the second public encryption key and
the transaction message associated with the transaction to a database stored in a
memory in communication with the at least one integrated circuit, wherein the at least
one integrated circuit is powered by an electromagnetic field generated by the

computing device.
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[0014] According to a non-limiting aspect or embodiment, provided is a near-field
communication {(NFC) transponder device for receiving secure payment transactions
when a connection {o a payment processing network cannot be established, the NFC
fransponder device comprising: at least one integrated circuit programmed or
configured to: transmit a first public encryplion key and transaction data associated
with a transaction to a computing device via an NFC communication connection;
receive a second public encryption key and a transaction message associated with
the transaction via the NFC communication connection; and append the second public
encryplion key and the transaction message associated with the transaction to a
database stored in a memory in communication with the at least one integrated circuit,
wherein the at least one integrated circuit is powered by an electromagnetic field
generated by a computing device.

(001581 According to a non-limiting aspect or embodiment, provided is a computer
program product for receiving secure payment transactions when a connection to a
payment processing network cannot be established, comprising at least one non-
fransitory computer-readable medium including one or more instructions that, when
executed by atl least one integrated circuit, cause the at least one integrated circuit to:
fransmit a first public encryption key and transaction data associated with a tfransaction
to a computing device via an NFC communication connection; receive a second public
encryption key and a transaction message associated with the fransaction via the NFC
communication connection; and append the second public encryption key and the
fransaction message associated with the transaction o a database stored in a memory
in communication with the at least one integrated circuit, wherein the at least one
integrated circuit is powered by an electromagnetic field generated by computing
device.

[00168] Further non-limiting aspects or embodiments are set forth in the following
numbered clauses:

[0017] Clause 1. A computer-implemented method for exchanging transaction
data, the computer-implemented method comprising: transmitting, with at least one
processor, a first public encryption key via a near field communication (NFC)
communication connection, the first public encryption key of a first computing device;
receiving, with at least one processor, transaction data associated with a transaction
at the first computing device via the NFC communication connection, the transaction
data associated with the transaction comprising: a second public encryption key of a
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second computing device; and a transaction identifier of the transaction, generating,
with at least one processor, a transaction message associated with the transaction
based on the transaction data associated with the transaction and the first public
encryption key; encrypling, with at least one processor, at least a portion of the
fransaction message associated with the transaction with the second public encryption
key, determining, with at least one processor, that a network communication
connection to a payment processing network different from the NFC communication
connection can be established; and transmitting, with at least one processor, the
fransaction message via the network communication connection based on determining
the network communication connection to the payment processing network can be
established.

[0018] Clause 2. The computer-implemented method according to clause 1, further
comprising: determining the network communication connection to the payment
processing network cannot be established.

[0019] Clause 3. The computer-implemeanted method according o clauses 1 or 2,
further comprising: signing at least a portion of the transaction message associated
with the transaction by encrypting at least a portion of the transaction message with a
first private encryption key of the first computing device.

[0020] Clause 4. The computer-implemented method according to any of clauses
1-3, further comprising: determining that the network communication connection o
the payment processing network cannot be eslablished after generating the
fransaction message associated with the transaction; and storing the transaction
message associated with the transaction and the first public encryption key in a
memory of the first computing device based on determining the network
communication connection to the payment processing network cannot be established.
[06021] Clause 5. The computer-implemented method according to any of clauses
1-4, wherein transaction data associated with a transaction further comprises: the
second public encryption key of the second computing device.

[0022] Clause 6. The computer-implemented method according to any of clauses
15, further comprising: fransmitling the transaction message associated with the
fransaction {o the second computing device.

[0023] Clause 7. The computer-implemented method according to any of clauses
1-6, further comprising: transmitting a payment token associated with a payment
account for a user associated with the first computing device 1o the second computing
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device, wherein the first public encryption key and the payment token are stored in a
first region of memory of the second computing device.

[0024] Clause 8. The computer-implemented method according to any of clauses
1-7, wherein transmitting the first public encryption key from the first computing device
comprises: transmitting a payment token associated with a payment account for a user
associated with the first computing device.

[0025] Clause 9. The computer-implemented method according to any of clauses
18, wherein the transaction message associated with the ftransaction further
comprises the second public encryption key.

[00268] Clause 10. The computer-implemented meathod according to any of clauses
1-9, further comprising: encrypting at least a portion of the transaction message using
the second public encryption key prior o transmitting the transaction message o the
second computing device via the NFC communication connection.

[0027] Clause 11. The computer-implemented meathod according to any of clauses
1-10, wherein the second computing device is a NFC transponder device, and
wherein transmitting the transaction message associated with the transaction via the
NFC communication connection causes an integrated circuilt of the second computing
device to append the transaction message to a first region in a memory of second
computing device.

[0028] Clause 12. The computer-implemented method according to any of clauses
111, further comprising: generating an electromagnetic field at the first computing
device to power the second computing device, wherein receiving the second public
encryption key and the transaction data associated with the transaction from the
second computing device via the NFC communication connection comprises:
receiving the second public encryption key and the transaction data associated with
the transaction from the second computing device based on the second computing
device being powered by the first computing device.

[0029] Clause 13. A system for exchanging transaction data, the system
comprising: at least one processor programmed or configured to: transmit a first public
gncryption key via a near field communication (NFC) communication connection, the
first public encryption key of a first computing device; receive transaction data
associated with a transaction at the first computing device via the NFC communication
connection, the transaction data associated with the transaction comprising: a second
public encryption key of a second computing device; and a transaction identifier of the
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fransaction, generate a transaction message associated with the transaction based on
the transaction data associated with the transaction and the first public encryption key;
encrypt at least a portion of the transaction message associated with the transaction
with the second public encryplion key; determine that a network communication
connection to a payment processing network different from the NFC communication
connection can be established; and transmit the transaction message via the network
communication connection based on determining the network communication
connection (o the payment processing network can be established.

[0030] Clause 14. The system according to clause 13, wherein the at least one
processor is further programmed or configured o) determine that the network
communication connection {0 the payment processing network cannot be established.
[0031] Clause 15, The system according to clauses 13 or 14, wherein the at least
one processor is further programmed or configured to: sign at least a portion of the
fransaction message associated with the transaction by encrypting at least a portion
of the transaction message with a first private encryption key of the first computing
device.

[0032] Clause 16. The system according to any of clauses 13-15, wherein the at
least one processor is Turther programmed or configured to: determine that the
network communication connection to the payment processing network cannot be
established after generating the transaction message associated with the fransaction;
and store the transaction message associated with the transaction and the first public
encryption key in a memory of the first computing device based on determining the
network communication connection to the payment processing network cannot be
established.

[0033] Clause 17. The system according to any of clauses 13-16, wherein
fransaction data associated with a transaction further comprises: the second public
encryption key of the second computing device.

[0034] Clause 18. The system according to any of clauses 13-17, wherein the at
least one processor is further programmed or configured to: transmit the transaction
message associated with the fransaction to the second computing device.

[0035] Clause 19. The system according to any of clauses 13~18, wherein the at
least one processor is further programmed or configured to: transmit a payment token

associated with a payment account for a user associated with the first computing
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device to the second computing device, wherein the first public encryption key and the
payment ioken are stored in a first region of memory of the second computing device.
[0038] Clause 20. The system according to any of clauses 13-19, wherein, when
fransmitling the first public encryption key from the first computing device, the at least
one processor is further programmed or configured to: transmit a payment foken
associated with a payment account for a user associated with the first computing
device.

(00371 Clause 21. The system according to any of clauses 13-20, wherein the
fransaction message associated with the transaction further comprises the second
public encryption key.

10038] Clause 22. The system according to any of clauses 13-21, wherein the at
least one processor is further programmed or configurad to: encrypt at least a portion
of the transaction message using the second public encryption key prior to transmitting
the transaction message to the second computing device via the NFC communication
connection.

[0038] Clause 23. The system according to any of clauses 13-22, wherein the
second computing device is a NFC transponder device, and wherein, when
fransmitting the transaction message associated with the transaction via the NFC
communication connection, the at least one processor is further programmed or
configured o cause an integrated circuit of the second computing device {o append
the transaction message {0 a first region in 2 memory of second computing device.
(00407 Clause 24. The system according to any of clauses 13-23, wherein the at
least one processor is further programmed or configured to: generale an
electromagnetic field at the first computing device to power the second computing
device, and wherein, when receiving the second public encryption key and the
fransaction data associated with the transaction from the second computing device via
the NFC communication connection, the at least one processor is further programmed
or configured {o: receive the second public encryption key and the transaction data
associated with the transaction from the second computing device based on the
second computing device being powered by the first computing device.

[0041] Clause 25. A computer program product for exchanging fransaction data,
comprising at least one non-transitory computer-readable medium including one or
more instructions that, when executed by at least one processor, cause the at least

one processor to: ransmit a first public encryption key via a near field communication
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(NFC) communication connection, the first public encryption key of a first computing
device; receive fransaction data associated with a transaction at the first computing
device via the NFC communication connection, the transaction data associated with
the transaction comprising: a second public encryption key of a second computing
device; and a fransaction identifier of the transaction, generate a transaction message
associated with the transaction based on the transaction data associated with the
transaction and the first public encryption key; encrypt at least a portion of the
fransaction message associated with the transaction with the second public encryption
key; determine that a network communication connection to a payment processing
network different from the NFC communication connection can be established; and
fransmit the transaction message via the network communication connection based
on determining the network communication connection to the payment processing
network can be established.

[0042] Clause 26. The computer program product according to clause 25, wherein
the one or more instructions further cause the at least one processor to: determine
that the network communication connection to the payment processing network cannot
be established.

[0043] Clause 27. The computer program product according to clauses 25 or 26,
whergin the one or more instructions further cause the at least one processor to: sign
at least a portion of the transaction message associated with the transaction by
encrypting at least a2 portion of the transaction message with a first private encryption
key of the first computing device.

[0044] Clause 28. The computer program product according to any of clauses 25—
27, wherein the one or more instructions further cause the at least one processor to:
determine that the network communication connection to the payment processing
network cannot be established after generating the transaction message associated
with the transaction; and store the transaction message associated with the
transaction and the first public encryption key in a memory of the first computing device
based on determining the network communication connection to the payment
processing network cannot be established.

[0045] Clause 29. The computer program product according {0 any of clauses 25—
28, wherein the one or more instructions further cause the at least one processor to:

the second public encryption key of the second computing device.
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[0048] Clause 30. The computer program product according to any of clauses 25—
289, wherein the one or more instructions further cause the at least one processor to:
transmit the transaction message associated with the transaction to the second
computing device.

[0047] Clause 31. The computer program product according {0 any of clauses 25—
30, wherein the one or more instructions further cause the at least one processor to:
transmit a payment token associated with a payment account for a user associated
with the first computing device {o the second computing device, wherein the first public
encryption key and the payment token are stored in a first region of memory of the
second computing device.

[0048] Clause 32. The computer program product according to any of clauses 25—
31, wherein, the one or more instructions that cause the at least one processor to
fransmit the first public encryption key from the first computing device, further cause
the at least one processor {0 transmit a payment token associated with a payment
account for a user associated with the first computing device.

[0048] Clause 33. The computer program product according to any of clauses 25—~
32, wherein the transaction message associated with the transaction further comprises
the second public encryption key.

[0050] Clause 34. The computer program product according to any of clauses 25—
33, wherein the one or more instructions further cause the at least one processor to:
encrypt at least a portion of the transacltion message using the second public
encryption key prior to transmitting the transaction message to the second computing
device via the NFC communication connection.

[00581] Clause 35. The computer program product according to any of clauses 25—
34, wherein the one or more instructions that cause the at least one processor to
fransmit the transaction message associated with the transaction via the NFC
communication connection, further cause the at least one processor 10: cause an
integrated circuit of the second computing device {0 append the fransaction message
to a first region in a memory of second computing device.

[0052] Clause 36. The computer program product according to any of clauses 25—
35, wherein the one or more instructions further cause the at least one processor to:
generate an electromagnetic field at the first computing device to power the second
computing device, and wherein, when receiving the second public encryption key and
the transaction data associated with the transaction from the second computing device
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via the NFC communication connection, the at least one processor is further
programmed or configured to: receive the second public encryption key and the
fransaction data associated with the transaction from the second computing device
based on the second computing device being powered by the first computing device.
[0053] Clause 37. A computer-implemented method for identifying duplicate secure
payment transactions executed when a connection to a payment processing network
cannot be established, the computer-implemented method comprising: receiving, with
at least one processor, a first transaction message associated with a transaction from
a first computing device, the first transaction message comprising: a public encryption
key of the first computing device; and transaction data associated with the transaction,
the transaction data encrypted with a public encryption key associated with a second
computing device; decrypting, with at least one processor, the transaction data of the
first transaction message with a private encryption key associated with the second
computing device; determining, with at least one processor, the transaction data
associated with the transaction corresponding to the first transaction message does
not maich transaction data comresponding to a message stored in a database;
determining, with at least one processor, the transaction data associated with the
fransaction corresponding to the first fransaction message is received before a second
fransaction message associated with the transaction; and processing, with at least one
processor, the transaction data associated with the transaction corresponding to the
first transaction message.

[0054] Clause 38. A system for identifying duplicate secure payment transactions
executed when a connection to a payment processing network cannot be established,
the system comprising: at least one processor programmed or configured to: receive
a first transaction message associated with a transaction from a first computing device,
the first transaction message comprising: a public encryption key of first computing
device; and transaction data associated with the iransaction, the transaction data
encrypted with a public encryption key associated with a second computing device;
decrypt the transaclion data associated with the transaction of the first transaction
meassage with a private encryption key associated with the second computing device;
determine that the transaction data associated with the transaction corresponding o
the first transaction message does not match transaction data corresponding to &
message stored in a database; determine that the transaction data associated with the
fransaction corresponding to the first transaction message is received before a second
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fransaction message associated with the fransaction; and process the transaction data
associated with the transaction corresponding to the first transaction message.
[0055] Clause 39. A computer program product for identifving duplicate secure
payment transactions executed when a connection {0 a payment processing network
cannot be established, comprising at least one non-transitory computer—readable
medium including instructions that, when executed by at least one processor, cause
the at least one processor to: receive a first fransaction message associated with a
transaction from a first computing device, the first transaction message comprising: a
public encryption key of the first computing device; and transaction data associated
with the transaction, the fransaction data encrypted with a public encryption key
associated with a second computing device; decrypt the fransaction data associated
with the transaction of the first transaction message with a private encryption key
associated with the second computing device; determine that the transaction data
associated with the transaction corresponding to the first transaction message does
not match transaction data corresponding to 2 message stored in a database;
determine that the transaction data associated with the transaction corresponding o
the first transaction message is received before a second transaction message
associated with the transaction; and process the transaction data associated with the
fransaction corresponding to the first transaction message.

[0056] Clause 40. A computer implemented method for identifying duplicate secure
payment fransactions executed when a connection {0 a payment processing network
cannot be established, the computer implemented method comprising: receiving, with
at least one processor, a first transaction message associated with a transaction from
a first computing device, the first transaction message comprising: a public encryption
key associated with the first computing device; and transaction data associated with a
fransaction, the transaction data encrypted with a public encryption key of a second
computing device; receiving, with at least one processor, a second transaction
message associaled with the transaction from the second computing device, the
second transaction message comprising: the public encryption key associaled with the
second computing device,; and transaction data associated with the transaction, the
fransaction data encrypted with a public encryption key of the first computing device;
decrypling the transaction data correspoending to the first transaction message with a
private encryption key of the second computing device; decrypting the transaction data
corresponding to the second transaction message with a private encryption key of the
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first computing device; determining the transaction data corresponding to the first
transaction message maltches the iransaction data corresponding to the second
transaction message; and processing the transaction dala associated with the
fransaction message, the fransaction data corresponding to the first transaction
message, wherein the first transaction message is received before the second
fransaction message.

60571 Clause 41. A system for identifying duplicate secure payment transactions
executed when a connection to a payment processing network cannot be established,
the system comprising: at least one processor programmed or configured to: receive
a first transaction message associated with a transaction from a first computing device,
the first tfransaction message comprising: a public encryption key associated with the
first computing device; and transaction data associated with a transaction, the
fransaction data encrypted with a public encryption key of a second computing device;
receive a second transaction message associated with the transaction from the
second computing device, the second {fransaction message comprising: the public
encryption key associated with the second computing device; and transaction data
associated with the transaction, the transaction data encrypted with a public encryption
key of the first computing device; decrypt the transaction data corresponding to the
first transaction message with a private encryption key of the second computing
device; decrypt the transaction data corresponding to the second transaction message
with a private encryption key of the first compuling device; determine that the
fransaction data corresponding to the first transaction message maliches the
fransaction data corresponding {o the second transaction message; and process the
transaction data associated with the transaction message, the ifransaction data
corresponding to the first transaction message, wherein the first transaction message
is received before the second transaction message.

[0058] Clause 42. A computer program product for identifying duplicale secure
payment transactions executed when a connection to a payment processing network
cannot be established comprising one or more instructions that, when executed by at
least one processor, cause the at least one processor {0: receive a first transaction
message associaled with a transaction from a first computing device, the first
fransaction message comprising: a public encryption key associated with the first
computing device; and transaction data associated with a transaction, the transaction
data encrypted with a public encryption key of a second computing device; receive a
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second f{ransaction message associated with the transaction from the second
computing device, the second transaction message comprising: the public encryption
key associated with the second computing device; and transaction data associated
with the transaction, the transaction data encrypted with a public encryption key of the
first computing device; decrypt the f{ransaction data corresponding o the first
fransaction message with a private encryption key of the second computing device;
decrypt the transaction data corresponding o the second transaction message with a
private encryption key of the first computing device; determine that the transaction
data corresponding to the first transaction message maiches the transaction data
corresponding to the second transaction message; and process the fransaction data
associated with the transaction message, the ransaction data corresponding to the
first transaction message, wherein the first transaction message is received before the
second fransaction message.

[0058] Clause 43. A method for receiving secure payment transactions while a
connection to a payment processing network cannot be established, comprising:
transmitting, with at least one integrated circuit, a first public encryption key and
fransaction data associated with a transaction to a computing device via an NFC
communication connection; receiving, with at least one integrated circuit, a second
public encryption key and a transaction message associated with the transaction via
the NFC communication connection; and appending, with at least one integrated
circuit, the second public encryption key and the transaction message associated with
the transaction to a database stored in a memory in communication with the at least
one integrated circuit, wherein the at least one integrated circuit is powered by an
electromagnetic field generated by the computing device.

(006801 Clause 44, The method according to clause 43, wherein the memory in
communication with the at least one integrated circuit has defined therein a first
predefined region and a second predefined region.

[00681] Clause 45, The method according to clauses 43 or 44, wherein the at least
one infegrated circuit is configured fo limit communication of data to the first predefined
region of the memory to computing devices associated with a merchant.

[0062] Clause 46. The method according to any of clauses 4345, wherein the at
least one integrated circuit is configured to limit communication of data to the second

predefined region of the memory to computing devices associated with users.
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[0083] Clause 47. The method according to any of clauses 4348, wherein the at
least one integrated circuit is configured to limit communication of data from the
saecond predefined region of the memory to computing devices associated with a
merchant.

[0064] Clause 48. A nearfield communication (NFC) transponder device for
receiving securg payment transactions while a connection {0 a payment processing
network cannot be established, the NFC transponder device comprising: at least one
integrated circuit programmed or configured to: transmit a first public encryption key
and transaction data associated with a transaction to a computing device via an NFC
communication connection; receive a second public encryption key and a transaction
message associated with the transaction via the NFC communication connection; and
append the second public encryption key and the iransaction message associated
with the ifransaction {0 a database stored in 2 memory in communication with the at
least one integrated circuit, wherein the at least one integrated circuit is powered by
an electromagnetic field generated by a computing device.

[0085] Clause 48. The NFC transponder device according to clause 48, wherein
the memory in communication with the at least one integrated circuit has defined
therein a first predefined region and a second predefined region.

[00686] Clause 50. The NFC fransponder device according to clauses 48 or 49,
whierein the at least one integrated circuit is further programmied or configured to: limit
communication of data to the first predefined region of the memory to computing
devices associated with a merchant.

[00687] Clause 51. The NFC transponder device according to any of clauses 48—
50, wherein the at least one integrated circult is further programmed or configured to:
imit communication of data to the second predefined region of the memory {o
computing devices associated with users.

[0068] Clause 52. The NFC transponder device according 1o any of clauses 48—
51, wherein the at least one integrated circuit is further programmed or configured to:
fimit communication of data from the second predefined region of the memory io
computing devices associated with a merchant.

[0069] Clause 53. A computer program product for receiving secure payment
fransactions while a connection o a paymeni processing network cannot be
established, comprising at least one non-transifory computer-readable medium
including one or more instructions that, when executed by at least one integrated
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circuit, cause the at least one integrated circuit {o: transmit a first public encryption key
and fransaction data associated with a fransaction to a computing device via an NFC
communication connection; receive a second public encryption key and a transaction
message associated with the transaction via the NFC communication connection; and
append the second public encryption key and the transaction message associated
with the transaction to a database stored in a memory in communication with the at
least one integrated circuit, wherein the at least one integrated circuit is powered by
an electromagnetic field generated by computing device.

[0070] Clause 54. The computer program product according to clause 53, wherein
the one or more instructions further cause the at least one integrated circuit to
subdivide the memory in communication with the at least one integrated circuit into a
first predefined region and a second predefined region.

[06071] Clause 55. The computer program product according to clauses 53 or 54,
wherein the one or more instructions further cause the at least one integrated circuit
to: limit communication of data to the first predefined region of the memory to
computling devices associated with a merchant.

[0072] Clause 56. The computer program product according to any of clauses 53—
55, wherein the one or more instructions further cause the at least one integrated
circuit to: limit communication of data to the second predefined region of the memory
to computing devices associated with users.

(00731 Clause 57. The computer program product according to any of clauses 53—
56, wherein the one or more instructions further cause the at least one integrated
circuit to: limit communication of data from the second predefined region of the
memory {0 computing devices associated with a merchant

[0074] These and other features and characteristics of the present disclosure, as
well as the methods of operation and functions of the related elements of structures
and the combination of parts and economies of manufacture, will become more
apparent upon consideration of the following description and the appended claims with
reference to the accompanying drawings, all of which form a part of this specification,
wherein like reference numerals designate corresponding parts in the various figures.
it is to be expressly understood, however, that the drawings are for the purpose of
Hlustration and description only and are not intended as a definition of the limits of the

present disclosure. As used in the specification and the claims, the singular form of
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a” "an,

55

and “the” include plural referents unless the context clearly dicltates

otherwise.

BRIEF DESCRIPTION OF THE DRAWINGS

[00758] Additional advantages and details are explained in greater detail below with

reference o the exemplary aspects and embodiments that are iHustrated in the
accompanying schematic figures, in which:

[0076] FIG. 1 is a schematic diagram of a non-limiting aspect or embodiment of a
system for exchanging transaction data;

[0077] FIG. 2 is a diagram of a non-limiting aspect or embodiment of components
of one or more davicas of FIG. 1;

[0078] FIG. 3 is a diagram of a non-limiting aspect or embodiment of components
of one or more devices of FIG. 1;

[0079] FIG. 4 is a flow diagram of a process for exchanging transaction data
according to a non-limiting aspect or embodiment;

[0080] FIG. 5 is a flow diagram of a process for communicating transaction data
from an NFC transponder device {0 a transaction service provider device according to
a non-limiting aspect or embodiment;

[0081] FIG. 6 is a flow diagram of a process for selecting paymaent transaction data
o be processed according 1o a non-limiting aspect or embodiment;

[0082] FIG. 7 is a diagram of an implementation of a non-limiting aspect or
embodiment of a process shown in FIG. 4;

[0083] FIG. 8 is a diagram of an implementation of a non-limiting aspect or
embodiment of a process shown in FIG. 5;

[0084] FIG. 9 is a diagram of an implementation of a non-limiting aspect or
embodiment of a process shown in FIG. 6; and

[0088] FIG. 10 is a diagram of an implementation of a nondimiting aspect or
embodiment of a process shown in FIG. 4.

DETAILED DESCRIPTION

[0088] For purposes of the description hereinafter, the terms “end,” “upper/”

7 45,

“lower,” *right,” “left,” “vertical,” “horizontal,” “top,” “bottom,” lateral,” “longitudinal,” and
derivatives thereof shall relate to the disclosure as it is oriented in the drawing figures.

However, it is 0 be undersiood that the disclosure may assume various alternative

Page 20 of 78



Attormay Docket No. 8223-1805745 (3146W001

variations and step sequences, except where expressly specified o the contrary. itis
also 1o be undersiood that the specific devices and processes illustrated in the
attached drawings, and described in the following specification, are simply exemplary
embodiments or aspects of the disclosure. Hence, specific dimensions and other
physical characteristics related to the embodiments or aspects of the embodiments
disclosed herein are not to be considered as limiting unless otherwise indicated.
[00B7] No aspect, component, element, structure, act, step, function, instruction,
and/or the like used herein should be construed as critical or essential uniess explicitly
described as such. In addition, as used herein, the arlicles “a8” and “an” are intended
to include one or more items and may be used interchangeably with “one or more” and
“at least one.” Furthermore, as used herein, the ferm “set” is intended {o include one
or more items {e.g., related items, unrelated items, a combination of related and
unrelated items, and/or the like) and may be used interchangeably with “one or more”
or "at least one.” Where only one item is intended, the term “one” or similar language
is used. Also, as used herein, the terms “has,” "have,” *having,” or the like are intended
to be open-ended terms. Further, the phrase “based on” is intended to mean “based
at least partially on” unless explicitly stated otherwise.

[0088] As used herein, the terms “communication” and “communicate” may refer to
the reception, receipt, transmission, fransfer, provision, and/or the like of data (e.q.,
information, signals, messages, instructions, commands, and/or the like}. For one unit
{2.g., a device, a system, a component of a device or system, combinations thereof,
and/or the like) to be in communication with another unit means that the one unit is
able to directly or indireclly receive information from and/or send {e.g., transmit)
information to the other unit. This may refer to a direct or indirect connection that is
wired and/or wireless in nature. Additionally, two units may be in communication with
gach other even though the information transmitted may be modified, processed,
relayed, and/or routed between the first and second unit. For example, a first unit may
be in communication with a second unit even though the first unit passively receives
information and does not aclively transmit information to the second unit. As another
example, a first unit may be in communication with a second unit if at least one
intermediary unit {&.g., a third unit located between the first unit and the second unit)
processes information received from the first unit and transmits the processed
information {o the second unit. in some non-limiting embodiments, a message may

rafer to a network packet {e.g., 2 data packet and/or the like) that includes data.
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[0088] As used herein, the terms "issuer,” “issuer institution,” “issuer bank,” or
“payment device issuer,” may refer {o one or more entities that provide accounts to
individuals {e.g., users, customers, and/or the like} for conducting payment
fransactions, such as credit payment transactions and/or debit payment transactions.
For example, an issuer institution may provide an account identifier, such as a primary
account number (PAN), to a customer that uniquely identifies one or more accounts
associated with that customer. in some non-limiting embodiments, an issuer may be
associated with a bank identification number (BIN) that uniquely identifies the issuer
institution. As used herein "issuer system” may refer to one or more computer systems
operated by or on behalf of an issuer, such as a server executing one or more sofiware
applications. For example, an issuer system may include one or more authorization
servers for authorizing 2 transaction.

[0080] As used herein, the term “account identifier” may refer to one or more types
of identifiers associated with an account {e.g., a PAN associated with an account, a
card number associated with an account, a payment card number associated with an
account, a token associated with an account, and/or the like). In some non-limiting
embodiments, an issuer may provide an account identifier (e.g., a PAN, a token, and/or
the like) to a user {e.g., an accountholder) that uniquely identifies one or more
accounts associated with that user. The account identifier may be embodied on a
payment device {e.g., a physical instrument used for conducting payment transactions,
such as a payment card, a credit card, a debit card, a gift card, and/or the like) and/or
may be electronic information communicated to the user that the user may use for
glectronic payment transactions. In some non-limiting embodiments, the account
identifier may be an original account identifier, where the original account identifier
was provided to a user at the creation of the account associated with the account
identifier. In some non-limiting embodiments, the account identifier may be a
supplemental account identifier, which may include an account identifier that is
provided to a user after the original account identifier was provided to the user. For
example, if the original account identifier is forgotien, stolen, and/or the like, a
supplemental account identifier may be provided to the user. In some non-limiting
embodiments, an account identifier may be directly or indirectly associated with an
issuer institution such that an account identifier may be a token that maps to a PAN or
other type of account identifier. Account identifiers may be alphanumeric, any
combination of characters and/or symbols, and/or the like.
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[00891] As used herein, the term “token” may refer to an account identifier that is
used as a substitute or replacement for another account identifier, such as a PAN.
Tokens may be associated with a PAN or other original account identifier in one or
more data structures {e.g., one or more databases and/or the like) such that they may
be used to conduct a payment transaction without directly using the original account
identifier. In some non-limiting embodiments, an original account identifier, such as a
PAN, may be associated with a plurality of tokens for different individuals or purposes.
in some non-limiting embodiments, tokens may be associated with a PAN or other
account identifiers in one or more data structures such that they can be used fo
conduct a transaction without directly using the PAN or the other account identifiers.
in some examples, an account identifier, such as a PAN, may be associated with a
plurality of tokens for different uses or different purposes.

[0082] As used herein, the term “merchant” may refer to one or more entities {(e.g.,
operators of retail businesses) that provide goods and/or services, and/or access o
goods andfor services, {0 a user {e.q., a customer, a consumer, and/or the like) based
on a transaction, such as a payment fransaction. As used herein “merchant system”
may refer to one or more computer systems operated by or on behalf of a merchant,
such as a server executing one or more software applications. As used herein, the
term “product” may refer 1o one or more goods and/or services offered for sale by &
merchant.

[0093] As used herein, a2 “point-of-sale (POS) device” may refer to one or more
devices, which may be used by a merchant to conduct a transaction {(e.g., a payment
fransaction) and/or process a transaction. For example, a POS device may include
one or more client devices. Additionally or alternatively, a POS device may include
peripheral devices, card readers, scanning devices {&.g., code scanners}, Bluetooth®
communication receivers, near-field communication (NFC) receivers, radio frequency
identification (RFID) receivers, and/or other contactless transceivers or receivers,
contact-based receivers, payment terminals, and/or the like.

[0084] As used herein, a "POS system” may refer to one or more client devices
and/or peripheral devices used by a merchant to conduct a transaction. For example,
a POS system may include one or more POS devices and/or other like devices that
may be used to conduct a payment transaction. In some non-limiting embodiments, a

POS system {e.g., a merchant POS system) may include one or more server
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computers programmed or configured to process online payment transactions through
webpages, mobile applications, and/or the like.

[6085] Asused herein, the term “transaction service provider” may refer to an entity
that receives transaction authorization request messages from merchants or other
entities and provides guarantees of payment, in some cases through an agreement
between the transaction service provider and an issuer institution. For example, a
transaction service provider may include a payment network such as Visa®,
MasterCard®, American Express®, or any other entity that processes transactions. As
used herein “transaction service provider system” may refer o one or more computer
systermns operated by or on behalf of a transaction service provider, such as a
fransaction service provider system executing one or more software applications. A
transaction service provider system may include one or more processors and, in some
non-limiting embodiments, may be operated by or on behslf of a transaction service
provider.

[00868] As used herein, the term “acquirer” may refer to an entity licensed by the
fransaction service provider and approved by the transaction service provider o
originate transactions (e.g., payment fransactions} involving a payment device
associated with the transaction service provider. As used herein, the term “acquirer
systermn” may also refer to one or more computer systems, computer devices, and/or
the like operated by or on behalf of an acquirer. The transactions the acquirer may
originate may include payment transactions {e.g.,, purchases, original credit
fransactions (OCTs), account funding transactions (AFTs), and/or the like). In some
non-limiting embodiments, the acquirer may be authorized by the transaction service
provider to assign merchant or service providers to originate transactions involving a
payment device associated with the transaction service provider. The acquirer may
confract with payment facilifalors to enable the payment facilitators to sponsor
merchants. The acquirer may monitor compliance of the payment facilitators in
accordance with regulations of the transaction service provider. The acquirer may
conduct due diligence of the payment facilitators and ensure proper due diligence
occurs before signing a sponsored merchant. The acquirer may be liable for sl
fransaction service provider programs that the acquirer operates or sponsors. The
acquirer may be responsible for the acts of the acguirer's payment facilitators,
merchants that are sponsored by the acquirer's payment facilitators, and/or the like.

Page 24 of 78



Attormay Docket No. 8223-1805745 (3146W001

in some non-limiting embodiments, an acquirer may be a financial institution, such as
a bank.

[0087] As used herein, the term “payment gateway” may refer to an entity and/ora
payment processing system operated by or on behalf of such an entity {e.g., a
merchant service provider, a payment service provider, a payment facilitator, a
payment facilitator that confracts with an acquirer, a payment aggregator, and/or the
like), which provides payment services {(e.q., transaction service provider payment
services, payment processing services, and/or the like} {o one or more merchanis. The
paymeni services may be associated with the use of portable financial devices
managed by a fransaction service provider. As used hergin, the term “payment
gateway system” may refer {o one or more computer systems, computer devices,
servers, groups of servers, and/or the like operated by or on behalf of a payment
gateway.

LN 11

[0098] As used herein, the terms “electronic wallet,” “electronic wallet mobile
application,” and “digital wallet” may refer o one or more electronic devices including
one or more software applications configured to facilitate and/or conduct transactions
{g.g., payment transactions, electronic payment fransactions, and/or the like). For
example, an electronic wallet may include a user device {e.g., a mobile device)
executing an application program, server-side software, andfor databases for
maintaining and providing data to be used during a payment transaction to the user
device. As used herein, the term “electronic wallet provider” may include an entity that
provides and/or maintains an elecironic wallet and/or an electronic wallet mobile
application for a user {e.g., a consumer). Examples of an electronic wallet provider
include, but are not limited to, Google Wallet™, Android Pay®, Apple Pay®, and
Samsung Pay®. in some non-limiting examples, a financial institution (e.g., an issuer
institution) may be an electronic wallet provider. As used herein, the term “electronic
wallet provider system” may refer {0 one or more computer systems, computer
devices, servers, groups of servers, and/or the like operated by or on behalf of an
electronic wallet provider.

[0098] As used herein, the term “payment device” may refer to a payment card
{e.g., a credit or debit card}, a gift card, a smartcard, smart media, a payroll card, a
healthcare card, a wristband, a machine-readable medium containing account
information, a keychain device or fob, an RFID transponder, a retailer discount or

loyalty card, and/or the like. The payment device may include a volatile or 2 non-
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volatile memaory to store information (e.g., an account identifier, a name of the account
holder, and/or the like).

[0100] As used herein, the term “computing device” may refer to one or more
glectronic devices that are configured to communicate (e.g., directly or indirectly) with
or over one or more networks. A computing device may be a mobile or portable
computing device, a deskiop computer, a server, and/or the like. Furthermore, the term
‘compuier” may refer to any computing device that includes the necessary
components to receive, process, and oulput data, and normally includes a display, a
processor, a memory, an input device, and a network interface. A “computing system”
may include one or more computing devices or computers. An “application” or
“application program interface” (AP} refers to computer code or other data sorted on
a computer-readable medium that may be executed by a processor to facilitate the
interaction between software components, such as a client-side front-end andfor
server-side back-end for receiving data from the client. An “interface” refers {0 a
generated display, such as one or more graphical user interfaces (GUls) with which a
user may interact, either directly or indirectly (e.q., through a keyboard, mouse,
touchscreen, and/or the like). Further, multiple compulers, e.g., servers, or other
computerized devices, such as an autonomous vehicle including a vehicle computing
systemn, communicating in the nelwork environment may constifute a "system” or a
‘computing system.”

[0101] As used herein, the terms “client” and “client device” may refer to one or
more computing devices, such as processors, storage devices, andfor similar
computer components, that access a service made available by a server. In some non-
limiting embodiments, a “client device” may refer to one or more devices that facilitate
payment transactions, such as POS devices and/or POS systems used by a merchant.
in some non-limiting embodiments, a client device may include an electronic device
capable of communicating with one or more networks and/or facilitate payment
fransactions such as, but not limited to, one or more deskiop computers, one or morg
portable computers {8.g., tablet computers}, one or more mobile devices (e.g., cellular
phones, smartphones, PDAs, wearable devices, such as walches, glasses, lenses,
and/or clothing, and/or the like}, andfor other like devices. Moreover, a “client” may
also refer to an entity, such as a merchant, that owns, utilizes, and/or operates a client

device for facilitating payment transactions with a transaction service provider.
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[0102] As used herein, the term “server” may refer 1o one or more computing
devices, such as processors, storage devices, and/or similar computer componenis
that are capable of communicating with client devices and/or other computing devices
over a network, such as the internet or private networks and, in some examples
facilitate communication among other servers and/or client devices.

[0103] As used herein, the term “system” may refer {o one or more computing
devices or combinations of computing devices such as, but not limited to, processors,
servers, client devices, software applications, andfor other like components. In
addition, reference to “a server” or “a processor,” as used herein, may refer o a
previously-recited server and/or processor that is recited as performing a previous step
or function, a different server and/or processor, and/or a combination of servers and/or
processors. For example, as used in the specification and the claims, a first server
and/or a first processor that is recited as performing a first step or function may refer
to the same or different server and/or a processor recited as performing a second step
or function.

[0104] In some non-limiting embodiments, the present disclosure is directed io
systems, methods, and computer program products for exchanging transaction data.
For example, users {e.g., customers) operating user devices {0 communicate with
merchant devices operated by merchants {e.g., NFC transponder devices (e.g.,
smartphones, mobile point-of-sale (POS) devices, and/or the like) and/or passive NFC
transponder devices {(e.g., NFC transponder {ags)) may cause a user device to initiate
or otherwise engage in electronic transactions to complete a purchase. In some non-
limiting embodiments, user devices and/or merchant devices operated during a
fransaction may determine that g connection to a transaction service provider system
cannot be established {e.g., 2 connection to a transaction service provider system is
unavailable). For example, where a network communication connection cannot be
gstablished between devices {(e.g., a connection to a communication nefwork is
unavailable), and a transaction service provider system to communicate data, the
devices may communicate data via a short range wireless communication connection.
Once a network communication connection is established between the devices and a
transaction service provider system, data {e.g., transaction data associated with a
transaction, 2 message associated with a transaction, andfor the like) may be
transmitted to a transaction service provider system. Additionally, or alternatively, in

some non-limiting embodiments, devices transmitting data to a transaction service
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provider system may encrypt some or all of the data prior to transmission. For
example, a user device and/or a merchant device may encrypt some or all of the
fransaction data associated with a ftransacltion and/or a transaction message
associated with the transaction prior to or after transmitting the transaction data with
the other of the user device or the merchant device. In some non-limiting
embodiments, a user device and/or a merchant device may store transaction data
associated with a transaction in memory (fully, partially, or not encrypted). For
example, a user device andf/or a merchant device may store transaction data
associated with a transaction in secured memory {e.g., a region of memory of the user
device and/or the merchant device that is access-controlled} until network
communication connectivity with a transaction service provider system is established.
in this way, transaction processing is improved in that customers and merchanis may
engage in secured transactions electronically where a neftwork communication
connection to a transaction service provider system cannot be established. Moreover,
the security of these transactions may be maintained by encrypting some or alf of the
fransaction data associated with the transaction until a device attempting to
communicate with a transaction service provider system is able to upload the
fransaction data.

[01058] Referring now to FIG. 1, illustrated is a system 100 for exchanging
transaction data when connections to a fransaction service provider cannot be
established. As illustrated in FIG. 1, the system 100 includes issuer system 102, user
device 104, merchant device 106, merchant system 108, and/or transaction service
provider system 110. Issuer system 102, user device 104, merchant device 106,
merchant system 108, and/or fransaction service provider system 110 may
communicate via wired connections, wireless connections, or a combination of wired
and wireless connections.

[0108] Issuer system 102 may include one or more devices capable of being in
communication with user device 104, merchant device 106, merchant system 108,
and/or transaction service provider system 110 via the communication network 112.
For example, issuer system 102 may include one or more computing devices, such as
a server, a group of servers, and/or the like. In some non-limiting embodiments, issuer
system 102 may be associated with an issuer institution.

[0107] User device 104 may include one or more devices capable of being in
communication with issuer system 102, merchant device 106, merchant system 108,
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and/or transaction service provider system 110 via the communication network 112.
For example, user device 104 may include one or more computing devices, portable
computers, tablet computers, cellular phones, smariphones, wearable devices {e.g.,
watches, glasses, lenses, clothing and/or the like), PDAs, and/or the like. In some non-
limiting embodiments, user device 104 may communicate with merchant device 106.
in some non-limiting embodiments, user device 104 may be capable of being in
communication with merchant device 106 via a short range wireless communication
connection {e.g., & NFC communication connection, a radio frequency identification
(RFID) communication connaction, a Bluetooth® communication connection, and/for
the like).

[0108] Merchant device 106 may include one or more devices capable of being in
communication with issuer system 102, user device 104, merchant system 108, and/or
fransaction service provider system 110 via the communication network 112. For
example, merchant device 106 may include one or more computing devices, poriable
computers, tablet computers, cellular phones, smartphones, wearable devices {(e.g.,
watches, glasses, lenses, clothing and/or the like), PDAs, and/or the like. in another
example, merchant device 106 may include a transponder device {(e.g., a fransponder,
an NFC transponder device (FIG. 3), an NFC tag including an anienna, a memory,
and an integrated circult (IC) coupled to the antenna and the memory, and/or the like).
in some non-imiting embodiments, merchant device 106 may include an antenna
configured to receive and/or transmit data via an NFC communication connection, a
memaory, and an IC in communication with the antenna and the 1C. In some non-limiting
embodiments the memory associated with the IC and the antenna may be associated
with a portion of memory in communication with a processor of user device 104 {(e.q.,
a smariphone), or may be partially or completely segregated from the memory and/or
the processor of such devices. In some non-limiting embodiments, merchant device
106 may communicate with user device 104 via wired connections, wireless
connections, or a combination of wired and wireless connections. in some non-limiting
embodiments, merchant device 106 may be capable of being communication with user
device 104 via a short range wireless communication connection. In some non-limiting
embodiments, merchant device 106 may be associated with a merchant as described
herein.

[0109] Merchant system 108 may include one or more devices capabile of capable

of being in communication with issuer system 102, user device 104, merchant device
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108, and/or transaction service provider system 110 via the communication network
112. For example, merchant system 108 may include a computing device, such as a
server, a group of servers, a client device, a group of client devices, and/or other like
devices. In some non-limiting embodiments, merchant system 108 may be associated
with a merchant as described herein.

[0110] Transaction service provider system 110 may include one or more devices
capable of being in communication with issuer system 102, user device 104, merchant
device 106, and/or merchant system 108 via the communication network 112. For
example, fransaction service provider system 110 may include one or more computing
devices, such as a server, a group of servers, and/or other like devices. In some non-
limiting embodiments, transaction service provider system 110 may be associated with
a transaction service provider as described herein.

[0111] The communication network 112 may include one or more wired andfor
wireless networks. For exampie, the communication network 112 may include a
cellular network (e.g., a long-term evolution (LTE) network, a third generation (3G)
network, a fourth generation {(4G) network, a code division multiple access (CDMA)
network, and/or the like}, a public land mobile network (PLMN), a local area network
(LAN}, a wide area network (WAN), a metropolitan area network (MAN), a telephone
network {e.g., the public switched telephone network (PSTN)}, a private network, an
ad hoc network, an intranet, the Internst, a fiber oplic-based network, a cloud
computing network, and/or the like, and/or a combination of these or other types of
nefworks.

[0112] The number and arrangement of systems, devices, and networks illustrated
by FIG. 1 are provided as an example. There may be additional devices, systems,
and/or networks, fewer devices, systems, and/or networks, different devices, systems,
and/or networks, or differently arranged devices, systems, and/or networks than those
shown in FIG. 1. Furthermore, two or more devices or systems shown in FIG. 1 may
be implemented within a single device or system, or a single device or system shown
in FIG. 1 may be implemented as muitiple, distributed devices or systems. Additionally,
or alternatively, a set of devices or systems {e.g., one or more devices or systems) of
the system 100 may perform one or more functions described as being performed by
another set of devices or systems of the system 100.

[0113] Referring now to FIG. 2, lllustrated is a diagram of example components of

a computing device 200. The components described with regard 1o computing device
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200 may correspond, all or in part, 1o components of one or more devices associated
with issuer system 102, user device 104, merchant device 106, merchant system 108,
and/or transaction service provider system 110. In some non-limiting embodiments,
issuer system 102, user device 104, merchant device 108, merchant system 108,
and/or transaction service provider system 110 may include at least one computing
device 200 and/or one or more components of the computing device 200. As illustrated
by FIG. 2, the computing device 200 may include a bus 202, a processor 204, memory
206, a storage component 208, an input component 210, an output component 212,
and a communication interface 214.

[0114] The bus 202 may include a component that permits communication between
the components of the computing device 200. In some non-limiting embodiments, the
processor 204 may be implemented in hardware, firmware, or a combination of
hardware and sofiware. For example, the processor 204 may include a processor
{e.g., & central processing unit (CPU), a graphics processing unit (GPU), an
accelerated processing unit (APU), and/or the like}, a microprocessor, a digital signal
processor {(DSP), and/or any processing component {e.g., a field-programmable gate
array (FPGA) and/or an application-specific integrated circuit (ASIC), and/or the like)
that can be programmed to perform one or more functions. The memory 206 may
include random access memaory (RAM), read-only memory (ROM), and/or ancther
type of dynamic or static storage device {e.g., flash memory, magnetic memory, optical
memory, and/or the like) that stores information and/or instructions for use and/or
execution on the processor 204,

[0118] The storage component 208 may store information and/or software {(e.g.,
execuiable instructions) related to the operation and use of the computing device 200.
For example, the storage component 208 may include a hard disk {e.g., a magnelic
disk, an optical disk, a magneto-optic disk, a solid state disk, and/or the like), a
compact disk (CD), a digital versatile disc (DVD), a floppy disk, a cartridge, a magnetic
tape, and/or another type of computer-readable medium, along with a corresponding
drive.

[01186] The input component 210 may include a component that permits the
computing device 200 to receive information, such as via user input {e.g., a touch
screen display, a keyboard, a keypad, a mouse, a button, a switch, a microphone,
and/or the like). Additionally, or alternatively, the input component 210 may include a
sensaor for sensing information {e.g., a glohal positioning system (GPS) component,
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an accelerometer, a gyroscope, an actuator, and/or the like). The ocutput component
212 may include a speaker, one or more light-emitting dicdes (LEDs), and/or the like
[0117] The communication interface 214 may include a transceiver-like component
{e.g., a transceiver, a separate receiver and fransmitler, and/or the like) that enables
the computing device 200 to communicate with other devices, such as via wired
connections, wireless connections, or a combination of wired and wireless
connections. The communication interface 214 may enable the computing device 200
o recelve information from another device and/or provide information to another
device. For example, the communication interface 214 may include an Ethernet
interface, an optical interface, a coaxial interface, an infrared interface, a radio
frequency (RF) interface, a universal serial bus (USB) interface, a Wi-Fi® interface, an
NFC interface, a cellular network interface, and/or the like.

[0118] The computing device 200 may perform one or more processes described
herein. For example, the computing device 200 may perform processes by executing
software instructions on the processor 204, The software instructions may be stored
in a computer-readable medium, such as memory 206 and/or the storage component
208. A computer-readable medium {e.9., a non-transitory computer-readable medium)
is defined herein as a non-transitory memory device. A memory device includes
memory space iocated inside of a single physical storage device or memory space
spread across multiple physical storage devices.

[0119] The software instructions may be read intc memory 206 and/or the storage
component 208 from another computer-readable medium from ancther device via the
communication interface 214. When executed, the software instructions stored in the
memory 206 andfor the storage component 208 may cause the processor 204 to
perform one or more processes described herein. Additionally, or alternatively,
hardwired circuitry may be used in place of, or in combination with, software
instructions to perform one or more of the processes described herein. Thus,
embodiments described hergin are not limited to any specific combination of hardware
circuitry and/or software.

[0120] The number and arrangement of components shown in FIG. 2 are provided
as an example. in some non-limiting embodiments, the computing device 200 may
include additional compuonents, fewer components, different components, or differently
arranged components than those shown in FIG. 2. Additionally, or alternatively, a set

of components {e.g., one or more components) of the computing device 200 may
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perform one or more functions described as being performed by ancther set of
components of the computing device 200.

[0121] Referring now to FIG. 3, illustrated is NFC transponder device 300
according to some non-limiting aspects or embodiments of the present disclosure.
NFC transponder device 300 may include an integrated circuit 302, an antenna 304,
and a memory 308, in some non-limiting embodiments, the integrated circuit 302 may
have memory included therein, or located external thereto, with the integrated circuit
302 able to read and/or write to the memory {g.g., memory 306}. In some non-limiting
embodiments, the integrated circuit 302 may be powered in response 0 being
positioned in proximity 1o electromagnetic waves (e.g., electromagnetic waves
generated via electromagnetic induction). In some non-limiting embodiments, the
integrated circuit 302 may communicate data to and/or from another device {e.g., one
or more of the devices of FIG. 1) via the antenna 304. For example, the integrated
circuit 302 may cause the antenna 304 to transmit and/or receive data via a short-
range wireless communication connection.

[0122] In some non-imiting embodiments, some or all of the components of NFC
fransponder device 300 may be integrated with {g.g., included in or connected to) one
or more devices and/or systems {(e.g., one or more of the systems illustrated in FIG.
1). In some non-limiting embodiments, the antenna 304 may be in communication with
a processor {e.g., processor 204) of any of the systems and/or devices of system 100,
which, in turn enables operable communication between the antenna 304 and memory
{e.g., memory 206} of the device. In some non-limiting embodiments, the integrated
circuit 302 may be in communication with a processor {e.g., processor 204} of any of
the systems and/or devices of system 100.

[0123] In some non-limiting embodiments, memory may be partitioned info distinet
regions. For example, the memory 306 of NFC transponder device 300 may be
partitioned into distinct regions such as, for example, a secure region 306a, a merchant
data region 306b, and/or a transaction data region 306c. In some non-limiting
embodiments, the integrated circuit 302 may read from, wrile {o, andfor delete data
from the secure region 306a, the merchant data region 306b, and/or the transaction
data region 306¢ based on receiving data via a short range wireless communication
connection from anocther device {e.g., user device 104 and/or the like). In some non-
limiting embodiments, the integrated circuit 302 may read from, write to, and/or delele

data from the secure region 306a of the memory 306 in response (o receiving data via
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a short range wireless communication connection from a device associated with a
merchant {e.g., merchant device 106 and/or merchant system 108). For example, the
integrated circuit 302 may read andf/or write device data associated with NFC
fransponder device 300 (e.g., data including as a unique device identification number
{or unique device identifier), a public encryption key of NFC transponder device 300,
a private encryption key of NFC fransponder device 300, and/or the like). For example,
merchant device 108 may transmit device data associated with NFC transponder
device 300 to NFC transponder device 300 based on generation and/or assignment
of the device data associated with NFC transponder device 300 by merchant device
106 and/or transaction service provider system 110.

[0124] In some non-limiting embodiments, the integrated circuit 302 may not permit
communication of data to and/or from the secure region 306a of the memory 306. For
example, the integrated circuit 302 may not permit communication of data to and/or
from the secure region 306a of the memory based on communicating with a device
not associated with 2 merchant (e.g., when communicating via a short range wireless
communication connection with user device 104}, In some non-limiting embodiments,
the integrated circuit 302 and/or merchant device 1068 may encrypt portions or all of
the device data associated with NFC transponder device 300. For example, NFC
transponder device 300 may encrypt a portion or all of the device data associated with
NFC transponder device 300 {(e.g., dala associated with a unique device identifier of
NFC transponder device 300, data associated with a public encryption key, and/or
data associated with a privale encryption key). By virtue of the operation of an
integrated circuit 302 to selectively encrypt and/or control read and/or write access o
a secure region 306a of memory 306, the possibility of inadvertent fransmission of
sensitive data (e.qg., a private encryption key) may be reduced or eliminated.

[0125] In some nondimiting embodiments, the integrated circuit 302 of NFC
fransponder device 300 may read from, write to, and/or delete data from the merchant
data region 306b of the memaory 306. For example, the integrated circuit 302 may read
and/or write merchant data associated with products available for purchase (e.g., dala
associated with an identifier of the products, data associated with a cost of the
products, data associated with a public encryption key assigned to NFC transponder
device 300, and/or the like) to the merchant data region 306b of the memory 306 based
on data received from anocther device {e.g., user device 104). In some non-limiting
embaodiments, the integrated circuit 302 may permit communication of data from {e.g.,

Page 34 of 78



Attormay Docket No. 8223-1805745 (3146W001

a read)}, but not to {e.g., a write), the merchant data region 306b of the memory 306.
For example, the integrated circuit 302 may permit fransmission of merchant data from
the merchant data region 306b {o user device 104 {e.g., may permit user device 104
o read data from the merchant data region 306b), but may not permit transmission of
merchant data to the merchant data region 306b (e.g., may not permit user device 104
to write data to the merchant data region 306b) of the memory 306. By virtue of the
operation of an integrated circuit 302 1o selectively control read and/or wrile access {0
the merchant data region 306b, the possibility of inadvertent alterations to the
merchant data associated with the products for purchase that is stored in NFC
fransponder device 300 may be reduced.

[0126] In some nondimiting embodiments, the integrated circuit 302 of NFC
transponder device 300 may read and/or delete data from the transaction data region
306¢ of the memory 306. For example, the integrated circuit 302 of NFC transponder
device 300 may read and/or delete transaction data associated with one or more
fransactions from the transaction data region 306¢ of the memory 306 based on
communicating via a short range wireless communication connection with a device
(e.g., merchant device 106} associated with a merchant. In some non-limiting
embodiments, transaction data associated with one or more transactions stored in the
transaction data region 306¢ may include information such as goods and/or services
purchased during the one or more transactions, the cost of such goods andior
services, a public encryption key of user device 104 for the one or more transactions,
a device identifier of user device 104 for the one or more transactions, and/or other
the like. In some non-limiting embodiments, the integrated circuit 302 of NFC
fransponder device 300 may not permit a device to transmit data to {e.g., write data
to) the transaction data region 306¢ of the memaory 306. For example, the integrated
circuit 302 may not permit merchant device 106 to transmit data to {(e.g., write data {o)
the transaction data region 306c¢.

(01271 In some non-imiting embodiments, the integrated circuit 302 of NFC
transponder device 300 may read, write, and/or delete data from the transaction data
region 306c of the memory 308. For example, the integrated circuit 302 of NFC
fransponder device 300 may read, wrile, and/or delete transaction data associated
with one or more transactions based on communication with user device 104 via a
short range wireless communication connection. When making a purchase, the

integrated circuit 302 may write transaction data associated with a transaction 1o the
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fransaction data region 308¢ of the memory 306 of NFC transponder device 300 based
on communication with user device 104 via a communication connection. The
integrated circuit 302 may read transaction data associated with a particular
fransaction from the transaction data region 306¢ of the memory 306 of NFC
fransponder device 300 based on communicating via a short range wireless
communication connection with user device 104. For example, NFC iransponder
device 300 may read fransaction data associated with a particular transaction from the
tfransaction data region 306¢ of the memory 306 of NFC transponder device 300 based
on receiving a read request from user device 104. Based on receiving a read request
from user device 104, the integrated circuit 302 may transmit transaction data
associated with a particular transaction to user device 104, user device 104 being the
device that transmitted the particular transaction data. The integrated circuit 302 may
delete daia from the transaction data region 306¢ of the memory 306 based on
communicating via a short range wireless communication connection with user device
104. For example, NFC ftransponder device 300 may delete transaction dats
associated with a fransaction from the fransaction data region 306¢ of the memory 306
based on receiving a delete request from user device 104. In some non-limiting
embodiments, NFC transponder device 300 may not permit read, write, and/or delete
access to transaction data associated with a transaction where the device requesting
read, write, and/or delete access is not the device that transmitted the transaction data
associated with the transaction. This selective read, write, and/or delete permission
may be beneficial, for example, in cases where a user may want to cancel, void, and/or
modify a transaction.

[0128] Referring now to FIG. 4, illustrated is a flow diagram of a non-limiting
embodiment of a process 400 for exchanging transaction data associated with a
payment transaction when a network communication connection {e.g., a connection
between two devices across a network such as, without limitation, the Internet, an
intranet, and/or the like) to transaction service provider system 110 cannot be
established and the payment transaction cannot be processed via a payment
procassing network associated with the transaction service provider. As described
herein, a payment processing network may refer to one or more computing devices
that establish one or more network communication connections therebetween to
communicate data (e.g., transaction data associated with one or more fransactions)

when processing transactions. As described herein, network communication
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connections may refer {0 the establishment of communications between computing
devices via a network {e.g., an intranet, the Internet, and/or the like).

[0128] With continued reference to FIG. 4, at step 402, process 400 may include
determining whether a connection with a transaction service provider system can be
established. For exampile, user device 104 and/or merchant device 106 may determine
whether a network communication connection can be established with transaction
service provider system 110. In some nondimiting embodiments, user device 104
and/or merchant device 106 may determine that a network communication connection
cannot be established with transaction service provider system 110 {(e.g., *NO” at step
402). in some non-limiting embodiments, user device 104 and/or merchant device 106
may determine that a network communication connection with transaction service
provider system 110 cannot be established based on determining (either at user
device 104 andfor merchant device 106) that a network communication connection
with transaction service provider system 110 between user device 104 andlor
merchant device 106 is unreliable {(e.q., that a weak signal {e.g., wireless signal} is
detected, that communication of data with transaction service provider system 110 via
a network communication connection is occurring at a rate slower than a
predetermined timeout threshold, that a network communication connection with
fransaction service provider system 110 is impeded (e.qg., packels are dropping at &
rate greater than a predetermined rate), and/or the like.

(01301 In some nondimiting embodiments, user device 104 and/or merchant device
106 may determine that a network communication connection with transaction service
provider system 110 can be established {(e.g., “YES” at step 402). For example, user
device 104 and/or merchant device 106 may determine that a network communication
connection with transaction service provider system 110 can be established and/or is
reliable based on determining connection is unimpeded (e.g., that a strong signal (e.g.,
wireless signal} is detected, that data communication with transaction service provider
system 110 is occcurring at a rate greater than or equal {0 a predetermined timeout
threshold, that communication with transaction service provider system 110 is not
impeded {e.g., that packets are not being dropped and/or are being dropped at a rate
less than a predetermined rate), and/or the like. In some non-limiting embodiments,
process 400 may continue when user device 104 and/or merchant device 106

determines that 8 network communication connection can be established beatween
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user device 104 or merchant device 106 (but not both) and transaction service provider
system 110.

[0131] With continued reference to FIG. 4, at step 404, process 400 may include
communicating via a network communication connection with transaction service
provider system 110 during a transaction (e.g., when user device 104 and/or merchant
device 106 are communicating via a short range wireless communication connection
during a transaction). In some non-limiting embodiments, when user device 104 and/or
merchant device 106 determines that a network communication connection with
fransaction service provider system 110 can be established, user device 104 and/or
merchant device 106 may communicate via the network communication connection
with transaction service provider system 110 during the transaction. For example, user
device 104 and/or merchant device 106 may communicate directly with transaction
service provider system 110 after exchanging initiation data associated with initiation
of a transaction (e.g., 2 unigue device identifier for each device {(e.g., a public
encryption key of each device)}, a time, a date, and/or the like) via a short range
wireless communication connection.

[0132] With continued reference to FIG. 4, at step 406, process 400 may include
fransmitting initiation data associated with initiation of a transaction. For example,
merchant device 106 may transmit initiation dala associated with initiation of a
fransaction. In some non-limiting embodiments, merchant device 106 may transmit
initiation data associated with initiation of a transaction to user device 104. In some
non-limiting embodiments, initiation data associated with initiation of a transaction may
include a public encryption key of user device 104, and/or device data associated with
the device initiating the transaction (e.g., a unique device identifier assigned fo user
device 104, a media access control (MAC) address of user device 104, and/or the
like}. In some non-limiting embodiments, initiation data associated with initiation of a
fransaction may include product data associated with one or more goods andlor
services for sale. In some non-limiting embodiments, upon receipt of initiation data
associated with initiation of a transaction, user device 104 may store the initiation data
associated with initiation of the transaction in memory.

[0133] With continued reference to FIG. 4, at step 408, process 400 may include
generating transaction data associated with a transaction. For example, user device
104 and/or merchant device 106 may generate fransaction data associated with a

transaction. In some non-imiting embodiments, user device 104 may generale
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fransaction data associated with a transaction based on data received by user device
104. For example, user device 104 may generaie transaction data associaied with a
fransaction based on data received from merchant device 106 during the transaction
{e.g., based on initiation data associated with initiation of a transaction and/or
response data associated with a response to receiving initiation data). In some non-
limiting embodiments, user device 104 may generate transaction data associated with
a transaction based on inpul received by user device 104 (e.g., input on a touchscreen
of user device 104, input from a user associated with a selection of one or more
products, and/or the like).

i0134] In some nondimiting embodiments, merchant device 106 may generate
fransaction data associated with a transaction based on data received by merchant
device 106. For example, merchant device 106 may generale transaction data
associated with a transaction based on data received from user device 104 during the
fransaction {e.g., based on initiation data associated with initiation of a transaction
and/or response data associated with a response to receiving initiation data). In some
non-limiting embodiments, merchant device 106 may generate transaction dala
associated with a transaction based on input received by merchant device 106 {e.g.,
input on a touchscreen of merchant device 106, inpul associated with a selection of
one or more products, and/or the like}.

[0135] With continued reference to FiG. 4, at step 410, process 400 may include
transmitting response data associated with a response {o receiving initiation data. For
example, user device 104 may generate response data associated with a response to
receiving initiation data {(e.g., data associated with a product identifier of one or more
products selected for purchase, data associated with a device identifier of user device
104, data associated with a transaction amount of a transaction, and/or the like). In
some non-limiting embodiments, user device 104 may generate response data
associated with a response {0 initiation data. For example, user device 104 may
generate response data associated with a response {0 receiving initiation data based
on user device 104 receiving input. In some non-limiting embodiments, user device
104 may generate response data associated with a response {0 receiving initiation
data, the response data associated with data such as a unigue transaction identifier
assigned to the transaction {e.g., based on the generation of a unique fransaction
identifier by user device 104 andf/or merchant device 106). In some non-limiting
embodiments, user device 104 may generate response data associated with a
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response 1o initiation based on transaction data associated with a transaction. For
example, user device 104 may generate transaction data associated with a transaction
based on initiation data. User device 104 may then generate the response daia
associated with the response based on the transaction data associated with the
fransaction.

[0136] In some non-limiting embodiments, user device 104 and/or merchant
device 106 may store transaction data associated with a transaction in memory of the
respective device. For example, upon generation of transaction data associated with
a transaction by user device 104, user device 104 and/or merchant device 106 may
store the transaction data in memory of user device 104 and/or merchant device 106,
respectively.

(01371 With continued reference to FIG. 4, at step 412, process 400 may include
generating a transaction message associated with a transaction. In some non-limiting
embodiments, user device 104 andfor merchant device 106 may generate a
fransaction message associated with a fransaction. In some non-limiting
embodiments, user device 104 and/or merchant device 106 may generate a
fransaction message associated with a {fransaction based on response data
associated with a response andfor transaction data associated with a transaction. In
some non-limiting embodiments, a transaction message associated with a transaction
may include: transaction data associated with a fransaction, a public encryption key of
user device 104 and/or merchant device 106, a unique device identifier of user device
104 and/or merchant device 106 {(e.g., a public encryption key of user device 104
and/or merchant device 108), and/or the like.

101381 In some non-limiting embodiments, a transaction message associated with
a transaction may be partially and/or completely encrypted. For example, a transaction
message associated with a transaction may be partially and/or completely encrypted
by user device 104 and/or merchant device 106. In some non-limiting embodiments,
user device 104 may encrypt a transaction message associated with a transaction with
a public encryption key of merchant device 106 andfor user device 104. Additionally,
or alternatively, in some non-limiting embodiments, merchant device 106 may encrypt
a transaction message with a public encryption key of user device 104 and/or
merchant device 106. In some non-limiting embodiments, user device 104 andior
merchant device 108 may encrypt a transaction message associated with a
fransaction with a public encryption key of transaction service provider system 110.

Page 40 of 78



Attormay Docket No. 8223-1805745 (3146W001

For example, user device 104 and/or merchant device 106 may receive a public
encryption key from fransaction service provider system 110 for later encryption of
some or all of a transaction message associated with a tfransaction.

(04391 In some non-limiting embodiments, a transaction message associated with
a transaction may be further associated with a public encryption key. For example,
user device 104 may associated with a transaction message with a public encryption
key of user device 104 {a.g., to identify user device 104 as the device that generated
the transaction message). Additionally, or alternatively, in some non-limiting
embodiments, merchant device 106 may associate a transaction message with a
public encryption key of merchant device 106 {g.g., to identify merchant device 106 as
the device that generated the transaction message). In some non-limiting
embaodiments, a fransaction message may be stored in memory until communication
with transaction service provider system 110 is established. For example, user device
104 and/or merchant device 106 may store a transaction message associated with a
fransaction in memory of the respective device. In some non-limiting embodiments,
user device 104 and/or merchant device 106 may transmit a transaction messags {o
fransaction service provider system 110 based on determining a network
communication connection with transaction service provider system 110 has been
reastablished.

01401  In some non-limiting embodiments, a transaction message associated with
a transaction may be encrypted to sign the transaction message. For example, user
device 104 may encrypt a fransaction message associated with a transaction with a
private encryption key of user device 104. Additionally, or alternatively, merchant
device 106 may encrypt a transaction message associated with a transaction with a
private encryption key of merchant device 108.

[0141] In some non-limiting embodiments, some or all of the transaction data
associated with a transaction included in a transaction message associated with the
fransaction may be encrypted. For example, user device 104 and/or merchant device
106 may generate a transaction message associated with a transaction based on
initiation data associated with initistion of the transaction and/or transaction data
associated with the transaction. In some non-limiting embodiments, user device 104
and/or merchant device 106 may encrypt some or all of the transaction data associated
with the transaction with a public encryption key of user device 104 and/or merchant
device 106.
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[0442] In some non-dimiting embodiments, a transaction message associated with
a iransaction may include transaction header data associated with a transaction
header and/or transaction data associated with a transaction. In some non-limiting
embodiments, user device 104 and/or merchant device 106 may encrypt at least a
portion {e.g., some or all) of the transaction header data and/or the transaction data.
For example, user device 104 and/or merchant device 106 may encrypt at least a
portion of the transaction header data and/or the transaction data with a public
egncryption key (e.g., a public encryption key of user device 104, merchant device 106,
and/or transaction service provider system 110).

[0143] With continued reference to FIG. 4, at step 414, process 400 may include
determining a network communication connection with transaction service provider
system 110 can be established. In some non-limiting embaodiments, user device 104
and/or merchant device 106 may determineg that a network communication connection
with transaction service provider system 110 cannot be established and/or is not
reliable (e.g., "NO” at step 414). For example, user device 104 and/or merchant device
106 may determine that a network communication connection with transaction service
provider system 110 cannot be established based on attempts made by user device
104 and/or merchant device 106 to communicate {e.g., transmit and/or receive data
via a network communication connection} with fransaction service provider system
110. In some non-limiting embodiments, when user device 104 and/or merchant
device 106 determines that a network communication connection with transaction
service provider system 110 cannot be established, user device 104 and/or merchant
device 106 may continue 1o determine whether a connection can be established, either
periodically or continuously.

[0144] With continued reference to FIG. 4, at step 416, process 400 may include
fransmitling a transaction message associated with a fransaction and/or transaction
data associated with a transaction. In some non-limiting embodiments, when user
device 104 and/or merchant device 106 determines that a network communication
connection with transaction service provider system 110 can be established {e.g.,
YES” at step 414) a transaction message associated with a transaction may be
fransmitted to transaction service provider system 110.

[0145] Referring now to FIG. 5, illustrated is a flow diagram of a process 500 for
communicating data between merchant device 106 and NFC fransponder device 300.
For example, NFC transponder device 300 may transmit data (e.g., transaction data
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and/or a transaction meassage) to merchant device 106. In some non-limiting
embodiments, NFC transponder device 300 may transmit data to transaction service
provider system 110 via merchant device 108. For example, NFC transponder device
300 may be powered by merchant device 106 (e.g., in response o generation of an
glectromagnetic field by merchant device 108).

[0148]  With continued reference to FIG. 5, at step 502, process 500 may include
causing NFC ftransponder device 300 o transmit data. In some non-imiting
embodiments, merchant device 106 may cause NFC transponder device 300 {o
fransmit data via a short range wireless communication connection. For example,
merchant device 106 may cause NFC transponder device 300 to transmit one or more
fransaction messages to merchant device 106. In some non-limiting embodiments,
merchant device 106 may cause NFC transponder device 300 to transmit transaction
data associated with one or more fransactions to merchant device 106.

[0147] With continued reference to FIG. 5, at step 504, process 500 includes
receiving data {(e.g., receiving one or morg iransaction messages, receiving
fransaction data associated with one or more transactions, and/or the like). For
example, NFC transponder device 300 may fransmit data to merchant device 106. In
some non-limiting embodiments, merchant device 106 may cause an NFC
fransponder device o transmit data to merchant device 106 based on generating, at
merchant device 108, an electromagnetic field to power NFC transponder device 300
to establish a short range wireless communication connection.

[0148] With continued reference to FIG. 5, at step 506, process 500 may include
generating at least one transaction message associated with at least one transaction.
in some non-limiting embodiments, merchant device 106 may generate at least one
transaction message associated with at least one transaction. For example, merchant
device 106 may generate at least one fransaction message associated with at least
one fransaction based on receiving data {e.g., one or more transaction messages
andfor transaction data associated with one or more fransactions} from NFC
transponder device 300.

[0149] In some non-limiting embodiments, merchant device 106 may encrypt data.
For example, merchant device 106 may encrypt one or more transaction messages
andfor transaction data associated with one or more transactions with a public
encryption key of merchant device 106 and/or a public encryption key of transaction

service provider system 110. In some non-limiting embodiments, merchant device 106
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may store the transaction message and/or the transaction data associated with one or
more transactions in memory of merchant device 106. In some non-limiting
embodiments, merchant device 106 may associate a public encryption key of
merchant device 106 andfor NFC fransponder device 300 with the one or more
fransaction messages and/or the transaction data. In some non-limiting embodiments,
merchant device 106 may encrypt the one or more transaction messages and/or the
transaction data with a public encryption key and/or a private encryption key of NFC
fransponder device 300 and/or merchant device 106 to sign the one or more
fransaction messages and/or the transaction data.

[0150] With continued reference to FIG. 5, at step 508, process 500 may include
determining a network communication connection with transaction service provider
system 110 can be established. In some non-limiting embodiments, merchant device
106 may determine that a network communication connection with transaction service
provider system 110 cannot be established (e.g., ‘NO” at step 508). For example,
merchant device 106 may determine that a network communication connection with
fransaction service provider system 110 cannot be established based on attempts
made by merchant device 106 {o communicate with fransaction service provider
system 110. In some nondimiting embodiments, when merchant device 106
determines that a connection with transaction service provider system 110 cannot be
established, merchant device 106 may continue to determine whether a connection
can be established, either pericdically or continuously.

[0151] With continued reference to FIG. 5, at step 510, process 500 may include
uploading a transaction message associated with a transaction and/or transaction data
associated with a transaction. In some non-imiting embodiments, when merchant
device 106 delermines thal a network communication connection with transaction
service provider system 110 can be established {e.g., “YES" at step 508) merchant
device 106 may upload a transaction message associated with a transaction. For
exampie, when merchant device 106 determines that a connection with transaction
service provider system 110 can be established, merchant device 106 may upioad
and/or transmit a transaction message associated with a transaction {o transaction
service provider system 110.

[0152] Referring now o FIG. 8, illustrated is a flow diagram of a process 600 for
identifying a transaction message and/or transaction data associated with one or more
fransactions for processing.
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[0153] With continued reference to FIG. 6, at step 602, process 600 may include
receiving a first transaction message. For example, transaction service provider
system 110 may receive the first transaction message from user device 104,

[0154] With continued reference to FIG. 6, at step 604, process 800 may include
decrypting the first transaction message. In some non-imiting embodiments,
fransaction service provider system 110 may decrypt the first transaction message. In
some non-limiting embodiments, transaction service provider system 110 may decrypt
a first transaction message based on determining one or more public encryption keys
and/or private encryption keys. For example, transaction service provider system 110
may determineg one or more public encryption keys and/or one or more private
encryption keys of one or more devices that encrypted the first transaction message
{e.g., based on one or more unique device identifiers included in header data of the
first fransaction message).

[01558] With continued reference to FIG. 6, at step 606, process 600 may include
receiving a second transaction message. For example, fransaction service provider
system 110 may receive the second fransaction message from merchant device 106.
[0156] With continued reference to FIG. 6, at step 608, process 600 may include
decrypling the second transaction message. In some non-limiting embodiments,
fransaction service provider system 110 may decrypt a second transaction message.
For example, transaction service provider system 110 may decrypt a second
transaction message based on determining one or more private encryplion keys
andf/or one or more public encryption keys. In some non-limiting embodiments,
fransaction service provider system 110 may determine one or more public encryption
keys and/or one or more private encryption keys of one or more devices that encrypied
the second transaction message (2.g., based on one or more unigue device identifiers
included in header data of the first fransaction message).

(01571 With continued reference to FIG. 6, at step 610, process 800 may include
determining whether the first transaction message is received first. For example,
transaction service provider system 110 may determining whether the first fransaction
message is received first. In some non-limiting embodiments, transaction service
provider system 110 may determine that a transaction message is received first. For
example, transaction service provider system 110 may assign a timestamp to a first
fransaction message and a second fransaction message when the first fransaction

message and the second transaction message are received by transaction service
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provider system 110. Transaction service provider system 110 may determine which
of the first transaction message or the second transaction message is received first
based on each of the timestamps.

[0158] With continued reference to FIG. 6, at step 612, process 800 may include
processing a first transaction message. For example, transaction service provider
system 110 may process the first transaction message. In some non-limiting
embodiments, transaction service provider system 110 may process the first
fransaction message based on determining that the first transaction message is
received before a second transaction message associated with the one or more
fransactions is received.

[01589] With continued reference to FIG. 6, at step 614, process 600 may include
processing a second transaction message. For example, transaction service provider
system 110 may process the second fransaction message. In some non-limiting
embodiments, transaction service provider system 110 may process the second
fransaction message based on determining that the second transaction message is
received before a first transaction message associated with the one or more
fransactions is received. In some non-limiting embodiments, transaction service
provider system 110 may determine that the first transaction message or the second
fransaction message is received first based on determining that the other was not
received.

[01680] Referring now to FIG. 7, iHustrated is a non-limiting example of an
implementation 700 of a process for exchanging transaction data. As shown by
reference number 702 in FIG. 7, merchant device 108 may transmit initiation data
associated with initiation of a transaction to user device 104. In some non-limiting
embaodiments, merchant device 106 may transmit the initiation data associated with
initiation of the transaction based on determining that a network communication
connection with transaction service provider system 110 cannot be established.
[0161] In some non-limiting embodiments, a determination may be made that a
network communication connection with fransaction service provider system 110
cannot be established. For example, user device 104 and/or merchant device 106 may
determine that a network communication connection with transaction service provider
systermn 110 cannot be established where user device 104 and/or merchant device 106
are unable {o communicate via a network communication connection with fransaction

service provider system 110.
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[0462] In some non-imiting embodiments, user device 104 may generate
fransaction data associated with a transaction. For example, user device 104 may
generate transaction data associated with a transaction, initiation data associated with
initiation of a transaction andfor a public encryption key of user device 104. In some
non-limiting embodiments, user device 104 may store transaction data associated with
a transaction in memory of user device 104. Additionally, or alternatively, user device
104 may generate transaction data associated with a transaction based on user device
104 receiving user input {e.g., input from a user associated with a selection of one or
more products for purchase).

[01683] As shown by reference number 704 in FIG. 7, user device 104 may generate
response data associated with a response. For example, user device 104 may
generate response data associated with a response based on fransaction data
associated with a transaction, initiation data associated with initiation of a fransaction,
and/or a public encryption key of user device 104, merchant device 106, and/or
fransaction service provider system 110. In some non-limiling embodiments, user
device 104 may store response data associated with a response in memory of user
device 104. Additionally, or alternatively, user device 104 may generate response data
associated with a response based on user device 104 receiving user inpui {e.g., input
from a user associated with a selection of one or more goods and/or services for
purchase).

[01684] As shown by reference number 708 in FIG. 7, response data associated
with a response may be fransmitied via a short range wireless communication
connection. In some non-imiting embodiments, user device 104 may transmit
response data associated with aresponse. For example, user device 104 may transmit
response data associated with a response o merchant device 106. In some non-
limiting embodiments, user device 104 may transmit response data associated with a
response to merchant device 106 based on user device 104 generating the response
data associated with a response and/or based on user device 104 determining a
network communication connection cannot be established with transaction service
provider system 110.

[0165] As shown by reference number 708 in FIG. 7, a transaction message
associated with a transaction may be generated. In some non-limiting embodiments,
user device 104 may generate a transaction message associated with a fransaction.
For example, user device 104 may generate a transaction message associated with a
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fransaction {e.g., a user transaction message associated with a transaction) based on
fransaction data associated with the transaction and/or response data associated with
a response. Additionally, in some non-limiting embodiments, user device 104 may
generate a transaction message associated with a transaction based on a public
encryption key. For example, user device 104 may generate a fransaction message
associated with a transaction by encrypting some or all of the transaction message
associated with the transaction {e.g., with a public encryption key of user device 104,
merchant device 108, and/or fransaction service provider system 110).

[0168] As shown by reference number 710 in FIG. 7, a transaction message
associated with a transaction may be generated. In some non-limiting embodiments,
merchant device 106 may generate a iransaction message associated with a
transaction. For example, merchant device 106 may generate a transaction message
associated with a transaction based on iransaction data associated with the
fransaction and/or response data associated with a response. In some non-limiting
embodiments, merchant device 106 may generate a transaction message associated
with a transaction based on receiving transaction data associated with a transaction.
For example, merchant device 106 may generate a transaction message associated
with a transaction based on receiving transaction data associated with a transaction
from user device 104. in some non-limiting embodiments, merchant device 106 may
generate a transaction message associated with a transaction based on a public
encryption key. For example, merchant device 106 may generate a transaction
message associated with a transaction by encrypting some or all of the transaction
message associated with the transaction (e.g., with a public encryption key of user
device 104, merchant device 108, and/or transaction service provider system 110).
01671  In some non-imiting embodiments, a transaction message associated with
a transaction may include transaction header dafa associated with a transaction
header and/or transaction data associated with a transaction. For example, transaction
header data associated with fransaction header may include a unique fransaction
identifier, a transaction amount, one or more product identifiers {e.g., one or more
identifiers of a product), an identifier of user device 104 (e.g., an identifier of a user
associated with user device 104, an identifier of a buyer associated with user device
104, andfor the like), an identifier of merchant device 106 {e.g., an identifier of a
merchant associated with merchant device 106), an identifier of merchant system 108
{e.g., an identifier of a merchant associated with merchant system 108}, and/or an
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identifier of NFC transponder device 300 (e.g., an identifier of a merchant associated
with NFC transponder device 300). In some non-limiting embodiments, transaction
data associated with a transaction may include dala associated with a unigue
fransaction identifier, dala associated with a transaction amount, one or more product
identifiers, data associated with an identifier of user device 104, and/or data
associated with an identifier of a merchant, merchant device 108, merchant system
108, and/or NFC transponder device 300 associated with a merchant, data associated
with a payment account, and/or the like.

[3168] In some non-limiting embodiments, user device 104 and/or merchant device
106 may encrypt a transaction message associated with a transaction prior o
fransmission of the fransaction message. For example, user device 104 and/or
merchant device 106 may encrypt a transaction message associated with a
fransaction with a public encryption key (e.g., a public encryption key of user device
104, merchant device 106, and/or transaction service provider system 110). In some
non-limiting embodiments, user device 104 and/or merchant device 106 may encrypt
a fransaction message with a private encryption key of user device 104 or merchant
device 106, respectively, to digitally sign the transaction message.

[016%] In some non-limiting embodiments, user device 104 and/or merchant device
106 may encrypt at least a portion of a transaction message associated with a
transaction with a public encryption key {e.g., a public encryption key of user device
104, merchant device 106, and/or transaction service provider system 110). For
example, user device 104 and/or merchant device 106 may encrypt at least a portion
of a transaction message (e.g., transaction header data associated with a transaction
header, transaction data associated with a transaction, and/or the like} with a public
encryption key {e.g., a public encryption key of user device 104, merchant device 106,
and/or transaction service provider system 110). For example, user device 104 and/or
merchant device 106 may encrypt at least a portion of a transaction message (e.g.,
fransaction header data associated with a {ransaction header, transaction data
associated with a transaction, and/or the like) with a private encryption key {2.9., a
private encryption key of user device 104 or merchant device 106) fo digitally sign the
at least a portion of the ransaction message.

[0170] As shown by reference number 712 in FIG. 7, user device 104 may
determine that a connection with transaction service provider system 110 can be
established. For example, user device 104 may determine that a connection with
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fransaction service provider system 110 can be established based on reestablishing a
connection between user device 104 and {fransaction service provider system 110
[0171] As shown by reference number 714 in FIG. 7, a transaction message
associated with a transaction may be transmitted. For example, user device 104 may
fransmit a firansaction message via a network communication connection to
fransaction service provider system 110, In such examples, user device 104 may
fransmit a transaction message {0 a transaction service provider system based on
determining a network communication connection with {ransaction service provider
system 110 can be established.

[0172] As shown by reference number 716 in FIG. 7, merchant device 106 may
determine that a connection with transaction service provider system 110 can be
established. For example, merchant device 106 may determine that a connection with
fransaction service provider system 110 can be established based on determining a
network communication conneclion with transaction service provider system 110 can
be aestablished.

[0173] As shown by reference number 718 in FIG. 7, merchant device 106 may
fransmit a transaction message to fransaction service provider system 110, For
example, merchant device 106 may transmit a transaction message to transaction
service provider system 110 based on determining a network communication
connection with the fransaction service provider system can be established.

[0174] Referring now to FIG. 8, iHustrated is a non-limiting example of an
implementation 800 of a process for communicating transaction data associated with
a transaction and/or a transaction message associated with a transaction.

[0175] As shown by reference number 802 in FIG. 8, a device may be caused o
fransmit transaction datia associated with one or more transactions via a short range
wirgless communication connection. For example, merchant device 106 may generate
an electromagnetic field to cause NFC transponder device 300 to transmit transaction
data associated with one or more transactions to merchant device 106. In some non-
limiting embodiments, NFC transponder device 300 may have stored in the memaory
therein transaction data associated with one or more transactions. In some non-
limiting embodiments, one or more transaction messages may include transaction
header data associated with one or more fransaction headers and/or transaction data
associated with one or more transactions. Additionally or alternatively, one or more

transaction messages may include one or more public encryption keys to encrypt the
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fransaction data associated with the one or more transactions. in some non-limiting
embodiments, the one or more public encryption keys {e.g., a public encryption key of
user device 104 and/or merchant device 1068) may be used to identify one or more
devices that were used to encrypt the fransaction data associated with the one or more
fransactions.

[01768] As shown by reference number 804 in FIG. 8, a device may transmit
fransaction data associated with one or more fransactions. In some non-limiting
embodiments, NFC transponder device 300 may transmit transaction data associated
with one or more transactions. For example, NFC fransponder device 300 may
fransmit transaction data associated with one or more transactions to merchant device
106 based on merchant device 106 (e.g., in response to generation of a magnetic field
by merchant device 108).

[0177] As shown by reference number 808 in FIG. 8, a transaction message may
be generated. in some non-limiting embodiments, merchant device 106 may generate
a transaction message. For example, merchant device 106 may generate a
fransaction message based on transaction data associated with one or more
fransactions. In some non-limiting embodiments, merchant device 106 may generate
a transaction message based on transaction data associated with one or more
fransactions received from NFC transponder device 300. In some non-limiting
embodiments, merchant device 106 may encrypt a transaction message. For example,
merchant device 106 may encrypt a transaction message with a public encryption key
of merchant device 106, transaction service provider system 110, user device 104,
and/or the like. In some non-limiting embodiments, NFC transponder device 300 may
receive a public encryption key of merchant device 106, transaction service provider
systern 110, and/or user device 104 prior to communicating with merchant device 106.
[0178] As shown by reference number 808 in FIG. 8, a determination may be made
that a network communication connection with transaction service provider system
110 is established. In some non-limiting embodiments, a merchant device 106 may
determine that a network communication connection with transaction service provider
system 110 can be established.

[0178] As shown by reference number 810 in FIG. 8, a transaction message may
be transmilfed via a network communication connection. In some non-limiting
embodiments, a transaction message may be transmitted by merchant device 106 to

transaction service provider system 110 via a network communication connection. For
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example, a transaction message may be fransmitted by merchant device 106 to
fransaction service provider system 110 based on the determination by merchant
device 106 that a network communication connection can be established with
fransaction service provider system 110.

[0180] Referring now to FIG. 8, iHlustrated is a non-limiting example of an
implementation 800 of a process for processing one or more fransaction messages.
[0181] As shown by reference number 802 in FIG. 9, user device 104 may transmit
a first transaction message associated with a transaction via a network communication
connection. For example, user device 104 may transmit a first transaction message
associated with a transaction to transaction service provider system 110 via a network
communication connection. In some non-limiting embodiments, transaction service
provider system 110 may store a first transaction message associated with a
fransaction in a database.

[0182] As shown by reference number 804 in FIG. 9, transaction service provider
systermn 110 may decrypt a first transaction message associated with a transaction
based on determining user device 104 and/or merchant device 106 encrypted the first
fransaction message. For example, transaction service provider system 110 may
determine a privale encryption key of user device 104 and/or merchant device 106 to
use to decrypt the first transaction message associated with a transaction. In some
non-limiting embodiments, transaction service provider system 110 may determine a
private encryplion key to use to decrypt a fransaction message associated with a
fransaction based on fransaction header data associated with a transaction header.
[0183] As shown by reference number 806 in FIG. 8, merchant device 106 may
transmit & second transaction message associated with a transaction via a network
communication connection o transaction service provider system 110. In some non-
limiting embodiments, transaction service provider system 110 may store the second
fransaction message associated with the transaction in a dalabase.

[0184] As shown by reference number 808 in FIG. 9, transaction service provider
system 110 may decrypt the second fransaction message associated with a
fransaction based on determining merchant device 106 andfor user device 104
encrypied the transaction message. For example, transaction service provider system
110 may determine a private encryption key of merchant device 106 and/or user
device 104 to use fo decrypt the first fransaction message associated with a

fransaction. In some non-limiting embodiments, transaction service provider system
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110 may determine a private encryption key to use o decrypt a transaction message
associated with a transaction based on a transaction header data associated with a
fransaction header.

[0185] As shown by reference number 910 in FIG. 9, a determination may be made
{0 process a first fransaction message associated with a transaction or a second
fransaction message associated with a fransaction. In some non-limiting
embodiments, transaction service provider system 110 may determine o process a
first transaction message associated with a transaction or a second transaction
message associated with a transaction. For example, transaction service provider
systermn 110 may determine to process a first transaction message associated with a
transaction or a second transaction message associated with a transaction based on
which fransaction message is associated with an earlier timestamp.

[0188] As shown by reference number 812 in FIG. 8, an authorization request
message may be transmitted to issuer system 102. In some non-limiting embodiments,
fransaction service provider system 110 may transmit an authorization request
message to an issuer system 102. For example, transaction service provider system
110 may transmit an authorization request message 1o an issuer system 102 based
on determining which transaction message (e.g., a first transaction message or a
second transaction message) to process. in some non-limiting embodiments,
fransaction service provider system 110 may generate an authorization request
message based on receiving the transaction message at transaction service provider
system 110.

[0187] As shown by reference 814 in FIG. 9, an authorization response message
may be received. In some non-limiting embodiments, fransaction service provider
systern 110 may receive an authorization response message from issuer system 102,
[0188] Referring now to FIG. 10, ilustrated is a non-limiting example of an
implementation 1000 of a process for exchanging transaction data.

[0189] As shown by reference number 1002 in FIG. 10, merchant device 106 may
transmit product data associated with a product 1o user device 104. For example,
merchant device 106 may transmit product data associated with the product to user
device 104 based on receiving a request for the product data from user device 104 for
the product data. The product may be a product that is to be involved in a transaction
involving a consumer {e.g., a buyer) associated with user device 104 and a merchant
{e.g., a seller) associated with merchant device 106. In some non-limiting
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embodiments, merchant device 106 may transmit the product data {o user device 104
and user device 104 may receive the product data based on user device 104
establishing a communication connection {e.g., a short range wireless communication
connection) between merchant device 106 and user device 104. in some non-limiting
embodiments, the product data may include data associated with a price for one or
more products, data associated with product details for one or more products, and/or
data associated with a merchant identifier of merchant device 106 {e.g., an identifier
of a merchant associated with merchant device 106, a token for an identifier of a
merchant associated with merchant device 106, and/or the like). In some non-limiting
embodiments, merchant device 106 may transmit a product message that includes the
product data associated with the product 1o user device 104,

(01901 As shown by reference number 1004 of FIG. 10, user device 104 may
fransmit an initial transaction message {0 merchant device 106. For example, user
device 104 may transmii an initial transaction message to merchant device 106 via a
short range wireless communication connection. The initial fransaction message may
be based on the transaction involving the consumer associated with user device 104
and the merchant associated with merchant device 106. For example, user device 104
may generate the initial fransaction message based on transaction data associated
with the transaction involving the consumer and the merchant. In some non-limiting
embodiments, the initial transaction message may include a transaction header
section and a transaction detail section. In some non-imiling embodiments, the
fransaction header section may include fransaction header data associated with a
fransaction header. The transaction header data may include a transaction identifier
of the transaction {e.g., a unique identifier of the transaction}, an amount of the
transaction, a product identifier of a product involved in the transaction, and/or a2 user
identifier of user device 104 {e.g., an identifier of a consumer associated with user
device 104, a token for an identifier of the consumer associated with user device 104,
andfor the like). In some non-limiting embodiments, the transaction detail section may
include transaction detail data associated with details of the transaction. The
fransaction detail data may include the transaction identifier of the transaction, the
amount of the transaction, the product identifier of the product involved in the
fransaction, and/or the merchant identifier of merchant device 106.

(018911 In some non-limiting embodiments, user device 104 may encrypt the
fransaction detail data included in the initial transaction message hefore transmitling
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the initial transaction message {o merchant device 106. For example, user device 104
may encrypt the transaction detail data of the initial transaction message using a public
encryption key of user device 104 before transmitling the initial transaction message
o merchani device 106. In some non-limiting embodiments, the public encryption key
of user device 104 may be a public encryplion key assigned to the consumer
associated with user device 104 and/or assigned o user device 104. In some non-
limiting embodiments, the public encryption key of user device 104 may be generated
by user device 104. In some non-limiting embodiments, the public encryption key of
user device 104 may be generated and assigned o user device 104 by transaction
service provider system 110 prior to or during the transaction.

[0182] As shown by reference number 1006 in FIG. 10, merchant device 106 may
generate a merchant transaction message. For example, merchant device 106 may
generate a merchant transaction message based on receiving the initial transaction
message from user device 104. In some non-limiting embodiments, merchant device
106 may generate the merchant transaction message by updating the initial
transaction message such that the transaction header section of the initial fransaction
message includes the merchant identifier of merchant device 106. In some non-limiting
embodiments, merchant device 106 may encrypt the merchant transaction message
using a public encryption key of fransaction service provider system 110 based on
updating the initial transaction message.

[0193] As shown by reference number 1008 in FIG. 10, merchant device 106 may
fransmit the merchant transaction message {e.g., the encrypted merchant transaction
message) {0 transaction service provider system 110. For example, merchant device
106 may transmit the merchant transaction message {o transaction service provider
system 110 based on generating the merchant transaction message.

[0184] As shown by reference number 1010 in FIG. 10, user device 104 generates
a user transaction message. For example, user device 104 may generate a user
fransaction message based on receiving the product data from merchant device 106.
in another example, user device 104 may generate the user transaction message
based on generating the initial transaction message. In some non-limiting
embodiments, user device 104 may generale the user transaction message by
updating the initial fransaction message such that the transaction header section of
the initial transaction message includes the merchant identifier of merchant device
106. In some non-limiting embodiments, user device 104 may encrypt the user
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fransaction message with the public encryption key of transaction service provider
system 110 updating the initial fransaction message.

[0195] As shown by reference number 1012 in FIG. 10, user device 104 transmits
the user transaction message (e.g., the encrypted user transaction message) o
fransaction service provider system 110. For example, user device 104 may transmit
the user transaction message {o transaction service provider system 110 based on
generating the user transaction message.

[0198] As shown by reference number 1014 in FIG. 10, transaction service provider
system 110 may process the transaction. For example, transaction service provider
system 110 may process the transaction based on the merchant transaction message
or the user transaction message. As part of processing the transaction, fransaction
service provider system 110 may decrypt the merchant fransaction message with a
private encryption key of transaction service provider system 110. Transaction service
provider system 110 may decrypt the transaction detail data included in the merchant
fransaction message using a private encryption key of user device 104. For example,
transaction service provider system 110 may retrieve the private encryption key of user
device 104 by performing a lookup of the private encryption key of user device 104. In
such an example, transaction service provider system 110 may maintain a database
that stores the private encryption key in association with user device 104 (e.g.,
assigned o user device 104, in association with a user of user device 104, and/or the
like). Transaction service provider system 110 may perform the lookup of the private
encryption key of user device 104 based on the user identifier included in the
fransaction header data of the merchant transaction message. Transaction service
provider system 110 may decrypt the fransaction detail data using the private
encryption key of user device 104.

[0187] In some non-limiling embodiments, as part of processing the fransaction,
fransaction service provider system 110 may decrypt the user fransaction message
with the private encryption key of transaction service provider system 110, In some
non-limiting embodiments, fransaction service provider system 110 may decrypt the
fransaction detail date included in the user transaction message with the private
encryption key of user device 104.

(01981 In some non-limiting embodiments, transaction service provider system 110
may validate the transaction based on the merchant transaction message and/or the

user fransaction message. For example, transaction service provider system 110 may
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validate the transaction based on the merchant identifier and/or the transaction
identifier included in the merchant fransaction message. Additionally or alternatively,
transaction service provider system 110 may validate the transaction based on the
merchant identifier and/or the transaction identifier included in the user transaction
message.

(01891 In some non-limiting embodiments, transaction service provider system 110
may compare the merchant identifier included in the transaction header data of the
merchant transaction message to the merchant identifier included in the transaction
detail data of the merchant transaction message. Additionally or alternatively,
fransaction service provider system 110 may compare the transaction identifier
included in the transaction header data of the merchant transaction message to the
fransaction identifier included in the transaction detail data of the merchant transaction
message.

[0200] If transaction service provider systern 110 determines that the merchant
identifier included in the transaction header data of the merchant transaction message
corresponds 1o {e.g., matches) the merchant identifier included in the transaction detail
data of the merchant transaction message and/or that the fransaction identifier
included in the transaction header data of the merchani transaction message
corraesponds o the transaction identifier included in the transaction detail data of the
merchant transaction message, fransaction service provider system 110 may validate
the transaction. If transaction service provider systemn 110 determines that the
merchant identifier included in the transaction header data of the merchant transaction
message does not corespond to the merchant identifier included in the transaction
detall data of the merchant transaction message and/or that the transaction identifier
included in the transaction header data of the merchant transaction message does not
correspond to the fransaction identifier included in the transaction detail data of the
merchant transaction message, transaction service provider system 110 may not
validate the transaction.

102011  In some non-limiting embodiments, transaction service provider system 110
may compare the merchant identifier included in the transaction header data of the
user transaction message to the merchant identifier included in the transaction detail
data of the user transaction message. Additionally or alternatively, transaction service
provider system 110 may compare the fransaction identifier included in the fransaction
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header data of the user transaction message {o the transaction identifier included in
the transaction detail data of the user transaction message.

[0202] If transaction service provider system 110 determines that the merchant
identifier included in the transaction header daita of the user transaction message
corresponds to the merchant identifier included in the transaclion detail data of the
user transaction message and/or that the fransaction identifier included in the
transaction header data of the user transaction message corresponds o the
fransaction identifier included in the transaction detail data of the user transaction
message, transaction service provider system 110 may validate the transaction. If
fransaction service provider system 110 determines that the merchant identifier
included in the transaction header data of the user transaction message does not
correspond to the merchant identifier included in the transaction detail data of the user
fransaction message and/or that the transaction identifier included in the transaction
header data of the user transaction message does not correspond to the transaction
identifier included in the transaction detail data of the user fransaction message,
transaction service provider system 110 may not validate the transaction.

[0203] In some non-limiting embodiments, transaction service provider system 110
may validate the transaction based on the user transaction message by comparing the
merchant identifier included in the transaction header data of the user fransaction
message to the merchant identifier included in the transaction detail data of the user
fransaction message. If transaction service provider system 110 determines that the
merchant identifier included in the fransaction header data of the user transaction
message corresponds to the merchant identifier included in the transaction detail data
of the user transaction message, transaction service provider system 110 may validate
the transaction. If transaction service provider system 110 determines that the
merchant identifier included in the fransaction header data of the user transaction
message does not correspond to the merchant identifier included in the transaction
detail data of the user transaction message, transaction service provider system 110
may not validate the transaction.

[0204] In some non-limiting embodiments, transaction service provider system 110
may determine whether to validate the transaction based on the merchant transaction
message or the user transaction message based on which of the merchant transaction
message or the user transaction message was received first by transaction service

provider system 110, In some non-limiting embodiments, transaction service provider

Page 58 of 78



Attormay Docket No. 8223-1805745 (3146W001

system 110 may determine an account identifier associated with an account of the
merchant involved in the transaction and/or an account identifier associated with an
account of the consumer involved in the fransaction based on validating the
fransaction. In some non-limiting embodiments, transaction service provider system
110 may complete the transaction based on validating the transaction or transaction
service provider system 110 may not complete the transaction based on not validating
the transaction.

[02058] In some non-limiting embodiments, fransaction service provider system 110
may complete the transaction by transmitting an authorization request message and
receiving an authorization response message, where the authorization response
message includes an indication of whether the transaction was approved or declined
by an issuer system {e.q., issuer system 102} that issued an account of the consumer
involved in the transaction.

(02061 In some non-limiting embodiments, transaction service provider system 110
may generate the authorization request message based on transaction detail data
{e.g., the transaction detail data included in the merchant transaction message or the
fransaction detail data included in the user transaction message). The authorization
request message may be generated based on the merchant transaction message, the
user transaction message, or the merchant transaction message and the user
fransaction message. In some non-limiting embodiments, transaction service provider
systemn 110 may transmit the authorization request message. For example, transaction
service provider system 110 may transmit the authorization request message to issuer
system 102,

102071  In some non-limiting embodiments, transaction service provider system 110
may receive an authorization response message indicating that a transaction is
approved or declined {e.g., by issuer system 102, and/or the like). In some non-limiting
embodiments, transaction service provider system 110 may generate a confirmation
message based on the authorization response message. For example, transaction
service provider system 110 may generate the confirmation message to indicate that
the transaction was approved or declined based on the indication that the transaction
was approved or declined included in the authorization response message. in some
non-limiting embodiments, transaction service provider system 110 may transmit the

confirmation message to merchant device 106 and/or user device 104 to notify the
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merchant associated with merchant device 1086 and/or the consumer associated with
user device 104 that the transaction was approved or declined,

(02081 Although non-limiting aspects or embodiments have been described in
detail for the purpose of illustration based on what are currently considered {o be the
most practical and preferred embodiments, if is to be understood that such detail is
provided solely for that purpose and that the present disclosure should not be limited
to the disclosed embodiments. On the contrary, the present disclosure is intended o
cover modifications and equivalent arrangemaenits that are within the spirit and scope
of the appended claims. For example, it is to be understood that the present disclosure
contemplates that, {0 the extent possible, one or more features of any embodiments

can be combined with one or more features of any other embodiment.
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WHAT IS CLAIMED IS:

1. A computer-implemented method for exchanging transaction data, the
computer-implemented method comprising:
transmitting, with at least one processor, a first public encryption key via a near
field communication (NFC) communication connection, the first public encryption key of a first
computing device;
receiving, with at least one processor, transaction data associated with a
transaction at the first computing device via the NFC communication connection, the transaction
data associated with the transaction comprising:
a second public encryption key of a second computing device; and
a transaction identifier of the transaction,
generating, with at least one processor, a transaction message associated with the
transaction based on the transaction data associated with the transaction, wherein generating the
transaction message associated with the transaction comprises:
generating the transaction message such that the transaction message
includes the first public encryption key, wherein the first public encryption key is
used to identify a computing device that generated the transaction message;
encrypting, with at least one processor, at least a portion of the transaction
message associated with the transaction with the second public encryption key;
determining, with at least one processor, that a network communication connection
to a payment processing network different from the NFC communication connection can be
established; and
transmitting, with at least one processor, the transaction message via the network
communication connection based on determining the network communication connection to the

payment processing network can be established.

2. The computer-implemented method according to claim 1, further
comprising:

determining the network communication connection to the payment processing
network cannot be established.

3. The computer-implemented method according to claim 1, further

comprising:
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signing at least a portion of the transaction message associated with the
transaction by encrypting at least a portion of the transaction message with a first private

encryption key of the first computing device.

4, The computer-implemented method according to claim 1, further
comprising:

determining that the network communication connection to the payment
processing network cannot be established after generating the transaction message associated
with the transaction; and

storing the transaction message associated with the transaction and the first public
encryption key in a memory of the first computing device based on determining the network
communication connection to the payment processing network cannot be established.

5. The computer-implemented method according to claim 1, wherein
transaction data associated with a transaction further comprises:

the second public encryption key of the second computing device.

6. The computer-implemented method according to claim 1, further
comprising:
transmitting the transaction message associated with the transaction to the second

computing device.

7. The computer-implemented method according to claim 1, further
comprising:

transmitting a payment token associated with a payment account for a user
associated with the first computing device to the second computing device,

wherein the first public encryption key and the payment token are stored in a first

region of memory of the second computing device.

8. The computer-implemented method according to claim 1, wherein
transmitting the first public encryption key from the first computing device comprises:

transmitting a payment token associated with a payment account for a user
associated with the first computing device.
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9. The computer-implemented method according to claim 1, wherein the
transaction message associated with the transaction further comprises the second public

encryption key.

10. The computer-implemented method according to claim 6, further
comprising:

encrypting at least a portion of the transaction message using the second public
encryption key prior to transmitting the transaction message to the second computing device via

the NFC communication connection.

11. The computer-implemented method according to claim 6, wherein the
second computing device is a NFC transponder device, and

wherein transmitting the transaction message associated with the transaction via
the NFC communication connection causes an integrated circuit of the second computing device
to append the transaction message to a first region in a memory of second computing device.

12. The computer-implemented method according to claim 11, further
comprising: generating an electromagnetic field at the first computing device to power the second
computing device,

wherein receiving the second public encryption key and the transaction data
associated with the transaction from the second computing device via the NFC communication
connection comprises:

receiving the second public encryption key and the transaction data
associated with the transaction from the second computing device based on the

second computing device being powered by the first computing device.

13. A system for exchanging transaction data, the system comprising:
at least one processor programmed or configured to:
transmit a first public encryption key via a near field communication (NFC)
communication connection, the first public encryption key of a first computing device;
receive transaction data associated with a transaction at the first computing
device via the NFC communication connection, the transaction data associated with the
transaction comprising:
a second public encryption key of a second computing device; and
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a transaction identifier of the transaction,
generate a transaction message associated with the transaction based on
the transaction data associated with the transaction, wherein when generating the
transaction message associated with the transaction, the at least one processor is
configured to:
generate the transaction message such that the transaction
message includes the first public encryption key, wherein the first public encryption
key is used to identify a computing device that generated the transaction message;
encrypt at least a portion of the transaction message associated with the
transaction with the second public encryption key;
determine that a network communication connection to a payment
processing network different from the NFC communication connection can be established;
and
transmit the transaction message via the network communication
connection based on determining the network communication connection to the payment
processing network can be established.

14. The system according to claim 13, wherein the at least one processor is
further programmed or configured to:
determine the network communication connection to the payment processing

network cannot be established.

15. The system according to claim 13, wherein the at least one processor is
further programmed or configured to:

sign at least a portion of the transaction message associated with the transaction
by encrypting at least a portion of the transaction message with a first private encryption key of

the first computing device.

16. The system according to claim 13, wherein the at least one processor is
further programmed or configured to:

determine that the network communication connection to the payment processing
network cannot be established after generating the transaction message associated with the
transaction; and
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store the transaction message associated with the transaction and the first public
encryption key in a memory of the first computing device based on determining the network

communication connection to the payment processing network cannot be established.

17. The system according to claim 13, wherein transaction data associated
with a transaction further comprises:

the second public encryption key of the second computing device.

18. The system according to claim 13, wherein the at least one processor is
further programmed or configured to:
transmit the transaction message associated with the transaction to the second

computing device.

19. The system according to claim 13, wherein the at least one processor is
further programmed or configured to:

transmit a payment token associated with a payment account for a user associated
with the first computing device to the second computing device,

wherein the first public encryption key and the payment token are stored in a first

region of memory of the second computing device.

20. The system according to claim 13, wherein, when transmitting the first
public encryption key from the first computing device, the at least one processor is further
programmed or configured to:

transmit a payment token associated with a payment account for a user associated

with the first computing device.

21. The system according to claim 13, wherein the transaction message

associated with the transaction further comprises the second public encryption key.

22. The system according to claim 18, wherein the at least one processor is
further programmed or configured to:

encrypt at least a portion of the transaction message using the second public
encryption key prior to transmitting the transaction message to the second computing device via
the NFC communication connection.
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23. The system according to claim 18, wherein the second computing device
is a NFC transponder device, and

wherein, when transmitting the transaction message associated with the
transaction via the NFC communication connection, the at least one processor is further
programmed or configured to cause an integrated circuit of the second computing device to

append the transaction message to a first region in a memory of second computing device.

24. The system according to claim 23, wherein the at least one processor is
further programmed or configured to:
generate an electromagnetic field at the first computing device to power the second
computing device, and
wherein, when receiving the second public encryption key and the transaction data
associated with the transaction from the second computing device via the NFC communication
connection, the at least one processor is further programmed or configured to:
receive the second public encryption key and the transaction data
associated with the transaction from the second computing device based on the second
computing device being powered by the first computing device.

25. A computer program product for exchanging transaction data, comprising
at least one non-transitory computer-readable medium including one or more instructions that,
when executed by at least one processor, cause the at least one processor to:

transmit a first public encryption key via a near field communication (NFC)
communication connection, the first public encryption key of a first computing device;

receive transaction data associated with a transaction at the first computing device
via the NFC communication connection, the transaction data associated with the transaction
comprising:

a second public encryption key of a second computing device; and
a transaction identifier of the transaction;

generate a transaction message associated with the transaction based on the
transaction data associated with the transaction, wherein when generating the transaction
message associated with the transaction the one or more instructions cause the at least one

processor to:
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generate the transaction message such that the transaction message
includes the first public encryption key, wherein the first public encryption key is used to
identify a computing device that generates the transaction message;
encrypt at least a portion of the transaction message associated with the
transaction with the second public encryption key;
determine that a network communication connection to a payment processing
network different from the NFC communication connection can be established; and
transmit the transaction message via the network communication connection
based on determining the network communication connection to the payment processing network

can be established.

26. The computer program product according to claim 25, wherein the one or
more instructions further cause the at least one processor to:

determine the network communication connection to the payment processing
network cannot be established.

27. The computer program product according to claim 25, wherein the one or
more instructions further cause the at least one processor to:

sign at least a portion of the transaction message associated with the transaction
by encrypting at least a portion of the transaction message with a first private encryption key of

the first computing device.

28. The computer program product according to claim 25, wherein the one or
more instructions further cause the at least one processor to:

determine that the network communication connection to the payment processing
network cannot be established after generating the transaction message associated with the
transaction; and

store the transaction message associated with the transaction and the first public
encryption key in a memory of the first computing device based on determining the network
communication connection to the payment processing network cannot be established.

29. The computer program product according to claim 25, wherein the one or
more instructions further cause the at least one processor to:
the second public encryption key of the second computing device.
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30. The computer program product according to claim 25, wherein the one or
more instructions further cause the at least one processor to:
transmit the transaction message associated with the transaction to the second

computing device.

31. The computer program product according to claim 25, wherein the one or
more instructions further cause the at least one processor to:

transmit a payment token associated with a payment account for a user associated
with the first computing device to the second computing device,

wherein the first public encryption key and the payment token are stored in a first
region of memory of the second computing device.

32. The computer program product according to claim 25, wherein, the one or
more instructions that cause the at least one processor to transmit the first public encryption key
from the first computing device, further cause the at least one processor to:

transmit a payment token associated with a payment account for a user associated
with the first computing device.

33. The computer program product according to claim 25, wherein the
transaction message associated with the transaction further comprises the second public

encryption key.

34. The computer program product according to claim 30, wherein the one or
more instructions further cause the at least one processor to:

encrypt at least a portion of the transaction message using the second public
encryption key prior to transmitting the transaction message to the second computing device via

the NFC communication connection.

35. The computer program product according to claim 30, wherein the one or
more instructions that cause the at least one processor to transmit the transaction message
associated with the transaction via the NFC communication connection, further cause the at least
one processor to: cause an integrated circuit of the second computing device to append the
transaction message to a first region in a memory of second computing device.
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36. The computer program product according to claim 35, wherein the one or
more instructions further cause the at least one processor to:
generate an electromagnetic field at the first computing device to power the second
computing device, and
wherein, when receiving the second public encryption key and the transaction data
associated with the transaction from the second computing device via the NFC communication
connection, the at least one processor is further programmed or configured to:
receive the second public encryption key and the transaction data
associated with the transaction from the second computing device based on the second

computing device being powered by the first computing device.

37. A method for receiving secure payment transactions while a connection to
a payment processing network cannot be established, comprising:

transmitting, with at least one integrated circuit, a first public encryption key and
transaction data associated with a transaction to a computing device via an NFC communication
connection;

receiving, with at least one integrated circuit, a second public encryption key and
a transaction message associated with the transaction via the NFC communication connection;
and

appending, with at least one integrated circuit, the second public encryption key
and the transaction message associated with the transaction to a database stored in a memory
in communication with the at least one integrated circuit,

wherein the at least one integrated circuit is powered by an electromagnetic field

generated by the computing device.

38. The method according to claim 37, wherein the memory in communication
with the at least one integrated circuit has defined therein a first predefined region and a second
predefined region.

39. The method according to claim 38, wherein the at least one integrated

circuit is configured to limit communication of data to the first predefined region of the memory to
computing devices associated with a merchant.
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40. The method according to claim 38, wherein the at least one integrated
circuit is configured to limit communication of data to the second predefined region of the memory

to computing devices associated with users.

41. The method according to claim 38, wherein the at least one integrated
circuit is configured to limit communication of data from the second predefined region of the

memory to computing devices associated with a merchant.

42. A near-field communication (NFC) transponder device for receiving secure
payment transactions while a connection to a payment processing network cannot be established,
the NFC transponder device comprising:

at least one integrated circuit programmed or configured to:

transmit a first public encryption key and transaction data associated with
a transaction to a computing device via an NFC communication connection;

receive a second public encryption key and a transaction message
associated with the transaction via the NFC communication connection; and

append the second public encryption key and the transaction message
associated with the transaction to a database stored in a memory in communication with
the at least one integrated circuit,

wherein the at least one integrated circuit is powered by an electromagnetic field

generated by a computing device.

43. The NFC transponder device according to claim 42, wherein the memory
in communication with the at least one integrated circuit has defined therein a first predefined

region and a second predefined region.

44, The NFC transponder device according to claim 43, wherein the at least
one integrated circuit is further programmed or configured to:

limit communication of data to the first predefined region of the memory to
computing devices associated with a merchant.

45, The NFC transponder device according to claim 43, wherein the at least
one integrated circuit is further programmed or configured to:
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limit communication of data to the second predefined region of the memory to

computing devices associated with users.

46. The NFC transponder device according to claim 43, wherein the at least
one integrated circuit is further programmed or configured to:
limit communication of data from the second predefined region of the memory to

computing devices associated with a merchant.

47. A computer program product for receiving secure payment transactions
while a connection to a payment processing network cannot be established, comprising at least
one non-transitory computer-readable medium including one or more instructions that, when
executed by at least one integrated circuit, cause the at least one integrated circuit to:

transmit a first public encryption key and transaction data associated with a
transaction to a computing device via an NFC communication connection;

receive a second public encryption key and a transaction message associated with
the transaction via the NFC communication connection; and

append the second public encryption key and the transaction message associated
with the transaction to a database stored in a memory in communication with the at least one
integrated circuit;

wherein the at least one integrated circuit is powered by an electromagnetic field

generated by computing device.

48. The computer program product according to claim 47, wherein the one or
more instructions further cause the at least one integrated circuit to subdivide the memory in
communication with the at least one integrated circuit into a first predefined region and a second

predefined region.

49, The computer program product according to claim 48, wherein the one or
more instructions further cause the at least one integrated circuit to:

limit communication of data to the first predefined region of the memory to
computing devices associated with a merchant.

50. The computer program product according to claim 48, wherein the one or
more instructions further cause the at least one integrated circuit to:
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limit communication of data to the second predefined region of the memory to

computing devices associated with users.

51. The computer program product according to claim 48, wherein the one or
more instructions further cause the at least one integrated circuit to:
limit communication of data from the second predefined region of the memory to

computing devices associated with a merchant.
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