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BACKGROUND OF THE INVENTION

The advent of global communications networks such as the Internet has
presented commercial opportunities for reaching vast numbers of potential customers.
Electronic messaging, and particularly electronic mail (“e-mail®), is becoming

| increasingly pervasive as a means for disseminating unwanted advertisements and
promotions (also denoted as “spam™) to network users.

The Radicati Group, Inc., a consulting and market research firm, estimates that
as of August 2002, two billion junk e-mail messages are sent each day - this number is

expected to triple every two years. Individuals and entities (e.g., businesses,



A key technique utilized to thwart junk e-mail is

enpl oynent of filtering systens/nethodol ogies. One
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replies to or forwards a message, the approach assumes the message to be non-junk.
However, using only message cues of this sort introduces statistical biases into the
training process, resulting in filters of lower respective accuracy.

Still another approach is to utilize all user(s) e-mail for training, where initial
labels are assigned by an existing filter and the user(s) sometimes overrides those
assignments with explicit cues (e.g., a “user-correction” method)—for example,
selecting options such as “delete as junk” and “not junk”—and/or implicit cues.

Although such an approach is better than the techniques discussed prior thereto, it is

still deficient as compared to the subject invention described and claimed below.
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threshold value, or selected from a plurality of generated threshold values. If a
plurality of values is employed, the selected threshold value can be determined by
selecting, for example, a midpoint threshold value of the range of eligible threshold
values (e.g., the threshold value with the lowest false positive rate, or the threshold
value that maximizes the user’s expected utility based upon a p* utility function).

Alternatively, the threshold value can be selected only if the false positive and false
3
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that utilizes the subject invention. FIG 6

illustrates a system having one or nore client
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DETAILED DESCRIPTION OF THE INVENTION

The present invention is now described with reference to the drawings,
wherein like reference numerals are used to refer to like elements throughout. In the
following description, for purposes of explanation, numerous specific details are set
forth in order to provide a thorough understanding of the present invention. It may be
evident, however, that the present invention may be practiced without these specific
details. In other instances, well-known structures and devices are shown in block
diagram form in order to facilitate describing the present invention.

As used in this application, the terms “component” and “system” are intended
to refer to a computer-related entity, either hardware, a combination of hardware and

software, software, or software in execution. For example, a component may be, but
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techni ques in connection wth junk nessage filtering.
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mé%g%%ﬁgég%%mlgg/ US2003/ 041526 Referring now to

FI 1, t

ere Is illustrated a junk-nmessage detection
syst emIif3Go ba apprecinttd tice althdughtthetesabpessageiinemployedhextensively

The system 100 recei ves an inconm.ng  streamaof .
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filter 106 (e.qg.,, seed filter) and a ) )
applications that facilitate a conference bétween two or more people (e.g., interactive
chat programs, and instant messaging programs) can also utilize the filtering benefits
disclosed herein, since unwanted text can be electronically interspersed into normal
chat messages as users exchange messages and/or inserted as a lead-off message, a
closing message, or all of the above. In this particular application, a filter could be
configured to automatically filter particular message content (text and images) in

order to capture and tag as junk the undesirable content (e.g., commercials,

promotions, or advertisements).



second filter 108 (e.g., new filter), depending on

filtering criteria determ ned according to an adaptive
wa@sgpaotsof the present invention. Accordi ngly,PCT/Us1963/041526

first filter 106 is determned to be sufficiently

efficient in detecting junk nessages, the second
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t 0 t he Riefarsng howtte FIGLOK tharoisaihestratddfa juhk-ngaseagediefectioresystem

108 is determned  to be at |east_as efficient as the .

f ilPQ {0 aqeprdapce eh therpubiect DEENHOHN G SYLeA 100 Secrites b Tcgming

r : . , :

T of RETESPPRP Shich O bk RPRERRAL Mk et feption

dasd fanfhedl. | Thgmesshgd (s ABairé receifvedintd\h éittef eorttiod kbytponent 104

enpl oyed, the filter systen1100 can be configured to

a Ut edrerasieiha aeseree @) 102 betveet a BEY {1ltah 106 (g g sepdfilte @nd a

sa Wi | | 0 . i - | .
rEeepdr) .“#é%(%z ‘Jbe."f fieh dé%?@dﬁﬁ‘%%‘? ficbld el bo-ElmifP

f iabdcRding @Fan &daptivexPetiCoftthey/ pleseaic iBdnS@edAEddrdi@ply, if the first filter
shipped with a particular product). Based upon

s @b isndptermingid tothe spificiqntlyiefficient 1pdetegiinggynla gessagese theesgcond
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follow ng: sender information (froma sender who is

k hobmatloast seeifiiciegt juthk fnsifilier 0 itheafsltey sanigel 10A can decide to route

d , d =ai |. addr. d
AORRRRS, 1UB110 et Tk 5o 15F BHTARERFE! o3P pieygh
| Relefi@Malibh Sl deb&itda in gﬁ:ﬁ&lﬁ‘gﬁaﬂ Biffa. LEHER iR LPNAS RS, the filter

commonly used in junk "mail such as "loan", "sex",
" spdteth,100 camb¢ echfgfufakto,a pridejermaved, dedudt. filtarseisingesutle dtat the

Crstizety 104500 B2 it s PG oS b BTG a s wpica
f‘%ﬁ%h@ﬁ&gfﬂté@“ﬁ)& 190K emmf@anaﬁsegmemmggdwﬁg paticular

east 1 n part upon predeterm ned as well
dyneductal | y determ ned junk criteria. The nessage is
also interrogated for "good" such as word

dat Clike
"weat hétasedprpn eEHEs) Oh 4 st T 15%% RE§spge %?ﬁﬁ@%ff Hﬁﬂhﬁ“e first
J . . 3 . q
s T Bl OB ARy SRR aAL e
appdlemi@airadon haly indludd)bupis adulimitedeioe thelfolipethgnsdndainformation
a seed filter, initially, wthout any established
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B0 ot S B A e
PGiddS20 RBh QAN 20ds; imdstape texttepunk and phrabes domoenly used in junk

appreci ated that the inbox 112 can sinply be a data

stregibsuchas | ‘Wpng “8ax”a Tor i ‘dunitedfoffes o abPonaw (. ety meygage text

S%:}/tgrres, SIITJ?I% s fsc')tn%i%g%oﬁtrkioﬁdr, é“ple.&igmha?a%[@ lﬁg%’e; and embedded links to
pop-up advertising. The junk data can be determined based at least in part upon
predetermined as well as dynamically determined junk criteria. The message is also
interrogated for “good” data, such as words like “weather” and “team” that do no
typically appear in junk mail, or mail that is from a sender or sender IP who is known
for sending only good mail. It is appreciated that if the product were shipped without
a seed filter, initially, without any established filtering criteria, all messages pass

untagged through the first filter 106 into a user’s inbox 112 (also denoted the first
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reviews and performs actions on the messages, the system 100 can begin developing

the false positive rate and false negative rate data for the first filter 106. Substantially
any user action (or message process) not preconfigured into the user correction block
114 will automatically allow the “unknown” message through to the filter output 112
untagged until the system 100 adapts to address such message types. Itis to be
understood that the term “user” as employed herein is intended to include: a human, a
group of humans, a component as well as a combination of human(s) and

component(s).



When a nessage in the user inbox 112 is received as an
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Ofnon—]unk labels determined via a user-correction method. Using this data, false
positive (e.g., non-junk messages erroneously labeled junk) rate and false negative
(e.g-, junk messages erroneously labeled non- junk) rate are determined for the first
(e.g., existing or seed) filter 106. The same data is employed to learn (or “train”) the
new (e.g., second) filter 108 — the data is also employed in connection with

determining the second filter’s false positive and false negative rates as a function of

threshold. Since the evaluation data is the same as that used to train the second filter,
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threshold. Since the evaluation data is the sane as

that used to train the second filter, 9 WO 2004/ 079501
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depends on two facts: filters are not perfect, and may not be calibrated. Both of these
facts are discussed in turn, and then we will return to the issue of determining whether
the second filter 108 is better.

Referring now to FIG. 2, there is illustrated a graph of performance tradeoffs
with respect to catch rate (percentage of spam correctly labeled, equal to one minus
the false negative rate) and false positive rate (percentage of non-junk labeled junk).

As indicated herein and as would be appreciated by one skilled in the art, no filter is
10
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wherein N is the number of messages, and N can vary among users per class.
Thus users in this class are said to have a “p* utility function.” With this
understanding, if a user has a p* utility function, and if the second filter is calibrated,

then an optimal threshold can be chosen automatically—namely, the threshold should

11
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The basic approach relies on two assumptions. One assumption is that the

user corrections contain no errors (an example error would be when the user deletes as
junk a message that is not junk.) Under such assumption, the labels on the data, while
not always correct, are “at least as correct” as the labels assigned by-a first/seed filter.
Thus, if a second filter has no less utility than the first filter according to these labels,
the true expected utility of the second filter is no worse than that of the first filter. The

second assumption is that all users prefer lower false positive and false negative rates.
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process proceeds to 318 wherein the first filter is retained to perform incoming
message filtering. The process dynamically cycles through the aforementioned acts as
necessary.

The accuracy analysis process can occur each time the user-correction function
occurs such that the second filter(s) can be employed or deactivated at anytime based
upon the threshold determination. Because the evaluation data of the first filter is the

same as that used to train the second filter(s), a cross validation approach is employed.
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accuracy rate of the second filter (AccuracyFF) is
better than the accuracy rate of the first filter

w@ 2emenremeyFF) . | f YES, the appropriate threshoPdI/S2003/041526
sel ected and the second filter is deployed for
filtering the incom ng nessage, as indicated at 316.
If NO the process proceeds to 318 wherein the first
filter is retained to performincom ng nessage
f Nhinelyi, dgra isThegnenedésts khynakets Cabdiyg aymitegen)tthr eaghs¢rgprrection
af orenmentj on The accu

d . .
PG, SRBEELDURH B CEROPGRNRT 1S FRIEHBIE (he Ghta i the other k-
usen-.GOor | i I -hat
5SS ST SO BHEM BB, 18 £ 908 o
bageded bkt fréva thdik-€ dlnokals. dahethen puasibdity isBe caitsetil N and N2

eval uation data of the first filter is the sane %s
t plnessages Wish junkiand pRe-jwidIBRels fpspeetYedy, areacepgykated (e.g., N1 =

val,i_datioQn roach | I K

PR7 DR 3 AR 3E e I i Nt UL AR AR don
baekebss 4 ab@inngataa (4. 21t BgeN)=100). eacthenakernadierie ad sohadule
process, and for each bucket, the second filter is

t pedhrpsdcass bargd onealgada tivte-t he ot her k-1 buckets. The

per for ce.(or _accurac fod S iLLers d

eval uat'e eer% mgre @3? 8&% %Péesgla]c Vgﬁu Ir%gl?hgg H{g Sﬁé%dbf{li}ieﬁ{esy §5‘ worse
ARRLRRE fiREERED Vet altérmb@vasixist Bittstlectig Whidh Ndeshold values to
messages with junk and non junk | abels, respectively,

aemphyc (nd Ateothtife isgo chipse-a thigsheld tipo 0)aximpiges the pser’s expected

T A A T
AQOLNETecAhE BBl Y Rith Sow &t BRIl R e rHbC BLiRLAGEESIRARES e is to
on calendar time. If there is nore than one threshold

v aleuea madpang df e megooitligitle 8rr¢dpldimlygsr se  than the
first filter, several alternatives exist for. se ti

whi ch ¢HIGESRIGE yngefiady 1 e f%‘??ﬁ\”&@ P“&in’é‘?eét {e&)%%ﬂ ’%gb‘? @g
t ; i e1iNB 6Bl sZ85m tReABAId sScond filters,
eggglgglgédﬁoﬁtllitl‘m@;%ge# theelﬂgssurrspti on tr11at theC%nse; .
hasspagivelit i A isinyplé sratsticahanalysistindicata thet iative is to
select the threshold with | owest fal se positive rate.
Still another alternative is to elect a mdpoint of

the range of eligjble t val ues. Addressing
uncertainty in tt{l?sl“ %m@%r rates, let k1 and k2
be the nunmber of not junk (or junk) m sl abeling
errors fromthe first and second filters,

I @RRASE LAV Yositld BalBheecanttRtdppidxedhieBNad% Sirs thaf eCior sate of the
that if: klI-k2? f (kl+k2) , then it can be posited

t Isetondriddter éamndoeorsp Praosthereirse fijter (g swirea fishtr 1 HeSevhesrf=0; x =

' %t0§ ’% bE: I?:Snservative, if either kI or k2 is equal to zero, then the value of one
should be used in the square root (sqrt) term. Note that x is a conservatism adjustment
- when x is close to 100, the certainty must be higher that the second filter(s) is better
than the first filter before deploying the second filtex(s). This certainty (or
uncertainty) computation includes the assumption that the errors between the first and
second filter(s) are independent. One approach to avoid this assumption is to estimate
the number of errors in common, that is, the number of errors that there should be
under the assumption of independence. If k more errors than this number are found,

replace kI and k2 with (kI-k) and (k2-k) in the above computation. Additionally, as
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second filter is no worse than the first filter (e.g.,

when f = 2, x = 97.5; when f = 0; x = 50). To be
w@oemgersat i ve, if either kl or k2 is equal to RET/US2003/041526

then the value of one should be used in the square

root (sqrt) term Note that x is a conservatism

adjustnment - when x is close to 100, the certainty

nmust be higher that the second filter(s) is better

t themutriver bf messafed inebe ahmgalatheptogiengt bévonwe comel likely that the

filter(s). This certainty (or uncertaint e

c A bibisn Yilchemes %Cﬁ'@%&é%ﬂﬁ%f rbafiben et s, The
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(k2-Kk) i above conputati on. itiona

V\GL 2 k! B3 7186 Bitst PTiEL. USA023/ 043G2 Ghat tileeusati gt mootorrect this
nessages in the traini ng data increases, it becones

norigald, ked §o theaysiemey termpnes this ynagfage (g Botfsjank. The

accur at. t _any threshqld). tha ' g r
e TR LR AR
k oowtedenly, khage pakitive ede o thd@rsefilter WeuTd be ahdetkstimated,
Bayesi'an probablistics/statistics will recognize that

t hdeagthe fplse posipverite fostheogeormdliltarpyetiepidmated ndhisiiffsct is

i or..knowl | nt ti { of t ai .
nepmelipe P bR T bt B st WARFe many
EsshgeslafbRbEEI 85 not@kk §d4¥ko R¥e 1R fhikd Sésitive a@Mow.
Furt her, Suppose that the user does not correct this

m st ak@hewmrede sovetdh epprpsthesthay caeheudet inl eorabinpinerstotadidress this
nessage.to. not be junk. .The second filter avin

BT CERIAT B PREPIGS 5 AP I abersu e AR e 2

] Yilsty Qlﬁgﬂﬁle\gﬂﬁr}%f Yxank e }E@@ﬁ_d%?lgg'tl\f@%@éﬁ@fift&gsﬁté&hﬁ‘anever a

first ter woul d be ‘underesti ma er eas
f airsshobbednt bevfeundtiat fokes the seeod fidkef(5) toeworse than the first filter.
overesti mat

. Thi ffect i i fi by the fact
O A S e Rt P o B
\g’gggigv 5 Y of dfl?g @%corﬁﬁ?ﬁfég@)sis A Edr WA tﬁgt A Bist FiHOK 132t is, under

ep t al se positive rate low. There are
s ehie approagin eaebas] fillkals) sanoledikebetd benleplogdd.nat i on to
address this_ aspect. of the ﬁjgsi c approach. A fij‘i)St .
appr oachs§cend BPRISadie @ Fealrict ths iRt a7t spARal uggsages {beled pon-junk
functi ' far . t
AR b2 Mickih o 8inoE AR g iR A BOP G RN TR SRRANE he st

mykteiaclubes sig areesabed ther ek lateladdrysthe tfwanelbttingfthe Sitot junk”
filter. Here, the second filter(s) may be depl

e PBHOR HBRRGHEES fHlat Wekatepdl and pefalefesgds )élesi?&? 'thiawelie%&j%@ed, and
]E P%Sgaregfég%ﬂ\gﬁc?_@ﬁgés%éreélp%e(g_r eater than that of the first
A third approach is that the system can use probabilities generated by a
calibrated filter (e.g., the first filter) to generate a better estimate of the false positive
rates for the second filter. Namely, rather than simply counting the number of
messages with a non-junk label in the data and a junk label from the first filter, the
system can sum the probability (according to a calibrated filter) that each such
message is normal (non-junk). This sum will be less than the count, and will be a

better estimate of the count had the user thoroughly corrected all of the messages.
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this approach, the second filter(s) is nore likely to
be depl oyed. A second approach is to restrict the test
w@ei4pmsthat nessages | abel ed non junk are i nPEETUS2003/041526

known to be not junk with a high degree of certainty.

For exanple, the test set includes only nmessages that

were | abel ed by the user selecting the "not junk"

button, messages that were read and not del et ed,

messaghsa tatter sinepler foorthappredsh, dredexpreied agmbert of tinmisghat the user

the user pl i ed third Qac s that the sys
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j (n @bsoaﬁemumbe?ﬁltmcmtafgei theny ttleeﬁystetnhaoess%ffém t@aﬁe@uﬁfﬂtﬂ@

: EZ t p;ﬁl Cﬁget%det the u%grcl?l[egfaggmtag Pﬁ)\f@(xﬁg%@keﬂ&%shegiﬁr %on% l\j/rlg]lch the

Wider cRECHRSS ofid) A thﬁ%ltﬁﬂiﬂﬂﬂ; thedaos fitkdrlis deplayedhmlyt #1it is better
esti mate of the count had the user thoroughly

c than gt segd Ailter jfthe H@e&hekbse&éed bythe yyor2boaidirgs hgwever, it is

Pg?gsrl ggéﬁgi/ Le"r:l'eg\x?( gétgf g d@fﬁ{ﬁ: ear% rﬂ’(l) Sée'é'H Ifﬁtrer %tholf%érqﬁreshold settings,

\’\’éiﬂecﬁﬁj} fiRRE sdtBRE feak BehBert J‘@Jrrdﬁﬁﬁeld:dﬂircbh TaB dollgwink algorithm is
buttons”is nonitored. Here, expectation is taken with

r esparh mahed 6f faciitatingahis appreadhnrinpe araremetehyaliegdfor example,

t/ d filt lf.th
(Bl UL R8T Bl bl Eboc e B s QR por cacn
apsalniEvATReerBineREME SRIVAURY is 4sNRBd tab Br Btk eNindREfirst filter.
not train the second filter(s). In practice, the user

i Mhext fisecbe nmyem}ymeledadnhmeshqbdl ealutyr Howovasswitehoifitherrieshilter is

h I h
¢ prtsa g Bpv Bt i e crtrent el bt Tl kight value
fayv} %Jhl(ﬁltlstdgﬁrfblafl gs hﬂio@vssﬁ é@@d&é?‘i’hmoﬂéaﬁal%§%éro ITRitially,

tion, however, esirable that the new
f iIbtaeWet@xt bl tHor etadftamoxt he“rwemﬂesholct settin@t ot her
threshol d settings, especially those settings near
t he use current se n | I [ thm
o onoVeReR HED At ERGL Bl alifie: RpnRll QR SR
| nput a par amnet erj: cal I ed for, exanple, SliderHalfLife

(SHL), whichyL G"?rber with a default val ue of
0.25. For each t|huemixo-gvia) ue, determine if the new
filter is as good as or better than the first filter.
Then use the cur rde_n& X Selected threshold val ue.

However, sw tch i r&e%{]ﬁéter is better than the

first/seed fil terlcgn I %oﬂi‘ eree}]getm eshol d setting and

a Tot al Wi ght vaI d’ex escri bed as
follows, is greatﬂe/llrIN ﬁ%}exof nggmg zero. Initially,

W= .5W/SHL

If the new filter does better at this setting, then add its weight to TotalWeight;
otherwise, subtract its weight from TotalWeight.
Note that this algorithm only determines whether or not the new filter is better

at each threshold setting. It does not take into account how much better or worse the

16



Tot al Wei ght = 0. For each non-current threshold
setting: \\ Assign each a weight based on its distance
WO e@antdsel current setting d = abs (1S - I CS) ¥CIVEX003/041526
-IMN) d = distance IS = Index of Setting ICS = | ndex
of Current Setting |MAX = Index of Max Setting IMN
= Index of Mn Setting w=.5 (d/SH.) If the new
filter does better at this setting, then add its
weéwg fiiltet 8 cOupateddo giet first/ssed dilter. SEhe @mthmanubtesnwalghto take

from Tot al ht te that thi I it

(VR HPHBS G AEETFE P BRI, & IS PR P T sty oF g and

e@ﬁil'}*afsg h@%}ﬁ Qb ¢l et{afs Ssml/é ra‘éé) e8Pt of fAkE nk st e Q8O Yumber of
how nuc tter rse he 16 WD 2004/ 079501

PeTdelfoRDIvas. 041526 new fi I ter is conpared to the
first/seed filter._The alg orll;gUFS be nod |
take REFIDERINM FlG gragbgreds Lgstrp F‘B\%Wﬁ o':lsef mtefface 400

d ﬁ]ta?@nol;eaéré&ﬂteldstb GsEiURE Bés@@éon?%uraﬂ%ﬁ’o@% he?élg dfs@lo%@d adaptive

negat | ate, false positiver
nagdtfilee systdil and used Misitboaf The aitsﬁaqael@()hnde@es JE&G{ marl |page (or
nowto FIG 4a, there is illustrated an exenp

. m@orvéa@lmzsh aprpr bea 0B @ablrnég@ﬁ% &yt tsdméhH%'@F‘ t.ghe Tollowing

| BReacFR o PEL@LRY. Bl 1R, VAP a0 pT FEM ARG, gne

I REAMRES0] élﬁkklrﬁﬂidbs RAGR baOs04 mam@maték%wguubm Farwmm dnd Back
bar 402 that includes, but is not limted to, '

f &) dlbowi thg userrte pmmm teoHheT Ragedi tﬁ91§z angdj qapabifigs C of ﬂw erace 400,

B o R SO NERT 0P, MBS, BBl oney
FenhYeifle, 3REpIBRE Chat, PeahlfatdBhdISETA tnﬂznﬁﬁb‘éf 904 ﬂlcﬂﬁates selecting
ot her pages, tools, and capabilities of the interface

400¢ or o qmﬁggraﬁlgnrwmdzmmfuth@mnk Sanaitponfighrdtioa windewy 401. As

s LG T ST L o L

AL S TR S R il

a efgtl¢ jungs-raaibiivteme W HOGent dnoieo tHoesamerelecovamiue daveks of e-

n lflnq[lalelarrot%]::tlc?n S'l£or example, a second option 412 allows the user to select a Default
filter setting that catches only the most obvious junk mail. A third option 414 allows
the user to choose more advanced filtering such that more junk e-mail is caught and
discarded. A fourth option 416 allows the user to select for the receipt of e-mail only
from trusted parties, for example, parties listed in the user’s Address Book and on a
Safe List. A Related Settings area 418 provides a means for navigating to those listed
areas, including Junk Mail Filter, Safe List, Mailing List, and Block Sender List.

Referring now to FIG. 4b, there is illustrated a user mailbox window 420 of
the user interface 400 that presents the user Mailbox features. The mailbox window
420 includes the menu bar 402 that includes, but is not limited to, the following drop-
down menu headings: File, Edit, View, Sign Out, and Help & Settings. The mailbox
window 420 also includes the link bar 404 that facilitates navigation Forward and
Back to allow the user to navigate to other pages, tools, and capabilities of the

interface 400, including Home, Favorites, Search, Mail & More, Messenger,

Entertainment, Money, Shopping, People & Chat, Learning, and Photos. The window
17



configuration options for junk e-mail filtering. A

first option 410 allows the user to enable junk
w@209ai0t950i | t eri ng. The user can al so choose t oPGEUSIIN3/041526

various levels of e- nmmil protection. For exanple, a

second option 412 allows the user to select a Default

filter setting that catches only the nost obvious junk

mail. Athird option 414 allows the user to choose
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the user to navigate to other 1pages tools, and
c Mriband the £4d finkiMail felders i s lisfodnextrie fedrsrgeiiimiolder title. In

Favorite

EATRFSP4EC ﬁﬁg%% WW@H\@'{\/@6 ?stl\{xb &t th%{?e%g%g@g[eaagfs, is presented,

L%@(’fdﬂﬂiﬂg to BRGokbOdeRsEtiod Ekﬁth‘éﬂfﬁld@l\/\éel&tM@s&Qdewlﬁm In a message
PCT/ US2003/ 041526 420 al so includes an e-nmail control

t podvikew sutpwindest 428 8 ipadisn afilee ¢aptignswpiile seleqipd message is

Message.sel ectiqn for. all.gwi ng.th ser,.to creat.e

n @WSﬁglggicgtém user ﬁ%rfeglegptﬁ%‘n ﬁg?w%fag c%? b?lglog fﬁ@ tg 1nclude user
P BenQPnt @ haliOf tHaPBGr&@nRd TR s %@&Q}f@f‘érdné@ksubawﬁﬁ@\kl Xnot

o&. on for replying to a nessage; a Put in Fol der

ophowen). fie prcivrmgesatSUhﬁIsmé@\e cem baringided i portioplogehe right

and a for i con for, forwardin

i b oS P B0 Pt SRR T dpTugesapy s not
42thitdaab, wRlRitkeSmAdon! E‘t%ck'ﬁﬁfkett nﬁoﬁﬂﬁtioﬁnfatv@nﬁ:@b&ﬁfte links, etc.
for display the contenfs of the Inbox, Trash Can, and

Junk I\/ﬁrﬂe ifadteadsnteithce 4(¥ais notugstaicted taa\daeslsaﬁhq:en shown, but can
contents. of various folders, includin

d .
B e SoY B O S tPHES DS, I PAESHTdRer BBy pRtions. ic.
D‘?ﬁ[ﬂ calb@ %ﬂ@ne@gg rt]cﬁao {@eﬂala Yikud¥Rid mbehd Sfiter g@i&tl@ﬂmﬁi’ to

nessages I n e Junk Mail and the A d Junk
I\/Bjaiw ghieltd etter pagealos thelinstfect thetehay gotthegequesgdaop comdigure the e-
folder title. In a nessage |ist sub-w ndow 426, a
| imaa1] H¥etof t he received nessages is presented,

Referring now to FIG. 5, there is illustrated a general block diagram of an
architecture that utilizes the disclosed filtering technique. A network 500 is provided
to facilitate communication of e-mail to and from one or more clients 502, 504 and
506 (also denoted as Client,, Clienty,..., Clienty). The network 500 can be a global
communication network (GCN) such as the Internet, or a WAN (Wide Area
Network), LAN (Local Area Network), or any other network architecture. In this
particular implementation, an SMTP (Simple Mail Transport Protocol) gateway server

508 interfaces to the network 500 to pfovide SMTP services to a LAN 510. An e-mail
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according to the folder selection in the fol der
sel ection sub-wi ndow 424. In a nessage preview
W@ ain4r9soow 428, a portion of the contents of PEEUS2003/041526
sel ected nmessage is presented to the user for
previ ew. The w ndow 420 can be nodified to include
user preference information that is presented in a
user preferences sub-wi ndow (not shown). The
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gr aphi d&e cligpi §B3 inclydes A GRRLFA) REFCersing ?ﬂlh&yﬁbﬁ‘ﬁ tYpicontrols client
erc. hat. ' '
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configure the e- mail filter. Referring nowto FIG_ 5
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C ﬁ{&ﬂ!ﬂbﬁ%‘did@&ri‘b@d gbdWRi ht 164t amdorf 1060 the gpprbacmag ghat can be used in
clients 2, 504 and 506 (also denoted as Cient,,

Crpmhination theredithefior addresping fadergei Khegper analiseisar ¢iressEpns,
communi cat.i on .net wor.k such as the |nternet .
VARt OBt b Qs il Skt G Bongbine
ay: @isBPbsined Mﬁls@hﬁ/ﬁ_ﬁtiv@%t@ d8ta, hitl Rt MterB@ivityGUledfions. A user
i npl enentation, an SMIP (Sinple Ml Transport

Piratidael )1 8gapewiied sefagiitate soBmvmcatipra eath the CPRES14 and client

networ.k 500 to provide SMIP services to a LAN 510, .An

c SREIRIING NS SIS A HESEET PR G oy S B Te QR it gnd
ORELAL INk&LYaifli sposed on the LAN 510 interfaces to the
gateway 508 to control and process incom ng and

out goi rithe eliemiJ02 afsotihdudsdsiag teast HD2{ fiBOD28r{inBIA6 fo the first filter
which clients

02, 504 d 506 ' .
t 8019 a5E60R 23 oatle e sciond HET 109ERGREleCording to
PHAVARG DL i%?@]ereg%)@d %Elieﬁﬁbo@@ 21 QleHAS® AsSRRIJIA an e-mail

processi ng uni 14 that controls client
pristeass@age locdtidns(ot foldee) Sfoe cdcatviug fihatd tmeaildiPtinsl keast one of

can conprise multiple cessqrs. The CPU 514.

AR B Blte P08 RO g e B SETh (] 357 BUICERARg. (9

Olorde GmndIPr £ sEddnli LAY 15 QRS AGF6IdeBSB6 can be

hé?élﬁgg S&efﬁe'ingtructionss%ﬁ%ﬁude, %g‘tﬁqgregnotml

| ippdiéell fod acdoem@tatng @ohkimat thatthe ane debeairex éciwhk natil and

| east the basic approach filteri n% L
chooses to store therein, although this may also be a trash folder. As indicated above,
the inbox folder 524 can include e-mail that was filtered by either the first filter 520 or
the second filter 522 depending on whether the second filter 522 was employed over
the first filter 520 to provide equal or better filtering of incoming e-mail.

Once the user has received e-mail from the e-mail server 512, the user will

then peruse the e-mails of the inbox folder 524 to read and determine the actual status
of the filtered inbox e-mails messages. If a junk e-mail got through the first filter 520,

the user will then perform an explicit or implicit user-correction function that

indicates to the system that the message was actually junk e-mail. The first and
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nmet hodol ogy descri bed above, at |east any or all of
t he approaches that can be used in conbination
wo benevsobh for addressing failure of the user POI/I810603/041526
user corrections, wuncertainty determ nation,
threshol d determ nation, accuracy rate cal cul ati ons
using the false positive and fal se negative rate
data, and user interactivity selections. A user
i secend fiters 538 arsl J22pwiedbeh randédbised vporthioweradatiooata. If

with the CPU 514 and cli.en operating system such .
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or better filtering of incomng e-mail. Once the user

has pareckihe ddoteumpriotesk pbthetchmpotaraptrating yystens 12 as tdqgired, to
user w il th%glgerusm h’h? e-mails of the. inbagx folder
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rou e first filter 52 he user wl
pedekoipns, alre Bosphdec 610 gs imfol the Clien sempuier H@L tin@riogin screen 612
function that indicates.to the,sit;‘/)st em t hat

wak thediseraipieiaps, Pl Y sRiFTing apressn e ppale BE TS a
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are t rai ned based upon this user-correction
dateafirsi fiser hdresss emandedsaget @mmb@dcatondpphcationde gt, @ nwaldient) to
a better accurac¥ rate than the first fi
¢

ter 20, it,
winly Blarsewssr Hipey 193tipn gif Gsordegoted, rlfIP{??’grané %@Sttuéer junk
proyi t [ Iyl i.ndi cat ed
UL 153UBh 678 (S deifch epfiThR MSuak ! ©
subst awha&l thy CPQUSI4 reagicasrtBe ysar dbgn hecekhmfdrintasibn fthe CRU 514
520, it may or may not be enployed. Filter trainin
capcesiss thshyst user BHerprefernsecipforiaiien é@rﬁﬁﬂltzalgath%ﬁ%g}tef 604 and

OftheD ge%‘gl?cf ﬁlrter}1 é&%qoxctﬁulaﬁ ﬁ[térﬁl g i%%ofhﬂ%i Iﬁ@stsglcg:s that may be downloaded to

the client computer 602. The filter preferences information of all users (User;, Users,
..., Usery) allowed to log in to the computer may be stored locally in a filter
preferences table. The filter preferences information is accessible by the CPU 514
when the first user logs in to the computer 602 or engages the associated first user
profile. Thus the false negative and false positive rate data of the first user 610 for
both of the first and second filters (604 and 606) is processed to engage either the first

filter 604 or the second filter 606 for filtering messages to be downloaded. As
20



above. Referring nowto FIG 6, there is illustrated a
system 600 havi ng one or nore client conputers 602
wao ba/ofeei | itate nmulti-user |ogins, and filterPCHUSUDIIQI1526
nmessages in accordance with the filtering techniques
of the present invention. The client 602 includes a
multiple login capability such that a first filter 604
and a second filter 606 respectively provide nessage
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Ugee befase arpiber user lggsinde ﬂ@@n%omm% e e‘? B flata &gythe first
610 Lo I [ |
Sbret i Bregbab R (e LR pERIR B tap i Mol oD
access WHhehar s¥Béidoiset 518 0as iry therfalsb @efavivanand fase posmve rate data

usernane and user password. The CPU 514 processes th
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| ocation 616 (al so denoted User, Junk Messages). \Wen

t fidtex3p09 dstdrdingtypi i}b@cqnh[e]tgg@praltlog |sy§tegg,clg§§njunct10n with the
information, the

{ PP er PR GRE AP BT REE o BrESeTF PO " [Rah sepapd vser
f '6|[1$ & 2204 ly h 8&0f& a8 Gntdx! 201 (aRO BeddtEd 1/B&DInbox) and a

tering 1 ncom ng nessages that may be downl oaded to
t hecoad msaafguld«)mp&sagw log@in PR akso Ideratep edre famkcdgssages). The
i nf ormat i on of users o User
G 1P POY TSR0 BF Sheay iseerc sty 18F Dot of the
! L8604 REEER) SO588esh@Ploenoddteifhiet {8 Mirst filter 604
p?gﬁgb%ﬁ%ggafik%éﬁgtlon |§ accéﬁglboenéfgﬁﬂe %ﬁ4ler
whe thetsheoridi filstr 606 €or filegag mestages bethe seqont] elselff(lz to be
engages .t he a5500|%ted first, user

f dpwalogdeht Ay Bdiatedihsredrabgyein ch%rdflgreo‘;ljﬂllé&g T‘fsﬁé invention,
; 'tlﬁesilalsg %?%363/3: %?;g%e 1§ch JtlveQhte B i géﬁ’\ted&fﬁgn e %e user-

ters I's processed to engage elther
t Rerrédtioatprodekd. t @ncetld saond heer $¢8 doonfdatl ge rﬁﬁ@ag‘es;rthe false
filtering nessages to be domnloaded As 5
20027956 falssaostieapis Mol rBasbe inrdicd sceridimg e eHapoyely tagged
[ r}nezgg%\glg dance with the disclosed invention, the fal se
negat | and false positive rate data is derived from

at | ea®y etﬂ@ndsmnwﬁmsamnmnptedm lmoeldeﬂ ea fnanﬁdir similar
user 610 downl oads t he nessages, fal se_negati

ari@ thappkide fissijapgd yecopd igers (610and 618) As with all other users the Nth
user 624 is restricted to only the user information associated with the Nth user 624,

and thus is allowed access only to the Usery Inbox 626 and Usery Junk Messages
location 628, and no other inboxes (614 and 620) and junk message locations (616
and 622) when utilizing the messaging application.

The computer 602 is suitably configured to communicate with other clients on
the LAN 510 and to access network services disposed thereon by utilizing a client
network interface 630. Thus there is provided the message server 512 for receiving

messages from the SMTP (or message) gateway 508 to control and process incoming
21



data nmay be updated according to erroneously tagged
nmessages. At sone point in tinme before another user

w0 o@8/07950t 0 t he conputer 602, the updated rat ePCHUS200D041526
the first wuser is then stored back in the filter
preferences table for future reference. Wen a second
user 618 logs in, the fal se negative and fal se
positive rate data nay change in accordance with
f idd @nisigg preefageserfobs chsso@oatned 68 élwwanhiedAflieatn)), lagd any
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Sgs\g}grfb%j@d bhS MR SRRIETer ThLadd®esthdarEEiRdringds ?éél%ﬁ@'d&ﬁ one or
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is redtricted to o y the us i nformation associ at ed
Wit Protvive ctripatilsle SMPR messagthgt senidces beaddeowetinedwodsdevices of the

only to the UserN I nhox 62 rN Junk Messages
| i589a@tB{eSS&a@gﬁaua%ngmgi&(614 and 620) and

j unk ' . int & 7
L s SRR
S unteddey t€hBfgagung 08 to cantul and ploeessiitdonihfend clipeing snessages

on the LAN 510 and to access network servi ceﬁ .
diof thesdignis 1O 110 BYd (03: 12ng pmyothercyirgcher WHele ices operable to
interface 6 reni [ .
DAL PoE LN OB RS L EPR R s 104
Me®s LR 7083t exvayirdd8r tireleendavidespare disposedss operablri ng

ch-:o\r{l\lr)nuzn?g?i{)r? ZN?t?)Ot%e Egl% gj 1802t(c))0a5(,:£:eg)sés‘r :ellt5 I%aGSt the message services provided
thereon.

According to one aspect of the present invention, the message server 702
performs initial filtering by employing a first filter 710 (similar to first filter 106), and
the client perform secondary filtering using a second filter 712 (similar to the second
filter 108). Thus incoming messages are received from the gateway 508 into an
incoming message buffer 714 of the message server 702 for temporary storage as the

first filter 710 processes the messages to determine whether they are junk or non-junk

messages. The buffer 714 can be a simple FIFO (First-In-First-Out) architecture such
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and out goi ng nmessages of the clients (602 and 632

(al so denoted CientN)), and any other wired or
wWoRMelzss1 devi ces operabl e to comruni cat e nessSBOEES2003041526

the LAN 510 to the nessage server 512. The clients

(602 and 632) are disposed in operable comuni cation

with the LAN 510 to access at | east the nessage

services provided thereon. The SMIP gat eway 508
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SMIP gat eway server 508 interfaces to the GCN 500 to
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net wor k devices of the 0 an saging. entities
oo AT B GesP A e T B8 TR ks are
di 5P958H K hdrR&l. LAN mai@icdaRebindbdv e /66@ah@@ Wil one aspect of the

gateway 508 to control and process incom ng and _
optagentigvemess,ahssate dhtatdfehacfiisefitter 7104s thzo@sedaass a8, for

C e 06 et SHSeRoN ¥ RSB ARF RS e PHE O Sagd fter 712
Server ]JYQ]@ ca %‘,%n% H‘ﬁ:rﬁét §1{8410 ndOhRiterdd %e?ﬁ&)saée?it(:is souted from
W red or rel’ess d b

evices) are disposed in operable

C @ieeRves 202 eimowgtt dsetrtee neAMOTE Ifietfaredd 6 @smsathelnebwark t5RE to the
nmessage services proyi ded reon. Accordi ng.ta one
agppieprige clish (pge dsniirst ﬂ%ﬁ@hf’&g fpas Oﬁé%esgbeégéf‘é?%t}o“ P

798: BETHAIHE: At M inbhib et B8 o difeh .
SRR R ARG g phECh DL AR08 i hoceses
clTirer@Pp L4 osmmsscaes st the nessapngerusi’ng taoksteindhe false positive
filter 712 (simlar to the second fjilter

i 108). .Thus.
i Hodneery vAsae defe of tedinsblisr/dl, anddisroras thecamRyrispgvith the
i nt,0 an...in 1. Ng.. oyt
05 Pl R ITARAR RBL Bold ol ERRA o
710c RS IE3 siidudd besspresd. t 1f titatarnriof ehevdoaipaeisort dreyuch that

artge jselégrlfd ?ilrternrgtrcl, (Jaganilg now worse than the rate data of the first filter 710, the
second filter 712 is employed, and the CPU 514 communicates to the message server
702 to allow messages destined to the first client 704 to pass through the server 702
unfiltered.
When the user of the first client 704 reviews the received messages and
performs user-correction, the new false positive and negative rate data of the second
filter 712 is updated. If the new rate data becomes worse than the first rate data, the

first filter 710 will then be re-employed to provide filtering for the first client 704.

The CPU 514 continues to make rate-data comparisons in order to determine when to
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nmessages. The buffer 714 can be a sinple FIFO

(First-In-First-Qut) architecture such 22 WO
wWQRMODEBH01 PCT/ US2003/ 041526 that all nessaperUs2083/041526

processed on a first-conme-first-served basis. It can

be appreci ated however, that the nessage server 702

can filter process the buffered nessages according to

a tagged priority. Thus the buffer 714 is suitably

coggledilteeidg between thei fist anslswaeral fpltdrs (7 10iand {7il @nfos theh particular

t hat nessages tagged with a higher priority by the
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bef or exnl bely STSKRORS AMBkodthfh ofeABUSEWidl) QW& Fuctions for

priorities. Priority taggifng can be based upon ot her

Cpiiotf¥in anylotrted atieast rharetfhieriag fiaetiopy dascmlbejd Heagjn. The algorithm

including but not limted to the size t he messa&ﬁ

e basic

dﬁl@bld?fh SURBIOLHBIRE &0, é%er]%m@m‘tﬂﬁfé?ctw% SEealE ah ks
ﬂPfﬂ erin 'nﬁ?h&folqéx%g&#b%@%ﬂ%%t lgfkgg‘.ﬁh}/ 91 %ﬂﬁe a%proaches

een In n or

dﬁl‘éﬁ&é@lﬂad Jsed iredbipasont thyrewathdof @ldsssing §ailury ef thatueer to make
data of the first filter 710, an admi nistrator can
satﬁ:p cerrediionsumeertaigy deteaminarian. thieshald determipalione pequsiGyaate

%srﬁgﬁ%ﬁh%gisgé): ftiye 3hé il SAe%QtF\l ZyQteadSatd HH&F&Q%&&\CUVJW

I Mé&ﬁhﬁ dTRenRE NAGOAE 518 iAFe0Iddans Rickitith conguakpest with the
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filter ThdClidias0b lsh ¢h@sids RElARIBAGRond filtérST IQQ#YB ﬁlﬁlefafc@@ﬂdmg to
the server 702 through a server network interface 716

aﬂredﬂsertlhwrmebmmpfmlﬁiﬁ heminaheve. afsrabipnt ¥2enlsol ingpdes the message

the first 04) based
e oron Gl SAer FRpSine RS MowiessEim gblgast one
tcgﬁthg?ystffﬁeerbm@'én&%ts%ﬂnﬁ fAtel 7831 BEkagRE %@%%tmpﬂé@ to be

communi cates wth the nessage server 702t
optaperly tdpged alesmgposTHe seeondanessaggatiagelocation (dafcaldftﬁ 526 can
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7 ?g&ﬂg s to %&E hefdif élﬁlog &k ﬁ?%? aldhee attlrigh fcﬁé’fﬁ'o nd ifdib4ied above,

e enpl oye results of the
C apabos foddearse4 sme mchtdatmessdpes acwae ﬁltdrd:(’eby mdle:ethdaﬁrat filter
is now wrse than_the rate data of the f|

7780 of ths secwddHigr 1% flgpendipg qogv éa(‘}ﬁu employed
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estined to t rst client

t hr oughAstingicsed “ekindbave, undd the esee thas Wvemlodded m@eﬁgesfrom the

the first client 704 reviews the received pessages P
message server 702, the user will then peruse the messages of the 1nbox folder 524 to
read and determine the actual status of the filtered inbox messages. If a junk message
got through the first filter 710, the user will then perform an explicit or implicit
user-correction function that indicates to the system that the message was actually a
junk message. The first and second filters (710 and 712) are then trained based upon
this user-correction data. If the second filter 712 is determined to have a better
accuracy rate than the first filter 710, it will be employed in lieu of the first filter 710
to provide equal or better filtering. And if the second filter 712 has a substantially

equal accuracy rate to the first filter 710, it may or may not be employed. Filter
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perfornms user-correction, the new fal se positive and

negati ve rate data of the second filter 712 is
wapwanedol | f the new rate data becones worse tP@mnuUs1ve3/041526

first rate data, the first filter 710 wll then be

re-enpl oyed to provide filtering for the first client

704. The CPU 514 continues to nmake rate-data

conmparisons in order to determ ne when to 23 WO
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and client operating systemsuch that the user can
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i ncfudes” the nmessage inbox storage |ocation (or

f atcdbedipg ERhefrate dreceinpangpnfriesulis of thenirssdizat 704, dhm same junk
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PLRAGS! f\ﬂté('raiq ged tﬂmﬁ%g%s'serv-gp 805 6 DrdRSS 3B (BE REABELT the rate
I or fol der 6

ocation ) can be provided for
adstarongatisong optainktheeewitht hat t he user determines is

junk mail and choaoses to store.therein, alth h this

may al 3ids buther ePRISHaIeg i e iadividyal nayy e ‘3%9&?1% Tydpgatal

i d ' - t

¢ Pty LR 0o, AR 16k ob e i R Racsh R cotffonty by the server
f 702 e détdinifdependemnge drrafieThisaverge sdvocaild tHende ugddto

R M GERA N SN,
2L DA o, SR s Bl e cin

t lpot, pes,usma 70Bpcmd Badesmahed hyethe sbwxr 703, ded used4o taggle
read and determ ne the actual status of the filtered

i hpveepbkestigeglter 1 Oémp @lpﬂ@lﬁgtsfg]gdé7 12, individually or as a group.
Referring now to FIG. 8, there is illustrated an alternative embodiment of a

large-scale filtering system 800 utilizing the filtering aspects of the present invention.
In more robust implementations where message filtering is performed on a mass scale
by system-wide mail systems, e.g., an Internet service provider, multiple filtering
systems can be employed to process a large number of incoming messages. A large
number of incoming messages 802 are received and addressed to many different user
destinations. The messages 802 enter the provider system via, for example, an SMTP

gateway 804 and are then transmitted to a System message routing component 806 for
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got through the first filter 710, the user will then
performan explicit or inplicit user-correction

wo eoveH7Bm t hat i ndi cates to the systemthat thRCHESHag@1526
was actually a junk nessage. The first and second
filters (710 and 712) are then trained based upon
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processed “according to t filter preferences
assmbility ealronite mesdages whewednrihe fitser sysidme <80% 18d0.cundi8l2) according

ads teraasb i Srtppdyigl ee SBem sSegs pioe B aPEATEES
o Fllccfe{{]n?xﬁg(gazg Hne ??oc%%‘f'r%n ArHuk b & inddBin® mdsB&reluedd (not shown,

ding to the rate data conparison
r @sitpdrsofdthe tdslﬂmfgi dostpootitSit) afale fitsn ﬁltsmmtepu%% is backed up and
nmessage al so destined for the a d cl |eg{)%706

r S8t derammedalp s dRwugRpYy pecdef dort he systqm rstaﬂ%% tion of
E)If?ﬁts ﬁgééeag e c}é% {he steﬁlr}oﬁ’tﬁfg‘){) | @ntvﬂ(%rfr&ﬂ Ehel Il%ta%és Sontrol

rate ata conpari sons n therewth.
f wotipenem3p4 e6 itai attotriiag mtdsegdsi8OR wirdithah roweed wabeodat Glter
of the individual ¢c¢lients (704, 70 coul

?‘h and 7%221
éﬁt@@éK&ﬂ@oﬁnérﬁisz@ééé%@eo@Bﬁcﬂ}]FF%ﬂ the syjerp pd* dsgapahle of

70 I hi
I AT R R
t Qﬁ@h@suﬁﬁ ifidognihg geéueffeddback ohpabidity suoh tise clersystein toetisg

712 of the clients, individuall y or_as a %ioup.
AlcogipraentBep wan prsessargssagsioadiandling hetyeen plb awjiialddter

systems Filter System;, Filter Systems,... Filter Systemy.

The adaptive filter capability of the first system filter 808 will now be
described in detail. In this particular system implementation, the system administrator
would be tasked with determining what constitutes junk mail for the system 800 by
providing feedback as to accuracy of the filters to provide tagged/untagged messages.
That is, the administrator performs user-correction in order to generate the FN and FP
information for each of the respective systems (808, 810, and 812). Due to the large

number of incoming messages, this could be performed according to a statistical
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(704, 706, and 708) could be determ ned by the server

702, and used to toggle between the first filter 710
wan4ptsoc! ient filters 712, individually or aBCHUS2003/041526

group. Referring nowto FIG 8, there is illustrated

an alternative enbodiment of a |arge-scale filtering

system 800 utilizing the filtering aspects of the

present invention. |In nore robust inplenentations

whanglingasahoetlial hiadreimgcally pevifler arkigh dngme whpmbsbitityethat the

by system w de il systens, e.g.,.an Internet service

pPasplaBeing fakep irg*fe@t% HhE AERUFIFY 0?9??5@1&%@%@%%5‘86 Pt EpBeFUve
t S | & j: RIgTAE -
LRSS AR YN AL MR TGRS  on

?ﬂﬁk&ﬂ&i&@%sed to many different user destinations.
e nessages 802 enter the provider systemvia, for

exanpl & fushespapiherpaf.dbmgdrsmistiaioy wonld ke A spppisohmessages

t t t 06. f.or-
2605 B4 BLEE PR SRR ko H B i ihe WEburacy of
f ik Qlge S36gineeh BO8amPiE0 Thasghtdhl 2ortadl somPemeait 8d6 can be a
respectively as Filter System, Filter Systen®,..

FhinderreSyriassiftwagauacashing systesy dias iigraomects 10 thesfiléer systems

8 Lhcl u routing control. conpopen fir
¢ s BT g Sl P BPar R R RS bepBecs gkecty topeed
t BRuld bd §ed S S4B AR falke MBS/ AENT i falkg poBifilve OFP) rate data for
conmponent 814 for routing nessages between a first

s yist finmt filitdrt8d 6. Thes FIR ratesletaan thesyseeon fhielseeanddilgr 8Thelf the
outputs of the first second filter 6 d 1
el e el et B 6 SRR upo bV leg TeseRBLpfifis con
SHOLhAH RS FE8S aPehR ks bQod £ilRGinBS IRI8St AREMM 6. When the

transmtted to a user 1nbox routing conponent 822. The
ugéministrdsenagnimyierfopme osgreneattic®22miphing Mooyt dsffendy, if the
nmessage received fromthe output buffer 820 t .
{FRVEF Sapox din sornd Bher s 1vebe eadhinat Pt . the routng
a I &cUSETiltH®and
oot o 1 TR PRl TV ED BRI b W®

| db@¥mine i @xadsage routingehoniN)be Endtchydbbaintotestagefilter 816.

routi ng conmponent 806 includes a | oad bg}l anci ng .
capabi | ihpyy&}t@n,cggtlr@ q@gg}ggag§26éqtg\g@:ﬁs{q1 esy§tergnessage routing

S i 2 . .
BT e By A S5 Ay ison e
( 8R8adrBihBrarnd T8 &)stén® comrt oompotane 8@ slsageerfaces the output buffer

processing. Thus if_an incom ng_nessage queue ,énot )
s b ke, rerr@uxingﬁ/iﬂerr@fmtﬁéwswpi-ng’ﬂé%rﬁYéWm oPIoNidgsampling

B B UL R AP RRBHEE AR M SORU e g e

stcahipdndid 8L Wht the Bys®ém cbitad compoieent 826 edoveaek operatitveof thereof.

system routing conponent 806 fromthe routing control

The accuracy of a filter, as described hereinabove with respect to FIG. 1, can

be extended to the accuracy of a plurality of filtering systems. The FN/FP rate data of
the first system 808 can then be used to train the filters of the second system 810 and
third system 812 to further enhance the filtering capabilities of the overall system 300.
Similarly, load control can be performed according to the FN/FP data of a particular
system. That is, if the overall FN/FP data of the first system 808 is worse than the
FN/FP data of the second system 810, more messages can be routed to the second

system 810 than the first system 808.
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conmponent 814 so that incom ng nessages 802 are then

routed to the other filter systens (810 and 812)
w@Rrisl79she i ncom ng queue of the system 814 i SPCHpPSIIDF041526

of receiving further nmessages. Each of the remaining

filter systens (810 and 812) includes this incom ng

gueue feedback capability such that the systemrouting

conmponent 806 can process nmessage | oad handli ng

bet weeh igdppraxisaed thiat theffillet systenssy(§0&fE OFand &42) Syis besparate

Filter Systen2,...,Filter E?s%gnN. The adapt.i ve f&}ter

chlirslgqrityme eachiungipg op dedisHted CRTPYIER. QROMGIPFUNS Rf prmputers.

d [ [ il 3 RE A :

ARFa i e e LR, a1 R Gy b ronning

t @gk@er o 4 fingletcompurer sgchvwhatallcftiresinigtisipesorinedionraihglé cobust

the system 800 by providing feedback as to accuracy

ofmaeipefilters to provi de tagged/ untagged messages.

That i t he 1 NSt A . - £ Clei '

or der RELReRATl YRk SElRlc § Pl RelER ARG Babilr oWl

Obpdritfie (ESREBGH teediSlSécamiBeiBOrGre. 8 @rdeansl pRlije. additnhiocontext
the |l arge nunber of incom ng nessages, this could be

ptarfveriowschspentoeldha grasentanemien.HlGe 8 lang ghofpllowoyy bseysyan are

PPUNERE BRI G etoil Sr BBt A PR b G foment
bghdgh HEKE e RELEShspet B Of ﬁﬁgﬂés@ﬁﬁﬁnﬁéntidﬂ&néyi bd ienpl&igented. While
performed by a respéctive ilter system (808, 810,

atid iBvehYion hadedesrdasaribed abwieet injtlee genetah RORFEXISH gemanigr-gxecutable
non- junk nmessage. In furtherance theyeof,.the .
R A S8 e 0 Pk B OB ot skt Bn e gy il

t Fk%o?x')x)fzé ot 88 nvéhBloR aRY 3§ PeGRPIdnRntcdaiReRBati8R Giithasiker

verl the accuracy of nessage taggi ng on the sanple.
Thegsats hextutze ahd/ot acoopoieationdFthackwarpendsoftveardwecaerally,

and/ or software processing systemthat interconnects
C raspen Fradlss g N BUBE RO OTARACB D9 R SFoGHaRr e that

a i | gt t a@88Gver, those
SR ARb AL BIS Y imPnIERRAARS ARRAL a6 tesl BREGe

f gkisied pok titwell @GPPeciast hatdhe mveotive mbibofls may bé ptacéeed with
816. This FNNFP rate data is then used on the sec?nd

f pthegporgpger gysteponiigyrations, inclyding Haglenragesyqr|of gpuligprgeessor

f %Mn%g%? geyﬁigg?sébﬁgig&gﬁﬁtgrsvﬁlafﬁ?raﬁgr&%nﬁ%%qg ds vae?lFa% el

can ovi de at ast "as good filtering
agoinpetefs, haid-hdld t@np@ify dewres rhiesopramdsionibasadairgrogrgmimble
perfornms user-correction sanpling fromthe buffer Sé%

| consyener pierirpmicrapad Hie ligecach o6 Hiiah pakbe apesatpelxgaugied to one

ooy Reafieh Beyiten St led kot iné B pmay agp e

t beactiesPmdidtiiblied cS&hButaiptenvironments where certain tasks are performed by
remote processing devices that are linked through a communications network. In a
distributed computing environment, program modules may be located in both local
and remote memory storage devices.

With reference again to Fig. 9, the exemplary environment 900 for
implementing various aspects of the invention includes a computer 902, the computer
902 including a processing unit 904, a system memory 906 and a system bus 908. The
system bus 908 couples system components including, but not limited to the system

memory 906 to the processing unit 904. The processing unit 904 may be any of
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determ ne that nmessage routing should be swtched back
to the first filter 816. The system control conponent

w@2®4jomaser f aces to the system nmessage routing PCT/US2003/041526

conponent 806 to exchange data therebetween, and

provi de adm nistration thereof by the adm nistrator.

The system control conponent 826 also interfaces the

out put buffer of the remaining systems Filter
SysicarRommerdrillyt @il Byls peorhbsocs. dowal imderogenepisprsgand other multi-

bilit f tho t d trat
e e B Y S GRHIBE K RBHpORER DS vi o
the Sy%ee@sfe%;ﬁ soéOSCc%m%réﬁg#)f %)?ratl %Ig@y &f &%%tl@l@ﬁl'}@fn'cﬁl@mg a

of thereo e accuracy as descri bed
hgkgiofpbave éridry cespelidr, 4 perfph€ral hys asin loealdwt esidgdny of a

the accuracy of a plurality of flltejl % éﬁtems gg
FufRy e Hllp RVl PysraghitegRiresm éls SR TReRery gEo includes
use traln 0
T B e e S
Cﬁfiﬂpbﬂltbﬁt' s@&e@f(B‘IOS) Qveladlihg ﬁqy?otaﬁt“n’(ﬁﬁﬁes that halp ao trynsfer

| oad control can be perfornmed according to the FN FP
datfernzftion bpkeen elemants wigkindhg corppiiter; W2, suchiap dugyg ptartiup, is

FN FP .dat first system808 is worse than the
FF\‘P&@IB%‘%{@&§ e second system 810, npre nessages can

be routrgd 4apliBEIGLEREr inSliaéLamadd AiskhiiveOhe, 4 inagietic disk drive
system 808. %7 WO 2004/ 079501 PCT/ US2003/ 041526 It is

appé.deigatentad fimm oherife tbtaepmgy@,xlgdigk @g&)@nd@p@ptlgﬁdhsk drive

oh3 (e e eDR sk 8o B B0kt B0 35 ls 1 BRLP S
Ah;e(af atrhy R dléﬁlﬁf\% glhremtﬁgﬁéﬁll‘é@ﬁ& AR lahll Ypexdl Fisk.drive 920

gorlt ns can be running together on a single
c oAbkt esnnsereditd thasysadrh bi BO&by n@andshﬁ@dri@rln’@dfa% 4+, a magnetic

| bust hi R f FIG .9
Sy R WA e T e
t %n(‘? H&,ed %#ﬂt&%%a@!@ﬁb&ﬁ@%’lﬁ@e ndn@oﬁ'ﬁ&e{toﬂa?e of data, data

prOV| |t|on context for various aspects o
prsﬁﬁc&ﬁies,l dmmtdranecxﬂu& i3tractebns hendfsolfbuini ey the s@mststcn‘?m the
are intended to provide a brief neral descri

ofdnae%@ndtraml@afe,c@nﬁmdaﬁrgtheﬁm&m@ma%c%erqgmw haigitable
V £ i e i

1&&1 ?or?l‘?ftp &@@0\%&1 thd! esgflﬁl\?/ entfl dgﬁ}f)ﬁlggsr rgihaﬁﬁéhéiﬁza} ;abovg refers to a
abﬁﬁﬁdllslﬂ atrmommgnammlmmca‘ CDoitrphitved be xpmeatiatod by those
i nstructions that may run on one Oor nore cC

t ﬁgg]@dgkaqaétdh@trpt}@q;éy;&s pf wedia whigh %ﬁp%i@b{e&g/pau%qe{%?dter, such as

Iotnz#g{f bl rmgénae{r%c < uﬁk? 5, an 5?1?19 adsgg%g?fg&g{i‘% (!rl]lg’lgkf Wirtriges, and

hap&Med, enagthotefdse@irtthe @ﬁcﬂﬁplafyl (}peratlng environment, and further that
any such media may contain computer-executable instructions for performing the
methods of the present invention.

A number of program modules can be stored in the drives and RAM 912,
including an operating system 930, one or more application programs 932, other
program modules 934 and program data 936. It is appreciated that the present
invention can be implemented with various commercially available operating systems
or combinations of operating systems.

A user can enter commands and information into the computer 902 through a

keyboard 938 and a pointing device, such as a mouse 940. Other input devices (not
29



program nodul es i nclude routines, prograns,

conponents, data structures, etc., that perform
w@asoairashar tasks or inplenment particul ar abstP@USmat/es1526

types. Moreover, those skilled in the art wll

appreci ate that the inventive nethods nmay be practiced

wWith other conputer system configurations, including

si ngl e-processor or multiprocessor conputer systens,

Mshowg)map rckide mahinfaphomse, ao i tineets corisolwejdystack, agame pad, a

personal conputers, hand ut.in vi ce

mS@tpH,l,ger i &5 ANE I b ik epr'l[}ﬁ%mfg%trﬁgr lng&fgemﬁ;? are’ often connected
eI SH £b4

oper at I?@éee?sﬁn%ﬂﬁ‘ﬁi Pé% ﬁ}rbﬁégn seﬁ@?ﬁbﬁgi;nééﬁaﬂcssgcfl'aﬁ}ét & R&oupled to the
dgyitef Hus %& biuk h1a§tbé abetcrdpyotier aitetfives, suckas & paraliwlyport, a

al so be practiced in distributed conputing
g s e SB2s his TR, fieT e £ G mrbmgtor 944 or

%ﬂ] fpﬂ% a? f'ayl}%Vgg Viéﬁ?(f cdfbBlieIink s bﬁf&g iy 9;‘& af interface,

net wor na distr conput1 ng

e@M&H SRRt adHpRE0an) Msidits talye ﬁenit@tﬁitéled compbret ij/plcally
| ocal and renote nmenory storage devices. Wth

r efdndm otheagaiiphard iyt devicesHeotesherp), AHGh asnspeplsimPRnters etc.

900 for n var| as

ol uqdies gl Bhs Mo BeinRe dRRTk e Ahalrenl Rk Lot
pfc%ﬁﬁe%ﬁbﬂgtolmietor 9Qte rénsty SHBPUBRNTUCH 298 6eabd campwetr(ema,s The
bus . The system bus 908 coupl es system conponents

i neﬂnutél qmg1putﬂu¢s) B8 miay e Bebrkwatidnea SGryeiAMIMIGTOR JOUOD6A personal

to the t 904. Th t 904
RPB g G e AR S OB TS0 D B SpR ahce,  peer
VAL RUS: SRRPESfiinBh h¥tv@RhbAD hEa BHREAS HRledes BYA or all of the

m croprocessors and ot her mul ti - pr ocessor
aretdmhénec dascabedalebative emthb eompplen§@2 altboughe fcpr;mcmggs eigprevity,

 ipbs BMERE SO e UF R S S DR n TR BReepns depicted
ML & E'Aﬁ# 843 &laa WG @'5@h§ﬁéﬂ ne@%&kﬁﬂgderﬁmloﬁﬁl@hts Bs

usi'ng any o variety of comrercially avail abl e bus
arcnimeglacees ofﬁEiee, ey priser widaooypOeSndtwollsd aranete and the
only nenory (ROM 910 and random access nenory (RAM
ofptergthasi ¢ i nput/out put system (Bl OS), containing

the bas\l’v% § Qi s0 efh%]ﬁ %‘ét\hhﬁi{lﬂg %Hvﬁcgrﬁi%ft Qf]e chil 1951'@32' i9Q@onnected

bet ween ef ement's Wi onput er 2, su
d Ltb'tlilﬂlo&&lafetw@m 952 shroagloa eetwiork inltfﬁfdaab‘t Qdaﬁbler'%é When used in a
uter 902 further includes a hard d|s¥ e 914, a
meyideY perweriske apvieameantghe eomppter 403 typigally ipghifiesa fpfiera 958 or

o B P A AP A e o

Or esWblikiEing Godkf@icafEid @@k the WAN 954, such as the Internet. The modem
958, which may be internal or external, is connected to the system bus 908 via the
serial port interface 942. In a networked environment, program modules depicted
relative to the computer 902, or portions thereof, may be stored in the remote memory
storage device 950. It will be appreciated that the network connections shown are
exemplary and other means of establishing a communications link between the
computers may be used.

In accordance with one aspect of the present invention, the filter architecture

adapts to the degree of filtering desired by the particular user of the system on which

the filtering is employed. It can be appreciated, however, that this “adaptive” aspect
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medi a). The hard di sk drive 914, magnetic disk drive
916 and optical disk drive 920 can be connected to
w0 b@48ysbem bus 908 by a hard disk drive interPemESHRN41526
a magnetic disk drive interface 926 and an optica
drive interface 928, respectively. The drives and
their associ ated conputer-readabl e nedi a provi de
nonvol atil e storage of data, data structures,
coaprt erterled duina lledocal stargysteroresyiremuen daloia the nfapufacturing

the computer 902, the _drives and i a gcconmmdat e

L REEROR e S51eT e AL R e oSt PE B class of
di . | . DY

38 i STy 8 LR, SRR AR o e g g o
a Foeatmalié,ef apairhhdec detiidds timad fast@dich ¢f mihdubal dystems are to be

appreciated by those skilled.in the art that other

t ppvadegiopaterathihile thoatdnqt seapki | a6Cq5y oHpE Mat, the defpult

a .

B TR A58 Ep AP g b
MRy syxkehts o€ ays@tdichust bEusexsaripbacynpecdfordower seiting to all more
environment, and further that any such nmedia my i

c dwrkanpil Egrpriewr Lo gidlzas seanpro, the pdaptive HARIE @fthe present invention
performn h t of th ' t QL. .
b gF “es 8 TE gt T g R LERE M ar R s Qe acjus
amgk RNk FilterinBCdrueliiBgbled) peven@t iffogh Sy in@thOd&auloBting at all.
or nore application progranms 932, other program

midislakse a@Brtciared thatagreanediadmiggiator whe sxerpiseseeaimagable access

that the present invention can.he inplenment it h .

v Arbig SoBRIRF Bhapt PSUar P ETgRe ol T uf hectibdpsea fiter
CopdpiRaLioBs ao ﬁﬁ@e@&ﬁt@gdwﬁ;s%ﬁg&aaw10@@3. ent er
conmands and information into the conputer 902 through

a keyb¥hatcha9B&radrdcribedabnyd ingludevéxamplesudtihepresentrinysation. It
940. O her input.devigces..(not 29 WD 2004/ 079501

e LED o PO R i ey B Qe Cot B g s ompgrents

' 15 PburpBsek BY 8dskfiking @h Paflenion, but f ordi
sggg%ﬁﬁgg(%?gh, gngcannerf or ‘the 1ike. Tﬁgsélaﬁdxm()orJnmy
otskik initheart nohgvremesizatiat ofang furden nembimdtiogsoandpermutations of the
processi ng unit 90414hrou h.a serial port interface

O PPSERANVILIOB PRI A HErIRgI¥ BRPEIE BN URRLS Highdkto
CQIeRi-ef f¥h Qﬁ&%oﬂs?ﬁ%ﬁffi@%slaﬁﬁ GRridforR (RAFA {Vgln)n l:hea %)irit and

port, a gane port, a universal serial bus ("US
| Reopet efrthaagpenéddcclaitasmibor thenmddéd 4o dre extdrh élnat thepernofincludes” is
di spl ay .device is also_conngﬁ%ed to the systen1?$

ay . 908
vivgehiy sitherihe dekiled dereHPRQN o 19 QRIS JUph EFmanigte Ed to be
I i-0n:.t i tovni N VAN
R0 PR TR RS 1B R AR YR fy roecd

S ugienasn pgdke agranpitiondlevasd @t £claithe conputer 902 may
operate in a networked environnment using |ogica
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connections to one or nore renote conputers, such as a

renote conputer(s) 948. The renote conputer(s) 948
worey4lozesal wor kst ati on, a server conputer, a roRPCEDS2083/041526

personal conputer, portable conputer,

m croprocessor - based entertai nment appliance, a peer

devi ce or other common network node, and typically

i ncludes many or all of the elenments described

relative to the conputer 902, although, for purposes

of brevity, only a nenory storage device 950 is

illustrated. The | ogical coppgmyisons depicted include

a LAN 952 and a WAN 954. Such networ ki ng environnents

aWwahat sehammeglisace in of fices, enterprise-w de conputer

networks, intranets and the Internet. When used in a

LAN net wor ki ng envi ronnment, the conputer 902 is

connect ed ﬁHé? through a network

|nterf£ce oro(k%filﬁlté %%ﬁﬁtﬁgﬁgﬂgg% ina WAN

net wor ki ng enﬁvstrfmerrﬁmﬁltenhg nessages, e BIBRIitgndiavagl agsociated

i ncl udes a_nodem 9 .S connected to a

c&wt%faﬂsswswﬁ\wéé a’é)‘?}af"l%@ ARV 38 ot her neans
for establi §|§éé&d$ﬁm éﬁl@hhg% rﬁé’s@ﬁge% hgie VA nd Fter %@Lﬂlted
as the Internet may be internal

Ohiccoidigg tathe filse p@itheahednt ohd fakse &ygatazmrhm@f 9{6:8“11‘5{11 falter, the data
the serial port interface 942, In a networ

ensadrto dpisrmine pho iRy e rde apbibe é%lé%neaaw%lfat%f the, figg{ ilter
t Hgﬁ%e L gt%ﬁ%’r%%: yrpe%/;{aisgg%sﬁlgg 5&%% Iéndgg%_x" F se\‘j‘\%ﬁ%%&geellaﬁ: associated

aRRhakd §efcsﬂd fitait asthRnaesnveTresianmestidren shesownd fie is employed
exenpl ary and ot her neans of establishin

a
c ontimnofohe fios Silter i thisshade axisisdor Be serepd S‘%tehwh%at the new false

lusﬁge;%m/ql %;Fagrfdﬁ}ge%fafs[% &Vggérvg(r){?&%egs Q8 thero%)ngllagre? rb%ﬁ%nd‘lan the false
degigee Ad tht khigs lhégﬁudeeﬁter &hb¥irsk higepar ti cul ar user of

e systemon whic the filtering is enployed. It can
be appreciated, however, that this "adaptive" aspect

From t e I ok SSER CLGuTR RUIFORC Bicols filg Tesuive rate
Wﬁ@ﬁéﬁﬁﬁw %chQ)Qde [ORRSS & thhtEe RYEke M HRRGAA nmﬁﬁ fihe

degree of filtering for a particular class of users
camphynsal et4 estricorredtipplpgoeess.at i on in systems produced
for sale at the factory. For exanple, if a purchaser
decides that a first batch of purchased systens are to

be  pravi deqryf, %gstglﬁ%rf Slatat tlfé%s&hc%ﬂe@tl&i)t)roﬁ@ﬁlihél@des overriding
access to any |j , the default ting at the

f antimriyl dassifichiien b mlassage shysingin classifi¢ation gerthimgd automatically

wher eas a_second batch
by the first filter upon receipt of the message.

4. The system of claim 1, the false positive rate and the false negative rate

derived from content of at least one of the messages.

3. The system of claim 1, the false positive rate and the false negative rate

derived from content of other user’s e-mail messages.
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of systens for a second class of users can be

configured for a |lower setting to all nore junk nai
woano4roesioew. | n either scenario, the adaptive RarmS2006/41526

the present invention can be enabled locally to allow

the individual users of any class of users to then

adjust the degree of filtering, or if disabled,

prevented fromaltering the default setting at all

It is &l so Ehpswednabidainhdftha seronddilter memipidysdvdteprthe new

who exerci ses conparabl e a es 1 ghts to configure

0@@66P$ﬁﬁﬁ§m§y%W@W§ﬂgﬁﬁ?@ J%ﬁ?{%%}ed with the

di sclosed filter architecture, can also inplenment

such class configurations |locally. Wat has been

descrihed alvhy eystdis bficlain exlﬁaﬁdlﬁpcmiti\tel‘retepmésfﬂm negative rate

invention. It 1is, of course, not po e to escrli

ed@ﬁrynlé%%féqf\ﬂélﬂaét WA iapatdesrmireday F]% gk ag non’Jun
nmet hodol o S he present
i HYEHET aﬁgha% edoarl?c(al%&{r b Sﬁlﬁ%rd ytﬂﬁéﬁgs C&%e(% he art may
recogni ze that nmany further conbi nati ons and

pernutations of the present invention are possible.
Accor dBngI yTht: hstern o6 elaim il npe shrpeheld seleiedfiorag Rlgrality of

enbr ace h aIt n t

Vg?qeéalt?q)ﬁgesmgf Vaﬁ%qs -s%lﬁ?q 3 q%g%gidf \La(f\?e 'd%%?mﬁ]%g bg ch?osmg at
t Ras@neenrds qv@ﬂagé {ReshblraliRIdVeF @ligible tmegacﬁdwﬁﬁ&s b figtshold
the term"includes" is used in either the detailed

desloe wpthilowes falshrpositied nate, andie Hirgsbpld Yadug thﬂfefn@@dllieé UE@‘ s
i ncl usive in nne to the term"conprising"
a§XW?6ﬂﬂVﬂ§Xh@RH%QO?ﬁFePgLéﬂéﬂjKWhen enpl oyed as a
transitional word in a claim 31 WD 2004/079501

PCT/ US2003/ 041526 CLAIMS Wat is clainmed is: 1. A

dat a f 0l t er iThg sgytetherficlatoiptheshmeshold séleated frinl a @uratityr of

LSS RS e T 4 UL o 0, 8380 1 s
" %E\? ’fal@@ﬁ%ﬁ%{l@? 40 grefﬂe}t&et'harﬁ Bk fhit F@sﬁh*&@ra%%d"fﬁ@ﬁa@&%gatwe rate

e secon ter evaluated according to the false
po$ tHei firet filedrat dadthirdsholdal se negative rate of the first
filter, the data wused to determne the false positive
rate and the fal se negative rate of the first filter

uti 1i2qg t 0 1qeLGLaIIE il AWliHer EoRARlibd ¥ BfAf§ oR8oRdary

new fal' se negatrve rate assocl ate e second

f iflldesy; tm&plﬁafuynﬁnpmmgfthé kacesdfiltet;, thehystemrempieyisgaongst one of
filter is e inlieu of the first fjlter

t recssRondImesd t%l’@ dn flélf ot the fiset dbtsrifr thieghold geiststipn 'thetahgast one
gfsé\éoznoglirefﬁtep gﬁ‘éht t'hXt hé ﬂé\g fﬂ?@%&ﬁ‘f\’zefr@!et%ﬁg rﬁ?gﬁgl’gé’ ﬁeéaﬁ(z@ rate are

er “consi dered be t han
together considered better than the false positive and the false negative rate of the first

filter.

11.  The system of claim 10, the secondary filters comprising M filters (M
being an integer), the system selecting filter M; in lieu of the first filter for a particular

message, and selecting filter M, in lieu of the first filter for another message.

12. A computer-readable medium having computer-executable

components stored thereon to effect the system of claim 1.
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positive and the fal se negative rate of the first
filter. 2. The systemof claim1, the fal se positive
woav@/aysit he fal se negative rate determ ned BCTmISAI0BH41526
to nmessages that are | abeled as junk and non junk via
enpl oynent of a user-correction process. 3. The system
of claim2, the user-correction process includes
overriding an initial classification of a nessage,
t he ini3.i al Acdoassitdricoatprising pier fystemeof daitobhat i cal |y by
the first filter upon recei pt of the nessage. 4. The
systemof claiml, the false positive rate and the
fal se gat iv of at | east
one of E?he 'r?’eﬁseet‘g&g{ nﬂj?fslfléqﬂe f?@msg?tﬁ#gl m1l, the
fal se positive rate and the false negatlve rate
derived fromcontent of other user's e-mail nessa
32 WO 204/ B7eBGblemomnySpp deyiceqopprisipg thefystepal & IBf
claim1, the second filter is enployed when the new
fal se positive rate is worse than that of the first
filterig7. Tiedsyied 6Meigim €3 Béifiy dne bha pedond daosiskistaat, a
rate and fal se negative rate determ ned after at
| edephonmer ofaptopprostpwtesr m ned nunber of junk and non
junk nessages are | abeled and a predeterm ned tine
has occurred. 8. The systemof claim1l1, the threshold
sel ect gd fromiaa Bl abinpdsiff: generated threshol d
val ues, the selected threshodl d val ues deternined by
choosi ng at afiretafaitercﬁcvrefiltefrmgrnrmmeagi@dthw@gIfmtdlcvlaﬂwedata
over eligible threshold values, a threshold value
wtsReiaddherevips®daositive rate, and a threshol d val ue
that maxim %%&&I%ﬁme% foﬁﬁ{%@ﬁg% ﬁﬁEéslagésYalhﬁﬁ*ﬁz%gJﬁg&nﬁe@
*utility function. 9. The systemof claiml
t fegshioh secaad emlmaztyfdammm spéandéilier gvahated Iwutbshmﬁdt accuracy

| th dfilt loyed only if.th
fvgaéitsﬁs SaiAISaR e SRt i e G oAl st elirpine the
E&fra{}}%@a %shat?ﬁlééllflocheofptﬂﬁ {1(51)1 ewhabih A gecBH@ filt&! i8 @mployed

nega?‘l vera I'rst ter at that threshold.

16k a (h&hMsdxeym fofr tled seiondlfiltdryntihent thesprdngiangracy data is

pl ural i t% of secondary fil ters the plurality

c 6ApTidespthieticn shaydbo HESt AFquEasy dajahe system enpl oyi ng at

| east one of the secondary filters in lieu of the

first filter if a threshold exists for the at |east

one seagondarh¢ filier beclabu¢h, thiedcohd €iltaesmplaysbatpost oneve in

rate and new fal se negative rate are
combination with the first filter and in lieu of the first filter.

19.  The filter of claim 17, the second filter employed when the second

accuracy rate is at least the same as the first accuracy rate.

20.  The filter of claim 17, at least one of the first accuracy data and the

second accuracy data comprises a false positive rate and a false negative rate.

21. The filter of claim 17, the first accuracy data and the second accuracy

data determined based at least upon one of message text and message content.
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t oget her considered better than the fal se positive and

the fal se negative rate of the first filter. 11. The
weoeysi@mmoi claim 10, the secondary filters conpCrTRiSn®3MI1526

filters (M being an integer), the system sel ecting

filter M inlieu of the first filter for a particular

nmessage, and selecting filter M2 in lieu of the first

filter for another nessage. 12. A conputer-readable

medi um2Bavi fhedirpuof drineXédbe At &ltecbeippaeeeddiler derdd from

thereon to effect the systemof claiml. 33 WO

2 0BEFS TSR e8P0 siPa1526  13. A conputer

conprising the systemof claiml1l. 14. A network

conprising the systemof claiml1l. 15. A portable

conput i23g d&hedBtee oNglnins i hght fiest aysiramm data detahiinet. according to a

16. The device of claim 15 being one of. a personal

d H6-REEEriempROCess Whegdin B HeHdCUEWa theita i hadhiiia isra mespage, and

A.data filter 0 i.sj.ng.: [ il

CHR B i ShEL o GRBY B fico e b obhtimiBhee, .

associ ated therewith; and a second filter for

filtering the nessages, and having associ ated, o
t her ewi2th sddwriltenetelpme ¥3.dhe ysertoqEreeeaacesp fnclides overriding

eval. uat with.the.first accuracy t .he dat sed
¢ g abBr iR Bt e PR e o AR of Baflelts
dehRiHtsI Rﬁtheﬁ"ﬁ@tcﬂlﬂ:r AGCH HRCHcdab@isaseevddunct i on of
t hreshol d, erein the second filter is enployed if a

threshold exists for the second filter such that the

Frror daour e afclygn VFBR eRpE Sk eployid Bher P goreshold
\*7’\” ?vt%ﬁﬂ%&tiié h&a t@f@]i?;:pﬁi&ql;e HMcoh@&fkr RA€1Ab: dsRefiGaTRL NRAS Filter

the tirst tér and in lieu of the first filter.
1 Basethepohi d pefuncaioncwbérenNLiE at telast tveoiynd filter enpl oyed
when the second accuracy rate is at |east the sanme as
the first accuracy rate. 20. The filter of claim17,

at | easfg on el"f%ffil&l? ©f Elalr? 11 7 26 E i @ Q¥ ddyAd DGk e Bned according to a

second accuracy data conprises a false positive rate

andedetdralisel swegadatalenavat with 2highTtezréd dftcertainfy tolbaicorrdd,
the first accuracy data and the second accuracy data
determ ned based at | east upon one of nessage text and

nessage,LoNt-fillfier of claim 26, the predetermined set of data including at least
one of a message that is tagged by the user as a non-junk message, a message that is
read and deleted by the user, a message that is forwarded by the user, and a message

that is replied to by the user.

28.  The filter of claim 17, the first accuracy data determined by a
probability value that is received from a calibrated filter, which probability value is

used to estimate a false positive rate of the first accuracy data.

29.  The filter of claim 17, the first accuracy data utilized to generate an

expectation value.

30.  The filter of claim 29, the second filter employed only if the actual

number of user corrections is at least the same as the expectation value.
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34 WD 2004/ 079501 PCT/ US2003/ 041526 22. The filter of
claim1l7, the first filter being a seed filter derived
WO ca7930ncessi ng ot her user e-nmil data. 23. A¢EUS2003/041526
filter of claim17, the first accuracy data determ ned
according to a user-correction process wherein a user
reviews the data, which data is a nessage, and tags
the nessage as one of a junk nmessage and a non junk

message. 24. The filter of claim 23, the
user - correctlon roc inc udes._over

an .

initiaPlcl adéffi t&%\?f ?1”’0 7, thiethrrsield 56! ecﬁeﬂg‘%r“h??]“é‘llhty of
0 f i | sk dorkdy; 4i8%s bett

FFREbld sy e ek (TR RpI A ABIBIE B sloidbcl el g ettr
cthah Mhelffrst hdvarsecandt fhak tteeshenpl oyed when t he
threshold value that is used to enploy the second
filter is at least as efficient as the first filter
based on twenty.
26, thaori1 eetbptdf SRR S el RhpBBR ' AT
det er m ned ae@ﬁﬁﬁmrggga falsedposiive dat andrh sk Sophtiaf ratedssociated
known with a high degree of certainty to be correct.
2withprseed fifter of claim 26, the predetermi ned set of

S g; geld n gly u? hrggh%%? n%\él %121:%\6{211?% &ee%e'ﬁ%tsélsa%g)%igt@c? &Iit.h %he seed filter,

t BRtsek® dach @8Ch AR HlBhEH nBY fAIRepski@ve raft dﬁﬁ%&%@\ﬁfalslaakganve
is forwarded by the user, and a nmessage that is

repéDédwUmwaKﬁhea@SEmonzﬁﬂumWQkf@nder of claim 17,

e 11 SeSLSE, OB, S0P RL B BRI

PEQRADhé fitteV ﬁJCHQhétQhe HSP ?‘aﬁe%cﬁﬁfv‘erﬁﬁﬁ Qe thidd ﬁ@g]e_ltlve rates are
positive rate of e first accuracy data.

f kddedter otbnsmdea«tdrbe:ttér tltahehzftlof gite sse¢fiteicy dat a utilized
to generate an expectation value. 30. The filter of
claim?29, the second filter enployed only if the

act ual sznumbgl QImiE&T 18 323 g%h&@ﬁf’nv%% éf’c\ bt the gl dah&®ased upon

sane as the ‘expectation valu 04/ 079501

PGBelifg 0284aQdd 526nk 3dd ndihpinkivid @nplofmehtaifra ub@-cdrtestion process.
threshol d selected froma plurality of threshold

val ues, the new filter enployed only if the second

accuragy d atﬁh %H&i 5€81aint §20hd H&rbbirakioAGrotedCichiata
at that thresho
overriding an initial classification of the message(s), the initial classification

performed automatically by the seed filter receiving the message(s).

35. The method of claim 32, further comprising deriving the seed data

from content of an e-mail message.

36.  The method of claim 32, further comprising deriving the seed data

from content of other user’s e-mail messages.

37. The method of claim 32, further comprising employing the new filter

when the new false positive rate is worse than that of the seed filter.
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32. A nethod of facilitating data filtering,

conprising: determning a fal se positive rate and a
wobabmm7yegati ve rate associated w th a seed fPCTAIS2003/041526

training a new filter utilizing seed data associ at ed

with the seed filter, the seed data used in

determning a new fal se positive rate and a new fal se

negative rate of the new filter as a function of

t hreshdgd; @Thd netpidofichegmtIPe fureher £onpesing deteimeiningf the fedse

seed filter if a threshol d_exi st for.the new.fi]ter
S BRHI TR AaliERF Ve E2ip BLF R 41 o Loy rapragiggined mber of

n t. t ' . .
ARG Sl 808 o RERHIED. SRS ERISABEI KL g
generating in part the seed data based upon | abeling

nmessages as | unk and non junk vi a_r}eggtgl oynment of a
user - c8Pr ecilhemeghascfsdaim 334 employingeip 85w dilteg igheney false

e LB OIS0, DA 0y o

ckasgilfdr abd b@fent peesholm@atirpudndraweighlel waly i¢ deseesto.
filter receiving the nmessage(s). 35. The nethod of
claim 32, further conprising deriving the seed data

from cqgpt ent,, of an e-mai.l ssage,

ol o 49 ST meied it S S5 38Rne 1he pELRCERC, Al

f bOm GRS Bt thefneRLAIRL idiSier 8t Be BBdrént MRS SRYE Sottide tharl B€a non-
nmet hod of claim 32, further conprising enploying the

newrréritithresholdveasting, véhictenpr-elrsant goedhold/setiing is ajtkreglinld ether than

than that of the seed filter. 36 2004/.07950

P Db ol Hou Fsrearing Ty RA L O ARl TP g e
C QBRI IRE NOWSSL 8 L BhRéhtthesHAd §QtROHIh Ve hdhRuABE threshold
fal se negative rate after at |east one of a

pseteger m ned nunber of junk and non junk nessages
are | abeled, and a predeternmi ned time has occurred.
39. The nethod of claim 32, enploying the new filter

i £ the sjew falRe R IHIkMR: aRd, Apbdsalse negative rates

are together considered better than that of the seed
filter at areasiviepit lbdst esinsilfdtes end & sepoaddiltar;wei ght ed

value is at | east _zerg. 40. The net}ﬁ d.of .claim 39,
i ncreasi ng CRETREIRHT S5t deARREYREL tg"eflfséf‘ hice of the

new filter i5;068 iRlse@ndflfer GHILARhd MERRALLy B8kt | NY
than at a néﬁd}lﬁfg%r rent thr eérhofldl get tllﬁ]lﬁg, whith
non- cur r ent deteraiting adssehd aagracy datd dfrtbs beobold Gitkreas a function of
t han
threshold; and
employing the second filter when a predetermined threshold value is

reached.

42.  The method of claim 41, the second filter employed at least one of in

combination with the first filter and in lieu of the first filter.

43, The method of claim 41, the second filter employed when the second

accuracy rate is at least the same as the first accuracy rate.

44. The method of claim 41, at least one of the first accuracy data and the

second accuracy data comprises a false positive rate and a false negative rate.
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the current threshold, and decreasing the wei ghted
val ue when performance of the new filter is wirse at

wo b@4omspent threshold setting than at the nonPCU/USBNI/ 041526
threshold setting. 41. A nethod of filtering data,
conprising: receiving at least a first filter and a
second filter; determning a first accuracy data of
the first filter; training the second filter
utilizing the first accuracy data; determ ning a
second accuracy data of the second filter as
functi 2 of The mﬁgW&f&ilm%’ Q‘I‘?pf%éﬂﬁcﬁ@ra% data éﬁgﬂlﬁ’ second
fi . . _
sy G R T AR Sl e 1 Rt ol cgprent
enpl oyed at | east one of in conbination with the
first filter and in lieu of the first filter. 43. (th,e
met hod46f cThe meted afjcdaimetlo e finst Hilier beng aoyped fillprgdprived from
the secon accu te is at least the sane as the
fpfoscfssg&%qp%{cu)%grr%@é.ﬁd% . The method of claim 41, at
| east one of the first accuracy data and the second

accuracy data conprises a false positive rate and a .
fal se Adgat iThe meshas of i 12 Oo4finrapspmcy data determined according

PCT/ US2003/ 041526 45, The net hod l.aj.m. 41 e .
F i &P gtPeley Hadies” Sherctia Ve A8An L ey Bl ks an c-ma
delREd¥enerd (RASBE e hail MBShed! ROTheTR jOhik _ﬁrem%é af@X ho@futhk
e-mai |- content. 46. The nethod of claim41l, the first

f mhesergebei ng a seed filter derived from processing
ot her user e-mail data. 47. The nethod of claim 41,
the first accuracy data determ ned according to a

user - CORr eClyiy@i, RERLEIaMET, BhduRr-USRECtoR \PrEd8s fnbRides
data, which data is an e-mail nessage, and tags the .
e-ovairidingessiagal csssifetion of theummailmwssage, ta dnitialmdassifigaton

.. 48. Th th laim 47, th ) ]
periogoc ety BE dsbis e aRach ¢ ki nesgagg s reccived

initial classification of the e-mail nessage, the
initial classification perforned automatically by the
first f49l t erThelenhachef daimpd 1, forlss &gmprising eowplopeng thd $econd

The method of claim4l, further conprising enployin
t Hdtes @hgm ghe threshold value that lils useg to gen%?ate the sgconrgptlﬂt% i &t least as

efficient as the first filter based upon a p* function where N is at least twenty.

50.  The method of claim 41, the first accuracy data determined according

to a predetermined set of data known with a high degree of certainty to be correct.

51.  The method of claim 50, the predetermined set of data including at
least one of a message that is tagged by the user as a non-junk message, a message
that is read and deleted by the user, a message that is forwarded by the user, and a

message that is replied to by the user.

52.  The method of claim 41, the first accuracy data determined by a
probability value that is received from a calibrated filter, which probability value is

used to estimate a false positive rate of the first accuracy data.
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filter when the threshold value that is used to

generate the second filter is at least as efficient
wa@sgoot®sbi rst filter based upon a p* function REEDS20DB/041526

is at least twenty. 50. The method of claim41l, the

first accuracy data determ ned according to a

predeterm ned set of data known with a hi gh degree of

certainty to be correct. 51. The nethod of clai m 50,

t he pr&slet efhe methosait coimdidt murinactQEPIfgn HEENCEAYE ap g@pectaton

of a nmessage that is tagggd by the user as a non junk

nealBabased 4o {5 aCFya aread and del eted by the

user, a message that is forwarded by the user, and a

nmessage that is replied to by the user. 52. The net hod

of cl apa 41Thé hetodraftclamcdr anployaigaha stcendfiftedonly ifghe actual

probability value that is received froma cali tirated

f ppmber of WRGTERITBEENNERS 14 1645t (hel sameiag the FEPRCIAIONL ¥ mt ¢ a

false positive rate of the first accuracy data. 38 WD

2004/ 079501 PCT/ US2003/ 041526 53. The method 01 claim

41, tussher AcopptitAieg igRMacator fgilintiexdes fitiing comprising:

val ue based, upon the first accuracy data. 54. The .

met hod of chdilter Berfasapianfechie ORENWHEEH Withja qogfigpifign system

i f. the_.actual . nunber of user corrections is at |east

t ¥ cORfIEURS 3 CTny nect ati on val ue. 55. A graphi cal

user interfacRadi@he it bf thetilRgintkatare fod feediving filter configuration
conprising: a filter interface adapted to conmuni cate

wintthrosatmarfor guufigtiiog theyigtesandf or configuring a filter;

at |l east one jnput of the.filter.interface for. .
recei ving f#t ]IF% OEBHF'%‘E?%{[‘F gﬁ]ter 1“5?%?%%‘%%%’ n?lét}ng the filter
Cgpﬁﬁe%lljﬁtidﬁQngd?ﬁa{ibﬂ {the oMb itidnessibmabgemdthigut of the
filt Interface for commtting the filter
configuration information to the configuration system

to generate, 56. The interface of claimb55.0 able.to ..
cormi t Phe fTthﬂ‘étPrf%‘E?rﬂficéﬂﬂ’F‘aﬁ St e oy R s cofibfation

.ﬁ’.&%ﬁﬁﬁe{f‘[gﬁf@gi grog%@ig'{ggt? %eﬁé}ath' RAdbELleIBRSAGE filtkd. t€r . 57,

55 operable to provide a
plurality of user- selectable filter Ievels including
at | east one of default nce and excl usi ve

.enh . 58.
The i ntdr f addiednteppcg ohckEm ?%He ¢ OFHPYIE ARG htéfé)Zruser'

Ly i bdibhabt Agaf12eghiRe@fand exclusive.
Eglg(té%g@egg&f%ﬁgﬁ%%&ﬂff‘%éﬂl‘é%gttgr?ace %f ‘cl al m658a,n teﬁ(éuswe
user mail box interface facilitating access

58. The interface of claim 55, further comprising a user mailbox interface

for facilitating tagging of a message as junk.

59.  The interface of claim 58, the user mailbox interface facilitating access

to at least one of a junk mail folder and an old junk mail folder.
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to at least one of a junk mail folder and an ol d junk
mai | folder. 39 WD 2004/ 079501 PCT/ US2003/ 041526 60.

W@ 20@rmpeoer - r eadabl e nedi um havi ng conput er executakios/n41526
instructions for configuring a nessage filter,
conprising: a first filter for filtering nessages, the
first filter having associated therewith a false
positive rate and a fal se negative rate; and a second
filter6Por ¢qnénmtergreﬂwlm@gg;ag@savm&f@%@ﬁefeerutahlé gnstructions

al ua ﬁgto t he.f.al se positive rate and

%rcpgf'glgn}geag PoCOPREME L 2 used to  determi ne

the fal se pgsirétlm&rﬁ-‘@tfﬂte@mg rheRbapes NBGALsh VitieF BdvenOssbdified
first filter are utilized to determne a new false

ptwi¢witea f@éseaocaﬁn/eaatn@mdfaialsaanqg@gm T apdt e of the
second filter as t hreshol.d, wherein the
second filt @l’se‘fcg]déﬂ[ﬂr g?/refta e’PHg Iae%ggqshgl fsle?%)ted tfel g teé]uated
' facc%r& R § %‘osnlelfgs@pbssﬁ»?e faf antifife £REORGatVe bR tRUakh dsidto
he new'fal se positive rate and new false negative
r dtterraime thcofybse Ipesitive rae alm:t ﬁldsebegatsne rateand thehrsf fltereare utilized to

positive and e false t|ve rate of the st
P Bpieimine FeoiHISC EOMBU B¢ FULUBDY EASTuheai Rl esgnd fileras

t Q?uﬁ&iloﬁ &f BRSiol Y %vl{e?élﬁ tRNdcodd e & érﬁ%)lgz&ﬂnl Y& Stabérirst filter

determ ned according to a user-correct process
Whifer @irasheld etivey for ehe sevand fileer dattathavithe abwdalisa postiedrate and new

e-mai | nmessage, and tags the e-mail nessage as. . one_of
afaﬂmegﬁﬁg%@geearaﬁ%gemsﬂnﬁlwé bris dga theshlsepositive and the false

c iumof claim 60 t he second

fi%n%)al(glfrvg aet?rg)? gt\/\%ﬁg% the second accuracy rate is at

| east the same as the first accuracy rate. 40 WO

2004/ 079501 PCT/ US2003/ 041526 63. A data filterin

syst embleo nﬁ*ﬁ§pﬁ@’meﬁ[§%ﬁi§blﬁ apedivap of glaly OReids 5@&%?05“1"6 rate and
fig Séalsgglgg% ive Mhte, de{etn% neﬁ%ﬁéol?gm > ga%@s O{r%pt?or{l\#lrogéss wherein a

Fteri ocl a
f %ké@eﬂ@&b tHeVdRitd, &Hﬁ‘ckﬁ(ﬂﬂia o) aﬁa&:‘—ﬁlﬁll ArRgalok vadrtagethe anthiN@dssage as
means for filteri ng the nessages, the new neans for
f iohe ef b frpkina¢ssege anda Teadunle BSFWERG to the fal se
positive rate and the fal se negative rate of the first
means for filtering, the data used to determine the
fal se mpsitimR coalptediéhdabie nhedisif of eGah 60Ethe sadsadAflter
the first filter are utilized to determ ne a new fal se
pesiployed when déheysedond appuracyiraje is at least the same as the first accuracy rate.
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negative rate associated with the new filtering neans

as a function of threshold, wherein the new filtering
worend79®1ienpl oyed in lieu of the first filterPaguse@ss41526

if a threshold exists for the new filtering nmeans

such that the new fal se positive rate and new false

negati ve rate are together considered better than the

fal se p03|t|ve and the false negative rate of the
first OP1tert fRja fligrag sysem, compriting’

means for receiving messages;

first means for filtering the messages, the first means for filtering
having associated therewith a false positive rate and a false negative rate; and

new means for filtering the messages, the new means for filtering being
trained according to the false positive rate and the false negative rate of the first means
for filtering, the data used to determine the false positive rate and the false negative
rate of the first filter are utilized to determine a new false positive rate and a new false
negative rate associated with the new filtering means as a function of threshold,
wherein the new filtering means is employed in lieu of the first filtering means if a
threshold exists for the new filtering means such that the new false positive rate and
new false negative rate are together considered better than the false positive and the

false negative rate of the first filtering means.
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