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transfer of information to and from the mobile access terminal. Such communication
networks typically include a plurality of access points (e.g., base stations) which provide
wireless communication links to access terminals (e.g., mobile communication devices,
mobile phones, wireless user terminals). The access points may be stationary (e.g., fixed
to the ground) or mobile (e.g., mounted on satellites, etc.) and positioned to provide wide
arca coverage as the access terminal travels across different coverage areas.

As a mobile access terminal moves around, its communication link with an
access node may degrade. In this situation, the mobile node may switch or connect with
another access point for a better quality communication link while its first link is still
active. This process of establishing a communication link with another access point is
referred to as a “handoff’. The handoff process typically faces the problem of
maintaining a reliable and secure communication link with the wireless communication
network while switching access points. Soft handoffs and hard handoffs are two

commonly used types of handoffs. A soft handoff is one where a new communication



commonly used types of handoffs. A soft handoff is one
where a new conmuni cationlink with a new access poi nt
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which it can securely conmunicate with the new access
queh access point generates'a new security key that is used by the next access point
with which an access terminal communicates. As the access terminal moves from the
current access point to a new access point, the current access point generates a new
security key based on its own security key and a unique identifier for the new access
point. The new security key is then sent to the new access point. The access terminal
independently generates the same new security key with which it can securely
communicate with the new access point.

[0009] In another aspect, a centralized key management scheme is provided in which an

authenticator maintains, generates, and distributes new security keys to access points.

As an access terminal moves from a current access point to a new access point, the



[0009] In another aspect, a centralized key managenent
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may be based on a top-level master key associated with the access terminal. The
processor may generate the second temporary key from the master key when a
communication handoff with the access terminal is initiated from the access point to the
second access point. The processor may be further configured to (a) establish a secure
communication between the access point and the access terminal secured by a first

temporary key, wherein the first temporary key is based at least partially on the master

key; (b) receive a request from the access terminal to handoff the secure communication



processor may generate the second tenporary key from
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access terminal. The different master key may be received by the first access point from
a third access point with which the access terminal previously communicated.
Additionally, generating the second temporary key may comprise generating the second

temporary key when a communication handoff with the access terminal is initiated from

the first access point to the second access point.
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the master key used to generate the second temporary key is based at least partially on
the different master key.

[0017] The apparatus may also comprise (a) means for generating a third temporary

key, different than the second temporary key, from the master key and transmitting of

the third temporary key from the first access point to a third access point to communicate
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[0020] A processor is also provided comprising: a processing circuit configured to (a)
establish a secure communication between the first access point and the access terminal
secured by a first temporary key, wherein the first temporary key is based at least

partially on a different master key; and/or (b) receive a request from the access terminal

to handoff the secure communication session from the first access point to the second
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[0022] A method is also provided comprising: (a) receiving a first temporary key at a
first access point from another access point; (b) communicating with an access terminal
utilizing the first temporary key to secure the communication; (c) receiving an indication
that a communication with the first access terminal is to be handed off to a second access
point; (d) generating a second temporary key based on the first temporary key; and/or (¢)

sending the second temporary key to the second access point.



from anot her access point; (b) instruct comrunication
Wi th an access termnal utilizing the first tenporary
wheqspi9gsecur e t he communi cation; (c) recei ve BEI/US2007/076800
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terminal is to be handed off $o a second access point;
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[0023] t e”DO'Tﬁé Yird @3mpRRY/IRY i) opRNE fdrhaimRGOde b@mrﬂwmethod may
%/ 0 the second actess point. The processor may be
fflti qrheqmmﬂqf (agueeaiving a gwslcy dey Her fcpmumc@ttp@rwwyedneﬂle access

not her _acces
IEHePE R B e SE GBRS « T Rkt IRAOE Bt 1B, oy pmpgrary ey
alﬁ@lolﬁ f(b)fI@Eelﬁl(ﬁWﬁfSﬁtdn%rWytH@ytfﬂﬁn aecedthet @6d¥kNPdint Whén handoff
first t%gﬁorar g operate for alinmted tine
in Eitigied togthe firsh @cqzﬂsw@g Els?mutb,e fptharapcesypping fr egmpynication with

tﬁg?cecleg/seteltqwmster key for securing comunication
ween e access termnal and the access point and
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access point en s Initi ate
[0025] accesA pocastorfreadubtchecdinot iketsogroadsd poanpisid@instructions that may
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seem®ll ¥dcBg point. The first temporary key from the another access point may be
received when a handoff is initiated to the first access point from the another access
point for communication with the access terminal.

[0026] A processor is also provided comprising a processing circuit configured to (a)
receive a first temporary key at a first access point from another access point; and (b)
communicate with an access terminal utilizing the first temporary key to secure the
communication. The first temporary key may operate for a limited time period and the

processing circuit may be further configured to receive a master key for communication
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[0030] In some implementations of the access terminal, the processor may be further
configured to (a) scan for access points; (b) add access points to an active set of access
points as they are identified; and/or (c) establish a secure key with each access point as it
is added to the active set. In a distributive key management system, the processor is
further configured to generate a transient session key for each access point as it is added

to the active set, wherein the transient session key is based on an interim master key

associated with another access point in the active set. In a centralized key management



coupled with the nenory. The processor may be
configured to (a) generate a first tenporary key from
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sStbmi ARt ﬁrH@éss&nm%HbQ Sk s 3bh QRUrSE kY Bénct e artpdvlgféﬁt session key for

anot her ‘mast er key for communication with the second

6&@@ esssspodint aamdistaddeld s diet dative sak evhskein tike fripsgent session key is

e LR i BB e AP BB TR QBB B7 "R poine
[0031] be handedthefifopbmtidandlndd @n AEESS SerpPhddtis aﬂébqaraﬁatscercolﬁq)ylsmg (a)

may be a second tenporary key used for communi cation

eepEeertiagfvitls @ st aecssppeint ubheng wemaveekey:t(B) grprapting a first

Qg u
térgﬁétr%értg fél)reng glﬁez ste{n%)é g ﬁrg%ft nl%e{;vftg at,?ecfoﬂzi access point
miélmngr ﬁeyﬁﬂseyermpcﬁfﬁiryf bfry, o(d]mmsmllcaﬁg an delicngestidnhecrver to provide
§Pnd acc ss_point and the access term nal, .and/or

BT RePIELEEY A HRTHIEHS4GR T | CACHRYI S ROYHnd to discontinue

i
%ggggtgeaftﬁg mﬁ%ﬁpo@ﬁ'&%g ge]g)‘ p&@é&lﬂg %{é glg(g%a}tﬂ)%ggﬁtatﬁg goﬁlﬁﬁmlcatlon with
th@ BﬁfCiogdl reass p01(1a§s tgéadraadal @ff seedhidd raxepopainty Theyndsteorkey may

he mas ke and/ o i nst uct comuni cat i on
Hi FAED T Rt A Bl by BB A0S Op o st access
GR QRS tROIcAEssaktehihd1e TRE RSEr k8Y Mahdk a 1aBQ3L] mAdlerd@YBhared with
I?nplenéntéklﬁns af t he acce;sssfelrar%naafll{atheHr;rocresgl‘glrare wi
aﬁwyﬂ@eUﬁWWﬂH@Wetonflgured to (a) scan for access
[0032] poggggﬂ Fs)ér?% tls (iie efnnaef'o pﬁle l}olaf &Q%aaq $m§re1% O(fa) generating a

sesdmaltbinB brady s@cmlﬁ tkceﬁrs\t\/tetnhpoeafylkemmsﬁar I@Qﬂnﬁiunﬁﬁtlbﬁ bét$veen the
added to the active set. In a distrjibutive key
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poi nt” as 1t he active set erei
[0033] t r ansire othes espil amenkaionk stliaaﬁmdlodnmayl alm eompris@sprgencrating a
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econa access
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a?lgtrh\éf racgegs %531¥ In? F‘E‘he active set. In a centralized key management system, the
method may further comprise generating a transient session key for each access point as
it is added to the active set, wherein the transient session key is based on a master
transient key and a unique access point identifier for the access point.

[0035] Consequently, an access terminal is also provided comprising: (a) means for

communicating with a first access point utilizing a master key; (b) means for generating

a first temporary key from the master key; (¢) means for communicating with a second
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access point and to discontinue use of the first
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[0040] In other implementations, the processor readable medium may further include

(a) instructions for generating a second temporary key from the master key and/or (b)
instructions for instructing communication utilizing the second temporary key between a
third access point and the access terminal.

[0041] A processor is also provided comprising a processing circuit configured to (a)

communicating with a first access point utilizing a master key; (b) generating a first



third access point. The master key is a second
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communi cation utilizing the second tenporary key

the tweargsan Wlmqidﬂ@orcﬁs@Cp charectansddantidy eereespendieglyrithralighout.
[0041.A rogessor is 0o provided co risin
10043] 70 abisHG IoTRBUTES OATIoG0 PB4 000 AT Ay ftributed key
ﬂMﬂa@erﬂeﬁtltﬁe&tfacﬁHt@%% Sed¥@d, méwuﬁtbﬂldyzwﬂgn@ném)heessk:ﬁayhana@f)fs
generating a firsttenporary fromthe master

[0044] and/ oFiguey 2c trommristoat Fieg. Wt hn 2¥cione fhaye elagram ll?{lstratmg the

operation of a wireless communication system with distributed key management that
facilitates secure, low-latency handoffs.

[0045] Figure 3 illustrates a distributive model of security keys that may be used in
securing communication sessions between an access terminal and a new access point
during and/or after handoff.

[0046] Figure 4 illustrates a wireless communication system with centralized key

management that facilitates secure, low-latency handoffs.



point utilizing the first tenporary key. The master
key may be a second tenporary key used for securing
W0 b@soptypuni cati on between a first access poi nPCEHOS20011@76800

access termnal. The processing circuit nmay al so be
further configured to instructd an authentication
server to provide another naster key for communi cation

[0047] W th FRg.Sqeompridns 883, PRIAY SBYE o Rvdiis&ANNRHRiNg R Dration of
the first tenporary key. In sonme inplenentations, the
apwioddes somgudiation systamnyith| osotrgized day nganegenaeng tiad )facilitates secure,

enerate a.,sgcond tenporary key fromthe first

lggﬂﬁg?%ﬁ¥m98§§used for conmuni cati on between the

[0048] SecONnHigAEs 6SHuNRKARL a auerdliied agRies sf elufity &bys BAENRF be used in
(b) instruct, communi cation utilizing the second )
SeEHPGr eympigatig sesEAne betHice ancceess tpipiipel andda mpw access point
dﬂﬁﬁg%ﬁ&%?ﬁﬁgﬂhﬁh¢a n anot her inplenentation, the
processing circuit may al so be configured to (a)

[0049] gener BRigarda7 secbiock Hepiar Aluytrkely doraeoess henimd cenifikayd to perform

(b), instruct communi cation utilizjng the second
IpWRRISR G SFORISPOBERYRRAHOR SphiondaaieiSs s point and t he

[0050] accesﬁigru?er 2 Bah'ﬂdvo_cﬁ | TRE gt n@Mdd ddfational in an access
processing circuit is Turther configured to (a) scan
téromnade éaslitptei aesyre (connaddcation essiopdiantdeft fiomam fiest acaess point to
set of access points.as.they are identified; and (c)
e SHPOLT g A R Y PR e R BPIA e a1 ¢ i

[0051] addedﬁlf%ré eisagt ik diftramBRIUEFatESERMBIbAN fFatibil in an access
DRAW [0042] The features, nature, and advantages '
tegmingldo frcelstaiota spepeconmHyCcator sawslondiaadels haren first pegess point to
t he i€ Gription t farth L ow when taken in
aclbem %C%%% pooﬁnqvl\}lg 1 atcﬁgﬁ%l?zae\(}mig g alg?\ge\%el%gﬁgquo Cél "reference

[0052] char aBigars10 Benbloély dagrahespeomaingginyautivhatgbotonfighf¥d4a facilitate
Fiqure 1l illustrates a wireless caomrunication system

It pfeagstee s ORI USAtIRE A rdndetiat facilitates

secur g; : | -] [ A f.S. :
st P50 Pl 1 L ARCULBRITAL P S555 AR gy
tdifaghitate 4 bdoust catingicitim epaoahbodofbfrom affiretlaesss point to a new

conmunj cat.i on systemw th di stri buted key managenent
ACHRP PPIAE PYINg a@&ﬁr@wa &Y MABgEEnE Ao indof fs. [ 0045]

[0054] Fi gur gigdrd {2 1ST i GfagfarfliBlstrh By b ¥RHRARler8on6E Whialbhenticator
keys that may be used in securihg comruni cation
tg dagliefrsa buneermmnnigatvessssien imdd(f fno & fingweerss pemt to a new
poi nt dgang anQ/ir @ ter handof f . E0046] Figure 4
P50 EPIAEUEE & SRR SO B MER L IPBP S Y st em wi t h

[0055] centr glduzed keybloBlagerenilldshatind achddelApast ®REEHR to facilitate
| ow | atency handoffs.[0047] Figure 5 (conprising Figs.
lew:-latgacysBy uiesomniynggtigh sepmhiandefét r at i ng t he

[0056] oper aHg?lpe PZI is a block diagram illustrating an alternative embodiment of an access

point having an integrated authenticator

[0057] Figure 15 is a flow diagram illustrating a method operational in a first access
point to facilitate a secure communication session handoff from the first access point to a
second access point using a distributive key management approach.

[0058] Figure 16 is a flow diagram illustrating a method operational in a first access
point to facilitate a secure communication session handoff from the first access point to a

second access point using a centralized key management approach.



a wrel ess communi cation systemw th centralized key
managenent that facilitates secure, |owl atency

wharnndo492 [0048] Figure 6 illustrates a cent reCT/E807/076800

[0059]

[0060]

[0061]

[0062] |

[0063]

nodel of security keys that may be used in securing

comuni cati on sessions betweeltt an access term nal and

a new access point during and/or after handoff. [0049]

Fi gur Pi%ﬁré $78s0] ok, diaehamuidiatal ratdcMddaBp@&ERRP in an access
term nal configured to perform]low | atency secure

termrnalie @bﬁaimmdgfwsﬁabhsmﬁw sct of 00%B8Y pHNigure 8 is a

flow diagramillustrating a nethod operational in an

access termnal to facilitate a secure comruni cation

sessi on handoff fropETAIIED DIKSERPPIONt t0 a new

access point using a distributive key managenent

appr olit e foblowing %:Sgr}ptéorg s§pscific fdetans dire g e to provide a thorough

I . . N ‘
1{nd1311§§d§151?&|tog Q?gg@ﬁ{)@g}%nﬁpq—ﬁ&%\%p al will b %nﬂ%r%t%%& b‘elsosnleoorf ordinary

erm na e a Securé€ communication s
skilhahothé aftrthantie Embsdimeasass, poprattided vaithv@wvtiaese gssific detail. For

poi ntf using a centralized key mapagenent approach.
@[Xe@s% qﬂictj&% dnayp begshovy é%bﬁla%gieaaﬁww IBsPidsE QY tanobscure the

ABARRLHS B Qﬁne‘é%grzgdértﬁp fPofh@f tdstahadse V&J[eg- o nSAfNits, structures

secure comuni cation session handoffs. 053] Figure
ahd t¢chnmuesd way b algrvamni detaibinroadérmgt ® obstire thaogrebaliinortsl

in an,authenticafgr to facilitate a secure. .
cormuANLath Briodis Bttt GG Pehs s OF (qPaqbgd st process that i
RPicld hP aaf1HRWMRAC Qleﬂéwp@iagfanﬂ_sé Reu@ufl 8lablitéve KX diagram.
managenment approach. [0054] Fi gure 12 is a flow
Adthoyehrmn flowehartrmey depcaberthichensrajpas a8 ionauential precess, many of the
henti.cator facilit ure..co ni.cati agn
GlalBh FERSBr B p I o DEEUESUET T Rl B order of the
opeEishs Pedyntbe UgidtGinged: €NAT prlocZe disk ymMardgementits operations are
approach. [0055] Figure 13 is a bl ock diagram
PEeG at AnBrospssaBeEseorpsPerd ot ingkiheds & Jupelion; ja ppesedure, a

oM

B St L. SRTHIL SR LS RD PIARIES 1y crminacin
calregronds fovercamhof iheenhctoh tarhcamdapsftupaiontorhiayimag fanction.

i ntegrated authenti caé‘ior I 0057%) Figure 15 i§ a flow .

di agr &%r?cr"iebs‘f‘tsﬁ%{f‘%@e U RO EPEER R SR ATOT? ae‘ﬁcqsifP’éQtormg data,

iRAGERE PR-Bhlyt Aehds) (ROBHE rdSRCHERC AIMMN CRING) magnetic disk

session handoff fromthe first access point to & '
ssegmoicdivneseptiel storags inmaglivmsdifesh msutory dekiegs and/or other machine

Janagenment ap roa,[ch. ['nﬁgr?%t' Fi gug.e tle IS a f.1|10\4v medium”
UG D [t PrBE ATRBPRIRE: opHRalih ali¢iHng Tradelle mediu
1AHG&SS but is not limited to portable or fixed storage devices, optical storage devices,
wireless channels and various other mediums capable of storing, containing or carrying
instruction(s) and/or data.

Furthermore, embodiments may be implemented by hardware, software,
firmware, middleware, microcode, or any combination thercof. When implemented in
software, firmware, middleware or microcode, the program code or code segments to
perform the necessary tasks may be stored in a machine-readable medium such as a
storage medium or other storage(s). A processor may perform the necessary tasks. A
code segment may represent a procedure, a function, a subprogram, a program, a routine,
a subroutine, a module, a software package, a class, or any combination of instructions,

data structures, or program statements. A code segment may be coupled to another code



point to facilitate a secure conmunicati on session
handoff fromthe first access point to a second access
wW@oioan2493¢ ng a central i zed key nanagenent PCT/US2007/076800
approach.[0059] Figure 17 is a flow diagram
illustrating a method operatibhal in an access
termnal to obtain and/or establish an active set of
s@@&@ﬁsor Qt%a@&v?'are [EEAk Bﬁ@a@ﬁ%d&’&f' r%l{zlﬁg &&brhftidnNBata, arguments,
'owi ng description, specific detailsS are given to
n@r&mt@t@, e mmolzyL@htemsd dinfraptomgrafments perapttirpredatas ctc. may be
paIS(%V\ﬁi ??rH/a{c{?g 8r tra{l%mltflte ﬁvéa% télﬁggalk%g&@jorﬁ?ea%f 11(1){)d(|111rpla 6% r{l%ré/ dsharlng,
ﬂMsE&géLﬁasiﬂ‘ﬂ@Sﬁ(eﬁﬁﬁ@Slﬁ%Ciledﬁirﬁltﬂansrﬁ@ﬁo@)%@d’rm e, circuits
may shown in blo di agrans in order not to obscure
[0064] t he eRBedF#uist Brovideninsistess ang nerthad for gy Brpegement between an
ac@és a[@r?rﬁﬁal qg%/l %Bﬁ erﬁhﬁaqu 1%1@5?%5&0{6%%31 D) and one or more
tec ques vvnln etail Tn or
aobes,c upsc&ntts he. gmbam manblsS ¢t006 1 n Alagt@uldr} ai Sch&ﬁieed; phatided for
ggbodlnents may be dgscrlbed as a process that is

%SG&&Y%P%%%%WS SVEEH R ?ﬁca&tﬁmnnsl adragessy paint without
r%ﬂgﬁ%r i SURE a AP KKy Hiragk Qd&sﬁ'eﬁllﬁﬁh'lghTﬁlsf ?g&%ﬂ?ﬂ&l@lfemporary

e the operatl ons as a sequential p many
rodstarHeys par ani bitancy dandeTpard sacmedatithenpiaatadnl edtween a new access
concurrent | |n.addition, the order of the operations
H%‘gaﬁétﬁeeac %/Srsé?{alé%a A process is termnated when its

[0065] OPer al 8RS agdct, GOARIBLE kéy M&ﬁg&ﬁerﬁ@éh&ﬂé [ EPRINRAtA which a
a nethod, a function, a procedure, subroutine, a

C@abptr @gmmouett gencrAfRS TR @evr) BOBIBIEYS k@:}othaésﬁowdsbﬁ the ailext access point
v¥ ew 10% gc%s &f n}ng rﬁmuﬁ% &E S%O ntﬂé aEcets%te%‘ir}aﬁ rnoves from the

unc € Ca unc Ion or

duttaat a&Bss pEIA6R] a Mefheastess p@nﬁttﬁé @@@citeLbictl) fEYt generates a new
represent one or nore devices for stori Rg dat a,
SeeRETtY dieH Papisia@n HRIYVInissBrly KR 2 uakige idendidies fornthgiey access

Iaﬁ‘MThe I’%ﬁﬁg%n%k] St% &9e thﬁlg Qpaccgﬁ eﬁocfl?tl 'ﬂ{ %{ec%gs% terminal

|uns evi ces an or ot
1n@dﬂcﬂﬂnﬁyrrgdlemms ftoe satoer hewy baehidtyndkey owith Tivkicheitnmean securely
"machi.ne reada abl e medi um. includes, but is not limted

CPme‘BF‘Eaé%Wét RGN AF S Y Yge devi ces, optical storage

[0066] devi Cﬁ?’ano\fﬁeﬁr akRes aChARIBLE k@@glaﬁﬁg’e'n%§ s@RRNis PRYIdAEn which an
capabl e of storing, containihg or carrying

auuﬂ@ntlm@n ma(t@margétlwted,aami dl[s@rb)@&]s IF%MVI‘ sdverifypkeys to access points.

1$ rrentts 1&%1 Ierrented aY; re, sof t war e, St th
Pl?ni%&?eés T e‘%Yeé Mt HLUEdE, Eﬁﬁs :Pr?iP cBriblMhAtACERS Point, the
dufiRhB8Oftor YRMmtdsTPherraRt @ty ikey Wabddesh @ mhdtérneimsy key (associated
m ddl eware or mcrocode, the program code or code

ity thensagessotepaing D ramdt tenique edepaifigr forstks newyadsessspaipted The new
sealrﬂy % h§ &n s&ﬁ%‘% ndl¥ géclégg 5‘0[{81!1 Pt fithenticator repeats this process

as the access terminal switches to other access points. The access terminal
independently generates the same new security key with which it can securely
communicate with the new access points.

[0067] Yet another feature provides an access terminal that is configured to establish
and/or maintain an active set of access points with which it can communicate. Rather
than obtaining or negotiating new keys when an access terminal moves to a new access
point, an active set of keys is maintained by the access terminal. That is, the access

terminal may simultancously or concurrently maintain or establish security associations



storage nedi um or other storage(s). A processor may
performthe necessary tasks. A code segnent may

WO epses®m a procedure, a function, a subprogrBOT/U82007/076800
program a routine, a subroutine, a nodule, a software
package, a class, or any conblﬁwatl on of instructions,
data structures, or program statenents. A code segnent

(BBY, kQ?s)C\QH]E’ |ae15iurtaﬁtya@p5cl&@§s FREE SaE rdtse%r aar&aroqiw\@glsn The pre-

circuit by passing and/or receiving information, data,

catablishsdt @cutpfar keystmey beosubsenvsntly comieyedsby the access terminal to

CBPnfn%ngcaat’[ gfr \l}Vatﬁed e%re@sg[%osﬁ%t‘s gnﬁ {Sta %Vee(rjsse% Wgﬁgﬁ theg hér‘:?d (%a réestgaﬁ)hshmg a

seRa8 gelafislstip. NSudrekays Yn§hBE bb@incdassSEdRr ﬁ&%ﬁtrﬁlgaedtdikﬁﬂrlbutlve
passi ng, network transm ssion, etc. [0064] One feature
Ky amAngsement sReshasin and met hod for key managenent

[0068] Pet VR AT 1aﬁﬁ§t°f§te§ &f %&%%ss( n%n%mg&%l%' Syst&h %R}?'dlsmbuted key
wirel e user term nal C.) and one or’ nore
rxoiagtiaeritehgr. facibhieses scatel trve-lat@tog. omrhumipaiohi mdmr harﬁloffs. The
sche IS prOV|ded for establishing secure

TRYHREN?CSTS BHE cheeomRHnicAtion sxdem W0y inclide gudigds cells, c.g.
RA§ Mb2, WolthgiH 16d. sﬁa&gceﬁxmsw AdTBLUELy #EMdE Ak JLB&s point 110,

access termnal. This approach derives tenpor ary

Ifés bt llkéymtfmowﬂwdvata@ady haltidlsf festoanwithectheecell. Each access
aut ti bet ween .a, new access poi nt d.the .
R0t d0. 1 Bl 1 penasy Mhotha Fopeetiontes. {8 phbioyidg network
c'é%’raﬁ@f@ﬁ@ﬂﬁ@ier&ﬁﬁ%‘(@ ol SusBf R¥hHer) h&o%ﬁﬁltpﬁe fdfor et a cell For
acceSs point generates a new security key that is used

pymplee imestt 1@t hegscssipaint Wil § inchivdes s graumet erfennagrldp vgiere cach
a%?e eH{o%’ia&eg %etwA%k ch\{eer% G %Sdl%fgrrent se@tor n?t%mf’ th]é rc?oﬁnl 6? eSlrmlarly, n

aCccess new acces

déllﬁ ehbndt@eths a@@dsﬂbo@l&ﬂﬂﬁazhﬁlsl I Iﬁ@}V\AIﬁﬁﬁU rdrdups k€ ¥intennas, where
based on its own security key and a uni que identjfier

cpelh arttﬁ@adw%%@é@owomragerwea tiélprang sqstqrewithiep celd: t hen
[0069] ° Se”t e LO& Fﬁ;sw{n@ﬁﬁﬁ%leohﬁu 114 RGAL LIS AT 6B, Ndly, and 106 may

ndependent generates the same new security 'key’
pnmldh netwotlarosectioe kgrvcosmuone at enovd actcenshtermemdsaﬁoe ssample, as

poi nt 06 I n anot her ntralized
RRRJERUAE Lohahie s Aeprovaaiiciieeh |ay 165 105%i may be in
c%H{nlﬂﬁpéa!tl%ﬁt\Qﬁh BEAIE Polts 19€NEIALAA. 1 1ANA ) U APLh Fansmissions

new secur i ty keys to access p0| nts. As an access
fraan pilrrgtesmpoay t6 pormcecss termenal asc odesedowi ot forward lirdwor downlink

BGRB8 SRS uBRR SR a0 s revemse
1{@3&@91@1& ed with the access termnal) and a uni que
identifier for the new access point. The new security

[0070] key i 4nt énléhﬁnﬁéﬁpr 120 nie seeve WcEeRazcybE wperatipe of the access points

laiﬁt Ii]?i]t n%af lqlr eﬁt g‘ut% tl%at%ra%%gs% er%?m%llge ]% %?e %péahcatlons the

termral sw tc er access poin
dueeriicy@br 120 may rnalntam top-level master keys uniquely a55001ated with access

terminals that are served by the network 100. Master keys (MK) may be maintained
between the authenticator 120 and the access terminals it serves. For example, a first
top-level master key MK is known to the authenticator 120 and the access terminal 118,
and is uniquely associated with the access terminal. Where an extensible authentication
protocol (EAP) is implemented, such top-level master key (MK) is often referred to as a
master session key (MSK). It should be understood that wherever the term ‘master key’

is used, it may include such MSK for EAP implementations.



i ndependently generates the sanme new security key with
which it can securely conmunicate with the new access
WEI0RH3199¢ 0067] Yet another feature provi des aPCHUSHEF076800

termnal that is configured to establish and/or
mai ntain an active set of acckss points with which it
can communi cate. Rather than obtaining or negotiating

[0071] New KaysvaRRs HplieRfASS thealihbticald?Y EX) trﬁaga beeft%racoq%snetwork
poi nt, an active set of keys is maintained by the
caoitelder, basestatiah cominelteri ar, accere paud eontrelkar thatas ramegge or apart from

i mul t anequ C rently. maintain o establish .
BRI 1, GRETH G Wi beF0 Bl GRittg Rpss poioes
[0072] accesm psrhétaspeotst badh &cc8&Cle@hinaBhR§, beOin Ed@hRicatid¥ewith two or
preest abl i shed security keys may be subsequently
1eFs|sesiars Hyene s mere s8lds. {Thisninpabe dene brerdan ©aallownhangoff between

- i in.i Ct.lV: ] h :
PBSALERRR BN o Lo AL R LPPULALG N8R i
hanagbhaitnad|/dyfoeothbercasonsent ral i zed or distributive

key managepent. method. [0068] Figure 1 illustrates a

[0073] it el BES i 2R eSS ROt BRRY e ehiteRdstiatiogtsed Igiegpmmunicating

WwRDageRpls thahalkant! hiPLRS RaSHRd th AW Lt BRENMe some or all the
communi cati on session hHandoffs. The nultiple access

funet@inelsty of ombasniseéadn,.onNeysB e s0OR atfeey témuhaeldgy.rAd adcpssgerminal

cells,.e.q. cells 102, .104, and . Fach cell .102 )
eI ey A el o e dE s iAoy of e pgpipment
UH, 4 Ratel s QUMARMIGAYR HBG8e,tHOrrMhL NRILBlc I8E1iRAIS a WhdUleStation or
the cell. Each access point 110, 112, and 114 may

sopglotieks tgpenaegyior e ant ennas 116 that provi de network

[0074] cover age t{a?anﬁgliohete%henri@eg acle%crgbe' gher&i%sglﬁxtaefsr . A %!sga for various
across nu I ple sector ina cell. or exanple, 1n

wiedléss thntitcatio 89sciabidh aklDCDMA yggsmaa IDMA Bbtem, an FDMA
antennas 116 where each_antenna_ provi des network )
sysio®r aporthggenadifraasnyt disimomufile peeesh OERM A ptem, a single

Ay, " . '
S A SOrBR LR 00 05, H1S0BORRE R RO A G hosons
fequemoya dprigun desitipbtxwy KOEDMY, aghichoisa adiniddatagioh technique that

sector within a cell. [0069] The access points 110, .
PRIHION A PRl bé%iwdgbhto | 1ol ) 015%%%%8\#&%%- These
SBHONHAS RELNOLHIGABREC HRNLRPLY bE OWith QEDEI, Qi BlLarrier may be

access termnals. For exanple, as access termnal 11
indspesdeantly omedulated divith edagnt ApeSCF D2, sydam meB, utilize nmierleaved

in ication.wth access points 110, 112 an
A" SRR iRt o R SRSt P ot abe™l fhe system
HRAEWdtH, Qo ANiz&PEDSAA (EFDMMI to AaBsrhi@ bR Btk ¢F adfacb@IsWBEHlricrs, or
link or downlink and transm ssions fromthe access

epbenecAdiDMO. (DM A ée srapwninonapeltiplst blpeleddftasljagent subcarriers. In
greﬁé{rgf, %Soddlﬂ%no@m%isl é}%'sent in the frequency domain with OFDM and in the

time domain with SC-FDMA.

[0075] Some of the examples described herein refer to an extensible authentication
protocol (EAP) that provides a pair-wise master key MK at an access point and an access
terminal. The EAP authentication may be done between the access terminal and an
authentication server (e.g., in a network controller, AAA server, etc.) via the access point
acting as an authenticator; the authenticator may itself act an authentication server in
some cases. In some instances, the authenticator may be co-located with one or more

access points.



[0070] An authenticator 120 nmay serve to nmanage the
operation of the access points 110, 112, and 114
wW@r@Bo2499D aut henticate access term nals. | n sPOBEUS2007/076800
applications, the authenticator 120 nay nai ntain
top-l evel master keys uni quell8 associated with access
termnals that are served by the network 100. Master
[0076] keys AMShndTBY J36siHRKBY emeﬂls Reb¥RSRd bhe IR bAREAT an access
0 and the access termnals it serves. For exanple, a
p‘omtgmd appcdesy simimabt Ehe K8 may bascaladated (gt based on the master key
t gL o, 0 and.th ccess termnal ..118, and i
Kol FoEA oBhbRS, RESETT SErPuPRiaidi® ophiia' fig acces

taxmﬁasaﬂall tﬁheadét&@rﬁdnﬁat FénephlQcht TORARayi 5 calculated as follows:
| ement ed, such top-level master key (MK) is oft

Tr FrRIRE (MK %t%@th@re BREd$ @rpsredp- (aném}l upftloélhwhdis HMAC-
t

sﬁ@gﬁi’%@ﬁ{ Skﬁgdllzﬁgt?i{aéae ?E %8{%{(@% a%%dﬁaﬁﬁl%ﬁo% ¥d bfta may be

pargpheecre rhﬂkatan abs:s$ ﬁ&ﬁﬁﬂdehmﬁeta(mPoIB) apqks eanhinahglentifie (AT _1D), a

ut henti cator 120 g‘? part of a network conér ol | er,
B%éoé“ %%Fnéﬁ’ttﬁdr F’é‘i‘er P&FtYaPé CES aﬁ&l”ﬁt“%‘%ﬁnt TR¢ Paja pdrameters
Iﬁl_eg&gf)e k&&@ﬁ&to?dlﬁ’é t@ﬂgf&n fEsm &hﬁaff"ﬁg eSrRAl Ak thling the session.

, and 114 or be co-located w th one of
ladbsspppacnt m dfmﬁ@]vatlablssam wspeaclSK dehrtian caaéshence no key

ST TSt FERESTIOAF & bletichiiph 2

[0077] or der Ofen@htOW BaRfahfcatit Y&8nBdh &t 28884 %bﬁlt Qhd an access
cells as an access term nal noves or travels, for

tmp@lrusesamﬁ tyye ehARYEPEN to tapid¢tahe flate during trapsraissas, c.g. using
%’t g’tlc 10% ? g rﬁ eve?n %Cel’?a%dgﬁl con%\funqgatl%ng Ifro?nda current
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[0078] According to one feature, a distributive key management scheme is provided in
which a current access point generates an interim master session key (I-MK) that is used
by the next access point to communicate with a mobile terminal after handoff. For
example, access terminal 118a may secure communications with its current access point
110 using a secured first interim master key I-MK1. The first interim master key I-MK1
may have been based on the top-level master key MKo (known to the authenticator 120

and the access terminal 118 that is uniquely associated with the access terminal 118). As
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[0079] (AP | E)g,ureaQC(esmphﬁhgl Hi@lllre$ dentad 28) i ATﬂb@) dla@raﬁﬁl’lﬂﬁﬁ‘h‘ung the
nunber %ener ated by either party or even a static
opeTafiay ot Thavinokess CRRPBYNAREPR SHggMpwitik sivimbied seyinpypaggnent that
BARLRN AERE OOl HRY HARIRITHMEALEMH A GuhBfficator 120, access
sessi on. hi s approac ynam ¢ vari abl es ar
posedA HO]’SKcetslertermMalo]ri 8andd hecse,pon Bey 2ecfchangeliasse used for

DSRS0 oo, TR o MBS BB S cah sore
BRI MR GBY léb%z%ﬁ% M0iafl 260 dnR0cPGSER PutdeNh Rl ack&8 $erminal 118.
some type of “encryption to protéct the data during

Theaagses dainoms! 18 gnaywésmlgalataney sequengpindrer dishifeused to associate

However , . of co nications froma
pren ol M SRR s P cecs point . here is a
[0080] Probl e/ ascelkomtrhidalC D%t d iy Bst&© EdbRsh de MR E ?IﬂgQB&IWcééﬁs points

t he new access point w thout conpromsing t

208 miuene granoplesias 8pess iyminehmesiseleriy aaeesskentised Webpsed on its
FHEE RN W LoRbaoiSlo FHCEMB! LORIBAG ' R vicinity. The access

terminal 118 associates an access point identifier AP_ID A for access point A 110 with
a unique sequence number SQN-A. The access terminal 118 then requests a
communication link with access point A 110 using the identifier AP_ID A and SQN-A
212. Both the authenticator 120 and access terminal 118 may independently generate an
interim master key I-MK1 based, at least partially, on the top-level master key MKo and
the assigned sequential number SQN-A 214 and 216. Note that since in the distributive
key management model each I-MKn is based on a different previous I-MK(n-1), the

sequential number SQN-A need not be unique across derivations of all I-MKs. The
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9 b4 dckirdble Miedhaidet\roah b @urrbi@ndedst poinh@ Cl0rts &g new access point
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112Ny 5 apqess anirbYl$ it agpoGiHeses soqupital apmRes SQN-B with
< i-des: ot hi t - 3
e ML UL TR 5150, D510 Tk e bRy er SO
assefmtedheith doomgy dapss vl B b3 tseseqhayial wiK2eduentialtrsimber SQN-A

comunj cati on session with the access terpinal 118b.
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master key is obtained, to secure communication
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ipplegngasigns,i thi auteidisaten 120 meyirasnend te theepdefi seqyegtrby sending a
BB LSRR, 95595 AP, R R 5F SR commnicaion
segsaorswithibe Isdsd off td ey ek akS¥es.point B 112. Both the current access point A
110 and the access terminal 118 may independently generate a new interim master key I-
MK?2 based, at least partially, on the current interim master key I-MK1 and sequence
number SQN-B associated with the new access point B 236 and 238. The current access
point 110 then sends the new interim master key I-MK2 to the new access point B 240.
[0083] The new access point B 112 and the access terminal 118 then generate a new

interim transient session key (I-TSK2) as a function of the new interim master key I-

MK?2 and (possibly) other data 242 and 244. For example, in some implementations,
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The access termi nal 118 may continue to |listen
2R et assa Bmnetiog of ths carremy ¢teryg master key I-MKn and p0551b1y other parameters,

such as new access point identifier (AP_ID), access terminal identifier (AT-ID), a random
number generated by either party, a sequence number SQN-n provided by the access terminal,
and/or even a static string. The new access point AP(n+1) and access terminal may then use the
new interim master key I-MK(n+1) to generate and/or negotiate a transient session key that is
used to secure communications between them. After re-keying, the access terminal stops using
its previous keys [-MKn and I-TSKn.

[0086] The new interim master key I-MK(n+1) may be used cxactly as a top-level

master key (MKo) between the new access point AP(n+1) and the access terminal but is
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key |
bstreeea, hoat an iagestm paster kdyl yMKopnd htopelgy el emastar df@]éhlﬁﬂre utilized for
ster k I.- MK1 and sequence nunber SQN-B associ at ed
S\?nv?l%an%tcﬁgg%%n\}vcayégséss point B 236 and 238. The current
[0087] acces pripriorlakDappreschs @dsani®prieveli mistdri KeynASK ey fdeey access
I-MK2 to the new access point B 240. [0083] The new . )
teiEpBal dnpb b phaped) among, all peeesy pRIBtSOSEFHT FAMMENEFatipp sessions with

tRERG: t%rfgiingft‘\’\if'tff% Edé)h@fél rtﬁ'ﬁ“?é.r %&nl\ﬁn%é ?ée ?&ﬁé@ﬁi%&?ﬁ%%ne of the

as a function of new I nteri
aCpos gioity,) itovindd a@atpmodd2 dihdodddinickon axaimk ehetween the access

sone i mpl ement ati ons, such ot her data. may inc) ude a
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5 by SicaBEorcl dReriRl BRSnfeny BERRS A F ol AGe e R® Hrminal and
abgé&@ﬁgi.ntimﬁ secure comuni cation session nmay then
continue between the access point B 112 and the access
[0088] t er i Adlusad & Higurey t-Aeandethe idascaiption derpdn. ghe kegrimmgpgter keys (I-

A8 SEIPSORhL 1 SOUTRRESALARS B, Y5 RRESESS gpro
k248 in that they are specific to a particular access point / access terminal pair and/or
they are used only for a limited amount of time after a communication session is handed
off. In some implementations, such temporary keys may also be used for a prolong
period of time until the communication session is handed off to another access point or
the communication session ends.

[0089] Figure 4 illustrates a wireless communication system with centralized key
management that facilitates secure, low-latency handoffs. In contrast to the distributive

key management approach described in Figures 1, 2 and 3, a key management is
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be used in securing comunication sessions between
raznnam:iessieweé rrrmsta:akejemdn@elhsea\ssacla@ésmﬂmqwtssdmmgs that are served

and/ or af e dof f . en.an acgcess ter nts to
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ﬁ%gﬂerl’{ﬂaﬁbf Qern(?[f O‘f hgar? WOF e{llle Qetsgr Rmts"?ﬁ} G2 ket%i 414N(t< it may be

ar amne ers new acc

dodbtdted @éh bhé bethe @ARsS @)mtsacEaels SCdew tirhiakl ﬂnsjyabé m‘ dodtimunication
(AT-1D), a random nunber generated by ejther é)art a
iy (EhRlEMATISEtor ST %r@%@é@s Phis Fay atew hendoffnfamynunication

%%?(4 grbeﬁ)ye% d"f'ffect&?tts'e&o?stc;r c@ﬁs ask eac@@s‘ﬁ’t&ﬁﬁ&ﬁ%l@%&%s or travels, for

access term na then use the ne

proyice lcapsacrmmaaagqunt lanK o @thetrorezg;enﬁr ate and/ or
negotjate a E{@ny gfnt session key that .is us

100901 secur &0 cHfits 4 BBV IO CRASIO figp A %99%@5 point to a
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MKn and ‘1 - TSKn. 86] The new i nteri m naster key

kley (o) \)flthr&lye meusteunlaxlafblt& yFtasnaaltC@pwvnewelcomttmanon session

i Bt SRR R S el Do R A T g R b Fop-tevet

rhmdﬁ% Kra,dtoa@smgh PR MastBAtrhnsici &ePEW TS €ThENai@shtRdator 420
key | (n+l) may be used inmmedi ately after handoff of

Ay Bemrapiee tgnsisrissisim kephi(ESKpblor dissacaess ppintat Ehdy2, and 414
ﬁég%ﬁ(% eagtg)artﬂanlggm& @%t%gﬁﬁglgéts gfln(wﬂ][ Iﬁ)e\”i}g Iag&'ss in%.l identifier
(A ﬂlB)]&ﬁﬁ/%t lapAScest PO edentifte(APN DS tTkk ti%ylehﬂ\&é(ssmn key (TSKs)
may be generated and/or distributed by the authenticator 420 all at once or as they are
needed to handoff a session to a new access point. The access terminal 418 may
similarly generate a new transient session key every time it hands off a session to a new
access point.

[0091] Figure 5 (comprising Figures SA and 5B) is a flow diagram illustrating the operation

of a wireless communication system with centralized key management that facilitates

secure, low-latency handoffs. In this example, the authenticator 420, access point A 410,
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AcB&s Pc@Itn%ﬁEl' 318, 0fn L @éﬂ%&@%ﬁﬁ@ 41heo PO L£atd Qfkd for illustration

session. Alternativel the new i nteri m master key

plumo(sewﬂ}le reifheopeatert égl(henda agesps temaial fd8tragy Raoh store a top-level
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session is desired. Hence, there may be no difference

(ped DRSSP y]éwl\%Kulﬁ%aﬁeﬁMﬂéﬂ&) ey 3rvnKkenexchangp- Tegy MTK may
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connun € prior
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t he t e
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master keys (I MKs) and interimtransient session keys
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t&%ﬁﬁflalt W I‘e%‘[l .Tc‘ Qﬁ%lfsh ? c@mﬁ‘%ﬁﬁdaﬁ&ll %Essﬁ)gl ﬁ ?ésg tpo/lnt A 410
access ter pair a fd they are use y for a

using the ddeanfiemAPofD tA G&0. aBtodr tha andrnmtickteadd0oandsessisaerminal 418
i S h nde In sone i.nplenentati ,, such enpora
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anot her access poi nt or t e communi cati on sessi On

temdsal jdooddyr (WIglbe and/of lothst rdatee§14 and 5éPes4 transient session key

ni cati on temw th entraI| ed. ke nagenent .
0 TRy petisraddd BSEs Apsep R angtim R Ctiot P GOt Gt Suitable key
deBIRaticS FunlcBort. N B higder the tﬂranwenk §éésﬂ€6ﬁrk’é9§ NESK s aepg@l@ﬁaltbd using a
described in Figures 1, and 3, eé managemnent

cogyeqtr Mrlke @t lwsta%éms o8 Fhez@éld ewﬂuun the dersatiai qu q9Fle TSK should be
u%‘fcﬁl%%g aviga{rt%u?aﬁr cge%g%ﬂllt GRY 598%553 ¥ehdl pair. The authenticator 420 then

sends the transient session key TSK1 to the access point A 518. A communications

session can then be securely established between the access point A 410 and the access
terminal 418 using the session key TSK1 520.

[0094] In some implementations, the TSK derivation may also include additional data,
such as a random number generated and/or supplied by the access terminal 418 and/or
authenticator 420. As such, a protocol may be implemented between the authenticator
420, access point 410, and/or access terminal 418 to derive, generate, and/or exchange

such random number prior to (or concurrent with) derivation of the TSK.



400 may include multiple cells, e.g. cells 402, 404,

and 406. Each cell 402, 404, and 406 nmay include an
wWaec@wsmsspoi nt 410, 412, and 414 that provi des POCWERAGBE076800

to nultiple sectors within the cell. The access points

410, 412, and 414 within each’XTel|l 402, 404, and 406

may provi de network connection services to one or nore
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between different sectors or cells as an access
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Ao0ceskripiattd 9. a second access point, the
aut henticator 420 is configured to negotiate a master
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new transient session key TSK3 to continue the secure communication session between

them.

[0097] Figure 6 illustrates a centralized model of security keys that may be used in
securing communication sessions between an access terminal and a new access point
during and/or after handoff. In this centralized model, the authenticator (e.g., network
controller, authentication server, etc.) and access terminal negotiate a master transient
key (MTK) based on (at least partially) a top-level master key MKo uniquely associated

with the access terminal. The authenticator generates, administers and/or distributes



[0091] Figure 5 (conprising Figures 5A and 5B) is a

flow diagramillustrating the operation of a wreless
W@Eorsioniseat i on systemw th centralized key manBgEDS2007/076800

that facilitates secure, | ow]latency handoffs. In this

exanpl e, the authenticator 42%, access point A

410, access term nal 418, and access point B 412 of
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[00101] While the examples illustrated in Figures 1-6 often refer to implementing the

distributive and centralized key management schemes in the context of handing off
communications from a current access point to a new access point, both of these key
management methods may be implemented in other contexts. In one example, rather
than obtaining or negotiating new keys when an access terminal moves to a new access
point, an active set of keys is maintained by the access terminal. That is, the access
terminal may simultaneously or concurrently establish security associations (e.g., keys)

with a plurality of access points within a sector, area, or region. The access points with



term nal 418 using the session key TSKI 520. [0094] In
sone i nplenentations, the TSK derivation may al so

w0 p@BOR®Iaddi ti onal data, such as a random nunB&F/US2007/076800
generated and/ or supplied by the access term nal 418
and/ or authenticator 420. As %uch, a protocol may be
i npl emrent ed between the authenticator 420, access
Relslal thélgece@p dt/eﬁﬁmap Gfﬁﬁﬁtah{%r @haﬁl sithBardcBudl&dr \Bncurrent  security
generate, and/or exchange such random nunber prior to
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m@s (POHNENAY cxighiel aprinisrip masteekenfl-MEI (B thercasepf a distributive
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and 538. The aut henticator 420 then sends
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0|nt 54 The secu c ni.¢ n.s i 0 V.
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seidh may @I:S&)usﬁlmgtﬁeheutnamcaeﬁSfo@nthkeyevW Sk2eds4goint and has the
Consequent |y, contuni cati ons between the access
atut%}eﬁm??éwm@daﬁdomi@%%éggs n9¥itnt A 410 are term nated
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onmuni cati on session hoone access point to an
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a new access point C 414. The access termn nal
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ver sl on ransi en
numbers associated with identified access points. The processing circuit 704 may be

configured securely handoff an ongoing communication session without noticeable
interruptions in the communication session. The processing circuit 704 (e.g., processor,
processing module, etc.) may include a key generator module configured to generate one
or more keys that can be used to secure a communication session.

[00106] Figure 8 is a flow diagram illustrating a method operational in an access
terminal to facilitate a secure communication session handoff from a first access point to

a new access point using a distributive key management approach. Initially, a secure



session key TSK3. The access term nal 418 and new

access point C 414 can then use the new transient
wae@sipokey TSK3 to continue the secure comMmUPECT/EE100TI076800

sessi on between them [0097] Flgure 6 illustrates a
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naster key MKo. Moreover, Dbecause neither ' '
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NUPEhSs a8 A ORGP aviFRORM ansicnt ﬁ?sﬁlﬁﬂé‘éytgé“t frae a%f@é%@mnal then hands
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transi ent session a sho
pointendfta@ire handothe se(mndlttansnmyt siassl(lusbqr g ItdeThip hhtﬁioﬁ pI'ocess may

secure i cati ons betmeen t he access ternina
beHEPTA BELENS RS Y ithaeagh cytFpnd gfigess pRINT @nTBHLe et interim

lﬁaﬁg%g§@gqhég&dggmﬁgpgﬁghentlcatlon of an access
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sbsi@nmag de sstalplishad )Nl@l’lﬂﬁﬁsh@coampﬁtﬁﬁt UséfgntNédst a unique first transient
session key generated based on the master transient key and a first access point identifier
associated with the first access point 904. The access terminal may then listen for
broadcasts from local access points 906. If a second access point is identified, the access
terminal determines whether the existing communication session should be handed off
from the first access point to the second access point 908. This may be determined by

comparing the signal strength and/or quality with the first access point and second access

point. The access terminal may determine to continue the communication session with
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REfhMEc3E LV a2 RHAGRESS E%Edfh%bahewéé"@O@@ ¢S Sford &r dhigd top-level
and new access point may establish a secure key. For

r@a@émﬁqe@ MKpéasseaiated widran ssapssdpinindlv abe e@@eﬁsmgrﬁquuﬁyl 004 may
8%?1%]!11‘%% t? I% r}é{% d SGC%Sﬁa%dO &f glh ngs))ng(corn IPI‘SCEJSIO% SF.QSIOH frorn

managenen rans

a$1€$18¢69£1 peiyt (tdSK) {dcBsst h@mﬁaae vafhoat aemiceablld Zlﬁd:l’ﬂﬁ@ﬂons in the
managenent nethod). [00102]. Wiere a distributive key
CREFAIETAERT SbiABd i18e] HoPenat sidcuih 10AE (©dnt B5acewpr.aprocessing

f. t
ﬁ%ee)tcsfhla9amﬁg§veeg %ggg'eﬂ%gtloﬁ h{b‘%{u {)o%&igas gg;c? (ﬁ%ﬁeljé%yone or more
yevha:n ksn baskal td(gzy:u](e d ecM((mnic)ttu)n fasgiohhdn pzraeuuwam)hcatlons the
S Pt G e hree liReled @t § Srinors oRHR)le b asty hasgylocated with

(hg%rgﬁ§y5&%§”§ﬁg§ss poi nt send or provide its | MK(n-1)
the newly ‘access point. [00103] Were a centralized

[00109] key nﬁtgageh]emta e ldograrg 11|1u$prla‘ememnwdlqdmptereélon@inn@ntauthfenticator
a tjve set of access point t cce termn
fo et st TSR P RRe? nat L BERER Bk G aRgint to a new
aw;ésb pbmeuﬁﬂ%blafsmm&@ ey Han dgh@lememﬁt@@&s SThR Quthen@d¥br receives a
has the authenticator provi it to the new access

rpaest fronowayagss temiel de cfeblisher scevrcgomiubensiopopyian with a first
a\éﬁcéslé] p% thlelr()2.a ﬁltﬁ&{ Qﬁ’grétgse akf%%t FROAE SRR, key based on a top-level

master key associated with the access terminal and a first sequence number (e.g.,
received from the access terminal) associated with the first access point 1104. The
authenticator then sends the first interim master key to the first access point 1106.
Subsequently, another request may be received from the access terminal to handoff the
communication session from the first access point to a second access point 1108. The
authenticator may indicate to the first access point that it should generate a second
interim master key based on the first interim master key and a second sequence number

(e.g., received from the access terminal) associated with the second access point 1110.



method (illustrated in Figures 1-3) or a centralized
key managenent nethod (illustrated in Figures 4-6)
wenabloe®9e he access termnal to quickly sw t chPCT/US2007/076800

comuni cations with access points in its active set.
[ 00105] Figure 7 is a block dilhgramillustrating an
access termnal configured to perform /| owl atency

[00110] SECUT Bio@RIMUNI LA %Ehg%eﬁﬁ sihRRafi@h 8 afctivod oBaﬁm@ﬁa%%n authenticator
termnal 702 may include a processing circuit
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onmuni cat.e el ess _network an
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ke s garratdhiey memnﬂﬁﬁﬁlcnmordjasm,lattleazﬂdn {re. rgaster pfaﬁsnelstskm and a first

processin may .i ncl ude a ner at or
ASEEH PRINE w%m“ﬁ 1836t Eﬂl@ Shd frahgich essgm wrl%sq@ggg thepaithenticator to
tﬁ@l Rrdp %cdé%@@mhpl HRC @&s@qu%ﬂmﬂbﬁl@f Dt 8 AR acE&Q 198iinal may

gure l'ow diagram’l lustrating a neth
h@pecfm@dolvnathel amtlmntlaaiole‘@shatnéofﬁthalsem tammhmtcamcm gession from the

e Gk S L 8PP T NSRS sossion key is
g@h&ﬁfeﬁtﬂéﬁéd\/éﬁ 1KRY oA HBNMrarARRAE RALd 4 Bédohdlabdkss Point identifier
secur econmuni cati on session may be established with a

1212 s {The eutbertiqateir then pendrgtha firgt deassicrf seaspnekay to igsfiest access point
(associated with the access termnal) and a first
sequence nunber associated with the first access point
[00111]t O geRRuad €3 & £ blosk diagtaei ilfostrasiein keyss s ounifighired to facilitate
first transient session key is obtained 802. The first
lowtlateney yeauicaPmEnigation sessianihgndolfn Theccaens ppint| 392 may include

a.l_ﬁgc?cg%séﬁegg cﬂkﬁ?ll%@dcd‘ng[eﬁt %leegéj'p n‘ﬁ@%’t gﬁ‘tl'rl%?face 1306 to

s term nal en [isten roadcasts
cdormmani @ta withc o1&s sr pmrmtascesﬁ)zﬂerrﬂnﬁala 6 ecrominRet@s mtptcﬁadat 1310 to
is identifi E t he access nal determnm nes whet

er
CORBMERE 1415 B HHBGPCAR B S Ut BreSrRrumt, 10 rividiy dovice 1308

t8fsforé %%&d&%fﬂl&%ﬁ nBsef fkéy M’K@Yas%@cﬁt@@ WABCAN S RGCRBRInal). The
poi nt his may be determ ned by conparing the

p;q)@ﬂahg strcleh @13@14 wag /bercogligiied yo Wadilitatcheesdciireshandofed sin ongoing

nt .and second access po cess termnal _.ngy .
BBl BFEn TSR T o Dbl T30F R BT WimifiR withou
dofigedbld BterApaESSinIR BmBASicatidnRENb:S €Thd ABcASIBETHcuit 1304 (c.g.,
term nal may choose to initiate handoff of the

nEgGostar nprosevingrineditle. oic. $ axwi lnplude a thise ssaereion nardudes eonfigured to

%%8%#%{ S Qr nﬁrég&%r{ﬁat%%ﬁ‘ HETISE o SECURE a?&%nﬁ?wﬁﬁéﬂ)g ?Bﬁ d

e secona “access In

[00112] accesﬁlgmm M is&1Rock hlaglaﬁﬁﬁlslstrdtﬁfgmlmﬂer@ane eabedin@nt of an access
p%?rﬁ 1402 having an integrated authenticator. The access point 1402 may include many
of the same components as the access point 1302 in Figure 13 but instead of
communicating with an authenticator via its communication interface 1310, the
authenticator 1412 is co-located with the access point 1402. The authenticator 1412 and
access point 1402 may operate as illustrated in Figures 1-12 and 15-17.

[00113] Figure 15 is a flow diagram illustrating a method operational in a first access

point to facilitate a secure communication session handoff from the first access point to a



interimmaster key, based on the first interimmaster
key and the second sequence nunber, and obtains a

W@ e@snetovy ansi ent sessi on key 814. The access PET/IB10a1/076800
t hen hands of f the secure communi cation session from
the first access point to thellsecond access point and
secure it with the second transient session key 816.
S NRBAOSdintPEPEE s idiBYutRe Ke?pﬁéﬁa%@m@h'ﬂ SARbLht | MBStablishing a
Wi th each current access poinf generating the new
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point to a new access point using a centralized key
aspneidecheith Wsplilsheecesy ppint 1503,  Bhafisst exccess ipdntegrnerassp a first
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RNl Py o A TOSE e iR A0 330 e estabishes
seturh cohenmicaess stBiam wah t180ZcceA tsrtinbleusigntheniicatrammiicnt session

sessi gn be estaplished wth a first access. pgint
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Gf%ﬁﬁﬁltﬂéa%i@n RESRA 9% Bg BaftRa (%f tol  @she Q&cegsep(oiﬁﬁ"egloqrgg with a unique

Irst access point identifier associated wt

steamsltseqgemes sumbemass@aed Fhid the seosd tierens paiht W08, t Frenfirst access
| isten for broadcasts from | ocal .acces oints 906. If

P S BFToR £ SEOR JURTR TSN DRI 5 HE QUGG anavicr key and the

se&dndl Rgledet@iiPenes10Vaed Baldstthe s&bhd lihtBEmCARTINKk S B8 second
session should be handed off fromthe first access

agegsppoind 16 hd  Heennlenaliendel tho remmaoBatiarhaessigayo B second access
det i,ned . rin he signal, str th. and/

AT P e REOT R, HE B BT AAORE iR L8h cagh curron
aoedsy poinT PencaaibgIBe h&y ift&dd nidyer ey Edrithdgextt cepoiftisased on the
t he conmuni cation session withthe first access point )
cymgnt iR WA kehe HCCRES Ap@PhPAAl Mnyytheh gedate ¢ new transient

5%%&%“%35gggﬁggggwgﬁmggqn£%53% ng conmmuni cati on sessi on

access pol nt . A second transient
[00114] sessi Bigukey6 nay flosv Jepgmnailbdtrb@ased netha@d sparetichabdc @ S&rst access

oint identifier associated with the ond. agcess )
pﬁ&}tﬁ? fa&ﬂ&afﬁ RSCHHE CaMMUniGaEoR ﬁ‘iSSIQ’éé?a’@ﬁOif ﬁ@ﬂéh%@&%g%cess point to a

k&Sl NRksst ReAt ﬂﬁﬁ‘?% QhfraiR8 BECHaRaLRIAHRNGBAION The first access
session fromthe Tirst access point to the second

retgesscipni arcqanst s@n unesccess twiminak wecstadiohd@ secares¢osrnunication

session, key 916. Thi.s d rocess be .r epeat ed

S Bith Sceapy DO at B loBRT e R safs e ey from
aneWuleh@&sorPabD4. | deYt iffrberact@s OpHiaf ada@ M@ ReMblish the secure
transi ent session key. [00108] Figure 10 is a bl ock

comagagation | sgstiem mithgthgrcsesshiermineglapeng dlom iy Uragicnb session key
foct| o oo .
8 bRV, L BREAEE G AITIRLARL LRAERHOA e scos

ando ica
tpha eSS gdeffrtiel isécutd 0dmamuihatch kessidncomktbadtac@Rs point 1608,

"ll“hrllg garufsgsct e ]ﬁcl)rsqc6acic::eoss point to indicate to the authenticator that the communication
session is to be handed off to the second access point 1610. The communication session
can then be handed of to the second access point 1612.

[00115] Figure 17 is a flow diagram illustrating a method operational in an access

terminal to obtain and/or establish an active set of access points. The access terminal

may scan for access points 1702. As a new access point is identified, the access terminal



communi cate over a network and a storage device 1008
to store a unique top-level master key MKo (associ ated
wowrak/oaryaccess termnal). The processing circeCT/USBOH076800
may be configured to facilitate a secure handoff of an
ongoi ng conmuni cati on sessi o4rom an access point to
an access termnal w thout noticeable interruptions in
41081t GO MTHEIVGAL HhcB&I Doy 17028 THACESS kddBhirfall ﬁﬁ?'e&ta@ﬁ)@ﬂa secure
(e.g., processor, processing nodule, etc.) may include
kgy W@Sh geh apceboPOINAI! is addert tfoghe adive @etglemér at e one or
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st access point 110 t hen generates a
tfanpistt ikm endymhaes theen Igelyerbtaéeed; dhlsaatecb pal| Exgetes aét rd/or 9, for
ssociated with the access term nal and a first
sé nce nunber (e.g., received fromthe access
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The authenticator then sends the first interimmaster
Hody i ¢hot 4vive Sets wherstes Sirghsequre B0@soSuibe aqibethe fiyst access point is
not h ue Y r e
FRF I e BBl BSR4 ' SEeBTBART e spgauenty

swlwcﬁtth@e&ﬁﬁﬁni@@mdﬁ sdsioR t6 aGetshdaacespopaiintthd A88.c skh)evherein a
authenticator may indicate to the first access point
seeid pecuth bay crspReitechtvathy te segmnd; preas ﬁPWﬁéﬁ dpegdy secure the

c%ﬁﬁﬁgn&@loh @%g@rnr 5’7‘614' nﬁ\eern' e[ﬁemé & cegget)é l Qvivdhe? %m the first to

sequence nu received fromthe access
thesevondlaycas pomit,athe dirsti dehurt Heyseaybd salisegstipatined if the access

110. [ 001 ure 12 is.a flo a ran1|IIustrat|ng
tsmﬁlé%lr%bvejwéﬁ]e%% mmpwcawga\m%g%dfliré%ﬁcs?sstpsmﬁ acilitate
[00119]2 SECHRLE of HBIM BF BRtdoApoRERS] ps NARIGH finédRNifustdatedtin Figures 1,
access pol nt to a new access pol nt usl ng a centralize

X ey 4nénégén§n9 Hpprlodeh13,The Butlheand/oai bmayeleioagenged and/or
gn access t to est a_secur

f bl
BRI R B PSR TR b Prpih SEeBRdihinde Sl ponents,

stdpe, avtfgaidng amﬁo@emmhgsm@ OFsht®n bf aRs| BBhddRMdom number
based on a top-level master key associated with the

ggberetien.t Additinnd! clepaents, somperants, plaps idBdior Bwsprmiceylse be added
IR e g’tlgé i%"ﬁ ﬁ%t ﬁ%ﬁ %at qrhebpr)%%u?st de%%%% é?Iﬂi/(gIh 8ornponents

master ran rst cess
illakentddfih €igut20R 4, ThH) le[ ;&td/drrlal’tﬁa}ebﬁ cafipatadrto pesfoins one or more

osfe:dqg nPe)t/hotdlgefeg‘lfJutrQse%E Is‘f:egg %resctrl%ed in Figures 2, 3, 5, 6, 8, 9, 11, 12, 15, 16
and/or 17. The novel algorithms described herein may be efficiently implemented in
software and/or embedded hardware.

[00120] Those of skill in the art would further appreciate that the various illustrative
logical blocks, modules, circuits, and algorithm steps described in connection with the

embodiments disclosed herein may be implemented as electronic hardware, computer

software, or combinations of both. To clearly illustrate this interchangeability of



the first access point 1208. Subsequently, another
request fromthe access term nal nay be received by
w0 b@sauobent i cat or to handof f the secure comMmuPCT/EB2007076800

session fromthe first access point to a second access
poi nt 1210. A second transi ent? session key is
generated based at | east on the master transient key
RRFly e 208 ADAWALS %§1§0L%01'11E1§trdt§76 %h{pbﬁénté%l;aekﬂ%dules circuits, and
authenticator then sends the first transient session
skapy heee beva descrrslftedalbeﬁé%gerpcﬂlmln 1orms of [tmmﬁgmptma@wr eWihgther such
flg %Pngllltoclg ?nlcl)p %ﬂ%trlﬂeﬁliltalgt’l E‘J:,I‘Fiaééeln g{ a%&egﬁﬁe?lgs upon the particular
#HPhTatioh aad u@mgrse@ﬁtrmtshafpd@a‘dfcmth&beeran g@gempoi nt 1302
may i ncl ude a %roce33|ng circuit 1304 coupled to a
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to store a unjique top-Ievel ter asso i at ed
mnwrléwﬂa%ﬁ%et@r&n HEFS. tefrw&a ra&éeasg %%5&.05‘ ST leyafpafatio base
Sg@wnp% SoRicEgUoadsito facilitate a secure handoff of an

ongol Comm i Catl on session fromthe access pOl nt
[00122] 1302 Itcshamida’aea@w thetr thie fieregaing kobbdineniscaramogely examples and are

interruptions in.the conmuni cati sgssi 9

5 5 06 PR b i e FReyOn o D SERGHPTOR e ephgdiments i

ifRA o WY Augtrat®Y, dndGlod BLliRitKBY s@PBRTF AlcOflaitRI U Esuch, the present

configured to enerate one or nore keys that can be’

tepslithes saB dsuicadily @mhvdrtp cah¢roypese ek peniratp e rnd] m@yy altesnatives,
I lLustrati I Lve

néor%hgatl%n?ﬂagg it alg%t acceéébe agﬁar?lﬂfagg) % nklﬂe& tﬂg teurt

i ntegrated authenticator. The access p0|nt 1402 may

i nclude many of the sane conponents as the access

point 1302 in Figure 13 but instead of comuni cating

with an authenticator via its comunication interface

1310, the authenticator 1412 is co-located wth the

access point 1402. The authenticator 1412 and access

poi nt 1402 may operate as illustrated in Figures 1-12

and 15-17. [00113] Figure 15 is a flow di agram

illustrating a nethod operational in a first access

point to facilitate a secure conmuni cati on session

handof f fromthe first access point to asecond access

poi nt using a distributive key managenent approach. In

establishing a secure communi cation session, the first

access point may receive a first interimmaster key

froman authenticator, wherein the first interim

master key is based on a top-level nmaster key

associated with an access termnal and a unique first

sequence nunber associated with the first access point

1502. The first access point generates a first



transi ent session key based on the first interim
mast er key 1504. It then establishes a secure

W@ ormsRd9eat i on session with the access term naPCTIEE2997/076800

the first transient session key 1506. Subsequently,
the first access point may r ive an indication that
t he conmuni cation session is to be handed off to a
second access point al ong ¢ iives uni que second
sequence nunber associated with the second access
poi nt 1508. The first access point generates a second
nter|n1HQ§genn¥e¥ based on the first interimmster
ey anaf?ﬁé J%nce nunber 1510 and sends the
secondmdﬁ@wJﬁmnaster key to the second access point
1512. It can then handoff the conmmunication session to
t he s&dbPEswEceyBlepayith thesmamorhithe ReasawPT cpfggued tyggnerate a
each current access
?%P%?%%g} ?&@#?ﬂo%ﬁmﬁ%ﬁe ferclpm mast er key for the
next ﬁxs&e&strmnmln@affetﬂe socdndetemiporagntkey rftcaii ithe BEEbEpoint to a
key.  The neM/acceﬁ ﬁlnt n& then generate a. new
fercﬁﬁ% PETRES PRWSIQALRE sty tARECSH AR P SPIRYRE G Vith an access
keMinal 00114] Figure 16 is a flow diagramillustrating
a method operational in a first access point to
facilitate a secure communi cat i on session handof f from

he first access t to.a secon ess 0i.nt. usi
B CentPEi S SRR Al de RRE S 8 s BR KR Ral PP Raleh ey
access point receives a request fron1an access
termnal to establish a secure conmuni cation session
Wi t h &h¢ jaceess apaiets of mbalm 1] agwereint the heracesberaigprerafes the second
gel 53 ar;frhk%n?f:rsgithg gliaes]geg rl(ﬁ e\¥}tlefngg nrp eu%ﬁléeagl ntl}a%gif? V}z]igh the access
ReNHaeisdnitetedifiont tHerhesas pbmntorht Bedohé aegsepsint. er m nal

using the first transient session key 1606.
Subsequently, the first access point may receive a
§equesth hEAM LG FCRERS, WRERNEE oheAaRAdh G REGHAfo:
conmuni cat i on session td a second access pol nt
Thi s caadsb 4 Becure rcoinnacd@sion paditwtert the aohessatpeuit antlhthe access
aut henticator t t the co ni cati.on session is

be
feEmERY SFed by # AESISRBARDA K KNSR fhe lésiéemﬁ‘ﬁéfy Key S based at

RANTPARI R Qi et ABstEARE Q&f‘ be handed of to the
second access point 1612. "[00115] Figure 17 is a fl ow

di agr ecmauvb lausqueat frog the retchottropet tt handaff thmseasnrmresemcation

er 0 obt ai n and/ or ,establ i act i
58% ?JC&F%% Bom%‘ioe t ecé%cggdtaecf?ﬁsn% mtnﬁﬂieéeé%ﬁﬁ? &Pas & g‘%egsused to
P&ichdtS thk 50ondASmBorABMKk LGS B dROIcALt pastidlf@mtthé HErent RRister key.
access termnaladds it to its active set of access

poi nts 1704. The access termnal may establish a
ecur e
FEC By kel S A FA B AP A g B
nanagenemhma&pa@mmmtmﬁmﬁm@ebgrehﬂeynﬁQ@n&h@he@ﬁﬂe@ﬁmonmykﬁy
oln
Ro%n tLe master key, and
instruct transmitting of the second temporary key from the access point to a

third access point to communicate with the access terminal.

6. The access point of claim 5, wherein the second temporary key is also based on

at least a unique second access point identifier associated with the second access point



may include a generating a transient session key based
on an interimmster key associated with another
w@e@sss9poi nt in the active set 1708. Such i ntBPECT/IBE2007/076800

master key may have been generated as illustrated in
Figures 1-3 and/or 8, for exahple. [00117] In a

centralized key nmanagenent approach, the secure key

bRl dR2ehr P eGPl Okdt isTRlo IHASLIER A 198RS @hiq0® tRird access point

transi ent session kéy based on a master transient key

wledtiBenpssagiptedandh 8w tpud pecesteini. fi er for the access

point in the active set 1710. Such master transient

key may have been generated as illustrated in Figures

4- 6 ambé @tceSs pbiak oexaiml &. whHOh 1B} sddvadacmpsnnt keyran@khe third
may initiate a comunication session with a first

HEMOEYY 58Y AtC transichiescaten k¥sset , wherein a first secure

key associated with the first access point is used to

secure the conmuni cati on session 1712. The access

ROI nt Thaycsub penpu fitclaymsiy wiedreih teird aemperasakéyois also based on at
ession to a second access pojint in the active set,

liieg Ao doratioghtglos BincdPyAhe srePrad acheii RN he second
access point is used to secure the comruni cation

session 1714. Even after the access term nal sw tches

Pr om The atdess poind of kkirs elg ovlutrain ks maptoi key it hgafrivisstmaster key

ecyre key may b ubsequent]y.reused if the access
B 4 S E LR R i FEREPHY SRS he 1 1 st
access point. [00119] One or nore of the conponents,
steps, and/or functions illustrated in Figures 1, 2,

30. 4, The agessymoiug ofglaimd, wherein the pr@esspa is fugheri@nfigured to:

and/ OESta:.lbﬁiSHaé/ sg Surl S, 1Pngceag' gntge{t\%enc neblag eegs !pg ? d the access
si ngl € conponeént’, “step, or PUncti'on or énvodi’ed in

femadkcedippn e Mirst, teBibeRsy koy, Whunsihithd Sirsdtéhpatiry key is based at
affecting the operation of the pseudo-random nunber
kaviargtallyon theaiRéteokeys el enent's, conponents, steps,

and/ OFeﬁENE %tr.%ﬁ&ﬁt ﬂé §chl§seteﬂﬂgﬁfjto | Jnﬂfotthéj ?&g'f]:et éo%gfnunication
t1on. an or

fromthe I'nve e apparatus, devi ces,

fronpba ecttess pdihtustthicadoednd accBssqutirgsantd, 4, 7, 10, 13,
and/ o 14ggﬁ¥ be configured to @Frfor one or. nore of
t he nBHGHSNC porgmypiscation;iesdop ity seOPF BEEFSS OIS gur es
2, 3, 5, 6, 8 9, 11, 12, 15, 16 and/or 17. The novel
al gorithms described herein may be efficiently

L hpl errenttbdd compmfingiar e and/ or enbedded har dwar e.

[00120] Those of skill in the.art would further .
appr eg%ngf%mlgﬁa%%?w@ewma&a%w FiOlTS PRV Hgh fiaf access point, the
RMageKRey PEAKLESL fof cb@kiuhfoatim Be@lcaR tid fifft 8¢RRSpoint and an access
descri bed in connection with the enbodi nents di scl osed

teemsiah afdy be i npl emented as el ectroni c hardware,
Conpu{rgﬁsmitting the second temporary key from the first access point to a second

access point to allow the second access point to communicate with the access terminal.
12. The method of claim 11, wherein the master key is a pairwise master key.
13. The method of claim 11, wherein generating the second temporary key

comprises generating the second temporary key when a communication handoff with

the access terminal is initiated from the first access point to the second access point.



software, or conbinations of both. To clearly

illustrate this interchangeability of hardware and
wa@odmsnare9 various illustrative conmponents, blPBCRES2007/076800

nodul es, circuits, and steps have been descri bed above

generally in terms of their finhctionality. Wiether

such functionality is inplenmented as hardware or

$8f t vahenfdaRanteliRan, fddcP&hikular application and

desi gn constraints inposed on the overall system

[ 0012¢4tablishingag isewse foontmiumeeation hdtwedmthenfifspraccess point and the

UGBS RO S50k 60 BRSNS iRl AR pmmormy ey i

bRt RastpanRlly bpleliFaat s kef; 4dde i nvention may be

performed with a noving or static communication device

(e. g. recgivi@s 2 t BARgshalipmaniéic a apgasy afermipabf tonplindaffothe  secure

e e. stat | : ' it
SRR Rt BB R pos BORARG oA NPl SRR
mer el whexanplecanasarckegr@cthod gterie thopsbndecnpaary key is based at
g%gitiggwthe igyﬁgtion. The description of the
dartblyed the ditlef i watet 8%e i |l ustrative, and not to

limt the scope of the clains. As such, the present
teachi ngs can be readily applied to other types of
dppar Theasethodrd cheamyl 4avhareinghe dd&erentodisfer bay isonasgivahbly the first

variations. will be apparent to.those skilled in th .
AR i ABEET DBinte PisbigPre oS helgpigel previously
asmanRhegessor coupled with the nenory, the processor

configured to generate a second tenporary key froma
master key, and instruct transmtting of the second

L £IPORAL v, ke PO RAREESSRRIIL 10 @ second access
pol nt 0 all'ow the setond access Int to communi cate

W t h agheai@ssthirgehpahry iy, differag gesshpeddahd efmsdradyRey, from
1, wherein the naster ke%¢is a pairw se naster key. 3. .
sanapics &e¥ apd frarsnytting ofjthe third {pwpeiery keelpmdbe feppccess point to

-aggg he master key
gﬁgﬁf%%§§ﬁﬁgﬁﬁi§%?%ﬂn%an OP?%§E§%¥%%EHQ%EGSS term na
is initiated fromthe access point to the second

ces oint. 4, The access point of claim1, wherein
Tfie prbas Qleelaiy IRty ice {GRPosLY Ats il fsg bised on at
I%%&%rlﬁliw&ﬁ%é%rboﬁﬁtim%ﬁeﬁ NRoALEE $5thRAE McoRBHcdeB€point and
access termnal secured by a first tenporary key,
thieethistl rerparafyi ket istadsoplonsad pn laeyeassa vasied thitd hecgst point identifier

Qsasgéilataeld lv)’ithotﬂe ug(f chceesrs %g}nt.maSt er key; and

18. The method of claim 16, wherein the second temporary key and the third

temporary key are transient session keys.

19. The method of claim 11, wherein the master key is a pairwise master key based

on a top-level master key associated with the access terminal.

20. The method of claim 11, further comprising:
establishing a secure communication between the first access point and the
access terminal secured by a first temporary key, wherein the first temporary key is

based at least partially on the master key;



receive a request fromthe access term nal to handoff
the secure communi cation fromthe access point to the

W@ e@snehoarcess point, wherein the master key UBETUSI®07/076800
generate the second tenporary key is based at | east
partially on the different master key. 5. The access
point of claim1, wherein the processor is further
confi Qééélefﬁlgtoa 91%E1§55@t rofh LAk AcdBIPREAINAI KRY : handoff the secure
di fferent he second tenporary key, fromthe
mmelmcw@n framdhfr fisst aeeess naiatrig et &epmﬂ gstessipeineandnd

tenpo fron1the acces third .access

ot e e Savs W PRARARoRBLEG o Guf abotat Pl “The
access point of claim5, wherein the second tenporary

key is also based on at | east a unique second access

Bbi nt ADGERIAS 6PMALESBS] ated with the second access

poi nt te [ o t

| east ﬁlggtbm rﬂ:{r{{cﬂ}g %@Eglécgge&gﬁ?%}r kg% ﬁlo Rﬁ?t%fjkéwataa first access
psIan (I]neatrﬁstemkéyhbdlﬂg utdai fod camamaapion bétwean tlﬁﬂérsaﬂ:@eﬁpomt and
point of claimb, wherein the second tenporary key and

tThECCER Fapa ary key are transient session keys. 8.
The agResSHPRhLNmiRn @'s@@oﬁd IS egrﬁrcﬁﬁi tﬁeeHRPé&%é(s point to a
key is also based o [ east a ps random nunb

sdvbad nectshypoinhe slé(mmbb sacord 3CE@o$ ptnnt 2] cmhmuaxce@sxslth the access
oint of claiml, wherein the naster key is a pairw se
I@+ key based on a top-level master key associ ated
with the access termnal. 10. The access point of
claim1l, wherein the rocessor is further configured
£5: edhapmastusofsdyor e, fothaiapwartisiogr bet ween t he

acces th?s f%% g%{g?ﬁ %‘f;r%qé R(t)rgr m na e?ef‘nl’tl rtl‘i:"a% th ond temporary

first tenpor enpor ar y

k@;m@@@dmammkﬁasygmartlally on the naster key; recelve
a request fromthe access termnal to handoff _the
secur Beapmion HrewIftER ofthnihinddenperasskeyoirem thofirshaccess point to a

%%%Qes%Sﬁﬁ Eoe&%rﬂﬁm a04.ifiapd Qé&‘esstﬂéﬁﬂglmmn' cati on

sessi on second access pol nt A net hod
conpriS|ng generatlng a second tenporary key fron1a
ste I,r.st_ access point, the. nmaster.
|ng %% aF%PS lo dhetsn t%éeﬁ hé %Par”é"iﬂs%\’&‘&%tﬁ%
nt and an access termnal; and transmtting the
second tenporary key fromthe first access point to a
second

24. The apparatus of claim 21, further comprising:
means for initiating a communication handoff from the first access point to the

second access point.

25. The apparatus of claim 21, further comprising:

means for establishing a secure communication between the first access point
and the access terminal secured by a first temporary key, wherein the first temporary
key is based at least partially on a different master key; and

means for receiving a request from the access terminal to handoff the secure
communication from the first access point to the second access point, wherein the
master key used to generate the second temporary key is based at least partially on the

different master key.



access point to allow the second access point to
communi cate with the access termnal. 12. The net hod

w@Roosloaion? 11, wherein the nmaster key is a pai reBES2007/076800

master key. 13. The nethod of claim 11, wherein

generating the second tenporatd key conprises

generating the second tenporary key when a

conmuni cati on handoff with the access termnal is

initiated fromthe first access point to the second

3eces$hpapnaratusiof cirim e firditr gpmpfisingn 11, furt her

conprising. establishing.a secure c ni.cat i on

pet e i Prier BRI 08 PP’ AT IRLLAE sscgp gmporery

Beg Urea thy ndusfet kSl ah@ AR K @Y ,thavitafde teinjorgy flkefySfrom the first

tenporary key is based at |east partially on a

dicessaaantto galir@prcorEpoinf e compwinigaegvidh theggeass trmam-t he

access termnal to handoff the secure comuni cation

session fromthe first access point to the second

at.cesThpappatdtunbitsl @2 a, kehcnas tier sckenyd tespdraipkgeneatsattased on at
he second tenporary key, is based .at |east partially

b e e e pOST Iqcafificn assoeppigd Hethrbe spnd ggen point and

4t whe&hporhRekdl fsTa@loChUsc B e lTcabCY uhRub 8Gied YE&LsOWoilh Rientifier

first access poi'nt froma third access point wth

wispahtetl athatbe 88l doeessipoait. previ ously conmuni cat ed. 16.

The nethod of claim 11, further conprising: generating

athird tenporary key, different than the second

benpomraE )épitSzﬁ‘)ibus foramibhes MRst@n KRYscRB8Y tdrpbiityt kdynBndPthe third

the third tenporary key fromthe first access point to

emperary kay ewdmnpighintession kofmuni cate with the access

termnal. 17. The nmethod of claim 16, wherein the

second tenporary key is also based on at |east a

D9 qUEhS appdtatua O aSEmPDi, Nvhdrei@nthic frngdteralss 0B Abeidwist trhaster key

the second access point and the third tenporary key is

hassd op adertiysl mestedeytasspciniedyuih theiacgess éaBdelpoi nt
identifier associated with the third access point. 18.

The nmethod of claim 16, wherein the second tenporary

Rey afbe gfpyardtind oftcldiendlo father kewyipasiegt r ansi ent sessi on

keys. 19. The .hod of claim1l, wherein the ter :
key i gle%nspérr ggéﬂﬂ%?éfc%éfo%@dcagﬁnie%ﬁ?ﬁl @ggs’rm access point
ARBIHRI ack&Y taSSAM REEdd Wyl D fitd 8 AFGESSkdyEWHeRAh thPfrst temporary
The method of claim 11, “further conprising:

ket mbhicslhit hgstepasiéd yran o mmster keati on bet ween the first
ACCess AN Potr r%cr:]eqvi%g% request from the access terminal to handoff the secure
communication from the first access point to the second access point; and

means for handing off the secure communication to the second access point.

31. A processor readable medium comprising instructions that may be used
by one or more processors, the instructions comprising:

instructions for generating a second temporary key from a master key at a first
access point, the master key being used for communication between the first access
point and an access terminal; and

instructions for transmitting the temporary key from the first access point to a
second access point to allow the second access point to communicate with the access

terminal.



access termnal secured by a first tenporary key,
wherein the first tenporary key is based at | east

w@arosioadoby on the master key;receiving a requeBCT/URINT/076800

the access termnal to handoff the secure

comuni cation fromthe first ¥cess point to the
second access point; and handing off the secure

comuni cation to the second access point. 21. An

gparatus conprising: neans for generating a second

B2npolhe pracespof raadatde meeshum ok elpimt3 lawlidreistthesenegd temporary key

cktlintd fo TRbEe SR Al P D R R S R gt o the
gtdndre@Rss paanit. t ransmitting the second tenporary key
fromthe first access point to a second access point
to all ow the second access point to conmunicate with

e a o
?%r i hgrﬁg }‘?oéeggom Ig%ablezﬂled% ro? cgaﬁfen?g I‘Q'fhlgfl%r {Z(ﬁr{w&rg&g instructions
tanpiag:y key, dlfferent t han the second tenporary

key, fromthe ster and nmeans for transmttin

of  t hEMSERGHIoRS ¢ 8%1%%}?‘2#391%%/ SEGUEFnCOMAUNGatipn bepesy tﬁe?fﬁﬁt access
@&n@ ah&'thg a%e&sesenﬁﬁalngechedce %ﬁ%ﬁfﬂ% Kb e vAGRES She first

er m nal . The appar at us o laim 2 eréin the
wagmenykeyuﬂswaigdmmmpaaaMmsmedﬁkeynnﬁdwrkheaaﬁparatus

of clai 1, further .conprisin s for initia

o contidiig di kEGHaRe W ghes o T RE fobRS deribiyia Rhgorr he
s areSRmanchiaRATFonR BicTirst #eess ot aPMRIseddnd aBes§ b@inth

21, further conprising: nmeans for establishing a

secur whewimihsi rn@ettc?rdwym,sedvée gendietefthe second ¢usporpi kay is based at

n ac r i nal cured by a first tenporary
%aﬁ aﬂaﬂ,c%%ﬁ%%ﬁﬁ:mﬁ ?§nﬁ%rary key is based at | east

partlally on a different master key; and neans for
receiving a request fromthe access termnal to
Akndof he thecease uredablimmsdiwraol gHaint i fHBer Peraprisieg aasgructions
E ﬂﬁmﬁ% the second access point, wherein the master
ey used to generate the second tenporary key is based
at | eastrugamtifal lggnentithe didf engpotaryeasyedifkeynt2than Tthe second
p%?a?rgl Séy, grorn t Ierr?la%tler kfeél'I ratnli1 etl[angr?nqgng 0% Hl% third temporary key from

the first access point to a third access point to communicate with the access terminal.

35.  The processor readable medium of claim 31 further comprising instructions
comprising:

instructions for establishing a secure communication between the first access
point and the access terminal secured by a first temporary key, wherein the first
temporary key is based at least partially on the master key;

instructions for receiving a request from the access terminal to handoff the
secure communication from the first access point to the second access point; and

instructions for handing off the secure communication to the second access

point.



means for generating a third tenporary key, different
than the second tenporary key, fromthe master key and

wWo e@naseidpe i ng of the third tenporary key from p¢EUS200%076800

access point to a third access point to conmmunicate

with the access terminal. 27.40The apparatus of claim

26 mherein the second tenporary key is al so based on
eastrodessit cBHPrisgond access point identifier

aSSOC|ated with the second access point and the third

tenpoﬂaﬂyek@ygmgmawgnﬁbaséﬁ)on at Ieast a unlque third

access poi nt tabl rglt L &l %Sn%?cl;l Iel%e een tfl glrstthl ce int and the

access p0|ﬁi 8.2 5FHd Bparéi%s of ¢ a|n1% wherePh

t he S@@o@metrmﬁployeawd V@g;a fafdeinperatyhkdyd wherpoharfitstt@iporary key

are transient session 29. The apparatus of clalm

21, witdrssdntienst prgelbr om@glffegerﬁ nisicF if% andmst er key

based on a etcngfFl g\é%huéﬁﬁsftrcﬁ{l hl%y é’ac%ﬁ‘so % 11%1 YM fﬁn&&? the secure

access termn apparafus of ¢

furthGMnQMﬂmamaiﬁgmoﬂﬁhﬁﬁtﬁ@fﬁ%&&aﬁkmshﬁmgt@:E&Dﬂdecmmspoﬁw

connunlcatl n between the first access glnt and t he,

acces¥hehigdnasadisyaetyo gengratsthg ssrend 4syparayy key is based at

mhereleasttﬂaalaﬁltk,r odlthd &m%%masééﬁxey s based at |east
partially on the nmaster key; nedns for receiving a

request fromthe access termnal to handoff the secure

$EConang Siasdop af Ao ket G TBRP SR Frgceived by the

HRE WEESS PO MosRh itRIRd hecckd Boin e GMTWRICE 8RS altRbdMermmh] pRviously
processor readabl e nmedi um conprising instructions that

peympeicgisdd by one or nore processors, the
i nstructions conprising: instructions for generating a
second tenporary key froma master key at a first

3g.cesThPpitdttssot bE chs B6r wheitibtieNGostssdg fctuit is further configured
comuni cation between the first access point and an
#¥ccess terminal; and instructions for transmitting the

tenpo gé}{eyatg %ythfrﬁ Qﬁ%&f{?{] A tdlf?e(f SRarP BleNech Y ?errga%?ﬁg) q<ey, from

accesS pol nt econ access poi nt
themasndr &ay end\/ltmimmﬁmgaffdhs thitdetemipoialy B&: frdineh fiost @ses point to

readabl e mediumof claim3 1. ﬂhﬁrein the secon )
ragr§ps klé&]/ntu (S R Vihithe accgss tgmug cgsip i the, second

Ranpell feom taﬁ% Bés%§t0@%@ qeast pao'uﬁfquE Oy ke $86Q8 Cbom‘[ identifier
access’ poi'nt. . The processor readabl e medi um of
edsafiated wWith mptshcmnd@@nqﬁs ipeinhgnd et third tt¢ropaary key is also based on at

least a unique third access point identifier associated with the third access point.

39.  The processor of claim 36, wherein the processing circuit is further configured
to

establish a secure communication between the first access point and the access
terminal secured by a first temporary key, wherein the first temporary key is based at
least partially on the master key;

receive a request from the access terminal to handoff the secure communication
from the first access point to the second access point; and

handoff the secure communication to the second access point.



conprising: instructions for establishing a secure

comruni cati on between the first access point and the
waec@sssoper m nal secured by a first tenporary REWUS2007/076800

wherein the first tenporary %g I's based at | east

partially on a different mast key; and instructions

for receiving a request fromthe access termnal to

handohf, &bas pembEST Ini cation fromthe first access

point to the second access point; wherein the naster

key u@ewnﬂmygeﬁerate the second tenporary key is based

at Ieas% garglal lpe thfe ent nasteﬁﬁ§ﬁ¥

The pf 8CESEBE “Téa Mottt r?e%? U of C F Hio3 “4™t ?%

conpr i si Ngrdceist YRt toMForaBNEYyi fidri GhothHSdct k6 tof, Sanﬂo r
generating a third tenporary key, different than_ the

second t enfi§iBsty cRB{UNFCAGOR t Wih nalls taspesk elprmipgl utilizing the first

tranS 190 (J N8 hBIRRLAGY key from the first

access poi access pol nt to comunicate
with the access termnal. 35. The processor readable

d|u of claim3 further conprjsi i nstructions
T RECCST ReRE u% (RS, oy NS AB ¥ fgpgrasy &gy @perates for a

E&EE@&H Rinfealdron, RRt t\i’@‘ffﬁ]octegﬁ)r id fﬁhe@@&ﬁfg%r&?ﬂo%cé?@éja bi8ter key for

access termnal secured by a first tenporary K
wiverieg porhimenicatiat betenpotha raycelﬁegermmabagietrlie atcelsemmt and to discard

rti e naster key i nstructions for
&@8@?@?ﬂéﬂ§qﬁg BRROTAR K% t he access terminal to
handoff the secure communication fromthe first access

point to the second access point; and instructions for
fandi hbe eFgess memé exf wlaime domwhereiat th@rprtbeﬁsmreISSf@tthdconﬁgured to

&Vé %l%eo Plrs%e ora 1{%8 %lge]r allng?i_lell acdsi Yoinf wWhtR %gﬁéotfp 8 initiated

i'Fcuit” con ure a secure communi ca
’Qﬁth&%ﬁests heidti freh tAE @ﬁ@tﬁerp@cﬁis it fod eoamaestioe it aie access
secured by a first tenporary key, wherein the first
temp8tary key i s based at |east partially on a
di fferent master key; and receive a request fromthe
access termnal to handoff the secure conmunication
g&ssi Bhe heoosn idiet dfictasin 48¢ eseimphE ptocksot fsefuﬁkmmodﬁgured to
access point;. wherein the nmaster. key us enerat e

KoY Rt o
t he sEEHNE apd ?tg}lg,thﬁ‘b €j ONYIUNicption w1t e accgss terminal is to be

handed off to a second access point;
generate a second temporary key based on the first temporary key; and

send the second temporary key to the second access point.

44. A method comprising:

receiving a first temporary key at a first access point from another access point;
and

communicating with an access terminal utilizing the first temporary key to

secure the communication.

45. The method of claim 44, wherein the first temporary key operates for a limited
time period and the method further comprises:
receiving a master key for communication between the access terminal and the

first access point and discarding utilization of the first temporary key.



| east partially on the different master key. 37. The
processor of claim 36 wherein the different master key

w0 goseewPved by the first access point from a pei/U82007/076800

access point with which the access term nal previously
comuni cated. 38. The process®r of claim 36, wherein
the processing circuit is further configured to
gener ah&ntHoliordlal @ MOfRAhYr ki¥prisiid: f erent than the
second tenporary key, fron1the mast er key and
tr ansmCtsltvmggth@ ir§tHemporiarydkayefigrorthe gndtesr aceasmpping wihicn dipndoff is
1anc1;C S(fﬁ)pt% ta cas b h{ | o%% SS O{r ntc tso 0018t rrc]: l%l’n mcatlon with
§EELEOPE P I EHESRTONG” " ERpoY &Y

&@wCugsak@mmmased on at Ieast a uni que second access
point identifier associated with the second access
point and the third tenporary key is al so based on at

ast dentifier
gzsoch I%H%ﬁ%erqﬁﬁﬁgﬁgac ég&g%lnt 39. The
proc eﬁ@envmgf arcindicai @6thanh eoimunidagop watheals ifing actase tirininal is to
ES furthgﬂpconfi ured to.establish a secure

ohsdsH OHite gric €S PA®LE i rst access point and the
aCCes §erfe Bl NAc RGN n_ggrap))’ k@}l BdsE$bn Hl%rmg’trt%}ﬁoﬂﬁﬁy key, and

wherern the first tenporary 'key 1 s based at

par t i sindyngdghe sdvendristerarydgy to iestamdaceasy pemt f r om
the access termnal to handoff the secure

comuni cation fromthe first access point to the

gecondnappRstsROMptisingnd handof f the secure
communi cation to the Second access point.40. An access

p0| nt Uﬂ@éﬁtﬁpqu SPevving apfeyotopporasy kay pt @o‘é@%mce&,sompme dirom another
q Lt 51 [rory, the processor configured to receive a

? %‘%ehporary key from anot her access point, and

I nst r gehnclofpbmMintaichom: With An abce3s e@dmat etilidim@the first temporary to
utilizing the first tenporary key to secure the

SSHIRIAE EBNMWAICAUAN. The access point of clai m 40,

wherein the first tenporary key operates for a limted

time period, and the processor is further configured

19 r eThe wepasatnnsf @dainkssy flirtdrer semprising: conmruni cati on

bet ween th§ access termnal and_.the accessggﬁlnt and

to di TE&M R FIFLHE Gn Bt et for seopRHpiSRtiHy bRigypen the access

terminal and the first access point; and

means for discarding utilization of the first temporary key.

50. The apparatus of claim 48, further comprising:
means for receiving the first temporary key from the another access point when
handoff is initiated to the first access point from the another access point for

communication with the access terminal.

51. The apparatus of claim 48, further comprising:

means for receiving an indication that the communication with the first access
terminal is to be handed off to a second access point;

means for generating a second temporary key based on the first temporary key;
and

means for sending the second temporary key to the second access point.



42. The access point of claim40, wherein the
processor is further configured to receive the first
wo esopoe#py key fromthe another access point WPERUS2007/076800
handoff is initiated to the access point fromthe
anot her access point for comthication with the access
termnal. 43. The access point of claim40, wherein
she pA%@@e%ﬁHr ree?daﬁwrhébﬁﬁm%@ﬂlfphgﬁg @&tﬁ;@n&%@ﬁéﬂf@aﬁb used
|nd| cation that the communication with the acceéss
beend mmowesorms@shbm@e@qu@st:@marlse@ond access p0| nt ;
gener af nd tenp ora based on th
terrpor teru&}? ﬁ%celv {%t i C}g)or%rarytlgI &t arf)e/ 1rs{< accefs point, from
aﬁtﬁh@a@mgp@@caﬁa point. 44. A nethod conpri sing:
receiving a first tenporary key at a first access, .
poi nt INBHBEHOAR ofok eonzaBSHingowith: aBnrcewnfaimingt ytHiping the first
e Nal ing the first tenporary

Wﬁ&{o se ﬁor%%?ltﬁgﬁ%mmﬁwg!ét{ldl%n 45. The net hod of
claim 44, wherein the first tenporary key operates for
alimted tine ngd the metho rther
é%nerE%é)IOCPéS@é.r% E ﬁ%&fneP £ glaym gy %fm%mec%rtsr fymporary key
ReLWeE AnbiRe: @&E?ssﬁolﬁt% %d%ﬁledmntdﬂ'ﬁaﬁdbfﬁg RGBS %o BRI Mkt access
and di scarding utilization of first tenporary
keipt A6m thhenatedrhoctsepoiot fir nommuniqatlom pithdlerpacessi teigninal.
receiving the first tenporary key fromthe another
access point when handoff is initiated to the first
8£CeSFhP Prétesior aRu AR aRAluReof a358S 52 PRKHAEr EQhprising instructions
communi cation with the access termnal. 47. The net hod
edmpliigh 44, furt her corrprl sing: receiving an
Itg(rjlmcﬁlta O(puotnh% glll qq?#lc%qlon\gghég E:I{()eﬂg Jérlénguzléat%%c Ef’tﬁ_the first
@@amaﬁmlﬁ@l 1§t(SB<§3hmﬁeﬁ effn@aaéo()nkiaycd@ap@dton t he f| rst
tenporary key; and sending the second tenporary. key
the sBeBhgions é@fs&enﬁ@rﬁlﬁg a sgeonddgmppisay kexiBassd wprthe iﬁhsg temporary
E@ggﬁdfor receiving a first tenporary key at a first

¢ess point, from another access point; and

instructions for sending the second temporary key to the second access point.

55. A processor comprising;:
a processing circuit configured to
receive a first temporary key at a first access point from another access
point; and
communicate with an access terminal utilizing the first temporary key to

secure the communication.

56.  The processor of claim 55, wherein the first temporary key operates for a limited
time period and the processing circuit is further configured to
receive a master key for communication between the access terminal and the

first access point and discarding utilization of the first temporary key.



means for comrunicating with an access tern na
utilizing the first tenporary to secure the
wa@ormsedogat i on. 49. The apparatus of cl ai m 48, P€TYUS196T/076800

conprising: neans for receiving a master key for

conmuni cati on between the ac s termnal and the

first access point; and neans for discarding

§pili 7R b%e&é@r bhelafrh 155t wheRRPIRI ProkBYing 20cuil Refurther configured

apparatus of claim48, further conprising: neans for

feceiving the first tenporary key fron1the anot her

ggg:zgecg % \ff{?so n'?rflﬁoq%g{] ?yhﬁ’ . tlht gr g%egﬁb g?lIl% wﬁen handoff is

penared toc@b ifRst 2tdsh pohe f@ﬁﬁﬂ&&nbﬂfeﬂhé&ks p&nt fof RE@mmunication with

apparatus of claim48, further conprising: neans for

ﬂ@@éﬁ%ﬁﬁ@mﬁﬁ/lndlcatlon that the communication with

the first access termnal is to be handed off to a

second access point; neans for generating a second

f&npoilht prdcessobas edimd st veaeieinr gie frecpangicirckieys; fuather configured

means for sending the second tenporary key to the

Qecond access poi nt.52. A processor readabl e nedi um

conpr i SERE ah MediEdohiRRS dohfhulTB¥ioRSviHSRE Y A28&s rminal is to be

nore processors, the i1nstructions conprising:

hnsbdoﬁﬂb@msamdmcmgsebﬁmng a first tenporary key at a
fron1an and

R A A A R e S R R

uti|i gdndghd §RoAd feipotBYREY & the Is&yma Ac&BEPGifit. t he
communi cation. 53. The processor readable nedi um of

claim 52 wherein the first tenporary key fromthe

ot her a [ .recei ved when a handoff is
?gltla éﬁ&?gﬁiﬁﬁﬂ¥lrs Sln%ess poi nt fromthe another

accessne@iory; dndr conmuni cation with the access
term nal. 54. The processor readabl e nedlun1of clalm
52 f uf PHSESSOBARIMIC] W thespeey @ﬁé’f%@ﬁ%?if repfigygred to

instructi Ogéh ot RE E E‘ﬁkt‘”t@& 8 aﬁbrﬂn th@ﬁst&hekey used for

communi catron wt e first cce s term na
handecomiinicetian seeoth Ase essspmimtand itisidacestteronsalf ard
generating.a second te orar¥ key Qﬁst on the first

t enpor ary instruct communication utilizing t irst temporary key between a

second access point and the access terminal.

60.  The access terminal of claim 59, wherein the master key is a second temporary

key used for communication between a first access point and the access terminal.

61.  The access terminal of claim 59, wherein the processor is further configured to
instruct an authentication server to provide another master key for communication with

the second access point and to discontinue use of the first temporary key.

62. The access terminal of claim 59, wherein the master key is a pairwise master

key.



key; and instructions for sending the second tenporary
key to the second access point. 55. A processor

W@ oImp/24ePNg: a processing circuit configured tPCT/ESHOVE6800
a first tenporary key at a first access point from
anot her access point; and corffuni cate with an access
termnal utilizing the first tenporary key to secure
bhe CORPUHAISAthAMhal 8Bclaith89PHAGRISAE pRfcedoriidMiRtier configured to
wherein the first tenporary key operates for a limted
providepay insicaging thatethp recovwswiiergioni wishiithe secohdiracprss point is to be
Eé)nfi g%'frte%ltfn? a|[1Ceccesi Ve a mast er key for communi cation
elidﬁg n PRe actes® B i nal and the first access poi nt
and discarding utilization of the first tenporary
key.57. The processor of claim55, wherein the
pt-ocedbe agress reeminal pEclpim SRewhersivf the pprecgstos iy Bitdiey eonfigured to
the fj e Y% 0 h j_ot
anon ot FTREEGHY i Rck Y B Mok Rl AEREREP D used for
toronmuhiseti@n diche¢enadioe sscquai Atcdkorpadomaudi that aasessM teininal, and
the access term nal, 58, The processor of claim55, .
wher el NITHHeCPRBRUSH Mg ulizipgthe jssoqngy tepmperary nfgyghitygen a third
B QeSS Rd Ak dRBIsGahiiRR. that a conmuni cation with the
first access termnal 1s to be handed off to a second
access point; generate a second tenporary key based on

e fiyst tenporar ; d send the second tepporar
key 1 80 hereSebanimehebibin S5 nhSRaohe ReoGeRe s hERYpaeured 1o
conpr p&ichde a edBBAMMpordYked fRMPERSEREcr&eyPl ed wi th the
menory, the processor configured to generate a first

t enpotnaityctkegmmpoigtiomutlicng Kby seeand feorposymisni bedwicon a third
peLveen, Aulid Sl AcieRs o nt and the access terninal
and™i'nstruct comunication utilizing the first
tenporary key between a second access point and the
access termnal .. ) ) )
66.  The access terminal of claim 59, wherein the processor is further configured to
scan for access points;
add access points to an active set of access points as they are identified;

establish a secure key with each access point as it is added to the active set.

67.  The access terminal of claim 66, wherein in a distributive key management
system, the processor is further configured to

generate a transient session key for each access point as it is added to the active
set, wherein the transient session key is based on an interim master key associated with

another access point in the active set.

68. The access terminal of claim 66, wherein in a centralized key management
system, the processor is further configured to

generate a transient session key for each access point as it is added to the active
set, wherein the transient session key is based on a master transient key and a unique

access point identifier for the access point.



60. The access term nal of claimb59, wherein the
master key is a second tenporary key used for

W@ ormsndoeat i on between a first access point anpPiCT/H82007/076800

access termnal. 61. The access term nal of claim 59,
wherein the processor is furtHfer configured to
instruct an authentication server to provi de anot her
BRSt e K&Mod BpcrGRSHAVH GRhé R %ﬁlhalt B@m ﬁ@%‘d access
poi nt and to di sconti nue use of first tenporary
key. aznmmmamg:wgh atfisstraicersb poift uﬂllaaumg 591astx@hb¢>e| n the
mast er en% P@lrgh§e naég%ﬁ gn%t Tg%iaccess
t ermi RAl ngl drm By ﬁ%e? iR % FS Fsd1%is further
conf i gath@dnicetify With d@e@ﬁhdlaﬁéﬂs@ lelnﬂﬁtlliﬂii@g the H@st temporary key.
communi cation wth the second access point is to be
handed off to a third access point. 64. The access

rm | @i SSQr. .|
a1 onk ool B el o, WAGKH AR LOr RS Sal P okt key used
far rsscturixlgnm@c(ﬁnmukeytldmsl&dwé@ra Gemuenisqrintand et aveess térdhenal.
second access point and the access termnal, and
i nstruct conmuni cation utilizing the second tenporary
key b?héﬂﬁr%ﬂloa dillai] CREMS: BRhHsiARd the access |
termnal. 65. The access termnal of claimb59, wherein
t he pnm&mSm@ramsaﬁﬁmnh&monomﬂvgunedptwk@emmoﬁme master key for
second. te fromthe nH ter, key st ruct
C Rt St Sy e eEBhd Helip f}isawi}%yuse of the  first
Retpspap kayt hird access point and the access term na
66. The access term nal of claimb59, wherein the
processor is further configured to scan for access

i nt d C ve.
p% i nt zh% gl ﬁw% 0%%§a§rnl %gl%elg rna%fetr %FY 18 ang)&élcs:eal ﬁlégtéls key shared
wmmhmaaﬂhna@ﬁ@ﬁSmpaint as it |s added to the active
set. 67. The access ternmi nal of claim®66, wherein in a
di stributive key managenent system the processor is

rth [ 95@3 ansi ent session ke
?%r eg%%ﬁgg%ggg %gPﬁ? g%&?f rﬁﬂ%%d to the active d
set, proeidingat heli¢atianshanhe s@smuorata@ywith thasedndacass point is
i nteri ter associated with another access
Iéh9ﬁmﬁ%gaﬁg)%gPY CEBPOUB8. The access terminal of
claim66, wherein in a centralized key managenent

system the processor is further configured to
74. The method of claim 69, further comprising:

generating a second temporary key from the first temporary key used for
communication between the second access point and the access terminal, and
instructing communication utilizing the second temporary key between a third

access point and the access terminal.

75.  The method of claim 69, further comprising:
generating a second temporary key from the master key;
instructing communication utilizing the second temporary key between a third

access point and the access terminal.

76.  The method of claim 69, further comprising:

scanning for access points;



generate a transient session key for each access point
as it is added to the active set, wherein the

WO e@nas2eme session key is based on a naster treCBEUSI7/076800

key and a uni que access point identifier for the

access point.69. A nethod opet/ati onal on an access

termnal, conprising: communicating with a first

accesgd iR Mcetit ddintd kdsh AtRBIGHRIT ak&¥s pHBRGK MdyNBe Alentificd;

first tenporary key fromthe master .Eey;. and '

comuegitddshing asieeure foy watbredchaeesessopdiant isiaddadAd thy achee set.

first tenporary key. 70. The nethod of claim 69,

wherein the master key is a second tenporary key used

fror  seReimhdiifbd B cROANTH)iwiadréi@ninbedveehutidre flefyStha@pesst system,

%nt and the access termnal. 71. The nmethod of claim
theg ERPPIETNE onpri si ng: i nstructing an authentication

serve ro -ano Y. | nj,. cat i
i 1 ErsrBEc AR BNy 17 IO o el SRRl GE B 1o the
adivef pat Stwhiesvimpahartyankieyt sdionTRey riettase oh el dnteribO master key
wherei n the ster key .is pairw se master key shared
WSPﬁafﬁa“ﬁﬁ‘taW@ F&%F?%ﬁ?l’%téP\?Iéer%Ctl’YS.setThe met hod of claim

69, further conprising: providing an indication that

the conmuni cation with the second access point is to

pe hahtlednafidd v6 chimh7e,dwbaciess paientralizéd  keyhmamagemeut system,
?f claim69, further conprising: generating a second

%E?Q&P@fﬁ?@% fromthe first tenporary key used for
COMMUBkHaitingNa REhNERMNKCENIGh REF I RBCRSSsARIME asAds taB8ed to the
access termnal, and instructing conmunication '

agtivei set, ghardie thetiendent snpsagmakey keBaspepueemagicr tpnsient key and a
& i8161$ ZccRY ntintqgg t]}_f{l%? fo%‘%ﬁeegcsé&sﬁ)rogﬂtn al . 75. The et hod

of "cl ai me@, furtner conprising: generating a second
tenporary key fromthe nmaster key; instructing

comuni cation utilizing the second tenporary key

Bt we bR SACTHIGHINE EUBRIPBE Nt and the access terninal.

76. Tﬁl%aﬁ'gettop Qéjm&funféh@ﬁﬁﬁﬁa ff %.ratcge%g 8&?9&152%%9 master key;
scanning for access p nts;aé ing alcess points to an

act i vencsiest fooferatamgs finoi tetnpomsy kiyefromrtee mdatot kdyi, entd

est abl i shi a secure ke {th each,access point.as it
Egrt yyv\_ll}clh a second access point utlhzfc’ng the first

i s adB@ey §O0% HEMRMHGAE N8 e
temporary key.
80.  The access terminal of claim 79, wherein the master key is a second temporary

key used for securing the communication between a first access point and the access

terminal.

81. The access terminal of claim 79, further comprising:
means for instructing an authentication server to provide another master key for
communication with the second access point and to discontinue use of the first

temporary key.

82. The access terminal of claim 79, wherein the master key is a pairwise master key

shared with an authentication server.



77. The nethod of claim 76, wherein in a distributive
key managenent system further conprising generating a
WO ec@ss2em sessi on key for each access poi nt aBCT/US2087/076800
added to the active set, wherein the transient session
key is based on an interim madter key associated with
anot her access point in the active set. 78. The nethod
03, cl @h&ndLss WARIMEI dT dldim@ o€ BHHcALIAFSIKEY Management
system further conprising generating a transient
sessi owaigejorf proviskieth anciodisstigoitht the domnngnigagidadwitly the second
t he act.ive, set rgin the transi ent session key is
S S O S U AEENTRET, T que access
point identifier for the access point. 79. An access
term nal conprising: nmeans for communicating with a
B4 st Theeewsss teaningl eftalaimzio% fprtherpeppiisiRgy; nmeans for

and nn Rl PIRBRA Ry G Rkl oS, Bk ey used

tiricommungcatibe bétwesth tHeawpardaacycss @gint 8d thEhecas cesignal, and

term nal of cl.aim 79, wherein the naster key is, a
seconHlef‘%ﬁ"rﬁ%rr APSTUCHOE (OMYMYTYFAtode YIIHEE ¢ the Second temporary key

FQWRUNL fittd &@es{é%igﬁﬁﬂd ﬁlefaicEésE t&aR3S point and the

access term nal . The access term nal of claim 79,

further conprising: neans for instructing an
thenticati on server to provide another master key
Por confrivreeaerBelgin: BEUER MRS poi nt and to
di scopfehi@r PSR rAngtdRcddd SpbRNPRERIYMKEY mafér kelhe
access termnal of claim79, wherein the master key is
a pai mehse fomgansruciiey eomzpenicationh ubihziagt thensqcend i topporary key
rver. 83.; Th C rm.nal_of e¢laim79, further
@%anﬁg?%ﬁlﬁrgd: acrcrgsaslﬁgn@%ﬁd %hr%oa\g]lc e&?rt%& g}la(f‘i ndi cation that the
communi cation with the second access point is to be

handed off to a thjird access point. 84. The access
B@r mi Adrogmst|rgadeblegnedivipcpaprisipRSictiens thatapry egpsed

B¢ Bl 8‘1‘&181%@0&%%?8 Q?é AIRQLRNLY c&E¥ififgm the Tirst
tenporary Key used for conmuni cation between the
seconhsaoaess faoionimanchtinlyevidc g €iss atesssrpoiat fromndh access terminal
utilizing a master key;

instructions for generating a first temporary key from the master key; and

instructions for communicating with a second access point utilizing the first

temporary key.

87.  The processor readable medium of claim 82 further comprising instructions

comprising:

instructions for providing an indication that the communication with the second

access point is to be handed off to a third access point.

88.  The processor readable medium of claim 82 further comprising instructions

comprising:

instructions for generating a second temporary key from the first temporary key

used for communication between the second access point and the access terminal, and



means for instructing communication utilizing the
second tenporary key between a third access point and

wo b@saeeess term nal. 85. The access term nal PET/TEBOTV76800
79, further conprising: nmeans for generating a second
tenporary key fromthe master4%ey; neans for
i nstructing communi cation utilizing the second
t enpofRirictleY HEINBERIR EdthidniRBERS §tilRh N thea@ohd &mporary key
access termnal. 86. A processor readable nmedi um
bamgen il denessipeutt ik thetaaedss taninsé used by one or
nore processors, the instructions conpri sing:
instructions for communicating with a first access
R@i nt The PRd@Bs0ACeeEDId efcdiun@lof Udlaikd 3D rlgrtﬁeﬂ'f&&hgﬁshk@)mstructions
instructions for generating a first tenporary key from
fMBPIARE-er key; and instructions for communicating
with . e o . '
tempol sy SRR FHBRERUAPh Mool tcohir g ER oh) Imaster
cl ai minSRudtiont Her imsangiigscorgmunisationc titilorisg denmcosd tgnuporary key
j nstructions for providing an indication that the
befmt dhitd %‘ﬁewppﬁlt@ﬁ%ﬁ@@eeﬁa tepele point is to be
handed off to a third access point. 88. The processor
readabl e nedi um of claim 82 further conprising
Pst r Agtroomssorcomprisi®gng: i nstructions for generating a
second t enpor ar. e ro he first tenporary key used
f or c%ﬁﬁﬁgg@%i@%wﬁﬁéPaﬁﬁﬁa%he second access poi nt and
the ag&BH:Sniceind Wath o RAACOSS poiat L@NSnd O mablpkeCt i Ng
comuni cation utilizing the second tenporary Key
bet weeenczating;arfersbicaperrpkihiromribe mﬁéte@@ye@s! term nal .
89. T&?m%&%%%fg?&vit@ S%Qc%%h%cc'%%g'géﬁ%l Pini a%h%‘f?s% tgrﬁf)érg Mkey.
conprising NSt ucti ons compri Sing: 1hstructiohs o
generating a second tenporary key fromthe naster key;

instructions for instructing conmunication utilizing
Phe sébontpcesrpof slymildy Whstaiedie Bastai key Rctesengimporary key

aad fo'?ese@ﬁ:r(fﬁs $hd QBMﬁicatigrg'bgﬁif%ﬁlog s Bcé’égmgin%i 409" thR access

processi ng rcurt configure

terminal.

92.  The processor of claim 90, wherein the processing circuit is further configured
to

instruct an authentication server to provide another master key for

communication with the second access point and to discontinue use of the first

temporary key.
93.  The processor of claim 90, wherein the processing circuit is further configured
to

generate a second temporary key from the first temporary key used for
communication between the second access point and the access terminal, and
instruct communication utilizing the second temporary key between a third

access point and the access terminal.



conmuni cating with a first access point utilizing a

mast er key; generating a first tenporary key fromthe
wore@soe498®ey; and communicating with a second aPCEES2007/076800

point utilizing the first teq&grary key. 91. The

processor of claim90, whereid¥the master key is a

second tenporary key used for securing the

GHMMUMHE @ch@ﬁop Bf %\ﬁﬁﬂ 9, ivhERin ﬁh%fp?f&%sﬁﬁ% rdtrcﬁmk fufer configured

access termnal. 92. The processor of aim9

ttherein the proceSS|ng circuit is further conflgured

to i nstnreu t an, aét,[genotrlace}(tl n s revn%{tt ?(F rovi de

anot h&y %?8?(@‘ gl U ca W t he second

accesmsﬁmtn&or@ﬁdmtmdﬂ §60AhE NHE s@&ﬁldofeniﬂaﬁarilil{eﬁjt between a third

tenporary ke 93. The processor of claim90, wherein

ﬁ%@$ﬁ$%@%%@ﬁ%§W@P$éﬁmvn@s further configured to

generate a second tenporary key fromthe first

tenporary key used for communicati on between the

9g&conthaporssopof nkaimd, tvhercacthegsotessing Batyit &nirther configured

i nstruct communi cation utilizing the second tenporary

Kby between a third access point and the access

term pah.Qtaccdii§opitgcessor of claim 90, wherein the

processing circuit i's further configured to generate a

seconadd mwpssrmmys foean dctiversdtioé acmsy pointsey theynst rdactified; and

conmuni on uti t he second t enpor k :

bor wotish et ke e R shac SR oiy o Havubl e i asire sor.
95. The processor of claim90, wherein the processing
circuit is further configured to scan for access

poi nts; add access points to an active set of access
points as they are identified; and establish a secure
key with each access point as it is added to the

active set.



