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(57) Abstract

A system (800), device, and method allowing a host device (102) to communicate with, and initialize, an uninitialized peripheral
device includes, on the peripheral device (300), logic for storing a separate mask corresponding to each of a plurality of memory locations,
and logic, responsive to a request for reading a memory location, for outputting a bit—wise exclusive-OR of data stored in the memory
location and the comresponding mask, the mask is equal to a bit~wise exclusive-OR of a predetermined configuration value and a preset
value, if the memory location is not preprogrammed with configuration information, the bit-wise exclusive-OR of the data stored in the
host device is able to communicate with the peripheral device, the host device programs the peripheral device by storing in the memory
location a new data value equal to the bit-wise exclusive—OR of a new configuration value and the corresponding mask.




Eby t he. PCl peripheral device. Therefore, a typical PCl peripheral device

I ncl udes either hard- coded logic or a programmabl e non-vol atil e
menory for sworgemss8onfi guration information. Were harRETEGHeM7843 gi ¢
is used for storing configuration information, the configuration

I nformati on cannot be changed once the configuration information is

hard-coded in the | ogic. Were a progranmbl e 30 non-vol atile nmenory is
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must be pre-programred before theNEITERG ERIPEERAL devi ce can operate on the
PCl bus, although the configuration information can be subsequently
changed if necessary by re-programm ng the programmabl e non-vol atil e
menory.sThis |atter approach is preBackgdowndr the hard-coded
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manuf acturing of the PCl_ peripheral device, and t herefore adds a
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accordance
o and from the peripheral devices. E_ach peripheral device on the PCl bus, referred to as a “PCl

20  peripheral device,” supports and participates in the PCI bus protocol. During startup of the
computer system, each PCI peripheral device is identified and assigned any computer system
fesources that it requires. _

In order to be identified during computer system startup, each PCI peripheral device is
capabie of reporting certain information (hereinafter referred to as “configuration information”)

25  which identifies the PCI peripheral device and indicates the computer system resources required
by the PCI peripheral device. Therefore, a typical PCl peripheral device includes either hard-
coded logic or a programmable non-volatile memory for storing configuration information. Where
hard-coded logit: is used for storing configuration information, the configuration information cannot
be changed once the configuration information is hard-coded in the logic. Where a programmable

30  non-volatile memory is used for storing configuration information, the configuration information
must be pre-programmed before the PCI peripheral device can operate on the PCl bus, although
the configuration information can be subsequently changed if necessary by re-programming the
programmable non-volatile memory. Th_is latter approach is preferred over the hard-coded
approach due to the abiiity to change the configuration information if necessary, for example, due

35  to asoftware or hardware upgrade of the PCI peripheral device. However, the step of pre-
programming the programmable non-volatile memory is an additional step taken prior to instaliation
of the PCI peripheral device, typically during manufacturing of the PCI peripheral device, and
therefore adds a certain cost to the PCI peripheral device. A PCl peripheral device that is
programmable but also requires no pre-programming is desirable.
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with the present invention; 10 FIG 5 shows a diagramof a

preferred enbodi nent of the Enbedded ROM Logic 422 in accordance with
the present yiy@fgsizgn; FIG 6 shows a diagram %-m,ggg,ﬁsegred
enbodi ment of the Qutput Sel ection Logic 438 in accordance wth t
present invention; " Brief Déseriptlors¥tHSpRAWIgPW chart of a method for
providing confj rat lon information values in a1l PCl peripheral device

i n accor dalRdt® f9a preferred enbodi nent of the present invention;
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the art. Amrlﬂlmpmsennmﬁhﬂbn 1, the conputer system 100 includes a Host 25

Centr ahg Processggos Hiaivk a @QEH)n ot Bpefe%& SRBdditaEAt btnd Ehbedde RbI REgiSdtipar e

prograns that control the operation of the conputer system 100. The
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112" and '%yéﬂgﬁtﬁﬁeﬁﬁs%ntmvenb@n PCI Perlpheral 112") for provr di ng
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various i nput output ca Ities for the co
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conput er syst enfil€00ShoHp ﬁ@?'\’ chart of 2 Bedod fof prayidi éBD %“ﬁ?g" 'EEHP?“HEJV?"I'?@ ol t vvar e
progr ans 3RCI perptecideyie mactdidanbiowith (refed@Pemimditheal of thefprasemtiinyentiog; dat a used

by the Host CPU4d08¢Hael akil Rgfa computere érrpﬁﬁ?)"uﬁ;llu%ln&%&h rior art PCI PenpheraIsThe
Host CPU 102, t ave erent
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102, the Mewory 104, and the Per.i pheral s 112 to interface with each
other, the conmpgey stﬁ%hﬂméﬁgoﬁéS:chbci‘fal-M%rn%a%&ﬁgu&%hﬁérﬁéi&%tuéﬂ@ The

Cache/ B
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PCl Peripherals 112 by neans of a PCl Bus 114. The Cache/Bridge 106

coordi nates transfers of informmt be@,,edpesc,',mnween t he Host CPU 102, the
Menory 104, an a_ PCl
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Per i pher al workstation as is !S@OV&\I in e att.cds shoyn M@etﬁhe@gwﬂer Systemn 400 ingludeg gtiostes such
as a bgse @ﬂﬂél@&&essung Unit (CPU) 102, predominantly for executing software programs that control the
operation of the computer system 100. The computer system 100 also includes a number of PCI
Peripherals 1121 through 112y (referred to collectively as “PCI Peripherals 112" and individually as
a "PCl Peripheral 112") for providing various inputloutbirt capabiltties for the computer system 100.
The computer system 100 further includes a Memory 104 for storrng the software programs
30 executed by the Host CPU 102 and a!so for storing data used by the Host CPU 102 and the PCI
Peripherals 112.
The Host CPU 102, the Memory 104, and the PCI Penpherals 112 have different interface
requlrements Therefore, in order to allow the Host CPU 102, the Memory 104, and the
Penpherals 112 to interface with each other, the computer system 100 also includes a
35  Cache/Bridge 106. The Cacheandge 106 is coupled to the Host CPU 102 by means of aCPU
Local Bus 108, to the Memory 104 by means of a Memory Bus 110 and to the PCI Peripherals
112 by means of a PCl Bus 114, The Cache/Bridge 106 coordinates transfers of information
between the Host CPU 102, the Memory 104, and the PCl Perlpherals 112.
Before a PCI Peripheral 112 can operate wrthm the computer system 100, the PCI
40  Peripheral 112 must be aliocated any system resources that it requires such as a base address,



2 . WD 99/ 63428

PCT/ US99/ 07843 menory, and interrupts. Therefore, during startup of
t he comput er W2¥@M38100, the Host CPU 102 execut es conf i BOFASIMTS
software that is stored in_ the Menory 104. The co#fi‘guration sof t ware
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and devisxce rumpedha bevideddentifithtian number codelvice seriat number, néviceriuelinmnra'q;imnteh{si eﬁ t he
PCl Peri ph Walal . el e - re the
system r gqﬁ‘fa?ée%%“n;%;@%ﬁ@%% | i'?‘gg&%f‘eqﬁ%emds%l érgtec%ig'e%‘éarpg?m%%zﬂ@ :
After receiSPnigyralieninfopnation identfiesthefCtLeripheral 1 iranddndicaiseito he ponfiguration 112, the
conf i gur at i sofwdr® thesgstérpigairenients @ad eapabilitize obthe PEEReripheading., and i nt errupt

resources to th ar | Fﬁﬁﬁ : . . | rements

of each PClI Per %&E&%%ng {e'&'ﬁ%%%ﬁg?q E)me?%ﬁ?&ﬁ%'pgg@ ﬁ%,;&n@&nﬁ&ﬂé{%hl eto

oper at elf tSoftware pliocalgsPase afdresssmement.@ad interrupt resources to the PCI Perigheils 112 t ypi cal

PCl  Peri phesaséd dnlthe @stehﬂe&jiremehtéﬁehérepcamtﬁphﬁaal $meeim|l F%jrﬁiher?ls gm&e tthenl |

PCl Peri phepal ' . i ck 201 that includes substantially
il o U S B

all of the n e specific functions of the PCl
Peripheral - 112. Ai@d shows aiyrical §C! Pesippsrpli1d2 ps i3 kaewsoiahecrt. As shownyin Big. 2, the
Appl i cat | orpcipefphefal12¥ich@e$4 Bgic Blbck0M that iNcilides substdntiglly @il BY thalogioToRb| e Gat e
e e st RGN 8 85T ALpASAN° L IR BB 39,
al'So | ncl udaan APRiEatin Bresite INSOBHRY PN (ASIC P Ie PrampIeatiedate ATy AHEGAY or
menory ( EERhieivbroskboroésporisive nhr@rgﬁgrséﬂmtbbﬂnﬂm%hﬁbhﬁﬁtbﬂe_s irf’@l@@biafédh@?ﬂ}i i ng
bl S o TR AR b B 3 el b b B |
bl ock 201 tBemPRFEREOM) R10enotharRiogRmmebiepanvaatiesmemoneforsipringrerfigeration
The | ogeec bihfosetitDdndiothet deke STHE gicl biticie 26 16i6 EouplRgitsthe BBPRORMI210 thréi@highed to the
PCl Bus 1 14in{e9ace that allows the logic block 201 to read data from, and write data into, the EEPROM 210.
The iogic block 201 includes PC! Interface Logic 202 that is coupled to the PCI Bus 114 to -
provide a PCl-compliant interface to the PCl Peripheral 112. The logic block 201 also includes
Peripheral Specific Logic 206 for implementing specific device functions such as network interface
25  functions for a network interface adapter, or modem functions for a modem. PCI Interface 'Logic
202 and Peripheral Specific Logic 206 are coupled to, and interface through, Registers 204. The
logic block 201 further includes EEPROM Interface Logic 208 coupled to the EEPROM 210 and to
both the PCI Interface Logic 202 and the Peripheral Specific Logic 206. EEPROM Interface Logic
208 allows the PCI interface Logic 202 and the Peripheral Specific Logic 206 to interface with the
30 EEPROM 210. Specifically, the EEPROM Interface Logic 208 allows the PCl Interface Logic 202
and the Peripheral Specific Logic 206 to read configuration information and other data from the
EEPROM 210 and to write configuration information and other data into the EEPROM 210.
_In the PCI Peripheral 112, the PCl interface Logic 202 obtains configuration information
during computer system startup by reading corresponding memory locations in the EEPROM 210.
35  lfthe corresponding memory locations have not been programmed with valid configuration
information values prior to startup, then the corresponding memory locations will contain preset
values that, in a typical programmable non-volatile memory such as EEPROM 210, are equal to all
ones. Thus, the conﬁuration information read from the EEPROM 210 and sent to the
configuration software will be equal to all ones. Configuration information comprising all ones is
40  invalid, and therefore the configuration software will be unable to identify the PCI Peripheral 112
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memory location is the all ones value, the resulting masked value will be equal toa predetermined
default configuration information value. Thus, in a preferred embodiment of the present invention,
the PCI peripheral device requires no pre—programhiing in order to operate within the computer
system. ' - '

25 Once the configuration software is able to communicate with the PCI peripheral device
using the default configuration information, the configuration software (or other software) can
modify the configuration information if necessary. In order to change a particular configuration
information value to a new configuration information vaiue, the software stores a new data value in
the corresponding memory location in the programmable non-volatile memory on the PCI

30 peripheral device. The new data value is selected so that the masked value that is output by the
PCI peripheral device is equal to the new configuration information value. Therefore, the new data
value is equal to the bit-wise exclusive-OR of the new configuration information value and the
corresponding mask. The software uses standard PCl-defined data transfer mechanisms to write
the new data value into the memory location. Thus, a preferred embodiment of the present

35  invention provides means for re-programming configuration information.

FIG. 3 shoWs an exe_mplary embodiment of a preferred PCI Peripheral 300 in accordance
with the present invention. The PCI Peripheral 300 includes a logic block 301 that includes
substantially all of the logic for performing the specific functions of the PCI Peripheral 300. Logic
block 301 is preferrably embodied in an Application Specific Integrated Circuit (ASIC), although the

40 logic block 301 may also be embodied in a Field Programmable Gate Array (FPGA) or a
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accor daffe aways receives masked values because the PCI Interface Logic 202 must be able to provide the

configuration information whether or not the EEPROM 210 has heen pre-programmed. The
Peripheral Specific Logic 206 receives unmasked values because the Peripheral Specific Logic
206 uses the EEPROM 210 for storing application-specific data, and generally does not need to

25

access the configuration information.
35 As shown in FIG. 4, the Control Logic 302 interfaces with the PCI interface Logic 202 by
means of three signals. The Control Logic 302 is operably coupled to receive, as inputs from the
PCl interface Logic 202, a chip select input signal (CHIP SEL) 402 and a data input signal (DATA
IN) 404. When the PCI Interface Logic 202 needs to access the EEPROM 210, for example, to
read or write data, the PCI Interface Logic 202 asserts the chip select input signal 402 by driving
40 the chip select input signal 402 to a logic level one, and sends commands on the data input signal
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one. Thus, in the preferred embodiment, ACCESS_MODE signal 304 determines whether the PCI

Interface Logic 202 or the Peripheral Specific Logic 206 has access to the EEPROM 210. Data
" signal 420 is routed to both the EEPROM Inteﬁaoe Logic 208 and to Embedded ROM Logic 422.
25 Embedded ROM Logic 422 (descrj_be_d in greater detail with respect to FIG. 5 below) is
“operably coupled to receive the chip se_I,ect:signal 418 and the data signal 420. The Embedded
ROM Logic 422 includes, among other things, the hard-coded Iogid for storing the masks. When
the chip select signal 418 is asserted, the Embedded ROM Logic 422 mimics the functions of the
EEPROM 210 by decoding commands on the data signal 420. If the command is for reading a
30  particular memory location in the EEPROM 210, the Embedded ROM Logic 422 outputs the
corresponding mask on signal 426 in sybchrobization with the data output by the EEPROM
Interface Logic 208 on signal 428. If the command is not for reading a particular memory location
in the EEPROM 210, then Embedded ROM Logic 422 ignores the command.
Signals 426 and 428 are routed as mputs to Bit-Wise Exclusive-OR Logic 424, which
35  outputs, as signal 430, the bit-wise exclusive-OR of the signals 426 and 428. Signals 430 and 428
are routed to the data inputs of a Multiplexer 434. The Multiplexer 434 also receives the
ACCESS_MODE signal 304 as an inpuf from fhe Registers 204. Multiplexer 434 outputs, as
output data signal 436, one of the signals 430 and 428 based on the state of the ACCESS_MODE
signal 304. Specifically, Multiplexer 434 outputs the signal 430 if the ACCESS_MODE signal 304
40 is at logic level zero (which is the defau!t logic level), and outputs the signal 428 if the
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As shown in FIG. 6, Output Selection Logic 438 is operably coupled to receive the .
ACCESS_MODE signal 304 from the Registers 204 and the signal 436 from the Mulitiplexer 434,
A first AND Gate 602 controls the data output signal 410 which is routed to the PCI interface Logic

25  202. Asecond AND Gate 604 controls the data output signal 412 which is routed to the Peripheral
Specific Logic 206. The first AND Gate 602 is activated when the ACCESS_MODE signal 304 is
at logic level zero.. Therefore, ACCESS_MODE signal 304 is routed as an input to an inverter 606
that outputs inverted signal 608. The first AND Gate 602 is operably coupled to receive, as its two
inputs, the inverted signal 608 and the signal 436 from the Multiplexer 434. The second AND Gate

30 604 is activated when the ACCESS_MODE signal 304 is at logic level one. The second AND Gate
604 is operably coupled to receive, as its two inputs, the ACCESS_MODE signal 304 and the
signal 436 from the Multipiexer 434. When the ACCESS_MODE signal 304 is at logic level zero,
the first AND Gate 602 outputs the signal 436, while the second AND Gate 604 outputs zero.
When the ACCESS_MODE signal 304 is at logic level one, the first AND Gate 602 outputs zero,

35  while the second AND Gate 604 outputs the signal 436.

The various mechanisms described with respect to FiGs. 4 and 5 are demonstrated by the
following example. We first suppose that a valid default configuration information value
corresponding to a particular 16-bit memory location in the EEPROM 210 is equal to 0x342F
(where “0x” indicates hexadecimal). The 16-bit memory location in the EEPROM 210 is preset to

40  the all ones value OxFFFF. The corresponding mask associated with the 16-bit memory location is
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30 Thus, the Control Logic 302 can be described generally by means of a series or sequence '
of steps comprising a method for prov:dmg conﬁguratton mformatlon values in a PCI peripheral
device, as shown in FIG. 7. The method 700 begins in step 702, and proceeds to receive a
command for accessing the programmable non-volatile memory in step 704. The method decodes
the command in step 706, and determines whether or not the command is for reading a particular

35  memory location in the programmable non-volatile memory, in step 708. If the command is for
reading a particular memory focation (YES in step 708), then the method proceeds to produce a
masked value that is equal to a bit-wise exclusive-OR of an actual data value obtained from the
programmable non-volatile memory and a corresponding mask from a hard-coded logic. In order
to produce the masked vaiue in step 710, the method selects the corresponding mask from the

40  hard-coded logic, in step 712. The method receives the actual data value from the memory, in
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Decodi ng Lo%formatnon (d;ontroPLogvc 3 § shown in FIG. 3 and described in greater detail in FIG. 4, allows

the PCI Peripheral 300 to report default configuration information to the configuration software
.during computer system startup. Therefore, the PCl Peripheral 300 is able to operate within the
computer system 800 even though it is not pre-programmed with configuration information.

25 Computer system 800 can be described generally as a system having a host device in
communication with a peripheral device. in the preferred embodiment, the host device is the Host
CPU 102 and the peripheral device is the PCI Periphefal 300. The host device includes means for
communicating with the peripheral device, which in the preferred embodiment includes
communicating through the Cache/Bridge 106 over the CPU Local Bus 108 and the PC| Bus 114.

30  Alternatively, the host device may include its own PCI interface logic for connecting directly to the
PCI bus. Also, because the present invention is not fimited to use with PCI peripherais, the host
device may communicate with the peripheral device over any of a number of other communication
links.

Once the PCI Peripheral 300 is able to operate within the computer system 800, the

35  configuration software (or other software) running on the host device can modify the configuration
information in the PCI Peripheral 300. In order to change a particular configuration information
value to a new configuration information value, the configuration software (or other software) writes
a new data value to the PCI Peripheral 300 which is stored in a corresponding memory location in
the EEPROM 210. The new data value is equal to the bit-wise exclusive-OR of the new
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AND Gat e 69%9%&9@09&%9@5&@ ﬁxemléc%mbmer &ea%aaq' eﬁh&@m@m e ateput s the

signal 43 chani described with respect to

FIGs. 4 an'd"°5""élr"ée Rﬂ%ﬂﬁ’ﬂ%ﬂ‘%{?ﬁ!ﬂw% "P’P?@"“ °"e'af‘61“?'(§$ﬁﬂ’§ eaampénerws i r st
suppose t heammunicationchethofia Al suchamnfoodiments arerintended torfalt within thesscape of the present
correspondinpghtibf? @ particular 16-bit menory. Iocation in the EEPROM 210 is

| 0Ox342F d 6 b
L gh T n p Evledpeqi AT yertof apelss SpE MY 1§ RO RIPraraL vk T B Prre T

cor r espondeprgrentioitheskierbdrtisan thatihe presendinuegtion ¢an tbe Bppligd mokegenespllyiteother

7 *applications that need to be programmable but not pre-programmed with default configuration
information. All such applications are intended to fall within the scope of the present invention.

The present invention may be embodied in other specific forms without departing from the
25 essence or essential characteristics. The described embodiments are to be considered in all
" respects only as illustrative and not restrictive. '

" What is claimed is:

10



WO 99/ 63428 S

PCT/ US99/ 07843 equal to the hit-w se exclusive-OR of the default
confi gurati orWOAY6HAt i on val ue 0x342F and the preset valPGENSAYHIEE
menory | ocation OXFFFF, which equals OxCBDO. Thus, the value OxCBDO is
programmed into the Enbedded ROM Logi c 422 and specifically into the Msk
St orage Logi.c 504device for oMputtingladiRaskiéd valuatfie il datstdred)in@n 2érak rhetigpy device, thead

the 16-bit ian.fihe val W ' t he
161 e el Bl eyl B i it oodions (5Pl Bt e ot

cor r espondi $\grastgEaed ¥ CBDO i s obt ai ned from the Enbedded ROM Logic 422 on

si gnal 426. The mask stoBigk iodic3e storiny asipsirateChlask &t ieeichiot dheplidlity ot meinbg val ue
OXFFFF wi t h, gﬂgnscg.[dr espondi ng mask OxCBDO and outputs the val ue 0x342F
on signal Ve o piad ) _ W& now suppose that the default configuration

i nformation val UeSi®fEIRINSIVA RT8ayest ferreading a meynery josetions ferroulpitiing p enasited vajue o
new conf i guéqabiitoa bit-wise exthisive OR\bhli£ stored Ne mbibry Tikashtand bicoiedfonding mask

comuni cat i i .peripheral using the default val ue 0x342F, the
configurati@%@%?’{g%ﬁa&q’g'&(or ot her software) re-prograns the PCl

peri phettl device by witing a new data value into the 16- bit menory
| ocation i nat he TheldB¥dd of tim TNareieiact aiasdk abute toB ISt wilee@usile-DRAta When

conbi ned i ' iﬁ%l%m i bit-w se excl usive-OR operation,
t he new con?rledge&!r"té'{ﬂle%%%ﬁ# o'rg?ra 1 on i‘@‘%s%aﬁ‘% Ox8AB4 i s obtained. Therefore,
the new data value is equal to the bit-w se excl usive-OR of t he new

confi gurati®n i nfherdevids of Blaivred wikrdi BABrksatvaiué Reqli@tkaranGREvaluehi ch equal s
0x4164. Thus, the new data val ue 0x4164 is witten into the 16-bit

menory I]%cati'on in the EEPROM 210. ~ Now when the PCl Interface Logic
202 attenpt$ to Thesaviears claig hivhersinihp jogicifereutpiiting the maskeg|value is further 0x4164 i s
obt ai ned f renaraclaszediby:bi t nenory | ocation in the EEPROM 210 on signal 428,

and the 20 cor i i s.0btai the Enbedded ROM
Logi c 422 on si grghai 'ggﬁﬁ%ﬁg&%g%ﬁ%}‘{ﬁ%’g%ﬁ%%& Logi ¢ 424 conbi nes
the val ue 0x4164%FF1N lagitdoregipsting Bsisamrergonpingimask from tipmashgioss lsigi gndt s the
val ue 03BAB4 on Istivisesdxcldsh@-OR logic, operably couplBd o REENEhE Bsla o tHeGbcelvidgiidgic302 -

i ograt ed G0 uerePARRE itk i e AR P8t o B Pt Bl S

Nunerous al ¥¥native enbodi ments of Control Logi c 302 are possible. In one

alternative ~enbodi nent (not shown), Control Logic 302 is enbodied as
a program tdat iheUbAEH cibith AWk the selectin¥ Béi@'ﬁs' %gragigﬁgéﬁ Yy-and used in .
ce, e progra%nable | ogi c

devl co. Ty i ol (B e g lepiemtioH P REAH BTN SREOTAr T 2y ( FPGA) or
a M cr opr ovask sejectioddgic, operably couplEH trsthe tidveditip lobic @ahd it raaskGRraya foghe
described ogryeeiigh MamdFFBERIoPhdiBatstHolERe codiffIBGE S5 for selecting the
corresponding mask from the mask storage logic; and
mask output logic, operably coupied to receive the selected mask from the mask selection
30  logic, for outputting the selected mask in synchronization with the data.

_—

LT
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of steps conprising a nethod for providing configuration information val ues

in a PCl peripheral device, as shown in FIG 7. The nethod 700 begi ns
in step 702, wyWehfagceeds to receive a command for accegghisgohaes
programmabl e non-volatile nmenory in step 704. The method decodes t he

command in_step, 70 nd.d Lm._nes r._.Qr t ommand i.s for
reading a parti .ﬁ'fa@f’d %Bo"'tpuﬁ%'ﬁg%g%&ya?%ﬂgf’%tgf ﬁ@bﬁ-%@%’fﬁ%’%ﬁ'@%gﬁ@‘ffol atile
nmenory, i ntheexemnaigemonfdeyipehayvingadivpiity of memory locations fegsiping datapthe Methad ar
menory | océHaterizedbiptherstep 6 708),” then the nethod proceeds to produce a
masked val ue tha% Js erg&h%L féqeaad.,}éi ERIT R &)ﬁ&{.usi ve- OR of an actual data
ellngrﬂ~| t for | amrmé@?
the -progra

val ue obtained F om N ‘e non-vol atile nmenory and a
correspondi ng raesvvinoteadaia Hierpdin dhsdermanyigeation from the gternal memory deviseioduce t he
masked val ue i reefeting akdfespbritingiidsk f6in aela8k étSragdiegic;@hd espondi ng mask from

the 40 hard- Cc%g\%ﬂinb%: d%té a'n@ m%tc‘é‘-PesZ&%mgmék US&M&@&S&M&%&R %péa}gt}oHal data

val ue fromthe nenor

8 to produceytheygasked vaiue. |

PCT/ US99/ 07843 step 714, and conbines the mask with the actual data
val ue i a bit-w =5 . r.al | i 716. The met hod
term ni[abtseg79 in gthtgbf\l%go F&%ﬁn%%’h&%m% mﬂ |sd%@§lrt€%g§5}ras%%>\%{§&§%g opl;gef erred
Control Loyedstezmipedenpliguratian yalug ang ajpeesetyalie.gur ed so t hat t he PCl

I nterface Logic 202 receives masked val ues and the Peripheral Specific

Logic 206 & MGLSINES MRS SR elithe!set MHILGE Q418 3t ST AL e, enbodi ments of

Control Logic 3 are possi ble. alternative enbodi ment (not
shown), CQutput Selection Logic 438 may be elim nated by routing signal
436 toishotd) datime@nstrod bf Gdig B@ahereihlle Aepchf 4didcting the yértespohding efaskicdrdnethBat i ve

enbodi nment : : . . Sel ection Logic 438 and _
Mul tipl exe"r‘asﬁﬁtf(aﬁg%tgg?% I m,“}a%tgtggmgégp%ﬁti ng ~signal 430 to data out put
si gnal 410 and 9eeqfnoRy reausatn °’42'8°_Péa'ﬂaf'&"l?[Yt'?ﬁéf'm‘s'P%éﬂ"th&@f?""&"ﬁer 10 '
al ternative enlyerttigtiesnask basel en tieenemppncomtivn ihdicakdie skilled arti san.

The preferred Control Logic 302 shown in FIG 4 works in conjunction with a
seri al EEPROM 210 that outputs one bit at a tine. Aternative

enbodi %Pent@' of Qwéte@dﬁynpqﬂ hq_sbgqv gﬁlgdmg Iog:c for sgndmg a request to a peripheral deyuce

for reading 2 memory location and a memory device having a plurality of memory locations for

storing data, the peripheral device characterized by:

_ . mask storage logic for storing a separate mask for each of the plurality of memory

locations; and : ' ' '

25 logic, responsive to the request for reading the merhory location, for sending a
masked value to the host device, wherein the masked value is equaltoa bit-wise exclusive-OR of
data stored in the memory location and a corresponding mask from the mask storage logic.

gy
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may “be, used wi th an EEPROM or other programmabl e non-volatile nmenory that
outputs data in parallel. One alternative enbodi nent (not shown

i ncl udes nDdWO%9¥3428bedded ROM Logi ¢ 422 15  which out puts tHF/HO7
paral l el, and al so includes nodified Bi ébw se Excl usive-OR Logic 424 for
receiving signals 426 and 428 in parall ( and outputting the resulting

masked val ue serially as signal 430. O her alternative enbodi nents
wi |l becone apparent to the skilled artisan. FIG 8 shows a
conput er system 800 indf(?é ng both prior ar Cl Peripherals 112 as well
as a PCl Peripheral 300 accdiPfance with present inve n. PCl

Peri pheral 300 is typifally 20L00Ahstal | ed fi nto t HEMORYD syst em 800

wi t hout being pre- progHasTed wibBUS CBB@%%@DI . BUS i ion. Control
Logi ¢ 302, shown in H @py3 fahd descr 8 eat er {le FIG 4,

al | ows t he PCl eral 200 TO rgport defauls c Tguaration
information to the confi guratm@n sof twar e ddl@ng conput er system

startup. Therefore, the PCl Peripheral 300 is able to operate within the
conput er system 80Q, even though it is noty pre-programred with cnfiguration
information. 25 COTTPUT €T SYSTERCp@gscan pe descrioed gendyally as a
Systemhavingah crevTrce—Ty O v Tt Wi aperTpher al

device. In the preferred enbodi nrent ,e tdhe host device is the Host CPU
102 and the peripheral devicegyis the PCl Perypheral 300. The host/ device

i ncl udes neans for OTgeT cay i ng W TNpeyie Ppri pheral devikg, which in
the preferred enbodi nent 'P m&tﬁi ing through the

Cache/ Bri dge 106 over the—eHg-Eeeal Bys hedRCl Bus 114. 30
Alternatively, the host device may inpgbude its own ‘yé\l interface logic for

connecting directly to the PCl bus. Al so, because the present
invention is not limted to use with PCl pdRIGhMREl s, t herhost devi ce
may communi cate with the peripheral device over any of nber of ot her
conmuni cati on | i nks. t hg PCl Peripheral 300 is

able to operate within the conputer=~syste 00, “The 35 configuration
software (or other software) running on the host device can nodify the

configuration information in the PCl Peripheral 300. In order to
change a particul ar corpyEroMat i on i nfornation value to a new
configuration informp{pbBysatiale, the configuration software (@12 other
software) wites a pew data value to the PCl Peripherdl 300 which is
stored in a coresporcingrenory—tocattomrTn tthe—EEPROM-216—The new
data value is efjual to the bit-w se excl usive-OR of thd0BESVBLOCK 201
0 ¢\ 202 204 206

PCI PERIPHERAL

INTERFACE [=——REGISTERS [= =1 SPECIFIC
LOGIC LOGIC

/208

EEPROM INTERFACE LOGIC

)
\
EEPROM | 210
PRIOR ART

FI1G. 2



WD 99/ 63428 ] L
PCT/ US99/ 07843 configuration information value and the correspondi ng
mask. The sofigwfegs@ses standard PCl - defi ned data tranpgfTarsesn7s843
mechani snms to wite the new data value into the nmenory | ocation

Thus, the configuration software (or ot2/ software) perforns a series or
sequence of steps conprising a nmethod for nodifying a particul ar
configuration information value in a PCl peripheral 5 devi ce, as shown
in FIG 9. The nmethod 900 begins in step 902, and proceeds to determne a

new configuration information value in step 904. The net hod selects a
correspondi ng mask, in step - 906, and produces a new data val ue equal
to a bit-w se exclu3|véHnTRﬂﬁ t he neM/conflguratlon i nformation val ue
and t he correspondi ngPCIaBUS 114n step 908. The net hod then wit3H t he new

- data val ue into a dorresponding nmenory |ocation in the PCl peripheral
devi ce usi ng st [ anst er chani sns, ep
910. The method| ternminates in step 999. ROGICI BLHCK bed
herein can be e ete conponengiyllntegrate@ug rcui
progranmmabl e | opi } tion mnth a/progr amebl-eilog devifce
such as a Field _ F ' , or
any ot her neansj i o/ o (& i mabll € | ogi c
can be fixed te i i .nglble h5 LO such as a
read-only nmenor i a di sk, or other .torage medi um
Progranmabl e | ogi din

a carrier wave, ) itted
over an interfagcel such as a conputer aﬁﬁ comuni cat i on rk.

Al'l such enbodi ts| are intended to B&mfpﬁp% the scope of the present

i nvention. 20 Wil e the present rnwention applies speciticallly to a
PCl peripheral depice, it will be agﬁgrent to20Be skilled art} sfan
that the presen nvention _can be applied re genfrally to other

applications thiat| nged to be prog b re-progranmed wifh

default configu i i nf orm iﬁﬂﬁﬁtcg @dplgppl i cations efn ended"
to fall within fhe sCOpe o € presen entron Thie
present inventipn_may be enbodied in other specific forms without d pbrtlng
fromthe 25 -essence or essential charactleristics. The descri bed :

| ~enbodi nents arej to be conS|dered in al - 4 espects only as illustfative

and not restrictive. EEPROM 210

FIG. 3



What is clained is:
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1. A device for outputting a masked value fromdata stored in an .
external nenory device, the external nenory device having a plurality
of nmenory | o@iy for storing data, the device char aatTeusosemBady: 5
mask storage logic for storing a separate nask for each of the plurality of
menory | ocati ons; and 4/6 | ogi c, responsive to a request
for reading a nenory location, for outputting a masked val ue equal to
a bit-wi se exclusive-OR of data stored in the nenory Io%%ion and a
correspondi ng mask fromthe nmask storage |ogic. 2. The
device of claim 1l wherein each mask is equal tq. Li-wi se excl usive-OR of
a predet erm ned configuration value and § pMASKet {val ue. 3.
The device of claim2 wherein the preset val ue|iSSO0RBAGEal to an all ones

val ue. 15 4. The device of claim31 wh¢rdOBIG h¢ | ogic for
outputting the nmasked value is fu%hger charagteri z by:
receiving lLogic for receiving the ta s_togg in the ne | ocati on;
selecting logic for selecting thhe correspdndi ng na$k from t he nask storage
| ogi c; and 20 4181t-w-selexcl usi Yef OR | o@i cyaggpefably coupled to
receive the data fromthe recei @E@IN%' b »ISaEdTIONS correspondi ng mask
fromthe selecting | gghc., for de 5 i g and odtpeei¢ n§ the nasked

val ue. 5. e devi cé—of—ecta eT e~selecting logic is
characterized by: 25 508 he request for
readi ng the nmenory | ocati on; mask selection | ogic, operably
coupled to the decoding logic.and to the nmask §T0] ogi c, for
receiving a nenory | ocation indicator fromthe } 1ogic and for

sel ecting the correspondin sk fromthg > jorage | ogic; and
mask output |ogic, operably cou to receive : ected mask fromthe
mask selection 30 logic, for outputting the selectied mask in

synchroni zation with the data.

FIG. 5 &
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WO 99/ 63428 e
PCT/ US99/ 07843 6. A net hod for out putting a nmasked val ue from
data stored WO 63428t er nal nmenory devi ce, t he external FEHEPPY/HRP; ce
having a plurality of menory | ocations for storing data, the nethod
characterized by the steps of: 5/6  receivi ng a request for
reading a nenory |location; 5 receiving the data stored in the
menory location fromthe external mermory deviZzge, - selecting a
correspondi ng mask from a mask storage |l ogfc; and conbi ni ng
the data and the correspondi ng mask usdEBfNa b|t w se excl usi ve-OR operation
to produce the masked val ue. 10 T e nethod of claim®6 wherein the
mask is equal to a bit-w se excl usive-OR a term ned
configuration value and a pr eset val ue. e nethod of claim?7
o6 O~—arf e. 15 9. The

wherein the preset value ig .
met hod of claim6 wherein fhe st EIVE @g“m@plpmthe orrespondi ng mask from
steps of:

t he mask storage | 0gij CAGCESSING" RON-YOLATHILE MEMDRY
decoding the request in order_to obtain a nenory |ocgtion indicator

t herefrom and sel ecting tthe mask based on the nenory

| ocati on indicator. 20 10. A syst qm havi n,g/"ywt devi ce i ncl udi ng

|l ogic for sending a request to § peripneral devi|c for reading a
menory | ocation and a nenory deyi CBEQQEEGWMANQ)I drality of menory |ocations
for storing data, the peritpherat—gev+ee—eHaracteri zed by:

708

NO

/710

PRODUCE MASKED VALUE /712

SELECT A MASK FROM
THE HARD-CODED LOGIC

l ( 714

RECEIVE ACTUAL DATA VALUE
FROM THE PROGRAMMABLE
- NON-VOLATILE MEMORY

| 716
\ C
COMBINE THE ACTUAL DATA

" VALUE WITH THE MASK USING A
BIT-WISE EXCLUSIVE-OR OPERATION

- 799

700
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mask storage logic for storing a separate mask for each of the plurality of

menory | ocations; and 25 | ogi c, responsive to the
request for kpanskdagst he nenory | ocation, for sending a PEGESEoYREUE
to the host device, wherein the nasked value is equal to a bit-w se
excl usi ve- OR of data stored in the6fenory |ocation and a
correspondi ng mask fromthe nmask storage | ogic.
12 102 CPU 106 104
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1087 { 110
< oL Bs__ |
I o & @ I I
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1121 112y 300
FIG. & =
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DETERMINE: A NEW CONFIGURATION
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l _ 906
- SELECT A CORRESPONDING MASK
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