WO 01/ 71599 Softgoods Distribution Via A Network Field of the invention 11
AUG 2004 PGI/ S&00/ 00073 This invention relates to softgoods diftyrirbgt bk
via a network and refers particularly, though not excl m@{;&rl @9

sof t gQWANHF%R ri buti on whereby the softgoods can be pre- 2" & prior to
di stribution. Definition Throughout this specification a reference to
sofigoods is taken as including a reference to software as well as data.
Ref erence to related applications Reference is made to earlier patent

appl i cati ons nunbers PCT/ S&9/00037 filed 10 march 1999, S&903604-8 filed
24 July 1999, and S(903866-3 filed 11 August 1999 (the "earlier
applications"”). The contents of the earlier applications are hereby

i ncorporated by reference. Backarqund to the invention Sof t goods have,
traditionally been di stg?fﬁi’f’aﬂﬁgﬁ“ma@f‘ééfﬁ"r”y@e nedi a, such as

di skettes and CD-ROVs. The advent of networks such as the internet provided
anot her__ di stribution channel whereby softgoods could be downl oaded on

li ne, okiel ofthednventionnpr  downl oadi ng soft goods from a nerchant. Both

met hods of distributiaon have significant shortcom ngs. First, a custoner

is responsible for the installation of the softgoods. This may be a
rel atively nbs tipyeptign relatss o) sofiggegds igpbwioneyiana vaeprerk oand s8i601 ar

i nstal | atd oy rm&.tr?qmmasgve&qdmﬂg%a&aﬁhmn Whekdby O @MeB8YEn0 Set the

configuration fro _Ieng_th I1sts of options. Unless aware of the
cons eqbe precigstaliedprion to disibitien. choi ce, the custoner .1 r AUG 2004 WO
01/ 71599

Definitions

Throughout this specification a reference to softgoods is taken as including a
reference to software as well as data. '

Reference to related applications

Reference is made to carlier patent applications numbers PCT/SG99/00037 filed
10 march 1999, SG9903604-8 filed 24 July 1999, and SG9903866-3 filed 11 August
1999 (the "earlier applications"). The contents of the earlier applications are hereby

incorporated by reference.

Backpround to the invention

. Softgoods have traditionally been distributed on portable storage media, such as
diskettes and CD-ROMs. The advent of networks such as the internet provided another
distribution channel whereby softgoods could be downloaded on line, such as a customer
downloading softgoods from a merchant. Both methods of distribution have significant

shortcomings.

First, a customer is responsible for the installation of the softgoods. This may be
a relatively non-trivial task for many people. Even with some popular installation
methodologies used, the customer will often have to set the configuration from lengthy

lists of options. Unless aware of the consequences of each possible choice, the customer



2 PCT/ SQ00/ 00073 may be unwilling to proceed, or may nake a dekiispgg %ﬂz,ch
does not give the result the custoner was hoping to achi eve.-=-Secondly,
there may be conflicts with other softgoods al ready inst l.n the
proces¥W@PHShg install ed. Most conputer users are incaggﬁécgﬁwgra not
interested in, resolving such conflicts. This can inpact on the sales or

| i censing potential of softgoods. Thirdly, even after conpleting the
installation of the softgoods, there may be rmaintenance work to be

conpl eted such as, for exanple, upgrading existing softgoods, applying
pat ches, and so forth. A significant problemis that the source of the
sof t goods, or the nerchant supplying the softgoods, cannot ensure that the
softgoods are used in accordance with the. a r_eiﬁa t er ms. upon \g@i h the

sof t good maxdeanwilling torrogesd.igranay maks Astecisign gk, does 1oL gy e frst thee

SOfthOd&aﬁ&]ﬁ*vﬁgpgﬁiﬁ%ﬁa&cﬁﬂw. be installed, be shared with others, or
ed not only i

dupl i-cat violation of the agreed terns but also in violation
of intellectual property rights. A nunber of nmerchants have recently

comenced ' a $EIVLCEHNASE AP GHIERIRI otheAbREEHs ahehdydnQaedO¥Lin hbe

internet. By using”such a“service, a custoner can run the, supplijed
sof t goodprocess ofi being instafled.p Most gemputersksetsaare insppable b oF Bpbmprtesiedying oy de

renote cont.r | I &&ﬁﬂ@?&le&&l'ﬁiﬁg%t&ﬁﬂ%%o\ﬁﬁ hout the
pr obl errs'cgﬂ‘d"ngg'f':#}?%%ifﬁ Leﬂsmg'?'r'F]ﬁr‘g:ta ation anld mai nt enance, and all ows the
merchant to retain control over the softgoods, the use of the softgoods,

and so preve%;mgwrahéﬁgoﬂ%l%faki;%naﬁemme séfigonds, thde iyt BO0dS
al ways reside on The service provider's server all_ data_ and ofher
i nf or matmsintehanormorictockss campleted suchoas; fos rxamplpcuRgRding, etisting SRfteeRdsc yst oner

.)to t he s%*gnc‘g}gﬁ;&gmom is sensitive, the customer may have

reservat out entrusting the data to external parties. This is
particularly so for corporate custonmers. Furthernore, the performance of

such a servi cg aBrdGe phobidnfds (bt the sbisté lFthbapsipdodis/lor tEDHRMBhant
capabilities, the capacity of the cuﬂs,t 0 Lo; machi.ne, and so forth. These
supplying the softgoods, cannot ensure that the softgoods are used in acc ce with the
agreed terms upon which the softgoods were supplied to the customer. Once the
customer has the softgoods they can repeatedly be installed, be shared with others, or

duplicated not only in violation of the agreed tenms but also in violation of intellectual
property rights.

A number of merchants have recently commenced a service whereby customers
éan rent sofigoods over the internet.. By using such a service, a customer can run the
supplied softgoods on the service provider's server using the intemnet to provide remote

) control. This allows the customer to use the softgoods without the problems and
difficulties of instaliation and maintenance, and allows the merchant to retain control over
the softgoods, the use of the sofigoods, and so prevent unauthorized duplication.

However, since the sofigoods always reside on the service provider's server all
data and other information from the customer is sent over the internet from the customer
to the service. If the data is sensitive, the customer may have reservations about
entrusting the data to external parties. This is particularly so for corporate customers.
Furthermore, the performance of such a service may be limited due to limited bandwidth,
modem capabilities, the capacity of the customer's machine, and so forth. These

problems have tended to limit the use of such services.




probl ens have tended to Iimt the use of such services. 11 AUG, 2004 V%
01, 11599 3 Consideration of Prior Art There are three main cat;@g‘brﬁil@s P4
rel evant prlor art. PCT/SE0/08073 | Online software rental_and purchase.
Those "OPKT$®at egory pass software files to the client FELRFIVEITR o,
execution - good for test-use and rental. In the case of software
purchases, the software is installed permanently on the client conputer.
The techni que used is basi-cally drive nmounting/ mappi ng. These do not permt
custom zation of software in test-usesand rental nodes, and software
cannot be returned after purchase unless it is inherently faulty. They do
not cover registry and environnent setting issues during installation.

I nternet online backup systens provide off-site renpte storage for
custoners using various identification systens and passwords which were

I nt er act iyplidersSdPFProp @t When signing. USS. 771.354 This specification
di scl oseSThow a cusSt omer conputer can connect to an online service
provi der conputer by, phone, internet, or other nmethod, pay a fee to the

service %n%ﬂpw% thﬁ% re@lo?%r arfP’ OCessing and storage resources

for the custoner S conmpu ces can take the form of storage
and processing capabilltles These capabllltles give the custoner’

conput ery what g I G d/or

addition!all Iocarmgt or age, tL (y or agen%%sgil %ﬁh%g im%%ﬂﬁﬁ%

sof tware and/ the cligatt computes fmmm gopésfoxuleslesc Msn@al.allhahl @st of t he

cust oner Comkﬁﬁaré@ﬂ-:mus}‘ ﬁgE ﬁi gtm u | ocal needs

(such as access to Storage ? hfl ona?‘F |s%?£tlg§§et&a}egg€c M o a nore
-, power f ul prOCWWCW'FH?SI@ypGNWOWWPMECUUOn) or these

) addi tional resources can be used by the custoner's conputer's to support

services
These do not permit customization of software in test-use and rental modes, and

software cannot be returned after purchase unless it is inherently faulty. They do
not cover registry and environment setting issues during installation.

Internet online backup systems provide off-site remote storage for customers using
various identification systems and passwords which were interactively established when

signing.
1JS5,771.354

This specification discloses how a customer computer can connect to an online service
) provider computer by, phone, internet, or other method, pay a fee to the service providerl,
and obtain additional processing and storage resources for the customer’s computer. The
resources can take the form of storage and processing capabilities. These capabilities
give the customer’s computer what appears to be additional Jocal processing power
and/or additional Jocal storage, this storage possibly including preloaded software and/or
data. The additional resources made available to the customer cbmputer can be used
either to enhance the customers’ local needs (such as access to storage for additional disk
space, or access to a more powerful processor of similar type for program execution), or
these additional resources can be used by the customer’s computer’s to support services
on-line that otherwise would be unavailable, impractical, or unaffordable. Exémples of

services include software and information rental, sales, and release update services, anti-




on-line that otherw se would be unavail able, inpractical, or njfﬁﬂéd?@ﬂe'
Exanpl es of services include software and information rental } saftes, d

rel eas&&r&ﬂgﬁ services, anti 11 AUG 2004 WD 01/1599 4 ché‘? / 3 viral
servi ces, %p and recovery services, and diagnostic an rvi ces,
to nane-a few However, with such systens all storage and rel evant

processi ng take place on the service provider's server. This requires all
data fromthe custoner to be transnmtted to that server. 2. Metering/usage
control after physically distributing4part or all of software a user. Such
systens do not address how to distribute the software or seanl ess sw tching
bet ween sal es versus | ease/rent/test use, and so forth. JP8.297.598 -

COLLECTI NG METHOD FOR SOETWARE RENJ In this specification, there is
di scl osedird seryifes hackRARNATERIVSTY SHIVICESAnd HIRERQSHE ansk repain seTviges. tByrame | i ng a

Subst i t Ukdw! CHoWEWrTRith Glicl- §131cBiS afiGkdrise A reRVinf iphitedside )@ HIESEor the Wi
en

performng an installation nore than the prescribed nunber of tines.
t he i nst §AYist PEYYidsRS semmer, (T higjregRirgsoR] data dromsthsicysterer to\begransmistadutot i on f r om

a sof t woghge semeF., @ processor | firstly determ nes the nunber of tines the
software has already been installed by the user. This is recorded on a
flexible disk 7 in accordance with a programfor collecting the software

rent. Thps c ' : : ' | I ations
by addi g 1 ok CtRIZRE SR abifiinah BATRPborfbark AN8, 2 ' T
processor | ciehisyetsms go netaddeesschiow tacdistribme thespftwirmosseainidss switchiingr

representing Mmmhwmgyfoﬁhi ch the software rent has

been col |l ected. Wen the nunber representing e nunber of installations
for which rent has been collected is |l ess than the nunber of installations,

the softgwrsosetolL EECTPING MIETHOD FOIESOFPR AstkiNg | Nfor mation col |l ection
service. JP8, 044. 451 - CHARGE CALL TYPE SOFTWARE RENT' COLLECTI NG SYSTEM

The object stated in this specification is to provide a systemto be used
for themmhiispedifiation, there is disclosed a system to suitably collect the rent of software by ‘

calling a substitutive information charge collection service in the case of performing an
installation more than the prescribed number of times. When the installation on 2 hard
disk device 5 is started by an instruction from a software user, 2 processor 1 firstly
determines the number of times the software has already been installed by the user. This
is recorded on a flexible disk 7 in accordance with a program for collecting the software
rent. This calculates a value showing the current number of installations by adding 1 to
the number of times it had been instalied in the past. The processor 1 continually
compares the number of times with a number representing the number of installations for
which the software rent has been collected. When the number representing the number of

) installations for which rent has been collected is less than the number of installations, the
software rent is collected by the substitutive information collection service.

~—’

JP8.044.451 - CHARGE CALL TYPE SOFTWARE RENT COLLECTING SYSTEM

The object stated in this specification is to provide a system to be used for the protection
of the copyright of sofiware and securing a copyright income. A software user is
connected to a copyright manager through a communication system, e.g. a public line.
Software to be distributed to each user is not complete. When the user tries to complete
the software, the user's software automatically calls a copyright manager system. The
manager system sends the required information for completing the user's system to the




of the copyright of software and securing a copyright incone. im#
user is connected to a copyright nmanager through a comuni cat 1[o] ﬁ]

e.g. a public line. Software to be distributed to each u
conpl etWO OWAA9 t he user tries to conplete the software, ?ﬁié user S
software automatically calls a copyright manager system The manager
system sends the required information for conpleting the user's systemto
the 11 AUG 2004 WD 01/71599 PCT/ SG00/ 00073 5 user, through the

comuni cati on service, and collects a Boftware rent in response to the
call. CN 152.841 This patent relates to a software protection nethod
capabl e of making authorization automatic invalidation and parti cul arI y to
a | eased softwar rotection.neth for

i ncl udi ng"€q éh e FOMIRYHIGALIOR FTrUIce. & or?g %g% 3l ané Q%E Etﬁ}fﬁ met hod
can make gdne hirer of a software be unable to cont| nuously use it after the
expiry of the |lease tamof the software. When the authorization takes

pl ace, the time-signal sets of the hirer and the transmtter are
synchronigegdispenendi ng on the broadcasting tine of the software, the
standard Tine signal of transmitter can be transferred to the hirer, and
conpared with the tine at the hirer. If the difference between the tlrre at

the two Paraiqemb% ® #Is6Awhre’ pro@etionamemhoi lcapabler 6iymaking authotizativhed t 0
stop the sof 135838. 256 Rel.ates. to an el ectroru C kﬁ¥ l\#lfth three nodes

of aut omaplomati fnvaligation and pasti I # Jrazed softwars &P ed
circuit Wayhrégaps nlﬁﬁeﬁﬂﬂdmtyaméﬂgrﬁmmﬁdnnmﬁbﬂﬂsoﬁonhct[ﬂnens The

integrated Circuit _c he s a itself af i n_nunber of
.. power - up mefitod é@““!i*ng" f 'ﬁ” ?%1 ’3’&&‘&‘?‘6‘}? %“%?a’tcﬂe e%‘?'?after a
Jcertain 3bthe lletstehh BF theasdfwehia avnerhhsmbomaﬂammkdsphbgmmmm for
authorlzalonfunct ons ere the f ctu e the
user to %@g "G‘r?‘\? T CIRe '8’# Be PEm %Q@%re%or
sof t war ethe software, the standard time signal oftransmmcrcanbetmnsfmed to the hirer, and
compared with the time at the hirer. If the difference between the time at the two ends

exceeds a preset range, a control program is activated to stop the software.

USS5.838.256

Relates to an electronic key with three modes of avtomatic self-disabiement where there
is provided an integrated circuit with three independently programmable "time bomb"
functions. The integrated circuit can be set to disable itself afier a certain number of
power-up cycles, afier a certain total duration of operation, or afier a certain absolute time
) and date. This is particularly advantageous for authorization functions, where the

manufacturer may want to enable the user to "test drive” a demonstration or rental item of

hardware or software.

Further prior art documents include:

US5.870.726/W0.9.532.479 EP0.760,982

- protected software rental using smart cards;




Further prior an docunents include: US5 870 726/ WD. 9 32 474 E%C;i@gé%gﬁk
protected software rental using smart cards; 11 AUG 2004 WO 0%/ 71

EPO, 895, 148 software rental system and nmethod for rental ;
PCT/ SCOW@BE#5%Us5, 715, 169/ EPO, 671, 711 CNL, 117, 622 JP7- Y i v Lo W
rental nethod and apparatus, and circul ating nediumtherefor; JP8-007, 009

software rental systemthrough network JP7-234.785 conputer and nethod for
controlling rental period of software; JP9-319.451 rental fee determ ning

devi ce and use right nmanagi ng device fer conputer software; US5, 649, 187
USS, 613, 089, US5, 497,479 US5, 388, 211 W9, 013, 865 net hod and apparatus for
renotely controlling and nonitoring the use of conputer software;

Us5, 638, 513 US§,548,645 US5, 495, 411 W9, 517, 732 AU 14460/ 95 secure software
rental sy g continuous asynchronous password verification; and 11

AUG 2004 WO 01/71599 PCT/ S0/ 00073
sofiware rental system and method for rental software;

US5,715.169/EP0,671.711 CN1.117.622 JP7-244. 781

software rental method and apparatus, and circulating medium therefor;

JP8-607.00%

- software rental system through network;

JP7-234,785

computer and method for controlling rental period of software;

JP9-319.451

renta} fec determining device and use right managing device for computer

software;

) US5.649.187 UUS5,613,089, UUS5.497.479 US5,388.211 WO9,013,865

method and apparatus for remotely controlling and monitoring the use of
computer software;

1US5,638.513 US5,548.645 US5.495.411 W09,517.732 AU 14460/95

secure software rental system using continuous asynchronous password

verification; and



US5, 925, 127 net hod and system for nonitoring the use of_renteg‘softma
3. Creating user-nodifiable view of Internet sites The disclo ﬁw%&ﬁuﬁ

does not a to softgoods in general. It also does not EH §§3£¥fss
smntchlﬁ"ﬁg?é%en pur chase versus | ease/rent/test-usse. U% §%§m el at es
to systens, nethod, and conputer program products for accessing, |easing,
rel ocating, constructing and nodifying internet sites within a

mul ti-di mensional virtual reality environnent. This facilitates view ng,
organi zing, and optim zing internet sites. A nulti-dinmensional virtua

envi ronment includes one or nore respective virtual sites for each internet
site. Users are given the ability to explore the virtual environment and

access iniggng% ilte data and services via these virtual site(s) The
transfer elated to an internet site and its wvirtual site includes

assigning a transfer priority to each virtual site based on the user's

| ocation within the virtual_ environnent, and transferring data based on the
assigned = pri WF@WWF@”JP@“&?‘W&@G%FPEW%@W@’H y to | ease portions
of the virtual sites on |leased portions, to assign internet site data and
services to virtual sites, and to relocate virtual sites within the
virtual énvir drmeting useypedifiableyiemaf mterpetsiteon 1t is therefore the principal
obj ect of the present invention to provide softgoods distribution where

t he softgoods are installed on nobile gm;Butlng envi ronments, which can
then be. Thedisclosere helpw dorsoot applystoelgoads in ernarel. It alsosdges 2004llW0 01/ 71599

a_ PCT/ SCRQAAAR Titdhifg bl pARESEIvek:Ss leRsechaaiib g ubdie terms of supply of the

sof t goods as agreed ~ between the supplier of the softgoods and the customner
prior to the supply of the

) US5.889.951

Relates to systems, method, and computer program products for accéssing, leasing,
relocating, constructing and modifying intemet sites within a multi-dimensional virtual

reality environment.

This facilitates viewing, organizing, and optimizing internet sites. A multi-dimensional
virtual environment includes one or more respective virtval sites for each internet site,
Users are given the ability to explore the virtual environment and access intemnet site data
and services via these virtual site(s). The transfer of data related to an internet site and its
virtual site includes assigning a transfer priority to each virtual site based on the user's
location within the virtual environment, and transferring data based on the assigned
) priority. Users are provided with the ability to lease portions of the virtual sites on Jeased
portions, to assign intemet sitc data and services to virtual sites, and to relocate virtual

" sites within the virtual environment.

Objects of the Invention

It is therefore the principal object of the present invention to provide softgoods
distribution where the softgoods are installed on mobile computing environments, which

can then be installed and run on a customer’s machine,




softgoods, to be varied after the supply of the softgoods
I nvention Wth the above and ot her objects in mnd, the preseﬂwmggﬁbn

provi degoaiget em for transferring softgoods from a sendperist i, plent,
the systemincluding the steps of (a) - the sender creating a nobi
conputing environnment; (b) the sender installing the softgoods on the
nobi | e conputi ng environnent (c) transferring the nobile conmputing
environnent with the installed softgoods from the sender to the recipient
such that upon the nobile conputing edvironment being installed in a
machi ne of the recipient the softgoods can be used by the recipient

W t hout the softgoods being installed on the recipients machi ne; (d) the

transferring of R4 nstalle
sof t goods bei ng sug ett ?%Q(t?er msé ?&%’?‘ﬁgf)?’@%e use gtgg?dﬁ erd'gods by

t he user betwaen the ﬁl!pphbemﬁghabbﬁgmds lagd \the |ce:lomerbmumnﬂnetsnpplbreoﬂ et al | ati on
of the "FQ* folpol a: R4 anEW, S reci pi ent's nmachi ne.

Preferab gtﬁsg y conpu%glﬁ’g'wg&rr\*r%n%ggqs i s saved on a stable storage
devi ce for repeated uses. More preferably, the transference is by neans of
a networg, Jiﬂgof&%tiwgngbgay be the internet. The recipient nmay obtain the
sof t goo nodes of use including test use, evaluation,

| ease, rental, purchase. Preferabl y, the reci pient can change from one
node of use t ation of the blle .CO

envi ronnent . g@'%rrn}?/’wga% chaﬁgl ] PR the. Brsep dﬂf@?‘%ﬂ?‘&"ﬂé

reci pi ersysten der ﬂqumﬁg goftgteds fraprestndéran dﬁpﬁnﬂtﬂ&!@st&ﬁ&ﬁcl\é@n@hﬂﬁ% 9

_PCT/ SGO(}(EQQ /3 softgoods by. the recipient may be on a usage basis, at
urchase, "or on a tinme basis.
)p .

(a) - the sender creating a mobile computing environment;
t) the sender installing the softgoods on the mobile computing environment;

© transferring the mobile computing environment with the installed sofigoods from
the sender to the recipient such that upon the mobile computing environment
being installed in a machine of the recipient the softgoods can be used by the
recipient without the sofigoods being installed on the recipient’s machine;

(d) the transferring of the mobile computing environment with the installed softgoods
being subject to terms relahng to the use of the sofigoods by the user, the terms
) being able to be varied subsequent to the installation of the mobile computing

environment on the recipient’s machine.

Preferably, the mobile computing environment is saved on a stable storage device
for repeated uses. More preferably, the transference is by means of a network. The
network may be the internet.

The recipient may obtain the softgoods for ane or more modes of use imcluding
test use, evaluation, lease, rental, purchase. Preferably, the recipient can change from one
mode of use to another after installation of the mobile computing environment. This may

entail changing the licence under which the recipient uses the softgoods. Payment for the




Alternatively, the recipient can return the softgoods to t d for an
upgrade, refund or replacenent. Mire preferably, the ternielrﬁésgé%fy one

or nore of a period of tine, an expiry date and tinme, or _a_predeterm ned
nunber WP 0&EP? ypon which event occurring the nobile cor'r’ﬁf% 3"“’""3
environment is returned to the sender. Advantageously, the recipient can
add further softgoods to the nobile conputer environnent. Mbre
advant ageously, the further softgoods remain on the recipient's nachine
and are able to be accessed by the rec¢pient after the return of the nobile
conputing environnment. Preferably, the softgoods are encrypted with a
sender secret key of the sender prior to their transference to the
recipient. Mre preferably, the softgoods are decrypted using the sender
secret kespfigpads By thrctgipicpt nayebe;ga Pg‘ﬁ&fsbﬁﬁe“‘rﬂuféﬁ;éﬁy%@ﬂadﬂvebwsecei pt
by the regjihstiely S cipichEeirlicRitt R Q6REJaK BYhO SerddBffor 8 wphrady, refbfly furt her
softgoods are encrypted with a further Secret key of the recipient.
Al t er nat | ¥a¢Blacement.f yrt her soft goods are encrypted with a further recipient
secret key of the recipient and a further sender secret key of the sender.
The further softgoods may be decrypted using the further sender secret
key. Advant ageMam prefesably.nipitemnscony specify) oaner mnremfita priodi of timéyaansender
secret . ' Mol metefaputclple e of the
soft good? .Qﬁﬁr(go?éew%ﬁ yanté’gd_égﬁﬁ?s%fﬁ?ﬁg hﬁnﬁg%r{azu%g%? ?ﬂg‘:he nvir on'ﬁrr-giﬁ#l ﬁ’é’nd t he
sender  anobile AeMputing cavironmoam iy rewoied tethe penderender rel eases the sender's
sender secret key. The nobile conputing environnent nay be a virtual
conputer. 11 AUG 24 WO 81/71599 10 Description of the draw ngs

.. PCT/ SGD0/ 0007 Advantageeusly; thg reqipient; can add fusthereftzondsite shti inpbilecdopterod and

) put i Nt OefiRRkk#t2] More advantageously, the further sofigoods remain on the recipient's
machine and are able to be accessed by the recipient after the return of the mobile

computing environment.

Preferably, the softgoods are encrypted with a sender secret key of the sender
prior to their transference to the recipient. More preferably, the sofigoods are decrypted
using the sender secret key. Advantageously, the softgoods are re-encrypted afier receipt
by the recipient using a recipient secret key of the recipient.

Any further softgoods are encrypted with a further secret key of the recipient.
Altcrnatively, the further softgoods are encrypted with a further recipient secret key of the
recipient and a further sender secret key of the sender. The further sofigoods may be
) decrypted using the further sender secret key. -

Advantageously, the mobile computing environment obtains the sender secret

key ﬁ'om_ the sender every time the recipient commences use of the softgoods.

More advantageously, the mobile computing environment and the sender

authenticate each other before the sender releases the sender's sender secret key.

The mobile computing environment may be a virtual computer.




effect, there shall now be described preferred enbodi nents of g esEﬁé
invention, the description being with reference to the acconp fA%i 28
i1 lustrative drawi ngs in which: Figure | is a schematic flow chart of a
pref er WA OHEH9yent architecture; Figure 2 is a flow chaPCTSIRAMIE73 he
steps used when sofigoods are purchased; and Figure 3 is a flow chart
showi ng the steps used when softgoods are | eased, rented or used on a
trial basis. Description of preferred enbodinments To first refer to Figures
1 and 2, there is shown a system archiggecture in which a network such as,
for exanple, the internet is used. However, the present invention is not
limted to use of the internet and use of a |ocal area network,
metropolitan area network, or other w de area network could be used. Al so,
physi cal Descriptionofthedrawings sneakernet” could al so be used. The sender (in
this case a nerchant) | has a machine 2 which is connected by network 3 to
a nerchant server 4. The nerchant's sever 4 is connected to a recipient's
(in this.casdnaordersthatrthe invension\may be acmlily ungerstoed rapd ot lintd. praéticahet wor k 3
may also t ' r stone . s nmachine 6. In
the firsf S{Lg%% %ﬁoﬁe@c an be?piér?ea egﬁ’gk@f%p ﬁc%’ﬁ%u g’r RO RE mchi ne
2. The desctipsorcipif with rdigcgoede ths acdvapatyieg dlktrgive dmwimsun mhithby cust oner 7
to be installed onto the virtual conmputer by the nerchant 1. The virtual
conputer with the installed softgoods is then saved on the nerchant's
server AFigstechis 3@ hdputio flowinban gf 3 prefented depleyment atchiveehirg server 5 via
network 3 (step 11). The custoner 7 can then |oad the virtual conputer
onto the custoner's machine 6 fromthe custoner's server 5, again via
net wor k Higdre Ris2 fowchuyDsliowing 5@ Steps useC WhECRMH 0007 8. purtissal add) . The
3custoner 7 can then use the virtual conputer on the customer's machine 6

(step 13) in accordance with normal practices.
Figure 3 is a flow chart showing the steps used when softgoods are leased, rented or used

on a trial basis.

Description of preferred embodiments

To first refer to Figures 1 and 2, there is shown a system architecture in which a
network such as, for example, the internet is used. However, the present invention is not
limited to use of the internet and use of a local area network, metropolitan area network,
or other wide area network covld be used. Also, physical networks such as “sneakernet”
could also be used.

) The sender (in this case a merchant) 1 has a machine 2 which is connccted by
network 3 to a merchant server 4. The merchant's sever 4 is connected to a recipient's (in
this case a customer 7) server 5 again by the network 3. The network 3 may also connect

the customer's server 5 to the customer’s machine 6.

, In the first step 8, the merchant 1 creates a virtual computer in his machine 2.
The next step 9 in the process has the softgoods required by customer 7 to be installed
onto the virtual computer by the merchant 1. The virtual computer with the installe;i
sofigoods is then saved on the merchant's server 4 (step 10) before being sent to the
customer’s server 5 via network 3 (step 11). The customer 7 can then load the virtual

computer onto the customer’s machine 6 from the customer's server 5, again via network
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If desired, the softgoods may be encrypted prior to being transmitted from the
merchant's server 4 to the customer’s server 5. Encryption may be by the virtual
computer being given an identity prior to the sofigoods being installed. A secret key is
then generated by the merchant’s server 4 and used to encrypt the softgoods.

Upon the virtual computer being downloaded to the customer’s machine 6, the
virtual computer establishes a connection with the merchant's server 4 via network 3.
The connection may be a secure connection. Upon the connection being established, the
virtual computer sends its identity to the merchant's server 4 via network 3, and the
merchant’s server 4 responds by sending to the customer's machine 6 the secret key to
enable the sofigoods to be decrypted. Such decryption is permanent, unless the customer
re-encrypts the softgoods using a secret key of the customer.

Figure 3 is a flow chart for test-use/review/rental modes of use. The same
procedure is used for all such use modes. As with the purchase use mode of Figure 2, the
first step 14 is for the merchant | to load a clean virtual computer onto his machine 2.

In step 15, the merchant generates an identity and a secret key for that virtual

computer. The merchant 1 then installs the softgoods for the customer 7 on the virtual

spplichtionshe sof t goods for the custonmer 7 on the



PCT/ S&0/ 00073 conputer (step 16) and encrypts the softgoods ui thﬁ
key (step 17). The virtual conputer with installed, dn Nﬁi‘ 4
softgoods is then saved at the merchants server 4, and I?’E}*é%%‘dﬁfdo
secret WOYIEI®al so saved at the nerchant's server 4 (step n
the virtual conmputer with installed, encrypted softgoods is sent fromthe
merchant's server 4 to the custoner's server S via the network 3. The

customer 7 can then load the virtual conputer with installed, encrypted
soft goods onto the custoner's machineyp (step 20). The virtual conputer

secr et

then establishes a connection with the nerchants server 4
This nmay be a secure connection.
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conput er S case e custoner retains ownership of such “softgoods.
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key fol Cirtual FREpEteD R, then,decpmeedt b the yiftuz), gomputeriysing the,
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Preferably, when the softgoods are no longer being used by the customer 7, the
sofigoods and the virtual computer are closed. Prior to closing, the softgoods arc re-
encrypted using the secret key. Therefore, every time the sofigoods are 10 be nsed, the
virtual computer must repeat steps 21 and 22. This enables the merchant 1 to not only
maintain ownership over the softgoods, but aiso enables the merchant 1 to enforce those
ownership rights, and to enforce the previously agreed terms under which the customer 7
obtained and uses the softgoods.

The customer 7 may add its own sofigoods, including data, to the sofigoods
installed on the virtual computer. In this case, the customer retains ownership of such
softgoods. However, they will be encrypted along with the softgoods of the merchant 1.
To protect the customer 1, the customer's softgoods may be encrypted using a secret key
of the customer 1, which can be obtained from the customer's key folder. Therefore, to
use the sofigoods, those supplied by the merchant 1 require the merchant's secret key
obtained in the manner required by steps 21 and 22, and those supplied by the customer 7
require the customer’s secret key.

e

ts ﬂ.ﬁsﬁﬁe Sg+ 1 gOogfna?ﬁfeh%oﬁg&walm&.qmatameqae&mwsawaean@ machi ne

the “virtual conputer are then decrypted by
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obtained in the manner required by steps 21 and 22, and those suppl ’ﬂj by
t he custoner require the custoner's secret key. wo 01/ 715895 i

PCT/ SG0Q4 a%.,ls Dependi ng on the terns of the agreenent ppgisashosRE
marchant an he customer 7, upon the expiry of the agreenent between

them the custoners softgoods installed on the virtual conputer nmay be
encrypted a final tine but using the nerchant's secret key as well as the
custoners secret key so that the consent of both the merchant and the
custonmer 7 is required for the customd#s softgoods to be decrypted. The
merchant's softgoods installed on the virtual conputer will be encrypted
using the nerchant's secret key, as nornmal. The terns of the agreenent may
specify that the custonmers right of use of the nmerchant's softgoods
installed on the virtual conputer expire in any one or nore of the
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at the nesabmat 73s sejuied fof. thAIchﬁémafsl wigyodslti; t&sdearymaul TheOmeichentls | al

use/t est e/renta th ts to ¢ e the node of use of the
sof t good&° Whﬁﬁg ﬁ"’ 5‘3?%%\,\% %‘t"ﬁ“’!"ﬁ Fy’r?amf"" s%)%‘?“FRj reached,
and the E@meﬁmml reqw rerrents of the nmerchant | being satisfied, the

merchant's secret key is sent by the nerchant's server 4 to the vi rtual
conputer to decrypt the softgoods, whereupon the softgoods are

re-encrypted nemhfthummt may apecifly thiat\the ciimnﬁusighmuﬁ&lfthben use
the sof trguercoogant‘l goods msgﬁLd gF rz]:e\runu:nllfco}ng%ercpx%n in Ia:r;]y trIIPcdoer lgc];re of the

following circumstances:

(a) a prescribed number of uses is reached;

(b) a preset expiry date is reached;

{(c)  a predetermined period of use expires; or

(d) payments from the customer 7 to the merchant 1 are not made as required.

Upon expiry due to thoss, or any other, reason (c.g. breach of other terms by the customer
1), the virtual computer and all of the installed, encrypted merchant’s sofigoods are
returned to the merchant 1 at the merchant's server 4.

Alternatively, if as a result of the trial use/test use/rental, the customer 7 wants to
change the mode of use of the softgoods, eg, purchase, upon agreement with the merchant
1 being reached, and the commercial requirements of the merchant 1 being satisfied, the
merchant's secret key is sent by the merchant’s server 4 to the virtual computer to decrypt
the sofigoods, whereupon the softgoods are re-encrypted using the customer’s secret key.
The customer can then use the softgoods in the normal manner. If the change in mode of
use is from test use to rental, the softgoods remain encrypted with the merchant’s secret
key, as is described above.




use is fromtest use to rental, the softgoods remain encrypted with the
merchant's secret Kkey, as is described above. WO 01/71599 %4711AUGRS)32004

PCT/ SQ0 the virtual conputer can run on a differghf;g | from
t he rrer%cg% 1gggﬁgerver 4 and the custoner's machine 6, one or Eotﬂiog their

secret keys may need to be sent over the network 3 to the virtual

conputer. To protect the secret keys fromeach other, and fromthird .
parties, the merchant |, the custoner 7, and the virtual conputer nmay each
have a pair of public and private keysi4 which are preferably generated in
accordance wth the RSA public-key cryptography system Wen the nerchant |
generates the virtual conputer in step 14, and the secret keys are created

in step 15, the ublic key of the nmerchanj_| is enbedded in the virtual
conputer, and t%BP?EY'EW F‘}/@P“'%'e?"’\'?e‘?‘“éf’“s?(ﬂ&g?"%"e colforp (the Merehant's
conput er' Seiveid and theeustbliess RAcHTAES, drider BRI Btk Secré KeyOmay nddi0iol the
virtual computer  to autDsntilﬁate each ot her_before the nerchant's server 4
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transm ssi on channel is _based on the standard Secure Socket Layer (SSL)
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server 4 stores a copy of the virtual computer's public key. This enables the merchant's
server 4 and the virtual computer to authenticate each other before the merchant's server 4
releases the secret key to the virtval computer, preferably over a secure channel in

network 3.

The protocol for authentication and securing the transmission channel is based on
the standard Secure Socket Layer (SSL) protocol. Likewise, the customer’s secret key is
released to the virtual computer using the SSL protocol.

Whilst there has been described in the foregoing description preferred
embodiments of softgoods distribution via a network, it will be understood by those
skilled in the art that many variations or modifications may be made without departing
from the present invention.




15 The clains: 1. A systemfor transferring softgoods"??oq1é?g%ﬁﬁg%;ﬁ%ﬁgé

reci pient, the system including the steps of: (a) t he Reegivesh
nobi | € conputing environment; (b) the sender installing the softgoods on
t he nobile conputing environnent; (c) transferring the rmbillp A{FBTWM ng
environment, with the installed softgoods from the sender to.the
reci pients such that upon the nobile conputing environnment being installed
in a machine of the recipient the softgoods can be used by the recipient
wi t hout the softgoods being installed _on the recipient's nmachine; the
transferring of the nobile conputing]énvironnent with the installed
softgoods _Ldj being subject to terns relating to the use of the softgoods
by the usepecfafi@:-terns being able to be varied subsequent to the
installation of the nobile conputing environment on the recipient's
machine. 2. A systemas clained in claiml, wherein the nobile conputing
envi ronnent is A spwed fantrastrabl softstods fgw © syderetor HIeTRSSE e PRS- 3. A
systemas _clgined in c{._ai m1l or claim2, wherein the transference is by
nmeans of gmﬁ%ﬂWWﬁﬁﬁmﬂf A systemas clained in claim3, wherein the network
is the internet. 5. A systemas clainmed in any one of clains 1 to 4,
wherein t reci pi i DSk bg@esisent:or one or nore nodes of use
i ncl udi ng?ﬁe.stﬁ’lfg’bé"?ﬂg;eﬁla u%%?glﬁ%glglggfg? rent alf’ pur chase. AMENDED SHEET
(PEA(AU WO 01n1599 16 PCT/ S0/ 00073 _

() the sender installing the softgoods on the mobile computing environment;

(c) transferring the mobile computing environment with the installed 'soﬂgoods from
the sender to the recipients such that upon the mobile computing environment being
installed in a machine of the recipient the sofigoods can be used by the recipient
without the softgoods being instailed on the recipient's machine;

g{i)} the transferring of the mobile computing environment with the installed softgoods
being subject to terms relating to the vse of the softgoods by the user, the terms
being able to be varied subsequent to the installation of the mobile computing

environment on the recipient’s machine.

2. A system as claimed in claim 1, wherein the mobile computing environment is
| saved on a stable storage devies for repeated nses.

3 A system as claimed in claim 1 or claim 2, whetein the transference is by means of a
network.

4, A system as claimed in claim 3, wherein the network is the internet.

5. A systom as claimed in any one of claims 1 to 4, wherein the recipicnt obtains the

. softgoods for one or more modes of use including test usc, cvaluation, lease, rental,

purchase.

/AMENDED SHEETY
IPEAVAU




1 1 AUG 2004 6. A system as claimed in claim 5, wherein the recipient can
change fromone node of use to another after installation of the nobile

conput i iLpnnent. 7. A systemas clained in claimbé, %ﬁg hlﬂ%‘fo
change ?ﬁb?ﬂ%ﬂesﬁsgf use entails changing the |icence under |cﬁ t e%
reci pient uses the softgoods. & . A systemas clainmed in any qn?w%f ﬁiﬁl s
| to 7, wherein paynent for the softgoods by the recipient 13 bZ' a
usage basis, at purchase, or on a tinme basis. 9. A systemclained in any
one of claims | to 7, wherein the recilgient can return the softgoods to
the sender for an upgrade, refund or replacenent 10. A systemas clainmed in

any one of clains | to 7, wherein the terns specify one or nore of a

period of time,, an expiry daje . and_tine, or a.predeterm ned nunber of wuses
upon whi cfr everﬂ"ﬁl‘&%ﬁ@“ﬁﬁélw'l“@’? B F5eHERL FRR Shansrftemoge moder ned  t o

the sender. 1 lofuseloSisthe? @herSnethRutioR of ihe nidBile Editputing ElviioRtheht. t © 10, wherein
the recipient can add further sofigoods to the nobile conputer
environnment. 12. A systemas clainmed in claim11l, wherein the further

sof t goodsy.r emaiANsyRfent B clain®@i Wi Elifn $, WhERin e ARangd’ B ABIE of Bsd En@icessed by
the recipient after the return of . t he nobil e conputing environnent. 13. A
system as cl ai FhAnSIng thelicencs under vhich the recipicpt yses theiseft -+ he softgoods are

encrypted with a sender secret key of the sender prior to their
transference to the recipient 14. A systemas clainmed in claim13, wherein
the sofi doods Arstgmcasygimgd Ja;any mecof daimsel 1o dy whegein paymeso Jor the

PCT/ SG00/ 0007 JsohgdodsWy théd Actipient is to be on a usage basis, at purchase, or on a time
basis.

9. A system claimed in any one of claims 1 to 7, wherein the recipient can return the
softgoods to the sender for an upgrade, refund or replacement.

10. A system as claimed in any one of claims | to 7, wherein the terms specify one or
more of a period of time, an expiry date and time, or a predetermined number of
uses upon which event occurring the mobile computing environment is returned

to the sender.

1L A system as claimed in any one of claims | to 10, wherein the recipient can add
further softgoods to the mobile computer environment. .

12. A system as claimed in claim 11, wherein the further sofigoods remain on the
recipient’s machine and are able to be accessed by the recipient after the retum of

the mobile computing environment.

13. A system as claimed in any one of claims 1 to 13, wherein the softgoods are
-encrypted with a sender secret key of the sender prior to their transference to the

recipient.

14. A system as claimed in claim 13, wherein the sofigoods are decrypted using the
secret key.




15. A systemas clained in claim14, wherein the softgoods are re-encrypted
after receipt by the recipient using a recipient secret key of the
reci pi ent. A systemas claimed in any one of clains 1 oBEr i n
any fur?ﬁﬂp%gg?tgoods are encrypted with a further secre%ngﬁﬁﬁothe
" recipient. 17. A systemas clainmed in any one of clains 13 t}o] 185 vpgeei n
the further sofigoods are encrypted with a further recipient secret key of
the recipient and a further sender secret key of the sender. 18, A system
as claimed in any one of clainms 13 to 1¥7, wherein the further sofigoods
may be decrypted using the further sender secret key. 19. A system as
claimed in any one of clains 13 to 18, wherein the nobile conputing
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reci pi ent ‘co : ; n any
one of clains Jeceip by the rédigiemtiusink AGedipibitisecretdeypiithe Retigienti r onnent and t he

sender authenticate each other before the sender releases the sender's
sender secret key. 21. A systemas clained in any one of clains 1 to 20,

wherein thg oy hyStefERIMimEDin 20§ bhé SIUERE 13 fo B5, WheldipinyRAReH s8figoods
are encrypted with a further secret key of the recipient. '

17. A system as claimed in any one of claims 13 to 15, wherein the further softgoods
are encrypted with a further recipient secret key of the recipient and a further
sender secret key of the sender.

18. - A system as claimed in any one of claims 13 to 17, wherein the further sofigoods
may be decrypted using the further sender secret key.

19. A system as claimed in any one of claims 13 to 18, wherein the mobile
computing environment obtains the sender secret key from the sender every time

the recipient commences use of the softgoods.

20. A system as claimed in any one of claims 13 to 19, wherein the mobile
computing environment and the sender authenticate each other before the sender

releases the sender’s sender secret key.

) 21. A system as claimed in any one of claims 1 to 20, wherein the mobile computing

environment is a virtual computer.



