1 GENERI C REMOTE ACCESS OF SOF' T' WARE APPLI CATION Field of the Invention 5
[ 0001] The present invention relates to conputer renote accessing. In
particular, the invention relates to a systemand nethod for renotely
accessing software application of client termnals via Internet

connection. Background 10 [0002] Wth increasing popularity of Internet
usage, online applications via the Internet have becom ng nore and nore
common, especially for renote access and sharing applications. These
applications include e-conmerce, online epducation, and the like. 15 [0003]
I n e-comerce and online education, online denonstrations are popular wth
clients/users. These denonstrations are based on a pull technol ogy where

the denonstrations GENERIGREMOTE ACCESSOORSOFTWAREBIARPEICAEON evwed directly
t hrough any web- browsers or nultinedia platfornms, or downl oaded to the
clients' computer for later 20 viewi ng. These denonstrations can be in the

formof small executabl e prograns fqﬂpf web- pages, or data files
such as M crosoft(r) Power Poi nt(r)ﬁ)‘{kli es g%n%rbrﬁl timedia (video/sound)

files. These denonstrations are pre-made and pre-configured for view ng by
the client$/ uf®pd. 25 [Tomresepninvention| relatesntet cimamwnt mwpple acessing. | $na renot e

conput er/ desk ' Ll ent ¢ [ to
access. and conrmafi g el « G635 syl g witiod 5 Fpfipl Bplegig Bt

control | i ng apppliration pbelisnidermingls vielntermehponnention.s usual |y through a renote
viewer to view and control the renote host's applications via the
application's graphical user interface. The client conputer retains control

of the 30 applications on the host cBakptoand at all tinmes. Subject to the
settings, 4phe client conputer requires downl oading a desktop view of the

nost comput e witdf! |t CWith i@l pBfarty 61Yofocl lskd) Snfil' plco IR S 11
Internet have becoming more and more common, especially for remote access and
sharing applications. These applications include e-commerce, online education, and
the like.

15
[0003] In e-commerce and online education, online demonstrations are popular
with clients/users. These demonstrations are based on 2 pull technology where the
demonstrations are available online and can cither be viewed directly through any web-
browsers or multimedia platforms, or downloaded to the clients’ computer for later

20 viewing. These demonstrations can be in the form of small executable programs Or
applets, web-pages, or data files such as Microsoft® PowerPoint® files, or multimedia
(video/sound) files. These demonstrations are pre-made and pre-configured for
viewing by the clients/users.

25 [0004) Another Internet based application is a remote computer/desktop control
or access, which allows a client computer to access and control a host computer
remotely. The current way of controlling applications on another computer is usually
through a remote viewer to view and control the remote host's applications via the
application's graphical user interface. The client computer retains control of the

30  applications on the host computer at all times. Subject to the settings, the client
computer requires downloading a desktop view of the host computer and it can
manipulate view as if the client computer is the host computer.



2 100051 For exanple, GoToMyPC marketed by Citrix Online, a division of
Citrix Systens, provides a renote desktop access service that include
features such as: guess invitation for allowing a client conmputer to
invite a second person to view or 5 share control of the host computer;
drag-and-drop file transferring for noving files between conputers; renote
Sound for listening to sound on host conputer and others. Wen the client
conputer is renote accessing/controlling_the host conputer, the client
conputer maintains a full access/ control 2to the host conputer. 10 Summary

| oom The present invention provides a renpte access systemand nethod for a
network having a plurality of termnals. In accordance with one aspect,

each of the tpsgs nals MVMPQDGO?S?{g?éM&S%dL%aﬂM’O%HS 4 GRIoR stccess

system conprises, an agent 15 nodul e resi in each termnal of the
network. One ofitHysiemarnrovides airemots deskion gcesss seryice ghatiincludefepwres sush 88 cessi ng

session on t hegidiiufe R bWtk SSctich BufRPlo 1oAY bold FARHI Lisnd dal a

file to other agent no e network. "upon receiving the data file,
the other a$e pirdd of ghechaost| spmputert drag-and-dop fiken transteuririgafor ehoxipp Ifilesat i on
anong the one KRiwdaR bSmpun; rGRdts QE\:uE F-sk' ég | | agg.s.fi | e.
The agent 20 nodule transmttlng t I(’ak;,llata ??%g&gg%%% “{t%g%(gn user

i nterface si gnWhen theclientcompiier is remese aeonssinglcestrailingtbemhasbtomprter, shesplientat ed
appl i cation Orboﬂnﬁﬁtbr . &ﬂ?ahﬁrﬂeg%oﬁtmﬁi}%lhgﬁ y. [00071 In accordance

wi th one enbodi nent, the agent nodule nay have a 25 synchroni zation node
for synchroni zing the renpte accessi ng session between the agent nodul e

transmttegy the data file and the othg t nodules. Further, the
synchroni zati on may be performed by exgﬁgﬁé{]ng prot ocol nessage between the
agent nodule transmtted the data file and the other agent nodul es. The
agent nodul e [RO9P8Insmi t tThd presant thwentioh providesa pwteciobess systemeant methpd foapt ur e.

ot os. 1t 1 S pelchRRRINERTY, of By T ol VR bR wiblen B BLAET TOTT
transmitted t freminalsbavieg enemnthoteapplication, thegemote acressisysternl vorpriges duagent not e
accessi g 3€S ot 't6r #&in] i dach’ RHAhAIYor'dlY QHU0r "End 8P " agdnt module is

adapted to conduct a remote accessing session on the other agent modules, the agent

module transmitting a data file to other agent modules via the network. Upon receiving

the data file, the other agent modules are adapted to execute an associated application

among the one or more application that is associated with the data file. The agent

20 module transmiting th data il s adapted to send usr inerfe signsl t th other
egent modules to control the associated application on each of the terminals
simultaneously.

[ooo7] In accordance with one embodiment, the agent module may have a

25  synchronization mode for synchronizing the remote accessing session between the
agent module transmitted the data file and the other agent modules. Further, the
synchmnimtion may be performed by exchanging protocol message between the agent
module transmitted the data file and the other agent modules. The agent module
transmitted the data file is operable to remotely capture screen shots of the associated

30 applications executed by the other agent modules. It is possible that the
synchronization between the agent module transmitted the file data and the other agent
module during the remote accessing session is verified visually through the captured
screen shots.  Further, the user interface signals may include keystroke signals.



screen shots. Further, the user interface signals may include keystroke
signals. 3 [0008] In yet another enbodi nents the agent nodule transmtted
the date file nmay be adapted to broadcast text nessages to the other agent
nodule. It is possible that the broadcasted text nessages are stored in a
clipboard of the termnals. 5 [0009] In a further enbodi nent, the agent
nodul e may conprise an input controller for controlling priority of user
interfaces for controlling the agent nodule. The input controller may
conprises an on-screen keyboard for contBolling the renote accessing
session. 10 [0010] In another aspect of the present invention, there is
provided a nethod for renote accessing a plurality of termnals via a

net wor k, each he t ) havi ng a ent. nodul e resj di,n reon. The
plurality of t(ggrmr%t nal s%?gf]%ld’gwée%%?ﬂt’ tﬁ%?&?f’w&f’gﬂ% gﬁgdf&gﬁ% client
term nal . The maytteodamehior bremisass texpmessiget tathe bibet agest Modbket ot is possitl® from

the control t ' th t |east one.client ter al s through the agent
modul es; exeww&g&%ﬁwg&m&%ﬁp&q‘& %“H’é‘i”iﬁ file of the
client terfinals; and transmtting input interface signals of the control
termnal to c ol the_executed ., application residing on the cl.ient
termnal. 20 1] 1 n Al OFEEHER Wt’o'ﬁ% “%%&Eﬂdﬂlﬁrﬂ‘% FemePrise R JBPYhay
further conpr icemrolleryfor homwolling pgiofitycof ruedrihterites fof Shit@lmg 6 Adndapbédaken t he
agent nodul e %ein?:e cont.rol term.,nal and thgﬁg%e t modules of the client
termnals. The he Htocd’n%rmyt"ﬂ’&’mﬁﬁ‘hﬁ‘?'ﬁ@n JfPrepnp P sage

bet ween t he agexssingselsion. of t he control term nal and the agent nodul es
client tergginals. The method may further conprise 25 capturing screen shots

of the ap|o1 ications of the client terminals renotely fromthe control

termnal. |t [910possi blearotiet ashéet of5gieIpreseait invention) theRAk poeided Omethed fof €r M nal
U'sual Iy ¢ hr o ARER AR, plyrlly’ & rrminlos Setwink s o ErBISE VI ce
signal s may i agehttsdeduleyesiding kReréong Eie plurdfly bORRihalk fnckRk a2t férmabodi ment
the met hod m&dfuwegsrt‘%xrxec %nnpte:mmal” AN . The method comprises steps of transmitting a data file
15 from the control terminal to the at least one client terminals through the agent modules;

executing an application essociated with the data file of the client terminals; and

transmitting input interface signals of the control terminal to control the exécuted

application residing on the client terminal, ~ ©

20  [0011) In accordance with one embodiment, the method may further comprise
synchronizing the remote accessing session between the agent module of the control
terminal and the agent modules of the client terminals, The method may further
comprise exchanging protocol message between the agent module of the control
terminal and the agent modules client terminals. The method may further comprise

25  capturing screen shots of the applications of the client terminals remotely from the
control terminal. It is possible that the synchronization between control terminal and
the client terminals during the remote accessing session is verified visually through the
captured screen shots. Further the user interface signals may include keystroke signals.

30 [6012] In yet another embodiment, the method may fm'ther comprise
broadcasting text messages from the agent module of the control terminal to the agent
modules of the client terminals. It is possible that the method further comprises storing
the broadcasted text messages in a clipboard of the client terminals.



broadcasting text nessages fromthe agent nodule of the control termnal to
the agent nodules of the client termnals. It is possible that the nethod
further conprises storing the broadcasted text nessages in a clipboard of
the client termnals. 4 [00131 In a further enbodi ment, the nethod may
further conprise controlling priority of user interfaces for controlling
the agent nodule of the control termnal. The <control of the renote
accessing session nmay be with an on-scregn keyboard of the agent 5 .
nodul e of the control termnal. Brief DeScription of the Draw ngs [00141
This invention will be described by way of non-limting enbodi nents of 10
the present invention, with reference to the acconpanying draw ngs, in

which: [00161 fbd1gg 1 i Ilhqw%ﬁmg&eﬁgge&ﬁﬁgwﬁ%@ghd&g%r k of a

plurality of termnals having a renpte access s with an

enbodi nent of RURBY ghpsct inferfapes jerconteniling)the agvatraqdulel cfthezontrd] geminak dbe a f | ow
di agram of a Il 8f BEfehd ﬁﬁ%gg k . M i pent of
the present_ inventign; [Ogla%éFl s%d&%ﬁ}g‘%g{@%ﬁgg %@%ﬁ%&a

control agént WAdulsoEthe pontrobtemminadr dance with one enbodi nent of the present
invention; [0018] FIG 3B exenplifies an in-tray wi ndow of a control agent
modul e in accordance with one enbodi ment of the present invention; and 25
[00181 FIG 3C exenplifies a duitf Petcripionafthedirawingont rol agent nodule in
accordance with one enbodi nent of the present invention. 5 Detailed
Description [ ] I'n ' . ovie ssuqrary. . the.f ol l.ow
descri ption o?agﬁnunpe?‘h?%‘)égt%gm ??: an aﬁy%ﬁg{?o&é@@ﬁ%%%?%rﬁwaﬁe
provi ded t'8 uH@®resensinyention, withreforencedto the abemipanybng dréwinps ipwisgtent i nvent i on.
It shall be apparent to one skilled in the art, however that this invention
may be practised without such specific details. Some of the details

[0015] FIG. 1 illustrates a schematic block diagram of network of a plurality of

terminals having a remote access system in accordance with an embodiment of the
present invention;

15

oote) FIG. 2 illustrates a flow diagram of & remofe access session in
accordance with one embodiment of the present invention;

o017 FIG. 3A exemplifies a main window of a control agent module in
20  accordance with one embodiment of the present invention;

o018} FIG. 3B exemplifies an in-tray window of a control agent module in
accordance with one embodiment of the present invention; and

25 [o018] FIG. 3C exemplifies a control screen of a control agent module in
accordance with one embodiment of the present invention.



may not be described at Iength so as not to obscure the invention. For ease
of reference, comon reference nunerals will be used throughout the
figures when referring to the. same or simlar features conmon to the
figures. 10 [0021] FIG I illustrates a schematic bl ock diagramof a
network 100 of a plurality of termnals having a renote access systemin
accordance with one enbodi nent of the present invention. The plurality of
termnals connect to the network 100 via standard network connecti ons,
such as LAN, wireless LAN, WAN and etc. %5 The network 100 may be an
Intranet or Internet. - Each of the terminals is provided with software

applications such as word processi Dgtad@iiDéscrgtioons, graphi c processi ng
applications, and etc. [0022] Still referring to FIG 1, the network 100
conprises a control termnal 20 110 and client termnals 150. The control

ternminal 110 cl8%#ti ses la linomithdhe ahgensummaythecfolldsting description bf & auhibeo! | er

compr 505 5 ol fRt 2R A cpuiinia s SRR L Bhasmtd ¢ B o

data fil es 5 54catumpeofdhapressht lamMn.msﬂaﬂheépbéreﬂtndoﬁémmﬂwmtamgﬁ%veﬁDdul e

he control i crauneyivistn bR rofad ingi ek el el ne SR A<kin r ol | or

112 controls |Wuipbbefd¢m&engﬂmbesﬂm(m®sairembmve:niohmbh-edsebﬁbmﬁllo The

on- scr cen key RaBrd rAsenc8 RS Sl pr oo B i i Skt elioe Bl one 115

and the cl i entsamgprisimilar featuges taBmbmml tholfipupesy sof t ware appl i cations such as
word procegsing application, graphic processing application, and etc.,
which 30 are installed on the respective termnals. The data files 114 and
the client daf®¥iles F3$G. | illusthtese sohivynadatbivek idisgfant bbé nawerlasoloof &t ed with

any of the ap nd the client ap Ilca,tlons 153. For exanpl e,
files with aﬁiu}rf.%?ytex?ensmn gfvm (ffmé‘&% 60 dn 2ReHanes Wil 28%r (1), a
name extensi ommmmdmammmeomeBﬂ&hﬁﬁsdAﬁﬁﬁtm&W
extension of jgq ggﬁ cro ft he ,exanpl es
above are pI’OVI d § P‘&Em ¥nder st ood
t hat one 15 'Ihenetworklﬂomaybeanlnn-anetorlntanet.-Eachofthetexmmalsxspmvxdedmth

i software applications such as word processing applications, graphic processing

applications, and etc.

[0022) Still referring to FIG. 1, the network 100 comprises a control terminal

20 110 and client terminals 150. The control terminal 110 comprises a control agent
module 111, an input controller 112, applications 113 and data files 114. Each client
terminal 150 comprises a client agent module 151, clicnt applications 153 and client

data files 154. The control agent module 111 and the client agent module 151 are
required by the remote access system to allow mteractxon between the control terminal

25 110 and client terminals 150. The input controller 112 controls inputs from user
interfaces of the control terminal 110. The user interfaces include a keyboard, a
pointing device such as a mouse, on-screen keyboard (or soft-keyboard), and the like.

The applications 113 and the client applications 153 include any software applications

such as word processing application, graphic processing application, and etc., which

30  are installed on the respective terminals. The data files 114 and the client data files 154
Jinclude any data files that are associated with any of the applications 113 and the client
applications 153. For example, files with a name extension of “pdf” associates with
Adobe® Reader®, a name extension of “doc” essociates with Microsoff® Word, a



application 113 or 153 nmay associate with different type of data files, and
vise versa. 5 [0023] Still referring to FIG 1, during a renbte access
session, the. control agent nodule 111 at the control term nal 110 and the
client agent nodules 151 at the client termnals 150 are executed. The
control agent nodule 111 connects to the client agent nodule 151 via the
network 101. The control agent nodule Ill can select the client agent
nodul e 151 froma list of recorded contagts or by specifying the IP 10
addresses of the client term nals 150 to be connected. Once the connection

Is established, the cont .Aagent rmdul e, 111 can transfer a data file 114
to the client xgagetx?mﬂ% fg’él [Exqeh oand Tt a'b? gxamples 114 can

be transferredabbee irbpro@idb@ﬂy waﬁ@?@iadﬂ@ﬁbﬁ&n&%&mtxhﬁ%éﬂhm%&%ﬂﬂ qEop the
rel evant data flfé uonhg ? contro] agent nodule 111 or though file

br owsi ng i nt er PR 1O i9E Y astocittsatith difierent e efidatacleseendviseiverstiat a fil e
114 is transferred to the client termnals 150, the client agent nodul es
151 store he[@gﬁta f| 11 at the |l ocal storage nediumas the client data
files 154. G |1, GHringhe remateopacess sessionaths coml and be

del eted right mgmmoameupai%@con%@mﬁﬁnaqaﬁ'aed“m%ﬁ'&t tB@d\gésCleqnh
ent nodul e | execut es

per manent |y on Iocal sto%‘gge medi um_ The control )
the data fil e “H9B tefningls d5Qarg execuied. aW@BE‘Pll%mﬂ@e seopnestsdeithe Glisnher ewi t h.

The client agagént iiadult @511 5id dRReMIrRI01. h?hé%dnﬁ&tagﬂxﬁt:@dme 151 Lafse ‘Pe one of

the client appl |cat|ons 153 associ ated t her ew executed cl 1 ent

appl i cati ons P4t agent dpadule 151 from \aclist| of ereeorded sfontacts jov by pecifiiing the &t
terminal s 1b00addresSisi bfl the C4IRAS teRfinkIS 1 EPQO Be cofi&ited! NOnEO e %nfn Rtis 111
0

senses an |npu 25 .sjgnal from any the user 1 nterftaces e control

termnal 110, ‘E%&%@‘l@d‘“@ﬂ%%mﬁﬁﬁ@tatﬂd%llﬁlm&ﬂchagemﬂt modul es
1St Upon recetmsuﬁl& 151% th@%ﬁrokwmffﬂfe Sah4 cantl%b eﬂpétoitgg Bfienf0dul €5
erm nal s

151 execute a rel ev i nput si gnal e client W|thout a

need to execuf‘%""t‘ﬁ %Ilélfgﬁ?“@ m@ﬂme@wwmﬁ@eanmﬁbmﬂta%mbf t he

client term madlle 1H10or thitizh W& %okag&g ed on a
keyboard o a&pﬁga screen keyboard via a pol evi ce) of e control
terminal 130 %@nfn‘t eatngmpmdubs t hat
corresponds tﬁo&*ﬂﬂd&ﬁ%lﬁ%\’&e q%Fd?'ﬂl ‘;ﬁ{ﬁ&, ransmts
the input signal . to the client ag ent ule %r’h enr}?%‘e cli Z&?béagent
modul e 151 r e¥UPd EMpoRRy pmﬂmcl@pgmms 150 anchbe deletecosightrshangthe remote

access session ends, or be stored permanently on local storage medium. The control

agent module 111 executes the data file 114 with one of the applications 113 associated -

20  therewith. The client agent module 151 executes the client data file 154 with one of the
client applications 153 associated therewith. The executed client applications 153
becomes an active client application on the client terminals

[0024) Still referring to FIG. 1, when the control agent 111 senses an input
25  signal from any of the user interfaces of the control terminal 110, the input signal is
transmitted to the client agent modules 151 Upon receiving the input interface signal,
the client agent modules 151 execute a relevant input signal at the client terminals 150
without a need to execute the relevant input signal through user interfaces of the client
terminals 150. For example, when an input key “A™ is executed on a keyboard or an
30 on-screen keyboard (via a pointing device) of the control terminal 110, the control
agent module 111 executes an input signal that corresponds to the input key “A” on the
control terminal 110 and transmits the input signal to the client agent module 151.
When the client agent module 151 receives the input signal (i.e. the corresponding



7 Signal for key "A"), the client agent nodul es 151 executes the input
signal on the client termnals 150 to provide an input key "A" to the
active application 153 of the client termnals 150. Simlarly, when other
keys is executed on the control termnal 110, the signals corresponding to
t he executed keys are sent fromthe control agent nodule 1 i 1 5 to the
client agent nodul e 151, and the client agent nodul e 151 executes the

rel evant key on the active application executed by the client agent nodul e
151. OW Still referring to FIG 1, the ifnput controller 112 is adapted to
control priorities of the user interfaces for the control termnal 110. A
user of the cosigrabfor kgjetA”), therliondgént mothilekSi esehtes the inphiysignelronrtie clientd | i mi t
the input signghsinki | £ «hitenface to be.transgitt to the
client term na‘lis ‘15%?-%':(&%&2@ %éo%iﬁ?#n%g né %‘3( ﬁpa%é‘:e ?ﬁ%&@oﬁgr"g}ﬁk a%g[ﬁt nodul e
111 can be con®mypaletst Simialy, whinothdn deysripetecsedjoraths conitral temminab $10, theom t he

on- screen keybgg{agcgggl gﬂ.ﬁt ' J Lanal s from t,he keyboard he
poi nting device for gehera tglf)ﬂelreg%% soafefeﬂgg%ﬁher% ger‘#‘ﬁ%‘ﬁﬁélj‘l . 15
[ 00263 I n the tortkssdient agaitontiduter1S], aad therghiont sgemymeddaledSi exceutes the eddvames, such
as keystroke i ar 1525@ romthe control..termnal 110 to the
client term naﬁ%%&fmﬁe ner@%%%g#gﬂg%@ﬁ?tﬁﬁﬂﬁéw is(lhe client termnals
150 simul taneously can be achieved wi thout the need for nodifying or
under st andi ng ar chi fe f e, target 20 l.i,cations, . Further,
unl i ke other, 'réenpte ac%tggxts?l ng %gﬁgﬁ’a‘ﬁﬁ%%ﬁrﬁﬂgéﬁgw fo 60 to gain
ful |l control ofpriotitiesof thensertingerfacesdfbrsthd &dtrollieminst 108. €A asen bf the conasluigem af f ect s
only the clj enf aRP{11a% 190 3 that executed wth the .client data file 154
t ransf errec}i g’?om H%g %én recﬁ%glﬁgcgﬁf&r?ﬂégﬂnﬁ%fm%@?& GPm; 4, 8PeRifif 3T
term nal s 150 inferfacalkd be transmifted wabelclivht tarntihdle150¢ Fopy homlimiting keample the t he
renote session.| nnj t he, 25 backqground.. [0027] Dur, t he renote
accessi ng sess%?%uzo,l .1e*ncon€?¥)llca3 mn%gﬁ%sq@fnlyé&w s@?“ér&gxm’m’s
synchr oni zat i Gremnthedeontsoresy keyboardi and maihthivi the @ignalf fiohe the cEpbrardanketsi ng
session with . tocols. The exchange, pr ot s are foll owed by
each of the 3 ?‘%‘%ﬁ%@?&&%@émﬁg@@@m{%@@ﬁ@me accessi ng
session idSsynchroni zed bet ween

{0026} In the present embodiment, as input signals of user interfaces, such as

keystroke signals, are broadcasted from the control terminal 110 to the client terminals

150, a generic remote controlling of the client terminals 150 simultaneously can be

achieved without the need for modifying or understanding the architecture of the target

20  applications. Further, unlike other remote accessing system and method, there is no

need to gain full control of the client terminals 150. The remote control session affects

only the client application 153 that executed with the client data file 154 transferred

from the control agent module 111. Users of the client terminals 150 are able to

proceed with other computing tasks while the remote session is running on the

25  background.

[0027] During the remote accessing session, the control agent module 111
activates a synchronization mode to synchronize activities of the remote accessing
session with exchange protocols. The exchange protocols are followed by éach of the
30  transmission sent to ensure that the remote accessing session is synchronized between
the control terminal 110 and the client terminals 150. The exchange protocols include
a sending protocol message and a replying protocol message. The sending protocol
message comprises information of the transmission sent by the control agént module



the control termnal 110 and the client term nals 150. The exchange
protocols include a sending protocol nessage and a replying protocol
nmessage. The sending protocol nessage conprises information of the

transm ssion sent by the control agent nodule 8 111, which includes a
header, client identities, a data file name, a application nanme associated
to the data file name, a command signal, a synchronization node option

and/ or data content. The header is an idgntifier of the type of data
activities that are transmtted by the control agent nodule 111, which

i ncl udes filesgtransferri , 5 €0 nds signalin files retrieval and
nessage transf & h‘”%{j %‘é‘{ggéé‘ﬁadgf’%' HAsng datp 1t vases; o pRRlCatoB B8RE cont ai n
i nformation thasocamdriophd @due filematdCa BEAGAIA sigtAl, a0 AKRInGation! M6deWpASIET Of

ile nane of the transferred

file transferr gnt ai.n egst, the data f t he
data file, angélwtaﬁ ﬁﬁ?“r"ia%%h“ﬁgrféﬂﬁl‘p&f‘ gbthe dyrepidgte @pfdvities IFEE 1 ed
data file nanetranimitted &FPMBSENr6l hgear HRAME 1P VAEAC RkuBRSARY Srahdffind he

cont rol agept cr{;odul 111, t?if cli.ent 10 nodul e agent 151 replies wth the
reply prototol faenaling, files setrieval and essage-iransieiming. cHsirest ASthe pRdiBe ot us of

each transm sgiratocodficsdgd siiay cbiin'ifBHnatiBA E&P@?}o ARE B heade? "PdrleRdiipled N

I dentity of t%%e%&%@gul e 151, a S aFus of the transm ssion,

and/ or data c er Foniains b isast the date dile pamef, the drgnsferred data | o
creation errorfie, aad itkbasplication $Bk A aSHGHES & e traflifSrRliOhBRSARME, JHCCESST Ul
In the event that there is

and command S["%E?}I?ﬁ%(’g transmtted successful. s
unsuccessf ul {be spading protacplmessage frapdthn consel aeent mopule 14, thesliony ¢ he
transm ssin tnwdhldagdp 51 feplfes Hith AeireflP pratocHAL ke, 1 PHe replly ProtddsH: gn there
is no reply from.a E‘EFﬁCi ftiEg client a%gﬁt nmodul lé@‘.?LSl mgl n a u|cl)ere et er mi ned

tinme, the confPusdns,he, statys of each jinangpistion aetivityd The replytmotpeol anessage he
control si gnakoystistad idehiith it tBOElknt HMPW&@JISI,ZQ[&HQ%E%FMM, the
es

control agent dule 111 and_the client agent nodu . record a
process i dent PIXPF FRntenh | Tihe #tatus includes tapsferned Fupasssful e filercreation gren, | ¢ 114

that are traclipbbdrtl ClhsHeH shidd@sRE! : NG eanl! a&,ﬁ%‘”@f sigiéf a files
are execut1§d ﬁl ong with the assoc?g"g‘é,d appli cations &?3 and 1537 agent
modul es 117 a . Intho,pyens that there & ansuceessiin jng the gontmek t ar get
applications gas e {118ndy tBe AP fhe transmission to the specific client agent module 151.

Further, when there is no reply from a specific client agent module 151 within a
predetermined time, the control agent module 111 would resend the-data file or the

control signal to that client agent module 151,

AR STRISSHIN
&

=l? L l.r‘

20
[o028]) Further, the control agent module 111 and the client agent modules 151 .
record a process identity of the applications 113 and 153 for-each data file 114 that are
transmitted over the network 100. When a plurality of data files are executed along
with the associated applications 113 and 153, agent modules 111 and 151 can

25 - transmitted the command signals to the target applications based on the process
identity, thereby synchronize the applications activities between the control terminal
110 and client terminals 150.

[0028] According to one embodiment, a user of the client terminal 150 can
30 perform other computing activities as desired. During which, the client agent modules
151 and the client applications 153 executed by the client agent modules 151 remain on
the background process of the terminals 150 and await any transmissions from the
control agent module 111. When the control agent module 111 transmitted a control



I dentity, thereby synchronize the applications activities between the
control termnal 110 and client term nals 150. [0029] According to one
enbodi ment, a user of the client termnal 150 can 30 perform ot her
conputing activities as desired. During which, the client agent nodul es
151 and the client applications 153 executed by the client agent nodul es
151 remain on the background process of the termnals 150 and await any
transm ssions fromthe control agent nodule 111. \Wen the control agent
nmodule Il transmitted a control 9 signdl to the client agent nodule 151
the client agent nodul es 151 proceed to execute the control signal to the
target client gl tocthe rlisnt aes® mogule Mhdhe ¢livat dgent gekiulapiilipraesdtn extB8 | s not

an active cli efb csHl kigaM b : . | terpative e i ment,
when a data fi| e_114ki‘h§€%lrt€1{%§m ttg%n¥ ?p%%%ohgs‘{é‘%ﬁ?r‘%fm%ﬁm&ﬁ%‘g‘g?%ghlll to
the client ageh® ifmnian astive client applicatiomtS30l agent nodule 111 is adapted to
recei ve screen shots captured by the client agent nodul es 151 during the
renote accessing session. In this alternative enbodi nent, the control agent

nmodul e 1115 ddé®0hot nekncantaliemnativa chnbodimantswheénod duth Alp[114 BsatdnsmittddlSorhior t he
data file 114 ' lient agent | es 1. Only the
client agent ntg%%c{nggl’h?%t%o?ggt& e{orifchcheigsag% Pz&?@as @&Eﬁ?""&ﬂ F@&i"f%‘ﬁs 153,
and client agedl isasaptedts re@ive serpenushets saphwredelynthe slivat agefanodulee 15kdwing at ed
client applicghd o fully executed with t transmitted
data file 154%40’?&???;“3% e ol T e ‘“ﬁ%ﬁ"mg?fﬁ‘f‘%‘i‘% SH oA ¢ e
client term rld} sloaspotamesd dadauncle dn fassocieted rapphitation 1i3 &% therdawaile 14 si gnal s
transmtteg Jga.Jb ; ' f nt,r ol. Agen ule 111 can
performthe renpt e%ggsc%%@gégﬁﬁagﬁa%%ﬁw % ?‘fg‘gf Rt ur ed
screen shots. tieoagtiatedreliont applisations1183)iand olient bfwnt mothilesalS1 agptade asetteh e | | |
can be contro een,.shots_anytine as,desire. 2 0032] In
t he above enb(%ﬂ(fi?%ghﬁ{lgl?ec%%%%n@%ﬁ PR véaﬁfmsn{ﬁl%%s?qcfs H"i‘ﬂ’é‘t"elwg‘n&’e agent
nmodul e 151 ar gapsmifieddietd fils 134 (eethe clivnedag filet1 S0 dRutther strbé sho of ik chgent

dul 111 i [ | nt t w,th th I i ent t duyle 151 d
module 111 | enffllk' 80" 8 dafrubel’ R Wkey "t 61e%and oohitb1 AP0Als oanamthed, 121 2"

15 Thereby, the user of the control agent module 111 can perform the remote accessing

session via visually verifying the captured screen shots.

[0031} In another embodiment, the control agent module 111 can be controlled
to capture screen shots anytime as desire.
20
[0032] In the above embodiments, the control agent module 111 and the client
agent module 151 are provided as a separate agent module. The control agent module
111 is configured to interact with the client agent module 151 and send files and
commands to the client agent module 151. In accordance with an alternative
25 embodiment, an agent module model include the capabilities of both control agent
module 111 and client agent module 151 is provided for residing in the control terminal
110 and client terminals 150, '

[0033] FIG. 2 illustrates a flow diagram of a remote access session in
30 accordance with one embodiment of the present invention. The flow diagram is
explained in conjunctions with FIG. 1. In step 201, the control agent module 111 and
the client agent modules 151 are executed by users. A group of client agent modules
151 to be connected thereto are selected on the control agent module 111 in step 202.



commands to the client agent nodule 151. In accordance with an alternative
25 enbodi ment, an agent nodul e nodel include the capabilities of both
control agent nodule 111 and client agent nodule 151 is provided for
residing in the control termnal 110 and client termnals 150. [0033] FIG
2 illustrates a flow diagram of a renote access session in 30 accordance
wi th one enbodi nent of the present invention. The flow diagramis

expl ained in conjunctions with FIG 1. In step 201, the control agent
nodul e 111 and the client agent modul ed9151 are execut ed by users. A group
of client age nodul es 151 to be connected thereto are selected on the
control agent TRSASAT &f the eontigl ageptymargle 111 Gelecrivedata file 184 to Hedransfomed & theigent

modul e 111 selggiipSrf slied tfrhddGled 144 ; r : P*’m of
client agent nodul es 1?%&% step 20‘%%&‘53&@2@%&%}9{)‘?9 e giéﬁﬁ#??e 114
can be carri &8¢OULYY draggndidip @niopthe routral fagent amniduls) ombe ey mexdgation or by
way navigati Oﬁn'ndM'aﬁ.O% 204 %/ |4 1 checks
if the data file 1 is%sudp@i%ﬁz %ngéﬁﬁd%ofﬁ%e%?% Hﬁgﬁ%eﬁgﬁg 150. |If
the file i $ ntcoesstylly santtodhedligntterminalst 150¢ Hithe file lisnosent sicéessfullysemdsthe nodul e
151 send a reqgyQaht dient daEnt I 1 t ata file
114. Upon receivin the&&&étqg%fﬁg‘%ﬁmgl@g%é‘?%‘%’“%ﬂ a[g%ngi%ﬁl 5nl?ﬂ(fder m nal s
150, the clie ¢riiafe file 1130 Unoo mencivingethel data filé 114 Sutebssfullyson the elientst or age
medi um as a CldnBinbis 436 2k ik é%ﬁinai” o, +Lhe. client dule 151
of the client 10 term’r_lanu%g execsu%%is&gmglgfee%‘#ﬂ %p*il@‘g% ?o%gq hat
associ at es wi mediumas g clientdateifile 454.i Inastep 298, thEclizht agentanddulegShof todicne 151
responds 48 t REnHANEEPLARE Y ls & the . data, f.i|
transferring and the c+x| ent rha%%?%gé [ o%’}i%oz‘i‘%‘ié‘@&#%h“aﬂét‘h&tﬁgé?g‘aﬁ# step
206, the cl it Esgkslienhegegt modulstSl) sespoads tdheamrolngentimmialed 11 farrthe he
control agent gipgill trgnglgerrin% i s lnclu eys s that
i nput to the con'grof‘1 agent Gﬁﬁ@%%%%%@#%‘ﬂt i’gﬁ?éague%qr?gﬁul es 151
recei ve the cleplipntiagshignedules 15hbistenamramehand sigmuis fiorathe centml ageatimodule he
client applicgyi %GQW . 09 an Zgﬁf ] h L ent agent
nmodul es 151 store an Infor Ig@é@g?&gﬁéﬁe@%ﬁmgpﬁgﬁ{e F%%'P%Jﬁﬂel% on
the clieft tHiniWhenghe dipntagentauddies 18brictios the gomimanidisignls; the cominamht
appl i cati on  Iggelt releRutel 3 e Yic? HiplicatB L) f &S HH7 1 2455 %08 and 209, the

client agent modules 151 store an information status of the client application 153 on the

client terminals 150 and send a monitoring status of the client application 153 to the

control agent module respectively.

20

[0034) In accordance with one embodiment, in the step 203, the control agent

module 111 further searches and executes an application 113 that associated with the

data file 114. The control agent module 111 identifies the application 113 by retrieving

caption texts of all the applications 113 installed on the control terminal 110 and does a

25  matching by the file name of the data file 114. The application 113 that matched with
the data file 114 is then executed.

[0035] In accordance with one embodiment, in the step 205, the client agent
module 151 further searches and executes a client application 153 that associated with

30  the client data file 154. The client agent module 111 identifies the client application
153 by retrieving caption texts of all the client applications 153 installed on the client
terminal 156 and does a matching by the file name of the client data file 154. The
application 153 that matched with the client data file 114 is then executed.



20 [0034] In accordance with one enbodi nment, in the step 203, the control
agent nodule 111 further searches and executes an application 113 that
associated with the data file 114. The control agent nodule 111 identifies
the application 113 by retrieving caption texts of all the applications
113 installed on the control termnal 110 and does a 25 matching by the
file name of the data file 114. The application 113 that matched with the
data file 114 is then executed. [0035] In accordance with one enbodi nent,
in the step 205, the client agent nodulld 151 further searches and executes
a client application 153 that associated with 30 the client data file 154.
The client agent nodule 111 identifies the client application 153 by

retrieving cappg t ext f e, client appligcati %é? ' ed on
the client t gr r?%al 1_&8 t%na&glééoe q‘athfgrﬁéngﬁ?} ﬁ%g'g'?‘){“ﬁeeiﬁi%%e na%dn‘%%&%l%e client
data file 154.ther¢lignt applidationatlSd nf the Sradsiimted dnth dileeld 4 wid the tlieat agentewduldat a fil e
114 is then e : &&. 36 ne.t he above.ste t he ,copntrol agent
nodule 1 i | é%gghﬁggran %@%f?%?%°f ﬁEmE%ﬁgﬁngﬂg?F@Q&Pgﬁ@ﬁ153 of the
transferred data file 114 via the client agent nodul es 151 wi thout
retaining full Nt rol ere e term nal vy e network 100. 5 [0037]
FIG 3A exerrpll?oglﬂes a n@#ﬁs&i“ﬁ 18 e °‘5§h€?é&‘e agtmedile 111 iy
accor dance w tlil gnescerddnoel witk phe edhbddireeny b the present iveitiono The Tain window Wi ndow
310 conpri ses rfra X 311 termnal Jist 313 a t s di spl ay
bar 316. The 32%@’# ay %“\c/)??"q%ﬂ%?’f g’f@& t5ing! %é‘ ‘Jblétaﬁd Fi%@?r@?ﬁyiﬁﬁﬂar e sent
to the client Theouttraxlbox 301 lisidd oufahedith file €14 tiatade font & thd dlichOtermhinglnsf erri ng
to the clignt rapnal s 15 r. can,sinply.drag-and-drop a sel ected
data file Dralsh %%ﬁo‘h{‘?“f %dé@hjt}éﬁ?%l@”f%“ﬁ’glt‘é% °"%§g‘5‘fmgﬁg{’&§$ Wetile 114
from out trayciosimfly ragtdnd-droper sefeased dhth fife Bi4calthd eutittay thox 361 2To detmat ed
bel ow t he out - b th a pointi evi ce. n e data,file 114
is dropped i ﬁé%g%%%%ﬁéhgﬁ%wgfﬁ&ﬁgﬂo%é%mF ”a‘f’fgﬁ“i ‘&@P’i‘é 113, 153
i s executed olvcdttd bdiew thervut-dy Boxr3Ii with alpolntip devitte Wheérethé dite fild 1dlis 151.
The term nal -1,i 3 |is | | e termpals,..includi the contro
termnal 110 F‘ﬁé‘%"dé&%ﬂ}?(ﬁ’ﬂﬁéﬁa@& 3“]7 WMME%%P& 145 is excoiied on
15 the control terminal 111 and the client terminals 151. The terminal list 313 lists all the
terminals, including the control terminal 110 that are connected to the remote access
system. The terminal list 313 can also be used to add and remove the client terminals
151 from the remote access system. As shown, the terminals’ name and the
corresponding IP address of the terminals are provided in the terminal list 313. For
20  benefit of the user of the control terminal 110, the terminal list 313 may further show
statuses of the terminal. For example, when a new: client terminal 150 is added to the
terminal list 313, its name and IP address may be shown red while the control agent
module 111 is attempting to connect to the client terminal 150. Likewise when a data
file is being sent to the client terminal 150. When the client terminal’s 150 name and
25  IP address are shown in black, the client terminal 150 is ready. Below the terminal list
313, there is provided a send command button 314 and a capture screen button 315.
When the send command button 314 is pressed, an on-screen keypad window is
provided for providing input commands. The input commands on the on-screen
_ keypad can be sclected via a pointing device of the control terminal 110. When the
30  capture screen button 315 is pressed, screen shots of the target application 153 on the
client terminals are captured and sent back to the control terminal 111. The status
display bar 316 displays the status of the remote access session.




system The termnal |list 313 can also be used to add and renove the client
termnals 151 fromthe renpte access system As shown, the termnals' nane
and the corresponding IP address of the termnals are provided in the

termnal list 313. For 20 benefit of the user of the control term nal 110,
the termnal list 313 may further show statuses of the term nal. For
exanple, when a newclient termnal 150 is added -to the termmnal |ist

313, its name and I P address may be sho red while the control agent

nodul e 111 is attenpting to connect to ttfe client term nal 150. Likew se
when a data file is being _sent to the client termnal 150. \Wen the client
termnal's 150090%8he andf¥5 3Ppxemplifissen inrtamy svindar 32¢ofsheedatrokagent ol

terninal 150 imri@asbmmﬁekﬁm/ohbemsﬁhﬂén@ahhbké%u' t invedtior, MPHeSn-briy Ring ded a
send conmmand %ton 314 and a capture scree utton %15. © V\hhgyn the send

command but t orr28 fhsplays 3} the duty files 414 thatsare sransfomed) tothe cliendiemninals 153 B¢ ded f or
provi di ng | Npub-u@p WiEieH320 3o Lk lr CIOAHR SRR bl RIS Cr 20 Keypad can
e

be selected via a pointing device of t control termnal 110. Wen the 30
capture scren button 315 is pressed, screen shots of the target

application 15ghsen t he prgl ] lsEredn mggk to the
control term f\tgolg,]?ll. The g?%ﬁéﬁ%ggkéa”gbar ??g%g?gﬁﬁgg‘g%?ﬁ% statgus of
the renmote acddlin agedpnsp with pne erpbmignent-p{he pRseak ivesitioni The contrpksereemy wi ndow

320 of the comBe @ acBaRdd by Preldh é'%m@ag, ' e -@Etaglg} nt of
the present invention. The In-T Fhaeilsgva ndow E%Bg&gjligﬁ%‘gg I e é’firg files
114 that are ®BF8§Ps$30, comprises & windewi333+ a parsereevakeypatisi34 anden tekhbaxr 336. wi ndow
320 is al s@® usedn iR sefEédamtdn ' : | w1 G 3C
exenplifies a Qoﬁt rol scr een@g‘%%&?#etgﬁié@ﬁa‘%ﬁé%%?n%&%‘bﬁﬁf%‘%z%"ifn

accor dance wi Chenh applicatinndl53eoft the fcliem derprinat 450 is captedi and. displeyed ontthol screen

330 is acti Vahﬁﬂo@ﬁ@?&%&yﬂﬁ}is&ﬁ%&ﬁ%ﬂo&} cUistPie §$§E§{I} F%%Qgéé%ﬁ The

control screen 330 conprises a W ndow 332, ‘a on-screen 4 and a
text box 336. for@erfpraring the reyegtel acsessing recksivnt tFone@h 4ommaid Ggnd Aeritn pavessed, a

150715 captur o Doyt st eadPten R b Bichoripfihal (89, & it il ™ "
verificati'®n. feﬁ'ﬁmgerheoépﬁlwsw. tDepensingsoor theapplicyipm end3@4quirement, the on-
screen keypad 334 be a full key layout, such as an IBM PC keyboard layout, or &
partial key layout that contains only some of the useful function keys. The text box
336 is used to enter text thereon for broadcasting to the client terminal 150. User of the
control agent module 111 can choose to broadcast the text via a pop-up message
20  window on the client terminals 151, or to store directly in a clipboard of the client
terminal 151 where users of the client terminals 151 may paste the text in a-desire client
application 153.

[0040) Still referring to FIG. 3C, where the remote accessing session include

25 more than one client terminals 151, all screen shots of the active client application 153
of the client terminals 151 are captured and displayed on the window 332 as thumbnail
pictures. The user of the control agent module 111 can select any of the thumbnail
pictures for viewing.

30 [0041] In another embodiment, the control agent module 111 selects a client
file directly by only sending over the commands to control the client o the specific
application.



for performng the renote accessing session. For each command signal sent,
a new screen shot of the client application 153 of the client term nal 150
is capttnDd and 15 refreshed on the wi ndow 332. Depending on the
application and requirenent, the on- screen keypad 334 be a full key

| ayout, such as an | BM PC keyboard | ayout, or a partial key |ayout that
contains only sone of the useful function keys. The text box 336 is used
to enter text thereon for broadcasting tg the client term nal 150. User of
the control agent nodule 111 can chooselt o broadcast the text via a pop- up

message 20 wi ndow on the client termnals 151, or to store directly in a
clipboard of t#&4| | ent In ansmbpdiment] 8 prifered commandsdé be beat from dhetcontedi ni nal s

151 mmy past e idss isdlle X1 & el Qs Gl ridules ABP ake RbALAD: doHe ik ABARY SUI 1|

referring to FIG, 3C__where the renbte accessing session | Nnc nor e
t han one clien ¥i A fputisignalssqurh svkeystrokeh obsthe inputeignals tare/generici tant

application 153mo@facée'§§9sy§deﬁsed&s {,&rr%uﬂglas %&%ﬂ%ﬁé%ﬁérc%gm%{fg c1(ﬁgfcsﬂpnl ayed on
es. e -contro

the .w ndow 332 as thunbnail pictu e user agent

modul e 111 tarfPRliatiens aygilpble in themanketunbnai | pictures for view ng. 30 [0041]
I n anot her enbodi nent, the control agent nodule 111 selects a client file
directly by only sending over the commands to control the client o the
specific appl i on. prasent nvention providesizomialtinet gendrivaapplicafian ofctitoc ommands

to be sent frogmntlhisy ngpmg@ l& L] tS a‘%gf’fﬁ%%f%tgﬁng %ltéu_oimdul es

151 are preferred to be the contr erm na such as

keystrokes. Aderminal forgngtor glogesmotelientgemsual and tehmtely emrdlingithe asfiway st em
does not rJUisgpicatida I"I5 SREGh G commmnds different .5

appl i cati ons Igli\s}gli I ab@e%{m’iﬁ1 t'ﬁermr%gr et . Bfﬁs ’?ﬁyﬂf"& SF SXARPLA PHENE b1 ovi des
a real -time giterpsaft®;RoyerRoint®dile i5f beingt toansfemethhthe)gnesmrhose cliens pphinglat i on( s)
based on a dagR Pdvepdig@n ; . ascontrol termnal 1o one.or nore
renote client termn nal tgr.l%;p?&eakg?e 9&2%nfhreofﬂ°ﬁéjvet Hgngmﬁﬁ‘tés %Bnch

appl i cat i on( s#utRipaticalisotndisplay thesfild ahd thet sender/indtiator ican nvigatet therpresenmtiorexanpl e,

when a M cr ogfh hinkdoneyer Poi nt (r) file is being transferred to the one or
mor e cIing term nal,

[0044) In this invention, it is proposed that a resident program sitting on the

computer will do the job of launching the application of the data file which is

associated to. The resident program will then listen to commands from the initiator.

The initiator can then send generic commands to control the application without
20  retaining control of the application at all times.

{0045] The present invention can be used for éxample, collaborative E-learning
for delivering lectures to a group of students at a remote location in real time. An

example of the E-learning is illustrated herewith below in conjunction with the FIGs.
25 1-3:

[0046} In an online tutorial for Microsofi® Excel, a lecturer uses a pre-stored
Excel data file 114 for the illustration. During the remote session, the lecturer sends
the pre-stored Excel data file 114 to the student terminals 150 via the control agent
30  module 151 of the lecturer’s terminal 110. When the client agent module 151 of the
student terminals 150 receives the Excel data file 114, the Excel program is
automatically launched at the lecturer and students’ terminals. The screens of the
lecturer and the students’ terminals show an active Excel program with the Excel data



the PowerPoint(r) application reside in the respective client termnal is

| aunched automatically to display the file and the sender/w tiator can
navi gate the presentation wth function keys. 15 100441 In this invention,
it is proposed that a resident programsitting on the conputer will do the
job of launching the application of the data file which is associated to.
The resident programw |l then listen to commands fromthe initiator. The
initiator can then send generic commandsj4 o control the application w thout
20 retaining control of the application at all tinmes. [00451 The present

vent i on can fie T8eededl WAL Socn! ik BRI oy | GOLF WIS eyl VT 1 N0
Ion 1

| ectures to a&ro of students at a renpte”l oca real” tTme. An
exanpl e of the ?"’3@ S (WYithigthe en-sqreendeybrard theokeyvviignhls ol broadcast eothie ehietti on Wi t h
the FIGs. 25 gherd mb&R46IS1) BrcPihe QRbY L s Ok M t cel, a
| ecturer uses a -stored Excceélclﬂéj‘}ae?lgm%#gﬁ% o%ey%%&'??%s#gf(%n.
During the rerB gt of the Excel progzam of the stsiontdterntinads 150 2 -Sirhiterlyd whorcde  dat a

file 114 t e t NetngbUSRES arlySofhiaads . vt trol nt.. 30 nodul e 151
of the lecturer's term ne%ll%ll.o. %é%%dﬁe&glﬁgﬁ@q%g%ﬁeﬁdsﬁ%gﬁf%e%%%f t he
student ternir LY, thecippuy signalnfor Eolenting dhet comimiahds ot pravidispethEinped arpr ogr am
i's automati Cakdaicasd I \@fdn . dents, .term nals, The
screens of the |ecturer an‘%ﬁ@gﬁ%gﬁgﬁd@g?ﬁ%}%? k3 glﬁpﬁ‘f?% Excel
program wit h tHfeSams cemmengiand input t¢ mircorad the Epexh smieadihbe’s ingneof theleetoer’s | S

movi Nng the CUke@inaPITRR th xleacﬁiés: adshe | t.h t.he on-screen
keyboard, the key signal ser%rog%roa cgé‘f‘ﬁ%%“‘?ﬁ{e@%‘i"f@%fg‘%&ﬂ%m s 151,
and the no¥endifES sspsian, thedegturenr may chovse runtied data filed14nt differeaptypadadicet of
t he Excel progkegied®fant ]m::aﬁ' rm s.150. Simlarl e he 5
eBBciell Al dh ﬂf%hmnmtmfl% ﬁﬁmgﬂ? géé%eet of

| ecturer selects any conmands”  or provides a

the |ecturer' ¥anspiliedito she diegt agentemoduirulSisamgnal enkspondisy auplication 182 i< onmands
or providing & ' Efly, Oroadcast to the client agent nodul es 151, and
the client agent nodul es 181 executed the same command and i nput to

mrrored the Excel spreadsheet's input of the lecturer's
15 [0047] Another example of application of the present invention is virtual
sales/marketing presentation. The remote access system can run a PowerPoint® slide
presentation via the internet-based file transfer across the internet while the presenter
can manage the slide presentation remotely and can collaborate/interact with the
audience of different locations at the same time.

20
- [0048) In yet another example application, the present invention can be used for
virtual orgenisation of workflow within and between companies, organizations or
institutions of different geographical locations.

25  [0049) For the present invention, the input signals, command signals or the like
referred hereto are inputs relate to human-computer interactions. The inputs can be
produced by any user interfaces, such as keystrokes with a keyboard, movements of a
computer mouse, and selections with a touch-screen, for the user employs to control the
terminal and the agent module.

30
[0050] While specific embodiments have been described and illustrated, it is
understood that many changes, modifications, variations and combinations thereof



termnal 110 on the Excel spreadsheet of the student termnals 151. During
the renote 10 access session, the lecturer may choose another data file 114
of different type and executed an associated application 113, when
necessary, and the data file 114 is transmtted to the client agent nodul e
151 and an correspondi ng application 153 is executed automatically. 15

[ 0047] Anot her exanple of application of the present invention is virtual
sal es/ marketing presentation. The renotejaccess systemcan run a

Power Point (r) slide presentation via the internet-based file transfer
across the int gse i t : nage tﬁe s]ide presentation
remotel y and can c%??%%g?gfg?'nte?gg%ﬁéfﬁﬁﬁgwg% ende ‘T“ﬁPFPgﬁght

| ocations at tH¥WM®Re time. 20 100401 In yet another exanple application,

t he present invention can be used for virtual organisation of workfl ow

wi thin and between conpani es, organizations or institutions of different
geogr aphi cal |ocations. 25 [0049] For the present invention, the input
signals, cogmand signals or the like referred hereto are inputs relate to
human- conput er interactions. The inputs can be Produced by any user
interfaces, such as keystrokes with a keyboard, novenents of a conputer
nouse, and selections with a touch-screen, for the user enploys to control
the termnal and the agent nodul e. 30 [0050] Wile specific enbodinents
have been described and illustrated, it is understood that many changes,
nodi fications, variations and conbi nations thereof 15 could nmade to the
present invention w thout departing fromthe scope of the invention 5 16
CLAIMS 1. A renote access systemfor a network having a plurality of

term nals, each of



the term nals having one or nore application, the renbte access system
conprising: 5 an agent nodule for residing in each term nal of the network,
wherei-n one of the agent nodule, as a control agent nodule, is operable
to-conduct a renote accessing session on the other agent nodul es as client
agent nodul es, the control agent nodule léransmits a data file to the
client agent nodul es via the network, and upon receiving the data file,
the client agent nodul es execute an asspgpaged application associating with
10 the data file to read the data file, erein the control agent nodule is
operabl e to send keystroke signals to the other agent nodul es, and affect

the respecti;ve assQgi d application to | y the keystroke L signals _onto
the data file, aZ’af’% "gg g‘&%‘ﬁf Eyﬁ%e&h&%r %a@wﬁgl?ﬁa%%ewﬂwwfiw%w%@f

synchr oni zi ﬂg:téhﬁnasmiabi@?_@ﬁ@@ﬁ@bf&a@ﬁéﬁicﬁpt&%ﬁé@c@@cé&@ YR EhpAgnt modul e
15 transmtted the data file and the client agent nDduTes. 2. The Tenote

access system ac@brEsHgnedile fuimsidingviheaeh termivel oY thehnevworkatiherein sne of

performed b i r.o sa bet ween the control agent nodul e
Franarm t  ed e aana i, B B8 adtBF R B e B ahe Rl ettiot o st o
access syst esssianonrtte oghet agedt ahdtules Ahiesi fzehNi108018S, (R cAARN agerREst S
transmtted the dat i.l e operable to renotely capture screen shots of the

fi : |
associ at ed SppHitss ‘f%%@{eéﬂ & lisgt agent medules shatthegiworkyeudlieon reegving thihe
renote accegsg, s HNA j Im3, wherein synchronizati.on .hetween
the control agent rméu?xgo{g? gﬂ%?na‘?fb geé)?%c% 1 reogaEd 2 ﬁlbcaflﬂ’é axocEipe éﬂght
modul e 1@ur ihagataHde teread ¢heatateBlej ng session is verified visually through
t he captured 30 5.. The renopte access system according to

hot s.
claim i, m@?%gﬁe&gé’ogﬁﬁ{ gt Mpdute spenstable {9 sendniaysiaeker signalate the pther s

gﬂggt edl E)EN@'X%@%E%S}a@ﬂtafﬁeﬁﬁgggﬁaeétﬁ’vé DEobhi-§ Ao BE& o Qﬁ’p‘?&‘ & ké%,rérg&geed

signals onto the data file, and the agent module having a synchronization mode for
synchronizing the remote accessing session between the control agent module

15 transmitted the data file and the client agent modules.

2. The remote access system according to claim 1, wherein the synchronization is
performed by exchanging protocol message between the control agent module
transmitted the data file and the client agent modules.

20
3. The remote access system according to claim 1, wherein the control agent
module transmitted the data file operable to remotely capture screen shots of the

associated applications executed by the client agent modules.

25 4. The remote access system according to claim 3, wherein synchronization
between the control agent module transmitted the file data and the client agent module
during the remote accessing session is verified visually through the captured screen

shots.

30
5. The remote access system according to claim 1, wherein the control agent

module transmitted the date file is adapted to broadcast text messages to the client

agent module.
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17 6. The renote access system according to claim5, wherein the
broadcasted text nessages are stored in a clipboard of the termnals. 5 7.
The renote access system according to claim1, wherein the control agent
nodul e conprises an input controller for controlling priority of user
interfaces for controlling the client a@g@nt nodule. 8 The renpte access
system according to claim6, wherein the input controller 10 conprises an
on-screen keyboard for controlling the renpte accessing session. 9. The
renote access systemaccording to claiml, wherein the network is Internet.
10. A net hod-f or Thensnetaewessiysgmaaqbrtdiag itd ylaih I evherdiflise vioadasnetwmar k,

each of 15 the term nal s.havi ent nmpdul e residing thereon, wherein
the plurali tnﬁesg?getséqferﬁq?lrﬁﬁglaflﬁéh%ﬁ‘%ieoafghecﬁﬁpi"@r&term' nal and at |east one
client termnal, said method conprising: transmtting a data file fromthe
control terminal to the at |east one client termnals through the contro

agent noful &s; exweutemeie acresimaytaldcyording pplclabmt i,owhasmothicatoadovagdnt t he
data file of f 20. term nal.s through the client_ agent dul g; and
transmtting. i@gesg lr“l(rjlgfe}gess i Gn&iPY S?HQE%IS r é%f?%rolﬁ*%% RIAEE ph ug‘%n‘ﬂe ac‘ishgr
execut ed apphireléihg ¢t dliest diemomeduié.he client termnal through the client
agent nodule to affect the respective executed application to apply the
keystroke signals onto the date file; and synchronizing the renote

accessing sessi o n ntrol agen dul f t.he, 25 control
t erm nal an?' t herTc ?%}g{tg%a%%%? Sﬁgtaitﬁ‘n s Or(f?“% h% g@frp efntw eESi TG put gqntrofen
met hod aecorcadnpgsdsanahacraed Qeytoard foe to TG fleRen6% GDRES JeBioal OCOl

nmessage between the control agent nodule of the control term nal and the
client agent nodules client terminals. 30 12. The nethod according to

tho client term ol comae oy SRk AR L Sty e e au Sibts ™~
| PEA/ AU
10. A method for remote accessing a plurality of terminals via a network, each of
15 the terminals having a agent module residing thereon, wherein the plurality of terminals
include a control terminal and at least one client terminal, said method comprising:
transmitting a data file from the control terminal to the at least one client
terminals through the control agent modules;
executing automatically an application associated with the data file of the client
20  terminals through the client agent module; and
transmitting keystroke signals of the control terminal to control the executed
application residing on the client terminal through the client agent module to affect the
respective executed application to apply the keystroke signals onto the date file; and
synchronizing the remote accessing session between the control agent module of the

25  control terminal and the client agent modules of the client terminals.

11. The method according to claim 10, further comprising exchanging protocol
message between the control agent module of the control terminal and the client agent
modules client terminals.

30
12. The method according to claim 10, further comprising capturing screen shots of

the applications of the client terminals remotely from the control terminal.
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18 13. The nethod according to claim 12, wherein synchroni zati on between
control termnal and the client termnals during the renote accessing
session is verified visually through the captured screen shots. 5 14. The
met hod according to claim 10, further conprising broadcasting text

messages fromthe control agent nodul e of§ the control termnal to the agent
nodul es of the client termnals. 10 15. The nethod according to claim 13,

further compsi si Nge SLQRIN cAs t ext ssages i.n a clipboard of
the client terminals. 16.g%%gﬁﬂgﬁﬁg%ﬁgc%gngﬁﬁnf " %P%STT}mPﬁFPH§BQOP
conpri si ng feomingbrandothei clgnprierarindly dfiingusher rehidte hf@sssg fsodsigont velifidng t he

control agent dule of the coptrol termnal. 15 17. The nethod according
to claim 14?’15?3{]&tﬁﬁc’ruggél?‘?p(faipyr?ésc&ﬁﬁ‘tﬁ%&sl ing the renpte accessing session

wi th an on-screen keyboard of the control agent nodule of the control
termnal. 20 18. The nethod according to claim 10, wherein the network is

I nternetS Anended Sheet | PEA/ AU
14, The method according to claim 10, further comprising broadcasting text

messages from the control agent module of the control terminal to the agent modules of

the client terminals.

10 15.  The method according to claim 13, further comprising storing the broadcasted

text messages in a clipboard of the client terminals.

16.  The method according to claim 11, further comprising for controlling priority of

user interfaces for controlling the control agent module of the control terminal.

15
17. The method according to claim 14, further comprising controlling the remote
accessing session with an on-screen keyboard of the control agent module of the
control terminal.

20 18.  The method according to claim 10, wherein the network is Internet.
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