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User enters the login screen < 501

y

Processing unit 104 generates an instance of shadow-pad
303 with its shadow-pad buttons 304 and stores this <+«—— 702
instance of shadow-pad 303 in memory 106

Y

Processing unit 104 detects that secure means 102 has been «— 503
applied and a secure channel is active

Processing unit 104 retrieves the instance of shadow-pad

303 with its shadow-pad buttons 304 from memory 106 and | ¢—— 504

displays this instance of shadow-pad 303 with its shadow-

pad buttons 304 and its associated keypad buttons 302 of
keypad 301 on display unit 101

Processing unit 104 detects that secure means 102 hasbeen | o o
removed and a secure channel is no longer active 505

Y

Input unit 103 displays keypad 301 and its keypad buttons < 6
302 for the user to select 50

Y

Processing unit 104 processes the user's keypad button 302
selection and based on the stored instance of shadow-pad | ¢
303 with its shadow-pad buttons 304 in memory 106, 507
processing unit 104 is able to determine the intended
character

Processing unit 104 stores the intended character into
memory 106 and lodges this as a password character entry 508
Yes Is number of
1ntend§3d characters < 509
stored in memory <

n

Processing unit 104 sends the stored intended characters to “— 10
output unit 105 5

Figure 5
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Processing unit 104 partitions keypad 301 into a plurality of <«— 701
partitioned keypads 801, 802, 803
v
Processing unit 104 creates shadow-pad 303 with its <«— 702
shadow-pad buttons 304
v

Processing unit 104 partitions shadow-pad 303 into a
plurality of partitioned shadow-pads in a similar manner to +—— 703
partitioned keypads 801, 802, 803 and stores the plurality of

partitioned shadow-pads in memory 106

Processing unit 104 detects that secure means 102 has been “— 704
applied and a secure channel is active

A

Processing unit 104 displays the selected partitioned keypad

801 with its keypad buttons 302 and the associated shadow-

pad buttons 304 of partitioned shadow-pad on display unit I 705
101

If user is unable to locate the password character on any of
the keypad buttons 302 of partitioned keypad 801,
processing unit 104 randomly selects one of the remaining

partitioned keypads 802, 803 from the keypad pool, and — 706
displays the selected partitioned keypad 803 with its keypad

buttons 302 and the associated shadow-pad buttons 304 of

partitioned shadow-pad on display unit 101

If user locates the password character on one of the keypad
buttons 302 of partitioned keypad 803, user notes the +— 707
shadow-pad character and removes the secure means 102

A

Processing unit 104 displays partitioned keypad 801 and its | ¢—— 708
keypad buttons 302 on display unit 101

A

If user is unable to locate the shadow-pad character on any
of the keypad buttons 302 of partitioned keypad 801, — 709
processing unit 104 displays partitioned keypad 802 and its
keypad buttons 302 on display unit 101

If user locates the shadow-pad character on one of the
keypad buttons 302 of partitioned keypad 802, user selects

< 710
that keypad button 302

Figure 7
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User enters the login screen <+«— 901
y
Processing unit 104 generates an instance of shadow-pads
302 and stores this instance of shadow-pads 302 in memory +«— 002
106
Processing unit 104 detects that secure means 102 has been < 0
applied and a secure channel is active 903
Processing unit 104 retrieves the instance of shadow-pads
302 from memory 106 and displays this instance of shadow- | ¢—— 904
pads 302 together with its associated keypads 301 on display
unit 101
y
Processing unit 104 receives the user's selection via voice
input «— 905
Processing unit 104 processes the user's keypad 301 selection
and based on the stored instance of shadow-pads 302 in
memory 106, processing unit 104 is able to determine the 906
intended character
y
Processing unit 104 stores the intended character into
memory 106 907
Yes
Is number of
intended characters <« 90 8
stored in memory <
n
Processing unit 104 sends the stored intended characters to
output unit 105 y 909

Figure 9
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