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CLAIMS  

1. A method is provided which comprises: 

 receiving at a server system associated with a card issuer or card program 

manager a transaction request, the transaction request containing data to identify a 

customer account number; 

 determining by the server system, a mobile computing device associated with 

the customer account number; 

 transmitting by the server system to the mobile computing device a payment 

request, the payment request comprising:  

  (i) a requesting entity certificate signed with a private key of the card 

issuer or card program manager, and  

  (ii) transaction data specifying the transaction electronically signed with 

the private key;  

 receiving at the server system a payment authorisation message authorising the 

transaction from the mobile computing device the payment authorisation message 

comprising a cryptogram based on:  

  (i) requesting entity certificate data,  

  (ii) payment entity certificate data,  

  (iii) transaction data, and  

  (iv) mobile computing device data; and 

 decrypting by the server system, the electronic cryptogram to determine 

whether payment has been authorised by the mobile computing device in relation to the 

payment request; 
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 wherein the cryptogram is created using a cryptographic key stored on the 

mobile computing device and the server system has access to a copy of the 

cryptographic key. 

2. The method of claim 1, wherein the transaction request is received from a 

client computing device via a merchant server. 

3. The method of claim 2, wherein the client computing device is different from 

the mobile computing device. 

4. The method of any one of claims 1 to 3, wherein transmitting a payment 

request to the mobile computing device comprises:  

 transmitting a first data packet comprising the requesting entity certificate 

electronically signed with the private key; and  

 separately transmitting a second data packet comprising the transaction data 

specifying the transaction and electronically signed with the private key. 

5. The method of any one of the preceding claims, further comprising: upon 

receiving the payment authorisation message to authorise the transaction, forwarding 

the transaction request to a financial institution managing a customer account 

associated with the customer account number. 

6. The method of any one of the preceding claims, further comprising generating 

a customer profile associated with the customer account number. 

7. The method of claim 6, further comprising generating a plurality of virtual 

payment cards each of which is linked to the customer profile, wherein each virtual 

payment card is associated with a different customer account.  

8. The method of claim 7, wherein each virtual payment card is linked to a 

unique mobile computing device.  

9. The method according to any one of the preceding claims, wherein requesting 

entity certificate data comprises at least a requesting entity identifier and account 
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details from the requesting entity certificate, the payment entity certificate data 

comprises a payment entity identifier and account details from a payment entity 

certificate, and the transaction data comprises at least the transaction amount. 

10. The method according to claim 9 when dependent on claim 8, wherein the 

account details from the payment entity certificate are associated with a selected virtual 

payment card, and wherein the selected virtual payment card is received from a user of 

the mobile computing device.  

11. The method of claim 10, further comprising forwarding the transaction request 

to a financial institution managing a customer account associated with the customer 

selected virtual payment card. 

12. The method of any one of claims 3 to 11 when dependent on claim 2, further 

comprising transmitting an authorisation notification to the merchant server in response 

to determining that the payment request has been authorised. 

13. A server system associated with a card issuer or card program manager, the 

server system comprising:  

 a memory;  

 at least one processor coupled to the memory and configured to execute 

program code stored in the memory to cause the server system to: 

 receive a transaction request, the transaction request containing data to identify 

a customer account number; 

 determine a mobile computing device associated with the customer account 

number; 

 transmit to the mobile computing device, a payment request, the payment 

request comprising:  

  (i) a requesting entity certificate electronically signed with a private key 

of the card issuer or card program manager, and  
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  (ii) transaction data specifying the transaction electronically signed with 

the private key;  

 receive a payment authorisation message authorising the transaction from the 

mobile computing device, the payment authorisation message comprising an electronic 

cryptogram based on:  

  (i) requesting entity certificate data,  

  (ii) payment entity certificate data,  

  (iii) transaction data, and  

  (iv) mobile computing device data; and 

 decrypt the electronic cryptogram to determine whether payment has been 

authorised by the mobile computing device in relation to the payment request;  

 wherein the cryptogram is created using a cryptographic key stored on the 

mobile computing device and the server system has access to a copy of the 

cryptographic key. 

14. The server system of claim 13, wherein the processor is further configured to 

execute program code stored in the memory to cause the server system to generate a 

customer profile associated with the customer account number. 

15. The server system of claim 14, wherein the processor is further configured to 

execute program code stored in the memory to cause the server system to generate a 

plurality of virtual payment cards each of which is linked to the customer profile, 

wherein each virtual payment card is associated with a different customer account.  

16. The server system of any one of claims 13 to 15, wherein in the requesting 

entity certificate data comprises at least a requesting entity identifier and account 

details from the requesting entity certificate, the payment entity certificate data 

comprises a payment entity identifier and account details from a payment entity 

certificate, and the transaction data comprises at least the transaction amount. 
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17. The server system of claim 16 when dependent on claim 15, wherein the 

account details from the payment entity certificate are associated with a selected virtual 

payment card, and wherein the processor is further configured to receive from a user of 

the mobile computing device data indicative of the selected virtual payment card. 

18. The server system of claim 17, wherein the processor is further configured to 

execute program code stored in the memory to cause the server system to forward the 

transaction request to a financial institution managing a customer account associated 

with the customer selected virtual payment card. 

19. The server system of claims 13 to 18, wherein the processor is further 

configured to execute program code stored in the memory to cause the server system to 

transmit an authorisation notification to a merchant server in response to determining 

that the transaction request has been authorised. 

20. The server system of any one of claims 13 to 19, wherein transmitting the 

payment request to the mobile computing device comprises:  

 transmitting a first data packet comprising the requesting entity certificate 

electronically signed with the private key; and  

 separately transmitting a second data packet comprising the transaction data 

specifying the transaction and electronically signed with the private key. 

21. Computer-readable storage storing executable program instructions which, 

when executed by at least one computer processor, cause the at least one computer 

processor to perform the method of any one of claims 1 to 12. 


	Description page:2
	Claims page:18
	Drawings page:22
	ISR page:25

