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A management server of a mobile application generates an
application key applied to the mobile application in an execution
environment in a mobile terminal, wherein the application key includes a
service key, and the management server of the mobile application delivers
the application key to the mobile terminal;

a management server of a shared security application receives the
application key and delivers the application key to the shared security
application in a secure element in the mobile terminal;

the shared security application stores application keys of several
mobile applications for responding to invocation of service operations of
the respective mobile applications
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The mobile application in the execution environment in the mobile
terminal invokes a corresponding communication security protection key
of the mobile application in the shared security application through an
interface provided by a shared security application proxy in the execution
environment in the mobile terminal to firstly decrypt service data, then
performs service processing using a service key, and returns a service
processing result to the corresponding mobile application
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Several mobile applications
store respective communication
security protection keys
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Several mobile applications
invoke corresponding interfaces
provided by the shared security
application proxy in the mobile

terminal to import respective
application keys encrypted and
protected using the public key of

the management server of the
shared security application

The shared security application
proxy sends the imported
encrypted application keys of the
several mobile applications to
the management server of the
shared security application

A management server of a
shared security application
distributes a public key thereof
to several management servers
of mobile applications

The several management servers
of the mobile applications
generate respective application
keys for several corresponding
mobile applications, wherein the
application keys include
communication security
protection keys and scrvice keys
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The several management servers
of the mobile applications
encrypt application keys to be
written to the shared security
application using the public key
of the management server of the
shared sccurity application, and
deliver the application keys to
corresponding mobile
applications in the mobile
terminal
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The shared security application
securely stores the application
keys of the several mobile
applications, wherein application
keys of different mobile
applications are isolated from
each other

The management server ol the
shared sccurity application
perform decryption using a
private key thereof to obtain

application keys of the several

mobile applications to be written
to the shared security
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The management server of the
shared security application
delivers the application keys of
the several mobile applications
to the shared security application
in the secure element of the
mobile terminal
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The mobile application initiates a
service operation request, and the
mobile application encrypts,
using the communication
protection key, service data to be
processed using the service key
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The mobile application sends the
encrypted service data to the
shared security application by
invoking the interface provided
by the shared security application

proxy
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The shared security application
decrypts the service data using
the corresponding
communication security
protection key of the mobile
application, then performs
processing using the service key,
and returns a processing result to
the mobile application
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