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SECURITY PROTECTION METHOD AND APPARATUS 
 

[0001] This application claims priority to Chinese Patent Application No. 201711148926.5, 

filed with the National Intellectual Property Administration, PRC on November 17, 2017 and 

entitled "SECURITY PROTECTION METHOD AND APPARATUS", which is incorporated herein 5 

by reference in its entirety. 

TECHNICAL FIELD 

[0002] Embodiments of this application relate to the field of wireless communications 

technologies, and in particular, to a security protection method and an apparatus. 

BACKGROUND 10 

[0003] In a 5th Generation (5th generation, 5G) system, a terminal may access an Access and 

Mobility Management Function (access and mobility management function, AMF) node via only a 

3rd Generation Partnership Project (3rd generation partnership project, 3GPP) access technology, or 

via only a non-3GPP (non-3GPP) access technology, or via both a 3GPP access technology and a 

non-3GPP access technology. When the terminal accesses the AMF node via both the 3GPP access 15 

technology and the non-3GPP access technology, there are two non-access stratum (non-access 

stratum, NAS) connection links between the terminal and the AMF node at the same time. If the 

terminal uses one set of NAS keys and one set of NAS COUNTs (non-access stratum count, NAS 

count) to separately protect the two connection links, the following case may occur: The AMF node 

first receives a relatively small NAS COUNT transmitted through one link, and then receives a 20 

relatively large NAS COUNT transmitted through the other link. Consequently, a replay attack 

occurs, resulting in a problem of relatively poor data security of NAS connection link transmission 

between the terminal and the AMF node. Therefore, when a plurality of NAS connection links exist 

between the terminal and the AMF node, how to perform security protection on the plurality of 

NAS connection links is an urgent problem to be resolved. 25 

SUMMARY 

[0004] Embodiments of this application provide a security protection method and an apparatus, 

to implement security protection for a plurality of NAS connection links. 

[0005] To achieve the foregoing objectives, the following technical solutions are provided in the 

embodiments of this application: 30 
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[0006] An embodiment of this application provides a security protection method. The method 

includes: determining, by a terminal, a first parameter, and then performing security protection on a 

NAS message based on the first parameter, a NAS key, and a NAS COUNT corresponding to an 

access technology used to transmit the NAS message. The first parameter is an input parameter used 

when the terminal performs security protection on the NAS message, and is used to indicate the 5 

access technology used to transmit the NAS message. The terminal can support at least two access 

technologies, and can separately maintain a corresponding NAS COUNT for each of the at least two 

access technologies. 

[0007] For example, the at least two access technologies supported by the terminal may include 

a 3GPP access technology and an access technology that can share a 3GPP network core network 10 

device with the 3GPP access technology, for example, a non-3GPP access technology or a fixed 

network access technology. 

[0008] Optionally, the first parameter may be further used to indicate a transmission path used 

by the terminal to transmit the NAS message, and the terminal can separately maintain a 

corresponding NAS COUNT for each transmission path used to transmit NAS messages. 15 

[0009] The first parameter may be an input parameter newly added in an encryption and 

decryption process or an integrity protection process, for example, an ACCESS parameter. A bit of 

the ACCESS parameter may be set to different values to represent different access technologies. For 

example, if the first parameter is 00, it indicates that the 3GPP access technology is used; or if the 

first parameter is 01, it indicates that the non-3GPP access technology is used. Alternatively, the 20 

first parameter may further be all or some bits of the input parameter COUNT , or the first 

parameter may be all or some bits of the input parameter BEARER . 

[0010] The NAS key is common to the at least two access technologies supported by the 

terminal. 

[0011] According to this method, the terminal can separately maintain the corresponding NAS 25 

COUNTs for each of the at least two access technologies. The terminal does not use the same set of 

NAS COUNTs when transmitting NAS messages via different access technologies. Instead, the 

terminal performs security protection on the NAS message by using a NAS COUNT maintained for 

a corresponding access technology. This can avoid a replay attack problem that occurs when a core 

network device first receives a relatively small NAS COUNT transmitted by using one link, and 30 

then receives a relatively large NAS COUNT transmitted by using another link. In addition, in this 

application, the first parameter used to differentiate different access technologies is further used 

when security protection is performed on the NAS message. Therefore, even if a same NAS key and 

a same NAS COUNT are used when security protection is performed on a NAS message 
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transmitted via the different access technologies, security protection results of the NAS message are 

different, reducing a possibility of occurrence of a replay attack, thereby implementing security 

protection for a plurality of NAS connection links. 

[0012] In a possible design, the at least two access technologies include a first access 

technology. If the access technology used to transmit the NAS message is the first access 5 

technology, before the terminal determines the first parameter, the terminal may determine a first 

uplink NAS COUNT corresponding to the first access technology, and then the terminal sends a 

first message to the core network device, where security protection is performed on the first 

message by using the first uplink NAS COUNT and the NAS key, and the first message carries a 

part or all of the first uplink NAS COUNT. 10 

[0013] For example, the first access technology may be a non-3GPP access technology. 

[0014] In a possible implementation, the first uplink NAS COUNT is 0, wherein a part or all of 

the first uplink NAS COUNT is 0. Alternatively, the first uplink NAS COUNT is a random number. 

Specifically, some or all bits in the first uplink NAS COUNT are random numbers. For example, a 

Sequence Number part or a NAS overflow part of the first uplink NAS COUNT is a random 15 

number. In this case, a remaining part is 0. Alternatively, the at least two access technologies further 

include a second access technology, and the first uplink NAS COUNT is an uplink NAS COUNT 

that is corresponding to the second access technology and that is stored by the terminal. If the 

terminal stores at least two uplink NAS COUNTs corresponding to the second access technology, 

the first uplink NAS COUNT is a largest uplink NAS COUNT that is corresponding to the second 20 

access technology and that is stored by the terminal. Alternatively, the at least two access 

technologies further include a second access technology, and the first uplink NAS COUNT is a sum 

of 1 and an uplink NAS COUNT that is corresponding to the second access technology and that is 

stored by the terminal. If the terminal stores at least two uplink NAS COUNTs corresponding to the 

second access technology, the first uplink NAS COUNT is a sum of 1 and a largest uplink NAS 25 

COUNT that is corresponding to the second access technology and that is stored by the terminal. 

Alternatively, the first uplink NAS COUNT is an uplink NAS COUNT that is corresponding to the 

first access technology and that is stored by the terminal. If the terminal stores at least two uplink 

NAS COUNTs corresponding to the first access technology, the first uplink NAS COUNT is a 

largest uplink NAS COUNT that is corresponding to the first access technology and that is stored 30 

by the terminal. Alternatively, the first uplink NAS COUNT is a sum of 1 and an uplink NAS 

COUNT that is corresponding to the first access technology and that is stored by the terminal. If the 

terminal stores at least two uplink NAS COUNTs corresponding to the first access technology, the 

first uplink NAS COUNT is a sum of 1 and a largest uplink NAS COUNT that is corresponding to 
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the first access technology and that is stored by the terminal. 

[0015] In another possible design, the at least two access technologies include a first access 

technology and a second access technology. If the access technology used to transmit the NAS 

message is the first access technology, before the terminal determines the first parameter, the 

terminal may send a first message to the core network device, where security protection is 5 

performed on the first message by using the NAS key and an uplink NAS COUNT corresponding to 

the second access technology, and the first message carries a part or all of the uplink NAS COUNT 

corresponding to the second access technology. 

[0016] The second access technology is a 3GPP access technology. Optionally, a premise for 

implementing this design is that the terminal has accessed the core network device via the 3GPP 10 

access technology. 

[0017] In a possible design, the first message may carry first indication information, and the 

first indication information is used to indicate an access technology corresponding to a part or all of 

the uplink NAS COUNT carried in the first message. Optionally, the first indication information 

may be further used to indicate a transmission path corresponding to a part or all of the uplink NAS 15 

COUNT carried in the first message. 

[0018] In a possible design, the terminal receives a second message from the core network 

device, where the second message includes one or both of a second uplink NAS COUNT and a first 

downlink NAS COUNT that are corresponding to the first access technology. 

[0019] Optionally, the second message may include the first downlink NAS COUNT 20 

corresponding to the first access technology. Alternatively, the second message includes both the 

second uplink NAS COUNT and the first downlink NAS COUNT that are corresponding to the first 

access technology. 

[0020] Optionally, the second uplink NAS COUNT and the first downlink NAS COUNT that 

are corresponding to the first access technology are the same. 25 

[0021] In a possible implementation, the second uplink NAS COUNT is 0, wherein all or some 

bits of the second uplink NAS COUNT are 0. Alternatively, the second uplink NAS COUNT is a 

random number. Specifically, some or all bits in the second uplink NAS COUNT are random 

numbers. For example, a Sequence Number part or a NAS overflow part of the second uplink NAS 

COUNT is a random number. In this case, a remaining part is 0. Alternatively, the second uplink 30 

NAS COUNT is a downlink NAS COUNT that is corresponding to the second access technology 

and that is stored by the core network device. If the core network device stores at least two 

downlink NAS COUNTs corresponding to the second access technology, the second uplink NAS 

COUNT is a largest downlink NAS COUNT that is corresponding to the second access technology 
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and that is stored by the core network device. Alternatively, the second uplink NAS COUNT is a 

sum of 1 and a downlink NAS COUNT that is corresponding to the second access technology and 

that is stored by the core network device. If the core network device stores at least two downlink 

NAS COUNTs corresponding to the second access technology, the second uplink NAS COUNT is a 

sum of 1 and a largest downlink NAS COUNT that is corresponding to the second access 5 

technology and that is stored by the core network device. Alternatively, the second uplink NAS 

COUNT is a sum of 1 and a downlink NAS COUNT that is corresponding to the first access 

technology and that is stored by the core network device. If the core network device stores at least 

two downlink NAS COUNTs corresponding to the first access technology, the second uplink NAS 

COUNT is a sum of 1 and a largest downlink NAS COUNT that is corresponding to the first access 10 

technology and that is stored by the core network device. Alternatively, the second uplink NAS 

COUNT is the first uplink NAS COUNT; or the second uplink NAS COUNT is a sum of 1 and the 

first uplink NAS COUNT. 

[0022] In a possible design, the first downlink NAS COUNT is 0, wherein all or some bits of 

the first downlink NAS COUNT are 0. Alternatively, the first downlink NAS COUNT is a random 15 

number. Specifically, some or all bits in the first downlink NAS COUNT are random numbers. For 

example, a  Sequence Number part or a NAS overflow part of the first downlink NAS COUNT is 

a random number. In this case, a remaining part is 0. Alternatively, the first downlink NAS COUNT 

is a downlink NAS COUNT that is corresponding to the second access technology and that is stored 

by the core network device. If the core network device stores at least two downlink NAS COUNTs 20 

corresponding to the second access technology, the first downlink NAS COUNT is a largest 

downlink NAS COUNT that is corresponding to the second access technology and that is stored by 

the core network device. Alternatively, the first downlink NAS COUNT is a sum of 1 and a 

downlink NAS COUNT that is corresponding to the second access technology and that is stored by 

the core network device. If the core network device stores at least two downlink NAS COUNTs 25 

corresponding to the second access technology, the first downlink NAS COUNT is a sum of 1 and a 

largest downlink NAS COUNT that is corresponding to the second access technology and that is 

stored by the core network device. Alternatively, the first downlink NAS COUNT is a sum of 1 and 

a downlink NAS COUNT that is corresponding to the first access technology and that is stored by 

the core network device. If the core network device stores at least two downlink NAS COUNTs 30 

corresponding to the first access technology, the first downlink NAS COUNT is a sum of 1 and a 

largest downlink NAS COUNT that is corresponding to the first access technology and that is stored 

by the core network device. 

[0023] In a possible design, the second message carries second indication information, and the 
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second indication information is used to indicate an access technology corresponding to the first 

downlink NAS COUNT carried in the second message. Optionally, the second message may further 

carry indication information used to indicate the second uplink NAS COUNT carried in the second 

message. 

[0024] Optionally, the second indication information is used to indicate a transmission path 5 

corresponding to the first downlink NAS COUNT carried in the second message. Optionally, the 

second message may further carry indication information that is used to indicate a transmission path 

corresponding to the second uplink NAS COUNT carried in the second message. 

[0025] According to a second aspect, an embodiment of this application provides a security 

protection method. The method includes: 10 

determining, by a core network device, a first parameter; then performing, by the core 

network device, security protection on a NAS message based on the first parameter, a NAS key, and 

a NAS COUNT corresponding to an access technology used to transmit the NAS message. The first 

parameter is used to indicate an access technology used to transmit the NAS message. The core 

network device can separately maintain a corresponding NAS COUNT for each of at least two 15 

access technologies supported by a terminal. 

[0026] For example, the at least two access technologies supported by the terminal may include 

a 3GPP access technology and an access technology that can share a 3GPP network core network 

device with the 3GPP access technology, for example, a non-3GPP access technology or a fixed 

network access technology. 20 

[0027] Optionally, the first parameter may be further used to indicate a transmission path used 

by the core network device to transmit the NAS message, and the core network device can 

separately maintain a corresponding NAS COUNT for each transmission path used to transmit NAS 

messages. 

[0028] The first parameter may be an input parameter newly added in an encryption and 25 

decryption process or an integrity protection process, for example, an ACCESS parameter. A bit of 

the ACCESS parameter may be set to different values to represent different access technologies. For 

example, if the first parameter is 00, the 3GPP access technology is used; or if the first parameter is 

01, the non-3GPP access technology is used. Alternatively, the first parameter may further be all or 

some bits of the input parameter COUNT . Alternatively, the first parameter may be all or some bits 30 

of the input parameter BEARER . 

[0029] The NAS key is common to the at least two access technologies supported by the 

terminal. 

[0030] According to this method, the core network device can separately maintain the 
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corresponding NAS COUNTs for each of the at least two access technologies. The terminal does 

not use one set of NAS COUNTs when transmitting the NAS message by using different access 

technologies. Instead, the core network device performs security protection on the NAS message by 

using a NAS COUNT maintained for a corresponding access technology. This can avoid a replay 

attack problem that occurs when a terminal first receives a relatively small NAS COUNT 5 

transmitted by using one link, and then receives a relatively large NAS COUNT transmitted by 

using another link. In addition, in this application, the first parameter used to differentiate different 

access technologies is further used when security protection is performed on the NAS message. 

Therefore, even if a same NAS key and a same NAS COUNT are used when security protection is 

performed on a NAS message transmitted via the different access technologies, security protection 10 

results of the NAS message are different, reducing a possibility of occurrence of a replay attack, 

thereby implementing security protection for a plurality of NAS connection links. 

[0031] In a possible design, the at least two access technologies include a first access 

technology. If the access technology used to transmit the NAS message is the first access 

technology, before the core network device determines the first parameter, the core network device 15 

may receive a first message, where security protection is performed on the first message by using 

the NAS key and a first uplink NAS COUNT corresponding to the first access technology, and the 

first message carries a first uplink NAS COUNT. 

[0032] For example, the first access technology may be a non-3GPP access technology. 

[0033] In a possible implementation, the first uplink NAS COUNT is 0, wherein a part or all of 20 

the first uplink NAS COUNT is 0. Alternatively, the first uplink NAS COUNT is a random number. 

Specifically, some or all bits in the first uplink NAS COUNT are random numbers. For example, a  

Sequence Number part or a NAS overflow part of the first uplink NAS COUNT is a random 

number. In this case, a remaining part is 0. Alternatively, the at least two access technologies further 

include a second access technology, and the first uplink NAS COUNT is an uplink NAS COUNT 25 

that is corresponding to the second access technology and that is stored by the terminal. If the 

terminal stores at least two uplink NAS COUNTs corresponding to the second access technology, 

the first uplink NAS COUNT is a largest uplink NAS COUNT that is corresponding to the second 

access technology and that is stored by the terminal. Alternatively, the at least two access 

technologies further include a second access technology, and the first uplink NAS COUNT is a sum 30 

of 1 and an uplink NAS COUNT that is corresponding to the second access technology and that is 

stored by the terminal. If the terminal stores at least two uplink NAS COUNTs corresponding to the 

second access technology, the first uplink NAS COUNT is a sum of 1 and a largest uplink NAS 

COUNT that is corresponding to the second access technology and that is stored by the terminal. 
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Alternatively, the first uplink NAS COUNT is an uplink NAS COUNT that is corresponding to the 

first access technology and that is stored by the terminal. If the terminal stores at least two uplink 

NAS COUNTs corresponding to the first access technology, the first uplink NAS COUNT is a 

largest uplink NAS COUNT that is corresponding to the first access technology and that is stored 

by the terminal. Alternatively, the first uplink NAS COUNT is a sum of 1 and an uplink NAS 5 

COUNT that is corresponding to the first access technology and that is stored by the terminal. If the 

terminal stores at least two uplink NAS COUNTs corresponding to the first access technology, the 

first uplink NAS COUNT is a sum of 1 and a largest uplink NAS COUNT that is corresponding to 

the first access technology and that is stored by the terminal. 

[0034] In another possible design, the at least two access technologies include a first access 10 

technology and a second access technology. If the access technology used to transmit the NAS 

message is the first access technology, before the core network device determines the first 

parameter, the core network device may receive a first message, where security protection is 

performed on the first message by using the NAS key and an uplink NAS COUNT corresponding to 

the second access technology, and the first message carries a part or all of the uplink NAS COUNT 15 

corresponding to the second access technology. 

[0035] The second access technology is a 3GPP access technology. Optionally, a premise for 

implementing this design is that the terminal has accessed the core network device by using the 

3GPP access technology. 

[0036] In a possible design, the first message carries first indication information, and the first 20 

indication information is used to indicate an access technology corresponding to a part or all of the 

uplink NAS COUNT carried in the first message. Optionally, the first indication information may 

be further used to indicate a transmission path corresponding to a part or all of the uplink NAS 

COUNT carried in the first message. 

[0037] In a possible design, after the core network device receives the first message from the 25 

terminal, the core network device verifies, according to the uplink NAS COUNT corresponding to 

the access technology indicated by the first indication information, a part or all of the NAS COUNT 

carried in the first message. 

[0038] In this embodiment of this application, the core network device may independently 

maintain a NAS COUNT of the 3GPP access technology and a NAS COUNT of the non-3GPP 30 

access technology, and further verify the received uplink NAS COUNT according to an uplink NAS 

COUNT maintained by the core network device, thereby reducing a possibility of occurrence of a 

replay attack. 

[0039] In a possible design, the core network device determines one or both of a second uplink 
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NAS COUNT and a first downlink NAS COUNT that are corresponding to the first access 

technology, and then the core network device sends a second message to the terminal, where the 

second message includes one or both of the second uplink NAS COUNT and the first downlink 

NAS COUNT that are corresponding to the first access technology. 

[0040] Optionally, the second message may include the first downlink NAS COUNT 5 

corresponding to the first access technology. Alternatively, the second message includes both the 

second uplink NAS COUNT and the first downlink NAS COUNT that are corresponding to the first 

access technology. 

[0041] Optionally, the second uplink NAS COUNT and the first downlink NAS COUNT that 

are corresponding to the first access technology are the same. 10 

[0042] In a possible implementation, the second uplink NAS COUNT is 0, wherein all or some 

bits of the second uplink NAS COUNT are 0. Alternatively, the second uplink NAS COUNT is a 

random number. Specifically, some or all bits in the second uplink NAS COUNT are random 

numbers. For example, a Sequence Number part or a NAS overflow part of the second uplink NAS 

COUNT is a random number. In this case, a remaining part is 0. Alternatively, the second uplink 15 

NAS COUNT is a downlink NAS COUNT that is corresponding to the second access technology 

and that is stored by the core network device. If the core network device stores at least two 

downlink NAS COUNTs corresponding to the second access technology, the second uplink NAS 

COUNT is a largest downlink NAS COUNT that is corresponding to the second access technology 

and that is stored by the core network device. Alternatively, the second uplink NAS COUNT is a 20 

sum of 1 and a downlink NAS COUNT that is corresponding to the second access technology and 

that is stored by the core network device. If the core network device stores at least two downlink 

NAS COUNTs corresponding to the second access technology, the second uplink NAS COUNT is a 

sum of 1 and a largest downlink NAS COUNT that is corresponding to the second access 

technology and that is stored by the core network device. Alternatively, the second uplink NAS 25 

COUNT is a sum of 1 and a downlink NAS COUNT that is corresponding to the first access 

technology and that is stored by the core network device. If the core network device stores at least 

two downlink NAS COUNTs corresponding to the first access technology, the second uplink NAS 

COUNT is a sum of 1 and a largest downlink NAS COUNT that is corresponding to the first access 

technology and that is stored by the core network device. Alternatively, the second uplink NAS 30 

COUNT is the first uplink NAS COUNT; or the second uplink NAS COUNT is a sum of 1 and the 

first uplink NAS COUNT. 

[0043] In a possible implementation, the first downlink NAS COUNT is 0, wherein all or some 

bits of the first downlink NAS COUNT are 0. Alternatively, the first downlink NAS COUNT is a 



10 

random number. Specifically, some or all bits in the first downlink NAS COUNT are random 

numbers. For example, a Sequence Number part or a NAS overflow part of the first downlink NAS 

COUNT is a random number. In this case, a remaining part is 0. Alternatively, the first downlink 

NAS COUNT is a downlink NAS COUNT that is corresponding to the second access technology 

and that is stored by the core network device. If the core network device stores at least two 5 

downlink NAS COUNTs corresponding to the second access technology, the first downlink NAS 

COUNT is a largest downlink NAS COUNT that is corresponding to the second access technology 

and that is stored by the core network device. Alternatively, the first downlink NAS COUNT is a 

sum of 1 and a downlink NAS COUNT that is corresponding to the second access technology and 

that is stored by the core network device. If the core network device stores at least two downlink 10 

NAS COUNTs corresponding to the second access technology, the first downlink NAS COUNT is a 

sum of 1 and a largest downlink NAS COUNT that is corresponding to the second access 

technology and that is stored by the core network device. Alternatively, the first downlink NAS 

COUNT is a sum of 1 and a downlink NAS COUNT that is corresponding to the first access 

technology and that is stored by the core network device. If the core network device stores at least 15 

two downlink NAS COUNTs corresponding to the first access technology, the first downlink NAS 

COUNT is a sum of 1 and a largest downlink NAS COUNT that is corresponding to the first access 

technology and that is stored by the core network device. 

[0044] In a possible design, the second message carries second indication information, and the 

second indication information is used to indicate an access technology corresponding to the first 20 

downlink NAS COUNT carried in the second message. Optionally, the second message may further 

carry indication information used to indicate the second uplink NAS COUNT carried in the second 

message. 

[0045] Optionally, the second indication information is used to indicate a transmission path 

corresponding to the first downlink NAS COUNT carried in the second message. Optionally, the 25 

second message may further carry indication information that is used to indicate a transmission path 

corresponding to the second uplink NAS COUNT carried in the second message. 

[0046] According to a third aspect, an embodiment of this application provides an apparatus, 

and the apparatus has a function of implementing actions of a terminal in the foregoing method 

design. The function may be implemented by hardware, or may be implemented by hardware 30 

executing corresponding software. The hardware or software includes one or more modules 

corresponding to the foregoing function. For example, the apparatus may be a terminal, or may be a 

chip in a terminal. 

[0047] In a possible design, the apparatus is a terminal, and the terminal includes a processor. 
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The processor is configured to support the terminal in performing the corresponding function in the 

foregoing method. Further, the terminal may further include a transmitter and a receiver, where the 

transmitter and the receiver are configured to support communication between the terminal and a 

core network device. Further, the terminal may further include a memory, and the memory is 

configured to couple to the processor, and store a necessary program instruction and data that are 5 

necessary to the terminal. 

[0048] According to a fourth aspect, an embodiment of this application provides an apparatus, 

and the apparatus has a function of implementing actions of a core network device in the foregoing 

method design. The function may be implemented by hardware, or may be implemented by 

hardware executing corresponding software. The hardware or software includes one or more 10 

modules corresponding to the foregoing function. For example, the apparatus may be a core 

network device, or may be a chip in a core network device. 

[0049] In a possible design, the apparatus is a core network device, and the core network device 

includes a processor. The processor is configured to support the core network device in performing 

a corresponding function in the foregoing method. Further, the core network device may further 15 

include a transmitter and a receiver, where the transmitter and the receiver are configured to support 

communication between the core network device and a terminal. Further, the core network device 

may further include a memory, and the memory is configured to couple to the processor, and store a 

program instruction and data that are necessary to the terminal. 

[0050] According to a fifth aspect, an embodiment of this application provides a 20 

communications system, where the system includes the terminal and the core network device 

described in the foregoing aspects. Optionally, the system may further include a base station, an 

N3IWF node, and the terminal and the core network device described in the foregoing aspects. 

[0051] According to a sixth aspect, an embodiment of this application provides a computer 

storage medium, configured to store a computer software instruction used by the foregoing 25 

terminal, where the computer software instruction includes a program designed to execute the first 

aspect. 

[0052] According to a seventh aspect, an embodiment of this application provides a computer 

storage medium, configured to store a computer software instruction used by the foregoing core 

network device. The computer software instruction includes a program designed to execute the 30 

second aspect. 

[0053] According to an eighth aspect, an embodiment of this application provides a computer 

program product including an instruction. When a computer runs the instruction, the computer is 

enabled to perform the method in the first aspect. 
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[0054] According to a ninth aspect, an embodiment of this application provides a computer 

program product including an instruction. When a computer runs the instruction, the computer is 

enabled to perform the method in the second aspect. 

[0055] According to a tenth aspect, an embodiment of this application provides a chip system 

applied to a terminal, where the chip system includes at least one processor, memory, and 5 

transceiver circuit. The memory, the transceiver circuit, and the at least one processor are connected 

to each other through lines. The at least one memory stores an instruction. The instruction is 

executed by the processor, to execute operations of the terminal in the method described in the first 

aspect. 

[0056] According to an eleventh aspect, an embodiment of this application provides a chip 10 

system applied to a core network device, where the chip system includes at least one processor, 

memory, and transceiver circuit. The memory, the transceiver circuit, and the at least one processor 

are connected to each other through lines. The at least one memory stores an instruction. The 

instruction is executed by the processor, to execute operations of the core network device in the 

method described in the second aspect. 15 

[0057] According to the security protection method provided in the embodiments of this 

application, the terminal can separately maintain the corresponding NAS COUNT for each of the at 

least two access technologies. The terminal does not use one set of NAS COUNTs when 

transmitting the NAS message via different access technologies. Instead, the terminal performs 

security protection on the NAS message by using a NAS COUNT maintained for a corresponding 20 

access technology. This can avoid a replay attack problem that occurs when the core network device 

first receives a relatively small NAS COUNT transmitted by using one link, and then receives a 

relatively large NAS COUNT transmitted via another link. In addition, in this application, the first 

parameter used to differentiate different access technologies is further used when security protection 

is performed on the NAS message. Therefore, even if a same NAS key and a same NAS COUNT 25 

are used when security protection is performed on a NAS message transmitted via the different 

access technologies, security protection results of the NAS message are different, reducing a 

possibility of occurrence of a replay attack, thereby implementing security protection for a plurality 

of NAS connection links. 

BRIEF DESCRIPTION OF DRAWINGS 30 

[0058] FIG. 1 is a schematic diagram of a possible network architecture according to an 

embodiment of this application; 
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[0059] FIG. 2 is a schematic diagram of another possible network architecture according to an 

embodiment of this application; 

[0060] FIG. 3 is an example of a schematic diagram of an encryption and decryption method 

according to an embodiment of this application; 

[0061] FIG. 4 is an example of a schematic diagram of an integrity protection method according 5 

to an embodiment of this application; 

[0062] FIG. 5 is a flowchart of a security protection method according to an embodiment of this 

application; 

[0063] FIG. 6 is an example of a schematic diagram of another encryption and decryption 

method according to an embodiment of this application; 10 

[0064] FIG. 7 is an example of a schematic diagram of still another encryption and decryption 

method according to an embodiment of this application; 

[0065] FIG. 8 is an example of a schematic diagram of yet another encryption and decryption 

method according to an embodiment of this application; 

[0066] FIG. 9 is a flowchart of another security protection method according to an embodiment 15 

of this application; 

[0067] FIG. 10 is a flowchart of still another security protection method according to an 

embodiment of this application; 

[0068] FIG. 11A and FIG. 11B are a flowchart of yet another security protection method 

according to an embodiment of this application; 20 

[0069] FIG. 12 is a schematic structural diagram of an apparatus according to an embodiment of 

this application; 

[0070] FIG. 13 is a schematic structural diagram of a terminal according to an embodiment of 

this application; 

[0071] FIG. 14 is a schematic structural diagram of another apparatus according to an 25 

embodiment of this application; and 

[0072] FIG. 15 is a schematic structural diagram of a core network device according to an 

embodiment of this application. 

DESCRIPTION OF EMBODIMENTS 

[0073] The following further describes this application in detail with reference to accompanying 30 

drawings. A specific operation method in method embodiments may also be applied to an apparatus 

embodiment or a system embodiment. In descriptions of this application, unless otherwise 
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specified, "a plurality of" means two or more than two. 

[0074] A system architecture and a service scenario described in this application are intended to 

more clearly describe the technical solutions in this application, but are not intended to limit the 

technical solutions provided in this application. A person of ordinary skill in the art may know that 

as the system architecture evolves and a new service scenario emerges, the technical solutions 5 

provided in this application are also applicable to a similar technical problem. 

[0075] It should be noted that, in this application, a term such as "example" or "for example" is 

used as an example to represent giving an illustration, or a description. Any embodiment or design 

solution described as an "example" or "for example" in this application should not be explained as 

being more preferred or having more advantages than another embodiment or design solution. 10 

Exactly, use of the word "example", or "for example", or the like is intended to present a related 

concept in a specific manner. 

[0076] Embodiments of this application may be applied to a next-generation wireless 

communications system, for example, a 5G communications system. FIG. 1 shows a schematic 

diagram of a possible network architecture according to this application. The network architecture 15 

includes the following. 

[0077] An AMF node is a network element responsible for mobility management, and may be 

configured to implement a function other than session management in mobility management entity 

(mobility management entity, MME) functions, for example, a function such as lawful interception 

or access authorization. 20 

[0078] A Session Management Function (session management function, SMF) node is 

configured to allocate a session resource to a user plane. 

[0079] An Authentication Server Function (authentication server function, AUSF) node is 

responsible for: when the AUSF node performs authentication on a terminal, verifying and 

transferring a to-be-authenticated parameter, and authenticating authenticity of the terminal. Main 25 

functions include: receiving an authentication request sent by a Security Anchor Function (security 

anchor function, SEAF) node, and selecting an authentication method. When an Extensible 

Authentication Protocol Method for 3rd Generation Authentication and Key Agreement (extensible 

authentication protocol authentication and key agreement, EAP-AKA') authentication method is 

used, the AUSF node may complete authentication from a network side to the terminal. 30 

[0080] An SEAF node may be a part of the AMF node, or may be an independent network 

element, and is mainly responsible for initiating an authentication request to the AUSF node and 

completing authentication from the network side to the terminal in an authentication process of 

Evolved Packet System Authentication and Key Agreement (evolved packet system authentication 
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and key agreement, EPS-AKA*). 

[0081] A User Plane Function (user plane function, UPF) node is an egress of user plane data, 

and is configured to connect to an external network. 

[0082] A data network (Data Network, DN) is a network used to provide external data, for 

example, the Internet (Internet). 5 

[0083] A (radio) access network ((radio) access network, (R)AN) node may use different access 

technologies. Currently, there are two types of radio access technologies: a 3GPP access technology 

(for example, a radio access technology used in a 3G, 4G, or 5G system) and a non-3GPP access 

technology. The 3GPP access technology is an access technology that complies with a 3GPP 

standard specification. An access network using the 3GPP access technology is a radio access 10 

network (RAN). An access network device in the 5G system is referred to as a next generation node 

base station (next generation node base station, gNB). The non-3GPP access technology is an access 

technology that does not comply with the 3GPP standard specification, for example, a radio 

technology represented by a WiFi access point (access point, AP). 

[0084] A terminal in this application is a device that has wireless transmission and reception 15 

functions. The terminal may be deployed on land, for example, an indoor device, an outdoor device, 

a handheld device, or an in-vehicle device; or may be deployed on the water (for example, on a 

ship); or may be deployed in the air (for example, on a plane, a balloon, or a satellite). The terminal 

may include various types of user equipment (user equipment, UE), mobile phones (mobile phone), 

tablet computers (pad), computers with wireless transmission and reception functions, wireless data 20 

cards, virtual reality (virtual reality, VR) terminal devices, augmented reality (augmented reality, 

AR) terminal devices, machine type communication (machine type communication, MTC) terminal 

devices, terminal devices in industrial control (industrial control), self-driving (self-driving) 

terminal devices, remote medical (remote medical) terminal devices, smart grid (smart grid) 

terminal devices, terminal devices in transportation safety (transportation safety), terminal devices 25 

in a smart city (smart city), wearable devices (such as a smartwatch, a smart band, and a 

pedometer), and the like. Terminals having similar wireless communication functions may have 

different names in systems in which different radio access technologies are used. For ease of 

description, in the embodiments of this application, the foregoing apparatuses with wireless 

transmission and reception communication functions are collectively referred to as terminals. 30 

[0085] Specifically, the terminal in this application stores a long-term key and a related 

function. When performing two-way authentication with a core network node (such as an AMF 

node, an AUSF node, and an SEAF node), the terminal may verify authenticity of a network by 

using the long-term key and the related function. 
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[0086] An access network device in the embodiments of this application is an apparatus that 

provides a wireless communication function for a terminal. For example, the access network device 

may be a base station (Base Station, BS), and the base station may include various forms of macro 

base stations, micro base stations, relay stations, access points, and the like. Devices having 

functions of a base station may have different names in systems in which different radio access 5 

technologies are used. For example, in the 5G system, a device having the functions of the base 

station is referred to as a next generation node base station, and may be represented as a gNB; in a 

Long Term Evolution (Long Term Evolution, LTE) system, a device having the functions of the 

base station is referred to as an evolved NodeB (evolved NodeB, eNB or eNodeB); in a 3rd 

Generation (3rd Generation, 3G) communications system, a device having the functions of the base 10 

station is referred to as a NodeB (Node B). For ease of description, in the embodiments of the 

present invention, the foregoing apparatuses that provide the wireless communication function for 

the terminal are collectively referred to as access network devices. 

[0087] A Network Capability Exposure Function (network exposure function, NEF) node is 

mainly configured to interact with a third party, so that the third party can indirectly interact with a 15 

network element in some 3GPP networks. 

[0088] A Network Repository Function (network function repository function, NRF) node is 

configured for inter-network element discovery and network function (network function, NF) 

maintenance. 

[0089] A Policy Control Function (policy control function, PCF) node stores a latest quality of 20 

service (quality of service, QoS) rule. A base station may allocate an appropriate resource to a user 

plane transmission channel according to a QoS rule provided by an SMF node. 

[0090] A Unified Data Management (unified data management, UDM) node is configured to 

store subscription information of a user. 

[0091] An Application Function (application function, AF) node may be located inside the DN, 25 

and is a functional network element deployed in the third party. This network element is mainly 

configured to notify the PCF node of a latest service requirement of a third-party enterprise for an 

application. The PCF node may generate a corresponding QoS rule based on the service 

requirement, to ensure that a service provided by a network meets the requirement specified by the 

third party. 30 

[0092] In the embodiments of this application, the terminal may access the AMF node by using 

at least two access technologies. That the at least two access technologies include the 3GPP access 

technology and the non-3GPP access technology is used as an example. An embodiment of this 

application further provides a schematic diagram of a possible network architecture. As shown in 
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FIG. 2, the network architecture includes an AMF node, an AUSF node, an SMF node, a UPF node, 

a UDM node (or an Authentication Credential Repository and Processing Function (authentication 

credential repository and processing function, APRF) node), a terminal, and a non-3GPP 

Interworking Function (non-3GPP interworking function, N3IWF) node. 

[0093] For the AMF node, the AUSF node, the SMF node, the UPF node, the UDM node, and 5 

the terminal, refer to the description in FIG. 1. Details are not described herein again. 

[0094] The N3IWF node is configured to support the terminal in accessing the AMF node by 

using the non-3GPP access technology. 

[0095] With reference to the network architecture shown in FIG. 2, the terminal may access the 

AMF node via both the 3GPP access technology and the non-3GPP access technology. The 3GPP 10 

access technology may be simply represented as 3GPP, and the non-3GPP access technology may 

be simply represented as non-3GPP. A path 1 in FIG. 2 is a path over which the terminal accesses 

the AMF node via the 3GPP, and a path 2 is a path over which the terminal accesses the AMF node 

via the non-3GPP, in other words, the terminal may access the AMF node via the N3IWF. When the 

terminal accesses the AMF node via both the 3GPP and non-3GPP, if the terminal needs to send a 15 

NAS message to the AMF node, in a possible implementation, the NAS message may be split into 

at least two message blocks, where one part of the message blocks are transmitted via the 3GPP, and 

the other part of the message blocks are transmitted via the non-3GPP. For example, the NAS 

message may be divided into a message block 1, a message block 2, a message block 3, a message 

block 4, and a message block 5. The message blocks 2 and 4 are transmitted via the 3GPP, and the 20 

message blocks 1, 3, and 5 are transmitted via the non-3GPP. In another possible implementation, 

the terminal may transmit an entire NAS message via the 3GPP, and transmit another entire NAS 

message via the non-3GPP. 

[0096] First, terms related to the embodiments of this application are explained. 

[0097] (1) NAS COUNT 25 

[0098] A NAS COUNT includes 24 bits including a 16-bit NAS overflow  and an 8-bit  

Sequence Number . 

[0099] An start value of the NAS COUNT is 0. An uplink NAS COUNT is increased by 1 each 

time the terminal sends one NAS message to the core network device, and a downlink NAS 

COUNT is increased by 1 each time the core network device sends one NAS message to the 30 

terminal. After an authentication process from the terminal to the core network device is completed, 

both the uplink NAS COUNT and the downlink NAS COUNT are set to 0. 

[0100] Optionally, there are two methods for maintaining the NAS COUNT: 

[0101] Method 1: After a NAS message is sent, a stored NAS COUNT is increased by 1 and is 
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stored; and when a NAS message needs to be sent next time, security protection is performed on the 

NAS message by using the stored NAS COUNT. 

[0102] Method 2: After a NAS message is sent, when a NAS message needs to be sent next time, 

a stored NAS COUNT is increased by 1 to obtain a new NAS COUNT, and security protection is 

performed on the NAS message by using the new NAS COUNT. 5 

[0103] After receiving the NAS message, the terminal and the core network device may verify 

whether a received NAS COUNT is reused, to be specific, verify whether the NAS COUNT carried 

in the NAS message is greater than a previously received NAS COUNT. For example, if the AMF 

node receives an uplink NAS COUNT from the terminal, the received uplink NAS COUNT may be 

compared with a previously received uplink NAS COUNT. If the received uplink NAS COUNT is 10 

greater than the previously received uplink NAS COUNT, security verification performed on the 

NAS message succeeds. 

[0104] When encryption and decryption, and integrity protection are performed by using the 

NAS COUNT, the NAS COUNT is padded to 32 bits, in other words, 8 bits are padded in front of 

an original 24-bit NAS COUNT, where the padded 8 bits may be all 0. 15 

[0105] (2) Encryption and decryption 

[0106] FIG. 3 shows a process of encrypting and decrypting a NAS message. 

[0107] Herein, the key may be a NAS key. 

[0108] A COUNT used for encryption and decryption includes 32 bits, where first 8 bits are 0, 

middle 16 bits are a NAS overflow, and last 8 bits are a Sequence Number. 20 

[0109] Bearer information (BEARER) includes 5 bits, and the 5 bits are all 0. 

[0110] A data transmission direction (DIRECTION) is used to indicate uplink or downlink. 

When encryption and decryption are performed on an uplink NAS message, the DIRECTION 

indicates uplink. When encryption and decryption are performed on a downlink NAS message, the 

DIRECTION indicates downlink. 25 

[0111] A length (LENGTH) is used to indicate a data length of a NAS message that needs to be 

encrypted or decrypted. 

[0112] An evolved packet system encryption algorithm (evolved packet system encryption 

algorithm, EEA) may be referred to as an EPS encryption algorithm, and is an algorithm used to 

encrypt and decrypt a NAS message. 30 

[0113] An encryption process is as follows: performing EEA processing on input parameters 

(the KEY, the COUNT, the BEARER, the DIRECTION, and the LENGTH), to obtain a keystream 

(a keystream); and performing addition modulo 2 on the keystream and a plaintext (a NAS 

message), to obtain a ciphertext (ciphertext). A decryption process is as follows: performing EEA 
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processing on the foregoing input parameters, to obtain the keystream; and performing addition 

modulo 2 on the keystream and the ciphertext, to recover the plaintext. 

[0114] (3) Integrity protection 

[0115] FIG. 4 shows a process of performing integrity protection and integrity protection 

verification on a NAS message. 5 

[0116] A message (MESSAGE) is a message on which integrity protection needs to be 

performed, and may be specifically a NAS message. 

[0117] An evolved packet system integrity algorithm (evolved packet system integrity 

algorithm, EPS integrity algorithm) is shown in FIG. 4. 

[0118] An integrity protection method is as follows: A transmit end performs EIA processing on 10 

the input parameters (the KEY, the COUNT, the MESSAGE, the BEARER, and the DIRECTION) 

to obtain an expected message authentication code for integrity (message authentication code 

integrity, MAC-I) or a NAS-MAC. An integrity protection verification method is as follows: 

performing EIA processing on the input parameters (the KEY, the COUNT, the MESSAGE, the 

BEARER, and the DIRECTION), to obtain an expected message authentication code for integrity 15 

(expected message authentication code integrity, XMAC-I) or an XNAS-MAC; further comparing 

the XMAC-I with the MAC-I; and if the XMAC-I is consistent with the MAC-I, determining that 

integrity protection verification succeeds. 

[0119] The following describes in detail the technical solutions provided in this application. 

[0120] Based on the network architectures in FIG. 1 and FIG. 2, an embodiment of this 20 

application provides a security protection method. In this method, for a process of encryption, 

decryption, and integrity protection, refer to descriptions in FIG. 3 and FIG. 4. As shown in FIG. 5, 

the method mainly includes step 501 and step 502. 

[0121] Step 501: A terminal determines a first parameter. 

[0122] The first parameter is an input parameter used when the terminal performs security 25 

protection on a NAS message, and the first parameter is used to indicate an access technology used 

to transmit the NAS message. The terminal can support at least two access technologies, and can 

separately maintain a corresponding NAS COUNT for each of the at least two access technologies. 

For example, the at least two access technologies comprise a 3GPP access technology and an access 

technology that can share the same 3GPP network core network device with the 3GPP access 30 

technology, for example, a non-3GPP access technology or a fixed network access technology. 

Optionally, that the first parameter indicates the access technology used to transmit the NAS 

message may be further understood as that the first parameter is used to indicate a transmission path 

used by the terminal to transmit the NAS message. For example, the terminal and the AMF node 
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may separately maintain a corresponding NAS COUNT for each transmission path without 

distinguishing access technologies. If the transmission path used to transmit the NAS message is a 

path 1, a NAS COUNT corresponding to the path 1 is used. If the transmission path used to transmit 

the NAS message is a path 2, a NAS COUNT corresponding to the path 2 is used. It may be 

understood that a transmission path is corresponding to an access technology. For example, 5 

referring to FIG. 2, an access technology used when data is transmitted on the path 1 is the 3GPP 

access technology, and an access technology used when data is transmitted on the path 2 is the 

non-3GPP access technology. 

[0123] The first parameter may be an input parameter newly added in an encryption and 

decryption process or an integrity protection process. The parameter includes a preset quantity of 10 

bits. Optionally, different access technologies may be represented by setting the bits to different 

values. 

[0124] In a first possible implementation, as shown in FIG. 6, the first parameter may be an 

ACCESS parameter. For example, if the first parameter is 00, it indicates that the 3GPP access 

technology is used; if the first parameter is 01, it indicates that the non-3GPP access technology is 15 

used. Alternatively, 001 represents the 3GPP access technology, 010 represents a wireless-fidelity 

(wireless-fidelity, WiFi) technology, and 011 represents a fixed network technology. 

[0125] Alternatively, 001 may be used to represent a first used access technology, 010 may be 

used to represent a second used access technology, and 011 may be used to represent a third used 

access technology. In other words, each time a used access technology is switched, the first 20 

parameter is increased by 1 until bits of the first parameter are all 1, and then the first parameter 

may be recounted from 000. For example, if the bits of the first parameter are all changed to 1 after 

the terminal switches a used access technology for a plurality of times, when the terminal needs to 

switch the used access technology from the first access technology to the second access technology, 

a first parameter generated for the second access technology is 001. Optionally, in this method, the 25 

first access technology, the second access technology, and the third access technology may be a 

same technology. In other words, when an access technology is reused, the first parameter is 

increased by 1 until bits of the first parameter are all 1, and then the first parameter may be 

recounted from 000. 

[0126] Optionally, each time the parameter COUNT in the input parameters is reset to 0 or a 30 

NAS Sequence Number is reset to 0, the first parameter may also be increased by 1. 

[0127] Optionally, when bits of the first parameter are all 1, a NAS key used when a NAS 

message is transmitted for a next time needs to be updated. 

[0128] In a second possible implementation, as shown in FIG. 7, all or a part of the  COUNT in 
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the input parameters may be used to indicate the access technology used to transmit the NAS 

message. For example, if the COUNT includes 8 all-0 padding bits and a NAS COUNT, the first 

parameter may be some or all of the 8 bits. For example, first 3 bits may be selected to indicate the 

access technology used to transmit the NAS message. For how to distinguish different access 

technologies by using bit values, refer to the related descriptions in the first implementation. 5 

[0129] In a third possible implementation, as shown in FIG. 8, the BEARER in the input 

parameters may be used to indicate the access technology used to transmit the NAS message, or to 

indicate an access path used to transmit the NAS message, where the first parameter may be a part 

or all of the BEARER. For example, first 3 bits may be selected to indicate the access technology 

used to transmit the NAS message. For how to distinguish different access technologies by using bit 10 

values, refer to the related descriptions in the first implementation. 

[0130] In a fourth possible implementation, a quantity of bits of a COUNT may be increased, 

and the first parameter is some of the bits of the COUNT. For example, the COUNT is extended 

from 32 bits to 64 bits (a 64-bit COUNT is adapted to a key with a length of 256 bits). A part of the 

extended COUNT is used to indicate an access technology. For example, three bits are reserved to 15 

indicate an access technology, where 000 represents a 3GPP access technology, 001 represents a 

WiFi access technology, and 010 represents a fixed network access technology. 

[0131] In a fifth possible implementation, the first parameter may be a NAS COUNT, and a bit 

of the NAS COUNT may be removed. A quantity of removed bits is used to indicate an access 

technology. 20 

[0132] Optionally, a preset quantity of bits of a NAS overflow in an existing NAS COUNT are 

removed, and the quantity of the removed bits is used to indicate the access technology. For 

example, if one bit is removed, it indicates that the access technology is a 3GPP access technology; 

if two bits are removed, it indicates that the access technology is a WiFi access technology; if three 

bits are removed, it indicates that the access technology is a fixed network access technology. 25 

[0133] Alternatively, a preset quantity of bits of a Sequence Number part of an existing NAS 

COUNT are removed, and the quantity of the removed bits is used to indicate the access technology. 

For example, if one bit is removed, it indicates that the access technology is a 3GPP access 

technology; if two bits are removed, it indicates that the access technology is a WiFi access 

technology; if three bits are removed, it indicates that the access technology is a fixed network 30 

access technology. 

[0134] Optionally, a first parameter corresponding to each access technology may be 

preconfigured in the terminal. After determining the access technology used to transmit the NAS 

message, the terminal may search for a corresponding first parameter based on the access 
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technology used to transmit the NAS message; or after determining the access technology used to 

transmit the NAS message, the terminal generates the first parameter based on the access 

technology used to transmit the NAS message. 

[0135] It should be noted that, when the first parameter is a NAS COUNT or the first parameter 

is some bits of a NAS COUNT, the terminal maintains different NAS COUNTs for different 5 

supported access technologies. In other cases, the terminal may maintain a same NAS COUNT or 

different NAS COUNT for different supported access technologies. 

[0136] The terminal may independently determine the first parameter, and notifies an AMF 

node of the first parameter. Alternatively, an AMF node determines the first parameter, and notifies 

the terminal of the first parameter. Alternatively, the first parameter may be preconfigured in the 10 

terminal and an AMF node. For example, if the first parameter is determined by the AMF node, the 

terminal may receive the first parameter from the AMF node. If the first parameter is some bits in a 

NAS COUNT, after receiving the first parameter, the terminal may replace, with the first parameter, 

specified bits in the NAS COUNT stored by the terminal. Alternatively, if the first parameter is 

some bits in a BEARER, the terminal may replace specified bits in the BEARER with the first 15 

parameter. 

[0137] Step 502: The terminal performs security protection on a NAS message based on the 

first parameter, a NAS key, and a NAS COUNT corresponding to an access technology used to 

transmit the NAS message. 

[0138] The NAS COUNT may be a parameter that has a function of preventing a NAS message 20 

replay attack. The NAS key is a NAS key shared by the at least two access technologies that can be 

supported by the terminal. 

[0139] That the terminal performs security protection on a NAS message indicates: encrypting a 

NAS message to be transmitted to a core network device, decrypting a received NAS message, and 

performing integrity protection on the NAS message to be transmitted to the core network device, 25 

or performing integrity protection verification on the received NAS message. Correspondingly, a 

key used to perform security protection on the NAS message may be an encryption key and an 

integrity protection key. In this embodiment of this application, the encryption key and the integrity 

protection key are collectively referred to as NAS keys. An execution sequence of encryption, 

decryption, production integrity protection, and integrity protection verification is not limited in this 30 

embodiment of this application. 

[0140] It may be understood that the terminal can maintain the corresponding NAS COUNT for 

each of the at least two access technologies. If the terminal transmits the NAS message by using the 

3GPP access technology, security protection is performed on the NAS message by using a first 
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parameter corresponding to the 3GPP access technology, an uplink NAS COUNT maintained by the 

terminal for the 3GPP access technology, and the NAS key. 

[0141] Corresponding to the three implementations of the first parameter, methods for 

encrypting the NAS message are separately shown in FIG. 6, FIG. 7, and FIG. 8. 

[0142] Corresponding to the foregoing first implementation, with reference to FIG. 4, an input 5 

parameter used when security protection is performed on the NAS message may also be access. 

[0143] Corresponding to the foregoing second implementation, with reference to FIG. 4, a 

COUNT in the input parameter used when security protection is performed on the NAS message 

includes the first parameter. 

[0144] Corresponding to the foregoing third implementation, with reference to FIG. 4, a 10 

BEARER in the input parameter used when security protection is performed on the NAS message 

includes the first parameter. 

[0145] Optionally, if the terminal receives the NAS message, the terminal may determine the 

first parameter corresponding to the access technology used to transmit the NAS message, to 

decrypt and/or perform integrity protection verification on the NAS message by using a downlink 15 

NAS COUNT carried in the NAS message, the first parameter corresponding to the access 

technology used to transmit the NAS message, and the NAS key. 

[0146] According to the security protection method provided in this embodiment of this 

application, the terminal can separately maintain the corresponding NAS COUNT for each of the at 

least two access technologies. The terminal does not use one set of NAS COUNTs when 20 

transmitting the NAS message by using different access technologies. Instead, the terminal 

performs security protection on the NAS message by using a NAS COUNT maintained for a 

corresponding access technology. This can avoid a replay attack problem that occurs when a core 

network device first receives a relatively small NAS COUNT transmitted by using one link, and 

then receives a relatively large NAS COUNT transmitted by using another link. In this application, 25 

the first parameter used to differentiate different access technologies is further used when security 

protection is performed on the NAS message. Therefore, even though a same NAS key and a same 

NAS COUNT are used when security protection is performed on a NAS message transmitted by 

using the different access technologies, security protection results of the NAS message are different, 

reducing a possibility of occurrence of a replay attack, thereby implementing security protection for 30 

a plurality of NAS connection links. 

[0147] Corresponding to the embodiment in FIG. 5, a method for performing security protection 

on a NAS message by a core network device is further provided in another implementation of this 

embodiment of this application. The core network device may be an AMF node, a SEAF node, an 
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MME node, a node participating in an authentication process of a terminal, or another node related 

to key generation and key storage. In this embodiment of this application, that the core network 

device is an AMF node is used as an example. As shown in FIG. 9, the method includes the 

following steps. 

[0148] Step 901: The AMF node determines a first parameter. 5 

[0149] The first parameter is used to indicate an access technology used to transmit a NAS 

message. The AMF node can separately maintain a corresponding NAS COUNT for each of at least 

two access technologies supported by the terminal. 

[0150] A method for determining the first parameter by the AMF node is similar to the method 

for determining the first parameter by the terminal in step 501 in FIG. 5, and reference may be made 10 

to the related description in step 501. 

[0151] Step 902: The AMF node performs security protection on a NAS message based on the 

first parameter, a NAS key, and a NAS COUNT corresponding to an access technology used to 

transmit the NAS message. 

[0152] The NAS COUNT may be a parameter that has a function of preventing a NAS message 15 

replay attack. 

[0153] That the AMF node performs security protection on a NAS message may be: encrypting 

a NAS message to be transmitted to a terminal, decrypting a received NAS message, and 

performing integrity protection on the NAS message to be transmitted to the terminal, or 

performing integrity protection verification on the received NAS message. 20 

[0154] A method for performing security protection on the NAS message by the AMF node is 

similar to the method for performing security protection on the NAS message by the terminal in 

step 502, and reference may be made to the related description in step 502. 

[0155] According to the security protection method provided in this embodiment of this 

application, the core network device can separately maintain the corresponding NAS COUNT for 25 

each of the at least two access technologies. The terminal does not use one set of NAS COUNTs 

when transmitting the NAS message by using different access technologies. Instead, the terminal 

performs security protection on the NAS message by using a NAS COUNT maintained for a 

corresponding access technology. This can avoid a replay attack problem that occurs when a core 

network device first receives a relatively small NAS COUNT transmitted by using one link, and 30 

then receives a relatively large NAS COUNT transmitted by using another link. In this application, 

the first parameter used to differentiate different access technologies is further used when security 

protection is performed on the NAS message. Therefore, even though a same NAS key and a same 

NAS COUNT are used when security protection is performed on a NAS message transmitted by 
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using the different access technologies, security protection results of the NAS message are different, 

reducing a possibility of occurrence of a replay attack, thereby implementing security protection for 

a plurality of NAS connection links. 

[0156] Optionally, if the access technology used to transmit the NAS message is a first access 

technology, before the procedures in FIG. 5 and FIG. 9, as shown in FIG. 10, the method may further 5 

include step 1001 to step 1007. 

[0157] Step 1001: A terminal determines a first uplink NAS COUNT corresponding to the first 

access technology. 

[0158] The first uplink NAS COUNT is 0, and specifically, all or some bits of the first uplink 

NAS COUNT are 0. 10 

[0159] Alternatively, the first uplink NAS COUNT is a random number. Specifically, some or 

all bits in the first uplink NAS COUNT are random numbers. For example, a Sequence Number part 

or a NAS overflow part of the first uplink NAS COUNT is a random number. In this case, a 

remaining part is 0. 

[0160] Alternatively, the at least two access technologies further include a second access 15 

technology, and the first uplink NAS COUNT is an uplink NAS COUNT that is corresponding to 

the second access technology and that is stored by the terminal. If the terminal stores at least two 

uplink NAS COUNTs corresponding to the second access technology, the first uplink NAS COUNT 

is a largest uplink NAS COUNT that is corresponding to the second access technology and that is 

stored by the terminal. 20 

[0161] Alternatively, the at least two access technologies further include a second access 

technology, and the first uplink NAS COUNT is a sum of 1 and an uplink NAS COUNT that is 

corresponding to the second access technology and that is stored by the terminal. If the terminal 

stores at least two uplink NAS COUNTs corresponding to the second access technology, the first 

uplink NAS COUNT is a sum of 1 and a largest uplink NAS COUNT that is corresponding to the 25 

second access technology and that is stored by the terminal. 

[0162] Alternatively, the first uplink NAS COUNT is an uplink NAS COUNT that is 

corresponding to the first access technology and that is stored by the terminal. If the terminal stores 

at least two uplink NAS COUNTs corresponding to the first access technology, the first uplink NAS 

COUNT is a largest uplink NAS COUNT that is corresponding to the first access technology and 30 

that is stored by the terminal. 

[0163] Alternatively, the first uplink NAS COUNT is a sum of 1 and an uplink NAS COUNT 

that is corresponding to the first access technology and that is stored by the terminal. If the terminal 

stores at least two uplink NAS COUNTs corresponding to the first access technology, the first 
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uplink NAS COUNT is a sum of 1 and a largest uplink NAS COUNT that is corresponding to the 

first access technology and that is stored by the terminal. 

[0164] Optionally, the first access technology and the second access technology may be 

separately a 3GPP access technology, a non-3GPP access technology, a fixed network access 

technology, another technology that can be used to access a core network device, or any technology 5 

that can share a 3GPP network core network device with the 3GPP access technology. In this 

embodiment of this application, an example in which the first access technology is a non-3GPP 

access technology, and the second access technology is a 3GPP access technology is used for 

description. 

[0165] It may be understood that, before the terminal sends the NAS message to an AMF node 10 

via the non-3GPP access technology, the terminal needs to determine the first uplink NAS COUNT 

carried when the NAS message is transmitted via the non-3GPP access technology. 

[0166] If the terminal accesses the AMF node by using the non-3GPP access technology for the 

first time, the first uplink NAS COUNT corresponding to the non-3GPP access technology may be 

set to 0 or a random number. Alternatively, when the terminal has accessed the AMF node via the 15 

3GPP access technology, if a NAS COUNT maintenance method is the method 1 described above 

(after a NAS message is sent, a NAS COUNT used in the NAS message is increased by 1 and 

stored; and when a NAS message needs to be sent for next time, security protection is performed on 

the NAS message by using the stored NAS COUNT), it may be determined that the first uplink 

NAS COUNT is an uplink NAS COUNT that is corresponding to the 3GPP access technology and 20 

that is stored by the terminal. If the terminal stores at least two uplink NAS COUNTs corresponding 

to the 3GPP access technology and the terminal cannot determine an uplink NAS COUNT used by a 

previous NAS message, a largest uplink NAS COUNT that is corresponding to the 3GPP access 

technology and that is stored by the terminal is selected, and security protection is performed on the 

NAS message. If a NAS COUNT maintenance method is the method 2 described above (after a 25 

NAS message is sent, when a NAS message needs to be sent for a next time, a stored NAS COUNT 

is increased by 1 to determine a new NAS COUNT, and security protection is performed on the 

NAS message by using the new NAS COUNT), it may be determined that the first uplink NAS 

COUNT is a sum of 1 and an uplink NAS COUNT that is corresponding to the 3GPP access 

technology and that is stored by the terminal. If the terminal stores at least two uplink NAS 30 

COUNTs corresponding to the 3GPP access technology and the terminal cannot determine an 

uplink NAS COUNT used by a previous NAS message, a largest uplink NAS COUNT that is 

corresponding to the 3GPP access technology and that is stored by the terminal is selected and is 

increased by 1, and security protection is performed on the NAS message by using the uplink NAS 
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COUNT increased by 1. 

[0167] When the terminal has accessed the AMF node via the non-3GPP access technology, if 

the NAS COUNT maintenance method is the foregoing method 1, it may be determined that the 

first uplink NAS COUNT is the uplink NAS COUNT that is corresponding to the non-3GPP access 

technology and that is stored by the terminal; or if the NAS COUNT maintenance method is the 5 

foregoing method 2, it may be determined that the first uplink NAS COUNT is a sum of 1 and the 

uplink NAS COUNT that is corresponding to the non-3GPP access technology and that is stored by 

the terminal. 

[0168] Step 1002: The terminal sends a first message to an AMF node, where the first message 

carries a part or all of the first uplink NAS COUNT. 10 

[0169] Security protection is performed on the first message by using the first uplink NAS 

COUNT and a NAS key. Optionally, the first message may carry a 24-bit first uplink COUNT, or 

may carry only a part of the first uplink COUNT, for example, carry only last 4 or 8 bits of the first 

uplink NAS COUNT. 

[0170] In another possible implementation, if the terminal accesses, for the first time, the AMF 15 

node via the non-3GPP access technology, and the terminal has accessed the AMF node via the 

3GPP access technology, the terminal may temporarily not determine the first uplink NAS COUNT, 

and perform security protection firstly on the first message by using a NAS COUNT corresponding 

to the non-3GPP access technology, in other words, step 1001 and step 1002 may be replaced with 

step 1003. 20 

[0171] Step 1003: The terminal sends a first message to an AMF node, where the first message 

carries a part or all of an uplink NAS COUNT corresponding to a second access technology. 

[0172] Security protection is performed on the first message by using the NAS key and the 

uplink NAS COUNT corresponding to the second access technology. 

[0173] The uplink NAS COUNT that is corresponding to the second access technology and that 25 

is carried in the first message is a part or all of the uplink NAS COUNT that is corresponding to the 

second access technology and that is stored by the terminal, or is a part or all of a new uplink NAS 

COUNT obtained after the uplink NAS COUNT that is corresponding to the second access 

technology and that is stored by the terminal is increased by 1. If the terminal stores at least two 

uplink NAS COUNTs corresponding to the second access technology, the uplink NAS COUNT 30 

corresponding to the second access technology in this step is a largest uplink NAS COUNT that is 

corresponding to the second access technology and that is stored by the terminal. 

[0174] It should be noted that, optionally, the first message in step 1002 and that in step 1003 

both include first indication information, where the first indication information is used to indicate 
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an access technology corresponding to a part or all of the uplink NAS COUNT carried in the first 

message, or the first indication information is used to indicate a transmission path corresponding to 

a part or all of the NAS COUNT carried in the first message. For example, the first indication 

information carried in the first message in step 1002 indicates the non-3GPP access technology, and 

the first indication information carried in the first message in step 1003 indicates the 3GPP access 5 

technology. For another example, the first indication information carried in the first message in step 

1002 indicates accessing the AMF node via a path 1, and the first indication information carried in 

the first message in step 1003 indicates accessing the AMF node via a path 2. 

[0175] The following steps may be further performed after step 1002 or step 1003. 

[0176] Step 1004: The AMF node receives the first message. 10 

[0177] Step 1005: The AMF node verifies, based on an uplink NAS COUNT corresponding to 

an access technology indicated by first indication information, a NAS COUNT carried in the first 

message. 

[0178] Indication information may be an explicit indication, or may be an implicit notification. 

For example, access type information may be access type indication information (such as an access 15 

type of a radio access technology (radio access technology, RAT) type) that is explicitly indicated in 

an N2 message, or is access type indication information that is added in the NAS message. The 

AMF node may determine an access type based on a source of the first message when there is no 

access type indication information. For example, if a source address of the message is a base station, 

an access type is 3GPP access; if a source address of the message is an N3IWF node, an access type 20 

is non-3GPP access; if a source address of the message is a device connected to a fixed network, an 

access type is fixed network access. 

[0179] When the first indication information indicates the non-3GPP access technology, if the 

first message carries a complete first NAS COUNT and the AMF node determines that the terminal 

has accessed the AMF node, the AMF node determines whether the first NAS COUNT is greater 25 

than a previously received uplink NAS COUNT that is corresponding to the non-3GPP access 

technology and that is stored by the AMF node. If the first NAS COUNT is greater than the 

previously received uplink NAS COUNT, the verification succeeds; or if the first NAS COUNT is 

less than the previously received uplink NAS COUNT, the authentication fails, access of the 

terminal is rejected, and the terminal is informed of a failure reason. Optionally, if the AMF node 30 

determines that the terminal has not accessed the AMF node by using the non-3GPP access 

technology, the AMF node stores the first NAS COUNT as the uplink NAS COUNT corresponding 

to the non-3GPP access technology, or the AMF node determines that the uplink NAS COUNT 

corresponding to the non-3GPP access technology is 0. If the first message carries a part of the first 
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NAS COUNT, the AMF node first recovers the complete first NAS COUNT, and then verifies or 

saves the first NAS COUNT according to the foregoing method for processing the first NAS 

COUNT. 

[0180] When the first indication information indicates the 3GPP access technology, if the first 

message carries a complete NAS COUNT corresponding to the 3GPP access technology, the AMF 5 

node determines whether the first NAS COUNT is greater than a previously received uplink NAS 

COUNT that is corresponding to the 3GPP access technology and that is stored by the AMF node. If 

the first NAS COUNT is greater than the previously received uplink NAS COUNT, the verification 

succeeds; or if the first NAS COUNT is less than the previously received uplink NAS COUNT, the 

authentication fails. If the first message carries a part of a NAS COUNT corresponding to the 3GPP 10 

access technology, the AMF node first recovers the complete NAS COUNT, and then verifies the 

recovered complete COUNT by using the foregoing method for verifying the NAS COUNT. 

[0181] Step 1006: The AMF node determines one or both of a second uplink NAS COUNT and 

a first downlink NAS COUNT that are corresponding to the first access technology. 

[0182] The second uplink NAS COUNT is 0, and specifically, all or some bits of the second 15 

uplink NAS COUNT are 0. Alternatively, the second uplink NAS COUNT is a random number. 

Specifically, some or all bits in the second uplink NAS COUNT are random numbers. For example, 

a Sequence Number part or a NAS overflow part of the second uplink NAS COUNT is a random 

number. In this case, a remaining part is 0. Alternatively, the second uplink NAS COUNT is a 

downlink NAS COUNT that is corresponding to the second access technology and that is stored by 20 

the core network device. If the core network device stores at least two downlink NAS COUNTs 

corresponding to the second access technology, the second uplink NAS COUNT is a largest 

downlink NAS COUNT that is corresponding to the second access technology and that is stored by 

the core network device. Alternatively, the second uplink NAS COUNT is a sum of 1 and a 

downlink NAS COUNT that is corresponding to the second access technology and that is stored by 25 

the core network device. If the core network device stores at least two downlink NAS COUNTs 

corresponding to the second access technology, the second uplink NAS COUNT is a sum of 1 and a 

largest downlink NAS COUNT that is corresponding to the second access technology and that is 

stored by the core network device. Alternatively, the second uplink NAS COUNT is a sum of 1 and 

a downlink NAS COUNT that is corresponding to the first access technology and that is stored by 30 

the core network device. If the core network device stores at least two downlink NAS COUNTs 

corresponding to the first access technology, the second uplink NAS COUNT is a sum of 1 and a 

largest downlink NAS COUNT that is corresponding to the first access technology and that is stored 

by the core network device. Alternatively, the second uplink NAS COUNT is the first uplink NAS 



30 

COUNT; or the second uplink NAS COUNT is a sum of 1 and the first uplink NAS COUNT. 

[0183] Optionally, if the first message received by the AMF node carries the first uplink NAS 

COUNT, the AMF node may determine that the second uplink NAS COUNT is the first NAS 

COUNT, or that the second uplink NAS COUNT is a sum of 1 and the first uplink NAS COUNT. 

[0184] Alternatively, if the first message received by the AMF node carries the first uplink NAS 5 

COUNT, it indicates that the terminal has determined the NAS COUNT corresponding to the 

non-3GPP access technology, and the AMF node may not determine a second NAS COUNT. 

[0185] The first downlink NAS COUNT is 0, and specifically, all or some bits of the first 

downlink NAS COUNT are 0. Alternatively, 

[0186] The first downlink NAS COUNT is a random number. Specifically, some or all bits in 10 

the first downlink NAS COUNT are random numbers. For example, a Sequence Number part or a 

NAS overflow part of the first uplink NAS COUNT is a random number. In this case, a remaining 

part is 0. Alternatively, the first downlink NAS COUNT is a downlink NAS COUNT that is 

corresponding to the second access technology and that is stored by the core network device. If the 

core network device stores at least two downlink NAS COUNTs corresponding to the second access 15 

technology, the first downlink NAS COUNT is a largest downlink NAS COUNT that is 

corresponding to the second access technology and that is stored by the core network device. 

Alternatively, the first downlink NAS COUNT is a sum of 1 and a downlink NAS COUNT that is 

corresponding to the second access technology and that is stored by the core network device. If the 

core network device stores at least two downlink NAS COUNTs corresponding to the second access 20 

technology, the first downlink NAS COUNT is a sum of 1 and a largest downlink NAS COUNT 

that is corresponding to the second access technology and that is stored by the core network device. 

Alternatively, the first downlink NAS COUNT is a sum of 1 and a downlink NAS COUNT that is 

corresponding to the first access technology and that is stored by the core network device. If the 

core network device stores at least two downlink NAS COUNTs corresponding to the first access 25 

technology, the first downlink NAS COUNT is a sum of 1 and a largest downlink NAS COUNT 

that is corresponding to the first access technology and that is stored by the core network device. 

[0187] Optionally, if the first message received by the AMF node carries the NAS COUNT 

corresponding to the second access technology, the second uplink NAS COUNT determined by the 

AMF node may be the same as the first downlink NAS COUNT. 30 

[0188] Step 1007: The AMF node sends a second message to the terminal, where the second 

message includes one or both of the second uplink NAS COUNT and the first downlink NAS 

COUNT that are corresponding to the first access technology. 

[0189] Correspondingly, the terminal receives the second message. 
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[0190] Optionally, the second message carries second indication information, and the second 

indication information is used to indicate an access technology corresponding to the first downlink 

NAS COUNT carried in the second message. Optionally, the second message may further carry 

indication information used to indicate the second uplink NAS COUNT carried in the second 

message. Optionally, the second indication information is used to indicate a transmission path 5 

corresponding to the first downlink NAS COUNT carried in the second message. Optionally, the 

second message may further carry indication information that is used to indicate a transmission path 

corresponding to the second uplink NAS COUNT carried in the second message. It may be 

understood that, because the second message carries the first downlink NAS COUNT 

corresponding to the first access technology, the second indication information is used to indicate 10 

the first access technology. For example, if the first access technology is the 3GPP access 

technology, the second indication information is used to indicate the 3GPP access technology; if the 

first access technology is the non-3GPP access technology, the second indication information is 

used to indicate the non-3GPP access technology. 

[0191] It may be understood that, after receiving the second message, the terminal may save one 15 

or both of the second uplink NAS COUNT and the first downlink NAS COUNT that are carried in 

the second message. When an uplink NAS message needs to be sent via the non-3GPP next time, 

security protection may be performed on the NAS message based on the second uplink NAS 

COUNT. Alternatively, after receiving a downlink NAS message, a downlink NAS COUNT in the 

received downlink NAS message may be verified based on the first downlink NAS COUNT. 20 

[0192] With reference to a specific scenario, the following describes the security protection 

method described in the foregoing embodiments. An embodiment of this application may be applied 

to a scenario in which a terminal has accessed an AMF node by using a 3GPP access technology, 

and then the terminal accesses the same AMF node by using a non-3GPP access technology. FIG. 

11A and FIG. 11B show a registration process in which the terminal accesses the AMF node by 25 

using the non-3GPP access technology. The method includes the following steps. 

[0193] Step 1101: The terminal accesses an untrusted non-3GPP network. 

[0194] For example, the terminal accesses a WiFi network that cannot be directly trusted. 

[0195] In this step, the terminal accesses the untrusted non-3GPP network, and the terminal has 

been authenticated by a 3GPP network and has a NAS security context. The NAS security context 30 

includes a NAS key, a key identifier, and a NAS COUNT corresponding to the 3GPP access 

technology. Optionally, the NAS context further includes a NAS COUNT corresponding to the 

non-3GPP access technology. If the terminal has accessed the AMF node via the non-3GPP access 

technology, the NAS COUNT corresponding to the non-3GPP access technology is not 0. If the 
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terminal has accessed the AMF node via the non-3GPP access technology, the NAS COUNT 

corresponding to the non-3GPP access technology is 0. 

[0196] The NAS key may be one or both of an encryption key and an integrity protection key. 

[0197] Step 1102: The terminal exchanges an Internet Key Exchange Protocol security 

association initial (internet key exchange protocol security association initial, IKE_SA_INIT) 5 

message with an N3IWF node. 

[0198] The IKE_SA_INIT message carries a key material, and the key material is information 

used to perform security protection on a message transmitted between the terminal and the N3IWF 

node. After the terminal exchanges the IKE_SA_INIT message with the N3IWF node, the terminal 

and the N3IWF node may generate a same key, and the key is used to perform security protection 10 

on a message subsequently transmitted by the terminal and the N3IWF node. 

[0199] Step 1103: The terminal sends an Internet Key Exchange Protocol authentication request 

(Internet key exchange protocol authentication request, IKE_AUTH_Req) message to the N3IWF 

node. 

[0200] Correspondingly, the N3IWF node receives the IKE_AUTH_Req message. 15 

[0201] Step 1104: The N3IWF node sends an Internet Key Exchange Protocol authentication 

response (internet key exchange protocol authentication response, IKE_AUTH_Res) message to the 

terminal. 

[0202] Correspondingly, the terminal receives the IKE_AUTH_Res message. 

[0203] The IKE_AUTH_Res message carries a 5G start (5G start) message of an Extensible 20 

Authentication Protocol 5th Generation request (extensible authentication protocol_5th 

generation_request, EAP_5G_Req) message, and the EAP_5G_Req message is used to request the 

terminal to start an Extensible Authentication Protocol (extensible authentication protocol, EAP) 

procedure. 

[0204] Step 1105: The terminal determines a first uplink NAS COUNT. 25 

[0205] The first uplink NAS COUNT is a COUNT used to perform security protection on the 

NAS message sent by the terminal to the AMF node. 

[0206] There are two implementations of this step. 

[0207] In a first implementation, the terminal determines the first uplink NAS COUNT based 

on an uplink NAS COUNT corresponding to the 3GPP access technology. 30 

[0208] Because the terminal has accessed the AMF node via the 3GPP access technology, the 

terminal has stored a NAS COUNT corresponding to the 3GPP access technology. If a NAS 

COUNT maintenance method is the foregoing method 1, it can be determined that the first uplink 

NAS COUNT is the uplink NAS COUNT that is corresponding to the 3GPP access technology and 
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that is stored by the terminal (if the terminal stores at least two uplink NAS COUNTs corresponding 

to the 3GPP access technology, the first uplink NAS COUNT is a largest uplink NAS COUNT that 

is corresponding to the 3GPP access technology and that is stored by the terminal). If a NAS 

COUNT maintenance method is the foregoing method 2, it can be determined that the first uplink 

NAS COUNT is a sum of 1 and an uplink NAS COUNT that is corresponding to the non-3GPP 5 

access technology and that is stored by the terminal (if the terminal stores at least two uplink NAS 

COUNTs corresponding to the non-3GPP access technology, the first uplink NAS COUNT is a sum 

of 1 and a largest uplink NAS COUNT that is corresponding to the non-3GPP access technology 

and that is stored by the terminal). 

[0209] In a second implementation, the terminal generates a NAS COUNT corresponding to the 10 

non-3GPP access technology, and uses, as the first uplink NAS COUNT, the NAS COUNT 

corresponding to the non-3GPP access technology. 

[0210] Specifically, the first uplink NAS COUNT may be 0, or may be a random number. 

[0211] If the first uplink NAS COUNT is 0, all or some bits of the first uplink NAS COUNT are 

0. If the first uplink NAS COUNT is a random number, some or all bits in the first uplink NAS 15 

COUNT are random numbers. For example, last 8 bits (a Sequence Number part) of the first uplink 

NAS COUNT are random numbers, or a NAS overflow part is a random number, and a remaining 

part is 0. 

[0212] Optionally, if the terminal has accessed the AMF node via the non-3GPP access 

technology, the terminal may determine that the first uplink NAS COUNT is the uplink NAS 20 

COUNT that is corresponding to the non-3GPP access technology and that is stored by the terminal 

(if the terminal stores at least two uplink NAS COUNTs corresponding to the non-3GPP access 

technology, the first uplink NAS COUNT is a largest uplink NAS COUNT that is corresponding to 

the non-3GPP access technology and that is stored by the terminal), or the terminal may determine 

that the first uplink NAS COUNT is a sum of 1 and a NAS COUNT that is corresponding to the 25 

non-3GPP access technology and that is stored by the terminal (if the terminal stores at least two 

uplink NAS COUNTs corresponding to the non-3GPP access technology, the first uplink NAS 

COUNT is a sum of 1 and a largest uplink NAS COUNT that is corresponding to the non-3GPP 

access technology and that is stored by the terminal). 

[0213] Optionally, if the first uplink NAS COUNT is determined in the second implementation, 30 

in a registration process in which the terminal accesses the AMF node by using the non-3GPP 

access technology, the terminal does not send a NAS message by using the 3GPP access technology. 

[0214] Optionally, the terminal may further set an indicator. The indicator is equivalent to the 

first indication information in the embodiment corresponding to FIG. 10, and is used to indicate 
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whether the first uplink NAS COUNT is corresponding to the 3GPP access technology or the 

non-3GPP access technology. It may be understood that, if the terminal determines the first uplink 

NAS COUNT in the foregoing first implementation, the indicator indicates the 3GPP access 

technology; or if the terminal determines the first uplink NAS COUNT in the foregoing second 

implementation, the indicator indicates the non-3GPP access technology. 5 

[0215] Step 1106: The terminal sends an IKE_AUTH_Req message to the N3IWF node. 

[0216] Correspondingly, the N3IWF node receives the IKE_AUTH_Req message. 

[0217] The IKE_AUTH Req message includes a NAS protocol data unit (protocol data unit, 

PDU) and an Extensible Authentication Protocol for transporting 5G non-access stratum message (a 

5G-NAS message corresponding to an EAP_5G_ReS message), or a 5G-NAS message. The NAS 10 

PDU includes a registration request message. The registration request message is used by the 

terminal to register with the AMF node via the 3GPP access technology. Optionally, the first 

message in the foregoing embodiment may be the registration request message. 

[0218] Optionally, integrity protection may be performed on the registration request message by 

using the first uplink NAS COUNT, and the registration request message includes the first 15 

indication information and the first uplink NAS COUNT. Optionally, the registration request 

message further includes the key identifier and a temporary identifier of the terminal. 

[0219] Step 1107: The N3IWF node selects an AMF node. 

[0220] For a method for selecting the AMF node by the N3IWF node, refer to the prior art. 

[0221] Step 1108: The N3IWF node forwards a registration request message to the AMF node. 20 

[0222] Correspondingly, the AMF node receives the registration request message. 

[0223] Step 1109: The AMF node verifies the registration request message. 

[0224] The verification performed on the registration request message by the AMF node 

includes integrity protection verification performed on the registration request message and 

verification performed on the first uplink NAS COUNT carried in the registration request message. 25 

That the AMF node verifies the first uplink NAS COUNT carried in the registration request 

message is corresponding to the foregoing step 1005. 

[0225] The AMF node may generate an integrity protection key based on the temporary 

identifier and the key identifier in the registration request message, and perform integrity protection 

verification on the registration request message based on the integrity protection key. 30 

[0226] If the access technology that is corresponding to the first uplink NAS message and that 

is indicated by the first indication information is the 3GPP access technology, the AMF node 

verifies whether the first uplink NAS COUNT is greater than a previously received NAS COUNT 

corresponding to the 3GPP access technology. If the first uplink NAS COUNT is greater than the 
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previously received NAS COUNT, the verification succeeds; or if the first uplink NAS COUNT is 

not greater than the previously received NAS COUNT, the verification fails. 

[0227] If the access technology that is corresponding to the first uplink NAS message and that 

is indicated by the first indication information is the non-3GPP access technology, and the terminal 

has not accessed the AMF node via the non-3GPP access technology, the AMF node stores the first 5 

NAS COUNT as the uplink NAS COUNT corresponding to the non-3GPP access technology, or the 

AMF node determines that the uplink NAS COUNT corresponding to the non-3GPP access 

technology is 0. The terminal has accessed the AMF node via the non-3GPP access technology. The 

AMF node verifies whether the first uplink NAS COUNT is greater than a previously received NAS 

COUNT corresponding to the non-3GPP access technology. If the first uplink NAS COUNT is 10 

greater than the previously received NAS COUNT, the verification succeeds; or if the first uplink 

NAS COUNT is not greater than the previously received NAS COUNT, the verification fails. 

[0228] Step 1110: The AMF node generates a key Kn3iwf for the N3IWF node. 

[0229] The key Kn3iwf is used for two-way authentication between the AMF node and the 

terminal. 15 

[0230] Step 1111: The AMF node determines one or both of a second uplink NAS COUNT and 

a first downlink NAS COUNT that are corresponding to the non-3GPP access technology. 

[0231] Optionally, if the access technology indicated by the first indication information is the 

3GPP access technology, it indicates that the terminal does not determine the NAS COUNT for the 

non-3GPP access technology, and the AMF node may determine the second uplink NAS COUNT 20 

and the first downlink NAS COUNT that are corresponding to the non-3GPP access technology. If 

the access technology indicated by the first indication information is the non-3GPP access 

technology, it indicates that the terminal determines the uplink NAS COUNT for the non-3GPP 

access technology, and the AMF node needs to determine only the first downlink NAS COUNT 

corresponding to the non-3GPP technology, or the AMF node determines the first downlink NAS 25 

COUNT and redetermines the uplink NAS COUNT of the non-3GPP access technology. 

[0232] Specifically, the second uplink NAS COUNT is 0, or the second uplink NAS COUNT is 

a random number. 

[0233] If the second uplink NAS COUNT is 0, all or some bits of the second uplink NAS 

COUNT are 0. If the second uplink NAS COUNT is a random number, some or all bits in the 30 

second uplink NAS COUNT are random numbers. For example, last 8 bits (a Sequence Number 

part) of the second uplink NAS COUNT are random numbers, or a NAS overflow part is a random 

number, and a remaining part is 0. Optionally, if the second uplink NAS COUNT is a random 

number, the second uplink NAS COUNT needs to be greater than a downlink NAS COUNT that is 
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corresponding to the 3GPP access technology and that is stored by the AMF node (if the AMF node 

stores at least two downlink NAS COUNTs corresponding to the 3GPP access technology, the 

second uplink NAS COUNT needs to be greater than a largest downlink NAS COUNT that is 

corresponding to the 3GPP access technology and that is stored by the AMF node). 

[0234] The second uplink NAS COUNT may be a downlink NAS COUNT that is 5 

corresponding to the 3GPP access technology and that is stored by the AMF node (if the AMF node 

stores at least two downlink NAS COUNTs corresponding to the 3GPP access technology, the 

second uplink NAS COUNT is a largest downlink NAS COUNT that is corresponding to the 3GPP 

access technology and that is stored by the terminal). Alternatively, the second uplink NAS COUNT 

is a sum of 1 and a downlink NAS COUNT that is corresponding to the 3GPP access technology 10 

and that is stored by the AMF node (if the AMF node stores at least two downlink NAS COUNTs 

corresponding to the 3GPP access technology, the second uplink NAS COUNT is a sum of 1 and a 

largest downlink NAS COUNT that is corresponding to the 3GPP access technology and that is 

stored by the terminal). Alternatively, the second uplink NAS COUNT may be a sum of 1 and a 

downlink NAS COUNT that is corresponding to the non-3GPP access technology and that is stored 15 

by the AMF node (if the AMF node stores at least two downlink NAS COUNTs corresponding to 

the non-3GPP access technology, the second uplink NAS COUNT is a sum of 1 and a largest 

downlink NAS COUNT that is corresponding to the non-3GPP access technology and that is stored 

by the terminal). Alternatively, the second uplink NAS COUNT is the first uplink NAS COUNT; or 

the second uplink NAS COUNT is a sum of 1 and the first uplink NAS COUNT. 20 

[0235] Optionally, the first downlink NAS COUNT may be the same as the second uplink NAS 

COUNT. 

[0236] Specifically, the first downlink NAS COUNT may be 0, or may be a random number. 

[0237] If the first downlink NAS COUNT is 0, all or some bits of the first downlink NAS 

COUNT are 0. If the first downlink NAS COUNT is a random number, some or all bits in the first 25 

downlink NAS COUNT are random numbers. For example, last 8 bits (a Sequence Number part) of 

the first downlink NAS COUNT are random numbers, or a NAS overflow part is a random number, 

and a remaining part is 0. Optionally, if the first downlink NAS COUNT is a random number, the 

first downlink NAS COUNT needs to be greater than a largest downlink NAS COUNT that is 

corresponding to the 3GPP access technology and that is stored by the AMF node. 30 

[0238] Alternatively, the first downlink NAS COUNT may be a downlink NAS COUNT that is 

corresponding to the 3GPP access technology and that is stored by the AMF node (if the AMF node 

stores at least two downlink NAS COUNTs corresponding to the 3GPP access technology, the first 

downlink NAS COUNT may further be a largest downlink NAS COUNT that is corresponding to 
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the 3GPP access technology and that is stored by the AMF node). Alternatively, the first downlink 

NAS COUNT may be a sum of 1 and a downlink NAS COUNT that is corresponding to the 3GPP 

access technology and that is stored by the AMF node (if the AMF node stores at least two 

downlink NAS COUNTs corresponding to the 3GPP access technology, the first downlink NAS 

COUNT may further be a sum of 1 and a largest downlink NAS COUNT that is corresponding to 5 

the 3GPP access technology and that is stored by the AMF node). Alternatively, the first downlink 

NAS COUNT may be a sum of 1 and a downlink NAS COUNT that is corresponding to the 

non-3GPP access technology and that is stored by the AMF node (if the AMF node stores a 

downlink NAS COUNT corresponding to the non-3GPP access technology, the first downlink NAS 

COUNT may further be a sum of 1 and a largest downlink NAS COUNT that is corresponding to 10 

the non-3GPP access technology and that is stored by the AMF node). 

[0239] It should be noted that the AMF node may store one or both of the generated second 

uplink NAS COUNT and the generated first downlink NAS COUNT. The AMF node may maintain 

an uplink NAS COUNT and a downlink NAS COUNT that are corresponding to the 3GPP access 

technology, and may further maintain an uplink NAS COUNT and a downlink NAS COUNT that 15 

are corresponding to the non-3GPP access technology. If the AMF node generates the second uplink 

NAS COUNT and the first downlink NAS COUNT, the AMF node stores the second uplink NAS 

COUNT and the first downlink NAS COUNT. If the AMF node generates only the first downlink 

NAS COUNT, the AMF node stores the first downlink NAS COUNT. In this case, the uplink NAS 

COUNT that is corresponding to the non-3GPP access technology and that is maintained by the 20 

terminal is the first uplink NAS COUNT. 

[0240] It may be understood that the AMF node separately maintains a set of NAS COUNTs for 

each of the 3GPP access technology and the non-3GPP access technology, in other words, 

magnitudes of the NAS COUNTs maintained by the AMF node for the 3GPP access technology and 

magnitudes of the NAS COUNTs maintained by the AMF node for the non-3GPP access 25 

technology do not affect each other. When receiving the uplink NAS message, the AMF node may 

determine, based on bit information in the uplink NAS message or information in an N2 message, 

an access technology or a transmission path used by the terminal to transmit the uplink NAS 

message. If the used access technology is the 3GPP access technology, the uplink NAS COUNT 

carried in the uplink NAS message may be compared with a largest uplink NAS COUNT 30 

maintained for the 3GPP access technology. If the used access technology is the non-3GPP access 

technology, the uplink NAS COUNT carried in the uplink NAS message may be compared with a 

largest uplink NAS COUNT maintained for the non-3GPP access technology, to prevent a replay 

attack. 
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[0241] Step 1112: The AMF node sends a NAS security mode command (security mode 

command, SMC) message to the terminal by using the N3IWF node. 

[0242] Correspondingly, the terminal receives the NAS SMC message. 

[0243] The second message in the foregoing embodiment may be the NAS SMC message. 

[0244] The NAS SMC message carries one or both of the second uplink NAS COUNT and the 5 

first downlink NAS COUNT. It may be understood that if the AMF node determines only the first 

downlink NAS COUNT, the NAS SMC message carries the first downlink NAS COUNT. If the 

AMF node determines the second uplink NAS COUNT and the first downlink NAS COUNT, the 

NAS SMC message carries the second uplink NAS COUNT and the first downlink NAS COUNT. 

[0245] Optionally, if the NAS message carries only the first downlink NAS COUNT, the NAS 10 

message may further carry indication information used to instruct the terminal to continue using the 

uplink NAS COUNT determined by the terminal. 

[0246] Optionally, the NAS SMC message further includes second indication information, and 

the second indication information is used to indicate an access technology or a transmission path 

corresponding to the NAS COUNT carried in the NAS SMC message. In a scenario of this 15 

embodiment, the access technology indicated by the second indication information is the non-3GPP 

access technology. 

[0247] Step 1113: The terminal determines, based on the NAS SMC message, an uplink NAS 

COUNT and a downlink NAS COUNT that are corresponding to the non-3GPP access technology. 

[0248] The terminal may separately maintain a set of NAS COUNTs for each of the 3GPP 20 

access technology and the non-3GPP access technology. In a scenario of this embodiment, the 

terminal has stored the uplink NAS COUNT and the downlink NAS COUNT that are corresponding 

to the 3GPP access technology, and the terminal may further determine, based on the NAS SMC 

message received in this step, an uplink NAS COUNT and a downlink NAS COUNT that are 

maintained for the non-3GPP. 25 

[0249] Optionally, if the NAS SMC message includes only the first downlink NAS COUNT, the 

terminal determines that the uplink NAS COUNT corresponding to the non-3GPP access 

technology is still the first uplink NAS COUNT, and the downlink NAS COUNT corresponding to 

the non-3GPP access technology is the first downlink NAS COUNT. If the NAS SMC message 

includes the second uplink NAS COUNT and the first downlink NAS COUNT, the terminal may 30 

determine that the uplink NAS COUNT corresponding to the non-3GPP access technology is the 

second uplink NAS COUNT, and the downlink NAS COUNT corresponding to the non-3GPP 

access technology is the first downlink NAS COUNT. 

[0250] It may be understood that when receiving a downlink NAS message, the terminal may 
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determine, based on bit information in the downlink NAS message, an access technology or a 

transmission path used by the terminal to transmit the downlink NAS message. If the used access 

technology is the 3GPP access technology, a downlink NAS COUNT carried in the downlink NAS 

message may be compared with the largest downlink NAS COUNT maintained for the 3GPP access 

technology. If the used access technology is the non-3GPP access technology, a downlink NAS 5 

COUNT carried in the downlink NAS message may be compared with the largest downlink NAS 

COUNT maintained for the non-3GPP access technology, to prevent a replay attack. 

[0251] Step 1114: The terminal sends a NAS security mode complete (security mode complete, 

SMP) message to the AMF node by using the N3IWF node. 

[0252] Correspondingly, the AMF node receives the NAS SMP message. 10 

[0253] Optionally, the NAS message in step 502 may be the NAS SMP message in this step. 

[0254] The terminal may perform integrity protection on the NAS SMP message by using the 

first parameter, the uplink NAS COUNT, and the NAS key. The first parameter is used to indicate 

that an access technology used to transmit the NAS SMP message is the non-3GPP access 

technology, or is used to indicate that a transmission path used to transmit the NAS SMP message is 15 

the path 2 in FIG. 2. The uplink NAS COUNT is the uplink NAS COUNT that is corresponding to 

the non-3GPP access technology and that is determined by the terminal in step 1113, or an uplink 

NAS COUNT corresponding to the path 2. The NAS SMP message carries the uplink NAS 

COUNT. 

[0255] It may be understood that after receiving the NAS SMP message, the AMF node may 20 

verify whether the uplink NAS COUNT carried in the NAS SMP message is greater than the uplink 

NAS COUNT that is corresponding to the non-3GPP access technology and that is stored by the 

AMF node, or whether the uplink NAS COUNT carried in the NAS SMP message is greater than 

the uplink NAS COUNT corresponding to the path 2. If the uplink NAS COUNT carried in the 

NAS SMP message is greater than the uplink NAS COUNT that is corresponding to the non-3GPP 25 

access technology and that is stored by the AMF node, or the uplink NAS COUNT carried in the 

NAS SMP message is greater than the uplink NAS COUNT corresponding to the path 2, it may be 

determined, based on the bit information in the NAS message, that access technology used to 

transmit the NAS SMP message is the non-3GPP access technology, to determine the first parameter 

corresponding to the non-3GPP access technology, and then perform integrity verification on the 30 

NAS SMP message based on the first parameter, the NAS key, and the uplink NAS COUNT carried 

in the NAS SMP message. If the verification succeeds, step 1115 is performed. Optionally, if the 

AMF stores a plurality of uplink NAS COUNTs, it may be verified whether the uplink NAS 

COUNT carried in the NAS SMP message is greater than the largest uplink NAS COUNT that is 
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corresponding to the non-3GPP access technology and that is stored by the AMF node. 

[0256] Step 1115: The AMF node sends an N2 message to the N3IWF node. The N2 message 

carries a key Kn3iwf and a registration complete message. 

[0257] Correspondingly, the N3IWF node receives the N2 message. 

[0258] Step 1116: The N3IWF node sends an EAP-5G-Success message to the terminal. 5 

[0259] Correspondingly, the terminal receives the EAP-5G-Success message. 

[0260] Step 1117: The terminal and the N3IWF node complete calculation of an authentication 

(authentication) parameter by using the Kn3iwf. 

[0261] Step 1118: An Internet Protocol Security (Internet protocol security, IPsec) connection is 

established between the terminal and the N3IWF node. 10 

[0262] Step 1119: The N3IWF node sends a registration complete message to the terminal. 

[0263] According to the method provided in this embodiment of this application, the terminal 

can access a network via the non-3GPP access technology, and can independently maintain the NAS 

COUNT of the 3GPP access technology and the NAS COUNT of the non-3GPP access technology, 

thereby reducing a possibility of occurrence of a replay attack. 15 

[0264] In a possible implementation of this embodiment of this application, a security context 

of the terminal may be bound to operator information. For example, the operator information may 

be a PLMN ID. After the terminal accesses a network by using a 3GPP access technology provided 

by an operator A, when the terminal executes the procedure corresponding to FIG. 11A and FIG. 

11B, it may be determined whether the N3IWF node corresponding to the non-3GPP access 20 

technology is still the operator A. If the N3IWF node is still the operator A, the procedure 

corresponding to FIG. 11A and FIG. 11B may be continued. 

[0265] In another possible implementation, a security context of the terminal on a non-3GPP 

access technology side may be bound to other information such as subscription information and 

location area information. For example, the terminal moves from a coverage range of a base station 25 

A to a coverage range of a base station B, the coverage range of the base station A supports a 

non-3GPP access technology C, and the base station B supports a non-3GPP access technology D. 

If the terminal accesses the network via the non-3GPP access technology C, when the terminal 

moves from the coverage range of the base station A to the coverage range of the base station B, if 

subscription information of the terminal indicates that the terminal does not have permission of 30 

using the non-3GPP access technology D, the terminal cannot access the network via the non-3GPP 

access technology D. 

[0266] Optionally, in the foregoing embodiment, the AMF node may determine, based on the 

first indication information, an access technology used to transmit a NAS message. This 
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embodiment of this application further provides three methods for determining an access 

technology used to transmit an N2 message or a NAS message after an AMF node receives the N2 

message. 

[0267] Method 1: The AMF node may determine, based on a source of the N2 message, the 

access technology used to transmit the N2 message. For example, the AMF node determines the 5 

source of the message based on source address information (for example, an IP address), and further 

determines, based on the source of the message, the access technology used to transmit the message. 

If the N2 message comes from a device via a 3GPP access technology, for example, a base station, 

it is determined that a NAS COUNT corresponding to the 3GPP access technology can be used. In 

other words, the AMF node may verify, by using an uplink NAS COUNT that is corresponding to 10 

the 3GPP access technology and that is stored by the AMF node, an uplink NAS COUNT carried in 

the N2 message. If the N2 message comes from a device via a non-3GPP access technology, for 

example, an N3IWF node, it is determined that a NAS COUNT corresponding to the non-3GPP 

access technology may be used. In other words, the AMF node may verify, by using an uplink NAS 

COUNT that is corresponding to the non-3GPP access technology and that is stored by the AMF 15 

node, an uplink NAS COUNT carried in the N2 message. 

[0268] Method 2: The terminal may notify the AMF node of a source of the N2 message in an 

explicit manner. For example, the N2 message may carry a bit that is used to indicate an access 

technology. For example, 0 represents a 3GPP access technology, and 1 represents a non-3GPP 

access technology. Alternatively, the N2 message may carry a character string, for example, "NR" 20 

represents a 3GPP access technology, and "wifi" represents a non-3GPP access technology. 

[0269] Method 3: The AMF node determines, based on access type information in the N2 

message, the access technology used to transmit the N2 message. For example, the access type 

information is RAT type (an access type) information. If the N2 message comes from a device using 

a 3GPP access technology, for example, a base station, an access type indication in the N2 message 25 

is 3GPP access, so that it is determined that a NAS COUNT corresponding to the 3GPP access 

technology may be used. In other words, the AMF node may verify, by using an uplink NAS 

COUNT that is corresponding to the 3GPP access technology and that is stored by the AMF node, 

an uplink NAS COUNT carried in the N2 message. 

[0270] In comparison with the prior art in which the AMF node does not distinguish access 30 

technologies used by received messages, in the foregoing two manners in this embodiment of this 

application, the AMF node may determine an access technology used by a received message, to 

select a NAS COUNT corresponding to the access technology used by the received message. 

[0271] Optionally, in another implementation provided in this embodiment of this application, 
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with reference to the method procedure corresponding to FIG. 11A and FIG. 11B, if the AMF node 

determines the second uplink NAS COUNT and the first downlink NAS COUNT that are 

corresponding to the non-3GPP access technology in step 1111, the AMF node may further update 

the NAS key. This embodiment of this application provides four methods for updating the NAS key. 

[0272] Method 1: Generate new Kamf (nKamf) by using old Kamf (oKamf), and after the AMF 5 

node generates nKamf, generate a new NAS key based on nKamf. 

[0273] Herein, Kamf is a root key of the AMF node. 

[0274] Herein, nKamf = KDF (oKamf, a freshness parameter). The freshness parameter may be 

an uplink NAS COUNT previously received by the AMF node, a COUNT, a parameter sent by the 

terminal to the AMF node, or a parameter that is negotiated between the terminal and the AMF 10 

node. 

[0275] Method 2: Generate nKamf by using Kseaf, and after the AMF node generates nKamf, 

generate a new NAS key based on nKamf. 

[0276] Herein, Kseaf is a root key of the AMF node. 

[0277] Herein, nKamf = KDF (Kamf, a freshness parameter). The freshness parameter may be 15 

an uplink NAS COUNT previously received by the AMF node, or may be a COUNTer value. For 

example, a start value of the COUNTer value is 0, and each time the AMF node generates a NAS 

key, the COUNTer value is increased by 1, to indicate that the AMF node generates a new key. 

[0278] Method 3: The AMF node may generate a new NAS key based on old Kamf (oKamf) 

and an algorithm. 20 

[0279] Herein, nKamf = KDF (oKamf, an algorithm ID, a selected algorithm, and another 

parameter), and the algorithm ID is an identifier of an algorithm selected by the AMF node. The 

selected algorithm is an algorithm used by the terminal and the AMF node to perform security 

protection on a NAS message. 

[0280] The another parameter is a parameter used to indicate an access technology. Specifically, 25 

the another parameter may be in a form of a bit or in a form of an ID. For example, it may be 

specified that another parameter corresponding to a 3GPP access technology is 0x01, another 

parameter corresponding to a non-3GPP access technology is 0x10, and another parameter 

corresponding to a fixed network access technology is 0x11. 

[0281] The another parameter may alternatively be a counter value. For example, a start value 30 

of the counter value is 0, and each time the AMF node generates a NAS key, the counter value is 

increased by 1, to indicate that the AMF node generates a new key. 

[0282] Method 4: Generate a new NAS key based on an old NAS key. 

[0283] The new NAS key = (the old NAS key, a counter value). For example, a start value of 
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the counter value is 0, and each time the AMF node generates a NAS key, the counter value is 

increased by 1, to indicate that the AMF node generates a new key. 

[0284] It should be noted that if the AMF node generates a new NAS key, the AMF node may 

instruct, by using the NAS SMC message in the embodiment corresponding to FIG. 11A and FIG. 

11B, the terminal to update the key in an explicit manner. After receiving an instruction of updating 5 

the key, the terminal may update the key by using one of the foregoing four methods. A method for 

updating a key by the terminal is the same as a method for updating a NAS key by the AMF node, 

and a method for updating a NAS key is pre-configured in both the AMF node and the terminal. 

[0285] Optionally, when the AMF node and the terminal change a used access technology, a 

NAS key may be updated. Alternatively, the NAS key may be updated when a case of using a 10 

plurality of access technologies is switched to a case of using only one access technology, or when a 

quantity of simultaneously used access technologies is reduced. 

[0286] According to this method, a key is updated. Even if an attacker obtains a NAS key used 

when the AMF node communicates with the terminal by using a plurality of access technologies, 

the attacker cannot obtain a plaintext used when the terminal subsequently communicates with the 15 

AMF node by using a single access technology, thereby improving security. 

[0287] It should be noted that, in the embodiments of this application, an example in which a 

first access technology is a non-3GPP access technology and a second access technology is a 3GPP 

access technology is used for description. Alternatively, in an actual application, the first access 

technology may be the 3GPP access technology, and the second access technology may be the 20 

non-3GPP access technology. The method provided in the foregoing embodiments may be used 

when the first access technology and the second access technology are respectively two different 

access technologies supported by the terminal, or the method provided in the foregoing 

embodiments may be used when the terminal accesses the core network device by using a plurality 

of access technologies. 25 

[0288] For example, if the first access technology is a fixed network access technology and the 

second access technology is a non-3GPP access technology, an implementation method is similar to 

the method described in the foregoing embodiments. The embodiment corresponding to FIG. 11A 

and FIG. 11B may be applied to a scenario in which the terminal has accessed the AMF node by 

using the 3GPP access technology, and then accesses the same AMF node by using the fixed 30 

network access technology. The procedure in FIG. 11A and FIG. 11B may be replaced with a 

registration process in which the terminal accesses an AMF node by using the fixed network access 

technology. A security protection method in the registration process is similar to the security 

protection method that is described in the embodiment in FIG. 11A and FIG. 11B and in which the 
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terminal accesses an AMF node by using the non-3GPP access technology. 

[0289] The foregoing mainly describes the solutions provided in the embodiments of this 

application from a perspective of interaction between different network elements. It may be 

understood that to implement the foregoing functions, the terminal and the core network device 

include corresponding hardware structures and/or software modules for performing the functions. 5 

With reference to the examples described in the embodiments disclosed in this application, units 

and algorithm steps can be implemented by hardware or a combination of hardware and computer 

software in the embodiments of this application. Whether a function is implemented in a hardware 

manner or in a manner of driving hardware by computer software depends on a particular 

application and a design constraint condition of the technical solutions. For each particular 10 

application, a person skilled in the art may use different methods to implement the described 

functions, but it should not be considered that the implementation goes beyond the scope of the 

technical solutions of the embodiments of this application. 

[0290] In the embodiments of this application, function unit division may be performed on the 

terminal and the core network device based on the foregoing method examples. For example, each 15 

function unit may be obtained through division based on a corresponding function, or two or more 

functions may be integrated into one processing unit. The integrated unit may be implemented in a 

form of hardware, or may be implemented in a form of a software functional unit. It should be noted 

that the unit division in the embodiments of this application is an example, and is merely logical 

function division and may be another division in an actual implementation. 20 

[0291] When an integrated unit is used, FIG. 12 shows a schematic block diagram of an 

apparatus 1200 according to an embodiment of this application. The apparatus 1200 may exist in a 

form of software, or may be a terminal, or may be a chip in a terminal. The apparatus 1200 includes 

a processing unit 1202 and a communications unit 1203. The processing unit 1202 is configured to 

control and manage an action of the apparatus 1200. For example, the processing unit 1202 is 25 

configured to support the apparatus 1200 in performing step 501 and step 502 in FIG. 5, step 1001 

in FIG. 10, step 1101, step 1105, step 1113, step 1117, and step 1118 in FIG. 11A and FIG. 11B, 

and/or another process of the technology described in this specification. The communications unit 

1203 is configured to support communication between the apparatus 1200 and another network 

element (such as a core network device and an N3IWF node). For example, the communications 30 

unit 1203 is configured to support the apparatus 1200 in performing step 1002, step 1003, and step 

1007 in FIG. 10, and step 1102, step 1103, step 1104, step 1106, step 1112, step 1114, step 1116, and 

step 1119 in FIG. 11A and FIG. 11B. The apparatus 1200 may further include a storage unit 1201, 

configured to store program code and data of the apparatus 1200. 
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[0292] The processing unit 1202 may be a processor or a controller, for example, a central 

processing unit (Central Processing Unit, CPU), a general-purpose processor, a digital signal 

processor (Digital Signal Processor, DSP), an application-specific integrated circuit 

(Application-Specific Integrated Circuit, ASIC), a field programmable gate array (Field 

Programmable Gate Array, FPGA) or another programmable logic device, a transistor logic device, 5 

a hardware component, or any combination thereof. The processing unit 1202 may implement or 

execute various examples of logical blocks, modules, and circuits described with reference to 

content disclosed in this application. Alternatively, the processor may be a combination for 

implementing a computing function, for example, a combination of one or more microprocessors or 

a combination of the DSP and a microprocessor. The communications unit 1203 may be a 10 

transceiver, a transceiver circuit, a communications interface, or the like. The storage unit 1201 may 

be a memory. 

[0293] When the processing unit 1202 is a processor, the communications unit 1203 is a 

transceiver, and the storage unit 1201 is a memory, the apparatus 1200 in this embodiment of the 

present invention may be a terminal shown in FIG. 13. 15 

[0294] FIG. 13 shows a simplified schematic diagram of a possible design structure of a related 

terminal 1300 according to an embodiment of this application. The terminal 1300 includes a 

transmitter 1301, a receiver 1302, and a processor 1303. The processor 1303 may alternatively be a 

controller, and is indicated as a ''controller/processor 1303'' in FIG. 13. Optionally, the terminal 1300 

may further include a modem processor 1305, and the modem processor 1305 may include an 20 

encoder 1306, a modulator 1307, a decoder 1308, and a demodulator 1309. 

[0295] In an example, the transmitter 1301 adjusts (for example, through analog conversion, 

filtering, amplification, and up-conversion) an output sample and generates an uplink signal. The 

uplink signal is transmitted to the base station in the foregoing embodiments by using an antenna. 

On a downlink, the antenna receives a downlink signal transmitted by the base station in the 25 

foregoing embodiment. The receiver 1302 adjusts (for example, through filtering, amplification, 

down-conversion, and digitization) a signal received from the antenna and provides an input sample. 

In the modem processor 1305, the encoder 1306 receives service data and a signaling message that 

are to be sent on an uplink, and processes (for example, through formatting, coding, and 

interleaving) the service data and the signaling message. The modulator 1307 further processes (for 30 

example, through symbol mapping and modulation) coded service data and a coded signaling 

message, and provides an output sample. The demodulator 1309 processes (for example, through 

demodulation) the input sample and provides symbol estimation. The decoder 1308 processes (for 

example, through de-interleaving and decoding) the symbol estimation and provides decoded data 
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and a decoded signaling message that are to be sent to the terminal 1300. The encoder 1306, the 

modulator 1307, the demodulator 1309, and the decoder 1308 may be implemented by the 

integrated modem processor 1305. The units perform processing based on a radio access technology 

(for example, access technologies of LTE and another evolved system) used in a radio access 

network. It should be noted that when the terminal 1300 does not include the modem processor 5 

1305, the foregoing functions of the modem processor 1305 may alternatively be implemented by 

the processor 1303. 

[0296] The processor 1303 controls and manages an action of the terminal 1300, and is 

configured to execute processing processes performed by the terminal 1300 in the foregoing 

embodiments of this application. For example, the processor 1303 is further configured to execute a 10 

processing process related to a terminal in the method shown in FIG. 5, FIG. 10, and FIG. 11A and 

FIG. 11B, and/or another process of the technical solutions described in this application. 

[0297] Further, the terminal 1300 may further include a memory 1304, and the memory 1304 is 

configured to store program code and data used for the terminal 1300. 

[0298] When an integrated unit is used, FIG. 14 shows a schematic block diagram of another 15 

apparatus 1400 according to an embodiment of this application. The apparatus may exist in a form 

of software, or may be a core network device, or may be a chip in a core network device. The 

apparatus 1400 includes a processing unit 1402 and a communications unit 1403. The processing 

unit 1402 is configured to control and manage an action of the apparatus 1400. For example, the 

processing unit 1402 is configured to support the apparatus 1400 in performing step 901 and step 20 

902 in FIG. 9, step 1004 to step 1006 in FIG. 10, step 1109 to step 1111 in FIG. 11A and FIG. 11B, 

and/or another process of the technology described in this specification. The communications unit 

1403 is configured to support communication between the apparatus 1400 and another network 

element (such as a terminal or an N3IWF node). For example, the communications unit 1403 is 

configured to support the apparatus 1400 in performing step 1002, step 1002, and step 1007 in FIG. 25 

10, and step 1108, step 1112, step 1114, and step 1115 in FIG. 11A and FIG. 11B. The apparatus 

1400 may further include a storage unit 1401, configured to store program code and data of the 

apparatus 1400. 

[0299] The processing unit 1402 may be a processor or a controller, for example, a CPU, a 

general-purpose processor, a DSP, an ASIC, an FPGA or another programmable logic device, a 30 

transistor logic device, a hardware component, or any combination thereof. The processing unit 

1402 may implement or execute various example logical blocks, modules, and circuits described 

with reference to content disclosed in this application. Alternatively, the processor may be a 

combination for implementing a computing function, for example, a combination of one or more 
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microprocessors or a combination of the DSP and a microprocessor. The communications unit 1403 

may be a communications interface. The communications interface is a general name. In specific 

implementation, the communications interface may include a plurality of interfaces. For example, 

the communications interface may include an interface between a core network device and a 

terminal, and an interface between a core network device and an N3IWF node, and/or another 5 

interface. The storage unit 1401 may be a memory. 

[0300] When the processing unit 1402 is a processor, the communications unit 1403 is a 

communications interface, and the storage unit 1401 is a memory, a structure of the apparatus 1400 

in this embodiment of the present invention may be a structure of a network device shown in FIG. 

15. 10 

[0301] FIG. 15 shows a possible schematic structural diagram of a core network device 

according to an embodiment of this application. 

[0302] As shown in FIG. 15, a core network device 1500 includes a processor 1502, a 

communications interface 1503, and a memory 1501. Optionally, the core network device 1500 may 

further include a bus 1504. The communications interface 1503, the processor 1502, and the 15 

memory 1501 may be connected to each other by using the bus 1504. The bus 1504 may be a PCI 

bus, an EISA bus, or the like. The bus 1504 may be classified into an address bus, a data bus, a 

control bus, and the like. For ease of indication, the bus is indicated by using only one bold line in 

FIG. 15. However, it does not indicate that there is only one bus or only one type of bus. 

[0303] The methods or algorithm steps described with reference to the content disclosed in this 20 

application may be implemented in a hardware manner, or may be implemented in a manner of 

executing a software instruction by a processor. The software instruction may include a 

corresponding software module. The software module may be stored in a random access memory 

(Random Access Memory, RAM), a flash memory, a read-only memory (Read-Only Memory, 

ROM), an erasable programmable read-only memory (Erasable Programmable ROM, EPROM), an 25 

electrically erasable programmable read-only memory (Electrically EPROM, EEPROM), a register, 

a hard disk, a removable hard disk, a compact disc read-only memory (CD-ROM), or a storage 

medium in any other forms well-known in the art. A storage medium used as an example is coupled 

to the processor, so that the processor can read information from the storage medium, and can write 

information into the storage medium. Certainly, the storage medium may be a component of the 30 

processor. The processor and the storage medium may be located in an ASIC. In addition, the ASIC 

may be located in a core network interface device. Certainly, the processor and the storage medium 

may exist in the core network interface device as discrete components. 

[0304] In the several embodiments provided in this application, it should be understood that the 
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disclosed system, apparatus, and method may be implemented in other manners. For example, the 

described apparatus embodiment is merely an example. For example, the unit division is merely 

logical function division and may be other division in actual implementation. For example, a 

plurality of units or components may be combined or integrated into another system, or some 

features may be ignored or not performed. In addition, the displayed or discussed mutual couplings 5 

or direct couplings or communication connections may be implemented through some interfaces. 

The indirect couplings or communication connections between the apparatuses or units may be 

implemented in electronic or other forms. 

[0305] The units described as separate parts may or may not be physically separate. Parts 

displayed as units may or may not be physical units, in other words, may be located in one position, 10 

or may be distributed on a plurality of network devices. Some or all of the units may be selected 

according to actual needs to achieve the objectives of the solutions of the embodiments. 

[0306] In addition, functional units in the embodiments of the present invention may be 

integrated into one processing unit, or each of the functional units may exist alone, or two or more 

units are integrated into one unit. The integrated unit may be implemented in a form of hardware, or 15 

may be implemented in a form of hardware in addition to a software functional unit. 

[0307] Based on the foregoing descriptions of the implementations, a person skilled in the art 

may clearly understand that this application may be implemented by software in addition to 

necessary universal hardware or certainly by hardware only. In most cases, the former is a preferred 

implementation. Based on such an understanding, the technical solutions of this application 20 

essentially or the part contributing to the prior art may be implemented in a form of a software 

product. The computer software product is stored in a readable storage medium, such as a floppy 

disk, a hard disk, or an optical disc of a computer, and includes several instructions for instructing a 

computer device (which may be a personal computer, a server, or a network device) to perform the 

methods described in the embodiments of this application. 25 

[0308] The foregoing descriptions are merely specific embodiments of this application, but are 

not intended to limit the protection scope of this application. Any variation or replacement disclosed 

in this application shall fall within the protection scope of this application. Therefore, the protection 

scope of this application shall be subject to the protection scope of the claims. 

30 
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CLAIMS 

What is claimed is: 

1. A security protection method, comprising: 

determining, by a terminal, a first parameter, wherein the first parameter is used to indicate an 

access technology used to transmit a non-access stratum NAS message, and the terminal can 5 

support at least two access technologies, and can separately maintain a corresponding NAS 

COUNTs for each of the at least two access technologies; and 

performing, by the terminal, security protection on the NAS message based on the first 

parameter, a NAS key, and a NAS COUNT corresponding to an access technology used to transmit 

the NAS message. 10 

2. The method according to claim 1, wherein the first parameter is all or some bits of a bearer 

in an input parameter used when security protection is performed on the NAS message. 

3. The method according to claim 1 or 2, wherein the at least two access technologies comprise 

a 3rd Generation Partnership Project 3GPP access technology and a non-3GPP access technology. 

4. The method according to any one of claims 1 to 3, wherein when the access technology used 15 

to transmit the NAS message is the 3GPP access technology, a value of the first parameter is 0; or 

when the access technology used to transmit the NAS message is the non-3GPP access technology, 

a value of the first parameter is 1. 

5. The method according to any one of claims 1 to 4, wherein the performing, by the terminal, 

security protection on the NAS message comprises: encrypting a NAS message to be transmitted to 20 

a core network device, decrypting a received NAS message, and performingintegrity protection on 

the NAS message to be transmitted to the core network device, or performing integrity protection 

verification on the received NAS message. 

6. The method according to any one of claims 1 to 5, wherein the at least two access 

technologies comprise a first access technology, the access technology used to transmit the NAS 25 

message is the first access technology, and before the determining, by a terminal, a first parameter, 

the method further comprises: 

determining, by the terminal, a first uplink NAS count corresponding to the first access 

technology; and 

sending, by the terminal, a first message to the core network device, wherein security 30 

protection is performed on the first message by using the first uplink NAS count and the NAS key, 

and the first message carries a part or all of the first uplink NAS count. 

7. The method according to claim 6, wherein 
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the first uplink NAS count is 0, or 

the first uplink NAS count is a random number; or 

the at least two access technologies further comprise a second access technology, and the first 

uplink NAS count is an uplink NAS count that is corresponding to the second access technology 

and that is stored by the terminal; or 5 

the at least two access technologies further comprise a second access technology, and the first 

uplink NAS count is a sum of 1 and an uplink NAS count that is corresponding to the second access 

technology and that is stored by the terminal; or 

the first uplink NAS count is an uplink NAS count that is corresponding to the first access 

technology and that is stored by the terminal; or 10 

the first uplink NAS count is a sum of 1 and an uplink NAS count that is corresponding to the 

first access technology and that is stored by the terminal. 

8. The method according to any one of claims 1 to 5, wherein the at least two access 

technologies comprise a first access technology and a second access technology, the access 

technology used to transmit the NAS message is the first access technology, and before the 15 

determining, by a terminal, a first parameter, the method further comprises: 

sending, by the terminal, a first message to the core network device, wherein security 

protection is performed on the first message by using the NAS key and an uplink NAS count 

corresponding to the second access technology, and the first message carries a part or all of the 

uplink NAS count corresponding to the second access technology. 20 

9. The method according to any one of claims 6 to 8, wherein the first message carries first 

indication information, and the first indication information is used to indicate an access technology 

corresponding to a part or all of the uplink NAS count carried in the first message. 

10. The method according to claim 9, wherein the method further comprises: 

receiving, by the terminal, a second message from the core network device, wherein the second 25 

message comprises one or both of a second uplink NAS count and a first downlink NAS count that 

are corresponding to the first access technology. 

11. The method according to claim 10, wherein 

the second uplink NAS count is 0, or 

the second uplink NAS count is a random number; or 30 

the second uplink NAS count is a downlink NAS count that is corresponding to the second 

access technology and that is stored by the core network device; or 

the second uplink NAS count is a sum of 1 and a downlink NAS count that is corresponding to 

the second access technology and that is stored by the core network device; or 
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the second uplink NAS count is a sum of 1 and a downlink NAS count that is corresponding to 

the first access technology and that is stored by the core network device; or 

the second uplink NAS count is the first uplink NAS count; or 

the second uplink NAS count is a sum of 1 and the first uplink NAS count. 

12. The method according to claim 10 or 11, wherein 5 

the first downlink NAS count is 0; or 

the first downlink NAS count is a random number; or 

the first downlink NAS count is a downlink NAS count that is corresponding to the second 

access technology and that is stored by the core network device; or 

the first downlink NAS count is a sum of 1 and a downlink NAS count that is corresponding to 10 

the second access technology and that is stored by the core network device; or 

the first downlink NAS count is a sum of 1 and a downlink NAS count that is corresponding to 

the first access technology and that is stored by the core network device. 

13. The method according to any one of claims 10 to 12, wherein the second message carries 

second indication information, and the second indication information is used to indicate an access 15 

technology corresponding to the first downlink NAS count carried in the second message. 

14. A security protection method, comprising: 

determining, by a core network device, a first parameter, wherein the first parameter is used to 

indicate an access technology used to transmit a non-access stratum NAS message, and the core 

network device can separately maintain a corresponding NAS count for each of at least two access 20 

technologies supported by a terminal; and 

performing, by the core network device, security protection on the NAS message based on the 

first parameter, a NAS key, and a NAS count corresponding to an access technology used to 

transmit the NAS message. 

15. The method according to claim 14, wherein the first parameter is all or some bits of a 25 

bearer in an input parameter used when security protection is performed on the NAS message. 

16. The method according to claim 14 or 15, wherein the at least two access technologies 

comprise a 3rd Generation Partnership Project 3GPP access technology and a non-3GPP access 

technology. 

17. The method according to any one of claims 14 to 16, wherein when the access technology 30 

used to transmit the NAS message is the 3GPP access technology, a value of the first parameter is 0; 

or when the access technology used to transmit the NAS message is the non-3GPP access 

technology, a value of the first parameter is 1. 

18. The method according to any one of claims 14 to 17, wherein the at least two access 
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technologies comprise a first access technology, the access technology used to transmit the NAS 

message is the first access technology, and before the determining, by a core network device, a first 

parameter, the method further comprises: 

receiving, by the core network device, a first message, wherein security protection is 

performed on the first message by using the NAS key and a first uplink NAS count corresponding 5 

to the first access technology, and the first message carries the first uplink NAS count. 

19. The method according to any one of claims 14 to 17, wherein the at least two access 

technologies comprise a first access technology and a second access technology, the access 

technology used to transmit the NAS message is the first access technology, and before the 

determining, by a core network device, a first parameter, the method further comprises: 10 

receiving, by the core network device, a first message, wherein security protection is 

performed on the first message by using the NAS key and an uplink NAS count corresponding to 

the second access technology, and the first message carries a part or all of an uplink NAS count 

corresponding to the second access technology. 

20. The method according to claim 18 or 19, wherein the first message carries first indication 15 

information, and the first indication information is used to indicate an access technology 

corresponding to a part or all of the uplink NAS count carried in the first message. 

21. The method according to claim 20, wherein after the receiving, by the core network device, 

a first message, the method further comprises: 

verifying, by the core network device based on the uplink NAS count corresponding to the 20 

access technology indicated by the first indication information, a part or all of the NAS count 

carried in the first message. 

22. The method according to claim 21, wherein the method further comprises: 

determining, by the core network device, one or both of a second uplink NAS count and a first 

downlink NAS count that are corresponding to the first access technology; and 25 

sending, by the core network device, a second message to the terminal, wherein the second 

message comprises one or both of the second uplink NAS count and the first downlink NAS count 

that are corresponding to the first access technology. 

23. An apparatus, comprising: 

a processing unit, configured to: determine a first parameter, wherein the first parameter is 30 

used to indicate an access technology used to transmit a non-access stratum NAS message, and the 

apparatus can support at least two access technologies and can separately maintain a corresponding 

NAS count for each of the at least two access technologies; and perform security protection on the 

NAS message based on the first parameter, a NAS key, and a NAS count corresponding to an access 
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technology used to transmit the NAS message. 

24. The apparatus according to claim 23, wherein the first parameter is all or some bits of a 

bearer in an input parameter used when security protection is performed on the NAS message. 

25. The apparatus according to claim 23 or 24, wherein the at least two access technologies 

comprise a 3rd Generation Partnership Project 3GPP access technology and a non-3GPP access 5 

technology. 

26. The apparatus according to any one of claims 23 to 25, wherein when the access 

technology used to transmit the NAS message is the 3GPP access technology, a value of the first 

parameter is 0; or when the access technology used to transmit the NAS message is the non-3GPP 

access technology, a value of the first parameter is 1. 10 

27. The apparatus according to any one of claims 23 to 26, wherein that the processing unit is 

configured to perform security protection on the NAS message is specifically to: encrypt a NAS 

message to be transmitted to a core network device, decrypt a received NAS message, and perform 

integrity protection on the NAS message to be transmitted to the core network device, or perform 

integrity protection verification on the received NAS message. 15 

28. The apparatus according to any one of claims 23 to 27, wherein the at least two access 

technologies comprise a first access technology, the access technology used to transmit the NAS 

message is the first access technology, and the apparatus further comprises a communications unit; 

the processing unit is further configured to determine a first uplink NAS count corresponding 

to the first access technology; and 20 

the communications unit is configured to send a first message to the core network device, 

wherein security protection is performed on the first message by using the first uplink NAS count 

and the NAS key, and the first message carries a part or all of the first uplink NAS count. 

29. The apparatus according to claim 28, wherein 

the first uplink NAS count is 0; or 25 

the first uplink NAS count is a random number; or 

the at least two access technologies further comprise a second access technology, and the first 

uplink NAS count is an uplink NAS count that is corresponding to the second access technology 

and that is stored by the terminal; or 

the at least two access technologies further comprise a second access technology, and the first 30 

uplink NAS count is a sum of 1 and an uplink NAS count that is corresponding to the second access 

technology and that is stored by the terminal; or 

the first uplink NAS count is an uplink NAS count that is corresponding to the first access 

technology and that is stored by the terminal; or 
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the first uplink NAS count is a sum of 1 and an uplink NAS count that is corresponding to the 

first access technology and that is stored by the terminal. 

30. The apparatus according to any one of claims 23 to 27, wherein the at least two access 

technologies comprise a first access technology and a second access technology, the access 

technology used to transmit the NAS message is the first access technology, and the apparatus 5 

further comprises a communications unit; and 

the communications unit is configured to send a first message to the core network device, 

wherein security protection is performed on the first message by using the NAS key and an uplink 

NAS count corresponding to the second access technology, and the first message carries a part or all 

of the uplink NAS count corresponding to the second access technology. 10 

31. The apparatus according to any one of claims 28 to 30, wherein the first message carries 

first indication information, and the first indication information is used to indicate an access 

technology corresponding to a part or all of the uplink NAS count carried in the first message. 

32. The apparatus according to claim 31, wherein 

the communications unit is further configured to receive a second message from the core 15 

network device, wherein the second message comprises one or both of a second uplink NAS count 

and a first downlink NAS count that are corresponding to the first access technology. 

33. The apparatus according to claim 32, wherein 

the second uplink NAS count is 0; or 

the second uplink NAS count is a random number; or 20 

the second uplink NAS count is a downlink NAS count that is corresponding to the second 

access technology and that is stored by the core network device; or 

the second uplink NAS count is a sum of 1 and a downlink NAS count that is corresponding to 

the second access technology and that is stored by the core network device; or 

the second uplink NAS count is a sum of 1 and a downlink NAS count that is corresponding to 25 

the first access technology and that is stored by the core network device; or 

the second uplink NAS count is the first uplink NAS count; or 

the second uplink NAS count is a sum of 1 and the first uplink NAS count. 

34. The apparatus according to claim 32 or 33, wherein 

the first downlink NAS count is 0; or 30 

the first downlink NAS count is a random number; or 

the first downlink NAS count is a downlink NAS count that is corresponding to the second 

access technology and that is stored by the core network device; or 

the first downlink NAS count is a sum of 1 and a downlink NAS count that is corresponding to 
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the second access technology and that is stored by the core network device; or 

the first downlink NAS count is a sum of 1 and a downlink NAS count that is corresponding to 

the first access technology and that is stored by the core network device. 

35. The apparatus according to any one of claims 32 to 34, wherein the second message carries 

second indication information, and the second indication information is used to indicate an access 5 

technology corresponding to the first downlink NAS count carried in the second message. 

36. An apparatus, comprising: 

a processing unit, configured to: determine a first parameter, wherein the first parameter is 

used to indicate an access technology used to transmit a non-access stratum NAS message, and the 

apparatus can separately maintain a corresponding NAS count for each of at least two access 10 

technologies supported by a terminal; and perform security protection on the NAS message based 

on the first parameter, a NAS key, and a NAS count corresponding to an access technology used to 

transmit the NAS message. 

37. The apparatus according to claim 36, wherein the first parameter is all or some bits of a 

bearer in an input parameter used when security protection is performed on the NAS message. 15 

38. The apparatus according to claim 36 or 37, wherein the at least two access technologies 

comprise a 3rd Generation Partnership Project 3GPP access technology and a non-3GPP access 

technology. 

39. The apparatus according to any one of claims 36 to 38, wherein when the access 

technology used to transmit the NAS message is the 3GPP access technology, a value of the first 20 

parameter is 0; or when the access technology used to transmit the NAS message is the non-3GPP 

access technology, a value of the first parameter is 1. 

40. The apparatus according to any one of claims 36 to 39, wherein the at least two access 

technologies comprise a first access technology, the access technology used to transmit the NAS 

message is the first access technology, and the apparatus further comprises a communications unit; 25 

and 

the communications unit is configured to receive a first message, wherein security protection is 

performed on the first message by using the NAS key and a first uplink NAS count corresponding 

to the first access technology, and the first message carries the first uplink NAS count. 

41. The apparatus according to any one of claims 36 to 40, wherein the at least two access 30 

technologies comprise a first access technology and a second access technology, the access 

technology used to transmit the NAS message is the first access technology, and the apparatus 

further comprises a communications unit; and 

the communications unit is configured to receive a first message, wherein security protection is 



56 

performed on the first message by using the NAS key and an uplink NAS count corresponding to 

the second access technology, and the first message carries a part or all of an uplink NAS count 

corresponding to the second access technology. 

42. The apparatus according to claim 40 or 41, wherein the first message carries first indication 

information, and the first indication information is used to indicate an access technology 5 

corresponding to a part or all of the uplink NAS count carried in the first message. 

43. The apparatus according to claim 42, wherein 

the processing unit is further configured to verify, based on the uplink NAS count 

corresponding to the access technology indicated by the first indication information, a part or all of 

the NAS count carried in the first message. 10 

44. The apparatus according to claim 43, wherein 

the processing unit is further configured to determine one or both of a second uplink NAS 

count and a first downlink NAS count that are corresponding to the first access technology; and 

the communications unit is further configured to send a second message to the terminal, 

wherein the second message comprises one or both of the second uplink NAS count and the first 15 

downlink NAS count that are corresponding to the first access technology and that are determined 

by the processing unit. 

45. A computer storage medium, wherein the computer readable storage medium stores an 

instruction, and when a computer runs the instruction, the computer performs the method according 

to any one of claims 1 to 13. 20 

46. A computer storage medium, wherein the computer readable storage medium stores an 

instruction, and when a computer runs the instruction, the computer performs the method according 

to any one of claims 14 to 22. 

47. An apparatus, comprising a memory and a processor coupled to the memory, wherein 

the memory stores a program instruction, and when the processor executes the program 25 

instruction, the apparatus executes the method according to the foregoing claims 1 to 13. 

48. An apparatus, comprising a memory and a processor coupled to the memory, wherein 

the memory stores a program instruction, and when the processor executes the program 

instruction, the apparatus executes the method according to the foregoing claims 14 to 22. 

30 


	TECHNICAL FIELD
	BACKGROUND
	SUMMARY
	BRIEF DESCRIPTION OF DRAWINGS
	DESCRIPTION OF EMBODIMENTS
	CLAIMS
	ABSTRACT

