; €3eTdPX6TV SPECI FI CATI ON METHOD FOR ASCERTAI NI NG THE STATUS
| NFORVATI ON SYSTEM AND APPARATUS TO BE USED W TH THE METHOD Bmmmmum"mm,m
the Invention Field of the Invention The invention relates to a netfgd
ascertaining the status of an information system The invention also
relates to a nmethod of establishing a security policy on the basis of an
ascertained status of an information system Further, the inve on rel ates
to a systemand programto be used for ascertaining a status. mﬂlﬂm

The applicant has al ready proposed sPEYSEBIATION met hod for est Mww
security policy by neans of ascertaining a status from answers tO*ﬁﬁQUIrles
submtted to nenbers of an organi zati on. However, subm ssion of inquiries

A S L e T

necessarily correct; RWpBRPPREBTYs FoOBECHs¥8OHETANERRASEPaMPt ential to
pr oduce nlsunderstandlngs or the |like. Even when a conputer system

constituting an information systemis inspected, difficulty is encountered
in ascertai ning human arrangenents. For instance, information about a
manager of a certain server Backgr i frEhs FRvention post having an
authority to rewite contents of certain information may be difficult to
ascertain. Deﬁ&ﬁ&de?FngefBPVFﬁglaﬂlI|ty to ascertain the status of the

I nformation systemof A, Qlgal) Zr%tl'a%%sb¥on§amef% 12a 3 aRRL Egﬁ?n%ﬁ {pd han a
met hod of submitting inquiries to nmenbers of e organlza I on o mer ge
the thus-obtakegdustat e W tdridregit By YEeRADt almednt8A OUEH J1RQUEE] £Se s

to a method of establishing a security policy on the basis

of an ascertained status of an information system. Further,

the invention relates to a system and program to be used for

ascertaining a status.

Related Art

The applicant has already proposed a system and method
for establishing a security policy by means of ascertaining
a status from answers to inquiries submitted to members of
an organization.

However, submission of inquiries to members of an
organization may become a time~consuming and complicated
operation. Further, there may arise a case where answers
are not necessarily correct; human memory is often vague and
has a potential to produce misunderstandings or the like.

Even when a computer system constituting an information
system is inspected, difficulty is encountered in

ascertaining human arrangements. For instance, information

about a manager of a certain server or information about a



The invention has been conceived in view of such a problemand ains at
providing a nethod of enabling nore accurate and i mredi ate ascertai nnent of
the status of an information systemthrough use of inquiries to be
submitted to nenbers of an organi zation and an approach other than
inquiries. Summary of the Invention In order to solve the problem the

i nvention provides a nethod for ascertaining the status of an information
system conprising: a first step of ascertaining a first status of an

i nformation sy3fempy, i$P B LG INAY toeseli®iTBMEEHERE s s O£ gARL ZAL I ON
and ascertaining the status of the information system of the organi zation
on the basis ahfarssisn talyh®e @QUEifiicest 8oseeosdtsigp of ascertaining a
second status of the information system by inspecting the status of the

i nf or mati on syst emPefankdeest ghdi Fe ithe ehidigh teasferprrimgpecstahusool of
the information s%sten1and ascertainingFthe statys of the information

system on the Pash§ dRTATPRELPT 1S G O AP EFHOT222 1onaRY BRI HdgRAt i on
step of mergi ng, {Ne & Iihd NTALIRL QR +BYIL SE“, §E%E§t§1@§ Lli'&uf}?f%'dto
information system status, thereby establishing the status of the

i nformati on Sysh@B:6f of Nth®LFFRANZZGIEEBN, Thed itRt REFr§é itz shep-buthhged
conpri ses the steps provided below Specifically, the integration step
conpri ses a caotsitstsendyth ridpecttiadnssobpadhedotpaoigy theuiriss. i nformati on
system status with the second i nformati on system status and separating an
i nconsi stent mat t eF PerAGHEEHSINSt @hPeRRCCECE1 VEddinsl & 0§ ses hot PEPSpPRYI ng

t he inconsistent, matter, and_enablin try of a. choice made by the user in
connect i on w A% AETF it RS CETARE AL Ot e FEEY TBEaTR Rg E Ik 11

sel ected by thgmdsBlt AL & SYiHER S¢ BLEB AL wTRFH MO £ S £LONSH 8L 8PEn
matters and the result of selection made by the user. By neans ol such a

confi gur ati onthawughs peet b@nihqaok r a8swed Ibasubiguittddes camembsed. ofeane,

there is obviated a necessity for submtting inquiries with regard to an
i tem whi ch carrgandratriiead ankr enghreseach ahhenspeari bmaeiboies Further, a
user can ascertain an object to be selected by neans of the display step.
Hence, the user can select an appropriate object fromdi splayed contents.

Preferably, the inspection toghmh%ra g&og&an&%ggn gggectlng the
configuration of the information sygienl e 1nventron also provides a

met hod for establishi §8adr +& AV th¥ PP L O HNE nhaSkSoRf pRost AL YIS
ascertai ned by

amethod for ascertaining the status of an information system,
comprising:

a first step of ascertaining a first status of an
information system by submitting inquiries to members of an
organization and ascertaining the status of the information
system of the organization on the basis of answers to the
inquiries;

a second step of ascertaining a second status of the
informationsystemby inspectingthestatusoftheinformation
system of the organization through use of an inspection tool
of the information system and ascertaining the status of the

information systemon the basis of a result of the inspection;



the nethod of ascertaining the status of an information systemthat has
been described thus far. By neans of the configuration, there is obviated a
necessity for submtting inquiries with regard to an itemwhich can be

exam ned t hrough use of an inspection tool. As a result, a time can be
saved, thus enabling establishment of a nore appropriate security policy.
The invention al so provides an integration device for perform ng processing
pertaining to an integration step in the nmethod of as certaining an

i nformation systgm conprising: consistency inspection nmeans which conpares
a first status of the information systemw th a second status of the

i nformation system ahhéhebyrsepan aét ¢y &M ngdiedmsy shenfipstt efrdreation
consistent matters display neans for displaying the inconsistent matter and
enabl i ng a usesys$eantsdataschRodcéhei sRcPagat Uf oM hiton nevHss LRt UMt t er ;
and synthesis ns. for i,ng.the consj st ent ters with a result of

choi ce made bngﬁ e@?éFStgbgﬁsgﬁnPnfgﬁr%ﬁ?Qﬂ? éga%g éﬁgBFﬂgtéﬁﬁcﬁ¥?Bﬂnof
integration progessi ggg%lfzﬁ%lbﬁs' Spry 1ﬂt8$'9é€leoﬁBESE%R&&J’@O&%@{%J“G

i nvention al so provi rogram for causing a conplter to exec
processi ng per taleNisft@plsO paBviiakagballb@n step in the met hod for ascertaining

the status of an
Specifically, the integration step comprises

a consistency inspection step of comparing the
first information system status with the second information
system status and separating an inconsistent matter from
consistent matters;

a display step of displaying the inconsistent
matter and enabling entry of a choice made by the user in
connection with the inconsistent matter, thereby obtaining
a result selected by the user; and

a synthesis step of merging the consistent matters
and the result of selection made by the user.

By means of such a configuration, an inspection tool
as well as inquiries are used. Hence, there is obviated a
necessity for submitting inquiries with regard to an item
which can be examined through use of an inspection tool.
Further, a user can ascertain an object to be selected by
means of the display step. Hence, the user can select an
appropriate object from displayed contents.

Preferably, the inspection tool is a program for
inspecting the configuration of the information system.

The invention also provides a method for establishing



information system wherein the program causes the conputer 4 to execute
processing pertaining to a consistency inspection procedure for conparing a
first status of the information systemwith a second status of the
information system thereby separating an inconsistent matter from
consistent matters; processing pertaining to a display procedure for

di splaying the inconsistent matter and inputting a choice nmade by the user:
and processing pertaining to a synthesis procedure for merging the

consi stent mat hes8cuWkiByapb EseY toPft HNYaa8 JTREE ab¥ Lt hBBsUSSEe rdAEREQVIENL | ON
al so provides a conputer-readable recording mediumin which is recorded a

program for causengthozboputeertairkegthe praoesst ag ipeidmiatiirg & @s @
i ntegration steg in the nethod of ascertaining the status of an information
system wher ei AihERehpFofPam aasesbedettohpti®er to execute processing

per a0, L0 A ConSLLENG, LITAE AN ARSI, | RhsaaLIg S
system ther ebMe%@Q@E@-%' B8r aéhﬁméth{&ulrﬁ@se%lftﬁlo%eg%' 569&3 fedd ers;
processing pertaining di spl ay procedure for displaying the
i nconsi st ent nahtehcandben@mamimn;iahah@mmeuse of an inspection tool. As

a result, a time can be saved, thus enabling establishment

of a more appropriate security policy.

The invention also provides an integration device for
performing processing pertaining to an integration step in
themethodof ascertaininganinformationsystem, comprising:

consistency inspection means which compares a first
status of the information system with a second status of the
information system, thereby separating an inconsistent
matter from consistent matters;

display means for displaying the inconsistent matter
and enabling a user to enter a choice with regard to the
inconsistent matter; and

synthesis means for merging the consistent matters with
a result of choice made by the user.

Such an integration device enables execution of
integration processing on the basis of a choice entered by
the user.

The invention also provides a program for causing a
computer to execute processing pertaining to an integration
step in the method for ascertaining the status of an

information system, wherein the program causes the computer



made by the user:and processing pertaining to a synthesis procedure for
nmerging the consistent matters with a result of choice made by the user. 6
By neans of the invention, the conputer can be operated as the integration
device, thereby effecting the sane working-effect as that yielded by the

i ntegration device. To solve the problem the invention also provides a

nmet hod of ascertaining the status of an information systemincluding: a
first step of submitting inquiries to nmenbers of an organi zati on and
ascertaini ng the Statue of an information system of the organization on the
basis of answers to the inquiries; a second step of exam ning the status of
the information systeneetihbepergahnzati oo &heonghs tsec pfiredpadadiosnmat i on
system inspection tool, thereby ascertaining the status of the information
syst em of thepﬁpgéﬁUZ&tﬁ@ﬁ eampREipgspstbrsh yextia off threipfispwetion; and

an integration step of .nmer first tus of the informatio st em and
a secong stat&?%ﬁéﬁY&FWﬁfg¥ﬁgFf% a%@%?iﬁ% é) %ﬁﬁ%ﬁﬁ?%ﬁﬂh@RFﬁéb¥tatus
of the |nfor Mlan IOl nddits LOAN 7allal f%ﬁr@dr{gfﬁ%&%sex&@&gon step

conprises a ConSIStency I nspection step of conparing t
processing pertaining to a display procedure for

displaying the inconsistent matter and inputting a choice
made by the user; and

processing pertaining to a synthesis procedure for
merging the consistent matters with a result of choice made
by the user.

The invention also provides a computer-readable
recording medium in which is recorded a program for causing
a computer to execute processing pertaining to an integration
step inthemethodof ascertainingthe statusofaninformation
system, wherein

the program causes the computer to execute

processing pertaining to a consistency inspection
procedure for comparing a first status of the information
systemwith a second status of the information system, thereby
separating an inconsistent matter from consistent matters;

processing pertaining to a display procedure for
displaying the inconsistent matter and inputting a choice
made by the user;- and

processing pertaining to a synthesis procedure for
merging the consistent matters with a result of choice made

by the user.



first status of the information systemw th the second status of the
information system to thereby determne (1) an inconsistent matter, (2)
consistent matters; that is, consistent matters which pertain to only the
first status of the informati on system but not to the second status of the
sanme, and consistent matters which pertain to only the second status of the
6 informati on systembut not to the first status of the sanme, as well as
to thereby separate the inconsistent matter fromthe consistent matters a

di splay step of digphawing,thad %Q@ﬁit%ﬁt‘ttﬂ@k%g@uﬁgg SRkl @ge atiog! to

enter a choice with regard to the inconsistent ter: and a synthesis step

of nerging thescensi sheasgraBibardewith, athiesehy of fehoie trsdesdmne t he user.
By nmeans of such a configuration, an inspection tool as well as inquiries
are used. Henwerkihereffscbobas atlealt ayirdckeshibtyy ther intbarating deqgicei es
with regard to an itemwhich can be exam ned through use of an inspection

tool. Further, a uS®FOLYA LASEHI ST ODPEERLLO" BESSPArOVEE SR HERME of
the display s i ; ronrd . Obj rom

i pl ayed sond SaTS TRA TN o Sreet Brav e M AL Bl St [T
security policy ona thierdasitepobrasabal Usiagcaidwined by wmeaRs ref ot hen et hod
of ascertaining the status of an information systemthat has been descri bed
thus far. By oegasieoftibe amhfasgperdtaionngt hkeeststwbwifabhedi af aecessedy f or
submitting inquiries wth regard to an item which can be exam ned through
use of an inspEeEEBnofobhe PeIINFEAHAQN o thihee bedd shefsapaderonec ithsm i s

i nspected by an inspection tool as well as through inquiries. Hence, a nore
accurate inf ot H8Y#bh°8Ystem status i s obtained, and a nore appropriate

security policy capghe astahli shed an 4he, PRSIt 2 a0 RGeU af Srolaldls. 7
es an I ntegration

The invention al so provi evice for performng processing
pertaini ng tosastémt €gr ahé 08r§aLPz 4 0idher medhgd fe ascent aintididtionst at us
of an information systemthat has been described thus far, conprising:
consi st ency i agpeeni orspednsof doodeonphe Fagy tdecdirssitn igtatbs stathe of
informati on systemwith the second status of the information system to

t her eby det er%lrb‘ﬁel‘(@‘)rf%t#%&i’sﬁtsetﬂbﬁtf FRe t e iRatomdl shehbenkd st ©% hat

IS, ConSISteng Pgé&fésof the inspection; and

an integration step of merging a first status of the
information system and a second status of the information
system, thereby establishing the status of the information
system of the organization, wherein

the integration step comprises

a consistency inspection step of comparing the

first status of the information systemwith the second status
of the information system, to thereby determine

(1) an inconsistent matter,

(2) consistent matters; that is, consistent matters
which pertain to only the first status of the information
systembut not to the second status of the same, and consistent

matters which pertain to only the second status of the



whi ch pertain to only the first status of the information system but not to
the second status of the sane, and consistent matters which pertain to only
the second status of the information systembut not to the first status of
the sane, as well as to thereby separate the inconsistent matter fromthe
consistent matters; display neans for displaying the inconsistent matter
and enabling a user to enter a choice with regard to the inconsi stent
matter; and synthesis neans for merging the consistent natters with a
result of choiiggoradeiby shetamaiut Bytneanshoffisuehsaacustegraki sandevi ce,
the first status of the information system and the second status of the
sanme can be mesgedll |as tel bhevaby s eppiatamther iwhéehi § reooh siagtemcEesmar e
present, integration processing can be perfornmed on the basis of a choice
nmade by the u QP.C?HélFﬁﬁéﬁtWBgt8F§6 provi des a program for causing a
conmputer to perform progess] e [ N I J rat.i . in the
mp P Pr Og %leé;g][gaguittegg# AN, A, Y &9 E.n%%n%slsé:é%%]%p

nmet hod for ascertaining t an 1nformation system a ined in

claim7, whergiRtbheaRd QHAM GYSeasther S UHNEECE ERo £XEGHIE REQERSSEHT
pertaining to a consistency inspection procedure for conparing the first

status of thethefdngansdontepst eatwerh ehd second status of the information
system to thereby determne (1) an inconsistent nmatter, (2)consistent
matters;thatis, consi st ehEYRENEELS SR RIFRGIHINY £BeGANE S FaEL_Fat us of

the information temb nat to.the cond at of the sane, and
cons:stent ngﬁﬁgﬁggmﬁFEHT%eP?aF ofSeoﬂg etﬁ% Eé%oﬁ%egtatus gf t he

i nformation SyStePhgq£e99§ 4P §Jghf£'6gnf¥§gf§%f%%,tgg $30BecfEolielboftS 1O

t her eby separate I nconsi stent matter fromthe consistent natters;

processing pepkaj;8iNgdas O dqdh S A Y Qeedur endde ditslrayiiBgob€ated a
i nconsistent matter and inputting a choice made by the user; and processing

pertai ni ng t onacegnthgsEsrpsoetur end ornger giey Wil cegsirst ént anattens with

a result of choice nade by the user. The invention also provjdes a

conput er - r ead¥BiL&Dr €8Br BENG*ABANAFh FATARPRNUFS ?EcRR dERPREPY YT drRFlor

causing a co utgégto execut e gﬁocessieghpertainin i ion step
u

. C asce an. obj % 9 Ba sn e?éa
in the method"8f “d8&er Fal Afhg°the™ $Tat U3 'of* a1 i or mat P6n°SySs fd2Yi ned
in claim?7, whgbeknokhe,pr g95am causes. t e cRIpyher uggrgésﬁu§glgct an

processing pertaining to a consistency inspection procedure for conparing
the first stahpgprebribeei BH9EHBL FOOm displayed contents.
The invention also provides a method of establishing
a security policy on the basis of a status ascertained by
means of the method of ascertaining the status of an
information system that has been described thus far.

By means of the configuration, there is obviated a
necessity for submitting inquiries with regard to an item
which can be examined through use of an inspection tool. As
a result, a time can be saved. One item is inspected by an
inspection tool as well as through inquiries. Hence, a more
accurate information system status is obtained, and a more

approprilate security policy can be established on the basis

of an accurate status.



systemw th the second status of the informati on system to thereby
determ ne (1) an inconsistent matter, (2)consistentmatters;
thatis,consistentmatters which pertain to only the first status of the

i nformation system but not to the second status of the same, and consi stent
matters which pertain to only the second status of the information system
but not to the first status of the sane, as well as to thereby separate the
inconsistent matter fromthe consistent nmatters; processing pertaining to a

di splay procedure fgk ﬂh§@$@¥éﬂgukﬂﬁpk8998éb%&ﬁﬁht@?kkEEoéQﬂnHQRP%BE”Q a
choi ce made by the user; and processing pertaining fo a synthesis procedure
for merging tger tonsinst erbcrBaistiagSpatthiaiied tinof ned@t £ei smda dpy ihhe
user. By neans of the inventions, the conputer can activate a conputer as

t he i nt egr at i0re devhed o faRFHdda ineklee ssaypelodean i nEosaakiowekishgmef f ect

as that yielded by the integration device. Brief Description of the
Dr awi ngs Fig[tﬁ?ﬁsyﬁfo?ﬂMﬂé%ﬁcgﬁﬁﬁﬂ G USpPEri GREPhEFEAFAi ng to a nethod of

ascertaining the slalsahcgnyhabaLiRbhoflesyst AR AGHAING (feacREELer ! ed
enbodi nent of the invention; 1 Ig. 2 1s a constitutional Dbloc i agram
show ng the corddgicat taB Ohfafma 61 6QrAld i de@¢hCEhaCLHSHANG the ulsher

the information system, to thereby determine

(1) an inconsistent matter,

(2) consistentmatters; that is, consistentmatters
which pertain to only the first status of the information
systembut not to the second status of the same, and consistent
matters which pertain to only the second status of the
information system but not to the first status of the same,
as well as to thereby separate the inconsistent matter from
the consistent matters;

display means for displaying the inconsistent matter
and enabling a user to enter a choice with regard to the
inconsistent matter; and

synthesis means for merging the consistent matters with
a result of choice made by the user.

By means of such an integration device, the first status
of the information system and the second status of the same
can be merged. In relation to an item for which
inconsistencies are present, integration processing can be
performed on the basis of a choice made by the user.

The invention also provides a program for causing a

computer to perform processing pertaining to an integration



preferred enbodi nent of the invention; Fig. 3 is a descriptive view show ng
the node of utilization of a conputer operating as an integration device;
Fig. 9 is a descriptive view show ng an exanple status for describing an
operation for nerging informati on system statuses; and Fig. 5is a
descriptive view show ng an exanple of an’information asset table. Detailed
Description of Preferred Enbodi nents Preferred enbodi nents of the invention
wi || be described herei nbel ow by reference to the acconpanyi ng draw ngs.
First Enbodi meyted nd hheEMadidenior theketwihingecdessthbed arstat us
ascertai nment nethod for ascertaining the status of an information system
of a certain dmdanirgeticon syherera aseciefiiedpdhi cyais 7o weeesiabl i shed for
the system As described in connection with Japanese Patent Application

Lai d- Open No. 1673&9F29@99rﬁﬁeCé%ﬁ?és§h8n¢°6@@§%¥z%ﬂ|%ﬁ?c%m$loyed herein
signifies, in addition to.enterpri $es, ,apy g of varlous Ie entities, such

as corporation aggPEGSFES ISP PEGRAAPTBAs O 2dSP Tls¥e?ﬁﬁucﬂ?ﬁﬁ'%béhC|es

and non- prOf'&nﬁﬂﬂﬁﬂh&ﬁ%b?ﬂ&n&%ﬁﬂxﬁ?th@“@1§§§%ﬁb%hb08§tﬁﬁe9h%8kﬁ§tlon

Ascertai nment of status of the information systemis 11 required in

vari ous i nst anges.enf@ithnshanae;ondNsktayants D heel af o fga t Do Syaltlenshgent  of

a security policy is proposed in Japanese Patent Application Laid-Open No.

167345/ 2000. Aheneby idetegiiast abl i shment of a security policy, the status

of the information syst? nust , be ascertalned In relation to Japanese

Pat ent Application Laid* g%eﬂnhbncﬁ%%ﬁﬁ%ﬁﬁﬁdﬁi1?%% status of the information

systemis acquired by sUpLLLLRECLARYLLET Sk O L1 80 0 gapi zaLi on.
i1 *th e Sl Foe R ARR R

In the present specific €re i s propdse ernmni ng

the ultimte %&ﬁkﬂﬁp@&t@&nlQBobﬂﬁyleﬂesﬂﬁﬁéﬁnéﬁaﬁH% %@ganbzahfeema@yoﬂeans
of nerging the status of an information system acquired through subm ssion

of inquiries tsystthem betrhettothé Becongartiazats ohthadatileg @idituasoktéhe

i nformation system acquired through use of various tools. This method
enabl es nore d@@itdlersscdyitchi wemtaiof tot andy éhetﬁecmtﬂowm%rp%y@n@m by
virtue of use of two gscertai nment results; is, aresult of status

ascert ai nment & SRt FUELER %W%f%ﬁﬁﬁ@r??ﬁrﬁ%ﬂsﬁh?BﬁbﬂsdgétSF vaPfous
tools, and a resyl °§s§$aEH%r%E?ﬁ%%%%%ﬁ%?%ng13$§%éréﬁ%ﬁ?ﬁqﬁ%% IYELS

ef f ect ed by utI|I2a%I0n of "1 nqui ed to

organi zation. A3 QMR8 Qf GRYLSEe, If a security policy is established on
the basis of the thus-obtained ultinate status of the information system

the security policpreaasbengspabtashengnbs ea qii 9Klay péardeaiinrec dodent i onal
approaches can be adopted as an
displaying the inconsistent matter and inputting a choice
made by the user; and
processing pertaining to a synthesis procedure for
merging the consistent matters with a result of choice made
by the user.
The invention also provides a computer-readable
recording medium in which is recorded a program for causing
a computer to execute processingpertaining to an integration
stepinthemethod of ascertaining the statusofaninformation

system defined in claim 7, wherein

the program causes the computer to execute



12 approach for establishing a security policy. In particular,
utilization of the nethod that has been proposed by the present inventor in
Japanese Patent Application Laid-Open No. 167345/2000 is preferable. Basic
Qperation Fig. 1 shows a flowhart representing operations pertaining to a
met hod of ascertaining the status of an information system of the

enbodi nent. As illustrated, in step S1-1, inquiries are submtted to
menbers of the organi zation, and answers are acquired. In step Sl1-2, the
status of the infoppateepisyspertasningtald yeasd odddmhed mypddieidmsi s of
the thus-acquired answers. As a result, the status of the information
system i s ascerogiededeohot ronpegiindothe el tfustagoqu f edheahsfersation
Qperations pertaining to steps S1-1 and S1-2 are the sanme as those

per formed und&¥StRE Hthdd'UESCPPHedt? I AfahBS et PR B T LYhISYSEERonto

Lai d- Open NO't%@l%%§/%gggrmﬁﬂe5tep S1-3, the information systemis
i nvesti gated by use-of various inspection tools, such as a network

anal yzer. On the basis of) aad essddnHfsddipentdt@r, the status of the
information systemis ascertained. In step S1-4, the status of the virtual.

informati on system est ab?) shedishest mpt&erd; ahadttive sttt usteit nhbters

information system ascertained in step SI-3 are nerged. In step SI-5, a
security poli ®¥2icE BsriBirshedoBhy thee vasist stathe sfathe bpfepmation

i nf ti t t.hat h b d.,i t 1-4. He t he, ity .
o o1l 00 SRR, S B TRL ARG SRy Fh s o A SR 1
t S1-5 is | I i-4,h : d
SLep 15,1 Mol MAN L bt ROt KORTEY. et iy et f pmsed |1

the status of ihferimakebnBs | otes taitebSt @raasped rby stithgaifi @Reofahdguiri es
and answers thereto, as well as by utilization of a result of inspection
per formed thr esghe e ftovahe peisy taxglag,a ttehehebin eeredil 9 rep ke taccliiram e
ascertai nnent of the status of the information system Further, there is
obvi at ed a ne&B§sicrystEre8GbRREERAG i nquiries to itens which can be

i nvesti gat ed through use of various tools nce tine can he saved,

and. h

t hereby enabling p Bﬂﬁ?siﬁ%%r?%ﬁFﬁﬁﬂﬁn%ﬁt?tﬁaé%%ﬁ & O5F G Por Pt i on
system Simlatk¥iadih qehéeﬁn@w%)%t&{t IAUdd 85id $nbREVER ,aam%b@ ce the
burden to be iﬁpésgg o% menbers of the organi zation (bi : ag. , the %urden
of providing apgvery tael 0guiti g6d) can be di m ni shed. Respective
| nspection Tools Various conputer prograns for ascertaining the status of
the informati on systeoesaimdepertidizow ax inspavthem & galosedukeprfogr am of
this type has hitherto been known, and is called a security analyzer.

merging the consistent matters with a result of choice made

by the user.

By means of the inventions, the computer can activate
a computer as the integration device, and hence there is
yielded the same working-effect as that yielded by the

integration device.

Brief Description of the Drawings
Fig. 1 is a flowchart showing operations pertaining to
a method of ascertaining the status of an information system

according to a preferred embodiment of the invention;
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( 1) For exanple, a programcalled a network host scanner has hitherto
been known. A network host scanner usually has the follow ng features:

Vari ous devices provided on the network are searched, and a list of the
found devices is output. 14 The thus-searched devices are subjected to
port retrieval as to what kind of TCP/IP service is valid, and a result of
retrieval is output. An inspection is conducted in relation to whether or
not the thus-found devices are currently operating effectively. There is
acquired session information as to who connects to various resources and
the extent to which the resources are connected. (2) A so-called security
hol e i nspection toelghas ass® &noswithitierdlo blbBek si@eydirahy shelweéngngpect i on
tool is a programfor finding a security hole of respective devices

provi ded on tleenféoneeitioThetprogiatrusatbnet daescasadcdoding-taltleel system
audit. In general, the security hole ipspection tool is used for detecting
a security hoP&StETEoAEBTEeAFBRFNM L aRTIFFPSsEPVEREI8R7 a MAIL server |ocated on

the network. The p ra S j on i ,
peri odical ly carrngg'ogl§%ughQ§%C%%§%£g€ﬁ%%8%ﬁ§&g?#g§ﬁﬁ%%%gggyfﬁbn to the
program for effeati-a@ ian ¢ NsRREPUER Yypawt Ofg as Ret Wot &g rd Diedede§i8k$0

known a programto be installed in the host which is an object of

i nspection. For in8tancéist hedes¢siptsee iewnshopiogramekempdenduetiuag an
inspection as to whether or not settings of a database pose no problem

Thi s program f8TofleeRr ERINe P OPLEANASE SRAMMTI LB NEQE™G 1 pF BHE B
called a risk %n$g¥sis togl for inspection of status of an information
systemis al s& 6 EFAbPEY i s I ntegration Processing Through integration
processing pertainpng to sl ep gledspkhigel Lok MBI R S % eRatlakUseSagr asped
by the foregoing two approaches are nerged. In the enbodi ment, integration
processi ng i s ig&Ebhkmediout ab¥edS€aBliean i ntegrati on device 10 shown in Fig.
2. First, an information systemstatus 12 (hereinafter referred to as a
"first status 12") based on answers to inquiries, and an information system
status 14 (hereinafter referred to as a "second status 14") obtained by an

i nvestigation tool RetrklepRetriiptinsich Arafanrese&rbodimeats 16. The

i st [ ' 6 t.he.t tat i th h ot her,
and i nconsi st bnci o8- aF &+ SHBARPAA Lo AP e o MeiRatidh Wil A adeEfRed

| nspect | on_TeaRsedApEoblCRY! Bk LeShOL eBo CORS! SLENG &R, (g Curaiidd ONS Of

the statuses which are determ ned not to be inconsistent) into an
integration resekt BAbolAmkhAkS way, the consistent portions are supplied to
synt hesi s nmeans 20. The display neans 18 is neans to be used for displaying
i nconsi stenci es tolthehesenbadtnénr, arterd gl lal dwidss amdedy tshetuser

(i.e., a selected status). o
ascertainment method for ascertaining the status of an

information system of a certain organization when a security
policy is to be established for the system. As described
in connection with Japanese Patent Application Laid-Open No.
167345/2000, the expression "organization" employed herein
signifies, in addition to enterprises, any of various legal
entities, such as corporation aggregates or foundations,
federal or municipal agencies, and non-profit organizations
such as town associations or circles.

Ascertainment of status of the information system is

11



According to the enbodi nent, inconsistencies are displayed for the user,
and hence the user can ascertain inconsistencies . In the enbodi nent, the
user can select one of the first and second statuses 12, 14 which is
correct, upon glancing at the display of the inconsistencies, and enter the
t hus-sel ected status. The display nmeans 18 supplies the 16 status

sel ected by the user to the synthesis neans 20. The synthesis neans 20
conbi nes the thus-supplied statuses,thereby preparing a final information
system st at us rag@litBe At egrabuenihesdhted?. In the manner as nentioned
above, the integration device 10 can nerge the first status 12 and the
second status 14. Ppefenabaycei hanimepaidnrdatiiog 10 estebhsshnebed of a
program f or carryiggFout such_an operati on, d a_conmputer_which runs the

, an
program Fig. °% Br FHEs Ty BediFYptPvBTOPRRFE 13 noERNeFe, tRF¢RZzati on of
such a conput ﬁkgl@%a%k%ﬂsiﬁﬁﬁggpﬁﬁt ﬁB@E%%Ll%QQOBé‘.S ! tz%rh%ﬁltiﬁ\teo%%ge nmeans

102, and the programis stored e storage neans € program causes
the conmputer 30Qab0isaméatasrt Besepuegeat penideyi erRe 19cafes sxagmbe, the
consi stency inspection nmeans 16, the display neans 18, and the nmerging
means 20 are eéniffodimediby gsetefn preyrbasaphecrhatredut dnt heilatdper &bi ons. I n
particularly, the display nmeans 18 di spl ays inconsistencies to the user by
use of a di spPapareseofatert dautct iII0LatReOn8BrNS el 547 O9met R om t he

S T O N N
the user's chohge;(sglegbeflohbatushl soabsgapiglerahly carried out through
ard.

use of a keybo The storage neans 102 corresponds to an exanple of a
conput er - readabl e tgedGhgsdRdisyBraesenthed, ithededi BpropBsadd héOHodo a
hard di sk drive, any type of recording nediummay be enployed; e.g.

opti cal disks fsuotetasriNsnpth€EmROMyBtelétatmagnebhcddicshst iamdsystem

seni conduct or storage nmeans such as flash nenory, so long as the medi um can
store a progr & 28eesAaNEABEAPHenPY ARCeRANDPE eMOF i Mg ereat $ort T ctfesHing i s
descri bed by neferenge to a specific eéqﬂple. (%& Fi%..4-1 shows, a, tabl e
representing tRECSPAFAST ST ST AFTHARERIH AT e RE 3’1 8P Afndat ] bhes
nquiries and gngper fehBELE! 8e(Lng: ordahlest ot alky) endi dhatli2 SQUR 2
tabl e representing the status of an I Af or rat 1 on system as Jbtalne y means
of various toeh$othationasgecondasd@itisd thidiph 4rs3 sliowaribestabbes.in a
single table. In the first step of integration processing, there is
prepared one Thbkemehhodli emalales deses idEHd ka afsicegttagnaens obt ataeds tdf ough
inquiries and a second status obtained by neans of the tools. The

consi st ency i hEBRTVMAHEATSSTREBT eV | Ry PAtYTho T @saor AR M t he

breparati on opetalon: (2} Estraction, ofoLngonsistencl s, A, showt iy Fig
C

4-3, "four characters" 1s obtfained in answer to an 1nquiry about the

"Nurmber of Pasgwetfla EN8has)&Fsm pdrtdidiild @8koughi ¥ ENRRACHEESC0dBs,
obt ai ned as the "Nunber of Password Characters™ as a result of inspection

performed by ¥agiaotsSsd DObSE.s tGanseaguesnt ¢ 44 nridret ansWerih fomdviconsystamnt wth
each other. The nunber of Password characters can be exam ned by neans of a
tool called, effectadhbgtusthimerion Shgeyiinies gubnigtetiF ¢ stemER server "
is obtained in _answer to an inquiry about a "Name of the Host." The "Nane
18 of the organization.
As amatter of course, if a securitypolicyisestablished
on the basis of the thus-obtained ultimate status of the
information system, the security policy can be established

more quickly.

Various conventional approaches can be adopted as an

12



of the Host" obtained as a result of inspection perforned by use of tools
is also "First WEB server. " Hence, the answers in relation to this item
are consistent with each other. In the next step, inconsistent itens are
selected fromthe table shown in Fig. 4-3. The consistency inspection means
16 of the integration device 10 perforns this selecting operation. (3)
Di splay of inconsistent itens and entry of an instruction (choice)
performed by the user in response to the display Next, the display neans 18
di spl ays i ncongisitaitn fé@@&ttamtlgﬁlﬂgeersezhﬁlt%mqag} Inﬁwa%léehsgtl on of
any one in connection with an inconsistent item The display neans 18
enters the i nsitrilcitdaon candlf sHppleit@®d thatohd Sibesy piropsise dimatise peskak
i nstance, the user can determ ne that the answerer has m sunderstood and
t hat "ei ght cHaﬂﬁﬁﬂéﬂsﬁfeﬂ@ﬁa@@@ebfaﬁﬁ@tt6§Plﬁ§aééPﬁeé@idTﬂp@higocase,
"ei ght charactge ecte "nunber of password characters."” |f

o O e R S RARRPAPBLE - ot e mi | i

t he answer ‘determned to be incorrect in the
manner set forth ggghggo?grQQQQQHent on the answer is also preferable. In
ot her mords mhen | ected a result exam ned by the tool, the
answerer's answer FsSgnodi Ehedssa &%owohanat Chephesdsing fetdie @xam nat|on
per fornmed according to the rule. A programis preferably constructed so as
to perform sucterds iggaratticor. meftholle ofsescentaunirgstef sfatbs yof mn

determ ning which 19 one of the results is correct, another inquiry may
be submitted, Y QA toRasy Ste8r €T £Pg EMRREEMERtt he i nconsi st enci es bei ng

sol ved by another bn uiiXst£4%e ynt S%|§ io?e55| WﬂgpaEge ug tpgﬁ
sel ected any one o he*feést e Simst Fuc fon ai'ning oi ce

i s determ ned d0RGHhe BE”@EEYOP&£EIQAP§ﬂqShﬁkv%n%%er@eak@fQEHBEEQH
system In connection with the items for which no inconsistencies are
found, the itens ana adepter-as thd ishakust at ushofidfvanatfienmglkseamsyst em
For this reason, the consistent itens and the itens instructed by the user
nust be mer ged.irSwell sy mishedils spedcessithg bssper 6br ke blyus heceyhtdrsi s
means 20. Consequently, a result such as that shown in Fig. 4-4 is

obt ai ned. UndéPSWﬁéSsta9ﬁ§“6FSPH§'|ﬁ?%ﬁﬂﬁf?ﬁhogyEQ%nhqﬂﬂﬁﬂ?t1ﬁnF?§Stﬁm4 t he

answer obtained in _response emfo 0 S have
arisen; that is, *"R& %alpetheg EQ% bgs?% ééowg gﬁ ac ggﬁgd%g %ggbrnl In
contrast, theRRSUWRN onQl glatrtgna&agt e5Sst S84 @ieldabw tshezus% LRcadopted as
a final status in connection with'the |ten1for whi ch inconsi stenci es have
ari sen. The resukh®sar peasopmedi dedet Nt guetholl dAscrgbeidonedsapanese
according to the second enbodi nent, the status of the information system
can be ascertéﬁﬁ@@tnﬂm@la@@@ﬂaﬂem?ldTﬁpﬁd Fabodp hehd/A%e0 st at us of the

i nformation systen1can be ascert ious fornms, For instance,
preparation of an 28 S Hf%fngt %%ﬁ%? nggﬁ@ S dEBe S hEEaF ¢4i nnent
of the infor (L & n S a
table in Mhlg% dgta|¥ ngE?Ve §%§? %%§}#s£g§ﬂgﬁe In orna?%%gbgigten1are

described. Ancexamel gaisakobrahi ps@psedf tiatddis oph)ownel Bthids 65¢ dhe table
may sonetimes be called an information asset database.
information system is ascertained.

InstepS1-4, thestatusof thevirtual informationsystem
established in step S1-2 and the status of the information
system ascertained in step S1-3 are merged.

In step S1-5, a security policy is established on the

basis of the status of the information system that has been

merged in step S1-4. Here, the security policy to be
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Storage of information about all information assets in one information
asset table is not efficient. In general, a pointer 30 to be used for
pointing to an external file is present in the table. In a case where an
information asset is a server, indication of the location of a segnent in
whi ch the server offers service in the formof an external file (designated
by a reference nuneral; e.g., 30a). In a case where the infornation asset
is aclient, indication of information as to an object of an access right
granted to th%s%%b@'ﬂ%hbﬂxﬁ bfeoé Qff an ﬁ?fto‘:ﬁ)re'l%ltlfo'nl Se £ 0L54 ONRL 85 DY, a
reference nuneral; e.g., is preferable. As nentioned, paraneters to be
managed ChangSlf—BOIi’BOﬁldehlﬂﬁ.Oém’B.tvh_Oh asset péofanetdetnderf ofEtnedhasset .

Wth a view toward absorbi ng such a change, the pointer 30 to be used for

i ndi cating anp&ePesasl ifi Pappgeaei Prieat Aephisatier kbFiddnse Nan actual

i nformation az§2§4%22 gols nore conplicated. Here, a sinple exanple of an
information a P80 s provi ded. Individual fields of the table shown
inFig. 5 will nowbe fdesahbitentllthe sDERLOMA LD dradhtalies e game of
an information asset; and "Locafi on" neans zone or segnent 21 ere the
i nformation aiée@ra§p@cﬂ @seqtilbeaeion @mehqumi:aas #hPansaes rehen sedages t he
informati on asset: and "Availability" indicates whether or not the
informati on assetellsaavay habﬂézatﬂpnatﬁjaes@uhteaﬁstr@ps@tdalnlmlrfcbﬁned
address”; and "Sub-net mask" neans a sub-net mask. "Server" is flag which
i s appended "EPrRHER YR OFnfRN RIS 5ROAEs dihqLehy %’é‘?@@rn‘éﬁ’d’neﬁCW% he

i nformation asset %s not ? g gg YClient’ IS, & f% gnwg#ch |s19 ended "O'
when the inf of it SAEEER ?Iﬁ& Ad Q&" P 1Ot et ‘asset is
not a flag. "Ext erﬁ@kt}fléfe"tt{@@é‘sisao%w%% é%e@eslési%@ kor dndlhcatiqng an
external file representlng ot her information. An exanple in which such an
informati on assqtitrabketd SHamepaheédhasar e $heéssi@htad dhioagmatsensyst em
wi |l be described hereinbelow. (1) As has been described in connection with
Fig. 1, inqui veesoasetaalmi anddhencensiber sanbeapr e gatihzagebyrenanl ik basi s
of answers to the inquiries, details of the information asset table
described i n BSARBELATAERHAINISNG oF thershat sy ay 1t“(§°a¥mé‘§|lpa|§1y%5&"é»nt The
t hus- prepar ed |nf§{ tion asset téble descggbes t.he status $
i nformation sysia gg?alﬁeﬁe?%}%%gh‘f%e S Aquittiigs T irtel® B ??% Gt us) .
Entry of all pbg.detid barQEntdepbni@dmid R n%%&)%trsté‘@t%eo@ré%%&l of
only inquiries and answers thereto becones prone to involving a very |large
amount of worki.Eop tWmstaneen bhesdwiding@hnkhe rsnt @rimeiuien esystempel ati ng
to an I P address and a sub-net mask can be ascertained nore efficiently by
22 automatidivdhiebedon using tools as conpared with a case where these
itens are ascertained by subn155|on of |no iries to the nenbers of the
organi zation. If T : asset table are entered with

use of tools, as V\?A'l&?sgoknﬁdtser%t hg@amgf § 81003588l AL € QLI ned on

the basis of inquiries an swers reto e status |n ormati on
system can be,as¢Rl i df Heth tsesebtbhicantdyut Thesed apamalieRrs ol A eved
by nere addition of the status of the information system (the second

stat us) obt ai Ag-dyraneftidol s typetihmes dtidhestofbddrekhnfor natd da isitesin
acquired through inquiries (the first status). The configuration of a
network can be gefAerarVyamat¥fehined fromtwo aspects; that is, a physical

configuration and a | ogi cal configuration. the p cal confi uration
signifies a nere p ]yél &€ ’&i‘ﬂﬁ?eec't d’nrorge‘iaé‘lf;gﬁiﬁ‘ii n%’ij‘&#’éboﬁﬁisﬁ?

gi ven server E‘”Q h]. &N 8' egq% &ﬁ{takr&lé oflyﬁgpgr3caa}1rhecigbgggl%y has

configuration sTgni |es @”FGcation connéction relationship, Suc
client recei vegeSerYi&§ih50R YL £hs server.

‘- Various devices provided on the network are searched,

and a list of the found devices is output.
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In general, such a physical configuration can be readily inspected through
use of various tools. As a result, exam ning "Location," "IP address,"
"Sub-net mask," "Server, " and "Client" provided in the table shown in Fig.
5 through use of tools is efficient. In nmany cases, ascertaining a |ogical
configuration fromanswers to inquiries submtted to nenbers of an

organi zati on 23 is preferable. Consequently, ascertaining"Owmer"and a file
for which an access right is represented by "External file, " both being
provided in the tablgshaywsidedddhed ddWidtay Ofe BNPWRLS HO tbNGYikki es is
efficient. In this way, information about some portion of the status of the
i nformati on systerneivelobsatnedhat f kth@m{ T YA Faceuvaicel ysbyamiednsandi an

i nspection operation using tools. In contrast, sone portion of the

i nformation sfst&Miditals FesTAEVasf £5cPBRPIY- ascertai ned from answers to

i nquiries. Consequentl acqui.sition of respective information itens_using
preferably appr oachzg1 %{ihﬁgfsfqgl%lsﬁ‘? tcsor}dr?cgtcegﬁilgi FFORC ot ﬁcgﬁa?ét‘ﬁr or
efficient resubk. thechhisc¢oanbodereatsshouscanrexapl pdfatdigh the status
of the information system (i.e., the second status) obtained by tools is

added to the stfdegsigkliyhe i nformati on system obtained fromanswers to the
inquiries (i.e., the first status). The operation described thus far is
preferably perforne@hgyetivadaiiafds¢dhlaysnéarsabiwn pa thiwho gonnecthi s
case,'the consistency inspection nea 16 hand|es ite ich pertain to
only the. i1 SEOSTAF B0uBNEERON 5 (AT LBBORECET hy b MILAD: The Le PawECHRi ch
are obtained fram.inguitigs and answers thereto but not by inspection
tools, as being consistent. Simlarly, the consistency inspection neans 16
handl es itens whicizpex ts@i~&athean£ac&h_etd§@ﬁﬂrédiﬁgpééﬁi@mm hke dheofirst
status that is, itens which are obtained by only 1 nspection tools,as being
consi stent. Cénsgquenthgrt24 Theeaonsitst dntle tempeateéosenbofloithe
synthesis nmeans 20 as they are. The synthesis neans 20 sinply nerges
recei ved st at B¥€9raph&PEbYyipREpard ntPEH ithf Sokét PénrasBeet{ 8B e ¥LedS as
t hat shown in Fig" 5. Astﬂﬁs been ges i bed, as a, matter .of courae
ascertai ni ng BTSVAGFE ¢ d ETQ?SW?r he &P ISATMohE SAIF 188 4888r 59 on the
basi s of an agguen t8qalyLagl byatkl | & PARYA09 Lhe AR M{hnse Of tools
g tha

is preferable. The reaso or thisis ascertai nment o nore accurate
status can bejgxpeetedn €hs1afd alkdd Be pettotIRG 4 ddHrS t6A881kSin a
substantially identical with that described in connection with the second
enbodi nent. | WEBhssrease, at VAT H esudvies , apre allAlnernvercdonetbdoonwiiidy a
single item Hence, if the two results are in consistent with each other,

t he consi st enB¢tHRSKect TRAPRRIAZ™ £ SOtFRERS FARCTLALHIS 3¢ ePRatied Bd sends
t he thus-extrag&QddEquhtocghe QLSPLQ gegﬁsa&Si Jh%ﬁﬁi%Pk%¥ @R%Qﬁlls

di spl ays i ncoRsi &tencies’t 6t e Uger. “and  one sel'ected 1T om the )

i nconsi steenci es byrf heydisalod $00ghd \WRE a0 £b he S3EtNeR] 8nMBRdSe 20 oen
two itens are consistent with each othér, the itens are handled, in their
present form bgswaysbat asnehivebkj sthénal 1y asserkmowmed grhdigddny td he

synt hesi s neans 20 nerges the foll ow ng statuses. A status selected by the
user in conneé¢hisbvalwethimrthienbontiwtiait ik rfroerkdecoref tiawpekitdlnperf@ins to
both the status selected by the user fromthe status obtained on the basis
of answers tolPAg§arFrestifdcthe 3R UL VB & REFIBF™t bBF scongwcting an

inspection as to whether or not settings of a database pose

no problem. This programis oftencalled a database scanner.
(3) Use of a program called a risk analysis tool for

inspection of status of an information system is also

preferable.
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A consistent status pertaining to both the status selected by the user from -

the status obtained on the basis of answers to inquiries and the status
obtained by tools. A status obtained fromonly answers to inquiries or a
status obtained with use of only tools. Among three types of statuses, the
latter two types of statuses are handled as "consistent statuses" by the
consi stency inspection neans 16, and the statuses are delivered to the
synthesis neans 20. In this way, as a result of the synthesis nmeans 20
mer gi ng these statusasgrdtieod frydeldiony system status is ascertained in an
efficient and accurate manner. Tn the second and third enbodi nents, the
operation of the iTtmegret iohedext ten p@okeasshegmpedasdmiimedebypteefErence to a
speci fic exanple. However, the operation of the integration device 10
descri bed here# 1|“sf°|§ﬂ@fté|°élb$kys??fblséﬁéﬁtséé W%p%ﬁmm fereePinEL wOMmut er
100 and a programfor cau5|n the co u%gr Bo QeEforn%these oper ati ons.

. roac S ar erged
The synt hesi s”freans e ctonsi stency |nspec ron’ ne

i mpl enent ed byr@c@émﬁ@msi %mré‘cprdutngyoageastoyn of nddiese imanNRvikhe

di splay neans 18 is basically identical with that described in connection
Wi th the firstoesbowh nfentFiguch. a way of utilizing a conputer has already
been described in connection with Fig. 3. As has been described, according
to the invention, 3#&?%%eﬂﬂx%ﬂﬁoﬁm@QH@Poﬁﬂﬁﬁﬁ@nS§?§Pénﬂ§séé?¥9iﬂé§t?hrough
inquiries and the stgtus of th nfornatlon :¥,t n1ascerta|ned t hr ough 26

use of an inspectiordtlbdIdurd h%?ﬁﬂﬂ SGqhitR L F“FH&anFSrnatlon
system can be rﬁc@ﬁ’ff‘é@ Y, 38 S E T I t"iﬁ'otnhég g?rﬁ %rattu%eﬁoﬁlecge

Accordi ng to ¥ I'nvention, 1 Aconsistencie status arelﬁlsp ayed
Hence, a Userré‘@é‘r@écﬁ"@éeﬁ'é/ o @y Nt Al 49 l%%t‘é%%@df ‘BP Ea%”de“ ”9 a
determ nation at the tine of performng a selection.

I NQUI RY Sl -2 ﬁﬁiﬁgﬂ¥ﬁitfﬂﬂﬂﬂ&ﬁKJEﬂd“EGBbEItht&W&HEQAstency 1nspect10n

means 16. The consistency inspection means 16 compares the
twostatuseswitheachother, andinconsistenciesare supplied
to display means 18. The consistency inspection means 16
collectively stores consistencies (i.e., portions of the
statuses which are determined not to be inconsistent) into
an integration result 22. In this way, the consistent
portions are supplied to synthesis means 20.

The display means 18 is means to be used for displaying
inconsistencies to the user and for entering a choice made
by the user (i.e., a selected status).

According to the embodiment, inconsistencies are
displayed for the user, and hence the user can ascertain
inconsistencies. In the embodiment, the user can select one
of the first and second statuses 12, 14 which is correct,
upon glancing at thedisplay of the inconsistencies, and enter

the thus-selected status. The display means 18 supplies the
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S1-3 PERFORM | NSPECTI ON USI NG | NSPECTI ON TOCOL AND ASCERTAI N STATUS OF

| NFORMVATI ON SYSTEM S1-4 | NTEGRATI ON S1-5 ESTABLI SH SECURTTY POLICY FIG 2
12 STATUS OF | NFORVATI ON SYSTEM OBTAI NED. ON THE BASI S OF ANSWERS TO

I NQUI RIES 14 STATUS OF | NFORVATI ON SYSTEM OBTAI NED BY | NSPECTI ON TOCOL 16
CONSI STENCY | NSPECTI ON MEANS CONSI STENT MATTER | NCONSI STENT MATTER 18

DI SPLAY MEANS DI SPLAY SELECTI ON 20 SYNTHESI S MEANS 22 RESULT OF | NTEGRATI ON
USER FIG 4-1 | TEM DESCRI PTI ON NUMBER OF PASSWORD CHARACTERS, FOUR NAME OF

THE HOST, FI RS{aViB SERVERQBy tHdude? dolEH¥le BEIERNSIEOMSNABER .OF
PASSWORD CHARACTERS, EI GHT NAME OF THE HOST, FI RST WEB SERVER FI G 4-3

| TEM DESCRI PTI ON BASER QN ANSWERS 1BO 20NQIMRILESs DESCRhRFHEMPDETERM NED BY
TOOL NUMBER OF PASSWORD CHARACTERS, FOUR_, El GHT

statuses, therebypreparinga final information systemstatus
and the integration result 22.

In the manner as mentioned above, the integration device
10 can merge the first status 12 and the second status 14.
Preferably, the integration device 10 is constituted of a
program for carrying out such an operation, and a computer
which runs the program. Fig. 3 provides a descriptive view
of a mode of utilization of such a computer. As illustrated,
a computer 100 has internal storage means 102, and the program
is stored in the storage means 102. The program causes the
computer 100 to serve as the integration device 10. For
example, the consistency inspection means 16, the display
means 18, and the merging means 20 are embodied by use of
programs which execute their operations.

In particularly, the display means 18 displays
inconsistencies to the user by use of a display 104 of the
computer 100. The user selects any one from the inconsistent
statuses and enters the choice by way of a pointing device
such as amouse 106 of the computer 100. As amatter of course,
entry of the user's choice (selected status) is also
preferably carried out through use of a keyboard.

The storage means 102 corresponds to an example of a
computer-readable recording medium described in claims. In
addition to a hard disk drive, any type of recording medium

may be employed; e.g., optical disks such as DVDs or CD-ROMs,
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NAME OF THE HOST, FI RST WEB SERVER, FIRST WEB SERVER FIG 4-4 | TEM
DESCRI PTI ON NUMBER OF PASSWORD, EI GHT NAME OF THE HOST, FI RST WEB SERVER
FIG . 5 DESI GNATTON, LOCATI ON, owner, AVAILABILITY, |IP ADDRESS, SUB-NET
MASK, SERVER, CLIENT, EXTENSI ON FILE FI RST WEB SERVER, ZONE A, SATO SECOND
VWEB SERVER, ZONE B, SUZUKI FI RST CLIENT, ZONE A, KATO SECOND CLI ENT, ZONE
A, TANAKA 29 What is clainmed is: 1. A nethod for ascertaining the status
of an information system conprising: a first step of ascertaining a first
status of an mahAERBL O &Y ShedsRhizhaiultbR0s 4 JYHYd h&Snd QUEBIHREESa 0h an
organi zati on and ascertaining the status of the information system of the
organi zati on wemblg,basi ooy asswbesmeditihecanqstoress @pregcond step of
ascertaining a second status of the information system by inspecting the
status of theS 4 em of the organi zation through use of an
i nspection tool of_ the infor i.on system and ascertaining the, status of
S f%gg% sl e%’?atalornegurlotcegfslpﬁelﬁngﬁé‘éﬁk&ﬁa Bhd an

the information sys?é%1 asi's

integration stepe@bnbBr gbnNd Ltpechkist ekphpignti on systemstatus and the
second information system status, thereby establishing the status of the

information systemdf Eiwe. dr-dashoatsi entambersiprddentinigeghat soatasept
conprises a consistency inspection step of conparing the first information
syst em st at us 2R AR LSOOOTIEE § 91F dF ABEFER1B9L fapmdinatnis igstrsbpaseeffig an
i nconsi st ent gﬁtter fron1consi?teng tterﬁ; ﬁp % %isglay st ep, of

di spl ayi ng t hE"PRESAsi{St Ent faftEPtaibeblabt i Ag%entiy SPO¥ScRofeRlfade by
the user in c I Wt Lhgonsi st. t.er, tajning a
resul t se|ectg§8§§gkﬁgl§§é$¥gggékggégi?ﬁégﬁé”gﬁgﬁsﬁﬁS%%?%?%é ?ﬁ%a%%%sistent

matters and tbg hesd to0f a2ebast £ 981 s8de, Y, Lhse 88 -statule ﬁ@?hpﬂ-i or
ascertaining the status of an information system according to claim1,

wherein the i nhpestiba teblessim propigie ftaablienspent thg fhesconfégusAti on
of the information sgstenl 3. A nethod for establishing a security policy
on the basis ®Pta9I5EEHL0B RERSEIHINFedt B e HE PEEPRE DPngsed taiini vyl ¢he

status of an Iagfeoéerrsact:rli nefgsltfJ?lr:nst?csct%rtddsngb%gigclagltrﬂrlouogrh :2thuiries and

a second status obtained by means of the tools. The
consistency inspection means 16 of the integration device
10 performs the preparation operation.

(2) Extraction of Inconsistencies

As shown in Fig. 4-3, "four characters" is obtained in
answer to an inquiry about the "Number of Password
Characters." 1In contrast, "eight characters" is obtained
as the "Number of Password Characters" as a result of
inspection performed by various tools. Consequently, the
answers are inconsistent with each other. The number of
Password characters can be examined by means of a tool called,
e.g., a host scanner.

As shown in Fig. 4-3, "First WEB server" is obtained

in answer to an inquiry about a "Name of the Host." The "Name
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4. An integration device for perform ng processing pertaining to an
integration step in the nmethod of ascertaining an information system
according to any one of the preceding clains, conprising: consistency

i nspection nmeans which conpares a first status of the information system
with a second status of the information system thereby separating an

i nconsi stent matter fromconsistent matters; 31 di spl ay neans for

di splaying the inconsistent matter and enabling a user to enter a choice
with regard ! gel bRl RGOS SLEDI R LBIAL!S ALY USRI RRARY pRLUBRGLNY the
consistent matters wth a result of choice nade by the user. 5. program
for causing apgQIEMIS £k obA sEXLEUSE "B RGeIEEIge PREE aF NiHRGIde) Bk hALREEAL | ON
step in the nethod for ascertaining the status of an information system
defined in angnomeletiohaktpsthitoi8emwherernnshetenbgw anh causksottrer .
conputer to execute processing pertaining to a consistency inspection
procedure for conphPitff &oKitr SEeRt ANFPHT- UG AFSPFaFDIF S PSteM "R a
second statustggt;Qﬁ_igﬁgrn@%%qp sys{em. therehy separating an inconsistent

i.n
matter from cONSistent natters; gp’r ocessing Cpoenrstlasitr‘ﬁr%@'%os% %’flsoprf Igﬁans

procedure fordi spl @iengntbBgrhBeonShsLeBL MBt beFrafds | ARYL t §00- & Lhwi ce
made by the user: and processing pertaining to a synthesis procedure for
mergi ng the copsraténh.matters with a result of choice nade by the user. 6.
A conput er-readabl e recording nediumin which is recorded a program for
causi ng a conput er (3b Bkerlae ¢f otreenpystpent al ey and @ANtin «fr &N on step
in the nethod,of asce[taining_the status of .an information system defi ned
in any one of 1BPAEHET1OP0 (SNOHREI PHT I HENDT FYF dii T &5E&s 1PhECEBONSEohPut er
to execute prgggsakng Qertaining to a consistency inspection procedure for
conparing a first st %u¥ of the information systemw th a second status of

the information sygigenm drhReneby1aoRAAld 18 @DspHNLPHSINHARY sHRhkel c&hom
consistent matters; processing pertaining to a display procedure for

di spl ayi ng t heoi tconsiest enTheatser @ad iinsputicitnge dechboseo fraaey byet e user;
and processing pertaining to a synthesis procedure for merging the

consi stent natPBRSchiPh Wikl tingongsiteatmaenpyThihaigpday means 18

enters the instruction and supplies it to the synthesis means
20.

For instance, the user can determine that the answerer
has misunderstood and that "eight characters"™ examined by
the tool is correct. In this case, "eight characters" is
selected as the "number of password characters." If the
answer provided by the answerer is determined to be incorrect
in the manner set forth, making an amendment on the answer
isalsopreferable. Inotherwords, whentheuserhasselected
a result examined by the tool, the answerer's answer is
modified soastomatchthe result of the examinationperformed
according to the rule. A program is preferably constructed
so as to perform such an operation.

If the user encounters difficulty in determining which

19



7. A nethod of ascertaining the status of an information system i ncl udi ng:
a first step of submtting inquiries to nmenbers of an organi zati on and
ascertaining the status of an information system of the organization on the
basis of answers to the inquiries; a second step of exam ning the status of
the informati on system of the organi zation through use of an information
systeminspection tool, thereby ascertaining the status of the information
system of the organization on the basis of a result of the inspection; and

an integratiog,sten rgsagtggsacéffe%t swwwinzﬁhfr g 5@%‘?&% Sysg em and

a second status of the information system t ereb ng the

status of theihnfigurahia@n systemsoh ctHHamH ganﬁrzatlh@ans\ﬂ/eeéﬂbmebhee;ng
i ntegration step conprises a consistency inspection step of conparing the
first status oflveae bunfarnobhéonisgetem with the second status of the

I nformation systenz to thereby determne (1) an inconsistent matter, (2)
consi stent matterstdt ¥ntRestHii@sHtinftters

When the user has selected any one of the results, the
instruction pertaining to the choice is determined to be the
finally-determined status of the information system.

Inconnectionwiththeitems forwhichnoinconsistencies
are found, the items are adopted as a final status of the
information system. For this reason, the consistent items
and the items instructed by the user must be merged. Such
synthesis processing is performed by the synthesis means 20.
Consequently, a result such as that shown in Fig. 4-4 is
obtained. Under the status of the information system shown
in Fig. 4-4, the answer obtained in response to the item for
which no inconsistencies have arisen; that is, "Name of the
Host,"™ is adopted in its unmodified form. In contrast, the
answer "eight characters" selected by the user is adopted
as a final status in connection with the item for which
inconsistencies have arisen. The results are as provided
in Fig. 4-4,

As mentioned above, according to the second embodiment,
the status of the information system can be ascertained more
accurately.

Third Embodiment

The status of the information system can be ascertained

in various forms. For instance, preparation of an
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whi ch pertain to only the first status of the information system but not to
the second status of the sane, and consistent matters which pertain to only
the second status of the information systembut not to the first status of
the sane, as well as to thereby separate the inconsistent matter fromthe
consistent matters; a display step of displaying the inconsistent matter
and enabling a user to enter a choice with regard to the inconsi stent
matter; and a synthesis step of merging the consistent natters with a
result of choifgopRaeiby ddxtisable8isAdrnenbad of asdalldisieng arsEeairity
policy on the basis of a status ascertained by nmeans of the nethod of
ascertai ni ng informationsypseamtddfisnediéne ckhipmnZorgatAnniassedr il on
device for perform ng. processing pertaining to an integration step in the

met hod of 34 lsa%c%??%ﬁrﬁ?mf@ﬁ?hr#%ﬁ%ﬁ%ﬁ S§sveRratlOrat hgnte ef &k 7 or

S o TP ORALL SR ARl AR L RORARTO LIRSl 2

to thereby detes8tN€able is shown in Fig. 5. The table may sometimes be
called an information asset database.

Storage of information about all information assets in
one information asset table is not efficient. In general,
a pointer 30 to be used for pointing to an external file is
present in the table. 1In a case where an information asset
is a server, indication of the location of a segment in which
the server offers service in the form of an external file
{designated by a reference numeral; e.g., 30a). In a case
where the information asset is a client, indication of
information as to an object of an access right granted to
the client in the form of an external file (designated by
a reference numeral; e.qg., 30b) is preferable.

As mentioned, parameters to be managed change from one
information asset to another information asset. With a view
toward absorbing such a change, the pointer 30 to be used
for indicating an external file is utilized. As a matter
of course, an actual information asset table is more
complicated. Here, a simple example of an information asset
table 1is provided.

Individual fields of the table shown in Fig. 5 will now

be described. Here, "Designation" indicates the name of an

information asset; and "Location” means a zZone or segment
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(1) an inconsistent matter, (2) consistent matters; that is, consistent
matters which pertain to only the first status of the information system
but not to the second status of the same, and consistent matters which
pertain to only the second status of the information systembut not to the
first status of the sane, as well as to thereby separate the inconsistent
matter fromthe consistent matters; display neans for displaying the

i nconsi stent nmatter and enabling a user to enter a choice with regard to

t he i nconsi st @RéreaidLi hfapfasyoh kesie: 18RS skt . Mg "bhaeceonsd £ient
matters with a result of choice made by the user. 10. A program for causing
a conput er t oaperSonmip nersse hghpdntfarnatjonasaeti: mraytava dirlsteity'h t he
met hod for ascertaining the status of an information system as, defined in

claim7 or 8, 0HEFRFRS e tedgP amotatRe d HEREMRGART &5 ¢ o te @t s -

FrOCESSLng PEr QG HERE SLENLISPch O, PLOEEULR | AL, e 00

information S)8tRM m&Ons a sub-net mask. "Server" is a flag which is
appended "O" when the information asset is a server and "X"
when the information asset is not a server. "Client" is a
flag which is appended "O" when the information asset is a
flag and "X" when the information asset is not a flag.
"External file" means a pointer to be used for indicating
an external file representing other information.

An example in which such an information asset table is
prepared as the status of an information system will be
described hereinbelow.

(1) As has been described in connection with Fig. 1,
inquiries are submitted to members of an organization. On
the basis of answers to the inquiries, details of the
information asset table described in connection with Fig.
5 can be entered to a certain extent. The thus-prepared
information asset table describes the status of the
information system obtained through the inquiries (i.e., a
first status).

Entry of all the details of the information asset table
on the basis of only inquiries and answers thereto becomes
prone to involving a very large amount of work. For instance,
the status of the information system relating to an IP address

and a sub-net mask can be ascertained more efficiently by
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t hereby determ ne (1) an inconsistent matter, (2) consistent matters; that
is, consistent matters which pertain to only the first status of the

i nformation system but not to the second status of the same, and consi stent
matters which pertain to only the second status of the information system
but not to the first status of the same, as well as to thereby separate the
i nconsi stent matter fromthe consistent matters; processing pertaining to a
di spl ay procedure for displaying the inconsistent matter and inputting a

choi ce nmade byutBRa¥$elco1ARERIRCESSENYoBEE LA dunith 1y i S AN gnorocedure
for merging the consistent matters wwth a result of choice nmade by the

user. 11. A cohpateiteradabé easecoraimgd madisunin swinchfi sngetot dedca
program for causing a conputer to execute processing pertaining to an
i ntegration stBp PARPRESNREhBAC0PTE3REFRRIAR NG the status of an information

system defined in £ a'qg?.or %% ereLn_the, pro ram cayses t he conputer to
execut e processing %)ecﬁ AMheh 678 éghgf%‘?%h%} algsrfsepegtag’iﬁ 38 e’b’f%%e ure
oL oD | e} O B e et ALELIR 1 BN Mk 800
table obtained on the basis of inquiries and answers thereto,
the status of the information system can be ascertained more
efficiently.

These operations are achieved by mere addition of the
status of the information system (the second status) obtained
by the tools to the status of the information system acquired
through inquiries (the first status).

The configuration of a network can be generally
ascertained from two aspects; that is, a physical
configuration and a logical configuration.

Here, the physical configuration signifies a mere
physical connection relationship, such as which zone a given
server and a given client pertain to. Further, a logical
configuration signifies a location connection relationship,
such as which client receives service from which server.

In general, such a physical configuration can be readily
inspected through use of various tools. As a result,
examining "Location," "IP address," "Sub-net mask,"
"Server," and "Client" provided in the table shown in Fig.

5 through use of tools is efficient.

Inmany cases, ascertaininga logical configuration from

answers to inquiries submitted to members of an organization
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(1) an inconsistent matter, (2) consistent matters; that is, consistent
matters which pertain to only the first status of the information system
but not to the second status of the same, and consistent matters which
pertain to only the second status of the information systembut not to the
first status of the sane, as well as to thereby separate the inconsistent
matter fromthe consistent natters; processing pertaining to a display
procedure for displaying the inconsistent nmatter and inputting a choice
made by the usgh; Ul SY1QCESELATREEAE § ,'QQcE?télﬁYﬁ‘&h@%h%rl“a@ﬁ%’@i?efOr
mer gi ng the con5|stent matters with a result of choicCe nmade by the user. 37
. A&F. A9f . Ahf _ £AESwIAOEh Ay adBesAafighhll s AT eA@nted by "External file,"

. A&S. A9S. AS. A&S. A(, . A(S. A@ Ay_. AyL. A@ A(@AST . Af. A&yr. A(T. Al y_. A2. A2. A
“AaL. A L. AN . AathAlaelm PMU%%SEFV\KﬁeW*@le shown in Fig. 5, by way of
}xsrmc"Y] cajc aJcal calca ca] cal] ca] ca] ca] ca] ca]ca] ca] ca
] caU] ca] ca] ca@}‘éﬁ 8;%]’ g 93] tPa® Sprealsal K6:

UCRUV_"bepgl }}xsni d %L] Q]acﬂ 9@];8 g@]&ﬁhﬁ@h@d&@\gﬁl@%&@kcaléélgellgal caj ¢
a] cal ca] cal] ca] ca] cal ca] cal ca] ca caljcalcal!}8 U L;

w~} xsni d_Z] ] cakcahealagbenkeabaalgaten] £a] ool sadea] €ad Lad o xp] £H8d cal ca] cal
ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca! TB~8s#] hp > ]

1J111}xsni d_ZpFcakeskdd] enrealnead € Hrcdahenpetl on] ared v ical caliog] tapta] cal ca]

ca] ca] ca] ca] ca] cal ca] ca]ca] cajcalcalcal LI ""#s#H&{' "N B) W L) 2) 1) *++,, -F.j.
/112 In contrast, somé portlon of the information system status

f?ﬁ]ﬁi?'c?qflﬂ%%%%%}ﬁ%ﬁh% el o P AR e o B TRk R R S L T T e
o 82889] w el callcal 69 Q&aﬂ&@lff‘&f@#@dCz%]ga%]c%%%aLH%EBLE%ﬁaH&ﬂical cal

ca] caJ ca]ca] ca a] C cal cal! 99

=] AcAKAl A| Akéﬂ@@m@ff Ripgddadewhe sz apkh alY)|esults in acquisition

of a correct, efficient result.

The third embodiment shows an example in which the status
of the information system (i.e., the second status) obtained
by tools is added to the status of the information system
obtained from answers to the inquiries (i.e., the first
status) .

The operationdescribed thus far is preferablyperformed
by the integration system shown in Fig. 2.

Inthis case, theconsistency inspectionmeans 16 handles
items which pertain to only the first status and not to the
second status; that is, items which are obtained from
inquiries and answers thereto but not by inspection tools,
as being consistent. Similarly, the consistency inspection
means 16 handles items which pertain to only the second status
and not to the first status; that is, items which are obtained

byonlyinspectiontools, asbeingconsistent. Consequently,
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embodiment. In this case, two results are obtained in
connection with a single item. Hence, if the two results
are inconsistent with each other, the consistency inspection
means 16 extracts an inconsistent item and sends the
thus-extracted item to the display means 18. The display
means 18 displays inconsistencies to the user, and one
selected from the inconsistencies by the user is delivered
to the synthesis means 20. When two items are consistent
with each other, the items are handled, in their present form,
as a status which is finally ascertained.

Finally, the synthesis means 20 merges the following
statuses.

- A status selected by the user in connection with an
inconsistent information item which pertains to both the

status selected by the user from the status obtained on the

basisof answerstoinquiriesandthe statusobtainedbytools.
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- A consistent status pertaining to both the status
selected by the user from the status obtained on the basis
of answers to inquiries and the status obtained by tools.

+ A status obtained from only answers to inquiries or
a status obtained with use of only tools.

Among three types of statuses, the latter two types of
statuses are handled as "consistent statuses" by the
consistency inspection means 16, and the statuses are
delivered to the synthesis means 20.

Inthisway, as aresult of the synthesismeans 20 merging
these statuses, the information system status is ascertained
in an efficient and accurate manner.

In the second and third embodiments, the operation of
the integration device 10 has been described by reference
to a specific example. However, the operation of the
integration device 10 described herein is preferably
implemented by a combination of the computer 100 and a program
for causing the computer 100 to perform these operations.
The synthesis means 20 and the consistency inspection means
16 are implemented by a program for performing operation of
these means. The display means 18 is basically identical
with that described in connection with the first embodiment.
Such a way of utilizing a computer has already been described
in connection with Fig. 3.

As has been described, according to the invention, the
statusof aninformation systemascertainedthroughinquiries

and the status of the information system ascertained through
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a short period of time.

According to the invention, inconsistencies of the
status are displayed. Hence, a user can efficiently obtain
material to be used for rendering a determination at the time

of performing a selection.
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a first step of ascertaining a first status of an
information system by submitting inquiries to members of an
organization and ascertaining the status of the information
system of the organization on the basis of answers to the
inquiries;

a second step of ascertaining a second status of the
information system Dby inspecting the status of the
information system of the organization through use of an
inspection tool of the information system and ascertaining
the status of the information system on the basis of a result
of the inspection; and

an integration step of merging the first information
system status and the second information system status,
thereby establishing the status of the information system of
the organization, wherein the integration step comprises a
consistency inspection step of comparing  the first
information system status with the second information system

status and separating an inconsistent matter from consistent

matters;
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a display step of displaying the inconsistent

matter and enabling entry of a choice made by the user in
connection with the inconsistent matter, thereby obtaining a
result selected by the user; and

a synthesis step of merging the consistent matters
and the result of selection made by the user.

2. The method for ascertaining the status of an
information system according to claim 1, wherein

the inspection tool is a program for inspecting the
configuration of the information system.

3. A method for establishing a security policy on the
basis of a status ascertained by the method of ascertaining
the status of an information system according to claim 1 or
2.

4. An integration device for performing processing
pertaining to an integration step in the method of
ascertaining an information system according to any one of
the preceding claims, comprising:

consistency inspection means which compares a first
status of the information system with a second status of the
information system, thereby separating an inconsistent matter

from consistent matters;
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enabling a user to enter a choice with regard to the
inconsistent matter; and

synthesis means for merging the consistent matters with
a result of choice made by the user.

5. A program for «causing a computer to execute
processing pertaining to an integration step in the method
for ascertaining the status of an information system defined
in any one of claims 1 to 3, wherein the program causes the
computer to execute processing pertaining to a consistency
inspection procedure for comparing a first status of the
information system with a second status of the information
system, thereby separating an inconsistent matter from
consistent matters;

processing pertaining to a display procedure for
displaying the inconsistent matter and inputting a choice
made by the user; and processing pertaining to a synthesis
procedure for merging the consistent matters with a result of
choice made by the user.

6. A computer-readable recording medium in which 1is
recorded a program for causing a computer to execute
processing pertaining to an integration step in the method of
ascertaining the status of an information system defined in

any one of claims 1 to 3, wherein the program causes the
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()- inspection procedure for comparing a first status of the

information system with a second status of the information
system, thereby separating an inconsistent matter from
consistent matters;

processing pertaining to a display procedure for
displaying the inconsistent matter and inputting a choice
made by the user; and

processing pertaining to a synthesis procedure for
merging the consistent matters with a resul% of choice made
by the user.

7. A method of ascertaining the status of an information
system including:

a first step of submitting inquiries to members of an
organization and ascertaining the status of an information
system of the organization on the basis of answers to the
inquiries;

a second step of examining the status of the information
system of the organization through use of an information
system inspection tool, thereby ascertaining the status of
the information system of the organization on the basis of a
result of the inspection; and

an integration step of merging a first status of the

information system and a second status of the information
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the integration step comprises a consistency inspection
step of comparing the first status of the information system
with the second status of the information system, to thereby
determine

(1) an inconsistent matter,

(2) consistent matters; that 1is, consistent matters
which pertain to only the first status of the information
system but not to the second status of the same, and
consistent matters which pertain to only the second status of
the information system but not to the first status of the
same, as well as to thereby separate the inconsistent matter
from the consistent matters;

a display step of displaying the inconsistent
matter and enabling a user to enter a choice with regard to
the inconsistent matter; and

a synthesis step of merging the consistent matters
with a result of choice made by the user.

8. A method of establishing a security policy on the
basis of a status ascertained by means of the method of
ascertaining information system defined in claim 7.

9. An integration device for performing processing

pertaining to an integration step in the method of
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consistency inspection means for comparing the first
status of the information system with the second status of
the information system, to thereby determine

(1) an inconsistent matter,

(2) consistent matters; that is, consistent matters
which pertain to only the first status of the information
system but not to the second status of the same, and
consistent matters which pertain to only the second status of
the information system but not to the first status of the
same, as well as to thereby separate the inconsistent matter
from the consistent matters;

display means for displaying the inconsistent matter and
enabling a user to enter a choice with regard to the
inconsistent matter; and

synthesis means for merging the consistent matters with
a result of choice made by the user.

10. A program for <causing a computer to perform
processing pertaining to an integration step in the method
for ascertaining the status of an information system as
defined in claim 7 or 8, wherein

the program causes the computer to execute
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procedure for comparing the first status of the information
system with the second status of the information system, to
thereby determine

(1) an inconsistent matter,

(2) consistent matters; that is, consistent matters
which pertain to only the first status of the information
system but not to the second status of the same, and
consistent matters which pertain to only the second status of
the information system but not to the first status of the
same, as well as to thereby separate the inconsistent matter
from the consistent matters;

processing pertaining to a display procedure for
displaying the inconsistent matter and inputting a choice
made by the user; and

processing pertaining to a synthesis procedure for
merging the consistent matters with a result of choice made
by the user.

11. A computer-readable recording medium in which is
recorded a program for causing a computer to execute
processing pertaining to an integration step in the method of
ascertaining the status of an information system defined in

claim 7 or 8, wherein the program causes the computer to

execute processing pertaining to a consistency inspection
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thereby determine
(1) an inconsistent matter,
(2) consistent matters; that is, consistent mattexrs
which pertain to only the first status of the information
system but not to the second status of the same, and
consistent matters which pertain to only the second status of
the information system but not to the first status of the
same, as well as to thereby separate the inconsistent matter
from the consistent matters;
processing pertaining to a display procedure for
displaying the inconsistent matter and inputting a choice
made by the user; and
processing pertaining to a synthesis procedure for

merging the consistent matters with a result of choice made

by the user.
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