SYSTEMS AND METHODS FOR SECURE SHORT MESSAG NG SERVI CE AND MULTI MEDI A
MESSAG NG SERVI CE Technical Field 5The present disclosure relates to
systens and net hods for managi ng short nmessagi ng service (SM5) nessages and
mul ti medi a nessagi ng service (MVB) nessages in an encrypted and secure
manner. Background Creation, transm ssion, and delivery of SM5 and MVB
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purses, for example. Certain of these items store personal information, provide
identification [or various purposes, allow the person to make purchases, provide proof of
particular facts, or a combination thereof. Certain items that have been carmied in wallets

20 include credit cards, bank cards, debit cards, check books, bank books, bank account
records, credit card records, bills, identification cards, licenses such as a driver’s license,
CDL, pilot’s license, etc., social security cards, voter registration cards, passports, visas,
immigration cards, lovalty cards, e.g., for grocery stores such as SAFEWAY™, and
ALBERTSONS™ retail stores such as GAP™, and STARBUCKS™, membership cards

25  such as COSTCO™, REI™, gyms, and country clubs, frequent flyer program cards or
numbers, rewards programs, video clubs, library cards, insurance cards, such as health, auto,
home, and life insurance, login and password information, elevator cards, parking structure
cards, room keys, phone numbers, ¢e-mail and street addresses, calendars, calling cards,
medical information such as medical history, drugs heing taken, immunization records,

30 living wills, medical power of attorney, emergency contact information, personal

photographs, personal memorabilia, receipts, proof of warranties and warranty information,



phot ographs, personal nenorabilia, receipts, proof of warranties and
warranty information, tax records, proof of professional credentials,
proof of authority, and business cards, as exanpl es. In the past,
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Internet, or otherwise provide for efficient communication, entering of data, and transferring
of data, but needs also exist that an acceptable level of data security be maintained with such
systems and methods. Further needs and areas for potential for improvement include
improving the availability of information from a number of different sources, reducing
25 duplication in the entering of information, organizing information and providing information
in a more-usable form, more effectively transferring information between a storage device
and another device, and providing more information, more up-to-date information, or both,
to a user. Further needs and areas for potential for improvement include updating
information, for example, in a timely manner or in real time, and providing notifications or
30 alarms, at least for particularly important information.

In specific examples, needs and potential for benefit exist in the areas of methods

and systems for managing information for a number of users, using the Internet and mobile
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In specific exanples, needs and potential for benefit exist in the areas of
nmet hods and systens for nmanagi ng i nformation for a nunber of users, using
the Internet and nobile phones of the users. Particular needs and..
potential for benefit exist for such systens and net hods that allow users
to send, receive, and store SM5 and MVS nessages that are encrypted during
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have been used to authorize access to controlled spaces, and to grant computer access to

20 electronically stored data. However, users must remember these passwords or pass codes.
Systems and methods have also existed for authorizing other actions. For example, cards
have also been used to authorize financial transactions, such as payment at the poinl of sale
for the purchase of goods or for the provision of services. Besides requiring the presence of
the card, transacttons have been authorized using bank card networks, which verified that

25  the cards were authorized. Signatures have also been used to authorize transaclions.
However, users needed to carry the cards, and signatures have been forged.

Needs and potential for benefit exist for other or belier systems and methods for
authorizing such actions, or other actions, that do not require the users to carry additional
cards or keys, remember additional passwords, codes, or information, that use items already

30  carmied by the users, that use items that are frequently vsed and controlled by the user, that

are more convenient, that offer altematives, that are easily trackable, that provide an ability



However, users needed to carry the cards, and signatures have been forged.
Needs and potential for benefit exist for other or better systens and

nmet hods for authorizing such actions, or other actions, that do not require
the users to carry additional cards or keys, renmenber additional passwords,
codes, or information, that use itens already 30carried by the users, that
use ite hat are.fre t | sed..and contr.olled by the user. that are

mor e comvutitEhe 2Bt SE RR el I T hul S R B oI Ny B tib e, 1 bt
provi dethefeoftbi ity to authorize a variety of different actions, that
cannot easily be forged, or a conbination thereof Summary Di scl osed are
syst ens 29BN hods configured for managing (i.e., creating, editing,

Svi ewi ng, CO]BRE[%&%{'a?&sgséﬁﬁ%ﬂ&E&ﬁﬁﬁ@%xf@hé@?&%ﬁﬁa‘gﬂ@,(i.é.?&éﬁeﬁ@iﬁdﬁtﬂ@; queui ng,
routing, encrypting, decrypting, sending, receiving, replying, forwarding,
st or{ ngyieany ermprpsing deepmponsiimhidsatseohing, Fosscabdinpl @euigdpttingessagi ng

service , AT I i Vi : ges, and
other 1 HFDTRE e BHES selid WAL MERAROKIRLRE 6L WL, FERRACD 270
in an etwmypiiedioos (fot hampis ehsenesadnnmmies (SMI managesrimodiimedia, a 10
secure short. nessagi ervice (S system conpri ses a f re nodul e
cont1 gurETeaR Sauas VS Fisviees “hahe DR e prg Pk T oy o
nmodul e } SecGRMhirGbF @ iR 2@ Bediyiftbd @htiMeise kecMM3 BSSAI M @nvdirhérsta _
encr%ptlon. A gateway is conf$gured to communicate with the nobhil e device.

ThelQat wesg sherl BSHREGE sEice 6SYaLBisEs ¢mBTispct Spht e By peadiggediiyiom t he

mobi | e deviCeieyikal R0k H@Bil@c?@&gﬁ Tﬁ@goftv@aré"ﬁlgaulgmgﬁgﬁe@ho% F aMVB
nmessage on a nobile device and the nessage I's encrypt t hereon. The user

sends t Bl SemdMlyiptnectsage ysagirst encaypgat. edagilepny serombgured Recogatgwanye with ser ver
d ts the. .ypt.ed . TIh t t ' h
CeoT P B A EUETP i BRSSP RN TP AR TR

dest i nathe @sbhladeyivhet her further encryption is desired), the gateway nmay
re-encrypt 90t he decrypted nessage (often usinﬂﬁg di fferent ﬁgcryption) and
sentf t he re-BiEPYPHT TR WHEGRGFHSECTHESBESTYIR AT MRS PIses ORABIREY user or a

third pghidtand HGnERR!iEcteyhi&RnGborl. MEnd RESIMENE: BRIripted REQLYAS al hE _
re-encrypted nessage and decrypts the nessage. The receiving party's nobile

devi ce prgwavendemel. i Msrgptesiok novwiredd gesrepis thegpenpied kirswize dgensaiewayer ror, or
ot e SARLH S TRORRIER &0 Bl Wb, TS, HEROND, iahiholathget o=
message destination (and whether further encryption is desired), the gateway may re-encrypt
20 the decrypted message (often using a different encryption) and send the re-encrypicd
message to the destination (e.g., another user or a third party). The mobile device of the
receiving parly receives the re-encrypled message and decrypts the message. The receiving
party’s mobile device may send delivery acknowledgement, open acknowledgement, error,
or other desired messages to the gateway. These message status indicators may further be
25  sent by the gateway to the originator of the message.
In another embodiment, a method of securely delivering a message to a mobile
device comprises dividing the message into at least two sub-messages. The sub-messages
are configured according to a short messaging service (SMS) protocol. The sub-messages
are encrypted, and transmitted to a mobile device according to an SMS protocol. At the

30 mobile device, the at least two encrypted sub-messages are decrypted and combined to form

the message.



I n anot her enbodi nent, a nmethod of securely delivering a nessage to a
nobi | e device conprises dividing the nessage into at | east two

sub- messages. The sub-nmessages are configured according to a short
messagi ng service (SM5) protocol. The sub-nessages are encrypted, and
transmtted to a nobile device accordi ng to an SMS protocol. At the
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the scope of the appended clains. Brief Description of the Drawings Fig. 1

is & bl @éﬂﬁucdlpagr amillustrating, anong other things, an exanple of an

15envi ronnme he' c%n%@ﬁ s%?th‘f?%dn?rﬂﬁ' %%H'a%ﬁg&&dé@é(mg%e& ghﬁhﬁ@c@mﬁg&dcﬂb'xf exanpl es

of systens o ornati on an nessa users;
Fig. 2 toshadibtl mke dn@grream inkdndsd toaiziung] tpdiniii ihokapeeX depbpsided clsyst ens  of

managi n apﬂ di ssem pat i i.nf ormation and/or messages for a nunber of
users; MWMM:nl cation between nobile users and/or third
parties Vvia Eg 1isablock diagram illustrating, among other things, an example of an
15  environment in which various embodiments may operate and various examples of systems
of managing information and/or messages for a number of users;
Fig. 2 is a block diagram illustrating particular examples of systems of managing and
disscminating information and/or messages for a number of uscers;
Fig. 3 illustrates communication between mobile users and/or third parties viaa
20 gateway 115 in order to create, send, receive, and/or store short messaging service {(SMS)
messages and multimedia messaging service (MMS) messages in a secure marnner,
Fig. 4 illustrates installation and registration of a software module on a mobile
device;
Fig. 5 further illustrates communication between mobile users and/or third parties via
25  agateway 115;
Fig. 6 is a flowchart illustrating a method for securely transmitting a message;
Fig. 7 is a flowchart illustrating a method for wiping a mobile device;
Fig. § is a flowchart illustrating another method for securely transmitting a message.
Fig. 9 is a flowchart illustrating examples of various methods, including, for
30  instance, mcthods of managing information for at lcast a plurality of users using the Intemet

and mobile phones of the users;



20gateway 115 in order to create, send, receive, and/or store short
nmessagi ng service (SM5) nessages and nul ti nedi a nessagi ng service (MWb)
nmessages in a secure manner; Fig. 4 illustrates installation and

regi stration of a software nodule on a nobile device Fig. 5
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5and di ssem pat | information for a.nunber of ~users; Fig. 12 is a
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illustrates a flowhart illustrating exanples of various nethods of using

serV@r ¥ridl.démpdaPcate with one or nore of users 21, 22, and 23 to
provide inf O‘TH@&ﬂa&ng ﬂlu%gyt@,earn?on%:lothe‘l? %inﬁ,ngari%ﬁé particular examples of

embodiments, and certain examples of characteristics thereof. Different embodiments
include various combinations of elements or acts shown in the drawings, described herein,
known 1n the art, or a combination thereof.

15 Detailed Description

The present disclosure provides, among other things, a number of embodiments of
systems and methods for managing short messaging service (SMS) messages and
multimedia messaging service (MMS) messages in a secure manner. While various
embodiments are described in sufficient detail to enable those skilled in the art to practice

20  the invention, it should be understood that other embodiments may be realized and that
various changes may be made without departing from the spirit and scope of the invention.
Thus, the detailed description herein is presented for purposes of illustration only and not of
limitation. For example, the steps recited in any of the method or process descriptions may
be executed in any order and are not limited to the order presented.

25 Moreover, for the sake of brevity, certain sub-components of the individual operating
components, conventional data networking, application development and other functional
aspects of the systems may not be described in detail herein. Furthermore, the connecting
lines shown in the various figures contained herein are intended to represent exemplary
functional relationships and/or physical and/or electronic couplings between the various

30 elements. It should be noted that many alternative or additional functional relationships or

physical connections may be present in a practical system.



The drawi ngs illustrate, anong other things, various particul ar exanpl es of

enbodi nents, and certain exanples of characteristics thereof D fferent

enbodi ments i nclude various conbi nations of elenents or acts shown in the

drawi ngs, described herein, known in the art, or a conbination thereof.
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rel atrons i ps or connecti ns may resent-1n a ractrcal system
As usedattemedml, rera:wm@ﬁroﬂna peesen sﬁkmmye iuceloarayeqjmtrfmeamrumiza@nrcédhe‘ or

transmtting d recei.vin nmuni cati gn for xa le a
CerT o arso s ey BB kN e s R iR TR TR a A R needie FER8B e " gi tal
assi st affobi{iEEMne naima)ﬁ]kB&hé mEMIdghone Enclidh@ R esscripsdRdtphtien faeskiiop
conput er, | apt.op. conputer, tablet conputer, netf)ook portabl e device 5for
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i1 ustrahed aQ{hone%%’eSa%%Qn' ﬂcltrcmssfha@“u%%lu%HEc% m%ﬂ@r%ht' SniRUh&Ss, 'IEE}ﬁdQe
referred to herein as a "phone” or "nobile phone™, but it shduld

under st ewapUt¢raccdss, pﬂmycahawssotarrrbﬁmfnmbmrtsararom ys @xalmvéesadyvmmer type of
mobi | e gl%ly(l.)cﬁl%entg) EH& Cfl&%ﬁmggrb agvll_:brrr?gr%ae%vedr%@r u%athe Jno%quh(:]:n%r porl zi ng

actions usi ng e acC S SUCh as
recei vi ﬂ@orfgh@]ma mtqmeat sﬂmu@laar ioegl sagitah or dirgetly drom the user, as examples.

20 In some embodiments, a user may be able to enter information into a website, or may
authorize entry of information into the website by others, which may be transmitted to the
phone automatically for storage. In addition, in some embodimenls, users may be able to
enter information through their phone for transfer to the website server. In varicus
embodiments, third parties, such as airlines, financial institutions such as banks, and the like,

25  may provide information to the website, some or all of which may be transferred to the
phone. Further, in some embodiments, certain such information may provide an alert or
alarm to the user, for example, regarding important information such as notification of large
deposits or withdrawals, changes in flight information, location of children, and the like. In
various embodiments, a user may be able to view other information on the phone, on the

30 website, or both, such as, for example, bank account balances, transaction histories, frequent
flier miles, credit card bills, automatic deposits and withdrawals, insurance information,

warraniies, service contracts, and the like.



aut horize the action, an identification of a phone nunber for obtaining

aut horization for the action, and receiving froma person seeking the
action a request for authorization of the action. Certain enbodi nents al so
i nclude acts such as scnding a first nmessage through a nobil e phone network
to the nobile phone, including a description of the action for which

15aut hori zat kon. | sted,-.and receiyin fromthe first nobile phone, a
second nessagglg?dri/(\)ﬁf %‘ﬁggcﬁ?hrgt?’ilzzl S tﬂﬁgug}c%/]iﬂg%.m%%q ?X&Hié)?et &P BYEhGr i zed,

i n di f f evheit vaeohodhineinhats nag bpdse COTRLY eNusBaRESHioup BySihtal ofageaess, and

fi nanci al tcﬁlggnsacti ogs, as e g‘pl es. In various enbodi nents, the phone
nunber M BT 0L AP RO IRESAES DI A pHE HENRGT WEFIRUS FFRSURHIS he

| nt er netdeschibEOMGEn Ard 1068 ated BNRE wifhla éﬂlbft%gséa)éﬂgrs@m&hngfqtoc%ﬁ exanpl es.
20l n_sone enbodi nents, a user nmay be able to enter information into a
webs?t e Hotevarmgthairaeeels.doesramplept mulfroehamesaging savich SVMNE) pidlecobynot her s,
whi ch ] , 0 t iical L,y _for storage. In

i 11 on i A b Rh R PR TR o BB Rkt on

t hr ough atdvei the phomey fwtabiyrtaensipdoyetl dMbhevaehsioteem Bsdr@ents HescMbdd Ieusn

ties, such as a i nanci al insiitutions such

enbodi nent s tlhh)rd Ji)a , ? i.rﬂli.gres, f .

as bank&® SIEP'Y s UpG WheEn R30S 1he BUFHR! 55 HHBFITEET Brics o RIEORMRIIET t ¢, some or
all of whihshniteyorbeyteanshes hednk Othbh@ingh AR xarfiple LRE hetwiok-520BsRMHROdI ment s,
certain such information nay provide an alert or alarmto the user, for

exanpl e oMY EIdPhgaragsen prnalarf b patrimsfrrsd éh tassfermd fore.canidon sefed) ar ge
deposi t Fr o1 - W EBE W L i | >4l | of
chi L dr et il BRI IEASORGRHR i et b AIE B0 bRERE BE 0 vi e
ot her i afcspiableilensl ofdatasecplipnd, the axaniyee @lxyetosii 106, usors o2h anddehwas, for

exanmple, b ccount_bal anc transaction. histories, frequent flier

ml es, g?eégziut&ogé)rr Biire %alaf(?%a’?ﬁhioees ep iaflgggﬁe&p?/ﬁutvﬁar‘ﬁb\}éﬁgfe PR ance

i nf or mathirauph avetw@R} fof Sxangds Mbbile SOt raGLE 40andttongh bhdw@obile phone 1 N
varigus enb d%Pmsnts, Figs. 1 through 8 il]Justrate an exanBI e of an

envi'? onAEHPT H KRR SHPT BISCUREHANH Hdudvey Lesperurer ohmabUg BR9IE| | ust r at es

var i ous,&%anRl4eswRith ﬁﬁ%@rﬁﬁem&rﬁﬁh@@,lfageﬁ@ee% REd FRBA%J1Gs %ﬁﬁ%ﬁ ages in
a secure manner. Various enbodi nents described herein are ilTustrated for
use wi t fagd gmervisimes swgilnphase noiwsel (IBAS)c peadinbic obtwoBlowete kit nav brkr a

pr ot ocoksg: X L edi gi.ng servic r.otocol, an
Ut r ot oF il P I Ao Rl s BRI, TR0 T 3P s8I R Rig! “ressag ng
pr ot ocofrgnsangdiomroftikfernhitive toraybdapicabd andhe cérphoyeddevides ePvedoyvevar i ous

errbg(?i rrené@eﬁﬁiescri bed her§i n are, suitable for use_ when a} nmessagi ng prot ocol
is

i 1 98U FOTeC 40 LIRE! 1 PHLYPEA" 89Y THEbIE ST RAETERPIC S @M1100 | s,
anong ofbesm i DEK mafcr®XAlMhLiIRf ARINRNWDY, krasedesyshemdReansi gured for
managi ng information that is transferred to, transferred from and/or
st or ed Multiple networks simultaneously, for exarnple o a GSM network of a first carrier via a

GSM modem, and to a CDMA network of a second carrier via a CDMA modem. Further,
the three users 21 to 23 and mobile phones 41 to 43 shown may serve as examples of a

25 larger number of users and mobile phones. Many uscrs of system 100 may have access to
the Internet 10. For example, in various embodiments, user 23 has access to the Internet 10
through personal computer 13. Further, in certain embodiment, mobile phone network 40 is
in communication with the Internet 10, or information is capable of being communicated
(e.g., in one or both directions) between mobile phone network 40 and the Internet 10. In

30 various embodiments, mobile phone network 40 may be connected to onc or morc additional

mobile phone networks 40 or other networks in any suitable manner, for example via the

Internet 10, via a public switched telephone network (PSTN), and/or the like.
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on a nobile device, which is acconplished in many enbodi nrents while

mai nt ai ni ng an acceptable | evel of data security. In the exanple of system
100, users 21, 22, and 23 own, use, control, or have access to nobile
phones 41, 42, and 43 respectively, which are serviced through a network,
for exanple nobile phone network 40. Al though one nobile phone 15 network

40 i s shown, q&g_@mgcgig&pts Ea% ibclu e ?r use nquer of nobhi | e phone
net wor ks 40, ﬁ%lcﬁ’ﬁay | MEEPEDRANES ™ %?’%%E%Bfg.mﬁgzﬁ§8ﬁm 2r%i n,

unl ess sgpecmhy caldesystatredutd)of Whaeste AclodBalidiem phondimedWREdss s fam be a
cellular network, a satellite network, a WFi network, a WNMAX network, a
wi r el es¥iHer {FR of Brstamich diana pses gruskn aihpsigbiodtiss Patighamyesnon of

| nf or matdseflcdunBRPLR R ARES c ROAM QRO JHE Fvi T dr oK CRThe MRIERVEr, a 20
nobi | e device may conncct to a network i n any suitable manner, for exanple
via a GBMthodenyios aomvdimantte Aystean t0G thay bé daafiswgdita dlmatdnymuicaobi | e devi ce
may conn i ple i gl (0] | e. a GSM

et wor k057 o5 R e B d bR Ih Rt b BRRMEe e b oo BT B X of &
second caasted @ouyi B thisGBBernmpdem 1 Euniherpartidudartyhbnesh e e bssiZbsdsp 23 and
nobi | e phones, 41 to 43 shown may serve. as exanples qf a 25| arger. nunber of
Loer s aRi gl e TgErBeT BB THe Sy SUGHC st B TR0 vy RavEC AL e ot he

| nt er netndlénfifettiaB s ilaton ViR sYdldh OUE l&ﬂ*é@ﬂhlzﬁ'[@,%@embﬂ@@ mAdcRBsiAGLESS tO the
Internet 10 through personal conputer 13. Further, in certain enbodi nent,
nmobi ¥ e prvveic senpynicade ¢y beiweahmembarae] dpreviefined letadrren aich 29 FBor

i nformat|. ' I f i i.cated (e.g., in one or both
directi%%g%’%gg%ggﬁgﬁ%ggﬁggﬁﬁgﬂgﬁgggag%k 40 and the Internet 10. In 30

vari ous enbolh veentssmbrgbihénes, péreerel Sne inwonimuticatmay Wit tioinfeect ¢éd t 0 one or
norc addi tional nnggle %hone net wor ks 4% or.qther net wor ks ip q?é sui tabl e
manner , O @SR & 1144 °F Ke“IHPEPHEP™ 1O 4156 SUBT & POFE EREE@ ™t @ ephone
net wor kmbR&EMone amaiher sehhe, dntikoe the like, via a wMBleOMER orkSY SHRAMEDD stdy be a
public systen1ie.g., a system wherein any nunber of users may utilize
system HesHHE &3 HoFmohngseite B B oo yab did Iplmst 1% | i mi t ed- access
system W th & yg{duebabMimbhlSkrves YER p‘.éh%? st €60, DhBLerle 134 &gﬁg@r@&j to
utilize particular systemresources and/ or" send and recei ve conmruni cati ons
Wit h ot ke truntedigatoyvagfeonfmired oahanags erBtiptastttossages.vasvaus eayooiidentys, system
100 may , bhe nfi.gur.ed t |1 0 nication_oply b 2N [ for

exanpt eSS ROUGGHIEHo Gl Y P ETHBL R B 2 SRLUETRAIBEDT ol ot e
group. bmmbkeinsobiiadeetes, sydtieglld0safesard@sipied srcaneat mors niobidddesickar
busjnesses, mlit ri, lamuggiorceggnt, overnnen%s, an? trf%li ke, who w sh
t o exchinges ‘Fﬂ“@‘”ﬂ?‘%‘s AT PR FFaEEns PATARTS PN ART BREET BhCNA™A system 100.
For exagh@ue, 3¥S1HRMkd 0QerBY 082 AR ke enckOptiod 1@PaRk eliGR IR at i on only
bet ween nenbers of a pre-defined trusted group, such as FBI agents, ATE
agent s, SYRFPTHE et FERHMEPT kerdcarpawpipqe with a hardwargpeguily gislulenbgisraes, server
15 1S 1 0y GOMIURLERLHARHbIBNEES LRIl fualolEUSE). HEENSICLS My De in
communi cation with a wreless carrier, a private network, a nobile phone,
anot her residenrto iranchsothe r¢labllitkel medsagealclivergl ess net work or ot her neans such

25 System 100 further comprises, on server 15, (at least one) first software module 61.
Although shown just on server 15, in some embodiments, module 61 may be installed on or
operating on more than one server. For example, server 15 may include multiple servers,
such as one or more of a firewall server, a database server, an SMS gateway server, a web
server, a domain server, or any other server. In certain embodiments, software module 61

30 may form at least one website 65. In certain embodiments, multiple users (e.g., 21 to 23)
may access or visit website 65 (for example, through the Internet 10) and elect to send,

receive, forward, reply, view, sort, and generate reports, including compliancy reports,
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15t hat server 15 does not need to be in conmmunication with the Internet 10.
I n various enbodi nents, server 15 is part of system 100, and server 15 is
configured as a trusted gateway configured to manage encrypted nessages.
Server 15 may provide any desired functionality to system 100, for exanple
managi ng client softmare installed on one or nore nobile devices, updating
client ?’I)l:[l s?temri%b ISIH %elrm d€V1CéTDrl‘e %PQCI) ! eur(ljlea\lﬂo%segévmes ﬁ/folf"lé ngr cormmands
to clien §%f war e, a ssageé{)g el'ved by c efit “sof t war e,
and t heohd &ﬁ&nmsaléatema?t&d&&}braﬂlﬁmmm@@?\ i@ AsY Mﬁﬁabk@@r{k&tﬁ thoexagipleent
softmare{ﬁgenerate nem/encryptlon keys, communicate with a hardware
securltyv %aP g éﬁanple a nodul e | ocated on anot her server 15 coupl ed
to the inst arhtceagla\eﬁ{boamemsamsept@ybﬁﬁ]pﬂceagér heNGNo H&slnepm%%dh@
reliabilit nmessage delivery S%stenlloo further conprises, on server
15, {at 2®7eé§ tlesgrigyd e (F‘%)tln%i@ﬂqd\Mr@ jlfl devE . My acsBigtebsl Hjocpb';r lcon server
15, in I I on nore
t han on28§§V%§ngkg5@%§gaﬂ%g&h%%ﬁ%égﬁ%?PSWhﬁghgflﬁggﬁu &wpcgﬁég%vggs such
as one ﬁmvmnbﬂe@ﬁnasﬁmdaﬁ@Mhnsgpmer$wsndam@bamﬁmsegvenunmmeSNBﬂngemay

server b a do rver,.or any.oth server. In certain
erbodi it AT WG ek bR el BB i iUl O ORI F LS 85, | n
certain 2%6{991‘31'aﬂ@E‘éc%we'ﬁli]'nldu@lp&‘sbk%ﬁcﬁmﬁﬁoagam (L) homBs) (VB RECGEHRs@F Vi Sit
website 65 (for exanple, through the Internet 10) and elect to send,

r ecé? velhefissh ¥ mepsaps yith heaipiqus HIY nugher iy erksr iy scaepprecend sHEdREdi ng
conpl I ageys hERY c%mamlixlﬂg L. Q&ﬁﬁﬁ&&fﬂﬁé@rﬂnk‘&' NG LNELEpTRRY e d&Y1 CES Or ot her

connun|cat|ons devi ces. reover nmore users NMEY access or visit
meb5|teﬁﬁBvawkapyﬂmhtqwmb@mpd®®0anpdﬁmwvewampbﬁmmﬁﬁ&mhapﬂwrmpdhnge li ke.

modul e 18 0Tt b AL T BRI BRP ol THCAREEn DR © MEbEr SBe0Pce, may

access webaictet 68 Innti GEdetenitadith @i, &ﬂﬁ}&ﬁ@rrle BSS0ERsY tod RFE0ALI0NY MDUS
retrieval nmethod as follows: (1) t he nobile device may receive a first
st ahtar 8PERINENE P ipPoa oISk reuwlge addit-ainfitifg e A2 o BRRURS PR M HK to a

first vyebSidees witdke bN6n USEL 15MbOUSHLREHIPRL L | MKiotad) thiBudd hstianebsi te in

order to create a password and receive a uni qué personal identification
(PIN) nmhﬁmemet“(osk,ﬂl@ lpe beibess axembliess to 10the first SMS nessage with the

uni que PI N nynber. 08&%%& ﬁ%tg 'V%oaﬂé%?89%0§&§EQEF§3§%?A§9§§?96

containing a sec N uni g yper t0 a secon e user
foll ovvsmtblnele lhguper dtorake 64)fotr bz&h&eeﬁsmd.gv;ebsm 28 mnﬂnﬂéyfomhﬁimnt e esmgile,e nessage

ft tti th | h ﬁb d
neb St oD e DR HEE s e R oo Tto s SY Persades BT wont s,

cormut efikel 3In ABYmBEr ¥ BSHintedR, ﬂ@fa@@ﬁﬁlna}%@@@ﬂée@ﬁo s@rd @doRfl or not ebook
conputer, a PDA, and the like. I'n sone enbodi nents, users nmay access

websi t emgBmgHoBEREhe vsers Kty rbb@rh@wwqﬁﬁbfrié@dv(l?eﬁlg modale 306, ar3§ver by ough
mobi | e Rm%?legﬁtoﬂ@mﬁd%y%hlpl?my b@ﬁct%%mleﬁﬁf of the user to provide

information to the user. In certain embodiments, third party 33 may provide such

25  information to module 61 or module 201 through the Internet 10, and third party 31 may
provide such information to module 61 or module 201 through mobile telephone network 40
and the Internet 10. In some embodiments, information that 1s communicated through
mobile telephone network 40 may also, or instead, be communicated through a traditional
phone network, for example, that provides direct wired phone service for a number of users.

30  Morcover, third parties 31, 32, and 33 can choose to deploy gateway 115 at their respective
data center behind their firewall. This provides each third party with another layer of

security. Each third party can manage all access to server 15 according to their intcrnal

10



I n many enbodi nents, first software nodul e 61 or nodul e 201 (descri bed

bel ow) provide secure storage 64 for each user's (e.g., 21 to 23) persona
information, for exanple, 20information received fromthe user, contents of
sent and received SM5 nessages, and the like. In a nunber of enbodi nents,
storage 64 may al so be used to store personal information about the users

t hat has_been receiyed by nodul e 61 dul 01, of.,server 15 from at | east
one. t hy PR SRl SRRy FBEE ik SRMHeRAT PP ETREEPe B! de

i nf or matd @ncadrfert)@nbsairect N certain enbodi nents, third party 33 may provide
such 25inforpation to nodule 61 or nodule 201 through the Internet 10, and
third party 3Pdagyr0hrsyibgeclitpditing fof mdbFonosaioalt B Hrvaaee e 201

through ,iplk{ €15 8hERAGASASLWRS Kodle 200int iR ThEENE 011G 1hd A D088
enbodi nents,” i nformation that 1s communi cated through nobile tel ephone

net wor k uaBtgrayhahso's (erthirdgareag, phbee is onfpumaded tisd pdhe dtigh via atSMRipt | onal
phone n r f ex .na | e I ] . phone, service for a
nunber gﬁ%ﬁe???%%%&%ﬁ%@?ﬁ@h% ?Ozﬁlga\e/{{r |a§1§1 q%%cf@rzgg nglﬁsgmggo s adr?tsec hoose to
depl oy gmtiemay] 1k ebmpleeihe nieesige ¢ ¢. vierdated waend @mmrbefd) gakrich @ierusérias ewal | .
This provides each third party with another |ayer of security. Each third
party C%Wh%_ﬁ%{é%e et v ofE 15t hepp "dE s g PR it er nal

securi t pR@d kM mdiule 200 TERNL GO, DRt WeRy BRTLNBYs 2diPeranthy PRIV phone
network 40 (e.g., carriers) can be direct Mdule 201 may be sel f-updating

(e. §0, Wheanddpepoaisiipsgicsl igpen & maedugp 21| fgm eerveydf ewagicwas! aylhdend a
nmessage - o 1 . i Supdate). The
user' g ?%ér% #ﬁﬂ#%%%%ye‘ng(%g %%%gog{gg?ér)l ’g%%eﬂeg%{%}ﬁ%ﬂﬁ%déﬁaieﬁl?é gl.o, Vi 351 a SMs
or M\VB ressagiedtethg userfsdonein edrtwist phoae emhivstaidld) ovanthe agkexsifroof per mi ssi on

to update e, 201. For exanple, .the S e.g.,, formatted w.th a
commanaf ol koA gt e T Gk ditg et heg! Tkt RE §5 Heei ve ¢ he
updat e. MdredvB€ négiele 28¢ @RS chifi fiR&Eb \emidificdedateandldi @nliridultigle201

termnates itself starts a browser to access server 15 or gateway 10115,
and! Hovnkte%ds ithe | atest version of nodule 201 from server 15 or gat eway

L15. ghrs, Zgi%%ieﬁsrm%ah%@, SudbiBBd | QsiHRARLSo iR 1612 Ve prbfigedigW Ver si on
OT noaul e IS
order to male module 201 operative and/or available for use on varying hardware, for

example various mobile phones and/or computing platforms (e.g., Google Android, Java 2
Mobile Edition, Windows Mobile, Linux, Microsoft Windows, Mac OS, Unix, and the like).

20 Moreover, access to module 201 may be controlled via a password, a biometric, and the like.
Additionally, module 201 may contain and/or be associated with information configured to
identify a third party (e.g., a reseller, a referrer, 4 corporation, and the like), in order to
provide customized services and/or tracking. For example, a reseller may receive a
commission based on the number of secure SMS messages transmitted by module(s) 201

25  associatcd with the reseller.

Moreover, module 201 may be configured to utilize registration with a gateway, for
example gateway 115, In various embodiments, registration may comprise a user taking
affirmative steps, for example inputting a secure identification provided by a gateway
administrator; inputting a short code, a long code, or a phone number (for example, a

30  number associated with a cellular modem) to facilitate routing of one or more messages.

Furthermore, registration may comprise exchanging encryption keys between a mobile
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downl oaded to the user's (or third party's) phone and installed over the
ol d version of nodule 201. A nessage confirmng installation of nodule 201
may be sent to gateway 115. Moreover, nodule 201 may be configured to
comunicate with and/or utilize nultiple 15gateways 115. |In various

enbodi nents, custom zed versions of nodule 201 nay be provided in order to

Kk l.e 201 L d/ I f f
eanpl 6 W44 G HOBI e "B BRED SAaTER RORDOR! Y B SUPDY Hophel sbgl o

Andr oi dgn@}wam&e%bmhem&dnt tomoMiadows. Mobi | e, Linux, Mcrosoft W ndows,
Mac OS, Unix, and the |jke). 20Nbreover, access to rmdul e 201 may be
control | ed vincesapsabadingenismspyref | isaeeispgd opgatevre | I nddrdstdhal |y, nodul e

201 nmay fa%ﬂﬂ&t@'c&nﬁlﬁlgfc%on@%et%%&?ﬁﬂoé&l@@()Y“aﬁd"ga'té%a%rﬁ@t FQIne){éﬂfMé Qaléfs?rgu&lo
identify a third party (e.g., a reseller, a réeferrer, a corporation, and

the bi keky beaceompdishadshiongyiate! edsFohsase psléhs/km@ uiqY¢ orodele 36K | ng. For
XA @ oyl G PLUSH IR 4hEF EhYG, AcSILERLSR R8SE Ay AR, DTRER ! secur e

SM5 nmessages transhi SSOCI a e rcseller.
Mor eover(l madith@y B@& tcsreqntatme gﬁém;iy pusrie drdeo tole piktiez eMbége 30T adcryps thet h a

gat eway, for exa al ewa I n various, emhodi nent regi.stration may
conpr i sélllau%%é}“et gat%ﬂlfof’ ‘?Tﬁ’tdltl}%n?fléﬁgmr?tﬁql ng%iﬁﬁ%p'i‘tﬁ‘ﬁ&tei’l htg secur e
i dent i f yemtik @ivdpavidied Y séhdd atana @%W%é@&%rto hepptibhdtg a short code,
a long code, or a phoné nunber (for example nunber associated with a

cel 101 aPaipp@ziy S desrinieine SN message using adeloficsener pprase ays Sagey Edr t her nor e,
registr g%}ﬂg%@ tﬁ@l}ﬁl(&%@&{iﬁ %eﬁ?‘ﬁﬁﬂ{nﬁgb&ﬁ aﬁ@ﬁ{%(% %&%Esg@ﬁ%ﬁéﬁ%@th%%

devi ce a gate exa a serv IC may be uti zed to
secur el $0kelf dhetrhmltemnmtwanﬁ ak eyronhessogtuk est@ﬁdd 1toon<a:lu|lm11‘ill éf tlevdsuleis I n

cor Rl 1SR et MO, PO LS e St AUy 11 Tn order o
regi strati onGateway 115 then creates a unique AES key and sends this key, togethar with
15 registration information, to module 201 via a registration message encrypted with the
module 201 public key. Module 201 decrypts the registration message using module 201
private key. Module 201 then transmits a registration acknowledgement message, encrypted
with a unique AES key associated with module 201, to gateway 115. Upon receipt of the
registration acknowledgement message at gateway 115, module 201 is registered with
20 gateway 115.

In addition, module 201 may be configured to support methods for determining
unauthorized access to module 201 (i.e., intrusion detection, and the like). For example, if
the correct pagsword to gain access to module 201 is not provided for three (3) consecutive
times (or any desired value chosen by a user or a gateway administrator), data stored by

25 module 201 and/or module 201 itsclf may be dcleied.

Additionally, 2 module 201 on a mobile device may be registered with multiple
galeways 115 simultancously. For example, a module 201 may be registered with a first
gateway 115 associated with a GSM network of a first carrier, and communications between
module 201 and the first gateway 115 may be transmitted via a GSM modem. The same

30 module 201 may also be registered with a second gateway 115 associated with a CDMA
network of a second camer, and communications between module 201 and the second

gateway 115 may be transmitted via a CDMA modem. Module 201 may be registered with
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5may be acconplished through use of a default server public key, a unique
nodul e 201 public key, a short code, and a uni que secure identification
code. In this manner, a nodule 201 may know how to contact gateway 115 in
order to register. Mdule 201 encrypts the unique secure identification
code and the newy generated nodul e 201 public key with the default server

public sen e resu S e to.the short code.

Dot cwds? 1100 STR0E U B A s i o B G LG b e B B Vet ¢ key.
Gat eway nilza;ﬁrerrerdsefage&cw@ry 'HiBUEH TS @C‘gufe@aﬁ(ﬂ(ﬁﬂhiaif beaddfrc@ad eodmdnitite phone
nunber assocrated wth nodule 201. If the result s not verified, an error
message W§ Figphgrreteiaedrdd0é agsogiate pritipdinplea ey viase ek PPMerodegat enay 115

transm tcénf?%(ﬁ?éli"‘(o S B MR R RHHC éé@c)éadtg? Gl Sl bor Gabewey wiha khgn creates a
uni que AES'key and sends this key, together with 15registration

i nf of matciuoing vike smdd GSM obduh acoaligegil 81 soatmoncaesslag dushaeymiedodish t he
modul e %g%ﬁ% a c{ed cate Xhor{\/b %&Lﬂnd %g é‘]idfnl_lt tasnn:;[erh %{t%xge%l IsltSrnq‘;E}} MhiEieage using

nodul e riva 3R a regi’s TAL T OA
acknow erd@emanpreni&slaaagem eia aroyiil ecnvd dnharal/at ok igu eorABGnik tyonadsaed ated with

modul e 201, to gateway 11 Upon re eipt of the registration
acknomﬁé@@@ ?9 ar las, b%ﬁﬁﬂ?@“ﬁ@ﬁ”‘%“?@é&%?%red with
209atewamﬂ;$§?ﬁwexmnlg addrtron nodul e 201 nay be configured to support
met hods for deternlnr unaut hori zed access to modul e 201 (i.e., intrusion
det é8ti on, alucarl@® th@g)menrs(a gatgs@iirpl Samay e qonégwed Fredlowpasyip resiage gai n

access Byl Ae 301,18 (Ut BF OHL SEnLod 081 (A sSONIRHLINSkicHps (o

any deSIr ue chosen by a us a gatewa m hi strator ata stored
by 25nodubteviBlihe aredage semdetu|Seat@Ddnoittes ehf, mHyrlch cthébditredts, amodule 201

Addi ti onal | a nod 201 on.a, nobj devi b istered with

1 pi b RS of e LRy Tt R aE T LoR bl sFBo6Y mmy e
regi st eeRGnMé tahnad fid ZEtutBiREEWRY schilibv@ 5&REInAne dodit ¥ had bEDMniigédver k of a
first carrier, and conmunications between nndu%e 201 and the first gateway

1151pmy CHEMUPIGAS AL EH! Yihe TACTEISI HobeTAMCRENSa MOrSeY sty 201 ey al so be
regi st engd b%&ﬁ‘ﬁgﬁreg%&m %Emes%&f)é fﬂﬁéQﬁioﬁﬁ %Wtc} Qe GeliEMA AR MOr k of a

second carrier conmuni cati ons bet ween u e 201 and t he "second
gat eway othebmpdylehd) ltwlanserin 4 ednmmaclaﬂ@ﬁﬂ\msmdb rchibiciul tert 200w iale be

registered with. any..suitable nunb a Vs k3 1N arder facrlrtate
communi EErTERLTdRT AT PRl e e ma‘s”% tfe re‘?’:‘“‘."“re itk E‘““V

gat evay uidesirerbgoreudenbhgorade 4 parﬁarrmrrmteaiferuw drl’cht]&r Etougtmagba u@iuoéd m)dul es
2 oo B S Db a5 BaL b SRR Sonl hoar o0 Lo
a module 201 to be delivered to any other module 201. Moreover, gateway 115 may be
configured to contact another gateway 115 for information regarding a module 201
registered with the other gateway 115. Gateway 115 may also be configured to route at least
one message of module 201 to another gateway 115.
25 In various embodiments, gateway 115 may be configured with a “whitclist”
comprising a list of approved modules 201 and/or mabile devices which may be authorized
to be registered with galeway 115. For example, a user 21 may desire to enroll in mobile
banking services offered by third party 31. User 21 communicates the desire to third party
31, who approves the request. The module 201 associated with user 21 may then be added
30  toawhitelist on gateway 1135 associated with third party 31. User 21 may then register their
module 201 with gateway 115. In this manner, a pre-approved, trusted set of modules 201

may be defined and/or registered such that communications between members of the
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5carrier via a second GSM nodem configured to communicate with a third
group of nodules 201 via a dedicated short code, and so on. In this manner,
gateway 115 nay communi cate with multiple nodules 201 via a cellular nodem
and/ or ot her comruni cati ons device appropriate for each particul ar nodul e
201 (e.g., based on particular nobile phone har dware, for exanple). 10In

{1 om o RODCIG 20T T BB SPE BN FoT B Her RGBT 20t ARG Ar e 1n o

comon  gid/6d Bolffe detids tn MvhilelishRayBSsageuendera unBiRt @shuanoionebdaay, in
various_enbodi ments, a nodule 201 may only be permtted to conmunicate with

ot her rrghwﬂlguwr@cerf@defiﬁ &Y by we}@pfor FBF“‘é‘ia?fﬁ%dé)f UG GEEMRIO XUt i | | zed Dby

a sensi hhue BOUSLIARAL sRESHGY CovRE R bl Rl tﬂlll&%@@&'&ﬂ catebaply with
ot her rrerrlbers of the s%rre gge%})g%xm reO\}ﬁer‘?l gatceway 15 ma;/ al so be

conf § gubed meoibat ¢fm/wlarﬁh$1\@d mwe@gﬁelrﬁqt@nd@tlﬁwmn@omm qréertheragestarvethed onl y
Lo o e TV B A O Bkl SORTREe I ALyt suf LR each ol ber,

but not ® e nessage sen 115 may be furt her
secur ed, as mrueﬁmera:dmddmwltsom1rurpd1e§81 gldo peniteninc@iriadms tcoubdildel a part| cul ar

circle of tru or oth rou be reduced 20 nd/o el i m nat ed.

Furt her{noaalﬁéﬁéyn qoFEer yhr% gﬁqmlémlé%weﬁ&m ahorsig %egta}é’easr%?n a
modul e g&émmc%ndﬁéahyﬁ{afﬂetfer @@Ml fL hefivAIPAMBH2 A locaMRELRYREK (HANGWAY 115
may be configured to contact anot er at eway 115 for information regarding

a mbeul & widrlareeggite ek SR, eﬁeltm@n@v%prl@eﬁewyﬁl o1 BankCardeigdyorki®c. nay al so be
confi guirgd, 94Ot 82 3L, l3§@t§etex@ﬁglegg?&aﬁ‘g%fgfdef@%c?soggJda{a &’ér?er gat eway

115. 25I'n various enbodi nents at ewa e configured with a
"whi t cl ir8ird pabepdli tsiddgnay tel &b codmEppoteve drgamiders esoRDdtoraneton nobi | e devi ces

whi ch may be authorized to be registered wt at 115. For exanple, a
loer 21 B THaL PRoY-G St OF P SeBRTERT Y s ek Y SreBPRaTEe Lhi 1 d

party 3ilesellds€ LodknABIRIEE 3t &5vdrNS), daGitueors foridter gomgaritets &lg., rekdle@ppr oves
t he request, The nodul e 201 associ ated with user 21 may then be added 30to

a whi t eFPIENIBROCFHT WAL SCIVES | 8 SBwiciy B8l NP, PRty h9ak ¢ dp10vidser 21 nmay then
regi st el amg'#og/elz&len’ﬂﬂléﬂegﬂh%w el prdAddrbirRa PRREfroviReRl €- appr oved,

trusted set o may be defined and/or regi stered such that
communi tatiaorescobptvies alonk hisders, gfvetnimentahbgenelks. send@awromegne or nore third

parties, i 12'3%11];860' 'o'rtqﬁtg Lheé\’t{flgma‘%}r ef%?%onﬂ%%' 201 and/or mobile device
in a whitel st e t unique 1Tdentification code. The

uni que ver i f M@an eam G;@ld’el’ hﬁymdﬁer vy 1f16 ror athkr mmpeaderpenﬁildmingﬁnct}ipﬁen for
exa l e six hours. | n t hi s manner, secu | %/(Hil I ngroved as a nodul e
201 2y B8 U R SO BSOROGD B OB OBl TSR R SOV de. a
uni que bcﬂﬁﬂ%ésf Jiéé@ 'tpfé@s %PQQeMs&hﬁlﬁﬁulﬁt@ ah @01 Srb&dss Wrbrihadiah EWedkakpl and/ or to
comuni cate with nodul es 201 via gateway 115.
symmetric key, asymmetric key, AES, block cipher, and the like. Morgover, module 201,
server 15, gateway 1135, and/or other components may update, revise, expand, replace or
otherwise modify the security model and/or encryption technique utilized, as desired.
25 Module 201 can be configured to storc a sct number of messages on server 13,
gateway 115, or the user’s phone. Module 201 can be configured to store the latest specified
number ol messages (sel by the user, server 15, or gateway 115). Older messages may be
deleted to make room for new messages (although permanent means of storage can also be
used). Users can mark messages that should be exempt from this deletion process. Such

30 marked messages may be stored until manually deleted by the user, server 13, or gateway

115.
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In certain enbodi nents, third party 32 also provides information to nodul e
61 or nodul e 201 on server 15 through a communi cation nmeans ot her than the
Internet 10. Such a communi cation nmeans may be, for exanple, a private
network, a l|ocal area network (LAN), 10a w de area network (WAN), a

t el ephone network, a financial or bank card network, etc. Third parties 31,

32, and 33 e exan 0 rs r personal . dat roviders.
Third partigi §§ S§§ ﬁﬁgn%ﬁﬁ %? %&gﬁﬁwg29F@FF%P§P%E%%%¥§E& t "operators
(e.9., exBPIELNARPAC, BROLMEYkagd FHedirRione bartbddH¥dh nitge Afig@amd svahdson) , brokers
for lottery organizers (e.g., resellers, convenience stores, or server 15),

d| st ri btibEHigns with pestare fyradey disht shing corgther psans ol gpyficatige o hlisAingRBe st or es.
Ser Vi[‘:é é) éi]yéb UnftHer{f’s‘QEsl. ﬂ'lonﬁ Q?tﬁPt H[télr?;o\o}?enttﬁéeﬁlleésggls rQRRKY ﬁ%}fén@ﬁp\ﬂad&r S,

nerchan an enpl oyer  or enpl oyee o e use news providers, health care
provi de#s, anﬁmnanﬁemngnpanmesnmsﬂmmkanmkEmsuagbmébmﬁﬁﬁgaﬂhag@ntles,

non- gover nent al ..or gani zat i ons C. \ e

functi oﬁﬁ}m%ﬁmp?%ém g%&ﬁ? fém?(flﬂougg?‘t{?grr m§§me ghﬁgydemlteegtmev?%%yei%&y oér;) ot her
conponefige i tdrinkZdADoraide tyspht).ORor e%@mﬁﬁythuhealdmzﬁ tAnyesHpd @lﬁhﬁcllﬁﬁ:@hy ption
techni ques and/or security nodels to encrypt, ry
deconpré@%“ﬁ%ﬁm%FﬁéﬁﬁF%gwﬁﬁﬁFbUﬁ%ﬁ%mﬁﬁﬁfﬁFgpF@B@ Bﬁﬁﬁ% Hﬁmnﬁor exanpl e
symret ry ¢ skey.33a3WagtNi € keys) AES, bl ock cipher, and the Ilke Mor eover,

nmodul e 201, server 15, gatemay 115, and/or ot her conponents y updat e,
revige, expaﬁhird maétpﬂsaBde3blﬁH@ﬁhe&w€BféSm@l fopute Pl mespaiesyio wesdel [ d8Ad/ or

encrypthomd J‘c%'t ‘éeese%tu' 'él\%@‘r’nes o881 8ed %5%(88’1% ?o?&%u@%%&ﬁm& e{%fl gur ed

to storé a-se MESSages on Server e user'’
phone. Mydal & @themmaqatges mm‘elcgmeet@ld tcnomtommr& e cbdiﬁtsestgreqapes itfat @d nunber of

Do ol obeLre ot gL e o STl Ry ls O PR gh S ARG Cotne of |

St or ageie RRir 5 urbfic Us§bhs, 1&%%%oglmewak armaés&@&ngb@gsemp@th& be exenpt
fromthis deletion process. Such 30narked nmessages nay be stored until

manlial | orgecetiegs- by t he user, server or gateway 115. Third parties 31
32, and 33 %oaasbo?éan RnsBRth A% 5 %ﬂld@%ﬂ@Q?@@%ﬁd‘ﬁ W bf dogptd @p, for

exanple a ringtone, to a nessage. e ringtone can be one or nore ringtone
sounds, menbswatarofess. witthmersdrorem dpiiats), anerder igHacifibzshinmginicetostwér means of

oL 1 T By ABL OB .S RLAYEd. OB, WS WSS PRRIR A2, O 42

exanpl e, a
uni ver shitionGantsphedd £, ap, @ldanm siagheseota f’rcdremhktfo)f amm@ﬁshdlhatu may

require imredi ate action (versus a notlflcatlo L n% %& i dentifies
meshgedahpahai P éemwlaﬁr AAET rramesndngieh gt 3@ £9ct g Kopfe, the

header pfq{iBeoBs$ @gemﬁ?g}aradnﬁkw% sﬁﬁaﬂléjﬁl@ﬁdsf bidhb, QfvetReck A&D6 Ty the
priority of the nessage (e can be set by a third party 31, 32, or

33 or acaisepnde1o fappitatedesay ?Llﬂmqnﬂlllf}dﬁ)palpﬂ‘iﬂé§0131ﬂd/@325a3%¢fd158@Tc-f-alhers éhd
speci al varoul'k &b?d‘ﬁeﬁ?ﬁ%&ﬂ?ézél ,l.[');k?er cson%&ureg% support various communications

via SMS messages, for example: mobile banking, requesting and/or receiving a credit score,
25  requesting and/or receiving funds for a prepaid phone, requesting access to and/or granting
access to a physical location; requesting and/or receiving medical records, and the like.
Module 201 and/or associated menus and interfaces may be updated and/or revised in order
to provide new functionality as appropriate.
In an embodiment, module 201 may be configured to support a mobile banking
30 application. For example, a user may purchasc prepaid mobile phone credits (e.g. minutes,
and the like) from a vendor. The credits may be associated with a carrier for a mobile

device having module 201 operative thereon. The user may then send an SMS message to
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and 23. Once these secure SMS nessages are received by nodul e 201 on the
user's phones 41, 42, or 43, the nessages can be converted to one or nore
bar codes or graphics that can be used at third party Point-of-Sale (PQOS)
termnals or websites to get discounts, coupons including electronic
coupons, loyalty points/rewards, airline boarding passes, or other

L5cons 1ot Oy BORG A0SR0 RS SRS R 2

opt i onsh bahlin®@ind@iitib) Trecatrich aia@ tIe@MAPOH A tahRNs: Miridhe DO RPonAISEH Oor third
party. For exanple, a user can click on a "get ny bal ance" nmenu option on

i ts phoff Aaditsago hgrogsigh jaeceuntand dice datic! thedrpetpd gedistiged6unt s on
the ”EnHaE%M&ﬁéﬂﬁﬁmkﬁﬁﬁdH%ihﬂgmbﬁkhﬁﬁﬁgb%{m%;hh§£rQﬁ$&9ﬂﬁﬂﬂg%rﬁﬂ&g as "ba
account | ™). Moreover, nodule 201 nmay be configured wth any suitable menus,
opt i &ns [ntp abenlf weewt ahdlibrlycomeands Moge raoey ditat & badsiceet busaidingnal ity for
modul e 204, AndL L, 533¢ 106, USE, LB, A HS0h ol BNALL OUR RAROdL B0t g, modul e
201 may b8 conFld%re t o sup ST AArTOUS TN e At ons Vit 8 Sk messages,
for exaspdhangenobpilepaibatokile phoneecpdest Angerand/ (Qdo sead e YMIgnasakedat score,

25requesti.ng.and/ or receiving funds for a prepai d phone, requesting access
to and/ 6‘?"“@’? &ﬁfff‘ﬁﬁlgéﬁec‘é’é%eftt% gaﬂ%wssﬂeatﬁd P‘d}gé‘?riogﬁ?mﬁ?dﬁ é‘g?tﬁ?{glsﬁrn 1 or

recei vi nge AR Alsers 86Q1ER prafifld bithelckdds albsluh e 0 canel im asgakt at ed nenus
and interfaces may be updated and/or revised in order to provide new

f und®i oned the yikesndeprioptondetion ip &y feovh BEfiowe BEcrs. YeRiigre capgrsplapkpand

configu 0 bl e banking,, I, gat h.on - I a user
oy por cpiori” TRHAREE S ey iR e B SRARRL b PR chale BL BB R R B Fr o
a vendochargdie yor ledking ivstiyutioe, amdslociilat ed with a carrier for a nobil e device
havi ng nodul e 201 operati ve thergeo T user e d an SM5 nessage
Lo o gt b iode e T EREEsals PV RedRedtt oo

sel ect echudipdeittiphtsqe 8dbtheMidels o tladrtig).i Redipibitt hDMe mERQE Bty ey t hen
deposit an anount of noney correspondln%rto the credits into the requested

bank> ac2bfstriendhidna e e duder) ehecdipostledde ¢ berties MAsRrivAE neeatasrer

account ,&s8Q¢ Fateed r‘é’éigl%nf. hg 020 & HEMeE8ge Ldhidnl HeEBBAGRay BcESL TRy nove
noney 5 i'nto a bank account. Simlarly, % user nmay nbve noney out of a

bank acebuapicyis. sethaticagh wnipSBcang sy s dreonaprniee btk recrpepiegrdligname anount  of

money be. ALOVided 1,0 LAY L] BAEXANAnge, [of RNEPS &IPS plonE
credits. user iy al'so send®an nessage to a cartiver, Ihs ruc?|ng t he
carri er cériuirt ¢ranglireentq usel et t2ednad QRbar credte Bicruupesndivingpoh herofusgricntd. n |1 ke

manper, users y. send prepaid phone credits and/or mpney .to_and/or froma
ot 401 e O AMPOHRNS; & 8TOUR Ff EHCANY AT HHIIRE PRI BT HORY Hi ous user s,

vendor s grogalid deBi 18 mdAaRk® v3Rde SPMbRIINIS mEEABSS ah $heQd erib Qfiinb:iss MAYs | ncur  a
fee, for exanple a fee charged by a carrier, a fee charged by a banking

i nstit utl.dR,andAd cehsenyl pkwrward messages Lo a group predefined by an adminisirator.
Moreover, in various embodiments the administrator can define a profile on gateway
115 consisting of predefined configuration settings. The administrator may then apply the
25 profile to at least one module 201 by sending onc or morc SMS messages to a module 201.
Responsive tc the at least one SMS message, the configuration settings on module 201 may
be changed to match the predefined configuration settings of the profile. In some
embodiments, the profile may prevent users 21, 22 and 23 from overriding the settings
changed by the predefined profile. In other embodiments, users 21, 22 and 23 can override
30 the predefined profile settings to further customize module 201.
In a number of embodiments, one or more software modules (for example, second

software module 72 (described below)) may be loaded on users” mobile phones to facilitate
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In certain enbodi nents, users 21, 22, and 23 can send a SM5 or | MV5 nessage
to multiple recipients (e.g., other users or third parties). Recipients of
the nessage can reply to 15 all recipients (including the sender) at one
time. Module 201 creates and encrypts nmessages uniquely for each recipient.
In addition to the nessage contents, nessages may include a |list of

reci pients, (?o t hat .each rtecrilléé‘ ggan r epl ﬁ]@ﬁ one or r;loarn%ngrf {th

reci pi ertes R A% AR frbSEY ﬁﬁ USE¥EEE) SORHF RO E AR APEHf £ er ent
reci pi eafidsdetretri@nki. Ih s@he efb@iinahis rse@infiseMi sc noduRentiritns esdodirent s,
users 21,22 and 23 can create a H—{OUD consi stin st of recipients.

. : g OB a I%j
20 I n ofwkHe ahysE M Re dowrlogied iphiednehils ahenss o dgh tAeMeRISPIORE BFYAHY ¢ he

i nfor maty] f fh, bSe:SGMest o SREURS AR QBE MVRE RodlYS
nessagegﬂr%#tgﬂle%%ﬁg%%rg}gi r’ren%s,gﬂ)ues?ers 21, 22 anc?ll % can stend orO forward

messages?2 noydedvadepope dugfionebly thy nzanufdmiariod theahore, or by the mobde slesrer , i n
various enbodi nent s. the adm ni st.rator n | i teway 115
consi st ig?%w%P ‘06%%63 rier)fgrcfllp%’b\r;‘flg ?Iaul}eﬁtllgg%gggltdﬁ ?%ﬂﬁgger%gggrgr ﬁéﬂ ﬁ\ﬁ&s’@?\ge ‘or may then
apply t betbpnetinkd?2! witatard madile onencnoe, 2Qbrbyrieasndicngoop@ens nore SVS
messages t% a gfpdul e 201. Res&onfive 1to.th,ed;at_ | east ope SNBlrresg qge, t he
conf i gur&¥i’6R° &W?%@éuﬁﬂ?“m €25 BAP TR LR ARG TP Po BT TP T RE @ edef i ned
conf i guphatidi Q) eS@f b1 2B Ofre MRS, Idofainl Beis@RIon, AMREdheRNL Sntrd-hadprofile
may gre\_/ent users 21, 22 and 23 fromoverriding the setti nPs changed by the
pred@f i féel-govermitieat g YONBRUTEBOE] At e cosauaication, ool Ba4ke3 can overri de

30t he predef | fi erti f tDWE' 1.

I n a nunber ngﬁ%%o%ﬁ%n%f &%h%éhﬁ%r%si%g{%g@ nodu %sg&%j%fmg%anpl e,
second safhmwaiceions dulyde A2nd whirger ddvedt oftelr 6wh o mmabylelpboicpadibal ftmamwser s’ nobi | e
hones to facilit t he sendi.n ecei ving,., and storjng of SMS nessages
G e et Sttt e p e e il A b 88 BB Rant o

second sefémangitmmddtent (EDAhatsniastphsrda Bhickhiery®hiple pheoRs ameibobl

downl oaded to_ the nobile phones through the nobile phone network, through
t helf nt 8k$hd¢ iker both, as exanples. In other embodi ments, second software

modul e 572 ”@\Mihh%fe}éﬂ@éjﬁéiv%ﬁi s iNGdRBONG st b ol 6d g5 of the phone,
or by the nobile phone service provider, for exanple, where the phone is

sol d t octthmunisars with sey e rgerd thivbrastoasér , 3% end wWapmsl/eroders 81,722, awbit ar e nodul e

61, nodule 201, and/or yarious other. >anf:i L 1.0
support &t ve PRSP rR et ISy PRSI RN Re ke PRUEARL SRR,
banki ngsereine (VM) niwealothincakeire nfaonareh iphones dodd, and €Yiasd diatemomyte ai r | i ne

check-in,. intra- and 10j nter-governnment , agency co j.cation, terprise
Comtini EFTHHON Mt 14 ka0 25 COmp piea R A T NI ] AAGYTHG SVB
nessagegnanda@v YNBs ERSSAHRH RS MY, REVISCOmMNIEAL 1@aNS: NRY Meddeng using a

device other than a nobile one, or that has more functionali ty or

f eat ur esant Yraendgaed {ppise any §t hewmmoperlalniopre Bebisepace spdihadafevi ce may be a
personal . di gLt | ]t;jad?] : kbefiYeovd | apt op
corrputelF, a %Stédtqllbtgg%?hi an /O'E Eg@%%gﬁ%ﬁ&h{%ﬁ%gﬁl ?Sef&ﬁnce r?oe\'/c\:'/vt(’) Figs. 1
and 12, niodule&fi ous be pxodiunsitd sends srcviee, ab soonmességeated infirratiomkotbin nor e

and>S1 Opebfort hudeicstig BarT ce el S anBé uha ni et elTE rescagi ng
module 201 to send both secure messages and unencrypted messages, reducing and/or
eliminating the need [or multiple messaging applications on the user’s mobile device.
In certain embodiments, users 21, 22, and 23 may communicate with each other
through SMS messages or other messages in a secure manner. For example, module 201 or
30  asecond software module 72 (described below) on the mobile phone of user 21 may send an
SMS message intended for delivery to a mobile phone of user 22. Module 201 1s accessed

and installed onto the user’s mobile phone much like module 61 or module 72 arc accessed
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service (MVB) nessages in a secure manner on phones 41, 42, and 43, and

di ssem nate 20i nformation to users 21, 22, and 23. Conmuni cati on between
nodul e 201 and server 15 and/or gateway 115 can be through SM5, MMS, data
services, and the like. Mdule 201 can be configured to use any of these
protocols in a specified sequence until the data transm ssion to server 15

and/or gateway 115 or to, nodule, k201 is conplete. Mreover, nodule 201 may
be. cont Pafuaaleboide i sReuBrok P Lierg SRUeLRisel. At THESF TS ion both 1 n
25a secHxefiRNEr @RerUMBRRINARLRE BN BE fransASitdiashy @@d (SbdhRtaaNAlheimMey, a
user may utilize nmodule 201 to send both_secure nessages and unencrypted

nessaged! CEEdO&F bfe AnEAnSE] PHGERE AP A heMISBepss (G ducpe Bichadivlign ng
appl i cat ' i [+C8 - tral | ments,

oer s b B3R er ISk BB | AH R in an SIS S RBRL B LRe ORI 10 0 aues
or of henumessagesmesages secantdromparesr. | Skarpheradbbeysendidud ph@@ ¥2@f ug@da second

sof t war dule 72 (described, belo n.th bjle one of user 21 may
send an(jé:\T}Ee Wé&@aﬁ%éeﬁﬁ‘ﬁee‘m&’ o4 6trph8]\£‘? ?@%ﬁ?emn%ﬁ %re ’r%vﬁém%?ar%ser 22.
Modul e 2Q1fieSopeeassethennt phdistial hedhisaboplehge usedinissiddridne tgabone nmuch |i ke
nodul e 61 or nodul e 72 arc accessed and installed onto the user's nobile
phone. NESSRERHOT BHHBH IFE HREESALEs i S5AMIFRS IS BEFE 22 (& g CE eXECFI §51E DL her

i nf or mad,0f.d89dy filsdafe gﬁstéae%@mﬁﬁl@éxmyssgg%@ﬁ. TRis98mian cfh waftufl ar format
in order to be able t0 transmt it using one or nore SMS nessages (e.g.,

duel®o sdndirgiinformaticonisol texdienensagbrewitlioful digdimatition of hhaumbervlbeargdighsni tt ed
in an SMB.ngssage)..ln _one .ex I unerous text. r t from
sorvor NBICHS TAHE ks e imEREe SENORER e TR AWt B Lo DRPRBRAS AR BB

mes s agedesakes irdormmpitibe dx @tdfphe agagekiaf thiesternd, 22itiga chesshess 124y Weantiliewdstoone | ar ge
text file (or ggt_nesP%g%% on R{on_ 42. In thi.s exanple, the transm ssion
of one CYREYAdLsgiedgpioppgqnsp ang/as o adioblie deYIES seanl ess to user 22 (e.g.
user 22 receigSeRn8ict AH0o FigXi, 4 5Qhd ie¥driciessBgEmEaSt ead of multiple
text nessages)). This format can be useful in 10 sendin%pinfornation usi ng

t ex?5 me SGAGEBICHIANA BEVCeThend qraaraiceh? i 2/ Thendmibied paticscHal2ati@ndet ypical | y

found in, I - e | iy particul ar
pi ece o 3§§§¥@E§?ﬁ?%%%§t?%ﬁ;@gbggggng&ﬁggéﬁgﬁgggggﬂﬁﬁg%gﬁoﬂ%?&ﬁuItipIe
nmessages§ateany heS usrmhihzieges witic omveynga dhrddestias éd/ 328 andmt isers 21622430d/ or from
a nobile.device., Wth.refere n to Figs. 3, 4, and and .in various
crbodi ik S SRR RS | Barb i eha i et B s S3HS 5 A or
third pagticessndd) Bedkdds aadmiainici eeksidif OughicaMKMIs heckagatiewaycutd5. I n this

manner, system security naé be i nproved, Gatemag 115 connunic?tes wi th one
or AbreMahisd Ggkivey 485 Ty abp samamBcyE Wikgsers 21/237£ pga conventiona

(unsecured) manner, if desired. Moreover, users 21/22/23 and/or phones 41/42/43 may
download software (e.g., secure SMS module 201} from a server 15. Gateway 115 may be
notificd of such installation and be configured to communicate with module 201
accordingly.

25 In an embodiment, gateway 115 may be configured as Software as a Service (SaaS).
Gateway 115 may be accessed by third parties authorized to utilize the SaaS via a secure
network connection, such as HTTPS. Performance of gateway 115 may be scaled, for
example through use of load-balanced server farms. Moreover, gateway 115 may be
connected to wireless carrier networks via multiple redundant connections. In this manner,

30 gateway 115 may be configured to support a scalable number of uscrs.

In another embodiment, gateway 115 may be configured as an on-site enterprise

server. Gateway 115 may thus be accessed by an organization’s internal resources, for
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(for exanple, via nobile phones 41/42/43) to send, receive, and store short
nmessagi ng service (SM5) nessages and nul ti nedi a nessagi ng service (MWb)
nmessages in a secure 20 nmanner. Gateway 115 nay al so conmuni cate with users
21/ 22/ 23 in a conventional (unsecured) manner, if desired. Moreover, users
21/ 22/ 23 and/ or phones 41/42/ 43 may downl oad softmare (e.g., secure SMS

nodul e 201 fron1 ser i ed_of such

i nst al | &t70h° alkd glcétSﬁ%lfodﬁ?oéiaga%e&(lz\%m}V %IQP%ne&%atgﬁrCﬁ%taﬁ?r F201 accordingly.
251 n_an hveirbodt, Rrtvay 985 8aYe diHigiay beupponfiilgutcadicass Safdoehmsas a Servi ce
(Saas). Gatemay 115 may be accessed by third parties authorlzed to utilize
the SaaSlow %ilg&O@%MW@TWWWWEWEB%%WO“%%H@%S Caerey Ll ey diSfince of

gat eway C&J‘fﬁgu%yw@?a SR Sidab1d Her ﬁ‘%l@ﬁgé}ﬁm% %Qéégék slt'tﬁ‘ggé)gndyog afnhal ganc ed server
farms. Moreover, gateway 115 nmay be connected to wireless carrier networks

via ful tfulrmnenah@dmddnlmr feraureeastdesingsl byl apartiiudar gegingatioRy My e Wi et may be
conflgu ig to.support a scal abl e nunber of users. In another enbodi nent,
gat eway B nay be configured as an on-site enterprise server. Gateway 115
may thus be aceesseembydimenogganiyzAbiney te donfiguradhs o esawseesicr f or  exanpl e

vi a a dedi cated short cod host ed th a orted regator or carrier.
mreoveenan@%fiéaweﬂ%w he M MU QG P ‘dﬂ%%@@geﬂtw&teﬁgﬁ? % @éscess "circle
of trustarriaht EMERS, GRERMPIE Al iANs® BlrMeDEINVR SR 60N Hoade i @HeRRF (SAESCUSEer s.
Gateway 115 may al’'so be configured with a cust om zabl e encryption schene,

mesd8ge ASteortydy.antihey 14 ey vPeglesh agend-aleas pYsiemanlPrsxiBplef B ddo as
desired, 0&3%5¥Cdfé%ﬁ{a @&@%fé%gt%[)e%%pwg{;g%gg@%théﬂo@aga;oﬁat e. In

anot her ' I ment, gatewa e con as a wireless carrier
managed wseteas cericrGM ewaner. Blftaway 11 husybe a@acmieéhmgh aod/of ubupjeditotimgr at ed i nto

ﬁe\éms ;S: ﬁalsg(g‘?.{; :‘Sh}gg(%sz r#%har )g%/ééﬁrSCe mawrgtz“,:",OCIa.teciNI with an/%fs co%%fe'éllloe g,nvsnu%n 2 t
of gateways 115, In this manner, gateway 115 may be configured to support a scalable
15 number of users in a wireless carrier environment, and gateway 115 may [acilitate secure
delivery of messages across various networks.

With reference now to Fig. 6 and in various embodiments, one or more of third
parties 31, 32, and 33 can create an account associated with gateway 115 (step 602). Third
parties 31, 32, and 33 notify users 21, 22, and 23 to download module 201 onto phones 41,

20 42, and 43 (step 604). Alternately, third parties 31, 32, and 33 can scnd modulc 201 to users
21, 22, and 23 through a MMS (Multimedia Messaging Service) or WAP (Wireless
Application Protocol) push (slep 606). The user downloads the module 201 (step 608). One
or more APIs (Application Programming Interfaces) and https (Hypertext Transfer Protocol
over Secure Socket Layer) or hitp (Hypertext Transfer Protocol) can be used between server

23 15 or gateway 115 and third partics 31, 32, and 33 or users 21, 22, and 23. Moreover, server
15, gateway 115, third parties 31, 32, and 33, and/or users 21, 22, and 23 may communicate
via any suitable protocol, method, or means. Accordingly, the methods of the present
disclosure are suitable for use on Global System for Mobile Communications (GSM)
networks, code division multiple access (CDMA) networks, time division multiple access

30 {TDMA) networks, frequency division multiple access (FDMA) networks, transmission
control protocol / intermet protocol (TCP/IP) networks, satellite communications networks,

and/or the like, and/or any combination of the same.
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10Al ternatively, gateway 115 may operate as a stand-al one system For
exanpl e, gateway 115 may communi cate with a SMSC of a first wrel ess
carrier and with a SMSC of a second wireless carrier. Mreover, a gateway
115 may be associated with and/or coupled to any nunber of SMSCs.
Simlarly, one SM5C may associated with an/or coupled to any nunber of

gateways 115. [In thi at ew 15 be conf] gur to su port a
scal abl e 15nur%??ur8§ifgg$'glsluﬁe‘gb‘(/ﬁvﬁ¥@ii %1233/ esrm‘i?iSM rpgﬁ/j[s MEE gat evay
115 may f agéddtaber s@c4T18 (dep KVBI W REuTBISRIREMAE (1088 IWETRI)Wsebnet wor Ks.

Wth reference nowto Fig. 6 and in various enbodinments, one or nore of
third paericss 3w ABDandierng thea philehle X @oets- o AEMiNACEde Mate® it h gat eway
115 (st t 5322 ks the dser@nd 23 to
downl oag'@lﬁr@g ) hasgrﬁ?@ﬂ% @fl]gg&ed O%%helﬁg%ngﬁé’r%b Aém{eg%EG %f . tA]\I tseer1 nat el y,
third paaStme@lelQl Ezdedmdtsmommes@mdism@cﬂleesLacsmcwrgsmé\/ﬂzlﬁ m@gageand 23

t hrough a SS e rel.es | ication
pr ot 000} titgHot pahEa! GRE BEhE Al T ent st a5 AL €06)
One or poihe séNdksSotApPkisaad (e uLEr@g [ 2070 DB od thire phag &5 )32and 3N {stgps16Hy per t ext
Transfer_ Protocol over Secure Socket Layer) or rte Tr ansfer

Pr ot ocolNce BF Tes1ViRsS e hUtcR RIS 1aErage i r%wd6%%199%&8@\/9&9&%%%5%‘@(%%68 parties

31, 32, \pad §%ag5e kle?l@{oslhggendglzmaéé?derag or YREQDY BI5, cohBINRE tHed thed@brevay 115,
third parties 3 2, and 33, and/or users 21, 22, and 23 may communi cate

vi al@ny opaned élmreespargﬁt(mm620)néftth@@lser deesmeblny e m@@iéW@d mefdgd o Hpélrrpé@rr?ods of
the presen d i f Mobi | e
Cormun; St e RN R R B B e e horR BT R A

net wor k eesdabémmay by sesit ancleas idxit, fhemassegesa a3y sKiped., amammmmkms nfasggeuency

di vi si on nul CCess netmor ion control protocol/

i nt emet reﬁg%vtai) t:hOQ ﬁcﬁsg{%?g}’ b @Fﬁllﬂ{@/jﬁg]ﬁjr%ﬁl cations networ ks,

and/ or the | jK@rioa&hsydiBés, GaYoRakleaRefefendde F3RMEa usehdSREIER SVM5 APl s
used by third gartl es 31-33 to send a SM5 or MVS nessage to gateway 115 or

serVer IRdplst28p ($ep0)24). AWSee theasaniscapp sehsha messpgeAponpaty plpney@ BegEpRA ces,
Java Apllglfan% 8&@%@?&%@#‘ ézgg ﬁﬁ&%%%}%ée dle ﬁ&ﬁpmmefmo gé]dmgg as

t o whet her e user oaded on t eir phone 41, 42,
(step 6a2jessage wtihets pherc (aberhais clyo theluecr 204y ﬂebaﬁfé@n@ﬁeqm@acbih@ﬂéoolﬂmn t he

user ves cure nmessage_on t hone | e 201
(step oTrpREs PhaBroer e mahr L BR8Pl Bt v RO R P TR e, o
the mes ﬂag%eﬁ@algaddreasslﬁj’okZ:ibnteﬂt'é(fro@rthéﬁBpleneI fta eip sdciye NS a&ﬁcssdjboBS) (step
616% Once the recejving user. opens  the ssage it received ep 618),

another (At KREFEHGeRERECrERsddy Hedplbe) et HI5TTHE IR RFSEYF dVSer ver 15 or
gat evay s ddless G IsTeit Bl BAt stbf38 oHSIR phone. In this manner, if the phone is lost or

stolen, those with access to the phone may be prevented from extracting personal contact

information {or other sensitive information) from the phone.
The user’s message is encrypted and sent to gateway 115 (step 630). As previously

25  discussed, a determination is made as to whether the receiving user has module 201 loaded

on its phone (step 612). If the user has module 201 loaded on its phone, then the user

receives a secure SMS or MMS message on their phone in module 201 (step 614). An

acknowledgement (for example, a delivery confirmation) is sent back to the sender of the

message (step 616). Once the receiving user opens the message 1t received (step 618), then
30  another acknowledgement (for example, a rcad confirmation) is sent to the sender via server

15 or gateway 115 confirming that the user opened the message (step 620). In certain

embodiments, when a user replies to or forwards a message, a message identification is
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10opened the nessage (step 620). If the user does not have nodul e 201
| oaded on their phone, then the user may receive a |ink to downl oad nodul e
201 onto their phone (step 622), the nmessage may be sent in clear text, the
nmessage may be ski pped, an anonynous nessage retrieval nethod (as discussed
above) may be utilized, and/or the like. In various enbodinents, with

continued.reference to Fig., 6 .user downl oads 15 nodul g 201 (step 624).
Tnen ¢ ha ey FLRE ERet s i ro Rt P Bl ReS v B iREE BRErb e

anot her tHe9R%. OF thishhirtheRarthtedds befe felbhessidie nas &k n@Rb@IS one or nore phone
nunbers to send a nessage to in its phone (alternatively, the user may

sel ect from H $sebT enbpidress hoskIBrotA g g2 welsHe awpcipled 3heoss.  For

exanpl e, 5@ {g(aﬁgw% B84 18 AAHE B8 H%ng Hab BedhSRIivGBNa dMRALJ. tIRGhsmgener al
address book content (fromtheir phone) into their secure SVM5 address book
20( e3 g. exdnatvdunitle racateingbees epes dlt racksine, moduly 80 R@Xymathly delfios i@t i on i n
the secur .addr e ok ;i s .e t st.or 0 e. Inthis
manner , ”}e?f’a?%/g’“g gl éécfeéel% (1):13{;1 pg?oc{;&grngen%ge{ ﬂ%g%es\%ﬁgteﬁg%pcegee&sgﬁ taglgt?‘%e phone nmay
be prevenngde fwiemiextraahi 0gr pprsandtlogeniaaéssidd! oodwe 20haftomatidaher
sensitive information). fromthe phone, The user's ness .is encrypted and
sent todaa&ﬁ%mMa@e? thepirgn atelxgr SRR #@W@Eﬂ%@gﬁ}m%f&éﬁ@r mi nati on

i's mden@&ag@is\/&rb%édyerseﬁlam5,%9@%% ngs. s Blodaso Mmedidreai@fikhlpadethagn its phone
612). If the user has nodule 201 | oaded on its phone, then the user

ste
§ ec ég vedelgligapogess SvBchdingngiskemdhgkeader af Mg pessrasiar infhabiyld 201 (st ep

614). A e fior ] LAt S, sent

back tOHF%%EQgﬁggfggﬂﬁ%ﬁggﬁggggge %ﬁ%ﬂﬁﬁgg%%Mgﬁggg%ﬂg&?ggé#ggﬁah%ser opens

t he nmesdegedieventgond pethd(atdepe BiB) Ustrhemd BOdpaticecanackn Owl sedgerdentry (f or

exanplei a regﬁ cqﬂfirnatioq% IS Eent t.0 thglﬁeﬂder via server 1% or

gat enay TP ORI SFHNG A RRA S THEULEY PHPEEY [T hE T ASAgEsTEY 8° 89D . In

cer t ai NwaBDefh iRRige wibedlivarddsald Wiehlca8smtRa@y wiswpemddds. ca vilshadee, a

message identification is included in the message to enabl e tracking of

whi : igjes P §004! 16 MPHEWar e & OPhHE PPESCOEMANs manner, a
¢h naxkHyes WaETRER) heyt e e @8 eremid A

"thready,Qfdel Sé. %Rﬁ%iﬁﬁ%ééﬂg%l TRY, REb PRARGEGh the like) ih BrdbRfd iRlSaEHROI ment s,
the sender could log into a website associated wth server 15 or gateway

115 t o setwephd patipflantrnessapeds agecrinalslipaeh rapd| icpkedetd, rvardgbdeldiedlandanot her
5exanplgmlwh n the receiving user opens the nessage, nodule 201
autonatlcaﬁFg del etes the nessage within a predeterm ned period of tine
af ter the ned&tgefcichcopsnedriol haminottes cakadimpbds, thind partibed I, 82,eind BAg user

opens and, cl oses. the sage, nodul e 201 automatjcally del etes the nessage
or her SHHTROTAZSI 5 B a1 ChdFeh oot BABEGA PG ek e FITRTSFL By | he
nMessageinf§nfutifs 8ata) FANMET, (di8p 70B! EWRYakbhs, i phaRelI6st 2Rkpleadd, &at e such
an automatic 10del etion process by including a field in the header of the
messagelonger bepgtused, Bopipg 8t hpee of any personal mformation, messages, or other
information may be desired. Third parties 31, 32, or 33, and/or users 21, 22, or 23 may
utilize a secure SMS API or other method to send a wipe command to one or more phones
25  (step 704). In onc cxample, the user can access the third party’s website or server 15 in
order to send a wipe command to the user’s phone (step 706). Gateway 115 authenticates
the user, encrypts a wipe command, and sends the encrypted wipe cornmand to the user’s
phone via a SMS or MMS message, or via other suitable method (e.g., within the body of a
message, in the header of a message, and the like) (step 708). Module 201 on the user’s
30 phone receives the encrypted wipe command and decrypts the encrypted wipe command

(step 710). A secure SMS database (created by module 201) on the user’s phone is deleted

based on the decrypted wipe command (step 712). Moreover, a wipe command may also
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nmessage) with a command to del ete the nessage upon one of the exenplary
events (or other defined event, tinme period, and the like). Users and third
parties can view the status of every nmessage. For sent nessages, users and
third parties can tell when each nessage was sent, when each nessage was
del i vered, and when each nmessage was opened (e.g., via tinme, date, 15and

st at us |nf tion out th S For examml e,, one nore icons may
be- pr ov el B o R b QU E" Soationdo & haty DY oHeare dita TR ke) |1
order t@id Hdipeab@ntah@ (B Rk QlonRnRAF b pEéHeal dH@S@laﬁﬁer(aﬁplg:anol%&Héy, be
delivered, read, replied to, forwarded, deleted, and the |ike Wth

ref er en@éft?h%walﬁléﬂrwgi/orrnaw Vivedolisctahisse srorbelie Hddiigaby, |f@%dU@120132 and
33, 20arﬁge( ¥ cUﬁ@éﬁedzt%’au%% P@ﬁﬁf fﬂe Gatkufl &4k tafBLb Qﬁd/&hﬁ ég}m 3 eﬁe(e g.,

del ete oné tens o mat 1 on or ata r enot p 702). For
exanpl e marriorarqsmmefeltcsrdpwtd fadtfbk@bacaemorlmtlon@tttmptger othei m@ouswd wi pi ng the

hone of, | inf he i b
A A et e T A S

utilize a SEMtfrﬁwSME'l AllonoembéddieenBRB ot mbe: Sepdnéntnbpeseamiantdytbe one or
nor e pho 5(step YOVé I n one exanple t he user can access the third
party's® BRirgdeo dogs &qsp Pr%éa“ﬁmdF@%PrFﬁ“@éﬁﬂm§“&Pﬁgeﬁb%ﬂﬁwaa? 4the user's
phone (st€8, ?&@)(am]s%t@\a@xctla&éna@we@bm%& @ﬁleltvh@e Mﬁ)%fsonﬁ@%b{&{e%r@th\é’r pe

command, and sends the encrypted w pe command to the user's phone via a SMS
or W5 rh@@@a“g@mc@tmm dgvisereotheovisa bl semresehiole ¢egigationgr oHichattrhatdsedly of a

message.,, | i &Q%dne%g%% i [RRe o T And lltf:{]lﬁ‘.gll aléggten(l%&%ﬂnsggﬁ)r ot gul e 201

on the user € r'ecel ves e encr ecrypts the
encrypt@dﬂmumeﬂmdmﬁnﬁdmiam&mmii@adqﬁma@sﬁnexswﬁedamamﬁsesﬁmfea$@ﬂ;by nodul e

201) on.the user hone is del.eted based on th decr ted mrand
(step 71 lyl\?drt%cx?éﬁ)“es%g&ﬁ W%%@n@%‘}"%%i‘}mﬁ%ﬁﬁ V‘M’)P@ﬁqﬁf dat a

other tQancor in addition to a secure SMS dat abase. For exanple via a w pe
command, the nenory contents of a phone or data for other applications may
be &P |east BHMIEIANIOHE/Som BHIE FRIOYINGNFed IScaSIEE & 155388 SO A4d t he | i ke.

Addi t | Og o a ?&'(9 gnﬁém@%n?ﬁh%”& Q%%Qo&e‘hla&ﬁ %ET&%) ifialsbdhrdh B R Secure

SMS dat abase an nt'i re phone ry responsive to repeated failed
| ocal aldt¢posliZzabiiorio atndengihs messagd, ermeseasonsicagtaiesi the first ponetie.g., manner ,
securit ata ocat in_various

embodi meRtS 2 Th e e EIRAen: e orexy S BNy I8 ney enciey 156

server 15} (step 806) and gateway 115 (or server 15) receives the encrypted message (step

20 808). The encrypted message is decrypted at gateway 115 (or server 15) (e.g., using the first
encryption key) (step 810). A determination is made as to whether the message 1s from one
phone to another of a user (step 812). If the message is not from one phone to another of a
user (e.g., from a user phone to a third party), then the message is sent to the third parties
server, for example using Web Services, Java remote method invocation (RMI), HTTP/S

25  Post, and the like (step 814). A delivery confirmation may then be sent to the phone. If the
message is from one phone to another of a user, then the message is encrypted (e.g., using a
second encryption key) at gateway 115 (or server 135) for the recipient user (step 816). The
encrypted message is sent to the receiving user’s phone (step §18). The receiving user’s
phone receives the encrypted message. (step 820). A delivery confirmation is sent to

30 gateway 115 (or server 15) that the message was delivered to the recciving uscr’s phone
(step 822). The encrypted message is decrypted (e.g., using the second encryption key) at

the recetving user’s phone and opened. A delivery confirmation may be displayed on the
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configured to |l og, record, or otherw se nonitor comrunications between a
phone and a server, for exanple, to detect attenpts to "spoof' or otherw se
i npersonate a phone or other 10 tel ecommunications device, or otherw se
m srepresent the origination or other attributes of one O nore nessages.
System 100 may al so informa user, a systen1adninistrator a third party,

and the i f the contents of such re ds, for exa ts to
Spoof Sl aingdiihisEes e oD et HBSHGEL Tt BOFEFRG” LB SR T Bm a
par ti culaafatisSRke OOn@& RAFEGH lg%‘éer@@xls' tBc QYJEQ mdRddH M HgennNOW t O F' g. 8 1in
some enbodi nents, a user sends a nessage from one phone to another (e.g.,

from ph@ﬁ@omed%@eﬂw ofer gatapls aend c&anﬁnmlz1011@9rsenelp gpieway ST eeTinier (step
802). FPr the first
R R e A S A
nességesmgmsenhmmoTbapemaykmmﬁemgmwsemvebed59m1®MEph6®ﬁmmanﬂwg@bemay 115
(or serv recei ves. rypted nessa tep 20 The .encrypted
essage TOLBLPLFoRa R Gl rallgt YREPruTS B ar RATTE L g R 11 ot
encryptitenikeey) (step 810). A determination is made as to whether the
message is fromone phone to another of a user (steE€812) | f the nessage
i s not from ShETSHSAELedmERSt hepriBRAl IssREF ST Isprorpied e b hghBRe to a

third pagdyae f Eﬂﬁnregagem%@%lj!f SserEthitPpdrh& i e BRI LIS 8REYREs for
exanpl e usi ng Web Servi ces, Java renote nethod | nvocation (RM), HTTP/ S

25Pd8t , kandant Chﬂeryipt lopery;, gnrép;a@ )mespasde Frshensgr erchiri panit ¢a®rhavm@nem hen be sent

to the %10 ue keszy so Elld?@l%?sa&%hlré szr{ Oc@m?o eac GQSP %gent 81 I%Q fmo her L[SE’;I’%I aslr%gr;at tecvg;

t he nessag econd éncry

115 (or psey Vﬁfe%c;h@ Eamh Ltnl’tﬁle ﬂ(@_\ysbephl z&ﬂﬁihe&ﬁﬂﬁgeﬁ 1 &@1]86,6?)r ex’ﬁh@]eqm:m&lpil%d nessage
is sent to the receiyvi user's phone ( p. 818). The receivi
phone r deddgisonglsecusing "@Iafeeaernaeg agey “toét &3828)‘3“01)(13%%1 lie\)’é‘?a;}mglg’n |aﬁ nat i on

is sent atspe&@cg@hew@&véllﬁh(sq&ey%ﬁern\gemaaéhyrtﬂa%ertlbemﬂﬁﬁﬁ@a@d Wwasthalilyered to
the receiving user's phone (step 8 he encrypted nessage is decrypted

(e.d5, iwkerg mwcyles?é?éamwhwgzﬁmtbwtke@twe}t11t5hé\/l¢rée‘er,\ih¢@lcwfélﬁn§esphone and
opened. & delli\&liva Wuﬁ&rgﬁ%a 18!8% Iﬁé‘?béjét R A%eE. ﬁBbﬁé“c?ewc% %\da %nzﬁhone by

changi ng the 1con 300|a sen nessage, or fiown on
st at us pageaty.Once t he rece|V|ng user opens the decrypted nessage, an open
acknow edgenent or ot |tab e read confi.rmation i nt t eway 115
(or "oerver - 18] CrBinaredim Sl Qs tibd kg PhaupdEi 88 it Eobriia Phe "open
acknow @d@%&ﬁ&até@ (Ghev@sﬁlrsdeeor&igaﬂ@meth thive:nefpriordicdss ol sy ea®mt amay be
dlsglayed on the sender's phone_hy changlng the icon associated with the

sene¥ meswagk kel prevshiswioh a2 Gtiarer ghEgdo gy smenkey iRaponsiveto | p

Var'OUSa%ﬂ?@@hﬁﬁ@@ﬁﬂm&ﬁeaQﬁkﬁh&%%aﬁﬁ§§@ﬂﬁn§ﬁﬁk20%:ﬁﬁﬁﬁ!@%@@uﬂgéfereﬂt|y
than the message finally réceived, so that only users or parti es who

have t hésiretteongm grfewyipt dmodule 201 is configured to replace the current key with the

new key. The current key is kept active on gateway 115, and a new key is generated. A key
change command, including the new key, 1s sent to module 201. The status of module 201

25 ischanged to from “current” to “pending”. Messages to and from module 201 are held in a
queue on gateway 115 untii the status of module 201 returns to “current”.

When the key change command is received by module 201, module 201 stores the
new key in place of the current key, and transmits a key change acknowledgement to
gateway 115 using the new key. When gateway [15 receives the key change

30  acknowledgement from module 201, the new key 1s copied to the current key, and the new
ey 1s set to a blank value. The status of module 201 is changed to “current”. Messages in

the queue for module 201 may then be processed utilizing the current key (which was
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10key can decrypt, open, and read the nessage. Each user or third party can
have their own uni que key, so that one user or third party cannot access,
open, or read another user or third party's nmessage. Each uni que key can

al so he changed as desired, for exanple periodically, for additional
security. Mreover, a user may nodify its own encryption key manual Iy or at
a specifli |nt This ke n t he, user. i s cgnmuni cat ed
o bt ettt Riolaist midtes SHAT SAURS GHIS LeeOhk i g By 116,
NbrEOVEQMHthﬁQﬂﬁMM@ﬂhﬂﬂmkﬁycﬁ%g@platEd with a particular nobil e device may
be stored off the nobile device for additional security. In certain

enbodi nent s, lakestier g Ok dpesnos sdvrapday fhange acksapiadsemnet afigoadicd 201 may
be updat.gd, e@@rﬁlﬁ%ﬂﬁ}é{m]s%& %no%{éfz'lgguga% g‘ l}ﬁ‘é‘n{a c-SEHd NP é}% SR Modul e

201, a 20c rrent ey an a new le 201 is con I'gured to use the
curr ént tkeydulRe§ponsirvrore dinzes pffedevehmgnemowﬂ@gmbm isndk escevhdifigm r equest

from nodul [or,_a.key ch e.instruction fromgateway 115 nodul e
207 15 SRR Py P R el il i R B e e ot r e
key is kapbeastiseniond gat eiaaye cﬂcﬂ:ﬁnalﬂﬁ,dmatMEIWekﬁy siafuisgeénptatadl mAy key change
command, _i ncl uding the new key, is sent to nodule 201. Thg s}at us of nodul e
201 25i s“hﬂ%&ﬁ&ecf“fp&“ﬁd?donM“EE'ﬁV‘Ffeﬁact@W%Yol15|d’é‘f¥cﬁerf(j“ﬁg%%?e@é‘§ IE3 Y48 r om

modul e 28Lcadigg ke éimahgb RqRYRUR QR kgﬁa@a\ﬁ@yc&ﬁéaﬁmt ada/drhgaslt 3h4s: Abremodul e
201 returns to "current When the key change command is received by

module 20xulesdAlias apmePstor es t he new key in place of the current key, and

transmts a e t key.
When gat eway 1%%&?22% 1\S/essjf)terg ?&ggﬁﬁgﬁoygg&mnomﬁ éf%lgﬁéeh?r 4 %1%}%1390 dul e
201, then raemmrkmatarasmapteedwmmdmmdmﬁ rreusttulek:ey m@ntd: refiéredesrdaeyisics set to a

bl ank vaI. e. The atus of nmodule 2Q1 is "current"” sages in
P han e e utae IS 43 o Uben MR e s ‘Bi st S aang e of B d@ﬁé%mﬁmgkey

(whi ch waso “E0feRBTdnd qhilRdMeWkAEeY Jor ndadle TS S ? sRBise@nd/ or received using
the old key (for nerly the current key) wll Ipand ma be | ogged.

I n tlhe event 9ue embadiggris, apgor fl@fweﬁswﬁewé)ﬁﬂﬁ@ed&é AbhedgEnent after
a key CRange, L 'E@%;%'}Oh!ss}vﬁe@{zbg @ﬁgage;ﬁ %D%%u@%aey%yen AR 4 @i:g€nd the key

change command’ 5t 0 “nodu re-times ey change

acknow edggptemtkeystonetampéceiturde Ercoyntivnday essQailaJed fvoth geteaapll €5. v@me’rmied\ a
predeternlned th ﬁprkgg i% res onge ioog pIl E%rninedkn¢1

transm Y& ek ?} tha 6%( %?ﬁ i e ]h’?jl PHePIoreE: g’t -\ R UEE m)dul e 201 may
be change@niafc pSUSPRAGEE be Piceod @hen gatassaitel hhodiby2 (W eemanfio Guiedt o
periodically check all pending key change requests, .resend key change
comtndstatin&lssrasas @%’-Fg I eangp! nygsiess oMb %@C%@PP Viga SHHS? opri at e.

administrator or other manual process. Messages may be kept in a queue for a
predetermined period of time, for example three days. Messages which have been in a
queue longer than a predetermined period of time may be archived.

As discussed above, in various ecmbodiments, module 201 may have a status

=FE Y

25  associated therewith, for example “pending”, “whitelisted™, “current”, “suspended”,
“disabled”, and the like. A whitelistad module 201 has been placed on a whitelist but has
not registered with gateway 115. A currenl module 201 has regisiered with galeway 115
and 1ts encryption key is up-to-date. A pending module 201 has registered with gateway
115 and a key change command has been sent to module 201, but a key change

30 acknowledgement has not yet been received from module 201. A suspended module 201

has registered with gateway 115 and a key change command has been sent to module 201,

but a key change acknowledgement has not been received from module 201 within an
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I f nmodul e 201 i s suspended responsive to an unconpl eted key change, or

di sabl ed by an adm ni strator associated with gateway 115, nodule 201 may be
required to re-register with gateway 115. Upon re-registration w th gateway
115, the status of nodule 201 may be set to "current” and queued nmessages
for nodul e 201 may be processed. 15In various enbodi nents, one or nore

b d /or. h ' d 15.
i T L e S e S T

exanpl e 281 shobagee@iedkl pliihqackay 185 30chathech dkibedgat evynididiatorQieued
nmessages may be marked for automatic or manual processing. Messages nmarked
for aut GHE PRPIEBeRIthepspagioh a1 caewas btP: WHET AR B EsoiTatoay Weddl e 201

returns p10 5 regdhd @tiost ARBlHIAEMSce, MRS SRR TRTK 8t of 04t pHRAKA!, 2RI AEERSI NG My be
processed via a system adm ni strator or "ot her manual process. Messages nmay

be képt in aVYwaudhisr20d ippeadekempisagsd nperbegdewstl. Mbaemoflple 28k &npl e t hree
days. I b i n rm ned
i e VG R e
nodul e 20tesvay Wavemadsiedus A5gadal; ratagestrereviukbhsd. fWherenadrpt 201"ipendi ng”,
"whitelisted!, "current”, "sugpended’, "disabled’, and the |jke. A

whi t el | S8YIOIPEe2HEY Ralaseeds BV asbirdon dgleimi g@"ﬁ%&ﬁtﬁm U1 My be

regi st engdeiiel lvigiaheWeptopdde sihtug Uhi @RtsabRAULR ALy IR0 QD61 BhEH: Wi t h
gateway 115 and its encniptlon key is up-to-date. A pending nodul e 201 has
r egil 8t eFaeneqi irpccgededsicd 1ad Hgdike, ikayy ahahlgananperiaseeiasscyéen sent to

nodul e g%%gmgg%k%iggxmgpﬁggﬁﬁ%@1gﬁﬁ&@&hﬁQggnent has not yet been received

from nmo suspe nodu Ol has registered with gateway 115 and
a key changeAcossagedeitis cdyaen reperts ta detanmihel vehi@0hesshgts havkiegen cérange

acknow edgenent, has been received from le 201 within a al | oned
e DRI A g Bt PR s Ra P! $ Rt S ey e hbePrRs e G sapi e
nmodul e 28dousasiomngion Feges ted edr, bt dxagialeeM@ymdd ar doplicaaspheemedirsabl ed by
an adm ni strator_or other supervisory entity associated wth_ gateway 115,
for lexafsrelsms HdaiggReIn s rethoum PP Iens (62 Repeibitioatatian) gt Gthi | e

devi ce, ;{EReALEAd SN Vi infRmh YOk &kl RASEMALY he@RFel 8185, lahK B 1RVYIEN nOduUl €
201 i s pendi ng, nessages may be queued. Wen nodule 201 i's whitellsted,

messagesecaply obusey oeesades spiemid mengived. 2d thd lgkec iepanse sernmardSagésr gugvde
process n I 0L 1S SL n : en
odul o 501718 S SRR R AR T RS RS E e SR B e et e
Mor eov efgndvatthceth? Adesrmay wae dabgowl aatl epenstl t dndainyliledpooptradkirg «ft at us, and

messages associ ated w noduj.e 201 may be 10queued, processed, deleted,
o 20 be T RETIOR FRra e ZBB s R 1 Bt ane SETRRSCGHRL AR e | one

bet ween rpRei 1850 ARk AW cGaY AdYgdddt Act), auditAralTRSSIBAR SRRAGILCompMhyr UN reports
to determ ne which nessages have been received and/ or read/ opened.

Mor eovefonigéplisformaligihulton coapeiey- o2 15 owstynBEme it Pguiagyt o i8ewt ellvar i ous
Lz‘;og?%f nfafl AtRE 1R a8 M5iRhe ankiUercEHRBE £y ihdF kbRl usOF siflPldi&ake copy of
115 tracks delivery of every message, gateway 115 can be configured to resubmit a message

25  that has not been delivered (e.g., due to error or any other reason). Gateway 115 can be
configured to set the duration between resubmission of a message to a predetermined perod
of time or based on the status of the message (¢.g., received, opened, and the like).

The present disclosure also provides various methods, inciuding, for example,
methods of managing information for a number of users, methods of authorizing actions,

30  methods of authenticating transactions, methods of authenticating access, and methods of

alarming as to proximity to a location. Figs. 9 and 10 illustrate examples of such methods,

and different methods in accordance various embodiments may include a selection of the
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15nore itens of information stored on a users phone (e.g. personal
information, credit card information, identification information, financial
information, health records, and the like), records of user nessages sent
and received, and the |ike. Because server 15 and/or gateway 115 may track,
nmoni tor, and/or store each rressage in and out of server 15 and gateway 115

(and whether the ne e S ver.ed ene i ke), such
L Fack! nGPS osBioh 0T AR s B LS HEr BR hebRBIT Gty b aRYLe(e 5. - under
t he Sar Baf@se@ot 83toMplistef um@e,f@k pleRdrdddret 1h1Qﬁhn§%ﬁibeﬁﬂénMBﬁﬁgﬁﬁ&’@ﬁt Act),

audit trail evidence, internal conpany control of information within
conmpany °[%-g. , through |nformat| on technol ogy) or in and out of conpany,

fraud risk afrﬁl%% W o OREEEION.A (Rw B il &Eﬂ?ﬁfng‘%?%%l%go%% ince

gateway 115 trac de iV ry of ‘every nessage, way 115 can be confi gur ed
t o r&subwittoda mcﬂ@cba,géomﬁﬂm thethodsatl ntaaegmgieﬂfwmatleldfc(re ngmbemhfais¢r® error or

bt voon BE R GuFbA e bR ge teg s P gt b g Bev DireGH Bl o

based ogfthbacts tadwisinGlig. tohan ﬁmﬁlageb(((ﬁngms niegieel Mednclapenediviand the |ike).
The present disclosure al so provides varjous mnet Hﬁgi’ i ncludin for
P"l

exanpl e MABIAHEALTOBY2 WEheEh 1151 hEs PIRMfGHics Brsomeys o8 1d@FSOf net hods of

aut hori ziHgo @Gt h%srece%g@ﬁrlapééﬁopJers%Hmhﬁﬂaﬁh%w(@g bl MOSRGS :OMSae Met hods of
aut henti cati ng access, and nethods of al arm ng as fo proximty to a

| ocaPi omser Rirgegh 0 leapihne o el luismenand tesxmapilleione oklie bsset hods, and different
met hods i n aﬁc‘}roerx?mpfséeus‘éraﬁé &%lx_m 1%%8'1 ”}?at?be{@%ebé’t%' Egﬁ oﬁ ;rﬁa‘%&ér § of the

operations or hown escri bot h,
whi ch mayad fhe Imerméio]ro_rmﬂy@peraa:mnqnlm gihé thaiventchmfanadon, melestmptxends, elor in nmany

enbodi ts, in _a different ord Turni Fig is figure is a
F1 owe ha RIS FAH 4 BRI PES 5o VHR OIS Iasle Pl G o

I NSt anc ehstifEbA) dscofit MBIBRA] MndsBF af ik | e ubarmyar mﬁmsr n@mesttsfelﬁ@rmsé ng the
Internet and mobile phones of the users. ny enbodi ments have some but not

al | 1of erBpaessingsws PPHORIbess, diver sdiceniciuBbeis drasenertd nfopBatingdasioo _
i ncl ude i Aﬁ&:emo% daElﬂ]f O{hfg%}eksgﬁa]flﬁi%maéﬂ%oﬂﬁﬁerg l:(e%%hlgﬁeges)whllyﬂi étha%?esntﬁéude in

sonme e Inments, at least some o user receiving a first set of
per sonalirst pftof p@’sarmhm(cafrr@tlon why tmhldagﬁomlahmm fahiditatOresapt arlkpmplghoat | east
one of t | nt ern t and t h e anpl e,
user 23° Q]ﬁ‘g ape 18.011(10 Orea léig@l\gl)@e@sgl t38 t%égt ?ﬁ%&&ﬁy édg%mnértgﬁ@l énd t he
| nt er neparfibs, ac@yine a0 tl&nhl&ccount and may enter information, select
options, etc._ Infaormation that e ent red or. sel ected may include, for
exa?r?)l e, nanBwthst ip F%%%‘P‘%Hdnilﬁgf |t Po1so p&éﬁ?&ﬁldfl RO ES Ui mes of

ai rl i negienfifiGABEBE infdrh&hior MBS irdporAAIB Shdset, %&Uh%ﬁ&yemél@@@m}'n@&e i nsurance
policy nunbers, driver's |icense nunbers, passgort i nformation, and
criteria for alarmmg Such a criteria (e.g., received in act 90 } mav be entered by the user or
selected from one or more menus, for example. The criteria may include, for instance, an
election to receive an alarm if a withdrawal, debit, or charge from a financial account
25  cxceeds a threshold that 1s entered or selected by the user. In some embodiments, the
criteria (e.g., received in act 905) may include a selection or indication of whether the user 1s
to receive alarms throughout the day, or only during cerlain hours of the day, as another
example, which may vary depending upon the nature of the alarm or the particular threshold.
Other examples of alarms include whether travel departure times, departure locations, or the
30 like, have changed, whether bills are due, whether insurance coverage has cxpired, whether

stock prices have changed, whether weather conditions or forecasts, or other environmental

conditions meet a certain criteria, whether a document or credential is about to expire,
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the like. In sone cases, this personal information nmay be conplete, while
in other cases, the first set of personal information may incl ude
information to facilitate receipt or conpletion of information fromone or
nore third parties (e.g., 31 to 33), such as by identifying the third
parties, accounts, and the |ike. 20Further, in sone enbodi nents, the first

set of personal |nf rmat i on.i ncl udes |dent|f|cat of..Ln qn that is
por t aNTeEe" {HReols B Foer i ARG CF RLIHAB LM D “hap LB g et e
Such a gfitbhekdien ffeoBearnfc@Cei ved in act 905) may be entered by the user or
sel ected fromone or nore nenus, for exanple. The criteria nmay include, for
i nstance, an!ef@@t %TPPOFBH?”é%éW@dé)HDé‘lfﬁ}emﬂﬂﬁld% iR ERa moyshene or char ge

froma fhﬂ@ﬂﬁbébléFQHg&ﬁe&ﬁﬁ&ﬁ&@ﬁ§f@1&@ﬁ$ﬁh9ﬁ%uﬁﬁﬁ£uk§s%ﬂh@&%ﬁﬂﬁ&mse|eCted
by the user. In some enbodi nents, the critéria (e.g., received in act 905)

may Pnclthederar et et poselets 4t Acebsitd (018, 6F) Wd@wm@radtah@buis @horicgnedyla; &gei ve

al arns thro hout 0 n ring ce in hours the day, as
anot her amHg second soﬁware%ﬁodui’e 7%, léé egdﬂlhsgl’m&monﬁ%ghe ﬁn et%arpcul the al arm or

t he par tehl(budhafent, lftrreﬁdmﬂcd senﬁnhebt’t\emmn!deﬁ 7(2f15 adwatlo®ietl fiohLhat swiietateer travel

departure tjnes eparture | ocations, t he i ke ve chan
whet her lltﬂdpleélébf@ua@@ tI\],&ﬁ@%leOranﬁmlaﬁ@éﬂemqrgd@t b%&@}%él et her

stock prisg@sidhaaseandg dinchORtiBheNE AL BeLre GRiadict 120RS, R dfi REasts, or
ot her environmental conditions neet a certain criteria, whether a docunent

or dPedenbilaphons ‘dbuexanpietyopgh the ienkiel), uhwomslanas, feetsested a
parti CUR@BL@Q{U@Q pOf oﬁﬁ%ﬁé&ss yheLher 8@&1 Qﬁ@o'aul?&l\fse %@%—gél%gufef 072 T egion

of concern, certaln e I ments, urt i ncl udes
domnloadtnghanqdhﬂbakﬂhmﬁﬂhapﬂnhat@aom\@kﬂ3meMmbﬂepwnenhmdmnma%é(nfor

Cer oot 2 Pt P Gl sy ol Rsan oL U R e BROKE bt e. fof

exanpl e pr&ake AdeSRE bhasen®ihRging inféfnatdh f&Qiﬂhm&h@W?Setsn Fig. 1. In a
particul ar enbodi nent, for instance, second software nodule 72 is

downfoaded f Foniymbes of erabadigeiss. #peiiH e sartieHpotgtedRen et wdtis-Po and nobi | e
phone nel kool hdiefRRLL & Ig@ﬂ‘aﬂﬁatﬂj% fro%pf?ﬁ}\c,iv'ﬁﬁﬁlteg BeEo0. Rysgiger 21. In other

enbodi ments, software nodu | oaded to 10nobil e phone 43, for
exanpl e embhdlwglh fohexampie forespchl @l m@lhpllecmubleactisl S)ﬁmﬂmeﬁsﬁcalnm a through a
l7J ?B por tts)ec%{]ld saet%p%rsoqaﬁngoergmpm} of eaﬁl use};I ?rom an?e?iq 11d’ pﬁsgltg{_ fya {nﬁtgm gglul S ;ﬁone
was pur dhal@da, nebkor@t(e. gnﬂﬁslﬁmbllet H})nﬁntnan)j ertlllsteiuemn; ttMS tdrd9 | gomtybal s server

15, hat t es websi.t or at provides .a service or system of
manayi n@ﬂ? 5H R ESCBHPH Wgafoﬁﬁ%gi;”lb‘f“sﬁlgé & 4% HNSPSEATREAL Oﬂlaté%fma%h ment s,

and in bbhe R tHatpHradul STRQIHARA tnaS RAMA 1 Me kil paBy, provide information with
which the third party can identify the particular user, identify particular information that the
particular user authorizes or requests be provided from the third party, identify bank
accounts, etc.

25 In many embodiments, the user may dircetly request a third party to send the
information. For example the user may visit a third party website (e.g., via the Internet 10),
login {o the third parly website and provide information to the third party through the
website to identify the user in system 100 (figure 1), which would also indicate the user’s
willingness for the third party to send the information. In various embodiments, the

30 information received from the third parties (e.g., in act $15) may include one or more
account balances, one or more descriptions of account transactions (e.g., an amount of a

withdrawal, which may include, who the withdrawal is to), flight information, changes in
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met hod 900 includes receiving information fromthird parties (act 915). In
sone enbodi nents, for exanple, for each of nultiple users, this act (915)
i ncl udes receiving a second set of personal information of each user from
at least one third party, for instance, through a network (e.g., the
Mernet 10). In many enbodi nents, this act (915) may be 20perforned or
acconpl i d,. for. a.particular user, after receivin ersonal, i nformation
(oot Bosy e s Biad BaFFE e SEov i Ehrinly ™ Mty PERGotH o party.
provi de chishdr Bmtic) Aavbdtonwh®hnithe, idbhd npabky, 18R chrdeniibéy, biwiopar ticul ar
user, identify particular information that the particular user authorizes
or requEdPENIHEN BPHGITHREKCRIOARPE IWECYU RIS party, identify bank accounts, etc.
n many embog] R0kt Mo/l ofb REGL tohURRER, 4 RidflnBRnky Lo send
the information. For exanple the user may visit a thHird party website
(e.g?, vifarmdtien (st B2Heln i) enhlpglimento fartesarnplier dlirpedion pi thebigfotneatiand pr ovi de

i nf or nat.i on t hi,rd party thr th bsite to identi t he user in
system 166ct Fgte b iRREl b PG RLs T R SaR. B hdE ) Y i ngness 1or
t he t hi sekpat inodtle 63 e nd ukdiehardin Okeradting A. fractionarticetsin efhaditioe riesns t he

30i nformati on received fromthe third parties (e g., in act 915) may

i ncl udesﬂﬁcém&lesf‘rﬂ’raﬂa GEgﬁh’tnf‘HSﬂa%\?fbe@,m ﬂ%plﬁrpaﬁﬁﬁu@ga%ﬁtﬁ PRETESHS 0)th":account

t r ansactifemsos ny be 30eABR URtsoRE cAbYA iR B8 Frac it E e TRI rh R&InUES bewho t he
w thdrawal is to), flight information, changes in flight infornation,

i ns P anededieik (Sreman ke 320) using a oriteri thathas besh prysiassubleds in pedelcébds, cal endar
entries sor{‘}éi%(ﬂqgcﬁfi onali,d AL OLIBE QM o AEE QM ﬂ#ay%'é TELS (egg?ﬂh aﬁ%ﬂ) L’?s'ikg’er S

| ocati on I nformation concerning regions of “concern, c. Incertain

enbodi mentcsifernEe. ho e fact HED. | ncl udes sel ecting a fraction of the

5i nformati on_ _(act 920[%. In Sone %E@Odi rrert S for. exanpl ey 4 fraction of the
i nfor mat i on FEEBPYRANTYPRRA 05 7r & RpEIt IR EIEaY O S SHGEY "818) may be

sel ect edonsidercdex BEBI @urtiartiRoddnt s br SAkdNas B MBGUIERBles ASlLUS Ehnb&r ei n,
"selecting a fraction” of certain information neans selecting | ess than all

of that I frPetyaimsnstatmp o EsparplcdocqraR forauligh R Batssr isPodkfg@dt s of the
| nf or mat, Q8- fa fl%gn ﬁfi!bc%{;‘ﬁerff%at E%e?@é‘ﬁu%ﬂ?l@%@ﬁﬁ%%saﬁ&% &l agthofuRf the

i nformation may ecte e.g., In ac using a criteria that
has beermpeduiefis fedeatk ofja morathamong & tiEAYsers| for sotmpce AbidED mentisgludche fracti on
of the informtion be selected (e. 0., 1n.act 920). usin he criteria
Ce o paTaPonges® REO GRrbG onh Bl Hent B pHRCFRBSB “har i cul ar
i nf or mavirans esihsdilrest edt dHahay Bicodasd eeingd fitaotidbeofahe Pat det 6thatonhinpor t ance
or c(gncergi to the u(zer, anpl es i nclude changes 15in departure tine,

st atlis, TPTHERRISERS oF StMHFYH- for a flight that the user is booked on,

wi t hdrawal s {75qls2mbagieRHRlindIReneXpERHhE MBS din (R ciBkpances, etc.
In particular enbodi nents, for each of a nore than one of the users, for

i nst ancé&he wéarmgaon thalis caebiRfgémay be the fraction of the information that is sclected in
act 920, for example. In some embodiments, a fraction of the second set of personal

information is encrypted (e.g., in act 925), for example. information may be encrypted (¢.g.,
25 inact 925), for instance, to maintain its confidentiality. Information may be encrypted (e.g.,
i act 925), for example, using PGP (pretty good privacy), public-key cryptography,
asymmelric key encryplion, or the like, as examples.
Further, various embodiments include compressing the fraction of the information
(act 930). The information that is compressed may be the fraction of the information that is
30 selected in act 920, for example. In some embodiments, a fraction of the second set of

personal information is compressed (e.g., in act 930), for instance. Information may be



selecting a fraction of the second set of personal information described
herein, while in various enbodi nents, act 920 may include selecting a
fraction of the first set of personal 20information instead, or in

addi ti on. Vari ous enbodi ments include encrypting the fraction of the
information (act 925). The information that is encrypted nay be the
fraction of the infornm ﬁ n.that is selected.in act 92 for exanp I n
sone enbHaPHENE §5-8allfa G O‘Sofﬂ1 BRMPHe SBREHHCASE!: Yk FePs ﬁsael‘(pi:‘?‘?f"(?rt?mtl on is
encrypt gdndn@it, Gtore, bPb@E! 925), for exanple. Information may be encrypted
(e.g., 25in act 925) for instance, to maintain its confidentiality.

| nformation HoSiffBieneeweiofneys. (rfognation may b coppiessed 6¢-2ewarh? ™). usi ng PGP

(pretty, gcgg,ﬂe@g gf%xzﬁgz@ym b&hiﬂﬁxéuﬁérm&ea)gmas%%el ngﬁ%w heth%sséo@ncrypt' on,

or the her, various e i rents i nclude
conpfes §urﬁgl trliudés; an*[eadnofoﬁultlhle usemﬁ dmefwm ihertra(lmttir@w)he fidvgon of tbe mat i on t hat

is conpressed fract on o selected in
not 92055t s PhimrEe! PbaRE et e Satplal PEHeF ke BBEEna set o
per sonakht lie @ﬁd’f@ﬂdn@@phﬁg @Wemedle(fmcgon off the @sz:bn@ee@bfpa‘rqrnal nst ance.

I nf or mati on may ressed

@dg act %)t exan‘g}e to make it
easi er, lr&am&@ev (e erseﬂf‘@gee 1@%&@89 9 %w&r?sawgw 93 tB?%ﬂC“@P ohgeticcon I'n
di ff er eqy, o@gp@giam%rﬁraubﬁge% ”Q%Iebfé@ iTRY 958 %@@{aeséﬁ%d(remgs thd N act 930),

encrypt ed . In act or both, in either order. In sone
embodli memtrsntinget.Bodct900), BAdithe empiestndideid30F. dor exawhlcod! the frestishef thser s,

ot or b tnd LRI ARl sl AEkLANGCL bG BRERNE AR Bl Rekonal
| east onkn@ivitdndtey pith, g déeribed heagh. 925) t he fractl on of the second set of

per sonal i nf rrratJ on in a and, res i ng (act 930)
the fraction" e“f"ﬁém&’gg’é’%dﬁss@?ﬂﬁgbﬁgF‘lé?)H’é dF%F%%W&PP%H&( agon (%&h"ect ed i n
act 920p3s) rgue}e{n%ﬁauelmggiﬁmwor Engnplel ehcaRREVPLT 1O sdcBndset oBfdrs@2b) , and
t he corrpreSS| ng (act 930), for exarrpl e, of the fraction of the second set

of parsdgramatinn or eretclesivd (i ag 920)k dn sty cThodiEtenD Y recpynfact 8P tred, f or
i nst anc i grt ai n
e S e S S PG E L S
Such i nt@onditdt ofiparsonal inddrudeon, filerseextangpifahe frévdioh (act PLONandftht he second set

o Per*BAld 0 BT 5,8 w2 LB, S BB b S o
per sonakesidifosm@iedns célrecie€ aehy imgnétact A5 sorﬁ@ém@@tﬁrﬁﬁltg theofirst he second
set of personal information, the selecting of the fraction (act 920), and
t he20  software module 61 further forms the (al least one) Internet website 65. In some
embodiments, methods include, for example, for cach of multiple users, transmitting the
fraction (e.g., selected in act 920} of the second set of personal information to the user’s
mobilc phone, for cxample, through the mobile phone network (e.g., network 40 shown in
Fig. 1) for storage on the user’s mobile phone, for instance, using second software module
25 72 (¢.g., residing on the phone).
In this embodiment, method 900 further includes evaluating whether information
satisfles one or more criteria (act 940). Such criteria may be, as described herein, or
provided or selected by the user (e.g., in act 905). If the information (e.g., the fraction of the
information selected in act 920, transmitted in act 935, or both) satisfies the criteria (e.g., for
30  alarming, for instance, as determined in act 940), then an alarm may be provided (act 945).

In some embodiments, the method includes, for each of multiple users, for example, using

the second software module, providing an alarm to the user (act 945) if at ]east a portion of
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transmtting of the fraction (act 935); are all perfornmed by the first
software nodul e 61 residing on server 15 connected to the Internet 10. And
in sone enbodi nents, the first 20software nodule 61 further forns the (at

| east one) Internet website 65. In sonme enbodi nents, nethods include, for
exanpl e, for each of nmultiple users, transmtting the fraction (e.g.

selected in act 0) of .the_.second set of rsonal infor ion to the
veer s dsrrBShabRe Py [LRLREFEr pRFbubi PRSI rhboet mlabfi (. o.
net wor K (40, shaws3) mayitg.audiplef OBustRridgexaibld, hethysahi o axbiatien. phemaes for

i nstance, using second software npdul e 2572 (e.q., residh%g on .t he phone).

In this e@hﬁ%}ﬁ%@n@c soupd phyhragem ey P pedused Y i eoilenhoas PhGT whHefher

i nfon- nat j 98492k idshi R3sRer Ok afﬁ%‘%nagr HeldBdplaed 8Fthe 34Qn o FHEPhoE] hET 1 @ May
be, as described herein, or provided or selected by the user (e.g., in act

905) 5 | finstanec.i infsommambodimeatsghe defhdlt finqiont ohthe phattserrianfoisimg nthone set ected in
act 9203ﬂ55a9?£¥55§9f&”hgggﬁga%%t@%ﬁ]nég%fﬁﬁééﬁafes the criteria (e.g., for

30 alarmn I'nstance, as 940), then an al arm nay be
provi ded (actn &4f)emHtodinsome trenbadhawentsomptae toekhodled gecthe diesn of the each of

mul tiple users, for exanple, using the secaond software nodule, providing an
Al ar m t G HR oL By HaongUE R plarn oty a@(ﬁﬁd?ﬂﬁ@%%fﬁl}%ﬁ@f?ﬂ#%@i on of the

second sftm@fivPRAISRAIroliaE B5d¥BE PP el S fbrahe fhenCHE thehiadr oSlchean al arm
of act 945) may be audi ble, visual, or, for exanple, in the form of

e.g., \ . .
g vi?%r atipssribed in teeotrscrantiond Farriagplaiigbiserop ionhpplar srihsayvidilrprabduced by
the nob 'hglsﬁi)egﬁ'gﬂ e F}Bmttg@uéé?@ hadi€acBount | tH? A% ilegﬁﬁ}]e m%??in% ReviEAS OfLef OF the

I splaye t he phone o)

al arm may be on the screen o : 5instance. In sone
enbodi mestr syayvtthen abeil gwlphond orpresspédudgén vinte phoredo ackmmm @k dic algmpAdae ri ng

setting be used for the alarm(e.qg.. in. act 945 as .exanples. In sonme
enbodt wERTE MERES e ies et M St e RSl e R B A BRon e
descri pbf @8 aedouhhiend earORafsadtichhén ey fbdAmermy thaisaskedbd @kepdenaker esponse
or take an affirmative action to provide consent, for exanple, for the
readdn PEFIEEinE o PEvidespnsEAt e vihwithidmed clor malnge, 1 Reotiuserneppi BRPhGES!

exanpl e maivfrinfl;{ REplo@ RIS AR afa@h (1Al hedls@F IMib Bt Hab BenBcWyENIE aMGheRREMPIEEN MRde
fromthe User's bank account, the nobi'le phone may ring or vibrate. The

user majfhe hennapenct he phtrre admopiaigs the damy anl wbraf descphioereotitbe ddkhow edge
the alaim Ihe phoneamy, Nen i.opl Ay, hbeo 2ARUIL. Rl hhsoMd Bieltavsl . for
exanpl e along Wth G deseription of the account. and of t transacti on.

| n soneirethodi ot siamplee aresiescrivey hreinasked t o nmake 15a sel ection to provide

congent to the withdrawal , for instance. |n anofher. scenarjo, the phone may
P08t pr v il B4 HBP oDt s er  GHEDHAL I5GBH by BybHe ohe

anot her p@XamP|r@srmhkisn gg&d@%a@ﬁ@& dobeinpleRentiferdick oM FdgRad bee al arm  and
a brief description of the delay, and new estinated departure time, nmay be

provi dedgivial Hewogels Bereond et | rBYIab nSaIEoN foo ErRiYAriB &ct X higrludseanl es
e d(rES glg lc{%ﬁ 1&?151’19 bf‘depﬁ%lspm%%ac%m, md%s fr&ﬁ rthee%émt,eandfa%ﬁlaﬁ@ec h of a

ar
nunmbe e users, irst set of _
of the account, and, the providing of an alarm (act 945) includes at least one of alarming if a

25  withdrawal cxcceds a first threshold identified within the criteria (e.g., received 1n act 905},
and alarming if the balance of the account drops below a second threshold identified within
the criteria. As used herein, such a “withdrawal” may be a debit from, or a charge to, the
account, as examples.

As another example, in some methods, for each of a plurality of the users, the first

30 set of personal information (e.g., received in act 905) includes at least one of travel
information (e.g., frequent flyer information such as a frequent flyer identification number)

and an identification of at least one of a common carrier (e.g., an airline) and a travel agent.
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personal information (e.g., received in act 905) includes an identification
of at | east one financial account, the second set of personal information

(e.g., received in act 915) includes an identification of deposits into the
account, withdrawals fromthe account, and a bal ance of the account, and,

the providing of an alarm (act 945) includes at |east one of alarmng if a
25vm'thd|lgav€ exceeds adfl rstlthres ol d.i dentll ft?ed within the ﬁ“t ria
(e.g., rOGRYVEGOTRCHEPUBERY, NanoRt 3t M PSP FREBY e 'O ERE % count

drops bel 9wh@us&Reand ihhtiesnohich nd§ Melide eknuiéion orbae@huiearm@and/hs used
herein, such a "withdrawal” may be a debit from or charge to, the

account ! C@ﬁ“@xlaﬁﬁﬂoésfof ?@%t‘h‘&[hé?wl% ofjay aéaélﬁéa‘i?é‘?f‘%ﬂy InElyee each of a
plural i hh‘mﬁmg %agﬁ Jénan{;éﬁg. a 16@5% 308atk d%arﬁfeﬁ%ﬁé‘%d mpﬁaﬁp@a]g&ug@ g,

receive Inchudes at |east one of travel |nformation (e. g.
f reqbientn sdngeeathdfrmmhaatIn orng gwhodiseatsf if élqueﬁqnnzitioyéﬂ gi, therfréctiorealthon number )

and an i entlflc ti,on of east carri

o Pne)tERigh SRk & o er B, LERRI 4R 803 SRR ApETE bt B el g se
of per sengl for Blaphii@t foPihstafcegas dd’r@ﬁﬁie\ieﬂ 2dt194@)C the® 4b hlatm elaydesbd r avel
itinerary, which include identjification of a departure tinme and a
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may include gl @l 0embddihB8E ndiod®0RRMAS idchdad tréﬁaﬁ&lngmomanm&) departure
tinme and the departure |ocation, 5in sone enbodi nents. |n nany enbodi nents,

if fte difeomtatioc(5y. In migy spetnerbasimetts. theisernay fret i A) sd¢@ctred i n act
920, t r%ph%rmget frgvxdg m%ﬁ'ﬁct%%?brc% JH dmo 5%9 er&%1 ?&gﬁ%»]yto tﬁgth%rd Aatlﬁ{r' a (e.g.,

for alarmn ance ermne in ac en a arm nay
not be pmmmedq acAfi0)adt pA4bniamin domeskibppmatntsate.d. easlie droer ivdiediedoario i cul ar

iteration of ar.ious e t hod 900 furth

el oSt oBTL B et o sl O R e bt TP arerbaas fpor RISy | 1 rany
such embRAsEEBLS eviliRednakt I9BY, tha@siBitting (eloS il a® Ok §CH lca®la REHGT Mite provi de
instructions or commands to send certain information to the third (!oart

(evad uateand st atpersme) infarmaiely eitoupwhediihad Shd seipiedimasht'y). ipesmylicd i n ¢ he
or der 'gﬂ%c?%s‘?%rQE?ﬂﬂgsnﬁfb%H&Eo fodfé&fereﬁﬁpdb c#}lﬂce%ho&e\ﬁﬁrs%e()f the users,

met hod 900 may I nc upon | structl on e user .g., evaluated in

act 950yr,nbcbdimnstm thisinmy b(eacg)mphsnedatmouglsaa)e Imbllle@h@me Ia:t\p@nkt 3 9n4@)ff01t he

15second set of p r.mat i on sel ected

in act 990%° PPQ}?s‘ﬁff‘Erf‘ﬁd’aFH @tlc o %’? ma%“%entfﬁrr?% ‘c'}ssoﬁyt eéi?‘g% 7 PES a

di fferent paRtyrrighs Fe phene. exluﬁpl%omr Enbed el sn iishusioney coemaaeonpl i shed

t hrough the nobil e phone network é‘é% or toragonthe di fferent
S4R SUPYF f

par €Y ntb$1'8 PFhoRs, i Of igptagcsthepyel uSﬁF 8? h&) Wf FEFEhe PEEPRy
Ref erri pemt ohhinthtion rdcCfve @it £XBNB! B55),4S fffedcht aa%ymrseydlﬂ&a 1@Mvik Rgbpiyct i on or

comand

phone 42. In different embodiments, mobile phone 41 may send the portion of the
information to mobile phone 42, for example, through mobile phone network 40, or mobile
phone 41 may instruct server [5 or first software module 61 to send the portion of the

25  information to mobile phone 42, for instance, through the Internet 10, mobile phone network
40, or both, as examples. In some embodiments, delivery may be certified, or delivery may
be tracked and the sender may be notified when delivery has been accomplished, or
alternatively, when delivery has been unsuccessful.

In some embodiments, the first software module 61 receives a command (e.g., in act
30 950) from the user (¢.g., 21), for instance, through mobile phone network 40, and upon the

receipt of the command (e.g., in act 950), transmits (e.g., in act 955) at least a portion of the

nuggets (e.g., 78) or fraction of the personal information to the different party (e.g., 22)
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20(e.g., in act 950), for instance, through user 21's nobile phone 41, to
send at |east a portion of the information received (e.g., in act 935), to
di fferent user 22, specifically, via nobile phone 42. In different

enbodi ments, nobile phone 41 may send the portion of the information to
nobi | e phone 42, for exanple, through nobi | e phone network 40, or nobile
phone 41 may jnstruct. server of. first software nodule 61 to nd the
Dort 1 on TBPLPHECIHFHF b ha? Fohe PROTBBPTE TihBRie a2 uneT OVHABE" Afough t he
| nt er netpadQuiaolbheiph anRLALThAREK oﬂﬁ)ug(%@lrs i OfRrendfa@X@ER et 9k, sone

enbodi nents, delivery may be certifi or delivery may be tracked and the

sender rsyegEE R VIGtEs kb iorgel page 2 550THe A A0 bl hishatted giebsite 65
al ternaty eloyr dYWﬁ:Rreﬂng p\é?sfg}{aﬂ?ﬁ[%n%?ﬁﬁ)ﬂ M%W%&%& 10b “m%%ﬁm%ﬁp jjments,

the first so tmare 1 receives a c g., in act 950) from
t he dseﬂegeag9102mynmfwwehmshahcehaamﬁdh@hmnm@mhéS@mmnenmﬂuMﬁﬁbn40 and
upon th rgcemgt the command (e.g., in act 950), transmts (e.g., in act
955) at a@? 1§8P%ron of the nuggets (e.g., 78) or fraction of the

per sonal |nf@mmame@ﬂhimn&heﬂdhkéqunulpﬁﬁymﬂ@ﬁ(@g,mZQbQ%hﬁﬂu@hathe | nt er net

10. In sone enbodi nents, the system ( ¥ send t he
parti culPRFIGIRE GIREFOBH Pfla%ftOPdleﬂthrﬁéWé%Pﬂ tf@rﬂl%@@é@? (Fr% dilk FEPLRt ways

(e.g., 'eﬂte@fetg 5852 9sde Rerdhe: epatw@a%mﬁeroftheff&eﬁt pcsﬁ@retg P?I)TaMth a user of

syst em 100 g., has visited website 65 and el ected have their personal
i nf dPatdiGrnenriaady aabby piops e 40D0andalech sz dowel Qﬁ@h@dse&( €. 4310 aalcﬁtﬁﬁ)alo) or

ot her wi Y/ 0 al|l e h second. sof t r le 72 on

t heir %]g :{t%:agt'h (?O(iJljmn ot tpca peréqn%f 111%01‘1"11 flo (())gllle n(_gl%forent }%’lht o p neu(e g.,z 1) may
sel ect QEJanxmweambmaﬁﬂk am[ﬁﬂasﬁwaepmmnkdhfmﬁmﬁmewbﬁhenmaMﬂemﬁornation
that is stored. o hone (e.q,, 41 elect or enter.(e.g., in
act 9sorﬂ%¥lnﬁ°g%ﬁw ¢ SopDonPanscovraliet sl s SrEn OGS 1 o ﬂé}he 22) and
a 10 dldifkeeérﬂ@anp%we PRk (€g PORSntaRks 8 copfddthe @emsn@éo@ware(ﬁoﬂua 7d.n act 950)
to send in act 955) %e at least a portion of the personal

i nf ¢ rratﬂilf‘érsget Brst sadtoerg méﬁiléﬁél praels (e-froBiaFe3hBseortwngl tlle@zysomﬂn nmany
enbodi W%fg& qatitoﬂ% Helc8hy SARL %}@Bﬁd m%lr:?mgc]ulg‘ﬁlaﬁ'@e‘?ﬁfe Seip d' fferent

party nobile phone (e.g., contalns a copy o fware modul e
72, andphénet(be., dRTﬁ@ﬁﬁnmpbaWny@hﬁbﬂh@nbhmnmamﬁqu404eg b@ﬁﬂﬁﬂnﬁla copy of
t he second sogéﬁare quulq 72,_15E¢e§ t he ghr§1 sof t war e ﬁnduuf_6l sends
(e.g., PHUGRPOYERFIGHENIEY Mg hesr g BaPSBRE T BHoHsaMi R 08 (¥ copy of
t he secopdMDictuserH ) Mhdibeivézy 101 bbfieacdbihpleshedtor pRerhytivaBbEfi@ aphane (e. g.,
42) for exanple, through the nobile _phone network 40 e g., by SM5). In

0 e nBEANHeR tigle @ apmperaf aﬁﬁ?“ﬁ@@éﬂ?h"ﬁﬂé% besn WspgEsstticat i on” message may

be sent (€. 91n pdcuBYRnihBdinsals, A1 Lxafian tﬁﬂ@[&dﬂ&m th@&chede&t aﬁf;&mh shed, or

alternatively, after a certain 20ampunt of time or nber of attenpts when
del i ver yniparatign éng-ungisadissign @t 955) includes antrgygh lttm@rar}afmemw meEmtssin f or

exanpl e ?1 QSI’I[B(SHI&I%I%.S,@SL{SGII 1@ glr %g%@&gexfigl é{}gﬁfe]]‘? ﬁ\:‘erﬁrg@g%l )}{uﬂ%{%& rf@!ﬂo?l&r( €. 9.

transm nstance. Thus in
person. In Fig. 9, 1n many embodiments, if the user does not insiruct particular information

25  to be sent to a different party, then the act of transmitting information to a different party
(act 955) is omitted, at least for that iteration of method 900.
Still referring to Fig. 9, in many embodiments, method 900 further inciudes receiving
a local signal (act 960), transmitting a local signal (act 965) or both. As used herein, a local
signal is a signal that is transmitted and received without going through the main transmitter
30 that the mobile phone uses for placing telephone calls and without going through the main
receiver that the mobile phone uses for receiving telephone calls. In addition, a local signal

does not go through the mobile phone network (e.g., 40). For example, a local signal from
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sonme enbodi nents, a user is able to conveniently send their travel
itinerary to another person. In Fig. 9, in many enbodi nents, if the user
does not instruct particular information 25to0 be sent to a different party,
then the act of transmtting information to a different party (act 955) is

onitted at | east for that iteration of met hod 900. StiII referring
Fig in many e odi nent s d 900 further i.nclud ing a
| ocal Jsthilr PR sR0) e PSR PY Fisg Serratist SLiegaEr (er GaF R ot b - As

used het@kfved 8.cl,@ekthS by R@lded & c@mﬁhﬁﬂ:@ﬂloﬁs hilick 88 toh ks Wkish eBxaipfles’Fcei ved
wi t hout going through the main transnitter 30 that the nobile phone uses
for pl adiakpigeisdpHidieicanlitld cammugicatautNEGo sisgals ArbB RopHe o RiqaEeRi ver

that thepRbide exran@r%eth%@s% tfaQEm B G SloVdi sto%&ﬁ .ged&%é @% datnéfidhiid on, a
| ocal S|gna does not go through the no phong” net wor e.g., 40). For
exanpl epheneltbgale pyaaliroin twmiranmiitbreang henee eranay ukbd tmrtahslmrtet ed by | ocal
transmtter of conmunications device 82 and received (i.e., directly) by

CONVEISAlions,
reader OfF comuni cations device 88, or vice versa. Exanples of | ocal

si gnal s i ncl o@rtiedd: efribe&dnemmﬁumh@amd rhéMNDds ] PRadcs ofnaitlitieant h
communi cati an SI gnal S, qlc))r exarrpl e, t hat use tran?m tters, recei vers, or
both (eYyhe Sigwy irecsi v hardyare (Rl ristyice 82 shovinia ol 1opaied 98 M6 eSS f r om t he

transm bioelle ﬁmer(@gemean& Mg 18 Eche ke &@Jhﬁptp@m?,qnl\iartﬁagamqs In
particul ar enbodi nents, method 900 further includes or each of nultiple

user§, géﬁhngsegu(ggauseré%)eraszmﬁglghagdm%%@ agocal slend GonBRtrats oV (2 Fi g. 1)

| et U805 NS AN SARAIR e 42) A SRAOBubpREO"

22), reoeinenigr fengls, forreadcsdt a&ﬁﬁ)beaof the aters nginglochrsimabtrimsaniising tt er (e. g.,

devi ce W t hin rox ity to the one  ( 42 Further, sone
enmbodi ng?l)flglamr{% Eude’ 1"efE%JQSn %‘%Eﬁﬁpéhe 136+ ° @ag%éo&ms (‘?mrrr%?éra‘ l?S’tﬁig(-ﬁhchser s, using
| ocal Sls&Bﬁkl sdffv@tﬁ*@ﬂb&ﬁlb (g han dwaiethé 8arlrol ofl@¥iuG® (82) 2208 alsBGtiARat he user's

nobi | e phone .,. 42), and using the second software nodul e 72)
Undét ¢ R@ IC%W (512-3n a¢ifisS iy inglides at 15p9p poromm ot ek Al & UIS(1BEEE 05 gna
(e.qg., to 1,06k ty ; neofthe
(£ S oA OB b ot eaR A id L Rl EPRLPE

second éﬁa @telmelris @ctéJIlS} wfageadzt {on. dericg 88) wdbigipvedmity teibt n®dB} plncmea r eader
(.8, fies, BRMANLD HOUMLY AR IS RALS BIODS (8l d?) 16 vsed
"cl ose pl@eiphbtipity’ nmadfr& witliifbie @néof 1) f oot .
20 In particular embodiments, for example, for each of several of the users, the first set
of personal information (e.g., received in act 905) includes at least one of loyalty
information and identification of at least one of a merchant and a service provider, and at
least one of the first set of personal information {e.g., received in act 905) and the second set
of personal information (e.g., received in act 9135) includes the loyalty information. Further
25  in some such embodiments, the local signal (e.g., transmitted in act 9635) includes at least a
portion of the loyalty information, and the transmitting of the local signal (e.g., act 965)
includes transmitting the at least a portion of the loyalty information to at least one of the
merchant and the service provider. Such a merchant and service provider are examples of
the third parties 31 to 33 shown in Fig. 1, for example. Thus, a user (e.g., 22) may be able to
30 usc their mobile phone (c.g., 42) to storc and provide loyalty information, for cxamplc, a
COSTCO membership, membership to a health club, a SAFEWAY card, etc. [n some

embodiments, insurance information may be handled in such a manner, or similarly.
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20l n particul ar enbodi nents, for exanple, for each of several of the users,
the first set of personal information (e.g., received in act 905) includes
at |east one of loyalty information and identification of at |east one of a
merchant and a service provider, and at |east one of the first set of
personal information (e.g., received in act 905) and the second set of

personal informatio e.g., received.,jn 915) i ncl ud the. loyalty
Pt or mat i on. LPUR P1EaHS b peufrd iR Mt bt a0 (R HER SRgial (e g,
transm tfaed plidhaed o4R9nchidC HEesindnbogRsdnts@ador dxh@pieofor b Jrayaddly
information, and the transmtting of the |ocal S|%§al (e.g., act 965)

e
i ncl udesisers. Aesiiist 3¢t pigperemaldniormasisn (a Lprceivehinorel Y inchyrar ieashersratat i on to
at 'eas“omﬁ?@arﬂnf&rﬁﬁti&?&&ﬁ&p&erﬁ@&q@goft%ﬁ{e%(éé%ﬁeQf ;PE/Anﬁgﬁd a§5§§:a§%mr0hant and

service provider are exanples parties 31 to own in Fig.
1, for examereSuchhusyk ar ubsk el moyid@2haynteyfubkerabhepleno30athedtpagics nobi | e

phone ( . 2) to _storge and pravide |oyal.ty informatio f.or exanple, a
BoaT o bt v e hbors AT 1 Saar ks % RaReoRlme 4R TS e T
sone enbedsim HisrmatiBs W, @N@eei vl i EEOE DimdTAY sdaendan df @dlsonsl isfseRatonmanner, or
simlarly. ... Local signals ge.g., bet ween devi ces, 82 and 88) may al so
(or insteagiccgecdigast 115) Hekecpilr el Bfomalere hiedocal niggd{e-8+ n enbodi nent s,

as an examphifed fnQkt &G hcRldeMbkbhil SrdB@srihatibhend iestanSttunRf o R 8QNAI
information (e.g., received in act 905) includes at |east one of bank card

i nf 0P masigon (aBd iraaet PeBnndlfides nisomttol thebank st infeangfondo blaedst emecbfahdbank card
provi der, Such bank .or a .hank card provider may be further, exappl es of
Phe "t hi AT erE SRS E oyl B O R St S g IR DB A £HREP

enbodi maakes, thatphta@adiianbrerddinctldes, fibreshmgle! credit pedsodalebit ndrog, makthon (e. g. ,
recei ved in . act 905% ind t he second set of personal information (e.g.,

recei ved' 1% '58%d 915¥2¥nc| udes the bank card information, the local signal

(e.g., trans {ohRtnvddRtdntd @R)indiet, UdRg nbhgidBsdmbatichrions Qrsdtk gn, and the
transmtting of the |local 10signal (e.g., in act 965) includes transmtting
t he lbanR2Zkandwinefhos orsier Brpnede &6 43.@astecdisellniieyibe S hgretaniFaradenesser vi ce

provi deﬁgxgﬁﬁ(@gf%%nﬁﬂf:ﬂé’Eﬂe%%?ras R TR b BS: @réﬁf*&ﬂhﬁrﬁa&fﬁs nagaggfbﬂapr ein, the

phrase I'ncludes, for exanple, credit ca it cards,
whet her gosdsmoterivissy, gais biiminabagthe nkel veawy enfreshinhéntbank aod. | nst ance, usi ng

near field cpnmuni catiqns, .a user . 152 can.sw pe hi.s.or her phone
Cort. 2" oF B Prodir: meirn 0 Esfrpnbpiah REt AR N B, o 58)
t o communi AL Efol BemysE inBrmank tiedischandled by s@ten NHQrIwEkanplé an npayment for
goods or services, thus elimnating_ the need to _carry or present the bank
cardd embodipgnisdhe srepndspisaraEadds 7hstRpdedes ¥ @h%? moRef s (BE-gani zi ng
certai n i N{RIPRELOR. 4 aledd 99,791 Yoo 3TBcQecdnBisOr JTREIsORI Iitaimatisn handl ed by
system 100. For exanple, in many 20enbodi nents, the second software nodul e
72 or gafd-zesleckdtin @7FL) avd trarsmitslon bet G5Ab mdriqhengy: inclady, in y@iwur action (e. g.,

nuggets _78, .79, or, both). of. the sec - p ] I (e.0.,
cer oot sabiags oy Eieln ch DR Bl REGRIE i Bl
var i ous nerbh@dhaentisn ohe secoap pdtiof plik@al thé@mapdn agedsitée ionfionswatdcon,

dec npr§§§i$9_the i nformation, making the fEactioT ofthe second set of
per $onal  PnFbIRERIFO RN RECEEST BPBIT OPReT dSamP(Rgien thereof. In some

embodiments, for each of multiple users, the second software module (e.g., 72) otganizes
{act 970) the fraction of the second set of personal information based on topic and makes the
fraction of the second set of personal information (e.g., nuggets 78, 79, or both) accessible
{act 975) to the user (e.g., 21), for instance, based on the topic of the information {e.g., in
30 folder or folders 76).
In various embodiments, some or all of the acts of method 900 may be repeated. For

example, in some embodimenls (e.g., for each of some or all of the users) method 900 may
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25975), for instance, on the user's nobile phone, or a conbination thereof
In sone enbodi nents, for each of nultiple users, the second software nodul e
(e.qg., 72) organizes (act 970) the fraction of the second set of personal

i nformati on based on topic and nakes the fraction of the second set of

per sonal infornation (e.g., nuggets 78, 79, or both) accessible (act 975)
to the user for jnstance, based o t c of t i nformation
(e.qg. iq'Yog’Gfr?Heaté‘F& B%E?SM&B‘PECW%)“IWS the lec?lwnggar“ gﬁ@ %ﬁﬁ’&‘j‘?ﬁl@ﬁ “ some or

all of thendsdior Mdrsdmal 1*&%99&1 RYscRetiHeeRM Rabtiofr et ©XBNIHdehe | N SONE

enbodi nents (e.g., for each of sonme or all of the users) nethod 900 nay

i nvol vereppalnE g thedracliahant 935 )n biveny enbedimess whve #wdeibls: Ay (act 915), for

exanpl e, n I f the
racti ot s P e (B O B R P ag DB BB o® ' hany
enmbodli meritisyatinh er £ditipmht pmtyl (et %ﬁ)emnwmgmr nmg}sn@a:ufng (@12‘53)th) od drepl egwisng (act
930), provigdin of a ar act 5 tran f or t|on to a
di f f er e gipt (ﬁrclfo 5%‘? OrgA8EdtsA rrllﬂf) IBFOHPFL t%?ﬁﬂéhe(p&wgl&gﬁ | ocal

si gnal s f{faeiasio &lihe 965 (ac@H 790k Bombineti @ &8s Z mag hefepkied, Iaﬁﬁﬂfrﬁjﬁtalta)n (act
970), the providing of the information to the user (act 97%&
conblnafﬁ%@@k%é?@%ﬁmbﬁﬁywﬁé1P%ﬁ§@ﬂ@éOfégmﬁﬁﬂP%BPW§P%WWFﬁWE QHMW some

enbodi ”?éﬂ)%ﬁted tbla{emn%s@feébﬂai REs dff&k%d’ﬁ%hm omepmtg RIS Ke I(ee&ang@ﬁ) may be
repeat ed, but nmay eated less often than certain other acts, such as

thelﬁeceﬁ@mngomﬁnﬁﬂhmﬂDMﬁB&@GﬁNﬁB@wnnﬁmKd parties (act 915), for instance.
I'n many enbofjnl rge?ngtcmb%% (fa & fgr‘;‘%?h glr' m}mﬁgfe u%rg)[ H—fe%‘r ]ggatmf; Dl%luﬁé’s“(@ %t I ng

i ncludes (e.g S portion~df the
fr act i OBs @l dsfhﬁt mm@dac&%tat m‘astrmqmsmnﬁif‘t}nmﬁrmlmbf i stdoat s¢t$nf peremed on the

user's nmobil e phone, whjle maintaining the anj zat.i o t he.i nformati on,
f or |nsF§W€@“053?éﬁsgﬁ° HEhE G s ! %”F%@HF Wﬁ#%ﬂ?V%%mn$ﬂFfW§W”mF Wgrlous
15embodiEBRtSmatiod! feAGRned, HERH S RABpeRE HRfinbhgtne Ferthdh@ veap@at i ng
includes (e.g., as part of act 970) synchronizing at | east a portlon of the

fraéti onmbgdimiessiecent o mpregharperres i USPTf B raperB insladesi(@gsaorEPion t he
user’'s mobiheo Ja ﬁﬁ@ﬂgtﬁgbgﬁ? pSﬁJ%%@maqr RESSONAL sécaﬁcpgeqv@f]w&nalhat was

al ready store one Te mai ntai ni ng the organi zation of
t he i nf affemisdtion tliaased)remort the um’plmnbdf: phdve winf ermapdindme pdsooded her ei n,

"synch bath repl d di
e nf GRAGEPER WP Sreetl PG BarssaP RIS g T2 CE Gk EOEr Bl

St ruct Ubethb aHBAABn bARU&n tﬂ_dlﬁpﬁ%fﬂﬁynﬂaﬁﬁzltmﬂe Asfugéd leseanplsgnchtananigl” of
i nformati on, account information (which nmay be sorted for different

accélint §ormsEar nchidas bath sinkasinecid apRapdingyhe infasmauen. Sile SpEDE Ahce
i nf or mﬁrl)ﬂ{ﬂamﬁ%% sorkdl &gﬁﬂlﬁﬁgnﬁ RediA®Ra onfoHe. efo;ﬁ@s Hay indiddie, TRY be able to

use a one to gain access to a physical space, such as
an el evataople, ﬂﬂa@dnnfgnnarogaac‘@f)ura inffainhagion gwhich may be sorted for different

accounts), bank card information, loyalty information, insurance information, ete.
In various embodiments, a user (e.g., 22} may be able to use a mobile phone (e.g.,

25 42) to gain access Lo a physical space, such as an elevator, floor or area of a building,

parking garage, etc. Access may be obtained, in some embodiments, for example, by

passing the phone (e.g., 42) by or over a reader (e.g., communications device 88),

transmitting a local signal (e.g., in act 965), for example, using near field communication

(NFC). In some embodiments, for instance, user 22 selects the desired code or number on
30 phone 42, and then rubs phone 42 against the reader or device 88 or passes phone 42 over or

by device 88. In certain embodiments, user 22 may provide or select the code by name, for
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par ki ng garage, etc. Access nmay be obtained, in sone enbodi nents, for
exanpl e, by passing the phone (e.g., 42) by or over a reader (e.g.,

comuni cations device 88), transmtting a |ocal signal (e.g., in act 965),
for exanple, using near field communication (NFC). In sonme enbodi nents, for
i nstance, user 22 selects the desired code or nunber on 30phone 42, and

t hen rubs ne, 42 aga the read or device a hone 42 over
of by dEviEaCE IR CRPE .ﬂwvgmala?tﬁﬂiﬁt)@,alueiéw“z’z(%wsﬁeoﬁ%féﬂ H988) act t he

code by hrREBemM@nd, fé5aslce. "elevator”, which may be selected froma nenu
on nobile phone 42 or input as a voi ce command, for instance. I n sone
enbodi nent s, Ipiiresrapdivasnly, RRPCtZdPen (Rsg it (- gt 9Gps)logl pigedll  si gnal
cont ai Ni;fg. ;0 Lok MabgRdelel€e gy wifla¥ha 8RB bbb Wrgaiatiand, for
exanplecgﬁg }geﬁ%F%QQSJser %g.%Fne§u%%ﬂ\%g ﬁ?ne%ts o on% 4 nafghave | ocal
t ransm tus@rZ2oin gehembbdatenonshodedyt oy 82&*6 bl crhnamagtertte camnNEQatamtsenna for

exanpl e., I.n an NE na ( tter or
devi ce §5 lc?ggr&&‘é&r%?yd%eﬁ“t@% AN Orﬁi‘ Sﬁﬁgﬁﬁ}?ﬁg r‘lfﬁtsbi‘ﬂ g' | aci ng a
back or ah@bhk). CMEfiadiitidi@r phome 2Whiak bareﬁﬁJ‘f&Ed b iap@eca istinnpiema a2
circuitry, or both. In ot her enbodi nents, an NFC antenna (e.g., .|ocal
transm P &7PIAFINgRRACK 8T BBITHERYHR tioRpne Mikiararerdiiing B AP B BoHER: of phone

42, for eyaAPLLother embod MR, m@'aﬁﬁﬁﬁass %Modﬁﬁ‘far(sﬁn@er’or fio¥icd @5@ay be

transmtter or conmmunicati OI’IS devi ce 82 | uet oot h communi cation for
par tl culampriginalcabipnsni eempddentiodphang 4@r for petmedel of NFC. For exanpl e,

Bl uet 0ot h may e Uged LAk ASGESR. § GuPALKIGLAREAS AN ASEI4GRL Vi NG

phone may be gi VEn access di ment nee o open t he
car w ndoyBlu€bhircoiinamiadonren partioelyr uaetions i additiontther inkweadst MFC. For

connunlcatl uch as infrare bar codes, or the |like. And i
rbod: mentu e B RS b BedaP TR R AP A U6 R SUE AP ac cess,

such usey fbe@Qh'a@ce@J‘ﬂ@@ﬁle@Hﬂodl QA vilg el SeelBYolR8 (MS@E whRich atikernho has
accessedwgartlcular areas, track novenent of enpl oyees or other people,

verilfy € @dlewpuswée@e RAEI quether iy al éwvtleﬁewgwucwrmwe@ Hat C@w%yees or
ot hers AT %gl &gneaém%frﬁeﬁp%gn%magréﬁ% aQweakmdd%%% }dvﬁm etc.

whi ch may be pu I'n one Or re repo odlnents a
user (eagpsss, 212:)11 usayf melk & Sehectnd dors| sigddnaf lye whed tar Te@ka'dtq 1@ﬁsQC€§EI€d)VI de

assent, or. er ormother affirmative act by passi. the phone (e.g., 42)
by o r e RABPITLEES MR eR) S SRR e P T Cu syt oI Ser S Bor
exanpl ewoskibis glickln e@o@homelfmm ahlajds bndtasatei teRcly A sfrakpdead) lhack pr oduct
by gaSS|n the user's phone by a partlcular 25reader (e.g., device 838). O,
Bme WERbY RS, oy yalch fiy YedBRESIEY IR OR f104T 1gPHt s for a bri dal

regl stry or Irfjs%ﬂ{e'efrﬁﬁoﬁlrﬁc%'@@uéetr%%t@)%yﬁh%esgle&ﬂjr@tm&ﬁﬁ’yﬁ@sﬁ}'e@er as ot her
exanpl es. Further, in particular enbodifents, a user e able to

subscr i beions.rprexidhasaenteat mertorm @thpraaffﬁnmuvaﬂctadxx@raﬁﬁﬂwhen @6 (-85 4&dumpl e, for
a particulg rt(gygg%e%e §§) o?‘d%BmBInaf &%%%é%%%%&d%&' %r §>8“r’1{§ogeea BQ%{@ pho”e 42

may be anre’ e use
passi ngmahohrirdidfguastion @ﬁﬁﬁl’m@ﬂardﬁ&dm‘eb 38;&,531@‘[1@ Imew’ sydwhebsh pqmlélealg : t o

OOSIED o 2.3 . ok count it cLuo) Lo o0t 2 Lrcauent, ILYGriles, o, ge
ot her ephedi¥BatSor i@&nUBed aRRMtciP%®e picked up at the register, as other examples.
Further, in particular embodiments, a user may be able to subscribe, in such a manner, Lo
particular advertisements, for example, for a particular type of product or from a particular
source. Further, pnone 42 may be able to be used in a similar manner, in some
30  embodiments, by passing phone 42 past reader or device 88, to show membership (e.g., to
COSTCO or to a gym or country club) to obtain frequent flyer miles, to get discounts that

are provided 1o holders ol loyalty cards, or the like. In other embodiments, a user may make
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affirmati ve acts in other ways, for exanple, responding to questions

di spl ayed on a phone by pressing one or nore buttons, for exanple, on the
phone In sonme enbodi nents, a phone may provide identification of the
user. For exanple, phone 42 may contain and provide user 22's driver's

| i cense nunber, social security 5nunber, credit card nunber, account

nunber, dress ho ne nunb rrgl gly dD nunber, bi rlﬂy qc]ertl fic te pr oof
of i t] 2HREHIEE S5 B8H ep Ay o daie B e ey ding da v Shplavad e PRIE Do ¢
nurber, pwdsSidg BRGHere BlitdHsNRE XSG, &n S @At i al s, badge number, or the

| i ke, for exanple t hrough transmtter or_ |ocal conmmunications devi ce 82.
For exanpl e, 1 yiaambod naKs. & pheitsi monrgvids ifeanlicatipn o e vishe FyHFABDFRy

i ndi cat user to bypass
o sorme B o B g e RS, | Tt 2 phone
i's | st nombsi oﬂeelrnpaltl hemaut fmepit @dmbse rddresy, pjenabthlebmoemulpﬁﬁlﬁetupthome of
persona nfor cat e .t he a conbi nati on
Pher eor PG URRlen P o RS e BhE e SRR st Tana s tasbofior
exaﬁp|EnmSH@hv@mn@ﬁE&OﬂwﬂﬁMr&%nﬂ@&ﬁﬁﬁhﬁﬁhﬁ@ehymﬁaﬂdimgthShﬁuﬁﬁanS to the
phone (e.qg., through nmobi | e phone netmork 40Q 15and in the case of

| ocat i ngrP ¥ pRewHEer Ph‘gﬁarlﬁ%‘tllnr‘t@lcf‘tllfels AYReST oF BIesyNHE 1 PECBE coor di nat es,

ot her | eﬁl@t)alefantsrttq% ARbrOMhe HondRD mdl&tegé)ﬁ@h@rmgbtmémrﬁy whithsndyBy require
entering at | east one code or passmord i nstance. Further, it may be
poss$P bl ecrninthg gsas tebirosh efsnms or & boffsepi@am im@ditwmommattmo smbadirienistibat he
phone, n ance, at
websi tegé@%qgg)lﬁor%%n ehr?tc')%lﬁ)lgl%hz%p% ler{l?’lye EHbéafE) B%meg)%?ng %etsggtlt war e nodul e
72 on phdoenaib, loeye be et dl'S:hﬂ?e ulnsehor(eeonga condination tlenatther cxagegic, who m ght

not be au hor zefgl frotg} acces dul e 201 Oﬁi‘ modul e 72 if the software
(e.g., T3 aPthetdlons B S“E LSRRI KRS HLEPYBDY B specified period

of tl rrea&cfoﬁfpheaeerﬁglsendu@gth@sﬁﬂcﬁaﬁsem tﬁé"ﬂloﬂb dgetamugndmt)heplhdde%swd;t 4@)he user
has failed to provide the correct password for the software i f

a réhot ang gdke %@@fwﬁﬁﬂ@%@@pl@éennw@@s@apb@neﬁﬁaml gts Cd’rﬁjwpﬁhm}%%ke Access
to md“%ﬁleﬁﬂéat%%%nmqu&ﬁo d;? H%&n@femtyéé%ﬂtétﬁs n%?{r@% ﬁe egoegh%ﬂ le via

entry o e correct passwor I ment e.g.,
sof t war engyodialoe p#2woml, foinorséandd ) Furégr, pirroaj mosmbleUﬁSomoomhodtateets tof t he
phone (e erver at nt erva )

accessi ﬁé&grthc‘e%f?rinﬁgoq R”e“%s"SPt@%Plé‘mE d))mo a?%‘” @f{p S SO atr"?te\’rephone

upon sendiingncSeoudbste 630 nmessage, upon turning the phone off upon turning

t he_phone on, upon running out of battery charge, qr a co |nat|on t her eof
as &anpl es. [ 3vmFrbgdunapbg b 8hotsps te SYFHIR A10dled? ohers tidcat i on data

nmay be Ha@'ﬁ?é%ﬁtttﬁéjuszé?%@g SACHF &09MPuiR 5898 chieM R i aRbang 41 to
nmodul e 61°0n server Mor eover, a delivery acknow edgenent, an open

acknow swdelrefit or aadilor? ifee soifluare (e8y, 73D gOthE pedngde s GPB heg spdiiosaEss,
oSt R0 Gk OB AR SRALOLIEN A PR o (e
i nf or matsedhas faded to provide the correct password for the software (e.g., 72) if a remote lock
25  command has been received by phone 41, and the like. Access to module 201 and/or
module 72 may afterward be restored, for example via entry of the correct password. In
other embodiments, the software (e.g., software module 72 on phone 41) may provide the
GPS coordinates of the phone (e.g., to module 61 on server 15) at regular intervals, upon
accessing or exiting the software (e.g., 72), upon accessing the phone, upon sending a secure
30 message, upon turning the phone off, upon turning the phone on, upon running out of battery

charge, or a combination thereof, as examples. In various embodiments, GPS coordinates or

other location data may be transmitted as a secure SMS message from module 72 on phone
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5an exanple of a topic of personal information, which may include, for
exanpl e, proof of insurance (e.g., autonobile or health insurance),
coverage, paynent dates, preferred providers, contract terns, and the |iKke.
In sonme enbodi nents, the user (e.g., 21 to 23) may be rem nded (e.g.
provided an alarmin act 945) to neke paynments, obtain expanded cover age,

make or kee poi nt t,.or the via the 41 to 43).
For 10|ﬁgt%ﬁ@g&e%ﬁ°§8ﬂ¥g§§bdﬁ@ﬁ%ﬁ¥s Vﬂ%éﬂ“ﬁa&ﬂ gggﬁb%b 8 (e.g., provided
an al ar mltddwasdoeéf) addirohtgiket ey plae Relude GRStdaerdizespayesatp for exanpl e,
for insurance, utilities, nortgage or lottery ticket paynments, rent, credit
card payMenraionsllitoye tHEguLon Omﬁﬁo%ﬁﬁﬁﬁéﬁwé%ﬁnple a user may be

rem nded (e. g, ,nfh éf'o@'e.%@f{am@%@rmbmeg%n%é) cdiRaiR HisRiaRc AHERRBRI 6

i nsurance for another country when traveling into or near that country, and
i n s6ne aerkontloehi tsaplq O:f p@sama} ifenpoissiviieh may pyludhdseesndie. preslelance over

h h b I
T TN e N

As desc speC| Ice her things, ways
t o commupriveds e c:brnfa@f tamhd, and the liqt. hElrsoﬁieeﬁ'tbbeimieﬁtsdél\ime@:{e gafbdto I3nnzert ai n

enbodi nent s, to affirmatively ke sel ections sone odi nent s,
the eIeé?F%WP@i \&(ﬂ?%ﬁeﬁ@ 1%&“335)@6Hﬁ6P68“§§3 h@ﬁlﬁﬁg? the phone

(e.g., %g‘)eri% m’ét@orﬁééﬁ hﬁ&ﬂp%fntﬁlgr{toérrfﬁé jien vl pliome (e deko 48) hrsrdshake
routlne may be | owed, or I'n sone embodi nents, an affirmtive act

of d§semsiavey nmeome@mqueuemeta useraeay eqrogpict 4.8 PIOMEES Bdlamt Brack¥Mpl e, to
aut hor| %hroggh %?B@&%% glﬂh%ze%%%%gﬂt for Q{anrl %&Ilnﬁ{rérzc Lﬂﬁi@l@é Fnor %nghoran act of

assent na I N sone ‘e imants exanp user entering a
pers Onallottedy?mLtklef po@iennrent) oizeit c@xﬁlphlymerrts aaﬂ@pdswemd hi mtothea expraphiacal user

interface or keyboard, on the. il hone a sjignature on a touch
bade | pr OO OB b PO pReL S e B feP b AR S acer
(e. 0., deMine@eB&untrpivhbi@atdlike into or near fAdf ddaefry, dlnﬂll‘ﬁﬂﬁiﬁa @hbddneas, it

enbodi ments, for yet another exanple, the first software nodul e (

modufe B1Y bemepsiles W‘d@ﬁ"afrﬁ?h HIUTARGY Q1FE tHieaHens SPIRBIgBP/& ! (suggnce ?“ntfe‘act 905)

30|nstrﬂﬁ&gog§b&ﬁqgkg£§ﬂ%§ identifying at | east one threshold for alarm
(e.g., used’In act 940 or at least a portion of the particular

i nformation @e.dgscribediygein, sp8yific Embebments finciislesamaengndlerr fngss wayg 0] east one
Of t he f?éx;iﬁ{uﬁ%%{ﬁé%gnbatlonQO Ot?lel( Sec%oh%c dlzfltcgsngll(} t11’1 CE %0&1%0%?\[‘%1’1\{\@(’\%?/8 I%Ddl'” e

(e.qg., rogranmin ct 940)
at | eastffampovdly ﬁmkeieiédnenqoah 'fsblﬁbl E@bodimkois,thé elecnrchm: dehvetohreaddrat.d. And in
sone _such enbadi ment s,

2nd P he d9uED R NOT s B¢ HiRTa %g( Aor’ Ih?tf?f%ﬁc{ﬁlléﬁr v Sg{&‘? M@F‘Eﬁﬁf% Ginstr ot i onb
t o provindgisBikeab@iHOrk S 18 follbWed 6t b3S dotheteddBolig@ints, hn dtfi@native act of
assent may be required, at least for certain functions, for example, to authorize a transaction
or payment, or to authorize access. Such an act of assent may include, in some
embodiments, for example, user 22 entering a personal identification number (PIN) or a
25  password into a graphical user interface or keyboard on the mobile phone, providing a
signature on a touch pad, providing a biometric, passing the phone (e.g., 42) by an NFC
reader (e.g., device 88), or the like.
Further, in some of these embodiments, for yet another example, the first software
module {&.g., module 61) includes programming instructions to receive (€.g., in act 905)
30 instructions from thc uscr identifying at least one threshold for alarm (e.g., used in act 940)
for at least a portion of the particular information (e.g., nugget 78). In some of these

embodiments, at least one of the first software module (e.g., 61) and the sccond software
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S5particul ar information passes the threshold (e.g., in act 940). As
mentioned, in sonme enbodi nents, certain nethods of nmanaging information for
users using the Internet and nobil e phones involve extracting information
frome-nmails and sending the information to the nobile phones. Particul ar
such nethods include (e.g., as or within act 915), an act of receiving
e-mails |ns fromthird .parti.es. For ex le, | Osone

erbodi maHtSle (8 TabeR g e flarliSae g BTE: et $03818Rat nod 900
i ncl ude@oﬁmn@@theqfanrcaﬁeln\mrﬂﬁnaﬁ toAtfe 'tmésﬁmﬂawna Mo S6Md 4R cHBbdIMRAE, dodul e

(e.g 7), pluralit select) e-mails contalnln%tinfornation

about "t #@swuoﬁ8§§raf80¥wgew9e (e 0&) Fthesegeist sofAeroredRe(cthe del ect
e-mai | s[ﬁc%dgsgl%gﬁ&n Iﬁgmﬁu&tmngf Bma@aégg&ﬁt] (1 58 Srél‘r’]@@ftonfggh'ée?lftﬁé user rmay,

for exanple, ¢ g., select) e-nal o an I nformation
sortEngpslmrfculwamémll@hmdmﬂSES(ﬂ@ thresh@d@d Je.g. hneoghli.he entering or sel ection of

information (e.q.,. in act 905 r by downl oadi or e mare
ol o or ny B8 rftatiqhdd. B5bug ahoRineR, SRR ADL Al SRR GRS B0 ey
al so i nakdrdesing e heaah: B nibie Hases USONKS extisdting ntfhmamaflcﬁromaé mans a@rti ng

software npdule (e.g., 67 an _act of searching at | east wo of the sel ect
e- mai | s Sfyngdpe iw(ef%fgta“%@ 13? MR gEs aPn’ﬁt“i“g"éﬁt“i DRSS (&8 &heF al so for

each of @ﬁmctpm)eameaﬁecaﬁhgg i, PO A®L e (Bt birigs. SOF LnRiRe, Mpdul e
(e.g., 67), an act of extracting the particular information from'the sel ect

e- madl s sqrac gmbodiwents Zo) cacinef mykiplsesi(ng., viers? lalet?3bMmathadrAStinakglepar ti cul ar
i t
LT TSP 9551k TR R0y LGP SEMBAALO D SepRR fRc 8. 11 e

i nf or mak¢lem) aviialls contdiming infadnlatios aleodt rreduedesef gle usemwaeatindBO)set masbe sent
(e.g., in aet 935). 25|n nunber of. enbodi nents,. suc nmpl es of net hod
000”2l SEMFREGARe teg e e ST Rl OB AT b BERUeo T 65 23 shown i n
Fig. I)m geﬂadbﬁﬂl}{l@cguse (&.0, 804cy23R)ild B Be R td SUINAImaiE0E0MBId PRwhee t he
user's nobile phone (e.g., phone 41 of user 21) through a nnblle phone

net Wor k medulg (. g467) th@ﬂgléﬁf@rea@é}ng)ﬁr whstigs el infrmaign 6 giod %0 g by 41) and
access la¥wﬁlla %H?&ren@@h soft%)em&dﬁlé%u%fﬁb@?hmg est he particul ar

information t is se , contal eS|mIar to, the nuggets
(e.g., 78 anBuchExampks nﬁlyxetbed 8tbmey plsé mcludﬁdnpd:a@h O\ﬁnmhq:rnua‘@bdemm% by
nmodul e SOftwara%leastqwoof 7 on server

ey BB AR ko (e SRR RO G RS o BRI § BB bs P PheSStt s

of recekalédig-rhdie f@hdﬁ%&htﬁme@ék@rwor@s(ﬁndgd@t)lfyn&‘@ﬂ[rﬁl’mrﬂgnd @]F;n keywrods or
i dentifyi ng nunbers (or both) and extracti g the particular_informtion

(e. ¢, Pltads “W@)lsm%l% fRAies SeHBR &F THERE B10dte 478 nP T Phif! 8F S4BRMiSg (e. g. ,

act 935)hethRicRABF Idféilafbn HOMARERILORmAIE (SOt OMPONRES Borcih NBisR@fdfi cul ar
information may be the same or simlar to the fraction of the information

descri bexiraserepaiticylgringraniingdocsogtnteap of wickide Srvardig o soing 6935, I n
many e et | .U r..exanpl e,
ol 11 pl S A S RLASE Ritle ™ BRI RLC05E uRRAE) Bt ERELLET i B SO
(e.qg., pandl 19{3xteacted%@) in aanQ)h@bsmd(ergg, 1(1@ctg935) act 935). Various

nehde. adai PGP EAL Sapey g Senp R Eine BB R e BeC TR 585 0000 mmy

i ncl udenmﬁ@m@s usei‘-sq& 0 agds of to I RobhaNFENe), efndinkqe WS f &t 235)tiee phddoulf ter the
extract Imrtlgrmatlon to the user’s mobile phone (¢.g., phone 41 of user 21} through a mobile phone
network {e.g., 40) for storage on the user’s mobile phone (e.g., 41) and access by the user
(e.g., 21). In some embodiments, the particular information that is sent may be, contain, or
30 be similar to, the nuggets {¢.g., 78 and 79, and may be stored, for example, within folder 76,
by module 77, for example). In some embodiments, software module 67 on server 15 may

be a sorting software module, and may perform or initiate the acts of receiving the e-mails

39



of the particular information (e.g., in act 920), and before the sendi ng of
the particular information (e.g., in act 935), for exanple, to the user's
nobi | e phone (e.g., 41 to 43), acts of encrypting the particular
information (act 925), conpressing the particular information (act 930), or
both. In some enbodinents, the information sorting software nodule (e.g.,

L567), extra the parti cular nfo |on .0.,_4n_act 0). o froma
fractio %fa%tﬁiﬂs%fia ngdorkgyivogds of egﬁc,nge %3%1(8?1{’0%) PR ™ tza%yﬁgmseynay be
sear chedafioiilak@yomdadsn @'e. |1ﬁi@d5tt9|2f)){bﬂglnrkblﬁﬁﬁ%ﬁﬂhoﬂﬂfenﬁoﬁih);mﬁtﬁngon schdingct 920,
or in a previous operatlon) and the particular informtion may be

ext r act éegofc!t $&7)dht etpdarghiorafioge dn Wewdy“?r}‘%ﬁli‘@cﬂ?éméll%}w@“ﬁ‘ﬂ&t have
those Kgyweyds Ane o@amli Li’d g faarm%rfae lzﬁﬁuatmecrescﬂb@d 80QR, Brkedigents, for

mul tipl e users, fore e receiving of (e.qg., select5 erralls(eg,
in att Mﬁ)l‘ﬁfemthmdlcg@ma{b%?tﬁ i ncl udes an act of configuring the user's

emai | handl i m%—.OJ ém N0 dlflllle?ho(dg)%k)aso 11%0111(? 5{:’[??1'%%8%&1?11 fgreex"iﬁgfe s e-mai|

handl i ng nod & "eont igure 0 au |ca ward in omMng e-mails

from at nut@gé umeg t}maerehncﬁmlgae g1 pdrt 6t q08930y, t(l@e)graptu&g (clggamtt obna 986), tuld r d

parties 31 t o iLnformation sorti ng rmo!ua 6 I n 25such enbodi nents,
fSH§ gtht) m

the sel dse ‘?‘H&fq% 95k At 1) o Y @H O RHOA RRRYS BeY° RERTPHES M ng e-

mai |'s f n/@mLtsQ@deé@&ndlrﬁ%ahcma@addmﬁfnm & For bhintle, PREdnYe d@blimer®)@nefodmor e of
third parties 31 to As an exanple, plug-in nmodule 17 may be added to

M CROSOET0 ®aY Lroteols: getfﬁiiﬁﬂ@]éﬂf mgreghan ol #, usern @1 a3 )plEy Fe X BAEE onal i ty
to aut Ogﬂhegagrlt ?flai[ QNG goﬁa(et '111 %c(:thQPg} g@cﬁ ?efﬁl%mie &eﬂdi?l o?‘ﬂggj'a}'tlcﬂﬁpoum of user

23 from particul ar senders g., via I nternet 10).
I n ot hennfelmﬂ]mmlmegltmacas*fiﬁsefm sxaephaid thhamd’lsmrgnlmpdmiee(e:gayﬂbce%)ozmls gured, or

plug-in or software | ug-in 14),
that wi PF e SR WPy SPGB i g S arene SR B bothy
sel ect agr@ﬂb@u{ an sbik emBBdinefits, the feintibasksnasFoarahedundd, act 920 or
even acts to 935, or a combination thereof, as exa npl es, which may

restft PR, sEstsdhbe pabeulginrgande.p W%ﬁ?@.%}m fpm .arﬁa@vwa?f thpselegt $1 act i on
of the infor m%apanbgmagag $10%- nian@ B ?25 LQbhe® ?orn(laﬁw&ﬂdka ldla,ﬁh@llﬂg h

enbodi nment s, e user's 5 conputer , conputer of user 23), or
sof t war eumbm(mcj)om) (¢. gxemca@triwt er 1n(aeargﬂousrmdmnen)oanqothmgarilﬁulam on conputer

13), erformtasks S ei.n of LN sone
such en%lgg]?jﬁaélﬁflgmyz’c%fef‘%r%edco% u(ﬂe@%ﬁ A mc%o? r11§needed %nﬁgggl

enmbodi nﬂnigSkemrcﬁshe]mstnharmgmnﬁberssone or aII of such tasks may be perforned
at server sof tware no e 61, t war dul e 67, as | es.
B8 ent oo BudRcan PREHETERE P DD raRer o Da e g Fo b by
modul es séléot) dfnail@feds | QZ actBY), infbua w0 a%@b&%d@@ﬂﬁ atlaec ﬂg@ﬁh%ﬂﬁ uey'sat her s of

such nodul €s. Moreover, sone exanples of nethod urther i ncl ude,
for var malélaocﬂlum@ftwsr@rr@od(uée @c1,912) Koy epmypleibe usx & Hphal hapdhngr Bodue

recei vi ?%g QL ch s%u%%l tg(’:’i[‘lto aﬂ@i]{y%ox(\»%ﬁf?}ngm'nﬂl'gaecﬁ?l?s]ﬁr’c)m al lga"\‘s%%h'godrﬂ; € 9., in

act 905 I"'east one I'cu to send e-
15mail s tlﬁtﬂil’]ﬁaﬁlymtt pgati laefsoorumtf thind pdvoest3 1tthé3 blusnioessicofsotting nuslete 7o It he
I nf % et suc ﬁj%[:htrrlle?lgs the select e-mails mentioned herein may include (or bey} the incoming e-
mails from the (at least one) particular third party (e.g., one or more of third parties 31 to
33). As an example, plug-in module 17 may be added to MICROSOFT OUTLOOK on
computer 13 of user 23, and may provide functionality to automatically forward e-mails that
are sent to an e-mail account of user 23 from particular senders to module 67 (e.g., via the
30  Intemet 10).
In other embodiments, a user’s e-mail handling module may be configured, or a

plug-in or software module may be added (e.g., module or plug-in 14), that will scarch ¢-
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nodule (e.g., 67). These select e-mails may include (or be), for exanple,
e-mails containing informati on about the business of the user. In various
enbodi ments, the users (e.g., 21 to 23) may provide these instructions
through the Internet 10 (e.g., user 23 nay provide these instructions via
conputer 13), through their nobile phones (e.g., 41 to 43), or both. In

20add|t|o vari.ous. .e di men t.0 .2 may provide
Chese | A0S ReteBREUT TSR e dumboms crp s et pEToUR HrPaitiy "t ot he
third paeth@stafie.-gsociatsll with 28920 &merema@d (Bp 9BH r(ﬁld@bmbhﬁud)rmﬂqeﬁeme&s 10,
nmobi | e phone network 40, or both. | n sone enbodi nents, as_ another
exanpl e S*apRless ahiRnaFeBNt it Raclectvgl 9f §-malsgthe pprfcalar inGpmaben. aERESK se)

'nC|Ude%fﬂﬁxﬁmnm£BElﬁ%gasgfmﬂﬂﬁﬁﬁ&y%xHé@&g)hl&@@EﬁB&ﬁ&e&Q&h@uﬁPb'5 from at
25| east one particular sender (e.g., fromone particular c-nmail address),

and fhe C@xpmtac(ﬁlgngomputﬁh@ laseni Bl carsoﬁ’twair@rrmngmn the cguputeriegcmodnlg)
ol udes BN SATA bR SR h RTINS Y L LOMA DR faRh s from

the at PelsEone par BCUIar SECUI AT e g., for
each Of[ﬁﬁ&ﬁd@kﬁeMB@ﬁ&kMsﬁEﬁh@@d%ﬁMﬂﬁ@ﬂmwmﬁMdaeﬁhﬂshﬂﬁhﬁﬁmﬁmdmﬁgm
|nstruct|ons ﬁ% fromthe use f user%HZI to

23), andilfeist 1?4160“&? of %h%ftsu%@sl@rwehﬁ.pgrfa?m%dfﬁtggfﬁsq L fogwaﬁr 2Pt or at

| east aspQrsh@Rareinddir G?aéstéxﬁh'lbﬁﬁ ot e R dn@id dinhdht S QRBs &ldetbea KBRA Ment s,
after the extracting of articular information (e.g., act 920), nethod

900 | fray 2 pringipksiocs b)‘mﬁéUlG% 417, 4nd 6dcmapuoyhasembedigtents begeseribehbvf t he
particular i Jﬁgg fn to the crlterla or threshold for alarm and
prOV|d|ng an a arn1% in act 945) to the user (e.g., one of users 21 to
23) if the pahmmmauamnemﬁmmﬂakﬁnnﬁmd@ﬂﬁﬁnﬁ&rmhmdeﬁbtﬁﬁmas@ﬁm@aS$£s t he

of var i bk ZEi2SF T Raimply Dol e kB PR UR R Gsd #1 WARLDS  account

i nf or matis@fctinaqé. gd[rﬂ@t ams) afRud on®parbeht thiold pawal (@, ot 3deb3 ) td EdMean account,
and the threshold is an anount of the w_thdrawal or debit beyond which the

al atin | §1agp evntypige frEogRation ghoy thedwisinessoh thediseHe thegRRpriEen BN, | for each
of a nugh@neQf. %t @% U$ LSk lect dfaf@mby fdl AL (dr@)feP'T&BetxhﬂBle' @ﬁiaﬁge&télﬁlﬁgel

i nfon-nation I ncluding a departure tinme or departure’ | ocation (of bot h),
and an alfemmatios apnothedssingses of the user. énvar@msymbﬁdlm@(l@x e pseas(edetdritn ned in

deci s 093}a1’(r:12t1)|/ ;\3/10% e %e mstpL(lacrtlgnsl t%ro%gﬁ glaéqgtemep 14 Pe ., dt?sgxaif )? prtoivi% 1Q%e ¢ he
mmstructions via computer 13), through their mobile phones (e.g., 41 to 43), or both. In
20 addition, in various embodiments, users (e.g., 21 to 23) may provide these instructions
through module 61 or website 65, or directly to the third parties (e.g., 31 to 33), for example,
through the Internet 10, mobile phone network 44, or both.
In some embodiments, as ancther example, the searching o[ the e-mails (e.g., in act
920 or otherwise) includes (e.g., for each of numerous users), searching for e-mails from at
25  least one particular sender {e.g., from one particular e-mail addrcss), and the extracting of
the particular information (e.g., in act 920) includes extracting the particular information
only (tom the e-mails [rom the at least one particular sender.
In particular embodiments, (e.g., for each of multiple users), method 900 may
include acts of receiving instructions (e.g., in act 905) from the user (e.g., one of users 21 to
30 23), and identifying at [east one criteria or threshold for alarm for at least a portion of the
particular information. In some such embodiments, after the extracting of the particular

information (e.g., act 920}, method 900 may include comparing (e.g., in act 940) at least a
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departure location (or both). In specific enbodinents, for exanple, the
travel information includes flight information, for instance, including the

departure tine and a departure gate, and the alarmis provided (e.g., in
act 945) if there is a change in either the departure tine O the departure
gate. 15Still other enbodinents include, (e.g., for nmultiple users 21 to

23), upaon_instruction by .the .user.(e.qg. er . fransmttin e.g., act
055} at PPeisBRt IR sh s e Bt Fhe Pt TP e Ear
(e.g., 2RjmmdLI IntacpPmeo (e uger(e.42dnd @usérBSt ANTH if thBpoughamaireidgphone
network 40, for starage on the third party nobile phone (e.g., 42), for
access BYSfifethe Riiiega papasies the Greshqldes cxayples n sone such enbodi ments, the at

| east a port p@Nn@hndehid sBRE ShdUh&ho ROl A6BEL 8PvdrBubuserd) NiBOSRiLNIEd 1 n act

955) does not include a conplete e-mail (e.g., an e-nmmil received by user
21 of bynipmehiice g udes Agertcsi sespdgdniponaive indeling Asaregine gbnyltedravl osane

enbodi S, i il { i on

ol udegoui ot B, EREhe BuBRGl 03 holit 8RN Ph A SRR OCasi 1y
send hi svhiochakedlaint ismesadod (€.@r, iroddn@45)ofin advehgpardnndell (ak., forfeacn@ta on) to

anot her aﬁhso . to facilitate sych communicati on. .75Tur ning now to Fig. 10,
this f18HEAEr tf}%S&Yé%ﬁ&l@&}ﬂ@ﬁﬁﬁ_ FIBLRR I HER G PTPEHE" METRBES of

aut hor i aknguatimehi Ddepaishe VaRiioH@: BRLNQHS adiladvlshentid@aticnth 089S as

exanpl es. Most of the various acts of nmethod 1000 may be performed, for

ex a%l e (& msdlsteaninsfit ¢gisposEsisy 940d Fherqis @ ghange ipfheslapaseie UBe ofdedul e 61, or
both, s i b : i ' had per f or med
by a co anill e(r)l?é: %rs]l((?lrebggn ¥r€§rpe|9§§F%%@Qe%,”ﬁg?g@ﬁ%?%&%@%ﬂnot %t?()%conpani es
or busi nessles{ligby infdmmati¢rk or instance, ihdudiag ihe dspawbodineemnt 5 departureanicous

net hods of,,aut hori zin action, .nethod 1000 incl.ydes recejvin act
To03) oy g HhRif PRl Shpd s TR URAG: A5PRhsr T oS R EREPYS e RE ot on,
an i denthcfdepaturopat@f a first phone nunber for obtaining authorization for
the_action. Such a person havi ng aut hori t){,to aut hori ze the action nmay be,
f or lexanpl e, S@hethgh cripodiacnss inelyde §o- g By iplengyrs Al ©23). dorp elreaP ment s,

the persgomchaviag. aw:hoy 'trfaﬂ{mﬁiﬁin%gé.?(?ﬁét@@s}zh?ea@&fﬂo‘?t’?omh@ﬁe%éﬂﬁ the phone
number (e.g., received 1n act 1003) through their conputer or 5Snobile
phone, fréermakanisl ahirfearty (et adie 10bil¢ plumer(c.2342)stfor stapesy Bopnghandbilg aut hority
to aut hogi td - OV h 9.,
recei ve@q‘%“%%ﬁt“ﬂ?‘ig@iﬁ) P%?mgiﬁﬁtggﬁ%}@\ﬁé zrat?p Oéﬁlg(sﬁgﬁg?%vggfé%%pg%?ge?)( %5, and
websi t eth@.party (e.g., hser 3)mén emzogdichrembedinizhis, the atdedst i awiting oAtht hartictiyr t o

aut horize the action may enter ey in the phone nunber, directly, while
O her Tt e oot g 435 e e Doy Ree & SoF Wl cot a
name, f QkciGxPbPher 2 Pér Kl MBdulé 8ERRA fir@arded «J mei @z)aAs\&hles@mﬁm@Mnl@@nysed (e.g.,
in act 1003, for instance, by server 15 or nodule 61) to look up the

appr opr FabalinEghdhnighisan apertyn of §r) propdausiormplionsigrisderdarhERTay t he

per son i t ity i I: e
nunber, &%’rd}gig%mﬂ%’r %gﬁqp%ﬁ&ﬁ%%gﬁ%ﬁgn? f}%ﬁ%@?&%&&%@ﬂeﬁgﬁég{e gﬁ?%ﬁ%’?l cally

f r om t hefperson'ts aphbaeesen,fip tavilgate aldheomininfetiour e or servi ce when the 15

phope is used As used herein, all such are exanples of acts (e.g., 1003)
b Tocei vi ngt "TIERVY pERSO Mg atinef S, SRR rst SeeSacti on, an
i dent i f netbiOet a@thofzink A helphane vardm eleticals o0 itBdbic ithgaidtdye s zadges. f or t he
action. |n various enbodj nents, nethaod 1000 al so i ncludes an act (1009) of
recei vi ]P.{Iéust ¢f ghe various acts of method 1000 may be performed, for example, in an automated

process, for instance, by server 15, module 61, or both, shown in Fig. 1. In various

embodiments, method 1000 may be performed by a company or business, for instance, as a

30 service for other companies or businesses, or the like.

In various embodiments, in various methods of authorizing an action, method 1000

includes receiving (act 1003), for example, from a person having authority to authorize the
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i nstance, froma person seeking the action, a request for authorization of
the action. In 20different enbodi nents, acts 1003 and 1009 nay occur in

ei ther order, including, for exanple, the order shown in Fig. 10. In

di fferent enbodi ments or different situations, the person seeking the
action (e.g., who requests authorization in act 1009) and the person having

authority.to au tion (e, q. provj des .t in act
1008y iR of HEPElAhy &P SRR rlpo e NP aP e AV BB TR0 "uder s 21
to 23). oWk pesord hevifemeioritn® athotibethk dewsnl thiCid, ferx&hplt hdelolf usts phone
nunber %e.g. in act 1003), and after the receiving, of t he request for

aut hor i 22¢7 él?f’“(”e”@ 18- ladg S%@@@?bo‘jﬂrﬁm\%rﬂi‘edﬁés%ﬁﬁ‘ﬂaﬁ ﬁ’éh?@;@ t?ré‘%th‘a&ei@oo al so

i ncl udesc@éh @ r()ma-@e ;s?lfonéﬁnﬂnséweg ife'céﬁéd lm%ﬁm) thEdY hmhﬁut& B ough a
mobi | e phone ne? shown in Fig. glrst nmobi | e phone,

for Pnstiegidle phw«fmgxam@ef F@rsltlstgmgnéum Aberthe PﬂS%WNIIEW@GUWQt s, the first
MeEssage gﬁlogzet ?factﬁo%a&ster %gﬂgég)og%Xhé nggl?rpgerqggcrécg VIGC?I & lédﬁﬁ?f"mt ion for

whi ch authorization is regue t he
first ph@ﬂ@:ﬁk@s&@ﬁmmgcsemhmﬁﬁu@r13umdﬁdﬁn&GiS) autonatlcally, meani ng

herein that other than. maki t he uest for authorizatian (e.qg.
recei ved in &EFMUY Ofanms B%dwmpﬁ?aﬂmmhﬂ%éq authonzg ihe aeppy %w gﬂte

recei vear k& @ng: phonbatbafdireds woedh anet elq%abmen&omtﬂaﬁen [ efsactd on is
involved (i.e., between acts 1009 and 1015). addition, after the

sendPng Mol e OF salast 2 REBS dgfecxpaply,; of qihqrédentifer or@qchsla wﬁ@ln@ay hz@wdu ncl udes
aln act QQ«QZMCPLG 3%?'11&4;&43 by Qv EX B R foduld 6312‘5& 6k Bg'&&tapgﬁphh‘é piipne,

ing t first nunber) a seco ness aut hori ze
t he act inombeil (g.gv ar ploans 4ébrbh1ds|ome rindpdinieetssthe pﬂdomm/mtf(omgo autheum ved in
act 102%% e.res erson o control the hone taklng an

t
af fi rmati/&" é&f“iaéﬁﬁe G 3108%{?‘8‘1%‘?5'(%@?1%? 704 TG oL B b Paney %018) . Act

1018 nayeéd&u@ﬂ{ah@a[l]”fﬂdvm RRen QfphbsedrSrodd a t01e2 B) $HOWA o ferdbdwheb, thi Or
10exanp In sone enbodi nents, the first nessgge (e.g., of act 1015)
i ncllédeé’h‘%ﬁe ip wsedt AShechhsmeil elsugh aeserrlsne asidrge PO 696N I"EeTPRE acti on

by meki ngrsgn BREGCIKINI [P IRk on! BEidREASARNDLa ﬁﬁpﬁl{cﬁﬁls Sukp& fehone nmay
take an affirmative action to I ndicaté authorization of the action (act

1018) byburakiawyirgeliechr e attiom t he menu, for exanple. In sone
15embodi ment ?xhva?%hp%i»&%%{% hénddHoBal sSqnc(h?a%E at 2 oG LPGREGOND Message

aut hori zi ng
instance, from a person seeking the action, a request for authorization of the action. In

20 different embodiments, acts 1003 and 1009 may occur in either order, including, for
exarmple, the order shown in Fig. 10. In different embodiments or different situations, the
person seeking the action (e.g., who requests authorization in act 1009) and the person
having authority to authorize the action (e.g., who provides the number in act 1003) may be
the same person, or may be different people (e.g., of users 21 to 23).

25 After the receiving of the identification of the first phone number (e.g., in act 1003),
and after the receiving of the request for authorization (e.g., act 1009), in various
embodiments, method 1000 also includes an act (1015) of sending a first message, for
example, through a mobile phone networlk (e.g., 40 shown in Fig. 1) to a first mobile phone,
for instance, having the first phone number. In such embodiments, the first message (e.g., of

30 act 101015) may include a description of the action for which authorization is requested, for
example. In some embodiments, the first phone message is sent (e.g., in act 1015)

automatically, meaning herein that other than making the request for authorization (c.g.,
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action is sent (c.g., which is received in act 1021) by pressing, for
exanpl e, a single button on the nobile phone, after the first nessage
(e.g., sent in act 1015) is received by the nobile phone. As used herein,
"pressing a single button"” does not include such actions such as opening a
flip phone, scrolling to view a nessage, or pressing "send". In other

wor ds, when 20determ ning ho n uttqns have been pressed, opening a
1T b phémemedar Fidy g uanrahgbedgend e BREgs fg a0t & mot

count edpoth of acts 100598 08MPOE iR Suterdcdien fdifsdivams saBawte Gis 108€@td | n act
1015), the second nessage (e.g., received in act 1021), or both, arc SM5
messaged?tXne or both (e.g., of the first and second nessages sent in act
1015 and recej 1N : i Y. I 1 (e.qg.,
sent and recgi%@gyhtﬁgﬁﬁgﬁggéggéﬁ@?ﬁgﬁgﬁ%%ééEﬁ?ﬁ%@ﬁa%é?gsgh%%ggh%&% in Fig.
1) . Fur fiverdes binacs 012 | pofirodiivegtts: exatmglef fromtthmbstageije fleng.(ie.sening n act

1015), the.second ssage (e, g., receiyed in.act 1021 r both, are voice
message ey P%%$§@§%%ﬁ¥é@%8ﬁﬁ?%%“ﬁ§ nﬁ%”?%ﬁﬂﬁ?éFaﬁéWéﬁgfgifwinterpreted

usi Ng VehsedinREQOME tdcad fefkiales,. . rodeiRatiMact a82 XadVHeate rekult sfahe
enbodi nents, the first nessaﬁg (e.qg., sent in act 1015), nqy be a voice
30nessagesemiip 60kt Beplig ‘é%iﬁg%ﬂ(r%@tﬁ? actioadaindiels #lgpraayaihe j s an svs

message., O et eSm IRY. RAMEna, BEonE ONRERNT190S shown in Fig. 1| Rrvari ous
enbodi né‘%‘%‘!}g&néigﬂ% ROt n Y faEm0l BY onC OFY (1027) of eval uating whet her

t he18ecorngnplessage (e.g., received in act 1021) authorizes the action. I|f

, th i t 1030),. th td , RN
oo, ren (1, b 10300 LA, SRl A, MRkbe.oL) ks RSLAL balatiner

ude 'an act of allow ng the
action (aah adda30}asosieprothpttbhausetonte nebadgendkindr eteiiveftoebgmeni.n act 102

) and the second nessa aut horizes the_action (e.qg.,..as deternined in act
o SRty REREL The P ke AT pRRUE s s BB R s he

request Fof a@t%lm&i 11)"1’-3)‘ %Q&n Be:1a%bh @8 Be Grenu, 361 exkRBR) .Inth1ee sendi ng of
the first nessage (e.g., act 1015), and the receiving of the second nessage

(e. g5, aubodiorats, afveraticds ndiaiediact 8 and the sped ancarase @uthpifing Bguest s f or
different..acti request s for, . ' ' I agpl e,

t0r equestii P e CERUFR B 1h RE ORI AEiaH Ol M byl e PRI EOP e

Furt her oatld hobikqienghfitids Grse mbesdznens . sefitin bdtdi0 15 nis rasdieediny thetmabilo12) of

onor P 15,4, 44 RS TS50, oy SRR e SRl N S Oy i
embodi MePéSn@h 8B {10he,isosliR@d) viendd megag@NoBgtss(nk024)d~ofn slaarwatls, mgieh he
second nmessage, for exanple, after the receiving of the second 15nessage
(e. g0, seermipmphoniiny SPANEE DEFOHFHE OPFILE 2 ‘10§e»ﬁﬂi9ﬁél.g P Ne¥iich
enbodi %ﬁvge, or pressing “send”, are not counted.
In some embodiments, the first message (e.£., sent in act 1015), the second message
(e.g., received in act 1021), or both, arc SMS messages. One or both (¢.g., of the first and
second messages sent in act 1015 and received in act 1021, respectively) may be transmitted
25  (e.g., sent and received) through the mobile phone network (e.g., 40 shown m Fig. 1).
Further, in some embodiments, the first message, (e.g., sent in act 1015), the second
message (e.g., received in act 1021), or both, are voice message, as [urther cxamples, which
may be computer generated, interpreted using voice recognition software, or both, as
examples. In some embodiments, the first message (e.g., sent in act 1015), may be a voice

30  message, while the second message (e.g., received in act 1021), is an SMS message. Other

embodiments may have other combinations.
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the first nobile phone may decrypt the first nmessage and encrypt the second
nmessage, as exanples. In sone enbodi nents, conpression and deconpression
may al so (or instead) be utilized. In sone enbodinments, prior to the
receiving of the request for authorization of the 20action (e.g., act

1009), the first phone nunber is received (e.g., in act 1003) through an

Internet website (e.g.,.website 65 Vvia the Intern sho in Fig. 1),
the mobile p Bﬁ%mﬁ%?a%¥%m?ﬁ§dﬁﬁh%b¥%bSFOHBPW?S %gE%%Qbﬁﬂwgﬂﬂggfurther

i ncl ude w@Bthacihe bkBREMefhd @GS r¥idn@d if &t 10N taametzestthy Qigh BRo | R&eEmet
website (e.g., website 65 via the Internet 10) or a nobile phone network
(e.qg., 26)036yhyatign npaybeallaypl. dacilitatsinos Jeroraedmersrenss p%ons havi ng

25aut hp%ﬁlqaé{di{'ti}%n@%cweiaﬁ %%ttmllﬁ\gﬁlg% acfbn ;a@gi (ﬁ@; j)lgg (i:p[Be Becbhd ﬁl@éﬁiﬂ?& tor

obtai ning authorization for t ction, for instance, for that particular
per sbn. r@aichd &.grinterild hay thesccypbdedsmgeontientesribdacrion hak | §s deyermhed per son,

or may be ted b h erson from.one qr re nmenus.. for exanple. In
sore. enbu R Sometma iRy st bR BPeflo el SsTENRL WS 6 and
descri becthhera@ibiof thebdth@r(e.¢i, BetS00®), ewheadingitiss fiachedke@3 cmycto@lbncl uded
wi thin act 1006, 30or_ vice versa, or acts 1003 and 1006 may be performed in

anot her 2} g receiving of thesegopdayesigyede-gi ACtdGhl- dRBSRCRERPLIFPHRELHGY 1000, act

1006 i nelielas hieeqieVds M8 diffent RELANEGuests' BNk BenPLIBATNANERR RUSIBOr ity to
aut hori ze the action, through at |east one of the Internet website (e.g.,

webdf t erd@Bess @r thissampeetionatr sa0c Heirat AHIoRNg timey, ebad t he nobi |l e phone
network (e. g, .140). Ldenti fl i i {.mt i.ng. the first
nmessage (e.g??u@ﬁ&g%?&TégE@@&Tﬁﬁﬂékgggﬁ%ﬁﬁﬁgﬁghFE@&?E@ggﬁzﬁgg% ing of the
first nmasdagendseagg, for acimplé) bbipramhy sdneingentfiler firsidnentge (eg., acdot fafice with t he

time limts. For a , In sonme 5e di nents, the [s may not want to
be pr onBEG 6 e 51 A Tk PR S ST RO TS For GRIPS F B RRAFR 6 ght ¢ | e
hours, @rmW@ﬁﬁe@@n%@ﬁ BB E€ecBhd H%ﬁs@gél,rf&ﬁ&ﬁﬁﬁlepﬁtdﬂﬁ{é&e&ﬂiﬁgbftﬁ@ﬁeo@ﬁ@Ordi ngly.
In a nunber of e o&?nents, t he person o controls the phone (e.g., who is
i n & podietsasn (e d°hHiZd atfer By gqraﬁlvf‘ofﬁfsmolakﬂphﬁmaly speh embpdigents. or s

i nt ended, .t : [Falel I j ction
(e.qg., ﬁ%gﬁ$&ﬁ3ﬁ$gﬁgﬁﬁﬁ %? ?g%ﬁg%é?%% Qﬁﬁiég%ﬁﬁgﬁﬁgaﬁﬁﬁﬁﬁ%¥§=ﬁhs recei ved
in act &00@lesorin bobhymbddmettheprmenboe mehtesompirssipensodsao stadrtel s t he
phone is,.in fact, or is intended to be, a person who is authorized by the
person HQVFHQ authority to authorize the action (e.g., fromwhomthe nunber
was recei vedld anRGinbbODEntsC priidras ik re@svineathy eguésn fraatthdObion of theot h) .

Fur fier ’acliso?lr(rce.g.? Qg.)tolgbgg?trlllgsﬂrsp[rpgglllednel,lmber is received (e.g., in act 1003) through an
Internet website (e.g., website 65 via the Internet 10 shown in Fig. 1), the mobile phone
network (e.g., 40), or both. Some embodiments further include an act (1006) of receiving,
for instance, through an Internet website (e.g., website 65 via the Internet 10} or a mobile
phone network (e.g., 40), or both, for example, from each of numerous persons having

25 authority to authorize the action, an indication of a criteria for obtaining authorization for the
action, for instance, for that particular person. Such a criteria may be typed in or entered
verbally by the person, or may be selected by the person from one or more menus, for
example. In some embodiments, act 1006 may be similar to act 905 shown in Fig. 9 and
described herein. Further, in some embodiments, act 1003 may be included within act 1006

30  orvice versa, or acts 1003 and 1006 may bc performed in another order.

As an example, in some embodiments of method 1000, act 1006 includes receiving,

for instance, from the person having authority to authorize the action, through at least one of
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15certai n assurances that the person who controls the phone is the correct
person. For exanple, in sonme enbodi nents, the second nessage (e.g.,
received in act 1021) includes a password or an authorization code which
has been nenorized by the person having authority to authorize the action
and keyed into the first nobile phone (e.g., in act 1018) after receiving

the first nessage (e.g., sent in. act. 1015) and before sending,the second
20nessa§@1?@U§F,dﬁéﬁgg%éﬁeSHeﬁéfmf%?EW?négOgm%?h@#9%§3ﬁg?§? BHE ai n
enbodi MRS neREIrley , L9 a8y AIIBleSion IT tihlEirhitd (B sABHS AGEfirkOnEhsagei(Bgact 1015),

an act of asking a personal question about the person having authority to
aut hor i #eact hel acitn Bnyiteh pebedkmens.dbc cdipe of hedbt trestags (e ¢n&t Abbil e phone.

Such enbaghOBalmiEBYn iR oo RGhUARIm ) HlRlRRe AR LRRIAUR dfie 0., 11 act

1021), an”act of recerving a present answer to the personal question. Such
enbodi menbsdi@Enmythé parsdnenasi it wadeto(be prpmptedioactrtalioRys arutotizgfonconpari ng

the present answer .to a previous answer to the.personal tion provided
R T T e e TR g
aut hor i g@otdxgelact i on. I n a nunber of enbodinments, the first nmessage

(e.g., sent in act 1015) identifies the person seeking the action. And in
sone enbodi ni imbepal gibadiments heqrerser Wjio couapl thephars (629 #6055 4 so (or

i nst ead%oéi%%'iﬁdi&%e IeoBGtdran =Peiong) & aHYRS R % hRnfed tobB, BEPerdf09) . Such
informati on may be val uabl e, for exanple, in enbodinents or situations
whet@ t havipeauionity Baudwrize getzthieonaigtehdrany whw hq aingher wapregeivedipG) i s
differe t han .t he. per.son 0 s t ri u [ Lhe action
Cev g T o RGe RELTQ 0010080 oy, BHhRE b e e R Enbdn 201 O
messagecmaslssieaphdig iQdt fat)dbis imbialet ndbe atesot iveo ddubiorizedby a permoract 1018,
etc.). |n.sonme enbodinents, on.the other hand, the first nobile phone is
cont r ol MEEHRPEEL 3 28 MGy e RS ﬂm?'ée, DS AT FEHUELYEY he
aut hor i zg43, edefi£ Gl Meslvédinaet 10b80SbotaNduitier SSARRNBERAtN R Sde t he person
seeking the action éggg., who requests the authorization received in act
Ap

1009 | ecrialeasseRech P& 1WHO SRRUIRGY IE Phans Ialie RFor B6He action (e.g., in
sct 1005, eckeShfgeth Ak DhupMILRENGE e SATRRTd e it bzl ude
t 0 aut horxh@es 4 paswatliooan aftberizarisn anieeyhithhiras bggn mérgorized by the person
having authority to authorize the action and keyed into the first mobile phone (e.g., in act
1018) after receiving the first message (e.g., sent in act 1015} and before sending the second
20 message (e.g., received in act 1021). As another example, certain embodiments include, for
example, in the first message (e.g., in act 1015), an act of asking a personal question about
the person having authority to authorize the action who is expected to be in control of the
mobilc phone. Such embodiments may also include, in the second message (e.g., in act
1021), an act of receiving a present answer to the personal question. Such embodiments
25  may further include (e.g., in act 1027) an act of comparing the present answer to a previous
answer to lthe personal question provided (e.g., in act 1006), for instance, by the person
having authority to authorize the action.
In a number of embodiments, the first message (e.g., sent in act 1015} identifies the
person secking the action. And in some embodiments, the first message (e.g., sent in act
30 1015) also (or instead) identifies the action being requested (e.g., in act 1009). Such

information may be valuabie, for exampie, in embodiments or situations where the person

requesting the suthorization (e.g., in act 1009} is different than the person who has the
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10l nternet websitewebsite 65 via the Internet 10 shown in Fig. 1) or the
nobi | e phone network (e.g., 40), or both, an identification of a second
phone nunber for advising a third person of the action (e.g., the action
for which a request is received in act 1009, which is allowed in act 1030,
or both). Sone such enbodinents include an act (e.g., 1033), for exanple,

after rec ivin e. request for author ion (e.q.

aut onat f"bt ity t ‘?%@H‘m‘: ﬁ% FHan E‘? &3 atr?é%"é‘%\eé@?‘e P‘Hﬂé% é%SW&d H%aascgi\ gs; a t h| r d
message,yhh tife GRiMkRatd R stherk 8af10( 8 veho indiBatacthe 4QBS) zatibwirtdael @@cond phone
nunber. The act (1033), of notifying the third person, may include, for

exanpl eflcdeHuiomy entadseaipen 8is ogfer bﬁ@ Q@tﬂrﬁfﬁnql%]ﬁ PlipHcah cotitolss Py ®€i on i s
request gQS% E‘QE% 1 0G0t (Itégs Q;@r{ost@ 1548 %ea%&ﬂo?lgat;&ere(%\teﬁ R ac(t?ﬁoci aldn act

1009), S exanp vari ous enbodi nents, ne 1000 further
|nclﬂdesnm£@n&ﬁ@ﬁaﬁ$tMﬂ&mMMngmmnghaaﬂhmﬂcgammommgpﬁhm@dU®©mﬂmh@ action over

t whi ch t t |
eport g BL ek U G Ry O RAR SR bR Al o B AR e

(e.g., wmozaedt 10099 botwhen aut hori zati ons were requested, who requested such

aut hori zati ons, whether and when_ authorizations we e.g., in act
1018), and 2BWREFSMFepOTBT CAPRSHTSES fUsther %P‘é‘:%ﬂﬁ%a‘m‘ﬁ ("éhlg“‘ ﬁg t 1030). In

sone € ”Pe%%m%nfr&n t]$é~';§4?sd'f\ HaGiR0 hthfity & @ h e tp@adﬂﬁf?\/fbfjﬁgtalﬁ& @roughMheact 1036)
to or throug .g., first or seconq% nmobi | e phone, f or exanpl e, as SMS

rresé&gebﬁ@netm{@gléﬁt@ gaqubﬁmﬁﬁwﬂ@ therinigest ¢ ShorntaFig n) ordhc eehilpPlese | n sone
nmbodi d
embodi r’reg‘y tk ’& (gf q@g%:}l)gtﬂygrngﬁel{?%c %chfqesgco\ﬁld%églbé @ngdv% ﬁ%r%@%%laé ﬁgﬁgfn\ée in

30act 10 ar to act
descr i bpetsdresfahtaciioh ke. ¢ efhe nenmeiot Wizick b oequéstlioeatived ignal 100Bywineh secei ved

(e in act. 1007), for _ex | e, |.ocal ni cati o ices 88 and
82 shomﬁmTWﬁPde]f%%ﬁﬁgagg gg@%ﬂmhg Pﬁ”ﬁf?ﬁm$%£%W£ﬁﬂég qﬁ%ﬂe#% wher ei n
devi ce 88iniple, hAEELMIIHg BRGediRMI (601 1Bbriz8tidn (@S Ik hdt 110Q0), #F duaadticsilhygnal may be
recei ved (e.g., in act 1007 via NFC, for instance, and may_ be received

(e. §?, Fwdﬁlétthe.L@@Wle%ﬁ@n thetsecond waqs&agar?othéd espas96d C@gﬂb@d%]afa@?c’% e.g.,
tonce, B0t OSSR L o e gl sty e
(e.qg., pﬂscm;tnajzﬁ)ﬁﬂ)l)de B0 rengrih cdidmeni desarigion of the action for which

authorization is requested, identifying the person requesting the action (e.g., in act 1009), or

both, as examples.

20 In various embodiments, method 1000 further includes act 1036 of tracking the
authorization granted for the action over time, which may include reporting results of the
tracking. For example, a report may be issued which may indicate which authorizations
were requested (e.g., in act 1009), when authorizations were requested, who requested such
authorizations, whether and when authorizations were granted (e.g., in act 1018), and

25 whether or when actions were allowed (e.g., in act 1030). In some cmbodiments, such a
report or data may be provided (e.g., in act 1036} to or through the (e.g., first or second)
mobile phone, for example, as SMS messages or nuggets of information described herein, as
examples.

In some embodiments, information may be provided via a local signal (received in

30 act 1007). Act 1007 may be similar to act 960 shown in Fig. 9 and described herein with

reference thereto. A local signal may be received (e.g., in act 1007), for example, via local

communications devices 88 and 82 shown in Fig. 1 and described herein with reference
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limted to particular types of actions. For exanple, sone actions involve
provi di ng access, physical or otherw se, and sone enbodi nents involve
transfer of funds or noney fromone entity or account to another, for
instance. As a specific exanple, in sonme enbodi ments, the action is
granting of conputer access to electronically stored information, and the
person 10seeki ng .t he .actj.on uesting the.authorization in act
0000 | e orit R Cotpacet g SoEe This Mg fisgni L e R Pt

i nfor matréc@ﬂ*ed Enpodiapenios), ofa et hedindQRQ, mmberdisedvddqe I avideocynput er
access, for exanpl e, i nstead of a passmord if a password has been

forgott@WCHBEWQPI]&@BPQQ@ﬁa%S@filaY@%@%?E devige &anmpl e, to provide an added
I evel of secyj %rhﬂﬂﬁ&ﬁﬁnéﬁé Pﬁyéﬁ %Z@ﬂuﬂﬁﬁﬁ?@ﬁﬁugﬁﬁﬁ eﬂ1&?¢0 ssyord.

In some such e I ments rst 5nessage ¢t 1015
|ncIadeamhdasﬁmegtunmib@H@hmdabuwui@muaneeﬁﬁﬁﬂrSehe&nmoﬁmﬁamwyistored
|nfornah|on for R aut orlzat i t her exanpl e,

the act i BACHE %"’F%\ﬂ?‘ir PP EHYET ¢4 e eﬁ%@%ssg% a&“‘%?&ﬁ’f""l e|F‘"c’l‘”dméé“"é"e?aﬁd t he

person segkdangr dth@wae! Adofe chbodifr@aidesiol igrdnbfer ﬁﬁJﬁlh@ﬂ‘erﬁinleplﬂ‘omI’bnaCt 1009)
i s seeking the physical access to the controlled space. Physlcal access may
be cont @Hrtb’@aawpkw te 20t cfor DIgERCEa A5uA IPEFIAE SXPRRE: LHFOTAE HUPINFYS B 1 oor of

a bui | difighy, {81004 o RRnHRE A8EL:80 e@ct@&{mu RfbreBinfhQLAIE 1R @8 perdorPar ki ng
area, a road, “furniture such as a desk or filing cabinet, a safe, etc. In

such0 ensedtingshe stiopkysi abestivg dis quiayizdbion a hah ) (esegking e Ca@mﬁutl?OSO) , for
exanpl e acc% 5 15 ltl?ecél?ﬁ?r%h%g‘lgyl ytorlég lch 1%drt]1%nof~:m%g(%mneﬁg o3 11’1%?’)%'& 109@\%%/ b@lised

conpart rent’, ul"ar oor, etc. In
such enhﬂ@hnﬂﬂtanpmhemﬁyﬁsmrm@mﬁmgam&ﬂdgfammﬁw@@lﬁﬁ@iﬁyonmymﬁsmnclude a

description of the rao fl oor ildin fo

Ut hor | SHERSH. R SEEELls 4 ROTHiobt S OT RS st ir Lot B i o
parti cukae .8 URAMNYERY Sser hRCorGhIOR: pBsTord. NEWBIRSEHRA elnBodflenit 089 firsBUt hor i zed
in act 1018, allowed in act 1030, or a combination thereof) is (or

i ncll idegessaes (mrrdiag! 1415 hmeninciugn a dessaiphion of Iheeaapge 20e5HC sent in act
1015) i pelydes, @to%g)ﬂfbﬁjg%t?@ fo Qﬁmh LAASAGLAT redldichhe second nessage

(e.qg., recelve in ac inc es an authorization (e.g., from act
1018) of themmﬂsac:tammiﬁ tlﬁameomu@wmngoﬂphmwabacnmItcudecm@@“gd spakq act

1}8?6)exaﬁlﬂ)cf§% \;/)Errflgn SCSEII] D'tt he ac Ol’] Gogn IQ(?L\IICISIZ"III C alﬁg(grllzta IOItl 8’1 8%9&(5&5 IiSZS%ektllbge act I on,

the physical access to the controlled space. Physical access may be controlled, for example,

20 1o a building, part of a building, a loor of a building, a room, an enclosure, a compound, a
storage area, a parking area, a road, furniture such as a desk or filing cabinet, a safe, etc. In
such embodiments, physical access may be allowed (e.g., in act 1030), for example, by
clectronically unlocking or opening a door, gate, or compartment, by allowing an elevator to
reach a particular floor, etc. In such embodiments, the first message (e.g., of act 1015} may

25  include a description of the room, floor, building, space, etc., for which authorization for
access 1s requested.

In another specific example, in particular embodiments, the aclion (e.g., requested in
act 1009, authorized in act 1018, allowed in act 1030, or a combination thereof) is (or
includes) a financial transaction, the first message (e.g., sent in act 1015) includes an amount

30  ofthe transaction, and the second message {e.g., received in act 1021) includes an
authorization (e.g., from act 1018) of the transaction. Some such embodiments include (e.g.,

in act 1006), receiving [rom the person having authority to authorize the action, for example,
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through an Internet website (e.g., website 65 via the Internet 10 shown in
Fig. 1) or a nobile phone network (e.g., 40), or both, an identification of
a threshold nonetary val ue of transactions. In sone such enbodi nents, the
first nessage is sent (e.g., act 1015) for transactions exceeding the

t hreshol d, and transactions bel ow the threshold are approved or 5aut hori zed

W t hout sen the first nessage o cts. throu 1027)

Furt her““?”r%@ﬁ CThEISHE M &; Wqﬁgeggéﬁégﬁ’cﬁs&e Lfé ?‘b I'“ianTFOi'[ﬂ 33853 Wi t hdr aval
or a depidneineRprR(Hant)aseet) tn ARG fidGoPET SORshal ntge@tit B dry to aut hori ze
the action is an authorized user of the account. Thus, in sone enbodi nents,

a user (ransgetionpIn spmpguehepe dimenty. ghe frgt IBERAES 1B 8ANt {Seg-ciot 1§17) &4 ecti ng or
i ndi cat rgl%aétrb%s %Edeteﬁgé ﬁ'nettﬁ'x%ho'l @ﬁ‘ﬁls}{&f&nhﬂel%tt eltﬂ%ﬁolﬂ Qrebaﬁpx%g&%ﬂ fied via

t hei r phone arge Wt rawasor bits (e.g., in act
1015), buthonwet utlmoimesembnglmeé”dst(rmsgig? (hy. 'althoutsttts h@b%@gﬁ@l Bé@ﬁ'f‘)l n act 1015)

with smaller routine in a
nunber of en](:)‘gﬁ] ?ré‘ﬁf’%‘ ?IH%‘)({’J‘EE'?‘IS thstfanﬁﬁlﬂ% S(%m(: f“%es) mmm“’@%ﬁ@ t he

| arger HéRNEAE kib@MSacchitd anPrietpesbn Ag itdruthisey o etulﬂﬁ)rhaﬂie acoen isher financi al
institution), or both fromlosses resulting from un(aut hor i Z d w thdrawal s
or debi pehorizsg yses ofEcaRRyA nEHSsD S"t“ﬁ‘%elf“P?(E’thé’s"s‘é?ﬁb ©Ee. 7.0 248NV R act

1015) mpy hnGhude iPad18Ee oPfndtdiBn AHE Okidlia (1RAPE @éé%féd%ﬁ‘dt% i bs or
wi t hdr a bé1sj~l£r%‘%;ve %{g'e?g,ﬁ laut orlgzmen H% Oolao ma ' t he usg? to avoi d

ovel dr avdtifipdtirethaic pbiet(c. cAkY 10 #3)6 i?eg%wmlﬁibﬁ\ﬁ@ﬁ@rsgebﬂhée fisenccianSkhdose t he
thr eShO|no t0 gDHthxere Ve Wh' ﬁn_;t %%gsaggéefiﬁl tgldl§%&/ﬁﬂ%5ﬁeﬁ§ @?mldﬁl? herein,

account 8°'Hérg d%t Unhi'ons - an usinesses t ecel ve dep03|ts
of f unds/itR@fatveinoy aeHiguFuthsioreinss nindled of dmbddunelss, ItIIIB La;emmusltasmomad return

the funds to the mers upon request, are con5| "bank
account &8 In act 10]%11‘?‘8%6@%&3“%%3%# us ?rﬂteﬁ%\?gﬁhﬁﬁf%’r tﬁ?r t he
transactihgRid SxsBtutiof SRS BFm 1ass@scxtesﬂ@ﬂ>9ﬁo@lahmlﬁ¢@@al Wlﬂﬂdﬁ%ls B0A&itsal | owed
in act 1030, or a conbination thereof) Ts (or_ includes) a bank card

expéﬁdl ture Hegaesmbadipsng theflird alessagpfc-a, ot aHasE 1) mgpsuiideihca paynent
for bg%gch of B ac&ﬂln? QAR G SRR WItﬁdra*%Q?RB%rb%%aﬁﬁMﬁz@Q AUtderity to

aut hori z c action I's an authorized user bank card. I n some such
enbodi medilsmast lndp thankerdantbith aserdrabargkthe agcdumu iindrn saneetbelimettholt f urt her

conprises, for, ex e fore the se I.rst ssage (e.g., in
act 1011%36r Cﬂhc@8?°atg$lhf%ségﬁ\ﬂ“f?ﬁn&wgv%wﬁ hggtpanﬁathﬁ%ésrregl’}“g% 3¢°Fi rst nobi | e
phone Vhé@ei, dR6@lts 51¢ Bdredit @Gk zhll ethef hidiNetdae tHat feﬁéwﬂﬂd‘pohles qﬂfmm% (e.g.,
where the | ocal signal 30is received in act, 100 } In certain

enbdfli nEATSYATges AesEs held dhppluads ipgecopptindIddEghthe mgs o the GURREY i n act

1009, auﬁé}%?&@ﬂaferboﬁﬁaeré&%%e <@hiowesluks?. act 1030, or a conbination
t her eof) or "I ncl udes) )
In another example, in particular embodiments, the transaction (s.g., requested in act

1009, authorized in act 1018, allowed in act 1030, or a combination thereof) is (or includes)
a bank card expenditure made al a point of sale for a purchase of goods or a payment for
25  services. In some such embodiments, the person having authority to authorize the action is
an authorized user of the bank card. In some such embodiments, the bank card has a bank
card number, and the method further comprises, for example, before the sending of the first
message (¢.g., in act 10135), an act of receiving the bank card number from the first mobile
phone via a local signal transmitted from the first mobile phone (e.g., where the local signal
30 isreceived in act 1007).
In certain embodiments, as another example, the transaction (e.g., requested In act

1009, authorized in act 1018, allowed in act 1030, or a combination thereof) is (or includes)
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an expenditure made froma credit or debit account at a point of sale for a
purchase of goods or a paynent for services, the person having authority to
authorize the action (e.g., user 22) is an authorized user of the account,

t he account has an account indicia, and the nethod further includes, before
the sending of the first nmessage (e.g., act 1015), an act of receiving
5(e.g., act 1 e.account. indjcia fronlthe | e ., 42) via
> odai 2E PERTY KGR DT o EHEATaBI L% PHOHE S0 16 P RB Cofiftini cat | on
devi ce 82) payMenteREerbRELH: peff ObThg hiltRbratl & ammlz@@@sacqalewg warzbynunbers,
debit card nunbers, and conbinations of letters, nunbers, synbols or a
conbi nats @rpuErbiser elithe adeaet the pesurihaaatagAtirGaie & Betbeer can make
credit h indi o in sone
crat AP B85 R Rl 0L kDt RYOlRLRng 1, 50
request edg.i avt &¢17) 1G08cowmb tnidana &@d themetote phond(e. sal 420 wadh locnﬂ sighal1030, or a

nbi h f d de f di
Gobi o adeBRO RS Ry Ghodfie 15 « TP RERE SHGsTae Sob Sy ront for

ser Vi ceSacchiif? ifiediS0Rcln @4l cigl it Heys, Hébi edatd@mhzes, hﬁtBC(&ﬁﬁlheﬁi’dmi; st an
aut hori zed user of the account, and the second nessage Wﬁg 15received in
act 10215CHnRUMREES SYRbols OR A CPRBINPRR taeaet: (Rt IdRntHiss %é%cﬁ’“ HEY Bigh apy t he

person Bﬁyhﬁgm%Hhﬂ&ﬁh&MhB@c@ﬂ%&Q&hﬁ%&%H&cﬁCt'0“ and keyed into the first
mobi | e phone after receiving The first nessage (e. ? sent in act 1015) and
bef ¥ e sendi higfurther exaroplagl imemsagebqdaments, thedpapasadn [@g. ade 2a0@evd) of The keyi ng
inof th ut hari.zation. c thin, the act
of |ndlcﬁ?ﬁlsaeagﬁng?k??gﬁlfﬁ?%XF8@§§ﬁm#H§aNQ6 %ﬂ5@§%#q£pgght¥bn in sone
enbodi I’YE(Iﬂ’ﬁlSmdttdﬂﬂhérE(ﬁb’l&é{G]t inond¢s¢ agexpehdiarappdoirah aateditrakbit sccbire agct i on
request ed |n t 100 authori.zed in act.1018, allowed |n act 1030 or a
combi naP?BheltsA rf%roafsur?lgasi SYOHE P AR TR ORI ERE (G PESARAR 7S B r edi t or
debit agrLQutizathedcP8 Bbn Ahths@ld (k& ortheiESASad afe sdaRdmRtaga (Paynment for
services, the person having authority to authorize the action is an

aut hor i weevediaracot02 hachdeourruthormaicacedunhichdas basnarewuired brdicci a, and the
25secon ) t indicia.
I an ohn A b o L e b RO e it

hi s phoreecimingbiesr firsentdsege (egr. balthyagn 0b5) ahéwfnga setdingthe secdudynepsids as
exanpl es. Then the S.or to be sent th first_nessage
Cono: et 18 poh g P ne FER R SRR T e o S shPTHAS cBb omer

pr esses imidedtithll @e betdfoRbeOiRg bi@opAdase (A1 0185lifsed@mald hori zation of the
30transaction (e.g.,. act 101%1 and the phone sends the seco & nmessage

(c. &, recei lpegditigngpsormp smpodipepindhptrpsuelion (o8 HrgPiiovsl A Rdidys smer * s
credit chtloqg%utestg@ﬁldacpme{mtﬁ&lzg§ LR @8 allowed in act 1080 %Q%Bmﬁ{mﬁai ment s,

the customer's phone numbér nay be received by the merchant via a |ocal
si gnal (heregl),is fom inedtdeYGORYpestdéhretthaiedion opredit padsheigichiunt oo optidhe by a

local r ?o(%%lso\{ne ;hﬂs(ceof 6dsr0$%g)§#|1881{t fg <{%s I’%g? Sggmalv&g alilglfgg}) to a@lrlllgrli ot her

enbodi nent nessag receiving the
second tiessw@ages 6l BRAR)rized usdr@if the anmlmt, the account has an account indicia, and the

25  second message (e.g., received in act 1021) includes the account indicia. In an example of
such an embodiment, a customer provides a merchant with his phone number, either
verbally or by keying it into a key pad, as examples. Then the merchant sends or causes to
be sent the first message (¢.g., in act 1015) to the customer’s mobile phone. Then the
customer presses one or more buttons on the phone to indicate authorization of the

30  transaction (e.g., act 1018), and the phone sends the second message (¢.g., reecived in act

1021) to the merchant, along with the customer’s credit or debit card number to be charged.
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5be perforned by a service provider rather than directly by the nmerchant.
In sone enbodi nents, the second nessage (e.g., received in act 1021) is (or
i ncl udes) an SMS nessage received through the nobile phone network (e.g.,
40) and nethod 1000 further includes, before the act of sending of the
first nessage (e.g., act 1015), an act of receiving fromthe person seeking

t he action ron1t e fir nobi | e one, the first ne nunber. 10In
Tt or ent enBUulHEmbe mpisaibe R EhE STETATIBHE P THERea Weki ng t ho
action RRYchRAONA @Iﬁacalhgegnmh@(rjge iRURen7 edaahd dustobltr PAEE: [as Heyikogiod: hpr by
passi ng the phone by a reader @g devi ce 8§Léias exanpl es. O her
met hods adfcabigeesit - Bateay Dadt:wfa% geren fizal) injofligs enaedgey s g. 10

i ncl ude t (e.qg.,
55y o A O B OB O by WP e o
mul t § pl &e pgormed by g servize ptam@B)a,thefrdtamdns@t&rmethe aquhnm dlat“»m‘mm of a criteria

for the u f or .pbt ai nj aut orlzatl act | 1006) . Such
enbodinﬁWﬁ%‘ﬁﬁ?m ﬁ%gm?w%puﬁgga or "Excl 8?“%%?5) 'han ' "Grie éfg%ﬁg;users (e.qg.
f21 to 23)elssa§ﬂleﬁéllt/etbfﬂmﬁ@ﬁdid’lgokalefphbﬁd neduiin@mat e dones sagiod mog furtleet 1015),

or exanp e, throu | e, phone pet wor bi | e phone
(e.g., Aelydgs hghor ef“Hé’f a%irng P féf@h%%%ée@oﬁ%lahfﬁ%h@ﬂ a7 oL FSESof t he

transaC?ﬂo&nh@p&sJ&qaaﬁg tmgc@& af firbm R fiNemawild J%né @hJfinst Immaﬁﬁma&w) to
i ndi cate authorization of the transaction. such net hods may al so

i ncléide n didferengntodoaents, or dlé&cérmt gfuapens| @a@f:rsgn mm@ﬂhmﬁotlpm@amwm( e. g , 21
to 23), iHe (1\‘181%/ 1|un efr rvgrg}llli h?hr?t?g?]dbl&eygpaor rﬁo?lpgssi Iglﬁgllé%g aqgad%elh MSer,

second nessage ica , 21 to
23) of ﬂh@uﬂﬁbuh@xmhmle has taken the afflrnatlve action 25(e.g., in act

1018) to ind ate atlon of the tra sactio a f| mative
action (e.g. eﬁmQ@Péﬁ 78§ eWEVDB%aBP@?QWHH gaga@@gﬁﬂgf@£$ﬁgﬂgngg %ction
froma (H%"Tléést) R84 MeLeiVOIheSioh ARTRBEet PEHsRE (N, 65) pAS SeBTIélplaeaut hori zat i on

nunber, etc. Various exanples of actions that nay be allowed (e.g., in act
10303 i ActHiork Ereertf) @ﬁaawgbém@ P ea@s@rmtﬂﬁﬂlcrcié@ré[% Ellrioé3hé%er of
d'fferems aﬁsﬁo%m&&a ﬁall&neﬁacfof &g qphgﬁgn a@loﬂ%rtféﬂ?acﬁgﬁb' nations
or with o Cr ‘acts or features esc erein.

addi t i ofmct t0UsH.hBuchtehibodsnenksirgay aﬂl@) Iablsdﬁ ifddl castt olfaters thardnews thm@ﬂ@ds of
aut hent | 6813 119 A5 9838 e R L hSHLALn SARIRLES. (<% TBPAMRARFOT et hod
through mobile phone network (e.g., 40) to a mobile phone (e.g., 41 to 43) of the user, the
20 message containing an amount of the transaction and requesting an affirmative action (e.g.,
in act 1018) to indicate authorization of the transaction. And such methods may also
include, for instance, for each of at least a number of the users (e.g., 21 to 23), receiving
from the mobile phone (e.g., 41 to 43) of the user, a second message (e.g., in act 102])
indicating that the user (e.g., 21 to 23) of the mobile phone has taken the affirmative action
25  (e.g,in act 1018) to indicate authorization of the transaction.

Such an affirmative action (e.g., in act 1018) may be pressing a button, making a
selection from a menu, entering a voice command, entering a password or authorization
number, etc. Various examples of actions that may be allowed {e.g., in act 1030) in different
embodiments are described herein. In a number of different embodiments, such acts may be

30  combined in various combinations or with other acts or features (or both) described herein.

In addition to other things, Fig. 10 also iliustrates various methods of authenticating

access. In particular examples, such embodiments of method 1000 include, (e.g., in the
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order illustrated, or in another suitable order) various acts. Sone such
enbodi nents include, for exanple, the act of receiving froma person
seeking access (e.g., fromone of users 21 to 23 shown in Fig. 1),
identification indicia for the person seeking the access (e.g., in act
1009). In various such enbodi ments, the identification indicia my be or

i ncl ude the. bnane, of. the person, a user. ID or jdentification nunber for the
person, ObC{E’r {lﬁ‘é“%‘?mdoﬁémrﬁ?ﬁ%?s%*agef’kf@r PEPLGHCEa SRR S grbodiments  go g

embodi MRl Rlel PAEbERLe, I acexBaRi Eng BhAI pet I s@kingQfccde ¢l Vireg ohber
identification indicia (e.g., act 1009), and before the act of sending of
the firgtcragh Grtsbevits léggs enyficatigemdipguly the pprsep pecking {lep) acesss (ki ng up

t he reqt €1y : : , request
R i i S P A e S e
1010} maymé piibE persbroekiserdDuy idehefifaien hinhberdbr ha pemeh, oF the(pdorg numtecei ved in
act 100§%t%nEg(%agﬂpasem%e.g., in storage 64), and obtaining fromthe

dat abase a %%6%e’%uﬁ%@? ‘'or the nobil e phone of the person having authority
for the acceSsméembodimbms welielb, fohexahipls hfitebsager te8eis@ptthd ideraticatld®15) . 151 n
enbodi nents where the identjfication indicia includes the phone nunber for
t he nobmdécli)w@”»aae%&0@%@%8?@&?@%%()5@%&%%Fhetfy'stfaawwél HesedCge. g., to
whi ch t ha 1hi$)Shn AR SRAOFoH 180188 M p I8 r@fbstdQLR), hel fReopGhoQhad-0QIBgUP t he
requester (e.g., act 1010) may involve verifying that the phone nunber

cor t@spondes thoreginrst fopputhorization Hedet pd9s ol mstiuleg cabedmentsythisde 2agdess. I n
enbodi - £ or. [:zati . eGabV: in act

1009) | nel A BB RRHF TR ALY AT Bttt n oL BONEE ", Sauest or
(1010) daybasadd.gide swergefopd, ngd dvamirgdinen dre databasefa phhee nhurohes ifer thr e

consi stent, correspond to, the sane, person, are correct, etc. In a
munber  BRURHEGHFRLREersHRL GG TH0G I 3 G0 Heb e S BEC BMSER ng a
first (e s@gnvinavtionsf ed) nmessage (e.g., act 1015), for exanple, through
nobi | e phone network 40 shown in Fig. 1, to a nobile phone of a person

(e. &, identIinghedimpenicyherpty léﬁmtlﬁe%@}l ipicip iglwisathe mbpia Jughst fr e access.

I n such L " Y firsi: J ent

o g e B e e e s,

ser ver sjs ssuifinaetrl® 1 5othetahteofllpdkang Fothe esqaegddrds. gi, actd O h) earblodéelmentrdyinghe fir st

message,i s.sent (e.qg.. in act 1015) by server 15 .software nodul e 61, or
ot . SHBTE PRowe i corfsal Ky o ARG ool R BEpATAG SRR
aut hor i zedriifientgwhert theaeduedioDJuthdrizas@ne. pembedictemia 1 00hendlidest 30(e. g. ,

aut omat ed) nessage.is sent (e.g,, in act 1015) to the phone punber of the
ot S0n FRUSHIRT P ealt ST 5 TR GIuH O] TLY meg oS 5E BEga
some or all of the indicia are consistent, correspond to the same person, are correct, efc.
In a number of embodiments, method 1000 may also include an act of sending a first
(e.g., automated) message (e.g., act 1015), for example, through mobile phone network 40
shown in Fig. 1, to a mobile phone of a person (e.g., identified in act 1009 or 1010} having
25 authority for the access. In such embodiments, “automated” means that the first message is
sent (e.g., in act 1015) by machines, for example, by one or more computers, servers,
software, or the like. For example, in some embodiments, the first message 1s sent {e.g., in
act 1015) by server 15, software module 61, or both, shown in Fig. 1, in response to
receiving the request for authorization (e.g., in act 1009). In some embodiments, the first
30 (c.g., automated) message is sent (¢.g., in act 1015) to the phone number of the person

identified in act 1010 as having authority for the access.
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In sone of these enbodinents, the act of sending the first nessage (e.g.,
act 1015) includes or consists of sending the first nmessage (e.g., through
nobi | e phone network 40) to a nobil e phone of the person seeking the
access. In other words, the person seeking access and the person having
authority for access are, or are assuned to be, the sane person, in 5sone

enbodi nent s t he .ot her Lo oth nts per seeki ng

t he access |E“?nﬁﬁﬁgﬁﬁﬁngﬁﬁ“@Fﬁé’%@?gﬁﬁ“ﬁﬁgqﬁﬂﬂg'1%%%¥Q9g?3pﬁﬁﬁg access i s
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first auiferst pelsét®s fageny €ich embsdEientsNhadist h@dsaye {enc|soaes aat Ipassword. And
in some enbodi nents, the first automated q&ssage 15(e, g , sent in act 1015)
i ncl ude&chies yeertticatien ofihofirst prasoncklesis s § @cssa SHehest for an

affi rnﬁﬁdemﬁ@a%h Bfdy e, dr@r@dh&@t ﬁalwtawﬂummefa (QE Pé@@w@&ﬁlea%ﬂ()()@'j‘dn gapasswor d.
Many such enbodi nents of net hod 1000 al so include the act of receiving the

passhor ¢ cbirtedi0.29)n ack &P 1B xeatipkisrente bmvethe person seeklng t he access.
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the nobile phone of erso aV|n cess a second
nessageaﬁemgnﬁmasﬁoﬂmaiymmnéqmﬁmdngjaﬂmnmeﬁamphﬁhnmhaimﬁheﬂpmdsmn havi ng

authorlty for the ccess as taken die affi native action to indicate

aut hor i 74he&ration of %a%féase g othepr rabdIBERs. Fami st URMAIBETEEEEY £ B not  act

1021 (eqad-1013MR616AR atpA®wokd. SAndRSS 3@ embs&iRtentsNthd st M@ﬁmteuwsuﬁes a
password, but not a request for a response or a second nessa% , sone
'

enbddi rréﬁhgssenw@wgfd@lébmclllémanbmnnﬁé%ﬂmf thegegesg ecayester S FRBERIIN @he fir st
nmessage, f'%% pu&ﬂo ih@dRe g‘;ltﬂg’ g8§oﬁth5§&%§s55mf P{Jas@wérﬁsponse or a second

nessage a passwor sone enbodi ments include both act 1019
and act 1021M(aeygmh evﬂhedmmtstdfmeﬁhadsltOOmtssagmdeﬂmﬁct vﬁrem‘tmg@% includes a
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embodiments include the act of receiving, for example, from the moblle phone of the person

20  having authority for the access, a second message (¢.g., act 1021) indicating, for example,
that the person having authority for the access has taken the affirmative action to indicate
authorization of the access. Some embodiments include act 1019 but not act 1021 {e.g.,
wherein the first messagg, scnt in act 10135, includes a password, but not 2 request for a
response or a second message), some embodiments include act 1021 but not act 1019 (e.g.,

25  wherein the first message, sent in act 1015, includes a request for a response or a second
message, but not a password), and some embodiments include both act 1019 and act 1021
(e.g., wherein the first message, sent in act 1013, includes a requesl for a response or a
second message, and a password).

In a specific example, a number of embodiments involve sending the first automated

30 message (e.g., act 1015) through the mobile phone network {e.g., 40) to the mobile phone of

the person having authority for the access, wherein the first automated message contains the

password. Such methods may also include receiving the password from the person secking
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30 nessage (e.g., act 1015) through the nobile phone network (e.g., 40) to
t he nobi |l e phone of the person having authority for the access, wherein the
first autonated nmessage contains the password. Such net hods may al so

i nclude receiving the password fromthe person seeking the access (act
1019). In sone such enbodi nents, for exanple t he person seeking t he access

i s seekin ceess to eI ctronic stored infor In a
parti cufl%r C@?% §h9?fnﬁoﬁ§§Pdkeqﬁﬁ“n§§3‘%t @H%F'F BWF%ngﬁP% $ conput er
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forgotten his password, then the 5conputer ., .13) or system

e.g.,
modul e 61) YA RERCWHEXHERIE, If 8 Ugr (29 3)@801?13@&({ logyntAR FRBPFLCT ek lékarrpl e, by
enteri ngl Qka)ﬁ%eﬂaﬂg%g,)}b%%onélgream mm%ut hz%rfo@()t:[@l{ hik g%@blfd' %ﬁ ben indici a

(e.qg., he conput er . 13) or system (e.2" software
nmoduf e GmprEMbghdﬁ)mmemmdegen@dMeﬁm)m@ymﬁUh@?Hﬁfﬁﬁu&@ﬁOEkWHMne nunber in
a dat abase

phone n H%%&eﬁ)e%%m¥%§y§;%ge 6 %mnoémghen£MN%gﬁbﬁépg &ﬁ%ﬂi@%@%mﬂm %g)g

in act D) (elw, ihhe 109e). Tre. cgmputbt)(cf‘g SlSUerSybEmﬂbQﬂeoﬁﬁaredehlett’i‘mm]aﬁsS\I\Dr d.
The user (e.g., 23) then receives the passward on their nobile one (e.g.,
via a SFW@B???g‘ng’a(aé “aa%PLQS ‘}FFe‘é?Erab%hOHS PURRE 1P adaibash i %nt}]éﬁcga%%@? PAsswor d
into t e SoRPNtRMsE®s @2, 25PPhdde nS¥iSEEN Be Hatnb B RSH tRNGRI thé Arsdi T f er ent
enmbodi nrents, such a passmord may be the original password, a 15tenporary

pass$bhor gessge €6 oniB-agt LS Ligehapiessisiret.do hignabilamperes:’) Mthdltl%@%\’éw%@h%e nts,
i nst ead, of éé.’%'aﬁ‘ﬁ tﬁe%%gce?vee&f%cpmw% by that}%b%e,ﬂg R d iz %M%tmégéa %oar gotten,

t he proces used every erson I'o ran regul ar
i nt er valsic megpage, fof thieilife) < entmrshhe gas@\fvoddogtonmt)qmputm ie. gnlb)rcayshm i zed user
I S suspected, ddition to requiring a password (e.g., for added
securlty3~’%l°iﬁ@?hike 20For additional security, for exanple, sone

enbodi nent s fudifeht dniiolieieitd BehaGhsvweid askba thetdigifepsonogeeki ng the
access a personal question (e.g., in act 1015) for exanple about the

per $dn  HAVIORGY BIFWOD 052 ersriiineRScRueResd, RATEI a0 BESE HROWREher son, i n
sone enmgw@%&arg éﬁ&gro‘%eﬁ%hw}]éﬁ%ypa@lwﬁﬂdEsrl&l,tlég?m@&teﬁ%eBfocéﬁ(h?a'yv' ng from

t he person see e access (e.g In act 1) a present answeér to the
per sonabe qsu:é$w:ramunegqrmsooﬂogshesen@ﬁémmgn@ntréermlsb? §.rfltureortihabast s (e. g.
L, eSS ot s 1010
for added security}), or the like.
20 For additional security, for example, some embodiments further include the acts of
asking the person seeking the access a personal question {e.g., in act 10315), for example,
about the person having authority for the access (which may be the same person, in some
embodiments). Such a method may alsc include an act of receiving from the person seeking
the access (e.g., in act 1021) a present answer to the personal question. Some of these
25  embodiments also include the acts (e.g., within act 1027, a similar act occurring before act
1021, or act 1019) of comparing the present answer to a previous answer to the personal
question provided {e.g., in act 1006) by the person having authority for the access, and
proceeding to allow the action (e.g., in act 1030) or to send the first automated message
containing the password (e.g., in act 1021) only if the present answer matches the previous
30  answer.

In some such embodiments, the first automated message (e.g., sent in act 1015}

contains the personal question and the second message {e.g., received in act 1021} contains
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guestion provided (e.g., in act 1006) by the person having authority for

the access, and proceeding to allow the action (e.g., in act 1030) or to
send the first automated nessage containing the password (e.g., in act
1021) only if the present answer nmatches the previous 30answer. In

some such embodinents, the first automated nessage (e.g., sent in act 1015)
containg the gtersona% g est,i o$: ?nd t he 1S€¢ nd Jressage (€49, XaeC?l ved in
act 1021 PEGRPANREE (0 & PTRIS et D A RS8Pl AP g OB YU E e ! uLclzch * & PéFrEcival

quest i oRwhRYs P ndther’ Iaeﬂmtﬁa,naa@?’exanmheﬁour pohiatanics” Yo uvharod e’ s nai den
name?", "what is_your pet's name?", or "what is your favorite color?", or a
conbi nafdveHeERIAT S @‘r%ﬁ%l%bléaéloé@f AliNath slesgpn §{?qufq§\¥§tql‘8ﬁ@“ﬁﬁ‘9y provi de an

added |§}6‘%ide% &6t E‘!retl}ﬁfsécﬁhéoiﬂ%oﬁ%ﬁgbdﬁ@ﬁ@ 5Certain enbodi ments of
met hod 1000 i nc e the specific act of sending the first automated nessage

(e.g%, in acCellﬂllﬁmb@dlmﬁmghf mhdodd®i] iaclphothe sprsifwockof{sengjng that(fyrstto t he
bl € RO R inskE: POL SRUCLRN IO A R REnd 16,88 TERS 40N LS D LD

first nessage Contar ation o e acces ested (e.g.,
recei vedmbne plodne O OR)pernd hisheg ﬁ@@lﬂﬁforﬁhﬁacﬁﬂsﬁfxl’ﬁdrtﬁiﬁﬁelﬂmtraestsagan to | nd| cate

aut hori zation of the access. These enbqdi nents 0 | ude

speci fi EOTHES BF 14@@3§?WH6?§1§ ageess Iieﬂueékegqﬁéziefcw? f@wﬁaf% e of the
per son havh ekl RO%dibY 1d BitichRRuAEELHSN of e 28RSO NThFR&ERGRMEMs Bhay
indicating that the person having authority for the access has taken the

af f 19 maelsy nchiie hsrspeafis artiof sceivingt s inzast 1 & ).dfom He redilepiyne odifeh an
affi f@é&\!&bﬁ@ A§ e g/}h%%?uﬁ a%es@ﬁ?i@%h&m ABKIRGe. géﬁﬁgﬁﬁﬁé o &Eg&} menu,

pressin one a volce or t 15For
exanpl ehaving aomeite frbcblmh aveess das then the afsfnrm@tevegaw;xmawtiodiaated-)thmsargef ( e. g.,

receiveq in a 1 ncludes . at |e nu .and at t _one pronpt to
Lothor | D6 ienciesd! tyrabaah marae fr ShorPEn e AR nHe SR Horthe Such
enbodi MeRhLS, préshiag S8GARKoARS $EGE, akige A vbize ebvtdnd, br 8R1ikE021) ei t her

aut hori zes the access, or does not authorize the access (e.g., as

det & ni ned i RorgKAmMRISIR)SOBS SBROLRBAISVIAE SR FehirSanded)ingisazs (Féde. In sonme
20such enbodi FBRE So1s) Hq!clu‘dlé% 2t 1 Qs B RO Y, 18k 864 b BMpAl Alorisd flher results

in the second nessage not being sent, or the second nessage being sent
af t er aaqeessibydnalfing 4 sedeciing ﬁomtlhmgletuhahl spie sedlf dratredithengs, detseeridhas not been

t aken. message (¢.g., received in act 1021) etther authorizes the access, or does not authorize the

access (e.g., as determined in act 1027} based upon which menu selection is made. In some
20 such embodiments, failure to make a menu selection at all either results in the sccond
message not being sent, or the second message being sent after a period of time indicating
that the affirmative action has not been taken.
Some of these embodiments further include the acts of receiving a present password
(e.g., when the request for authorization is received in act 1009, in act 1019, or in the second
25  message in act 1021} from the person sccking (¢.g., in act 1009) the access. Such methods
may also include an act of comparing (e.g., within act 1027, a similar act occurring before
act 1021, in act 1010, or in act 1019) the present password to a previous password stored in
memory (e.g., in storage 64), and proceeding to provide the access (e.g., allow the access or
action in act 1030) only if the present password matches the previous password (e.g., as
30 evaluated in act 1027). In different embodiments, the password may be received (e.g., when

the request for authorization is received in act 1009, in act 1019, or in the second message in
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Sone of these enbodinments further include the acts of receiving a present
password (e.g., when the request for authorization is received in act 1009,
in act 1019, or in the second 25 nessage in act 1021) fromthe person
seeking (e.g., in act 1009) the access. Such nethods may al so include an
act of conparing (e.g., within act 1027, a simlar act occurring bef ore act

1021, in act .11019) the pre as rd to a Vi ous
passvvorac Detgmi“%h ﬁ.‘ﬂ?ﬁﬂgﬁ"@éd g ke})br?a’édt W%ﬁg%@ﬂfﬁ H’\Agﬁ‘?%%‘)é%dr ng to provide
the access {®ugdvoiccabiditio8oRe&@EStcOr action in act 1030) only if the
pr esent passvvord mat ches the previous password (e.g IPSS 30eval uated in act

1027). In di Magy differanpnbediastis ncfusls ofiss S d °r‘rﬁ§P°E)‘é B%‘P%g’d’si e.g. vr/nen
the r qu%;sﬁbécpﬁeré}h't R earﬁél;ﬁe@nc e§al{qﬁg§|1ﬁ/ﬁgn3} an@crdrmé&%e it A6kadkQl,

t he sec nessage I n act rough a local key pad or key board
t hr ofigh s¢rhén aes @913, thekched mh@n@e {evearpivey i @TQO')I)L@W@ Wi S ecognr tion

f iLff mh
epeot s PEEHERL ARG ERtee ToCRrebad napaR bl QAE AR o, AR OC

many enboedhdapht, mdthelsfiutiss imhes agec(sert gneryaare.gi, mra@trz)]rﬁ&ﬁ)sr t he second
nmessage (e.g., received in act 1021 SM5 nessages. Such

. h,
messagedUREY I Mesage (S d qfrrré‘rrg%?n%é ip ggtdﬁg%@f H%iffrﬂrwlowwdrfa S APl e.

Furt her (n.50m1eMBbROSISH pridhalavinBalindBiBenagt®sQf ERM6HMRhisMEAt (RIge, act
1012) the first autonmated nessage (e.g., before the sending, in act 1015,

of the fhiseoond messvanicet mesedge agido Hewmch@el&%n@ aglitioRée praipged Havi ng
aut h

(e. or ! F‘ée/lc gi% e(t?%tngtcd%§ T%%%@EJ%E I nc@ué%%d rﬂ%@aggﬁe g‘ldegtret? ?lg(r?r&%oﬂggfsﬁggt ead
of act ﬂroarcz)om ofitte sefond eesgagt fog themgbile pione mﬂmdpertshtehwzg)mmlmr%@age

(e.qg., ter th ceivin in agt nd nessage fromthe
nobi | e a??c?ﬁ%eso)f %1“ HESTpRYSOH Thd vl Qﬁ? ﬁ%]ﬂ lflf/m%i%ﬁletaﬁt Oc%é%c(?gé%%qmrther some
of t hesexdmiiaRisuiiimidest weblcudenbhige fehe abrwosce), vt bgh, honsaxanbe, through
I nternet website 65, nobile phone network 40, or both, for instance, from

15e48h 6fchay af leas @ nHMACHATOEISERS st oA @UNAGIYHaR S oSt WoRYiFsfiongY a8 B8s, an
i ot bk GhdRRG, [P5ecoifl HlRGaMIR I AAUDY, for access for (e

per son ) sonme enbodi nent’'s, the access that is
bei ng sought Insemy. emhorilmmts megr)esr élalplhy@ncwugac@&sn aﬂdrOO‘@xlanbYS@al ina

nunmber g%:tessmgfxein}%o, ina élumg?r of embo {'P]%rlt@ gthé off Ecnﬁ ntgﬁffé ?ﬂ?&ﬁgnﬁgé sage

(e.qg., CONnsrI's I'rst automat ed
message nedabé Gughact hE smdziddes, phornelsrseifmn&ng Ehe(ﬁrst a4@;)na1taal raesanei | e phone of
t he ger son seeki ng{lthe access as rbelﬂeu st ed lln act 1009 and t he

per <%n gé%ﬂéhﬁbe pRBlGRwas getwgl’kséﬁmdrrqbto(aema ne of the person scckm)J the

access (e.g., as requested in act 1009), and the person seeking the access is seeking (e.g., in
act 1009) physical access to a controlled space. In other words, the person seeking the
access {e.g., as requested in act 1009) and the person having authority for the access {e.g., in
act 1003, 1006, 1021, or a combination thereof) are the same person, and that person is
25  seeking physical access. Such physical access may be, for cxample, physical access to enter
a building or a floor or area of a building, or access to move a vehicle into a controlled
space. Further examples of physical access are described elsewhere herem.
Further, in certain embodiments, the receiving of the identification indicia for the
person seeking the access (e.g., in act 1009) involves receiving a near-field communications
30 signal from a mobilc phone of the person seeking the access. For instance, user 22 may pass
her phone 42 past NFC reader or communications device 88. In so doing, mobile phone 42

may {ransmit the indicia (e.g., of act 1009) to device 88, which may be in communication
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act 1009) physical access to a controlled space. In other words, the person
seeking the access (e.g., as requested in act 1009) and the person having
authority for the access (e.g., in act 1003, 1006, 1021, or a conbi hation
thereof) are the sane person, and that person is 25seeki ng physical access.
guprdphysical access may be, for exanple, physical access to enter a

uildin Id|n o hicle into
a contrgﬁﬁéavgbgPéawfﬁPFﬁgPe%ﬁdﬁﬁp ﬁHFX%H?§NE-E gi%@% g? gﬁﬂg%flbed
el sewhegRbhEmRhR; such a NFCRisdah@ky alkdingi@hteahdace bR @d hieeiStiof kequesesael ving of
t he |dent|f|cat|on indicia for the person seeking the access (e.g., in act

1009) i fR/®! ipast }f@ééir@herﬁgleaUMrrﬁﬁdﬁéw@ﬂ%@ﬁﬁﬁmdéétflwaﬁ&méwé‘ieg‘ﬁwh FFS a mobi | e
phone o% &Rﬁwﬁﬁﬁ P@r&ﬁ@ﬁ&ﬁ@gfhﬁa&%@gﬁs For instance, user 22 may pass her

phone 42 past er of communi cations device 88. In so doing, nobile
phong 42 rrath:fc-:an@motw torégsi hal. @nthll(en gpaﬁlmlambOﬂOm@l} proyidgdws a2 88, whi ch
may be | on_w S th, for
ot e U e oe fptlet Bedflat fiodpuaf SiddRhAuIDAULe hmalq@e 1r 10
may ﬁl S@or:anglnc@ba dfh&ré}(ﬁﬁ@‘ﬁﬁ:]ddés ﬁﬂE@URLEZl\aUBG)IDb tl‘equEMPéHOQ\E , in act 309),
or the selection of rea r deV| nma whi ch access
or aut hoMBAGESHENE™ & a% fo(”é‘zg? gﬁer ‘E%‘l %6'@ ro%%é? g&rl%ﬁﬂow to Figs.

1, 2, apglla 20@159&11@@;{1%151%Bf@fec%{m@'&ﬁ%m%%ﬂﬁﬂlt@&wﬂ& &%BrPhebilsyst em 202
manages personal infornmation and/ or enabl es secure conmmuni cation for any

nunber ohongswsers (e.andll Torkd) indeny e ACCSRCORENDBHEEA] NERRNVAT OR IANACENENT Tm
o o Dhtl PP O0s A SEEL SARBLinERL R QLA E09wiaPl ML AL or m 200 1o

an exa ec ormfor system I ch enabl es nobil e
10phonecmﬁEE$m(%rgmpemﬁmﬂm(eg)ﬁbmrhaubtaCMEmsn@amde%ﬁahnmpemﬁmdmkmn

i nformat| Vi hone enbodi nent s,
even whghﬁpwéﬁ mP%ﬁkﬁngngﬁéWe ?mPﬁ?é?%ng%%ﬁﬁg%Q$%%f?6?0 ﬁy%%ell phone
(e.9., HaeewiRbini o lbeemestaatvoakd 4pmphdied fih&icpaig dioreddtiniSM M pl at f orm
200 i ncludes one or nore bl ocks of code configured to provide the franmework

and 1§ ousidedardringer whish énichpmeahiak@mbsmpaddednd SrEty dRAPRIYPCAYH def i ni ng
15st and%ét%(e)r'ﬂn&gxgﬁon%ls Gl eyl 9&9@6}%&@%}?&1&6&&9 to defining security, to

conmuni cat | tween conponents and varlous core software ap gllcatlons
In certain ehbediimenttdinSisyEbDkt flafam?0 indiedes dwslulesdl (@2 2B8HCRE. 2., M CRO

(ASE S.T ,rm ' Ewﬁm@%ﬁﬁ%@” LETFM%@%W&L&@? In

thi s exanpleg: oWESEERWOS®aiule aodkl.[€TR03T MIRELBT Wil SE& VIOBRES, and is an

20  module). In this example of an embodiment, module 201 runs on mobile phoncs, and is an

example of the second software module 72, or a portion thereof, and module 203 is an
example of first software module 61, or a portion thereof. In this example, module 203 is a
block of code or software that runs on server 15 and that communicates with or exchanges
data with module 201 on the phones, website 65, and secure storage 04, for example.

25  Module 203 may be a communication layer between module 201, website 63, and storage
64, for instance. Module 203 may provide or allow authentication, communication, protocol
definition, auditing of the integrity of data, prevention of unauthorized access, and so on,
and may allow access to website 65 from the Internet 10. Module 201 allows users 21, 22,
and 23 to create, send, receive, and store secure SMS and MMS messages via phones 41, 42,

30 and43.

Module 203 also, in various embodiments, allows third parties (e.g., 31 to 33} or

Personal Data Providers 209 (e.g., banks, airlines, merchants, health care providers, and the
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exanpl e of the second software nodule 72, or a portion thereof, and nodul e
203 is an exanple of first software nodule 61, or a portion thereof. In
this exanple, nodule 203 is a block of code or software that runs on server
15 and that comruni cates with or exchanges data with nodule 201 on the
phones, website 65, and secure storage 64, for exanple. 25Modul e 203 may be
a connunL%atlon | ayer t ween nodul e 20%%;&5@ ite.65, and storage 64, for

i nst ancé! ewﬁﬂﬂF@”§ﬁ§eﬂﬁ VTG g SXarp RS SRR S BRIIRPL at | on

pr ot 0CObed&fal BifdrhANon 84 fblakbP 84 Qfcbbifesd, RAGEN debite AfcadiBbrof PbRXERREON Of

unaut hori zed access, and so on, and nmay all ow access to website 65 fromthe
| nt er netleainigadird remidsan B SUBA dswiplipny mamer, ghpropide {light prdarulion end,

receive SB 30and 43.
Vol o ZE R R S M BR E bR P P B s B 70751 1o
33) br ResrsoadbcaDsibmgBrsywiidensitiafanielegs cotbparesis, aithis cmésdmmtrcmhmnt S,

heal th care pr.o |der ni cat a. cust r (for
exanpl oo e el I chrcienis LBl TuiPET ar Suh B RPN on

st or age phshe MR StdoRd 5Tiw A HoBlile T2 CGHH LoAlie? afoinheibe Glom he uex ¢hanye a&di ectronic
medi cal records in a HIPAA—conpllant manner, to provide flight jnformation

and/ or BESKeABomaHwndACk ribsyser. Nt ramploPestonalddeh AroyBlersgdf anshidsul e 72

provi deg,a,s ﬁ{stléﬂtlgﬁse En‘l%é@’re!af?&@l or M LERER, N@éﬁﬂf&@(ﬁ @\15@% PQRonafDgal erts
conponent's, in thi's émbodi ment on one or nore of phones 41 to 43. Further,

in ¢ert armlc@rﬁ)wltwma@e cugtogse acdonnte pf prrepnaluinfommatieorotich es prinkmecapnt or second
sof t war 1enfo a 1|0§ { Stat t%ﬂ@f‘t 1nflorma {onm%x_:‘laci) Pcar({ Qarfr(}mqﬁgugndrchgfg %at a21) a.nd

provi de I'nforma 1 On K>t'o sona Provi ders
209 include i gaam@rr&bdimtsl, Ioi:lﬁllsﬁ.fﬂ%e (aker, IfalﬂmS’ﬁ meﬁmlle@hsne 4n em:&:ﬂash}amt S.

Mbdul e 203, al |l ows Pers Dat a 10Provi ders 209 to dat e cu account s
or pers%’i"atf%‘f%@rré?‘ioéig %‘J&% ¢ godyls k) E&’é&‘BEH‘ch‘?l}?fIB‘PFFag l&ﬁ’»gaﬁd d(;nents

flight Lpheshmiidddn thd Sidnt (ecgrul)lm]@m Hﬁw@ﬂlm& fhvaF 888ss, reduce In sonme
enbodi nents, |ocal storage (e.g. 76 on nobile Phone 41) enables the

appli cafénsndgmee gn 11163@@‘%@(@s@flﬁlﬂbﬁ@hﬁ’ﬁ@m‘ﬂ@od{?}o ths Istesice 1 Q. of B‘?tﬁhtﬁﬂ%n (e.qg.,
t 7 f 'COT wmic h
nUgget s l’l‘Jf-.lg &l;ﬂge b2 t&gl (JOQL WA 213 ég@éby?@agggthg ROREN( 4l \ﬂﬂnﬁrp may

provi de access, ndence on the netwo (e.qg., nobile
phone nétmrghkneﬁﬁlp phbm ﬂm@km@uhalwkenpla@oﬂe@) at H;ndxmye oladeaca!l )t hesast al cost

of owners b m, ti gth aco tion throu rmmle
ohone. nBthsPRH bl (bt gs At ot B rrRg e S Bt Ha gy

some enpdbAeat&, 1 stthendlad hat(tBe Gser (erkuggq*thss EYDBesamtduﬁch)edGﬂfohhﬁloml‘b@ﬂﬁar( e. g :

41) is synchronized with data on server 15 to ensure that the user (e.g.,

21) 2has MiEEPBLEE & dpUEden AP etilBEm5bl h "vepnks ocprwhat least By | 41) and

on the websfin@ueh LeMAEAEE, AQinsWit§h may be accessed, at |east by user 23,
t hr ough conput er 13, or instance).
In certain embodiments, data is compressed, encrypted, or both, for communication

with the mobilc phonc or device (¢.g., between module 201 and module 203 or between the
first software module 61 and the second software module 72). In addition, in some

25  embodiments, alerts may provide substantially real time notification of various events or
activities that can be sent to a phone (e.g., 41) running module 201 (an example of module
72, or a portion thereof). For example, alerts may inform the user of an important or critical
event such as a large withdrawal from their account or a flight cancellation, flight changes,
gate changes, or the like. In addition, in some embodiments, module 207 provides a middle

30  tier between users {e.g., 23) operating on their computers (e.g., 13) and module 205, module

201, or both. In some embodiments, module 203 may provide information (e.g., from
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In certain enbodi nents, data is conpressed, encrypted, or both, for

comuni cation with the nobile phone or device (e.g., between nodul e 201 and
nodul e 203 or between the first software nodul e 61 and the second software
nodul e 72). In addition, in some 75enbodi ments, alerts nmay provide
substantially real tine notification of various events or activities that

7o or B Paf FrepGeeiD Yol et gy i Beg i B e oy of “an

i mpor t anfod@lk 201 (d.¢.Cal the wesile §htgfa,s)a§r woth.arge wi thdrawal from their account

or a flight cance lation, fli ght chan%] gate changes, aor the like. In
addi tion, infsgiwe ikpEE ?@Pﬂ%melﬁ'bdlﬂﬂdé (Bt e aRcddre sdbtder bet ween
users (G Gui & &b L ARIRYE @hSenkBled 3., and, gyl e 205,
nodul e 281UE62%%)8898{C %ﬂsgs}grﬁrgﬂég o Iegnts ITDle ee %sgrsjrga)f pr ov@%

i nf of natdcess and ng)dlfyfwaoms IP@)rl‘sain?alL s@htaatl'l@mwsaml snfm@ytiowualwmhgr T, which
may th en uI e 201 n

phones) nfg rma{[;m? Kor example ?erb %e throu %f 1 Inte eogo %ﬂednw{v’go sH%%ﬁb[ﬁ%%é%lg (an
exanpl ee@bodifmetts, oﬁocfulers]?’ Ls@sf mwmzmﬁmwbmnﬁ:hmare aparynchfonehsét’e 65) is a web
application that enabl es to 5acce and dify

vari ous'if ?HIB’PH’éWtBﬁhelrs‘BEIH% lOtlfhelt“ra Iﬁé}b%ﬁéﬂmtiolq;”&‘?%ﬂ gﬁle%gﬂdﬂodé‘im t he| r card
i nfor mabhpmdaere Z@)Saéﬂ%.' RmbAtibAEhRD c6€albe be heHAYIRrd mlésgggr neto 19 and web
site 65). In some enbodi ments, nodul e 207 uses fmodul e 205 to communi cate
and 1@y nenPasinzeDue Broyidarn? By taaendorecaive i bhdi mel@inlnelO;ihbﬁ@n) rAbiE nunber of

embodi ggﬁc@%s &e@dﬂl 84§g ﬂg%dﬁle%z gvgéegid go%qéfﬁqigg imuaﬁ{béhereof

can al ed b arties er sonal "Dat a

Pr ovi dee $ari20Qcl as W@ﬁdLS HM&@DWbdlmrmi;dtembla ofserdnaérisan thedr c(ustlontrsorr) nobi | e
phones o 43) ond software nodul e
oy Bofobansine: (cd-cihie bl e Ber Rl Fis s R R b2 b B B s en

alerts fpiddeks SHSHEMRAGPlTOP] bea mh@@@ﬁyéﬁtcgﬂ) idah di@indd)chard to provide
themwith the | atest bank account information, for instance. Another

exahdl eSPYTHWESE ARERYEI Mpahic) may seisl B8 cysioms &84 $1n@ 43 Lbrtoalie1 5 SOUTHWEST
Al RLENERT M. %’ﬂé & TRYel G&E’mff&‘rﬁfa o UShESud €. 9., 41 to 43) up-to-the-

m nute gate cance at|on Information, as appropr|ate In a
particul ar eBnammh’re:utn‘r eamldﬁbﬁm greimidim@N SWIMIpéztlffoun@DQoﬂncmml@ﬁeﬂ ncl udes

erbodi man%uh %Fn‘%ﬂéfrs %wa r’{DgiiJ cl[.cﬁa%‘?naclins%ﬂwgconqu orv?c} rmdu' e 72,

provi de&™ tored i'nclude su Fy secure
st or ageﬁmtumrni&narfﬁhtmrei mﬁfﬁat]ud}&"lsubﬂ@ntmtllylsdaum@stoﬂagf oeoaam:ahlé infomedioh, car ds,
baan(O Cagncglsudmg?g)?g)l(gl : pcg tclae%?t c%.tadrs UC Scn%ﬁggt{o\rllec%rds such as a driver’s
license to identify a person, loyalty cards, for instance, for grocery stores such as
SAFEWAY™ and ALBERTSONS™, and retail stores such as The GAP™, and
STARBUCKS™, frequent flyer programs, rewards programs, membership cards, video
clubs, library cards, insurance cards, for instance, health, auto, or life, and login and
25 password information, and the like. Various embodiments may provide a combination of
the items or information described herein or (e.g., any information or data) that is typically
found or has been known (0 have been carried in a person’s wallet or purse, for example, ar
equivalent functionality.
Further, some embodiments include central, secured, and backed up storage, for
30 example, through modulc 61, server 15, or both. In various embodiments, a user (¢.g., 21 to

23) may enter the data once (e.g., into their phone 41 to 43, into website 65, etc.) and may

use such information, for example, as long as it remains current. In addition, in particular
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license to identify a person, loyalty cards, for instance, for grocery
stores such as SAFEWAYTM and ALBERTSONST", and retail stores such as The
GAPTM and STARBUCKST", frequent flyer progranms, rewards prograns,

menber ship cards, video clubs, library cards, insurance cards, for

i nstance, health, auto, or Iife and login and 25 password information,
and the |jke. Various e nts pI’OVI de conbi na of, the itens or
i nforna?‘?lbﬁfi“a@g?:ral"ﬁ%rc(eﬁgg m7’(3'ebs <18 g1 yﬁ?@?cf?ﬁtﬂaghci) goaﬂea{f Sthat is

typi cal |36 b pHAg b@&bleacsrepae@mlsamoh@4mayearhe.em sedkdeipRehilidl (agper son' s wal | et
or purse, for exanple, or equival ent functlonallty. Further, sope

embodi neabide pleE DeRyoskeDr a1 botls aellipWde-caREN DR Y. HFrepiem Jairthen 30exanl e,
t hrough W&h%&?%mb&ﬁﬁl\éﬁ{a%?r(@%,?mor%) L3y Viahd QUsss eegiorRAts, a user

(e.qg., may enter t ata once (e.g., into their phone 41 to 43,
i nt oS mebﬁdrtreati%fromtvmrtl)allaradywlwe@g@ thxpolh thefronabdleipbene)f or exanpl e, as | ong

as it remai nl?lé!é?'i&i%{}}agécu g?%}nggtg tfialtqu%%‘{ L IaPe'thl ?0 mfoq‘fﬁb L%g rg? p;ﬁdrlaﬂt user

(e.g., 21 to repl ace one (e
user 21c1{mgesbﬁeabﬂ1fegumld elmsaﬁe smmmﬁdmmtsethéll)ser (agcar td E) rrm) sslectvi ce
provi der ( , of npbile phone net wor k 40

or t hou entering
persona}’“ichflﬂg%?&stq famforpionis changgs ftrﬁilgp%ﬁ‘}lgtpé}iﬁ”éfu gﬁ%m thO‘éﬁﬁ?ger (e.qg.

21 to Z%EHWhmM@uﬁ&ﬁﬁﬁéu tsqlpam@a (e PamERARke]P mmgh@ﬂdfbe Qmvadi fof ual |y
anywhere (e.g., through their nobile phone). In addition, particular

enbbdi mater sevidvatfopngyicge Cart@n eabpdimen oran e i simpedigp oF kantmisklidges, are
confi guf atqllcﬁtlon rbdae%l?eai l;lfl:nh %{Ebg%&oﬂﬂ%& ?sa é%ray égp g%on %% n]icﬁ)llg?’) may

sel ect WAl ntformation or ortant to them such
t hat t hphdns€s g showl 43) ealadt éfetueet (mﬁgelltdﬁﬁ)lotﬁhmemtlInrthnwnlbpdiateedu(ees g.,

or tai B e NI P hBt P LGS RS d SGet et i on

Speci fi gaul the ebdhrSOMe enbodi nents, a nessage may pop up on the nobil e phone
(e.g., 41 to 43) to alert the user 21 to 23) of an event. In this
enb i ment, Bsems ceRpdipkal wsiehganuﬁemogpd@m@mecoaﬂ sevER GBI Ad? e modul e

for aﬁggﬂrﬂrﬁgdd%’fggafoga%f) (Pé“if tB@@se?}éQHfoméc%frh 2QTRigakedl /Rt s, a user

can use no second Software modul e 72 to take an i nmediate
act i on. theprc@xanpleaiser rhast breablsteusé ElOdlrriééﬁh@dsmnésdfway@nmdmlhdﬁé{v\/al from

modul o L0 Rt LR e Ean e oy BE Tad foPr EneeRl PARRATHAE 517l o

33 or asiPerseRahplPpdpoRiibiitded sr @&&kefHrenﬁxalrmlls@)irtmmapaﬁsodnhmtfhsaalgsj or
m st ake. Hence, 1n this. particul ar enbodi rrenﬁj}l}tbank t her financial

i ns2 t upt YhE TiRageiydnsiytions gay brpble fqinp tye YO's u‘fﬁégﬂ{: ¥R8Yr | osses by

immediately putting the account under investigation. In various embodiments, users may
take control of their data by putting their personal information in SMIM platform 200 or
system 100. In many embodiments, users’ personal information is not stored on an
employers’ server where the employer controls the information and has the ability, or even

25  the legal right, to access it. Further, in some embodiments, users (c.g., 21 to 23) can change
jobs without the need for re-entering their data over again.

Moreover, certain embodiments may use mobile phones (2.g., 41 to 43) to provide
certain identification card functions. For example, mobile phone 42 may be used to identify
user 22. Personal information stored on a mobile phone, on server 15, or both, may include

30 adriver’s license number, a social sccurity number, a passport number, visa information,
security clearance information, credentials, a birth certificate, a green card, a work permit, a

military 1D, access cards, membership cards, elevator cards, copy cards, etc. In some
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i medi ately putting the account under investigation. In various

enbodi nents, users nay take control of their data by putting their personal
information in SM M platform 200 or system 100. I n nany enbodi nents, users’
personal information is not stored on an enpl oyers' server where the

enpl oyer controls the information and has the ability, or even 25the | egal

right, to,access .i.t. Further, in .so enbqdi nents, users (e.qg., 21 to 23
o chafGBOS BRI TG P HEaE 1P Or o g g P HET P At AR e B n
Mor eovegy) a&REd @tdd vﬂfﬁ}cpﬂbm&némh‘l WS Su BN Bn D BRSer (ayise aibblle 43) to

provide certain identification card functions. For exanple, nobile phone 42
may be 0BAY ¢ acdesremakiys syage, 20 opg Puidhag. stfvlhaer shestenre® on a nobil e

phone, on, SeLVELLPin Qam&&ﬁ%dirﬁms,ia%értﬁgé; R03nAM M8forsh 2d0CRIBER RYSTDEr , A

soci al security nur’r{l)er, a passport nunber, visa iInformation, security
cl eaf anéeg.i $dcorertdobibrierdeesdenfirsabaiwae biodulk 6¢ ¢r locdle eapycs, Breen card, a

k ¢ i 1D, ards. . merber shi Bre: <
cony carteir eduery B Bin BEFRERI €8 bifos, IPRRELPAY R TBRET BV, <

dest r oy ed deteiimigigltieripcdion H€therraly taeplone €2 $OMEhiarbyalsingatleemsoraaras with a
mobi | e phone. In various enbodi ments, a user nay use a nobile phone to
access HOPdMRPhtZ.GarSYEDINAYPTIRFFRle bui |l di ng, secure | abs, or other areas,

for exanpl e. [FUGENRE of dfibRRTEE TROEE PRALS: 2@ SQ8teMBY0 HaS belkddVhal at form
200, nodule 205 5(e.g., Secure Mbile Services), or first software nodul e

61 10 | oteit wlesepyioywes! Foyexanplipph eome prveeiimertb.wsor22inehiss mebdértain tine
peri od. er,,22_my, b al f 0 ( rnl]i N ocati on of
t he cel P]%J%S]ﬁéttz %(f)ﬁeélﬁée@efgoéugﬁ%kot%fuﬁén %’?%@Iﬁg&ﬁt@ ﬁf%ﬁlnﬁ |2)§1LQP tragﬁlfeé;l)rhone 42,
or a coRfldh@smonniciemenBhiaodah, forkxenptf 1esdbodemneolsentSM ustphat dseram 200 or

system 100 ma ge uzed in ﬁ?thr etai |l .sal es _envi honrrent. For exan‘gl e, in
sone enB]E)‘EﬂerIr‘é#(O UP 3195 O hRProfNE: THEHTG LPRThE HSU16 VERA e TBroduct
i nf or mayhianspakifetstdte PFoAdLGhfokHAINE aad hAEtor BHENRIMmpaHSIhs s aNeabiratied d

Commruni cati on or Bluetooth, for exanple. In sone enbodi nents, a user nmay
useld pHsrelt b sorslembpdimeniseatsenmagsend fipekes famipe deisramalecgiisaidsas t he

user enteps, AofiliBne LAETIADiGRLY 13ALE At RN ArRLAAUAL uiiRf pesati on and

price for price conpdrisons, a“conbi nat1on ereo n sone

enbodi mewbse plaones ér cantain ceahrodinkianitse S¥EMoplatferm 20, orfpstere X 8erplag alsgiaflew car ds
froma nobil e phone nd .a recipient be ,abl e to.redeemt.he. qif:
certifib¥ SetotPchﬁlﬁsetqﬁ%(?%g’%Bﬁofcg bgﬁg%%?nq?“){nthca r Og?ﬁoreer?ﬁ%]g%rr@hatré?g %ggﬁﬁ)lttpl atform
200 or sy81ldpitlNQ, saye Aks dnahftowatisahalihendningsatipmoduEsissyslamaior es by
paynent with a phone, for exanple, charging credit card, debjt_ _card, or

t he2f i kalse PMPVbSafo ?femeépméﬁ«%ap%mﬂg?eﬂsmf'mlfp?fit9TéF%H§6 THReRASEEM?100 20

al so al |, oWg {,QbsiRYEY! 65 CRAMAINGALIFOMBRLWESER ARSI 6r @(Qﬂag;e[ fesecond sof tware
nodul e 72 and the website (e.g., 65) as well as secure SMS communi cati on,

for exafrphsalitting sensitya spmedtiog raberghan tox massagineatsingrrleaatsmer t han t ext
messagi ng us%(@t%nglh%aémlgo%em includes or combings a phone with key card. An example
is an apparatus for communicating a code, that includes a component for a mobile phone {or
25  amobile phone that includes the component) wherein the component includcs a passive
code configured to be read by a reader when the phone is passed in close proximity to the
reader. In many of these embodiments, the reader is an apparatus, [or example, as opposed
to a person. The reader of this embodiment may be similar o communications device 88
shown in Fig. 1 and described herein, and may be a card reader configured to read passive
30  codes from cards, for example, or similar thercto.
In certain embodiments, for example, the passive code comprises a magnetic code

and the reader is configured to read magnetic codes or the passive code comprises a bar code
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Yet anot her enbodi nent includes or conbines a phone wth key card. An
exanple is an apparatus for comuni cating a code, that includes a conponent
for a nobile phone (or 25a nobil e phone that includes the conponent)
wherein the conponent includes a passive code configured to be read by a
reader when the phone is passed in close proximty to the reader. In many

of these enbodi nents, n app r exanmpl as opposed
to a pe?'%‘ﬁ‘l}?e repler CPE&’H@?S esre |5f’r’é‘ﬁt’3mhﬁé)m§8tss 1FrPfsélrvet°8‘?ec'6mmn| cations

devi ce 8&sRAGWY irhdroGabled @mealﬁ&%rnl bR Relael AnctARLaBRY nanathgar d reader

configured to read passive 30codes from cards, for exanple, or simlar
t her et otypical user ¢agneleghpagefhepaseials pedetis a rrfa@ﬁeréb@émt"vpm@re PREFESERYe code

conpri sg e?)% n@‘%@é‘&ﬂﬁ\y&n%%‘?t}% Hobd1er § gL éa%n@%%%gﬁé?ﬂcotdg ohachigagneti c

codes or Pthe passi nprlses a bar co e rea er conprlses a
bar £odehickaderson kemdmgtme mtibmhlyrrelmtos fot benpds $0 Mentdgde: ussr. shlbsugnt i al | y

unchangeabl e. Aﬁ gf? rein, ngsta t%all nchan&%able nean that a
typi cal "UEFeSEURKROT RIvgh e S PO ipRSE Weha é’rassf‘ﬁacto € %hore
conveni gitkiflchhbng &Rbapbikht th@pg HERBEN cdak of@&fﬁF@ﬂﬁllonEMtﬁlld 18 4$@Kt cannot
change their code on a whim 5which a person reading the code may rely on,

for exafplifficufigs pgkingiprpptise efsameony “’t'?‘i’oifdﬁj”rﬁﬁltd Red S4EsF FIAPN G0l proof, in

some of thesg, g emsng SisivONAN 5@ge}w%1eqa§t%ln%@b@9a@er95b@th%pagt@ér%p phone or
conponent to copy t ssive ¢ de of a different” phone woul d be at |east

as o ff eleutitalagsterakf thg pammxpleietcatce 1D¢0r$1©¢’tedméh@[blmb sorgmeldiet batlardr as a
further d herei passi vel y do not be
power ed lﬁé“?ﬁéy% ﬁfeﬁvﬁg aS_L'ﬂ)"eTjg%rtC[r j Elat lsscﬁrsltf }éth%hgf C%Iﬁ%onehoﬁgqgrpﬂe? ectrically
connect egtlides tkposphio peckaging alﬁlﬁh@ﬁl’ionbaﬂhhﬁﬁw @fntaéﬂ ebitrdodafor$)ytﬁiILLarn§}iles Furt her,
as used herein, in this context he, "conp neg of the phone excl udes

di sposaBl ECKAERHRORG f"(SF"%‘H&thFé‘ﬁt@er( t”l‘r“‘&fmr‘?ﬁ}}m it thegoBEPEhde for product

sal es ofodhaekh BELKRMIRARES e pfheﬁe 6RY dver Epfhm%nebﬁmfeogea@maamﬂ@ent s, the
conponent is conprises a back of the nobile phone, a battery cover of the

mobif e plebhephoacbne tase yorfthe mpbide AiBRBIS C8apehe or a case for the nobile
phone, as ex ??n sonae ?Iﬁbdﬁ%éﬁgr‘[he 1hgbdge%ngﬁ'£ gJ ﬂ%ﬁ'ﬂ?}é}"ﬁﬁd {iRbi | e phone

has a phone nu e passi’'ve co conpris phone nunber of the
nobi | e pzh;enme cod-‘ewnhipeses thaplsoreuwehbaditimendis]e fhone. anothhenn sxanpl e, t he

pase Ve oBUE SO SRS IUIeT LIBL ) 5, W e, L0, g Sopenent. rom el
enbodi rrmatcgmpsrhﬂt PaS S \ehes 6t SR TONREbiRShOResi e bl dehet hBbN@FRINGS t he user,
an 20 In other embodiments, the passive code may comprise or include the name of the user, an
indicia for the user, an indicia for an account, a portion thereof, or a combination thereof, as
examples.
Various embodiments may also include a method to replace a back of 2 phone with a
key card. Another example comprises a method of eliminating a need to carry a card. This
25  method includes providing or obtaining a4 mobile phone having a component (or at least
providing or obtaining a component for a mobile phone), wherein the component 15
configured to passively produce a code configured to be read by a reader (e.g., device 88)
when the mobilc phone, that includes the component, is passed in close proximity to the
reader. Some embodiments may require only proximity instead of close proximity, for
30 example, using Bluetooth. Such a method may include obtaining or providing components
having one or more aspects described above for the example of the apparatus for

communicating a code. Particular embodiments include providing the component as a
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indicia for the user, an indicia for an account, a portion thereof, or a
conbi nation thereof, as exanples. Vari ous enbodi nents nay al so
include a ncthod to replace a back of a phone with a key card. Anot her
exanpl e conprises a method of elimnating a need to carry a card. This
25met hod i ncl udes providing or obtaining a nobil e phone having a conponent

(or at |east providing or obtaining conmponent. for a nobi |
wher ei n"PHECEERPEH &9t Hr’%exé:“&ﬁgi‘@@i Bh‘i“(‘i U DEGViPEply dH{'bodl}E\ée‘Bl %blﬁ confi gur ed

to be readi by RodRBURN a(@d8. . device 88) when the nobile phone, that
i ncl udes the conponent, is passed in close proximty to the reader. Sone

embodi ment s BEr erabediments ORI GRIGHSIICIGS te ue agThoat wyb ABEHIIH 8, for
30exanple, lfébmciﬁi.#aﬁﬁ)o%ﬂem%ii&ian&s LR Jnaenilﬂgigggegp%ggai .@bnsesqne

provi di Ag onen avi ng one or nore aspects ove for the
exanpl eaof of I’newelmga)r abtamirfgcm lazstrome ndadart (erzg davico®®.coPagurédiolread enbodi nent s

i ncl ude provi di the c onent . as cenent r.t for reexi sting
nobi l e P WEC?#af?OIB?’éWp&%TVOB ab“‘%% ﬁ%iefpth%iﬁs B5PY ”?@“N)e %acslgsi ely produce
such a gRAfnity to the rebdddSfer@IMOLH IBRIEhCOINEH foSR ivatifiodi® et thedsobie use a
phone wth a key card. An exarrpl e of such an enbodi nment COSH” ses a net hod

of i denPhWF (a0 pTIBIN lesgProxid b gedie e 5Er §C9FC PPV P HGIOPoBISt ai ni ng at

| east Nt 485 ifh Brve i Yﬂﬁ%@hﬁ@th&]?ﬂ&'\f@Eﬁd%docta%dro%eigﬂﬁmgﬁﬁesﬁh\éﬁescOde from
an appara %us contarning the code th I's passed with (e.g., close)

pr oxd mi toye.142)t Rechr matieds mpexisn intludgampad pf esivghibe wissish cods:, perchdientief i ed t o

pass their bile thi close proximty to the reader
(e.g., il A %ﬁ@rt&"ﬁe”i%“hc 3&13%(% , 22) who wish to be identified

have the passidhes meded Jn@ylaéadpl@i}iedlﬂei memiaitlaenhmmsvima(mgnpioﬂ@)a Such
met hods may al so include an act of USf ng the passive cc% read by the
r eader é‘) d, HEgeE gy 2 cogPUYehBiegl PhREPETIIE! f&ng, Or2°@2()‘m]’]§uch a met hod

may be ?iﬁ@ﬂ&yﬁgh B¥netholBEGNAMde tSRRY bESroPTIRE @BpondHs IRFTHGMEbr mdrd and
| ord, a manufacturer, a conpany, a school, or a governnent ngency, for

ex aﬂﬁal e aspBls térgribedsabone ﬁarﬂ@td@@pwﬂiwpa@@s Bistcamﬁiuiﬁgfd@lig proi &t ng
conponent s, Q%\{édﬁ%mﬁg%ua{ a MBh&d may be used in combination with, or as part of, other

methods described herein. In some embodiments, such a method or system may be used for
a particular purpose, or for more than one purpose.
In particular embodiments, for each of multiple people, the identity of the person is
20 used to authorize an expenditure from a credit or debit account at a point of sale for a
purchase of goods or a payment for services. In various embodiments, for each of numerous
people, the identity of the person is used to authorize physical access to a controlled space.
Further, in some embodiments, for each of at least two of the people, the identity of the
person is used to authorize computer access to electronically stored information. Even
25 further, in some embodiments, the method [urther includes at least one other means for
identifying the people. Such other means may be one of the means described herein, or
known in the art, for example.
Still another embodiment comprises a method of eliminating a need to carry a card.
This example of a method includes replacing an old component of a mobile phone with a
30  new component. In some embodiments, the new component includes at lcast one of a back,
a battery cover, a battery, and a case for the mobile phone, as examples. In some

embodiments, the new component includes a magnetic code area configured to produce a
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15aspects described above for the exanple of the apparatus for

communi cating a code. In sone enbodi nents, such a nethod may be used in
conbination with, or as part of, other nmethods described herein. In sone
enbodi ments, such a method or system may be used for a particul ar purpose,
or for nore than one purpose In particular enbodinents for each of
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code to e-hhgne is passed
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15) or Chaimcadhbactcted S0 Qﬂgssﬁemmetebhaird rma’rbtarse}satpm e yse@io 4r38) t hr ough

'égg%@:’l J:Tgltr\ﬁ tndi\gulafaéalﬁ?\?t%g%l S R\%E%@V[M&? mregggg}:soﬁ (I)?'!l %Eoneléllégg 0%23). IF'?)r Sofe

example, the generic assigned ID includes a keyword sent in a message to the short code {(or
long code), the requested item sent in a message (o the short code (or leng code), or a
generic assigned ID for a particular item sent in a message to the short code (or long code).
Each agent 1203 or server 15 can have one or more of a unique short code, generic assigned

25 ID, and keyword. For example, server 15 or cach agent 1203 can be assigned a unique short
code. If'server 15 is assigned a unique short code, then server 15 can act as the merchant or
agenl 1203 by assigning a unique keyword to each merchant or agent 1203. When the user
orders an item, the keyword used by the user identifies the particular agent 1203 to order and
purchase the item from. In another example, if each agent 1203 is assigned a unique short

30 code, then agent 1203 can act as the merchant itself. Different short codes or long codes can
belong, to different third parties 31, 32, or 33. The communication between module 201 and

each third party 31, 32, and 33 is encrypted using a different key. Furthermore, third parties
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15nore of an assigned short code (or |ong code) and a generic assigned
identification (ID) (e.g., a keyword) for selling itens. The short code and
generic assigned ID may be advertised through magazi nes, web/Internet, or
ot her neans/ nedi a, as exanples. Short codes arc also referred to as short
nunbers, dedicated short codes, shared short codes, or Common Short Codes

(CSO) ( ., special tel ephone nunbers that can be used to.address 20 SMS
b Ml o Zaa et spicry TR BTG S0 8 PTG BReRE BT o or 43).
For exag@agen Eg@@e@mgﬁ%eg iRGshenadptlda epcl udes a keyword sent in a nessage

to the short code (or ong code), the requested itemsent in a nessage to
the short col® gxampleorgyeEddey ageat 1293 geiyeiqre Idegtagav g haye reresHlOREF €1 cul ar

| tem sent ] 0, A RISAIPA s L RBAAIO(Le CO88) LAl bARGICAdR)se3FCh, AgRat 1203 or

server 15 can have one or nore o? a uni que short code, generic assigned 25
| D, and4keimbisdxafoe, usrahipieeds meiMBmetdgorr Madhmasent 01 208 [@athtozdordssi gned

Cerver Tetcan bt P tle S onantds> 2R hETGed W T IR SR que-

keywor dsdroeradchs mesrehadnt stored agenin 1230 3. g Wrever tt Reausrrgeer derksieined t em t he
keyword used by the user identifies the particul ar, agenkt]ﬁ 1203 to order and

pur chas 8MeIREHPR gRitEnddd4 paTednEhiRR FardiefhpirBiZef fdepend e a94it °99915%% s assi gned

a uni qUSuI%H'é%ETmadg’Qy aedeq). then- 39eatidte A3 naabkt ¢ Inf@snatiBRoMRES NAR ol t sel .
Different short codes or | ong codes can belong to different third parties

31, 182, uger 238y rephang wrtheihiMSanessrectss MIME massga esr 20 preyruisbgeH © BiYd party
31, 32, a is. e i i £ I - third

parti esco({‘%%,ﬁ%lz,§e§‘ﬁ%q§§8%§]ﬁ81§% glg yy'? #’eg"ﬁhg&}%gﬁéf@%? %%Jr%ggfrgorl? m key
gener at henciakdofthteheh kegndrdiiersat item 1084’ weaBCENangas other kdevord)esicthypt | on key.
For exanple, server 15 O{fsa ent .1203 EEP/ storﬁ: i nf or rfatti on or gave access
to one 61" HEEreLER (issReciif WOt iTE - hregis o rgT FEANpIc: HOMBEetCl o short
code ( €;ifformaddsed) inVude HRONENREAS orl&t ihBhSaNAIR!, QumBEScoddmegingds an SMS
nmessage or MVS nessage for item 1234 to short code 54321 via phone 41.

Si née s Héprmagen e 543mber)s alggs ogAdEr pEPrBa¥Yer 15 (or agent 1203), server 15
has 1 nfor et Qv SLAIEH b0ty LBil#3f of CorfinandiBF Wedlied® iBSnAaiage! of

predefined information on1tem 1234 stored, which can be custom zed
dependi ngdola 72 hen cedigestangmatidrohasad vrtienskiy. gu seede ol kegeprde foruserpr ovi des

t he nug of information on item 1234.to0 10user- 21 by replying,tao the SMS
messagegg%0 v Mres SHYE Qpyaps (f‘_‘LC}‘pel'Sé’\I}?CSﬂ%$L§edg%nlr¢t£p Be%lﬁe rtomgsgla%usggl%lzt . Server
15 has adlecBibmyateway 11 1ad/w 4dantal 208 @geaintitiéd paedef 2 nedudsnfioformitionron
associated with each keyword [ ny ot her

(e.g., "item_1234", "AB‘?D',. or %
keywbr dy% Ways torpageliage 1&%‘%11%3&si51‘3§/"ef Lt o E_i'ge’c“h]éoé b‘fét’:‘ie?ticen i ‘_ﬁ‘?%‘P'i‘rﬁfTi B Gser 21
request §nq FRfucSXATRL 65 prt RidNRGEE frsth Ll DOLAREINGABhAieh Wb erepme@30r nore of
order i nformagh on (e.g , nunber), confirmation 15information (e. Qf\?lé

nunber ) 1o wke kt by sepfingen eMS mespireaariNIHLS message to user 21 via the intemet, an S
gateway (or MMS gateway) 115, and phone 41. For example, server 15 or agent 1203 sends

user 21 an SMS message requesting confirmation for a purchase of goods for a charge of
25 $2s.
First software module 61 of server 15 is recorded on a computer-readable medium
and includes programming instructions to receive information about one or more agents
1203 to create one or more agent accounts. In an exemplary embodiment, with continued
reference to Figs. 1 and 12, agent 1203 receives an agent account at server 15 or a vendor
30 1205 (e.g., merchant, third party, or other entity) directly or via server 15. In this exemplary
embodiment, the agent account enables agent 1203 to perform the following tasks via server

15: creale an SMS or MMS message for a particular item, customize the message, activate
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A keyword can be any conbi nation of commands or requests. Second software
nodul e 72 can configure automated conmand options (e.g., predefined
keywords for user 21 to have nenu driven options (such as preconfigured and
defined keywords for user 21 to select from). Server 15 and/or agent 1203
are notified that user 21 requests information on 20 or wants to purchase
item 1234, Server 15 or age?t 1203 request. cong%mati. n g.f. th der and
char ges HFc-H¥alsP 7seaL5 e 8IS §1% BySSt5co ERasT SHP SR O Ge™MMit or mat i on
on item;Ld3d hQvidRaEpRts. O¥e §$‘éﬁ@h&guﬁ'ﬂta§ﬁ@se@§§ﬁ&§orﬂf uM¥En MRERagRyd 0 user 21
via the internet, an SIM5 gateway (or MVBE gat eway) flS, and phone 41. For
exanpl e deppadingonils: needsefegent 1203 sends user 21 an SMS message requesting
confirmation,f f First

sof tware nndé‘rggﬁtg??’ g%afség%?/gwl%%?@@f%%g%gggﬁ%&gﬁ%ag#p&u%rg%regﬁabI e medi um
and bncleadeis api@gd dnfomngkdynetd) vt dcors 1 §.oForegenple, dgehiol2ba ciropurdidetit one or
nore agents 1203 to. creatglﬁns or rrprt{le agen lﬁi}counts. SItne an ng;rrgl ary
embodi mAT O MPERRBIGEEHEEE [PeeMetEE (& E@’é_ AR DEMEFEEIN3 1 ecei ves
an agentpREtaiiivodk r@eFmelh thdindmanmengadsicd39 vt031 (B, ghd/ormBrehanter third
party, or other entity) directly or via server 15. In thjis exené)l ary

embodi méht AgeHd 28} esivalge swslividesiSHIA R BEsHEC IEPOBIRELEF FISTURSEATESST | owi ng
tasks vig,garvel e;rleQOgEgﬁﬁ%QWi%O VR Qo MV PRSP $ 28R 1 JdRE dRidBAY Trlp BhAy 1 tem
custom ze the mégssage, activare and de-activate a message, configure the
message pr PIMS hageai SNMEpddraeit te peai 1203 weryNuB: cvedie s, prasrgeinedwyséports. The

agent account. can he set-u nd .canfi gured in.vard ous. / endi ng on the
naeds of EBhETIBeR™ Agbit PRt B b8 LRl BRI BY B lRP O )

parti cukafiesipehanie darprbdiee Hoensr iddras 8i gne irthBr ihérrmatidetpwinr epaivi a server
15. For exanple, agent 1203 can pur chgse one.or nor %eneri c. assigned | Ds
from sefdpsssovidgddnithaovss Eidt i ZeE e FeEgess STSpaET H ¢ REwor ds

rel evantpd Qe t ResNOLRENBE | AMill SMEES Bekske WMaehsredibiaildd infainedion BE via server
15. Agent 1203 activates anql7 or de-activates a nessage depending on the

ci r dbinstamems seivar Betapsend Slinkngent W APRsipda ticgisel Ayat WESHE®SsR§E vi a ser ver
15 incl deci ding .i Q =Tng: T ide b t to agent
1203 evmgt]?er%r%aggk‘ﬂtgesp&t%?oﬁ M@%%%gpesw a\ilsgar%uye?e)m?lggﬁ}ésﬁosd I nformation, and
r espondiatdyedsp $drceruSenn slso eciumabicito withphomendlt, #arordy of thetuherand byuesgi ng t hat
t he user provide an email .address.to,send, fyrther.informtion o the email
hdar oes BRUYI b BTl MR e o ot Re ! SRR ifsse” then
server 1&&abr §8aGréd)8adds Oh (i o1 B FBSEAGSEsystenied fiphody 4 IVWE g agaywi th nore
detailed 1 nformation. For 15exanple, server 15 can send a |ink (2 g VAP
pushY t anstaes Wigane, 7 eSS aHRR SEgEic AR OMUSn TR SEGRAREH ©s (R Pdr mat i on
(e.g., ?Hl%nas§§SlﬁISrEﬁ%§ﬁ@ecré’&itts Brofh debvak 15 onPeWAAIR AT €518 )or MBS VREId S can al so
comuni cate wi th phone 41, 42, or 43 of the user and by using |ocation
based sevaliabledoprsosiZde2d, phdirnd foowe. abpgant 1 9 neewingrepsrts axeludg idenphiing cul ar
area (state, .region, or other area) base nggl posi td oni ng system
of phon 164‘.’[‘,111}331_2%[pé%gc?eﬁtéveg)tuygﬁypqﬁ ??rl]%bbé:ﬁscgftﬁ%p%?]%é:gbor gﬁyg%ilt féér? | ocati on
speci fi eelévahoinfRinadeh.t he user may desire. Agent 1203 purchases SM5 or MVB
credits fromserver 15 and_ can ke the SNS or credits avail.able for
users 21, 22ProgpREYF uLE Ho2gd %_imaw o ébw%ﬂ%%%@?@siaﬁ%ﬁbeﬂae

identif %6_}16}9: drRa PWHRGH sdtfic BIOSIPAGHH)'E rddiRNisforiRAS IR $1 DYISt he

prospective buyers, and other relevant information.
message, MMS message, or text message, for example. to the short code (or long code) and

type a generic assigned ID as the text for the message. For example, agent 703 may include

information on how to send a message including the generic assigned 1D for an item {e.g.,
30  ABCDE), a request for the item, or any other identifying or requested information to the

short or long code (e.g., 65203). SMS gateways can be used for sending and receiving SMS

messages (or MMS gateways can be used for sending and receiving MMS messages). For
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25Prospective users 21, 22, and/or 23 may use phone 41, 42, or 43 (such as
a nobil e phone or cell phone in sone enbodi nents) to retrieve information
by sendi ng an SM5 nessage, MMS nessage, or text message, for exanple, to
the short code (or long code) arid type a generic assigned ID as the text
for the nessage. For exanple, agent 703 may include infon-nation on how to
send a nessage includinq the generjc assigned ID for an item(e.qg.,
30ABCDEF* 2P I¢.dpyfikgs 1> oPME galepfrhl o GF alawgsﬁ@?’a}i B es Wﬂ&e@?W?eEquest ed

i nfor mbigR defvdd 8o aitPiter@% 10QPGHERAG 0 GEd Srver G8203 hart SMRr@al EVEYSercan be
used for sending and receiving SI M5 nessages (or gat eways can be used

for sendf.mioandl. t8cwiddi aygl/NWNEThesesgds)2. apdpr 3searrpndor eeeiv YMS or an SMS
t : t ' i twork 40
9a emy@gtrr(e%%iggs{j\fl%g%?f Eﬁ\)f%éata 2 11'550rt1\¥191|§?{(§::y\5659?5 Y}Fe?&fc%%'ﬁn&e wor

and inter rnet nd server part of server 15. Server
15, phomatcdhy 142maginchle tleenidllowinfzhmodilop drat cesm8dicat8 ¥thaady @her38 thein send or

receive SVS qr MVB sages via such an gat 115 or MMS gateway 115
ina se@ﬁ?@lsaWH@F4T§€%Pb§%§m¥T§iﬁgPmwﬁ%fﬁS%”Wﬂgxg%Fﬁbﬁ?ﬁﬁlHﬁ@ﬁ es that
comuni gRiELAMMIMS BaGheot RacSth SNBlcatehy €15 IBVME@Nev#11154R2 a s@red3, and/ or
third parties 31, 32, and/or 33 can send or receive SM5S or MMS nessages via

such anBNBIg éﬁbﬂ&b{wimdwﬁ MBaiFATRIRRF: AorSURt A oslulce eI R PSR MVB
modul e, m%ﬂmaéd;g élmgg#gi’ﬂe%ﬁl }ﬁr{gmmﬁws@bscﬁﬁmﬂ%&dt{@g&b]ﬁm &R, He@igdm)dUl €,

schedul i ng nb , ate dul e, subscription nodul’e, coupon nodul e,
medil@ 16nddie] mpltirailatiel ghiammemodee.emd yhedau Moreensd gateway it kemakbr eover ,
gateway 115.may co i se.any suitabl e nmodul es configured to ] secure
reat | oromprst s CERl R Suio Ey AL GBS Soapan BbFTlg. BN hg
secur e gaehe0land @R YPoitingedardBs Sagesndiof combhticdabheadant merids (or a | aptop

W reless Internet access card) is used with a,.nobil e device bhone 41, 42,
or 43), btqaéwnéﬁérﬁé(%élt%?wzfe?ewﬁws@t feEy eub ITHRMIRD e4ReRly d% ¥t h or

15wi t hout,,AcG eSS &35 NBerd SHoRE B&Ivbrk 40 can be hedSRFBrEARALIMRMEIL cPNCE server
15 receives the SMB or nmessage, server 15 retrieves information about

t he 15t emithawidiciass wohelnderbddli ments, server 15 may format the information,

attach a per nos%?hlc c%bo%%?c%%%Sn%"ﬁsgflﬁl%lkgﬁjzégé?@ésq}geeﬁﬁd?é%%S%esp&grber\fépij send the

informati on t o USers rver receives - a request for
i nf or matduaeved imdorn2Ous efou? the 128, aahal/some 2Bibudimehtsese8ME | DmayNBrmeisage, wher e

the information depends on at |east one of the rt code, |long code, and a
goner | ¢ THOSAHEA D RESHERLE I HOOHE THRheSh e r T Bt St es wi th
third pafrbin@Sions b usdd.2 1208 /a08/0833. (Sorder 15 2cARES =@ forliBfoehath ffed ver, agent
1203, or an EBAYTM server) to obtain the itemrequested by user 21, 22,

and2or 287 2Eck2, axderdeia de MY o Momkisaze Hhes the Wﬁ)mwlwdgtwﬁ?@i%satsl, 32,

and/ or tQ. reLr Lo ORMRS LBric SRIFHLDITS 8kbQRePiNBRNHEr ver 15
and thi%%mﬁgsffggS%%?m%%$b§§8§%F 33 %%ﬁm%égthrough a H%TP”HTTP% pr ot oco

and/ or WetyeiSef anururosates veith thirt gamies EbAReudico A3 (Ser ¥ merchBntroe (ueedes
o L LS8R a0 SPLCE 5L Sy S OMBEL g s e
cor r espoRdFaGExh@pleh@rver 15 communicates with third parties 31, 32, and/or 33 to retrieve the
25  information. Communication between server 15 and third parties 31, 32, and/or 33 can be
through a HTTP/HTTPS protocol and/or Web Service over an internet connection. Server
15 requests information from a merchant server using the item number as the keyword. The
merchant server responds to the request by server 15 by providing data corresponding to the
particular item. Server 15 extracts the relevant information (e.g., cost, number, and any
30  other desirable information). This relevant information is formatted to a package of
information that is often less than 160 characters if it is to fit in one SMS message. Server 15

can format the information (e.g., taking the SMS or MMS miessage information in a
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particular item Server 15 extracts the relevant information (e.g., cost,
nunber, and any 30other desirable information). This relevant information
is formatted to a package of information that is often | ess than 160
characters if it is to fit in one SM5 nessage. Server 15 can format the
information (e.g., taki ng the SM5 or MVB nessage information in a

desirable .f r/type of char s and .converting
Che | nf drEpIeaR b oL alapsrE ity P PG 13ty e S G aredas BETPUFFhch a
nessage g agnore fi£-0ab18 6 Har) 1 203 )kr BNEhnS@Rch 4 ﬂii@ssh%'kf (@leMafonOfeheTM8 4RIl by user
21, 22, and/or 23 to phone 41, 42, and/or 43 of user 21, 22, and/or 23

t hr ough sendrib® infermehen Earetsidiise e At 19082 hioPhoRed hifZ) AT 04BES s
Sserver 2%522\/ bR Neh ¢ olagh L g%o% ? fione 206 P dA%éﬁt 4 hes f Rk dm;ty NydcBsSone

enbodi nent’s strates a flfowhart illustrating exanpl es of
vari 6us sereéttiddsa oEb (113@ hxgersce} sreirmddfit the pdormatipe ax omgictiipodimeengr nore of users

21, 22, and 23 . rowde information tQ users.21, 22 Server 15
recei ves a rﬁ%i‘g{ UBtRgtes iy AL Lf'?trfa{’]%ﬁxgm@ﬁasOf%‘roémg%cmﬁjgg?ééy]f 22, and 23
(act 13Qd)er YsekSmAhnicaR withnthe 23 meenel uskre 21 expuest 2¥ wrprévidoiniminkidom tei a at

| east 10one of a text nessage, multi rredi% messagi ng servi ce nessage, and an
SV nes #8e2 @Rt ad@3aSeren i TerReS requeshiGr 1 iNBHECR HAMPF §h 0D é‘s'%éct

1303). Thed %@fﬁ@u 130 | a0kesiedr by 83 8&s tﬁétreqaé’st f@ﬁ%%ﬁéﬁ@%ﬂ%aw a

generic assigned identification associated with information requested by
user8 2bpe @Da teaindesa@e, BehtimmdialBessegmasrices BEssaEs AbHeSMP Rssagc SHILEY parti es

3L 32, 03l & SRR I J B OLIRLAL RS b %ﬁgn%gln@ﬁomag@ést@dlb *gy ang 23
or ot hervvl se ¥a access the ornmatl’on request ed set)s and
23 (e. g2, 3m, tnlitl IB seqbemeronl@enémﬁssﬂgaﬁﬁ)ientﬁs’eamasékﬁm@h\dsh tif@nianbor mat | on

request ed b sers t.Q one or phones 2, 43 of users
s Fenasbuianal 12 2e0 30’ 3 DB el kau e O Re mud B 0y oo
SME nmessagey bE DA HR enDBLMRR ke dstb BT usL%Ozﬁ) 22 lafld QR @r exkerpdeatay

enbodi rent and with further reference to \E€23 (&, a second software 20nodul e

72 (l8eserdepeld theinbuwpnatiar reauasier by Users ghode? 2. v siveadobecluser 21, 22,
and/ or %§aé s@&%?{sdfeﬂdme GNRE 8 uaﬁénd%b&s%mrﬁqdwmaﬂtd Al Hdes.

pr ogr anmi n RStrUCL1 ONS o communi c oné or nore merchant servers
or agenphdi2031142, agqinssts 24n22, med @ v a khoomabf orexomessagcdeMMEnd pur chase

L VSAa8, PN, Ll A2 Sl SRaShutRRL SR PRandlor 23, Second
25recei ve, anfodereadspiaty dnifc@dimi@dt iabdwith further reference to Fig. 1, a second software
20 module 72 (described below) for running on phone 41, 42, and/or 43 of user 21, 22, and/or
23 is recorded on a computer-readable medium and includes programming instructions to
communicate with one or more merchant servers or agent 1203 to request and receive
information on, order, and purchase items using phone 41, 42, and/or 43 of user 21, 22,
and/or 23. Second software module 72 also includes programming instructions to reéquest,
25  receive, and transmit information.
Agent 1203 can configure messages and view reports via communication with server
15. Agent 1203 can change the information provided to server 15. Agent 1203 can
configure its profile or environment with server 15 to alert agent 1203 if any of users 21, 22,
or 23 request specific information, send a message to a short or long code, or otherwise
30  communicate with server 15. Some embodiments include one or more of the following
features: prospective users (e.g., users or buyers) can register on the web to receive updates

through SMS, MMS, or email about items/products; agents can automatically send their
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Agent 1203 can configure nmessages and view reports via comrunication with
server 15. Agent 1203 can change the information provided to server 15.
Agent 1203 can configure its profile or environment with server 15 to alert
agent 1203 if any of users 21, 22, or 23 request specific information, send
a nessage to a short or long code, or otherw se 30comrunicate vvith server

15. Some enbodi nment s .i ncl ude 0 ow ng

pr ospectIY&! U’g%‘?’?“f"é thyough foy sﬂﬁﬂgtﬁjﬁ%@f pé%sﬁ’e‘gwﬁfgg{/ers i %%l?s ctén

recei VeoH&%ﬂﬁcétBWMﬁ%r M@;pr@fpe@t%ﬂuy@b%&n it embaafoﬁn:bucamrablagent s can
automatically send their contact informatiaon through email, MV5, or SMS to

pr ospectiay@atshfrerbyeanerofild hes Dears. 671 Ers: &V Epline @ CHABRESS RN or emai |
prospectoi \étedé@H&ﬁfeﬁtu}é)@en an item becones avail able that match the buyer's
pro 81 , services, availability in certain areas, or any

ot heﬁ de5| reW1fhdatthﬁre§fﬁr65WtDIF18 urWh@iteﬁémwemé@ietadwn@r hame pretsdPt e 65 may

include a main o nore t new users
and nemfl]toﬁ‘?n&a“ B‘éeﬁ“fggag?gfqﬁ@&ap?w o %\quﬁg%?és{%%%@%g@ ?ér%teect Ié\% to this
page or umgﬁﬁy Edlf dli&td@ﬁbﬁ'hi pag6|5r byees eatoohebeingb Niesscamti wegines edwertisbrsoker s, |
agents, or the |like, as exanples g si gne

(or askBEPKETS: aeBELor theske, ﬁsdeﬁ‘églpleﬁsgrsells%é zlptéi?éiB’raﬂge asziiﬁ.‘]‘/g%{ortaﬁ(eeﬁ? ke,

whi ch 1 bRy \M)]H?e)fnh'rﬁ@s LQr AOGESRWHAY 28d/AORE SRS, vlicPBEEMmaPlisovelsddsesebire f or
exanpl e, ere their personal information may be entered, displayed,

updat ed arcanel/ pages Hevabpikeds, a1 esonple ety thit e ond é‘tfﬁ‘ﬁ‘i“?{“?“ éﬁayé;ﬁ @Hte%f"ﬁi eas may
pe Proviasflyed 8 da?%ﬂagrpd/&’t HSLNGn DOKELmBIGRERT. RO B fRH MGy be

|ns ance. I'n sone enbodi nents, these secure areas may
i ncl ude piovidernfat éxampen uging doby S)tstﬂn’[schnpmdthceis w(he:hgna,y t&ldescmed aedingRy .
Further, in sone e art may have

ts, . th
their oW 88T UPSORF Slélg %Tglré@é thfsﬁé?‘"’“é %rcifég@(/\%elagw%?rg’@{ 2 en%%lF lfﬁf otected as

descri bagrdanak.g., ﬁszeéiﬂrmb EFur¥iick, i mm@@ﬁmﬁn@ﬁs ehirdpureer(ver, 31% or
anot her server, in ch the third 1E)artles .0., sope or aII of 31, 32,
1

and133) 33@@9%@@@1@ qvw %emlr@ rarea@tee&v etﬁa%xtwéswefﬂ paotﬁfd% PhEPiSKIPher eof |
I nf or mgi&ﬂb%ﬂerénp F]Um%m fl%\f@bél& BYTen SV s RhStherd R cf iif Shich of t var e

nodul e ters per ona I nformation 20and sel ects nuggets of the
per sonakheithfrdparties (e1z..whiine br lhef ¥li, B3tand 68t may e #elwl avlg1viewndpdaedtthe nobi |l e

pgﬁggeg e%l%Eunatlc;]ﬁ)thereotI nl?onr{%lpon orrla%h%bergfl’usérg 9., 21). As used herein, a

In some embodiments, the first software module 61 filters the personal information
20 and selecls nuggets of the personal information which the first sofiwarc module 61 sends to
the mobile phone (e.g., 41) of the appropriate user (e.g., 21). As used herein, a “nugget of
information” is a discrete piece of information that is a subset of the total information.
Nuggets of information may be in digital form, for example, and may be in text form, in the
form of numbers or values, or a combination thereof, as examples. In some embodiments,
25  nuggets may include pictures, text, graphics, or the like, as further examples. These nuggets
may be sent, for example, through mobile phone network 40, for mstance, and may be sent
as text, MMS messages, or SMS messages, for instance. In some embodiments, server 15
may access mobile phone network 40 through the Internet 10, for example.
In various embodiments, a second software module 72, is operaling (¢.g.,
30  independently) on more than onc of the mobile phones (e.g., 41 to 43, although module 72 is
shown only on phone 41). Further, in this embodiment, the second software module 72 is

configured to receive the nuggets of the personal information of the user (e.g., 21) from the
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information" is a discrete piece of information that is a subset of the
total information. Nuggets of information may be in digital form for
exanple, and may be in text form in the formof nunbers or values, or a
conbi nati on thereof, as exanples. In sone enbodi nents, 25 nuggets nay

i nclude pictures, text, graphics, or the like, as further exanples. These

nugget s .ma e sent r.ex u nDblle one network 40, for
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phone 41 .hijzzgrtﬁ%ﬁ&lr%g? chrgsfrbr% |ar%r‘ger‘?S tEhe:[:)lalcegelse(I:ond suo%‘]tv\ér etarmd e 72 is
conf b gurvesingfotdec 86 vantiihing nuggpet & wfl 7Phehipe maghalbrganizod htasubﬁmt ofttgthe user
(e.g., 21) from I sof t 61 t h net 10 and
t hr ough%?%eﬁfl% epmﬁéu%espv&%?tﬁn% W“aamf‘ ﬂn%ofmahonf Eor e}égn ona ‘w}ng rmati on on
nobi | e phone addbusobdlinats, trhgapamsedads, amf e ke, Iaﬁdﬂlam&erlsa&fﬁubﬁel accessed by
user 21, for exanple even when nobile phone 41 i t connectgd to nmobile

phone né‘?%‘?r!% Qmm%é?ayzbf sl 1 fogiiony ﬁ%ana&cgwﬁ? H‘ﬁ‘bﬁ‘ﬂﬁi‘y igpludg, for
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records ther such subject, in sone enbodi nents, nay
be traveefcoi%;ﬁ%?gmbh&% agés]%gﬁ%?her exanpl e, which may include, for exarrpl e,

flight depar Trigoen et suohe ambotim o, doi mmlﬁpleausets {dhe. ki ﬂoe7.3) Getved sefcaarpl es  of

bj ects Qd bed h d f t bank
Card | nBRHECE A > FRRRBE b SEPaR T o LR SOTURAT CHE PIOGHe Protes P

sone Sugeh 0. eMPRAINEBT Scamd prﬁzr i ghi w6t UG o tBe Intéhlettlo Rugh sRGOAM softvvare
nodul e 72 1s downl oadab the users fromfirst software rmdule 61 to the

nobilfe phawastwakgo, OWPOE”@H@B?“ thegsp L Suathst, &1 somky SRR RES [ren®3 01t hr ough
the Int ?r{e 8Lrs &Qg ﬁp{o% r.Erglfos n%tlv re]rﬁf?ﬂ% 19915&@"155t141@t101%rt0 Beab@BhRRL LPN

t her eof . urt |ns iments, for many of the users (e.g., 21 to
23), fi DﬁﬂwSﬂfl&liﬂac@lWﬂ(ﬂmﬂ(ﬂtfﬁtheluﬁ@ﬂ; (ﬁc@th By e kionerds, odesd Gingnugahess. or  al |

?I:Ie;'??f 33? tggfll D ec C¥§P UB%%%SO(G%?S 87Hf§frtﬁ é(ﬁso%'ﬂ mE nt'ntat??nzégmftlg) k:%\é\nr?g)s’

of the peils omg thle rkfayarrcmit |1@smuf3m®gmtﬂﬂ&re ﬂﬂ’ﬁ:hth S Fursaxaglptehmka@w\mr;diﬂe 61

i dentifying nunbers, or For exa sof t nodul e 61 20may search
e- mab| snrdééw%%tmraa%wamgfflaﬁvﬂfﬂﬁ%e%rwe %21 521 or 3. f%?w%*)t PgPeTSC count

number s ik hghberQWIREE §F thR@ PR e d, h)'l‘légr%fetdf%q {2 a8d 33088, @kd Ry e of 31,
32, and 33), etc., and may extract” nuggets of i nformation pertaining

t her et o extrast BusgelsofbdeimasaD sertainng hereo. mdame 6@@0W11§ewwrwpdtéﬂ mail s
( €.9., fgﬁta Qaraﬁgl é 81%19 ,rﬁfehlst)) pa%hlafuée &,%lh%rm %HEP H&ﬂﬁl@ﬂts Qi ay ernails

fromcer gour ces, “of "¢ e- nal resses nay be searche 25In
addi t i omails ﬁomcnmamumhrcanbmwmr&maﬂ hdiresvenyaylre ghichaf. t he users, second
sof E\Nar € In additien, in some such embodiments, for many or all of the users, second software
module 72 contains instructions to allow the user {(e.g., 21) to select at least a portion of the
personal information that is stored on the mobile phone (e.g., select nugget 78), select or
enter an identifier of at least one of a different party (e.g., 22) and a different party mobile
phone (e.g., 42), and elect to send the personal information (e.g.. nugget 78} to the different
30 party mobile phone (e.g., 42). Examplcs of such a different party are other users, for
instance, for user 21, users 22 and 23 may be different parties, and their phones 42 and 43

may be dilferent party mobile phones. Examples of such an identifier include the name of
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nodul e 72 contains instructions to allow the user (e.g., 21) to select at

| east a portion of the personal information that is stored on the nobile
phone (e.g., select nugget 78), select or enter an identifier of at |east
one of a different party (e.g., 22) and a different party nobile phone
(e.g., 42), and elect to send the personal information (e.g., nugget 78) to

par ol e ek b Phae CRBronc s G e gab or S bl S N5 may be

di fferentc. Q@hiah?émb@cﬁﬁeﬁt@,efbfmeﬂ@[bQﬁ:eA,Zthaﬂﬂ:t 43voremy mbeuldich fretentonpand y nobil e
phones. Exanpl es of such an identifier include the nane of the different

party, tHEUHHERE siaHee Wheher thrdideertepgymobts phonefagyesteln YeHRIY S i on
nunber, SRS - [ e ohe first software
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may send the at | east porti of the personal informatio o the copy
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Instan0¢me&1&rwghbd%pboh%aqﬂm?%@ﬁmnke dhodihentd MRE BigterchPpar@mbtolh. On the
ot her hand, in sonme enbodinments, if e different party rm i I'e 10phone does

not 1Bonphens dReTR) PORRINtAODE eé@ﬁde@aﬁ ﬁ@rﬁm@e module 27T exXagpleRafpiosle or in
SOne Ca%?s%s 8@1? Joftﬁ%}fe 1}3@[1'12 agga/da{}geqﬂgg H?ﬁlgct%ﬂ?lllt\'ﬁathg{]tthe ff' Y %Bﬁ@ﬂ@lﬂo Xle t hen

the firs war e nmay 'send the portion o
per sonak! nnfyeemethe Can letaet ) Ipertidn fof &m@ﬂtsommmfymmbn Itcethp fdﬁﬁﬂ!ﬁm[lpﬂ]rl)aIMOblﬂ’Eer f orm

for instance, in.th m of a standard e-mai,l xt nmessa | n ot her
ot mERTE, P RE B S By e P ST ARt 1yt o e

15di fferent padiht ehdbob@ientsh adTiWiay nb@ult Ne nfak k&dd O fdivala8 o eRetE td @eg.
nmodule 61) do it. In some enbodi nents, for nore than one of the users, the

firdd sdiffory aarpbiathesthen hayipg Wérﬁr%ﬁﬁwﬁ@qdﬁbt £8coghl Glyde BeBl ¥81€a command
fromt h%mﬂ&ﬁfneg@ &r mofd A &?e‘%{fﬂ%]ms rs 1%15 ﬁk&%&@»ﬁeﬁ@moﬁﬁl@%‘ﬁﬂhﬂ@Q&AtﬁnPhone

net work 40, and upon the recel pt e conman transnmt at |east a
portion ntstruq:thms mﬂgg@t«sa ofmmbrel Iin@nsltm&br (et cflronatuaeohl)t tor ansthint €. élrewgh party
pe enbodi to their

E)ﬁoge,s ﬂ? gge}i Cnc%orrk g?caﬁg?‘é‘“‘s ecécfelﬁ H%Xb? Itmerne(f gt atrlT%Qttdl n addi tion,

in somapermib@dfmemhggeﬁ(ﬁrthdsrpmym@rmaidmmfn thheli tisetipartl (6.1 toagétAarr@3odul e 61
contains instructions receive nd from.the user , .one of

usefs 2% %0153%? =f1b%°ﬂ1wlyﬂe%ellt% Fﬂ%ﬁg%ﬁ. i & ‘bﬂo%@wf%ﬁlv{og;@i ht o dispute
a finangiahetioansaction for a particul ar 25account described in the nuggets

of the personal information. In particular enbodi nents, for
In addition, in some embodiments, for many or all of the users, first software module

61 contains instructions to receive a command from the user (¢.g., one of users 21 to 23), for
instance, through mobile phone network 40, to dispute a financial transaction for a particular
25 account described in the nuggets of the personal information. In particular embodiments, for
example, upon the receipt of the command, first software module 61 may contain
instructions (o transmit a dispute of the transaclion to a manager of the particular account
through a network, such as Internet 10, for example. The manager of the account may be
third party 33, for example, and may be a bank or financial institution, for instance. Such a
30  dispute of the transaction may be transmitted to the third party (e.g., 33) in the form of an e-

mail or a text message, for example, sent via the Internet 10, mobile phone network 40, or

71



exanpl e, upon the receipt of the command, first software nodule 61 may
contain instructions to transmt a dispute of the transaction to a manager
of the particular account through a network, such as Internet 10, for
exanpl e. The manager of the account nay be third party 33, for exanple, and
may be a bank or financial institution, for instance. Such a 30dispute of
t he trans ction be transmtt.ed to the third rt n the
for m of P8 hﬁ%ﬂﬁV%%F”@°¢€§?“n%é§§ﬁ%o %¥m§§ﬁﬂﬁP§%e§éH§m9ﬁﬁ“i ‘% i er net
10, nobighendeee et vaidhdQxaRpie. DOt h, while in other enbodlnents a

di spute of a transaction may be sent throu h a private or flnanC|aI
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ent er pr iogcézﬁdm%aegfl}tgngovgwgleph%gellak mmumcattlog,ﬂappeﬁlg rise cowmélmcdtloélnbo di nment s,
SOme or aad theOfcet he nobil e phones (e.g., 41 to 43) may be configured to
transmt, receive, or both, |ocal signals. For exanple, nobile_phone 42
10|ncludes IEé%ﬂﬁtméﬁ@ﬁ?W?@P”mF§e@FWé¥d”&ﬁ@éﬁﬁﬁ“eBPm§S5ﬁﬁﬁﬁﬂ8t98Wa¥hereof
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58 ey SERLCHISTAINANS hbofiferRoRAM L BED aMS: - aNal RERLa(he! d
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like, 1aaeceesanmldeﬁerent embodemspmemerﬁSOﬂlayn’em egrmﬂwveMmgnals cmbtat}actl ng
particular information froma user's e-majls and send%gﬂqthat rmation

Do the GOBIMENTHBR SVishoReancrs BRY PGS g imOne L op e B iront &

i ncl ude eI EXMRhSeatibRt, 2GS o8N SHATR Rk, BIBASEH NG bodedr Witti] @hihd Wie, mul ti pl e
users (e.g., 21 to 23) using the Internet 10 and nobil e phones (e.g., 41 to
43) lof thexapmlgsers (e.g., 21 to 23). In many enbodi nents, the system
includes a f 1.0g. :LF : a

sof tware nody%g&gfﬁg&%%) $%ggpggggé%£%n %%H?gnhgggﬁgﬁ{%8ﬂ§€§%%F for

i Nst anceyails achscading t}kvarrdomhartme fo tmaushmmnamle:phormewﬁnfﬁ;rri(lm@lg Fead onl y

menory ,_a disk, a. ry stic

Tt v Saar Emesrmitn bRl Sl afiok P Brp iR i e be. o
be part n@fisiplonskdd @ LD 1828 NlsignbE BfGRst 189né hRwBle pldheS @Y, wenhoplmfrment S,

first software nodul e 67 includes progranm ng instructions FEC%IVE

mul 2P pl elseésiﬁagﬂsl te @At nAnany SFRPEFIRL B SHBTRIRE bl ﬁ%fé‘%ﬂfofm?% dser

(e.g. ? frﬁat%%\ KQcBlofiwRETB IR @'Iﬂa% bWGo%d%h a c@fnp@te?el ect portion
of e- nal ave een sent to the particular user' Ru%ﬁ one of users

21 to 2$e)adebtamedmddrf@ssstmfco,rsuelxa9mplnaed dirvea 14ndp@ranedss mmory( ), read

only memory (ROM), a disk, a memory stick, or the like, as examples. Such a software

or the

module 67 may be located on server 13, for example, and may be, or be part of, module 61,

25  forinstance, as shown. In some embodiments, first software module 67 includes
programming instructions to receive multiple e-mails containing information about the
business of the user (e.g., one of users 21 to 23). These e-mails may be all or a selecl
portion of e-mails that have been sent to the particular user’s {e.g., one of users 21 to 23) e-
mail address, for example, via Internet 10.

30 The information about the business of the user may be, or include, as examples:
personal information; financial information; travel information; information cencerning

financial accounts, financial transactions, expenditures, purchases, savings, loans, etc.; or
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30The informati on about the business of the user may be, or include, as
exanpl es: personal information; financial information; travel information;
i nformati on concerning financial accounts, financial transactions,

expendi tures, purchases, savings, |oans, etc.; or other information
described herein or known in the art. Further, information about the

busi ness ,of . the user, oncern the .user's person fai,r r the affalrs
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parties 31 to 33 descrijbed herein, which ve been selected by the user
(e.qg., OHKECHES b reeeiveg (i3yseler %l@ﬁlﬂ%n%l@?%%?dg gseﬂders (€84 ﬁo%%e

enbodi ”%nfo%nfdlpraﬁieswt& %rn?aymaﬁﬁeefo@%mﬁﬁla Uslass, Bh Q@ AMEiRGiohs4muct i ons to
search sonme or all of e (é.g., select) e-mail's for keywords or

i dendi fyomvgiemmlblelres, t(ayr:l %bf@mf) , Orapshes geapitlessof t@ﬁhpﬁf@e@étt@ééﬁeiﬁ&b?q cul ar
I nf or naﬁ1ler%nn L\fﬁu n'%ah dve}) Sel%ctre’@b%{lﬁqe ulsz‘é’a(ggé %f?? cg)@cuséilé(\?rl] t%? leég‘%a nd

i dentifyrng’nunbers 1 nc de“accou requent ers, flight
nunber s emwdidenisi ke "bal ance”, "w thdrawal ", "deblt" "delayed" "gate",

"flight", "cancelled", . or t e. Su I | ar |nforna

i ncl ude, for 15&€ ding E ‘E‘ﬁ“}’%&’@égegzﬂlﬂ{ S BYSH WA rf‘r%}logﬁ debits
from ok, @RASHMS of 911 ofatﬁG UAT $elecB FOHATTsS 02RO voRBK ideati fidd dumbegSor travel

i nformati on such as arture tinmes, departure |ocations,  status of

f1i ght s bodid.cas exainpies a 9 cx R aRENesIniarmation e taorelsibs Biaib JEF P al so
| nel ude fafcﬂ%mp dlﬁ%{wﬁ%h@&ﬁerg?mﬁﬁ@q éohlﬁthoneﬁekscﬁleﬁfen’[ ff@rmation to the

user'’ g., one of users (é.g., the appropriate
one of phmbesiﬁgMHmnﬁﬁw WMMGu@ﬁ“mﬂmweLﬁwumh@ea”ﬁﬁbwf’“@h@ﬁ@’ﬁéﬂﬁork 40, the

| nt er ne, gjg%(l)r aheﬁ e% g 0{2 glvglkc }sllcgltep@?hcu ar m%rma?loﬁ ?ndlez qgc'hlilc%efq? ?ns?a% sof t war e

nodul e 7 isrunnin 71 e phone

(e. 9., ubheuapplapéd aheurtne withddhanes: dbitt Hor 3)r. deﬁm@mﬂ ammmmmmdul e 77
may _i ncl ude progr.amm ng |nstruct|on to store n fol der 76) the

par £ curhbankirektlings fayd HlrEniiogsud WP?I@%H‘%E%%E%“@“ lofar’i@“%ﬁb’F‘ priate

one of phangs &d hovAidhs cARSHIBERY e ACHASGrd Rodlles PAES inelikigy T nformation
by the user (e g., one of
programming instructions to send the particular information to the user’s (e.g., one ol users

21 to 23) mobile phone (e.g., the appropriate one of phones 41 to 43) through, for instance,
mobile phone network 40, the Internet 10, or both.

25 Various embodiments also include second software module 77 for running (e.g., that
is running) on the user’s mobile phone (e.g., the appropriate one of phones 41 to 43).
Second software module 77 may include programming instructions to store (e.g., in folder
76) the particular information on the user’s mobile phone (e.g., the appropriate one of
phones 41 to 43), and provide access to the particular information by the user (e.g., one of

30 users 21 to 23). Such a second softwarc module 77 may be recorded on a computer readable
medium, for instance, such as a hard drive, random access memory (RAM) read only

memory (ROM), a disk, a memory stick, or the hke, as examples.
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30users 21 to 23). Such a second software nodule 77 may be recorded on a
conput er readable nmedium for instance, such as a hard drive, random access
menory (RAM read only nenmory (ROM), a disk, a nmenory stick, or the |ike,
as exanpl es. In sonme enbodi nents, second software nodule 77 may be
stored or recorded on a server (e.g., server 15), for domnloading onto the
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progr anﬁ{nﬁgdlfnﬁg?’rthg? IEWar ecorrpr é/SSe atpheg B]ar ?HC?J laﬂ ma 'P%FISTTBr.l![tII on.
Decr ypt iaplicansh, eQuipis @S1E RIS (Rely Ob LUXEd, foogatdpssr  or separately in different
enbodi ment s Nmmlme nce?au1eﬂm%ﬁﬁéfdy. t software nodule 67
or 6% |ncIud5E¢§@ﬁPé@Paﬁﬁbﬂ%H¥W§1FH&PﬁHW?rF ETetivd 1p %*?@Eﬁ?%ﬁ@”¥r0n1the
user (ei@iructibr€io diblypt dRMabtfcMlaPGf@nation before sending the particular information to
the user’s mobile phone (e.g., 41). In some embodiments, second software module 77 or 72
includes programming instructions to decrypt the particular information. Even further, in
some embodiments, first software module 67 or 61 includes programming instructions to
25  compress the particular information before sending the particular information to the user’s
mobile phone (e.g., 41). And in some embodiments, second software module 77 or 72
includes programming instructions to decompress the particular information. Decryption
and compression may be used together or separately in different embodiments.
Additionally, in certain embodiments, first software module 67 or 61 includes
30 programming instructions to receive instructions from the user (e.g., user 21) identifying at
least one threshold for alarm for at least a portion of the particular information. In particular

such embodiments, first software module 67 or 61 or second software module 77 or 72 (or a
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| east one threshold for alarmfor at |east a portion of the particular
information. In particular such enbodi nents, first software nodule 67 or 61
or second software nodule 77 or 72 (or a conbination thereof) includes
progranmmi ng instructions to conpare at |east a portion of the particul ar
information to the threshold. Furthernore, in sonme enbodi rrents first

sof tware npdul e g? 06'% second SOHWI re géodul e aﬁ ; {

conbi nat PBRMEHEY Y r}?‘idﬁﬁ%ré’bﬁP’é‘b‘P% " T h S PIRRS éeafc?pﬁr oo\?lo(ge an al arm
to the B&%Euihﬂctnfdﬁam{tbltﬁélﬂh&fshdlﬁlf PR hOR, Passesmbbliechi @shwlitareSuch an
alarm may be, for exanp in a manner described herein, such as an audible

alarm a quglmﬁw 64 Pgiﬂcaﬁg,d Soét“&ﬂfedﬂa‘i‘%‘? ¥/ &l K @ 2 6pmbinatinedhersety BCRer eof
In some ﬁ{&gé?:g{vgﬁ@nﬁs%rucﬁ&ﬁ t&fﬁ%mle‘ﬁn afah tPRE usdr 11'7?9& Eatﬂ@uléﬂh?ohﬂﬁt?on%@sre§ (e.g.,

users 2f he particular information includes financial account
i nf ob matlicchrestvatid. c$uctmty alanmInugebe, fooexanimde, @m@@anmmawlé'e@hefwm%h awil s or

debi f I
eremlozjlsr‘rﬂm)g]e %Hgof dl%{);llay, gwsb :ﬁorﬁféailaaﬁggr W%b&@a%%ﬁ t!‘%e?&:%coulnhcl ugece[ LZI n

anount of a miohdaraamhm@dhtcd&blekamlﬂertoem&rmInmre aﬁdulftlpfeatsels()é t.wagess 2todul e 67
or second software nodule 77 (or bo may i ncl anm ng. i hstructions
to provitie’) atﬁeawaﬁw18%"%@1%'@?1“?@ 115132161 thscuspn ‘iBPF‘ ‘t“é%%%@g mﬁlﬂa%) of

users 2%,tifst gk, Mouﬁts‘“fmﬂﬁ%is oPHetsGRR In ARbulOBY aexXfeRERI &MRnk hr eshol d.
In anot her exanple, in sone enbodinents, for each of a 15nunber of the

usel8 (@cagunt. Useereripgmbaslipg)ts, ths. gpéi {ens enaXhicaiadd may PerTiddgdde travel
i nformatj on &4 kil . - Ld ion (e.g., a
alTlOLlﬁLtO\fwj;l l&%ﬁmdf‘ag%i ﬁrdc?e%mafo uéﬁ?de%pgjﬁ ‘?aréjr%gaélle L 9?@){

departure odinents, first software modul e
67 or secfonde mﬁnma’ﬁeonimﬂh)lmy?iﬂcl(umsrprbgnafm)nihglmlsuum&ignmoqgm\a@hmn"@anm@t ructions

to provide at rmif there i e Ln the . de ure ti .or the
depar t utl¥ Ysg ﬁtgvghrf PBIOPHBER)S (%{émﬁg) %B?%f@bp Ongﬁt‘ﬁ%g%é#{ﬂ%gioﬁéﬁel%ﬂ’oﬁom ar s
may be ppQybgedisitrs thakshal. hiRaRektends, uoéclmfrerﬁtrddhﬁéﬂta foreachof dFurther, in a
nunber of enbodiments, for one or nore of the users q% users 21 to 23),

secohd SBMPY Eertsens (@7 wcsot @iZAb Ui g1 4ep r"t?étt 5H8"d o al | ow t he
user (€0 mdtSe wiidd ik Rdse dA @{?ﬁﬂ‘ﬂfe tinRas ke 119Qr15éa%8n @J gl @@cp@ﬁfnre' gﬁ!ék Ak

information that is store mobi | phone . 41), sel'ect or enter
a t hi r dbpiér fiy sampbivcle ephodimentanfrer softear. moctﬂﬂ@b@dﬁ@@@ﬁﬁwr@wlmé’er 22),

and el et ST Lok eaRL RRLLLRD Al oL AL SUGL IaRIRLQN (O the

enbodi maaiasturaaimé eaht démﬁuﬁamatzuserr&o(he o cxartigles. 1ADbyher Binbesdimsmf t vvar e nodul e
67 further contains instructions to evaluate whether the third party nobile
phoRB (&lagms map By PEvidRS iy o Gresields obPPEHIF S ns a copy of second sof t ware

modul e 77, npge® id 2 nubelHehbolih B QMR r SHEH BHRAAIFRRAS (c.& f udehRe 1tibi 1 d
23), second software module 77 contains programming instructions to allow the user (e.g.,
user 21) to select at least a portion of the particular information that is stored on the mobile
phone (e.g., 41), select or enter a third party mobile phone number (e.g., the phone number

25  ofuser 22), and elect to send at least a portion of the particular information to the third party
mobile phone (e.g., to mobile phone 42 of user 22). In some embodiments, at least for many
users (e.g., user 21), first software module 67 further contains mstructions to evaluate
whether the third party mobile phone (e.g., mobile phone 42 of user 22) contains a copy of
second software module 77, module 72, or both. In some such embodiments, if the third

30 party mobile phone (e.g., mobile phone 42 of user 22) contains a copy of second software
module 77, for example, then first software module 67 may send the portion of the personal

information to the copy of second software module 77 on the third party mobile phone (e.g.,
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30party nobile phone (e.g., nobile phone 42 of user 22) contains a copy of
second software nodule 77, for exanple, then first software nodule 67 may
send the portion of the personal infornmation to the copy of second software
nodul e 77 on the third party nobile phone (e.g., nobile phone 42 of user
22) for exanple, through nobile phone network 40, the Internet, or both.
Benefits t her vant a and tigns t robl ens hav een escrlbed
R G M o R RSN R R et

advant ages, solutions to 5prob|ens, and el ement (s) that may cause benefit,
advant age, or solution to occur or becone nore pronounced are not to be
construed as BEps§itty: @Hier advagaessednd wiutigasiomrplisms g%@@F@bdf@F“@Fié’ﬁEms of the
cl ai ns. d@ﬁxéﬁ@ﬁﬁ; tQRaPmBbERRA. HBw%Q&tﬁéB&Hh%rmhﬁnﬁ ds hﬂﬁﬁﬂ@@ﬂ to nean
"one and only one"™ unless explicitly so stated ather "one or nore."
As u$ed phdraiig and Hemerdsithat meypriss b@eﬁt 'ad*cmpngﬁ,sqr rsgl'unomto @owar ibatoimsn
thereof , a othn%”é’ﬁ% F)Pto% Vc%f.stme 7 g h:‘{é?d oF %;s’agm}éﬂegﬁr s3gch that a
process, et % Sés a T °0f el ement s
does notl enmistmdme@ﬂmmsthaﬁ&neé xermrelandnuin thasangmarhud@ inkhek i@heaehins not

expressly listed or inherent to such ocess, nethod, article r
appar at 689 OHY PEh I eSh B Yot feshe il e Hae Aok 2 Foreq At beating e & PPacti ce

unl ess exphggedy«dagpikindedr avari ek are Miended kd dRa} a norMiRMEr, those
skilled inthe art will recognize that changes and nodifications may be

madélt o inchsionseh kit a Pyocesrbodihadrirtcigior fpiatatedpatrcomngsesradis eirters@épe of the
present db(%v'%mrfc e o;l_lgtmcse gle Je %'LH ma gﬂgﬁfdg‘gf%felgﬁﬁé’mk H&lle%gl%ss(?y f@ft@&&nt

conb|nat|ons arrangenent s an enents or processing steps
des_cr i beamemar ®isnch [m‘octas, s¢tbad) artmlet hleamimamsn@mftmegwcemmﬁmﬁewmhwmﬂeemnt he

varlous.co&g g nts nts or ghoce s steps . urqg in

al t er nat & Wy 't éﬁéﬁ‘&rHa“ﬁip%‘ﬁlﬁsﬂ Sr:tm Emascaﬁ 5({' OTFRen

consi deriafst 80116 inGRSdrt wilhesenaRdhAtheieOehanERsations myal bé nedd loams ar e
intended to be included within the scope of the present inventjion, as set

forth i ﬁxqrqa@dlﬁf@mbgmmdylg]o%depat ting from the scope of the present invention. Thus,

different embodiments may include different combinations, arrangements and/or orders of

elements or processing steps described herein, or as shown in the drawing figures, For

example, the various components, elements or process steps may be configured in alternate

wavs depending upon the particular application or in consideration of cost. These and other
20 changes or modifications are intended to be included within the scope of the prescent

invention, as set forth in the following claims.
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CLAIMS W claim 1. A short nessaging service (SM5) system configured for
secure conmmuni cations, said SM5 system conprising: 5a software nodul e
configured for use on a nobile device, wherein the software nodule is
configured to encrypt an SM5 nessage via a first encryption; and a gat eway
configured to conmuni cate with the nobil e device, wherein the gateway is
configured to receive the encrypted SM5 nessage fromthe nobile device.
102.The(§¢§f of claim1l, wherein the gateway is configured to decrypt the
encrypt &g SM&:nessage received fromthe nobile device. 3. The system of
claim2, wherein the gateway is ponfigured to re-encrypt the decrypted SMS
nessage via & secORHOTERESHNE 87 Vic SMS) systemyconfigered J&tseidf cl ai m 3,

wherein the fir: s,es'ﬁﬁi@f\%is%en?@&nﬁ' gs_econd encryption are different.

5. The systemof clalm4, erein the gateway is configured to transmt he
re-20 encrypted SMdfivessagdult oordiguoddi theusdeuiageebile device, waiergl et hod of

securin hor t ssaqi service (S comuni cat ons, _the net.hod
compr i SPHETEHERYRET RETEMET P SHSEHRY 27 GO B e VA& hee R
a gateway configured to communicate with the mobile device, wherein the

gateway is configured to receive the encrypted SMS message from the mobile device.

10 2. The system of claim 1, wherein the gateway is configured to decrypt the

encrypted SMS message received from the mobile device.

3. The system of claim 2, wherein the gateway is configured to re-cnerypt the
decrypted SMS message via a second encryption.

15

4. The system of ¢laim 3, wherein the first encryption and the second encryption

are different.

S. The system of claim 4, wherein the gateway is configured to transmit the re-

20 encrypted SMS message to 4 mobile device.

6. A method of securing short messaging service (SMS) communications, the
method comprising:
encrypting, at a mobile device, an SMS message;
25 transmitting the encrypted SMS message to a gateway,
decrypting, at the gateway, the encrypted SMS message;
re-encrypting, at the gateway, the decrypted SMS message; and

transmiiting the re-encrypted SMS message to a recipient.

30 7. The method of claim 6, wherein the message is encrypted at a mobile device
via a first encryption, and wherein the decrypted message is re-encrypted at the gateway via

a second encryption different from the first encryption.
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25transmtting the encrypted SM5S nessage to a gateway; decrypting, at the
gateway, the encrypted SMS nessage; re-encrypting, at the gateway, the
decrypted SM5 nessage; and transmtting the re-encrypted SVMS nessage to a
reci pient. 307.The nethod of claim®6, wherein the nessage is encrypted at a
nobil e device via a first encryption, and wherein the decrypted nessage is
re-encrypted at the gateway via a second encryption different fromthe
first encryption. 8. The method of claim®6, further conprising
transmttings to @hdmbhbEoleMhCE furthed €biMeding €QBhittiARLD OhobBS PONGE] ¥e to
delivery of the re-encrypted SM5 nmessage to a recipient. 5 9. The

met hod Bflverasanignatiogresmensicotpiclisirng! 8 £ AERAYRIEYMISHEsEZoDR | e device, an
open cog§gnﬂgat|on responsive to the re-encrypted SM5 nessage bei ng
accessed a recipient. 1010. The nmethod of claim®6, wherein, at the nobile
devi ke, |nfornation identifying the recipient of the nmessage is encrypted
with the nes age e.decrypting,
At the gatendy MRl SRR SR S REA B BRaencr bt oc
messagean open confirmation respdnsiviene tieatackypled SV meSagd heitdrtessaiprd si ng
dividing, at the nobile device, the encrypted nessage into at |east two
encr ypt E§PHB- messages, wherein the at |least two encrypted sub-nessages are
configured according to an SM5 protocol for transmttal to the gateway.

13. The method of claim 12, further conprising assenbling, at the gateway,
thel@t |east1@wo ’élrﬁonytb@@@if da-hedsee st the mobdeAsti¢e ytfermatien encr ypt ed
MESSage; dlentlfam\; tllfe re(ﬂglent gtetilg %ssgl %le%(glj%t%d \Jlt'ﬂ fl&@l% ssgé)nprl sing updating, at

t he nobi

11.  The method of claim 10, wherein the decrypting, at the gateway, further

comprises determining a recipient of the encrypted message.

15
12, The method of claim 6, further comprising dividing, at the mobile device, the
encrypted message into at least two encrypted sub-messages, wherein the at least two
encrypted sub-messages are configured according to an SMS protocol for transmaittal to the
gatewiy.
20
13. The method of claim 12, further comprising assembling, at the gateway, the

at least two encrypted sub-messages to reconstitute the encrypted message.

14, The method of claim 6, further comprising updating, at the mobile device, an
25  encryption key associated with the mobile device, wherein the updating is responsive to a

key update command transmitted by the gateway.
15. The method of claim 14, further comprising queuing, at the gateway, at least

one message associated with the mobile device, wherein the queuing is responsive to a key

30  update command transmitted by the gateway.
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25encryption key associated with the nobile device, wherein the updating is
responsive to a key update command transmtted by the gateway.

The net hod of claim 14, further conprising queuing, at the gateway, at

| east one nmessage associated with the nobile device, wherein the queuing is
responsive to a key 30 update command transmtted by the gateway. 16.The

met hod of clagim furt CONprksin rocessing,.at the gate ... the at
"east one quitied Tsatlhb SrERaRh  EhEtsPREeE et wefShER A R o ey
change RadnowhedgeRMapdBSSAYEHE hadsidetie thshdRive th £ képdtiahge device to the
gateway. 518. A comruni cation systemfor securely delivering a nmessage to a
nobi | e VP EEdegpt W%ﬁaé‘?ﬁr%%}/quff%@he mobile device to thaeqteWwat ~sof t ware modul e
configured as a gateway, wherein the first software nodule is configured to
encrypt at |east one of a short nessaging service (SM5) nessage or a

mul t3 nedi a nEssagh pgneenivites syinB)dnssgalyalciivningal meseady to amohde nobi | e

devi ce; ,an a.se tware nodul e configured for use on the nobile
device,dm”%r%%ﬁyiﬁgggggiéﬁﬁsoftmare nodul e is further configured to decrypt
at | east one of tafrsendmiptirediuiMBnigesagea gialevine wéninypt didst MMBvaressage

recei ved fron1thF first sofgﬁgge nodul e, and wherein thc information in at
| east oM&IYF 1539BTI8HE {PFER? Weue @ BT PRSAERE PYFpYE ffieds=de was

recei vegdnalishdi®a hbdsSding &b {ivanemp diekR of FR ieidvd-Piotle PRBIYdevidR; and 19. The
system of claim 18, wherein the secong sof tware nodul e conprises_ an

enckypt ed addr esst $5esid software modpdy, copfigursy Sarelis of themebile devicamdesim t he
second goLLAE SofPAhBalid iEARKLAAELEL1ARLS pt AGKEFRI Bl AcRBe0d Of

inactivity.
SMS message or the encrypted MMS message received from the first software module, and

whercin the information in at least one of the encrypted SMS message or the encrypted
MMS message was received at the first software module from a third party.
15
19. The system of claim 18, wherein the second software module comprises an

encrypted address book.

20. The system of claim 18, wherein the second software module is configured to

20 belocked after a period of inactivity.

21.  The system of claim 18, wherein access to the second software module is

protected by a password.
25 22.  The system of claim 18, wherein the second soflware module i1s configured to
delete at least one item of information, wherein the deletion is responsive to a selected

number of failed authentication attempts.

23. A method of securely delivering a message to a mobile device, the method

30  comprising:
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21. The system of claim 18, wherein access to the second software nodule is
protected by a password. 2522. The system of claim 18, wherein the second
software nodul e is configured to delete at | east one item of information,
wherein the deletion is responsive to a selected nunber of failed

aut hentication attenpts. 23. A nethod of securely delivering a nmessage to a

nobi | e device, the nmethod 30conpri sing: di viding the nessage
INto at least two S EIEIEs SAGAES Dl EREP D -qiesigss e BaBLRB S yes ar o

conf i gus@dmesapdsdi@nfiQudt at @ashy QN leait_cale%hggﬁmmg@agh%w&rﬁeé WM (SMVB)
protocol or a nultinmedia nessaging service (MVB protocol); encrypting the
at | easProA9! QiTHESHRaBessEEtEeahTa (MM Prefecodt | east two encrypted

sub- nessages to am%g§¥g§3ﬁ§y5ﬁ§t@ggﬂ&@kggg%o at | east one of an SM5

protocol or a MV ecrypting, at the nobile device, the at |east
two Bncrypted subramsssiagete aakdst two encrypted sub-messages Gnbinnbitegdevak t he nobil e
device, the at |east two.de pt ed sub- ages to 10form the nessage.
20 A it or SBRtoEry R MIR e 4 AUDASGE 8% e mobil e devi ce. t he
nmet hod conpri si ngdecepeny R iHRGndbie dBEsS agesit lehbdivsiediMpicl beb-pagtyRt ed nmessage
into at | east two sub-nmessages;

and

combining, at the mobile device, the at least two decrypted sub-messages to

10 form the message.

24 A method of securely delivering a message to a mobile device, the method
comprising:
encrypting the message;
15 dividing the encrypted message into at least two sub-messages;
transmitting the at least two sub-messages to a mobile device according to at least
one of an SMS protocol or an MMS protocol;
combining, at the mobile device, the at least two sub-messages to form an
encrypted message; and

20 decrypting, at the mobile device, the encrypled message.

25. A method of deleting information on a mobile device, comprising:
transmitting, to a mobile device, an encrypted short messaging service (SMS)
25  message comprising a wipe instruction; and
deleting, at the mobile device, at least one item of information responsive to

the wipe instruction.

26. The method of claim 25, further comprising transmitting, from the mobile

30 device, a message confinming deletion of the at feast one item of information.
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transmtting the at | east two sub-nessages to a nobile device according to
at | east one of an SM5 protocol or an MVB protocol; conbi ni ng,
at the nobile device, the at |east two sub-nessages to forman encrypted
nmessage; and 20decrypting, at the nobile device, the encrypted nessage.

25. A nethod of deleting information on a nobi | e devi ce, conprising:

transmtting,_to a nobi/l Vi C n ypt ed short sagi.ng. service
(SVB) 25message coRPRFEP Qgé %%“&ﬁ %ﬁﬂo%%ﬁmnopﬁﬁamlno LS(‘}eleting, at
t he mb'dbt@bﬁ@\émqeas%nelms Qfé%agésmslnmafs de@atl on responsive to the w pe
i nstruction. . The method of claim further conprising

transmtting, fron1the nobi | e 30devi ce, a nessage confirm ng del etion of
the at | east one itemof information. 27.The nethod of claim25, wherein
the at |l east one itemof information is a database of at |east one of SMS
nessages or MVB nessages.
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