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PROCESSI NG METHOD 5 BACKGROUND OF THE I NVENTION Field of the |

present invention relates to a digital contents distribution system a
digital contents distribution nmethod, a roam ng server, an information 10
processor, and an information processing nethod, and nore particularly, to
a digital contents roamng service using an intellectual property right

protection syspeRjrRel a6REERREkSEO¥RERAT toROsTE9EM] becaTALagbRFERREW N a
conventional digital video data transmtting and receiving system

Referring to Fig. drgereborieh MEERODJdakROAMINSt SERVERONIRBORRATION S
provided with a digital video data storage device 12, such as a hard disk
in which a 20 digit apryceegoRat AND STREORMATUONNPROVBSSENG TMETHDDI tal  vi deo
data distribution server 10 downl oads digital video data fromthe storage
device 12 to a receiving client 20 through a network, e.g., the Internet
according to a request fromthe receiving client 20. 25 The distribution
server 105has BACKRGREUNDOOFS®HEI ONVENTIDNr encoding digital video data. The
distribution server 10 encodes digital video data in the conversion 2 B
JUL 2004 - 2 Field of the Invention

The

The present invention relates to a digital
contents distribution system, a digital contents
distribution method, a roaming server, an information

10 processor, and an information processing method, and
more particularly, to a digital contents roaming
service using an intellectual property right protection
system.

Related Background Art

15 Fig. 1 is a diagram showing a conventional digital
video data transmitting and receiving system.

Referring to Fig. 1, a digital video data
distribution server 10 is provided with a digital video
data storage device 12, such as a hard disk, in which a

20 digital video data is recorded in advance. The digital
video data distribution server 10 downloads digital
video data from the storage device 12 to a receiving
client 20 through a network, e.g., the Internet
according to a request from the receiving client 20.

25 The distribution server 10 has a conversion section 11
for encoding digital video data. The distribution

server 10 encodes digital video data in the conversion



section 11 to reduce the anount of data, and delivers
the receiving client 20 through the procedure in accor
Transm ssion Control Protocol/lInternet Protocol (TCP/I

the encoded data to

>y or ¢ nd b Jcms

The receiving client 20 has a conversion segtion 21 for decoding digital

video data. The receiving client 20 reproduces a digit
received data in the conversion section 21, and records
signal in a digital video data storage 10 device 22 or

reproduced vi dgecicd diiSRAYediRY de( BRbusROWE) da®ae

al video signal from
t he reproduced

di spl ays a

Bl de1akvadny e scene

is formed so as to be constituted by a plurality of objects. Each object

is conpressedihy keidd@edn@raed Ho thee reerdeisgoalientt

Q0 thrblgf dhee

di stribution server 10. The encoded objects are decoded and reconstructed
at the receivi pgodledente i) dezoréanoduee thhehepTiragspiissios SoertacolThi s

reproduction systemis, for exanple, an MPEG 4 (Moving

Pi ctures Experts

G oup Phase- 4) Prloaypenl /Ahtdeme?2 Feiodwsolhd TEFHIPguoat ithve dfike.conventi onal
MPEG- 4 player. Fig. 2 is formed on the basis of "ISOIEC SC29 14496-1 Fig.
1-1", detéils of whiThie aesedosiod lsddend 20| Bgs| ECCOOYSTE4006 SECtITH] S
systemw || be only 25 outlined with reference to Fig. 2. An MPEG 4 bit

st ream t r ansm 2iledosv decodigtonvsiiigidel whadepo deter af
out froma 2 8 JUL 2004 - 3

FecRiyiinNgst r eam r ead

client 20 reproduces a digital video signal from

received data in the conversion section 21, and records

the reproduced signal in a digital video
10 device 22 or displays a reproduced video

device (not shown).

data storage

on a display

One moving picture scene is formed so as to be

constituted by a plurality of objects. Each object is

compressed by being encoded in the conversion section

15 11 of the distribution server 10. The encoded objects

are decoded and reconstructed at the receiving client

20 to reproduce the moving picture scene.

This

reproduction system is, for example, an MPEG-4 (Moving

Pictures Experts Group Phase-4) player.
20 Fig. 2 shows the configuration of a

MPEG-4 player.

conventional

Fig. 2 is formed on the basis of "ISO/IEC SC29

14496-1 Fig. 1-1", details of which are described in

"ISO/IEC SC29 144%96-1". This system will be only

25 outlined with reference to Fig. 2.

An MPEG-4 bit stream transmitted over a network or

the like or an MPEG-4 bit stream read ocout from a



recordi ng nmedi um (storage nmediun) such as a digital versatile disk
read-only nmenory (DVD-ROM is received at a "TransMux Layer" ttlrﬂoy‘gh%ﬂﬁ
procedure corresponding to transm ssion/read (establishnent of sessi 5
and is 5 separated, decoded and reproduced gs-streans of scene description
data, object data, and object description data in "Fl exMix" sections.
Scene reproduction or graphical processing of the data is perfornmed on the
basi s of scene description data. 10 Specifications relating to a case where
aut henti cat i onriesoredug adasiunh (reaspetfe reddant) cfucholisea siifgirtddhe purpose
of copyright protection are omtted in Fig. 2. Fig. 3 is a schematic
di agram f or mredvleysats 1& myilsk ywewglfargy nenldryt HEV®-ROM) need dagived
aut hentication with respect to each of objects for the purpose of copyright
protection or thea i"feranmhux IRyt &hgsugh isntraldasgurg qRRIRNGIntht
(e.g., copyright) information grou? may be included in a bit 20 stream
cont ai ni ng scefte desnsmissderdaesddestallighnent, off sSEEQ Hand grdups.
However, even if an "IP Data Set" (intellectual_ propert gfriog){ﬂ i nformation
f

group) is5incl seP@rates, desndad W FaPraduess e FFeN% pata

Set" 25 is reproduced in "object Descripfors” in the system shown in Fig.
2 or 3, no proé‘@ésﬁrﬁ@qlémpé#ﬁ'rr&i’lﬁqm th’r‘ié"s'p(—f-"tf{'}1 tog’thﬁ‘é: P Bt St atg

the time of Vi%%%ézf% ”%fégﬂﬁka-éé%tions. Scene reproduction or
graphical processing of the data is performed on the
basis of scene description data.

10 Specifications relating to a case where
authentication is required with respect to each of
objects for the purpose of copyright protection are
omitted in Fig. 2.

Fig. 3 is a schematic diagram formed by

15 simplifying Fig. 2. If there is a need for
authentication with respect to each of objects for the
purpose of copyright protection or the like, an "IP
Data Set"” (intellectual property right (e.g.,
copyright) information group) may be included in a bit

20 stream containing scene description data and a
plurality of object data groups.

However, even if an "IP Data Set" (intellectual
property right information group) is included in a
transmitted bit stream, and even if the "IP Data Set”

25 is reproduced in "object Descriptors" in the system

shown in Fig. 2 or 3, no processing is performed with

respect to the "IP Data Set" at the time of video




reproducti on processing, so that "IP Protection” (intellectual property
right protection) processing is not executed. It is, of course, pb$gupq@4
for a certain 5 application on the reproducing side to receive the decoded
"IP Data Set" and to execute "IP Protectionj _processing. However, this
processing is specific to this application, and the same processing is not
al ways perforned in other players or other nodels. 10 Also, in the system
shown in Fig. 2 or 3, a video is reproduced after the conpletion of

aut henti cat i on raprdauasRac tpidreaatihgfl shechat s Priotexctcase where new
obj ects appear successively during reproduction of a noving picture scene,
there i s a need inteldnponal Iprdderstyopritdhe peprtetitcicdnon pregessigignis

aut henti cati on each tine a new object appears. Fig. 4 shows the
configuration olotareddEGell pl ayer fornmed by adding an intell ectua

property right (e.g., copyright) protection system (IPMP System and an 20
obj ect data processilfy ifg 0w omunsie s@asssblg FEE aSesdiRim ow Control ) to
the system shown in Figs. 2 and 3. An MPEG 4 bit_stream containing video
obj ect cofed dmpd icafian M e argafIcinG fEds 1 FRCGHR i on 25 is

di vided into individual object data groups at Denux , lLayer 21 and fhe
£

di vi ded obj ect d@sodest oulds Date S&hvéatedurdeSHichr P HTH Pespect to

player 2 8 JUL 2004 - 5 . , . . e
processing. However, this processing is specific to

this application, and the same processing is not always
performed in other players or other models.

10 Also, in the system shown in Fig. 2 or 3, a video
is reproduced after the completion of authentication
with respect to each of the objects. In a case where
new objects appear successively during reproduction of
a moving picture scene, there is a need to temporarily

15 stop the reproduction to perform authentication each
time a new object appears.

Fig. 4 shows the configuration of an MPEG-4 player
formed by adding an intellectual property right (e.g.,
copyright) protection system (IPMP System) and an

20 object data processing flow control section (IPMP
Stream Flow Control) to the system shown in Figs. 2 and
3.

An MPEG-4 bit stream containing video object coded
data requiring intellectual property right protection

25 is divided into individual object data groups at Demux
Layer 21 and the divided object data groups are

converted and synchronized with respect to player



internal time according to Sync Layer 22 coding and tine stanp information
added at the tinme of formng of the bit stream On the other han j %5
System 26 perforns 5 authentication processing on the basis of cogyrug 04
protection information separated at Denux_ Layer 21 with respect to each
separated object data group requiring intellectual property right
protection, and delivers a perm ssion signal to |IPMP Stream Fl ow Contro

23 to 10 enabl e object data processing flow control. The data is decoded
at Conpr essi onjhapeha2s thiea adeosdeng eor sgapondivey 2@ eadingbjeect, scene
conposition is performed at Conposition Layer 25 according to the decoded
scene descri ptit@me ardmphénfesuisttioh added 3% chwepdime of ifordiisyd @fed.
There are several possible nmethods for the object data processing flow
control in partheubdrt. sRrebimens to be solved will be described by
referring to Test Conditions #1 and #2 by way of exanple. 20 Table 1 shows
four test plans as 8mn ghenpithest hamdand PMEr Syspedi #on@erH®TMa at i onshi p
between an I PMP System (I PMPS) and Stream Fl ow Control. 28 JUL 2004 - 6
Table 1 -5----authentication procepsidng) oTedperbpsds ofreopyyight

(e 1S (Ca)rgbpgg%)tole%h#ﬁg%%a§%tggy%bject data group reqguiring

intellectual property right protection, and delivers a
permission signal to IPMP Stream Flow Control 23 to

10 enable object data processing flow control. The data
is decoded at Compression Layer 24 by a decoder
corresponding to each object, scene composition is
performed at Composition Layer 25 according to the
decoded scene description, and the result of scene

15 composition ié displayed.

There are several possible methods for the object
data processing flow control in particular. Problems
to be solved will be described by referring to Test
Conditions #1 and #2 by way of example.

20 Table 1 shows four test plans as an example of
means for explaining the relationship between an IPMP

System (IPMPS) and Stream Flow Control.
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0 111 MPEG -- 4 G aceful Error -J In Table 1, an Unprotected Text Object

Streamis 15 expressed as "t", a Protecteds Audio Streamis expressed as

"S1(Ca)", and a Protected Video Streamis expressed ". as ,s2(CV) Also, an
| PMP System for S1(Ca) is expressed as "IPMPSI", and the result of XOR
bet ween original coded 20 data and the code "x" in ASCII is set as

"S, (Ca) Accordirashy, 1a deci phernment "key" is the code "x" in ASCI| and
deci phernment is performed through an XOR operation with the "key". Al so,
an | PVP Systemfor ~S2{-B)--+-8- expressed -@S 25 PRS2 -and-t-heresul t - of
XOR bet ween ori gieat poded datta 2and : theTsstde " a" in ASCITekstuS set ab
"S2(Cv) " Ac.cord1 ngly,.. a, .deci. pherman.t tkeyli-s-- the code-tatf-

1 $:(Ca) S:(Cv) 1 S:(Ca) Sz(CV) 1 §,(Ca) Sa(Cv) 1 S,(Ca) S:(Cv)

Lo
IlMPElG i| llTAPElG i| |lMPElG 4]

IPMPS1 |; ] i [1PmPs1 | |1PMP32]
u Tl 1|

S{‘ (S (Ca)) 57 S 00} 818 (Ca)) | S7MS(CV)

...........................................

. Graceful Error

In Table 1, an Unprotected Text Object Stream is
15 expressed as "t", a Protected Audio Stream is expressed
as "S,(Ca)", and a Protected Video Stream is expressed
as "S,(Cv)".
Also, an IPMP System for S,(Ca) is expressed as
"IPMPS1", and the result of XOR between original coded
20 data and the code "x" in ASCII is set as "S,(Ca)".
Accordingly, a decipherment "key" is the code "x" in
ASCII and decipherment is performed through an XOR
operation with the "key”.
Also, an IPMP System for S,(Cv) is expressed as
25 "IPMPS2", and the result of XOR between original coded

data and the code "a" in ASCII is set as "S,(Cv)".

Accordingly, a decipherment "key" is the code "a" in




11 MEG4 IPWPSI IPWS2 Si (Ca)) S2-' (S (V) Si-' (S, (Cd)) 1 s, -,
(S2 (Qv)) S;' z a JUL 2004 - 7 ASCI| and deciphernent is perforrfegd]it(hgpatigh
an XOR operation with the "key". "Gaceful Error" is an error caused in
downstream of the decoder due to failure isn normal deci phernent of 5 the
protected object streamw th the "key" and is not nanely a "fatal error".
For exanple, possible "Gaceful Errors” in the case of the protected video
obj ect streamare as expressed by "not displayed”, "a disturbed picture is
di spl ayed", etgsci® Aahl aediphevmenendst pergoamnddpahaoeybr ani KORPMP
Verification Tests. 18 JUL 2004 Table 2 -8 U, a --z" VI %, VVVC_CaC

operation with the "key".
"Graceful Error" is an error caused in downstream

of the decoder due to failure in normal decipherment of
5 the protected object stream with the "key" and is not

namely a "fatal error". For example, possible

"Graceful Errors" in the case of the protected video

object stream are as expressed by "not displayed", "a

disturbed picture is displayed", etc.

10 Table 2 shows conditions and parameters in IPMP

Verification Tests.
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17. t~ 2 8 JUL 2004 9 Referring to Table 2, when Test 2 is executed under
Test Condition #1, the proper "key" for each of the object streank§dyi 0%
in the PMP System (I PMPS1 , |PMPS2) to inmediately "deci pher” each

i ncom ng object 5 stream and the deci phered object streamis output to
each decoder. Wen Test 2 is executed under” Test Condition #2, no proper
"key" for each of object streans exists in the | PMP System (I PMPS],

| PMPS2), the proper "key" is 10 input by a user interactive method, such as

by external key'inﬁ@kékggnartQYTﬁﬂiérQLnghénsﬁaéﬁ gaid k@ecud@ea pher” each
I ncom ng obj ect stream and the deciphered object streamis output to the

decoder. Fig. gnhsrardseocanushevhngli ntaenpkopunctikepal fob bhebksfand data
flows in an exanple of an MPEG 4 System Player. Fig. 5is drawn as a

sinplified di aghamobgectexplrasaki eristsainynheneEhMRNEgaLehn (WAMPS1an

il lustration of an | PMP System and object data processing flow control is
omtted. 20 Fi rpMpsan eot immbdnatedny, "Eredpherd e&chhiéniPRGNY oBystdm
Player initiated by an application invokes each of functional nodul es,
secures data astaebuwffeand, thaddepéphergs obiecy aktreaat isncbgpudadl of
functions in functional entities, etc., thus making preparations for 25
dat a processi ngach decoder.

When Test 2 is executed under Test Condition #2,
no proper "key" for each of object streams exists in
the IPMP System (IPMPS1, IPMPS2), the proper "“"key" is

10 input by a user interactive method, such as by external
key-inputting or by inserting a smart card to
"decipher" each incoming cobject stream, and the
deciphered object stream is output to the decoder.

Fig. 5 is a diagram showing internal functional

15 blocks and data flows in an example of an MPEG-4 System
Player. Fig. 5 is drawn as a simplified diagram for
explanation of a sync mechanism, in which an
illustration of an IPMP System and object data
processing flqw control is omitted.

20 First, an entry function, Execute() of the MPEG-4
System Player initiated by an application invokes each
of functional modules, secures data area buffers, and
performs memory allocation for each of functions in
functional entities, etc., thus making preparations for

25 data processing.

An input MPEG-4 bit stream is received by

FlexDemux 31 which is a Service module function in the



An input MPEG 4 bit streamis received by FlexDenux 31 which is a_ Service
modul e function in the 20 JUL 2004 - 100 DMF layer. Packet data & JBL @8la
file froma network is received as a sequence of data groups to be
delivered to an ALManager 32 functional bl ogk- I n ALManager 32, data groups
are separated with 5 respect to kinds of object, e.g., video data, audio
data, and scene description data to formstreans in data channels. Scene
description data and data in information relating to objects are delivered
to Bl FSDecodepM38 Waike.vi Haekdat daaadoaudi datlat 4ideefiomdel nedwerkt o
Decoder 34. In Presenter 35 and a Media Stream data processing section
(not shown), adlgustoenvedf ashe seqeencel afi dathi pranpagtdebéded Medi a

bj ect data groups (Video, Audio data), synchroni zation between the data
15 groups and deimeecredptsi enoALMpaagerf dentuUnehirhalbRIPSK-of scene
description information decoded by BI FSDecoder 33 and Decoder 34 and tine
stanp informati on addedL¥anagrs ?énedéﬁafSFﬁPﬁﬁ gret Rerprated Wit Fig. 6
outlines the above-described sequence of 20 data_ﬁ%oc S ing.gﬁeferring to
Fig. 6, FPexDeRf%PSTtr&peckindsaRt RPEECE. pPtIstr &Y 8n§a§8paF é8 it into

el enent ar streams (ES) with respect to egch kind_of object dat.a.
ALNhnagery32 tﬁéﬁadiépeé§cﬁﬁ§ égnglgﬁéﬁnk?ﬁEaOFOOSngtSkfgaggt%%bn a

decoding unit gg%gsbh%gge§gFSD§%%%%rdggc%ggtion data and data in

information relating to objects are delivered to
BIFSDecoder 33 while video data and audio data are
10 delivered to Deccder 34.

In Presenter 35 and a Media Stream data processing
section (not shown), adjustment of the time
relationship among decoded Media Object data groups
(Video, Audio data), synchronization between the data

15 groups and scene composition are performed on the basis
of scene description information decoded by BIFSDecoder
33 and Decoder 34 and time stamp information added at
the time of forming of the bit stream.

Fig. 6 outlines the above-described sequence of

20 data processing.

Referring to Fig. 6, FlexDemux 31 receives an
MPEG-4 bit stream and separates it into elementary
streams (ES) with respect to each kind of object data.
ALManager 32 then divides the ES of each kind of object

25 data on a decoding unit basis, and BIFSDecoder 33 and

Decoder 34 perform decoding processing of each kind of

object. A decoded data group Media Stream of each kind




Decoder 34 perform decodi ng processing of each kind of object. A decoded
data group Media Stream of each kind 2 8 JUL 7004 - 11 of object @gU@U3%4
thereby formed. Presenter 35 perforns tine adjustnent of each object data
group by wusing a "MediaStream np::Fetch()jq function for processing of
Medi a Stream Data, conbines each of the 5 object data groups into one
scene, and displays the scene. Fig. 7 is a diagramshow ng an exanpl e of
data processing for tine adjustnent. Tinme adjustnent processing in

Presenter 35 Wb%' oBgedesanithed si Rneekay! fotflewi t hprekeneagesso Fig. 7.
First, in step S71,"a tolerance value is added to the current tinme of the

System Pl ayer [z @WEHEN @Rindl BB)justhenst 8p 833h dBjactodbeapyeoepseyd (AU
Access Unit) is obtained. In step S73, tinme stanp information 15

(Ti meSt anp) onukhagdat ameaibstpeanempedFéAth()S fooovéphedornto a System
Player tinme (-dwTine). In step S74, the current tinme (dwCurrentTi ne) and
the tine stanprodeSsiey of MedidaS&reembBappoceosbdngaUpaghecfcd®par ed. 20
If the time stanp (dwTine) of the data to be processed (AU) is after the
current tbne Othi€otr éatdi gepupshdnspoeass sagPencabdt 81sPEgYS7&hngnd act ual
scene conposition is perforned. If the time stanp (dwTline) of the data to
be processed (ACenes 25 before the current tinme (dwCurrentTine), it is

Fig. 7 is a diagram showing an example of data
processing for time adjustment. Time adjustment
processing in Presenter 35 will be described in detail
with reference to Fig. 7.

First, in step S71, a tolerance value is added to
the current time of the System Player { »dwCurrentTime).
In step S72, data to be processed (AU: Access Unit) is
obtained. In step S73, time stamp information
(TimeStamp) on the data to be processed (AU) is
converted into a System Player time (-dwTime). In step
$74, the current time (dwCurrentTime) and the time
stamp (dwTime) of the data to be processed (AU) are
compared.

If the time stamp (dwTime) of the data to be
processed (AU) is after the current time
(dwCurrentTime), the process advances to step 576 and
actual scene composition is performed. If the time
stamp (dwTime) of the data to be processed (AU) is
before the current time (dwCurrentTime), it is
determined that the data is inappropriate to scene

composition (the data cannot be used at a scene



determ ned that the data is inappropriate to scene conposition (the data
cannot be used at a scene 2 8 JUL 2004 - 12 conposition tinme). Thenyt pen
process noves to step S75 and the next data block to be processed (AU) is
set as a processing object. Fig. 8 is a_thge-line chart of the tine
adjustnment 5 processing shown in Fig. 7. I:-|2eferri ng to Fig. 8, an hject
stream (AU.) arrives at BIFSDecoder 33 or Decoding Buffer 81 of Decoder
34 at atime Arrival (AUO , is then decoded, and is sent to Conposition

Menory B2 of P i3n imd)ti Mnif ¢fk pyReRdisNmovasa thl BRept M5
DTS( AU.) addeégggg%ﬁglt%i me mof) encodi ng, t% be usedoi nsscene conposition

froma scene gARPQt hekt! W3R aCHI0EW. ko bSI Birbaelsked: haufolilsoweng aebj ect
stream (AUl) 1Is transferred from Decoding Buffer 81 to Conposition 15

Menory 82 at agjt Eg@c@'gg(ﬁ\lé, bikethe used in scene conposition from
CTS(Cy,). fromFig. 8 that ifj DTS in Decoding buffer 81 is after the
actual current tineridgwCar ienalitime-addneheharitn ofi ghe7 time jasljajtustrdd to
the 20 actual scene conposition tine CTS in Conposition nenory 82. Fig. 9
shows a pbBocesprberssdngy shddinngnpFdgessi-ng in an | PMP Systemto the
process shown in Fig. 6. Details of this process are as described bel ow.
25 The sane steps aReflecydnionth §ige &neahn Ojegiestaeddd. (Athat argives
FI exDenux 31 receives an MPEG 4
at BIFSDecoder 33 or Decoding Buffer 81 of Decoder 34
at a time Arrival(AU,}, is then decoded, and is sent to
Composition Memory 82 of Presenter 35 at a time
10 corresponding to a time stamp DTS({AU,) added at the time
of encoding, to be used in scene composition from a
scene composition time CTS(CU,).
Similarly, the following object stream (AU,) is
transferred from Decoding Buffer 81 to Composition
15 Memory 82 at a time DTS(AU;) to be used in scene
composition from CTS(CU,).
It can be understood from Fig. 8 that if DTS in
Decoding buffer 81 is after the actual current time
dwCurrentTime as shown in Fig. 7, it is adjusted to the
20 actual scene composition time CTS in Composition memory
82.
Fig. 9 shows a process formed by adding processing
in an IPMP System to the process shown in Fig. 6.
Details of this process are as described below.
25 The same steps as those in Fig. 6 are first

performed. That is, FlexDenux 31 receives an MPEG-4

bit stream and separates it into elementary streams



bit stream and separates it into elenentary streans Z B JUL 2004 - 13 (ES)
with respect to the kinds of object data, and ALManager 32 divi deg jUhel)HS
of each kind of object data on a decoding unit basis. Next, fromthe

obj ect data divided by ALManager 5 32, a pgotected strean1is i dentified on
the basis of information relating particularly to IPMP, and | PMP System
processi ng, such as inputting of the proper "key" and authentication, is
performed. BlFSDecoder 33 and Decoder 34 then decode Media Streans which
are data 10 groepy Wetherdepededtw ther Rapaet ofoobhecki ddsaof andbj ect dat a,
and Presenter 35 perforns tinme adjustnent of each object and conposes and
di spl ays sceneagrmaeabyr GRedifidexatpkeESf ofbpech #ahd pfoobdsicrg diblttew
control 15 will now be described with respect to a case where Test 2 shown
in Table 2 is exeautiedodidtgr uhést b@gmgi-ti on #1 and a case where Test 2 is
executed under Test Condition #2. First, in the nethod using Test
Condition #1, the EextkeﬁTDme¢h§thﬁ§ﬁ$ defa 04 vidgAs kit PEMORSI®TCert ai n
delay in each |PMP Systemto the decoder. In this _case, therefore, no
synchronlﬁatloﬁ2prébPé@WG@@GﬁsStFeaﬂhéSs&SSB§é§l?§tQP GbPaFaF§SSQF within a
range such as to be absorbed in Conposition h er homn [ lg. 4 25 or
Presenter 35 shBRRTMALEPH. rﬁlaéﬁnﬂhBaSFH€P1ﬁ5 tBr&E@ S|ﬁ8d 2 e case of

the System processing, such as inputting of the proper

"key" and authentication, is performed. BIFSDecoder 33
and Decoder 34 then decode Media Streams which are data
10 groups to be decoded with respect to the kinds of
object data, and Presenter 35 performs time adjustment
of each object and composes and displays scenes one by
one.
An example of object data processing flow control
15 will now be described with respect to a case where Test
2 shown in Table 2 is executed under Test Condition #1
and a case where Test 2 is executed under Test
Condition #2.
First, in the method using Test Condition #1, the
20 "key"-decipherment time is transmitted as a certain
delay in each IPMP System to the decoder. In this
case, therefore, no synchronization problem occurs if
the supposed total delay is set within a range such as
to be absorbed in Composition Layer 24 shown in Fig. 4
25 or Presenter 35 shown in Fig. 5.
On the other hand, processing in the case of ther

method using Test Condition #2 is as described below.



met hod using Test Condition #2 is as described below 18 JUL 2004 - 14 Fig.
10 is a flowchart for explaining processing in an |PMP Systemin aBclisep
where Test 2 is executed under Test Condition #2. First, in step 5101, a
stream of each object 5 divided on the deggding unit basis is obtained by
ALManager 32. In step 5102, a determnation is made as to whether or not
the proper "key" has been input. If it is determned that the proper "key"
has not been input, the process advances to step 5103 and the 10 protected
streamis held w thpyg.beongsdecEpbeckdrt| fort agppabpéng” kegtehainbeen

I nput, the process noves to step S104 and the protected streamis

deci phered andintha DEXP Ppystemsingai saseawhede Tasthe tasex@puitedTest 2 is
executed under Test 15 Condition #2, and where the flow control shown in
Fig. 10 is peufhdenetiespr Gopddétagno#2a steamrequiring inputting of the
proper "key" is suspended. On the other hand, a non-protected streamor a
stream al ready decFphetediaf eserafifént Pcatreamonti ApGPt PRISEE the 20
proper "key" successively undergoes tinme,k synchronizafion progessing for
decodi ng 2nd séénédedorposhei 8ACOARBY| Hpdd éPSFFnéSiHBFBaPES gﬁe tinme
period for authentication_and decighernsgt of _the susgended st ream_an

i nputting of tREMBPBEEr 2Rey" ID5SLEPoP&CZ sPafPtEr™RB A8t *5r 88&SsiRg i s

not a fixed tige perjod. begayse, ditierent jsgh hALepaSh YRpur. 1t
it is determined that the proper "key"” has not been
input, the process advances to step S103 and the
10 protected stream is held without being deciphered. If
the proper "key" has been input, the process moves to
step S104 and the protected stream is deciphered and
the next processing is started.
In the case where Test 2 is executed under Test
15 Condition #2, and where the flow control shown in Fig.
10 is performed, processing of a steam requiring
inputting of the proper "key" is suspended. On the
other hand, a non-protected stream or a stream already
deciphered after authentication on inputting of the
20 proper "key" successively undergoes time
synchronization processing for decoding and scene
composition. The lapse of time including the time
period for authentication and decipherment of the
suspended stream on inputting of the proper "key"
25 before a start of the next processing is not a fixed
time period, because different user interactive

operations are performed with respect to each of the




operations are perforned with respect to each of the 2 8 JUL 2004 - 15
protected streans. It is also possible that the dwline is past thg

. dwCurrent Tine when the processing is restarted. In such a case, %JWSZUU‘
apparent fromFigs. 7 and 8, 5 the streamq@n which processing is restarted
I's not decoded until a dwlinme after the dwCurrentTime appears after the
restarting. The stream portion before the next data to be processed (AU)
is skipped (that is, the data is thinned out), and the skipped portion is

not 10 used i N, $cREGIEAIRAS AN, IRV d Hfiigpidsei bier tMBEGtheo@wadinge i s to
have an | PWMP Message structure based on using the | PVMP Descriptor for

i dentifying an jkPMRst RERMAMNCUT HeeRPating rheac hthef prljcestss nghiiech is
described in 15 1 SO | EC SC29 1S14496-1(System) 8.3.2.5 | PMP nessage
syntax and senmaidteste@eci fied by the International O ganization for
St andardi zation, and which is shown in Fig. 11. ISOIEC SC29 |S14496-1
(System) 8.3.2.5 | PNR s2@hressage,s\as 48 appasemntfron Fdads as ansl |DHws.
8.3.2.5 | PMP message syntax and semantics 8.3.2.5.1 Syntax class |PMP
Message() 8xt endhe Btpasdulsre Bidsall ayocessing tisleestapmes Bpa&ot f (1 MPVB
Type == 0)J
yP ) decoded until a dwTime after the dwCurrentTime appears
after the restarting. The stream portion before the
next data to be processed (AU) is skipped (that is, the
data is thinned out), and the skipped portion is not
10 used in scene composition.
IPMP information for MPEG-4 objects is to have an
IPMP Message structure based on using the
IPMP Descriptor for identifying an IPMP stream with
respect to each of objects which is described in
15 ISO/IEC SC29 IS14496-1(System) 8.3.2.5 IPMP message
syntax and semantics specified by the International
Organization for Standardization, and which is shown in
Fig. 11.
ISO/IEC SC29 I1S14496-1(System) 8.3.2.5 IPMP

20 message syntax and semantics reads as follows.

8.3.2.5 IPMP message syntax and semantics
B.3.2.5.1 Syntax
class IPMP Message( )extends ExpandableBaseClass
25 {
bit(16) IPMPS Type;

if (IMPMS Type == 0){



2 aJUL 2004 - 16 5 bit(8) URLString[sizeOd ass-2]; telse{ bit(8) |IPM
data[sizeO dass -2]; } } 8.3.2.5.2 Semantics The | PMP Message cgﬁyﬁﬁgm
control information for an |IPMP System 10 |IPMPS Type-the type e P%NP
System A zero value does not correspond §g an | PVMP System but indicates
the presence of a URL. A Registration Authority as designated by the ISO
shall assign valid values for this field. 15 URLString[]-contains a
UTF-8[ 3 ] encoded URL that shall point to the |ocation of a renote

| PMP_Message whose | PMPpdaig)shallsthenysedzeofplase-afi;l ocally provided
data. |PMP dat a-opaque data to control the I PMP System 20 The inportant
point here is that wheneagefPVP Systemin conformty with the |SO standard
is used, it is registered by a Registration Authority and a unique IDis
provi ded fromthe Regi st bati(@n ArMrodiatpls25effElanga’d specification has
been pl anned such that the zeroth value of an ID nunber designates an

| PMP System at an extefnal URL destination, 1 to 2000h

5 }

8.3.2.5.2 Semantics
The IPMP_Message conveys control information for
an IPMP System.

10 IPMPS Type-the type of the IPMP System. A zexo
value does not correspond to an IPMP System, but
indicates the presence of a URL. A Registration
Authority as designated by the ISO shall assign valid
values for this field.

i5 URLString[]-contains a UTF-8[3]encoded URL that
shall point to the location of a remote IPMP Message
whose IPMP data shall be used in place of locally
provided data.

IPMP_data-opaque data to control the IPMF System.

20
The important point here is that when an IPMP
System in conformity with the ISO standard is used, it
is registered by a Registration Authority and a unique
ID is provided from the Registration Authority.
25 . A standard specification has been planned such

that the zeroth value of an ID number designates an

IPMP System at an external URL destination, 1 to 2000h



2 8 JUL 2004 - 17 (in hexadecimal) are a reserve for |1SO, 2001h to ffffh
are nunbers for | D assigned by a Registration Authority. Fig. 1278hhs208
case (Case 1) where a client user 5 A obtains and reproduces an MPEG 4
content or object having |PMP informatiaqn;gorresponding to | PMPS_Type
2001h froma server H |[If the user's reproducing device has already been
provided with | PMWPS Type 2001h, user authentication 10 such as that
descri bed above is perforned and decryption using the user's key

information, e{gn, hak@deRQm=QNTRGd & RAERRVLY foepngdyceonhe: aantfatth On the
ot her hand, in a case where, as shown in Fig. 13 (Case 2), user Atries to

further obtai nagednubberepfedud® azsiidnedd bgort @egietrakjiest having | PWP
i nformati on corresponding to | PWPS Type 2021h froma server C, it is
necessary for mhehosdryt.o obtain an |PMP Systemin accordance with
| PMPS_Type 2021h to enable reproduction. In this case, there are three
20 consi derations aFigesd? lsddwseleowase (Theeelilswhegeuseclientdasege (a
device conpatible wth IPMPS Type 2001h) may be incapabl e of obtaining an
| PMP Syst 8m of Aaobitbfiesesnd RMPIPvees Fite MPECs 4a coBdgnt & #bd&ton
platformconpatible with each |PMP System 25 2. |If one MPEG 4 content has
a mul ti-obj ect heganggdFME dmigams tismp coFTesrPNLegmdC dhMESo ¥ Spondi ng to
di fferent |PMPS T{%gs, reproducti on of
200 from a server B.
If the user's reproducing device has already been
provided with IPMPS Type 200lh, user authentication
10 such as that described above is performed and
decryption using the user's key information, etc., are
performed to normally reproduce the content.
On the other hand, in a case where, as shown in
Fig. 13 (Case 2), user A tries to further obtain and
15 reproduce an MPEG-4 content or object having IPMP
information corresponding to IPMPS_Type 2021h from a
server C, it is necessary for the user to obtain an
IPMP System in accordance with IPMPS Type 2021h to
enable reproduction. In this case, there are three
20 considerations as described below.
1. The existing user A's device (a device compatible
with IPMPS Type 2001h) may be incapable of obtaining an
IPMP System of a different IPMS Type. There is a need
for a common platform compatible with each IPMP System.

25 2. I1f one MPEG-4 content has a multi-object

configuration with IPMP System information

corresponding to different IPMPS Types, reproduction of




2 8 JUL 2004 - 18 the content requires |IPMP Systens necessary to
different objects, and it is possible that physical requirenents 2pjﬂpqm§
of the menory capacity, the processing speed, etc., of the device are not
5 satisfied. The user must know whether thggdevice can operate a plurality
of different |PMP Systens. 3. User authentication is required with respect
to each of different IPMP Systens. Therefore, a problem relating to
synchroni zati on between objects for real 10 time processing or the |like may

arise in some gRgCcontlint ReeRlieds iPM@dS?%Ft@n%alﬁbéeﬁ%@@ySQoOf its
dependency on the object configurations of contents and on authentication

net hods. A spegiifrireaen@ obfjezteonema phatkopdsedbled thBMphyticand an
application interface (APlI) has been proposed on consortium]level by
supposi ng a cagegufiewmentsFiigh tbIms( odseh?) memnbryorsipaedityg tthe probl em |
in particular. Even if the OPIMA kernel are inplenented in different
devi ces or appbirogkiseingy spers], elte.pr olfl ¢ d2@iZearmae3nogmai n unsol ved.
In practice, it is difficult for a device which has a restricted conmponent
mount spéce, sadiwfied.nefiey usgpagiusy, kbawt ehe thegyadihey dgivd ceCREmower
are therefore limted, e.g., a portable telephone, to sinultaneously have
a plurality of operaitief & edureRNpySedt édf fearenito IFMFF SyHteMScessi ng usi ng
the I PMP Systens. On the other hand, standardization_b& uni fyi ng al
3. User authentication is required with respect” to
each of different IPMP Systems. Therefore, a problem
relating to synchronization between objects for real-
10 time processing or the like may arise in some case.
This problem is indeterminable because of its
dependency on the object configurations of contents and
on authentication methods.
A specification of a common platform called OPIMA
15 and an application interface (API) has been proposed on
consortium level by supposing a case shown in Fig. 13
(case 2) and considering the problem 1 in particular.
Even if the OPIMA kernel are implemented in
different devices or application systems, the problems
20 2 and 3 remain unsolved. In practice, it is difficult
for a device which has a restricted component mount
space, and whose memory capacity, battery capacity and
CPU power are therefore limited, e.g., a portable
telephone, to simultaneously have a plurality of
25 different IPMP Systems and to perform processing using
the IPMP Systems.

On the other hand, standardization by unifying all




2 6 JUL 2004 - 19 |IPMP Systens into one entails a drawback in that if a

security systemsuch as IPMP is made ineffective by an il egal aqm,“#ﬁgmg
as hacking, content (or object) right holders sustain great damage. e
process of setting a 5 new standard | PMP tem and putting products in

conformity with the new standard into the market is assumed to require a
| onger tine in conparison wwth a simlar process on conpany or business
world | evel, because the process includes specifying a universal 10

standard, a co y ec | ¥MBeVRhiA91Rr QCaYHBacR! int BRaki k&. aSUMVARY
OF THE INVENTIgEﬁFnSggg%ﬁng%%E gbgve-described cirgﬁnsﬁances, an 15

obj ect of the pregedtyi Ayerbio8ubA he BPRYI 8 Aadedihalffecontenby an
distribution system a digital contents distribution nethod, a roan ng

server, an inf@imBgh®nack! 0668605 RREka@Ng], Ntonhmehitonopr obgesitng raghitod

whi ch enabl e reproduction of a content while protecting the 20

intell ectual prepaer¥ Bughhiaf gibatr dghtgbol d#heoprbhesscodt erttingheut
havi ng users receiving the content performa conplicated procedure even if
vari ous kfnds nef smbedbedt aaMPpSgpeemyandgbttténg. progpgteght) protection
systens exist, and which ensure 25 interoperability of intellectual
property rightcepsbemstyomithe tbennert ssapppydsinsoniths B8EKET ¥§ achi eve

t he above-described object, according 2 8 JUL 2004 ) )
assumed to require a longer time in comparison with a

similar process on company or business world level,
because the process includes specifying a universal
10 standard, a country representative voting procedure, oOr

the like.

SUMMARY OF THE INVENTION
In view of the above-described circumstances, an
15 object of the present invention is to provide a digital
contents distribution system, a digital contents
distribution method, a roaming server, an information
processor, and an information processing method which
enable reproduction of a content while protecting the
20 intellectual property right of the right holder of the
content without having users receiving the content
perform a complicated procedure even if various kinds
of intellectual property right (e.g., copyright)
protection systems exist, and which ensure
25 interoperability of intellectual property right systems
on the content supply side with users.

To achieve the above-described object, according



- 20 to one aspect of the present invention, there is provided a digital
contents distribution systemhaving a client, a digital contents $@rjraia
roam ng server, and a network connected between the client, the digital
contents server, and the roam ng server, _chgracterized in that the roam ng
server conprises neans for receiving fromthe digital contents server a
digital content with an intellectual property right protection system
protecting the digital content, and neans for 10 converting the

intellectual pggpghkyakpeBt BEOLRE! FQEseﬁ?ﬁSEﬁ{}hﬂ‘Eibhe treeeved digital
content into another kind of intellectual property right protection

system and fgrodehiveni RegtRalcesreehed aysteimbhoibhesgbient hasdogr di ng
to anot her aspect of the present 15 invention, there is provided a digital
contents distgi buteam, systeqikati agnaentsenervary oanrogmssgveerveand a

net wor k connected between the client and the roam ng server, characterized
in that the roanting nee¢woek conpecsesd hesmsefiotheecdienfig thendipdtelient a
20 digital content with an intellectual property right rotection system
protecting thecongensls semvent, anddthrezAsming EORVEF: | RERTREtPREERHect ual
property right protection systemof the received digital content into

anot her ki nd oﬁniﬁb@WIébﬁuﬁpaﬁﬂﬁﬁeﬁﬁyVPFgﬁPmEFbFQEtW%ﬁDEngﬁsten1 and for
delivering the converted systemtq the _client. According tg.st%lh anot her
aspect of the PPESENLNg érop_thgodigital contents server-a digita

content with an intellectual property right protection
system protecting the digital content, and means for
10 converting the intellectual property right protection
system of the received digital content into another
kind of intellectual property right protection system,
and for delivering the converted system to the client.
According to another aspect of the present
15 invention, there is provided a digital contents
distribution system having a client, a roaming server,
and a network connected between the client and the
roaming server, characterized in that the roaming
server comprises means for receiving from the client a
20 digital content with an intellectual property right
protection system protecting the digital content, and
means for converting the intellectual property right
protection system of the received digital content into
another kind of intellectual property right protection
25 system, and for delivering the converted system to the
client.

According to still another aspect of the present



- 21 invention, there is provided a roam ng server connected to a client
and to a digital contents server through a network, the roam ng server
characterized by receiving neans for receiving fromthe digital c BtJ&ht2804
server a 5 digital content with an intell_eghual property right protection
system protecting the digital content, conversion nmeans for converting the
intellectual property right protection systemof the received digital
content into another kind of intellectual 10 property right protection

system and di shibhetiban theses ikopraelinear angobminge sekivent condeditgid al
content converted by the conversion neans. According to yet another aspect
of the present +oi Bventicamr, ahere ks dpgatadedoatenasi sgrseryvehroogheat ed 15
to a client through a network, the roam ng server characterized by

recei vi ng neanset@brkecehe igahiam skeveel ichatraatdirgzedl byomeerti wingh an
intellectual property right protection systemprotecting the digital
content, conveeansnforameckdviognfeom nhet dégimed| ceptealts2Gegveged y
right protection systemof the received digital content into another Kkind
of intellBct ualigptepeceptenghwiphopactingsldestaml RAGPEFSYr FH@ton  neans
for delivering to the client the digital content , converted by the
conver si on meaR¥OteS AR SYSHE™ HTP FcéﬁﬁﬂhépeagﬁS&Fa&fCPﬁéeE&ésent

i nvention, there is provided a di%jtal contents. di.s r& utionlnethod in a
syst em havi ng §CBVPERLON,Meaps) HrToRverting the intellectua

property right protection system of the received
digital content into another kind of intellectual

10 property right protection system, and distribution
means for delivering to the client the digital content
converted by the conversion means.

According to yet another aspect of the present

invention, there is provided a roaming server connected

15 to a client through a network, the roaming server
characterized by receiving means for receiving from the
client a digital content with an intellectual property
right protection system protecting the digital content,
conversion means for converting the intellectual

20 property right protection system of the received
digital content into another kind of intellectual
property right protection system, and distribution
means for delivering to the client the digital content
converted by the conversion means.

25 According to yet another aspect of the present
invention, there is provided a digital contents

distribution method in a system having a client, a



- 22 digital contents server, a roamng server, and a network connected
between the client, the digital contents server, and the roam ngf pelveili
characterized in that the roam ng server perforns steps of receiving 5
fromthe digital contents server a digitalzgontent with an intellectual
property right protection systemprotecting the digital content, and
converting the intellectual property right protection system of the
received digital content into another kind of 10 intellectual property

ri ght protecti@ggsysteaoneadtsdebivering tbemtogvsetedrsysbénato the
client. According to still another aspect of the present invention, there
is provided a degiwbek conhented Hesweebuthencheehbd theadigitem having a
client, a 15 roam ng server, and a network connected between the client
and the roam ngostents, sekhaeact enflzthei roening sAEVeHantRAr3EEQELZBEr f or s
the steps of receiving from the client a digital content with an,
intel l ectual pnopbatytheghtapibgeserBAT sPST ERTHF oFERPFNGTt RECRLYLPEl 20
content, and converting the intellectual property right rotection,system
of the reBei veliramgthal dégataht CPALENtENEERERT kPNE*S t?ﬁtEPP eP anﬁﬁoperty

right protection system and delivering_tge conger%ed sgst§n1to t he
client. 25 AceBrdnkglieciupdy PREPELLYeELIBF PRBFESRRL SYPiVEnti on, there

s provided a digital contents, JishrLBULLRR, "EhECLohOLR1RGAERRY Ser ver
intellectual property right protection system of the
received digital content into another kind of

10 intellectual property right protection system, and
delivering the converted system to the client.

According to still another aspect of.the present

invention, there is provided a digital contents
distribution method in a system having a client, a

15 roaming server, and a network connected between the
client and the roaming server, characterized in that
the roaming server performs the steps of receiving from
the client a digital content with an intellectual
property right protection system protecting the digital

20 content, and converting the intellectual property right
protection system of the received digital content into
another kind of intellectual property right protection
system, and delivering the converted system to the
client.

25 According to a further aspect of the present

invention, there is provided a digital contents

distribution method for a roaming server connected to a




- 23 client and to a digital contents server through a network,
characterized by the steps of receiving from the digital content s %ELPQM a
digital content with an intellectual property right protection sygt
protecting the digital content, converting,4he intellectual property right
protection systemof the received digital content into another kind of
intell ectual property right protection system and delivering the
converted digital content to the client. 10 According to still a further

aspect of the Pre§etand WENL i @lyitdErcohtetoVvidieren chghigh sontents

di stribution nethod for a roam ng server connected to a client through a
networ k, char agd@fdaed dyathetst£psa oy teceivemy ¢f aneddivohg efitom di git al
content with an 15 intellectual property right protection system
protecting thecxl giigd t&bntententonvertenga tdicgital etdmbentl wptbpenty ri ght
protection systemof the received digital content into another kind of
intell ectual pimperlactught ppopeety i viglkyspreteehitbPRosYeteWering the
converted digital content to the client. According to still a further
aspect of5 t he presemting nveat dboitaherentenpr o &Y nFB® mat i on
processing apparatus capable of being connected to an externgl gevice
through a net wortellhérteel eproperby FRoEPERIRFtion RERRE™iGF TPEnsmitting

information on an intellectual property right rotectign gysten1avai|ab|e
for the apparteesived déehtrlicantenti HRb? naRPERST oF12%0°5UL 2001

intellectual property right protection system, and
delivering the converted digital content to the client.

10 According to still a further aspect of the present
invention, there is provided a digital contents
distribution method for a roaming server connected to a
client through a network, characterized by the steps of
receiving from the client a digital content with an

15 intellectual property right protection system
protecting the digital content, converting the
intellectual property right protection system of the
received digital content into another kind of
intellectual property right protection system, and

20 delivering the converted digital content to the client.

According to still a further aspect of the present

invention, there is provided an information processing
apparatus capable of being connected to an external
device through a network, characterized by transmission

25 means for transmitting information on an intellectual
property right protection system available for the

apparatus and identification information for



- 24 identification of the apparatus to the external device over the
networ k, and receiving neans for receiving fromthe external devi 0
digital content with the intellectual property right protection s@i% %U '
protecting the digital content over the nepwork. According to still a
further aspect of the present invention, there is provided an information
processing nethod for an information processing apparatus capable of
bei ng connected to an external device through a 10 network, characterized
by conprising then%tensadfiont b&NsHet bppgrantier mat ithe ertamnbdt dekéctual
property right protection systemavail able for the apparatus and
i denti ficati onoivetormet nerwbek,i dedt récedviiog oeapkefoappeareaiviéngo t he
external device over the network, and 15 receiving fromthe external device
a digital conté&nbm whehexiternailefewitaak gigptrlycengRptprédtlcthén system
protecting the digital content. Qher objects, features and advantages of
the inventionincellpetosd Rppaecsty rightt RECLBLLRPNFYSIOMdet ai | ed
description taken in conjunction with the acconpagé%ng drawi ngs BRI EF

n

DESCRI PTI ©N OFp¥RteprApgNGerdggitalscangradr avenh elwPsKvent i ona
digital 25 video data transmttin gnd recefving s ste Fh .2 i%n
di agr am showi ng theAEGHFﬂdBBaFPoﬁtg# a® 5Bﬁ$bﬁflgﬁ8¥ kPEEFE %|§§§P; % 8 JUL
2004 - 25 invention, there is provided an information processing
method for an information processing apparatus capable
of being connected to an external device through a
10 network, characterized by comprising the steps of
transmitting information on an intellectual property
right protection system available for the apparatus angd
identification information for identification of the
apparatus to the external device over the network, and
15 receiving from the external device a digital content
with the intellectual property right protection system
protecting the digital content.
Other objects, features and advantages of the
invention will become apparent from the following

20 detailed description taken in conjunction with the

accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS
Fig. 1 is a diagram showing a conventional digital
25 video data transmitting and receiving system;

Fig. 2 is a diagram showing the configuration of a

conventional MPEG-4 player:




Fig. 3 is a schematic diagramforned by sinplifying Fig. 2; Fig. 4 is a
di agram forned by adding a block representing an |PM Systen1procqﬂshmgmu‘
section to Fig. 5 3; Fig. 5is a diagramshow ng internal functional

bl ocks and data flows in an exanple of an MPEG 4 Player; Fig. 6 is a

di agram outlining the data processing 10 process shown in Fig. 5; Fig. 7
Is a flowmhart show ng an exanple of data processing for tine adjustnent
bet ween MPEG 4 obj ect access data units; Fig. 8 is a diagram show ng
shifting and timngrpf. 45i€dasaséRenabesodiagramffermeadoa Conposition
Menory; Fig. 9 is a diagram show ng a data processing process forned by
addi ng a processhppipeisgorign an | PMP Systemto the process shown in Fig.
6; Fig. 10 is a flowhart for showi ng an exanple of 20 the operation of
the | PMP System shopigi ndFH g. addiagragm fidrmedabyi adddnyfarbigpkai ni ng an

| PMPDescriptor and an | PMPMessage; Fig. 12 is a di agram show ng an exanpl e
where a user vigpréessntingrapr BEME eSyaheWPEDdesoinegnsetEdpnakc Phdext er na
server; Fig. 13 is a diagram showi ng anot her case where a wuser obtains and
reproduces an EG 4 content froman 2 8 JUL 2004 - 26

Fig. 5 is a diagram showing internal functional
blocks and data flows in an example of an MPEG-4
Player;

Fig. 6 is a diagram outlining the data processing

10 process shown in Fig. 5;

Fig. 7 is a flowchart showing an example of data
processing for time adjustment between MPEG-4 object
access data units;

Fig. 8 is a diagram showing shifting and timing of

15 data in a Decoding buffer and a Composition Memory;

Fig. 9 is a diagram showing a data processing
process formed by adding a processing portion in an
IPMP System to the process shown in Fig. 6;

Fig. 10 is a flowchart for showing an example of

20 the operation of the IPMP System shown in Fig. 4;

Fig. 11 is a diagram for explaining an
IPMPDescriptor and an IPMPMessage:;

Fig. 12 is a diagram showing an example where a
usér obtains and reproduces an MPEG-4 content from an

25 external server;
Fig. 13 is a diagram showing another case where a

user obtains and reproduces an MPEG-4 content from an



external server; Fig. 14 is a diagramfor explaining a systemfor roam ng
anong | PMP Systens in Enbodinment 1 of the present invention; SWQWQ L;%Uis
a diagramfor explaining a systemfor roam ng anong | PMP Syste i?y

Enmbodi ment 2 of the present invention; Fig 16 is a diagramfor explaining
t he process wusing the systemshown in Fig. 15; 10 Fig. 17 is a diagramfor
explaining a systemfor roam ng anong | PMP Systens in Enbodi nent 3 of the
present invention; Fig. 18 is a diagramfor explaining the process using
the system shQutrdshdl Gerdvar:l5 Fig. 19 is a diagramfor explaining a
system for roam ng anong | PMP Systens in Enbodi nent 4 of the present

i nvention; Fig. 20 pig.a 1M ags adn d g ap | B i€ o ioniney & esysseewvi O r equest
specification for realizing a roam ng 20 service of an enbodi nent of the
present i nventicydmird Gamdilg | EPMP dSyagreans shovEmtgpdinercon igurthe on of  an
MPEG 4 pl ayer using a back-channel in a preferred enbodiment of the
present inventpgmegert gin&ntisor; fl owchart of the operation of a 25 client
relating to authentication processing; Fig. 23 is a schematic diagram for
expl ai ni iy renot e Biwesks BHde Apguam 2ppy explaining a system for

roaming among IPMP Systems in Embodiment 2 of the
present invention;

Fig. 16 is a diagram for explaining the process
using the system shown in Fig. 15;

10 Fig. 17 is a diagram for explaining a system for
roaming among IPMP Systems in Embodiment 3 of the
present invention;

Fig. 18 is a diagram for explaining the process
using the system shown in Fig. 17:

15 Fig. 19 is a diagram for explaining a system for
roaming among IPMP Systems in Embodiment 4 of the
present invention;

Fig. 20 is a diagram for explaining a concrete
service request specification for realizing a roaming

20 service of an embodiment of the present invention;

Fig. 21 is a diagram showing the configuration of
an MPEG-4 player using a back-channel in a preferred
embodiment of the present invention;

Fig. 22 is a flowchart of the operation of a

25 client relating to authentication processing:;

Fig. 23 is a schematic diagram for explaining

remote access; and



Fig. 24 is a diagramshow ng an exanple of a hierarchical structure in a
case where there is a further designated URL froma URL destinatjon. 5
DETAI LED DESCRI PTI ON OF THE PREFERRED EMBODI MENTS Fig. 14 is a d?&gLUhrﬁﬂﬂ’aor
explaining a systemfor roam ng among | PMP,Systens in Enmbodi ment 1 of the
present invention. To obtain a content or 0Object data, a user A 10
requests each of contents/object data distribution servers to performa
regul ar procedure for user authentication or the |like, thereby obtaining

public key infor”3¥&9012Qa§§“9r@iﬁa&éﬁﬁkﬁb%iﬂb bheckilpleaBd zdata, and
thereafter requests an | PMP System roam ng 15 Service provider (hereinafter

referred to ashjeeartRfcaiektirGetRiraviider” bake Reeiar kheeaveksizon for
obtaining |PMP Systeminformation necessary for user A to perform

reproduction. FThethelkl aesignaredderai fzonf at DRE. peetesatiorQ (1) User A
(having a Type 2001h I PMP System obtains a content or object data of a
content froma server B (Type 2001h I PMP Systenm) and froma server C (Type
2021h 1 PMP Systen), pays a necessary anount of noney to these servers,
perfornms & usePEXBLHERt PESCRARTISNpPECc EHEr EREZRBREBC EMBED IMENPSSY st em

i nformation, such as keys for decryption and password paraneters. (2) The
user A's device doeEiget 14ade ehdipgzemsipy £xBlaipipg0a sysgemTfga 2021h

| PMP System for decryption and therefore
roaming among IPMP Systems in Embodiment 1 of the

present invention.
To obtain a content or object data, a user A

10 requests each of contents/object data distribution
servers to perform a regular procedure for user
authentication or the like, thereby obtaining public
key information, password parameters or the like, and
data, and thereafter requests an IPMP System roaming

15 service provider (hereinafter referred to as "roaming
service provider") to perform conversion for obtaining
IPMP System information necessary for user A to perform
reproduction. The following are details of this
process.

20 (1) User A (having a Type 2001h IPMP System) obtains a
content or object data of a content from a server B
(Type 2001h IPMP System) and from a server C (Type
2021h IPMP System), pays a necessary amount of money to
these servers, performs a user authentication

25 procedure, and receives IPMP System information, such

as keys for decryption and password parameters.

(2) The user A's device does not have the necessary




cannot performreproduction. User A then requests a roam ng service
provider to convert the I PMP System information 5 (3) If the roam gﬂ 200
service provider can convert the content or object |PM Systen1Type QEe
user A's IPMP System Type, it requests usgg A for a necessary anmount of
noney for the conversion, and converts the |PMP Systeminformation into
the formin conformty with 10 Type 2001h on the condition agreed on by
both the provider and user A (4) The roaning service provider returns the
data with thergpaveorted IPWP System fof odeatyphion amértheréporethis tine,
authentication is ordinarily perfornmed to 15 again confirmthe user's
identity.) Figeadbotsparfoagr aepfoduekpbai ni igen 3ythem Freguesbantng anong
| PMP Systens in Enbodinent 2 of the present invention. In this enbodi nent,
an exanpl e of moawingrseuviagentyvideyi te Forvestrthat MNP BUET8R is 20
also offered. A user A gives an |PWMP Systemroam ng service provider
(hereinafter renépredtionas "roami ng service prOV|der ) a package order
for collecting contents or objects which user want s. arga ng service

25 provi der act3) foFftHEEUEQFm%Bgp%??ﬁ%ﬁ?aﬁfﬂgh@?ﬁa??gncoﬂﬁ Gi ng
processing with each of the contgpM% g%?EObJ %%% ﬁésg |bu PnAsgr¥§&§ The
i

roam ng serV|d%°?t%n§LEr2@BAeCt eys passwor d

parameters, O'system Type, it requests user A for a necessary amount

of money for the conversion, and converts the IPMP
System information into the form in conformity with

10 Type 2001h on the condition agreed on by both the
provider and user A.
(4) The roaming service provider returns the data with
the converted IPMP System information to user A. (At
this time, authentication is ordinarily performed to

15 again confirm the user's identity.)

Fig. 15 is a diagram for explaining a system for
roaming among IPMP Systems in Embodiment 2 of the
present invention. In this embodiment, an example of a
vicarious agency service for user authentication is

20 also offered.

A user A gives an IPMP System roaming service
provider (hereinafter referred to as "roaming service
provider") a package order for collecting contents or
objects which user A wants. The roaming service

25 provider acts for the user to perform authentication

and charging processing with each of the contents or

objects distribution servers. The roaming service




the like, converts this information into | PMP System information for user
A, and provides user Awth the necessary data and information. Ige 04
following are 5 details of this process. (1) User A requests the aW*d@
service provider to obtain the necessary ggntents or objects and to
perform |PMP information conversion to the formin conformty wth the
Type 2001h I PMP Systemin user A s possession. 10 (2) The roam ng service
provi der pays necessary anmpounts of noney to server B (Type 2001h | PMWP
System) and tprevieevesbCaldypeatlheyPMrpSystierd byrameegukar or
procedure, perforns a user authentication procedure, obtains contents or
obj ect data, atideretReyesokegstiothis ilefoypatdon passwWOPMPp&yamemers, and
the like according to a request fromuser A (3) The roam ng service
provi der per f cimSotrRdPionnformaséonA coanérprovides enadi eAdeithpthen
necessary for reproduction with the user A's Type 2001h I PMP 20 System
(4) The roani MecessftE Ppbei ded toferratiene uBke foiloviedt fre¢. (5) The
roam ng service provider delivers the data wth the converted |IPW

i nformatidn t OseElA oS5thig PIGCESSa di agram showi ng the process of data
communi cati on anpng .a clienéﬂécorres onding,to user A shown.in Fig. 15), a

contents servetl]coVFREpHnTLAYSEES 28NS FOBHAY - SGBVICRr DEPVEIGF Eshown in

Fig. 15), and gb£gfgigﬁesgégéggary contents or objects and to perform
IPMP information conversion to the form in conformity
with the Type 2001h IPMP System in user A's possession.

10 (2) The roaming service provider pays necessary
amounts of money to server B (Type 2001h IPMP System)
and to a server C (Type 2021h IPMP System} by a regular
procedure, performs a user authentication procedure,
obtains contents or object data, and receives Keys for

15 decryption, password parameters, and the like according
to a request from user A.

(3) The roaming service provider performs IPMFP
information conversion to enable decryption necessary
for reproduction with the user A's Type 2001h IPMP

20 System.

(4) The roaming service provider confirms the user A's
identity.

(5) The roaming service provider delivers the data
with the converted IPMP information to user A.

25 Fig. 16 is a diagram showing the process of data
communication among a client (corresponding to user A

shown in Fig. 15), a contents server (corresponding to



server. Referring to Fig. 16, the client first sends to the roam ng
service server a request for delivery of a 5 content (step 1601). A’Rﬁ
roam ng service server then perfornms a user authentication operat? kszlwp
1602) _ The nethod for wuser authenticationds not specified in this
specification. 10 Next, the roam ng service server transmts to the

client a signal representing the type of security system (|IPMP System
Type) with which the content is protected (step 1603). It is assunmed here

that the secuiderydrye dias alnRadYihasy M ag St eid P-ddhd RP QE-Ae _
menti oned Registration Authority (RA). en, on the client side, a check is

made as to wheldietert.he security system according to information fromthe
contents server coincides with the security type of the client's player
(whet her the pl ayer Refferrdguridco@d dg.ha ssedine Il isyst elrststemdbBy) . If it
Is determned in step 1605 that the security systemtypes coincide with
each ot her, thehe resmisgndervd ceoreeme rdias tricigmetsito If are qledsitvetry td¥e & oani ng
service server. At this request, the roam ng service server 25 sends a
correspon8li ng Fexprent tetempe 16Gtlent s server. Sinul taneously, the roam ng
service server issues and transmts a digital certificate for verifying
its 2 B JUL 2004 - Jhe zoamdmg Geryicst §erveg4then performs a user

authentication operation (step 1602). The method for
user authentication is not specified in this
specification.

10 Next, the roaming service server transmits to the
client a signal representing the type of security
system (IPMP System Type) with which the content is
protected (step 1603). It is assumed here that the
security type has already been registered by the above-

15 mentioned Registration Authority (RA).

Then, on the client side, a check is made as to
whether the security system according to information
from the contents server coincides with the security
type of the client's player (whether the player can

20 unlock the security system) (step 1605).

If it is determined in step 1605 that the security
system types coincide with each cother, the client sends
a content distribution request to the roaming service
server. At this request, the roaming service server

25 sends a corresponding request to the contents server.
Simultaneously, the roaming service server issues and

transmits a digital certificate for verifying its




The contents server checks the authenticity of the roam ng service server
(step 1608) and deliver the content when it confirnms that the roam ng
service is 5 authentic (step 1613). The client cancels the security,8 JUL 2004
performs decoding of nedia data suitably %qngressed, or the like (step
1615), and reproduces and displays the data™(step 1616). 10 On the other
hand, if the security systemtypes do not coincide with each other, the
client transmts to the roam ng service server the type of the security

system that theg @@t cS4RPQLlep( S@R )1606) . The roaning service server
then requests primary 15 content distribution thereto to the contents

server concerned (ghepcbéhtsTRerkeaTRAcKE’ thee at@h¥ak i c389ds ra +fikgi t al
certificate, user authentication data, or the like, together with the

request. At thirsamieguestyvitke seavkenistepr vensghasaksdbhevaut heaticity of

20 the roam ng service server (step 1609) and delivers the content to the
roam ng servi ceondendr whehept16baYirimbse thaanithg seaming servecer ggei ves t he
content, cancels the security by using security information supplied from
the contehts pputhgaticafgtepeiédBtter 25 perforns system conversion of the
security system(ste 1611). For this conversion, a nmethod may be used in
2 8 JUL 2004 - 32 Wgﬁcﬁ}iﬂpﬁh0ﬁ9§pé§ttb@ gecuntent peofecmeddbygodfiog

of media data suitably compressed, or the like (step
1615), and reproduces and displays the data (step
1616).

10 On the other hand, if the security system types do
not coincide with each other, the client transmits to
the roaming service server the type of the security
system that the client supports (step 1606).

The roaming service server then requests primary

15 content distribution thereto to the contents server
concerned (step 1607). The roamihg service server
sends a digital certificate, user authentication data,
or the like, together with the request. At this
request, the contents server checks the authenticity of

20 the roaming service server (step 1609) and delivers the
content to the roaming service server (step 1610)}.

The roaming service server receives the content,
cancels the security by using security information
supplied from the contents provider, and thereafter

25 performs system conversion of the security system (step
1611).

For this conversion, a method may be used in



exanpl e, encryption, a cryptograph is deciphered by wusing information from
the contents server, and is again encrypted by using a different
cryptograph 5 available for the client, or, after cryptograph 28 JuL 2004
deci phernent, a digital watermark or the like. is conbined to indicate an
intell ectual property right (e.g., copyright). However, such processing
wll not be described in detail. After this processing, the 10 roam ng
service server transmts the content to the client (step 1612). On the
client side, tWeiciontwenth tremsect tvd 4 ramtdrite poareageddry) cBoser ver and
received is deciphered by using security cancellation information 15

si mul t aneous| \extampik temcrypohen hea raomptapsaplvice desiphered\ bernati vel vy,
if a digital watermark or the |ike has been added, it is renoved.
Ordinarily, ausiorgemfouuhtien fxonddd Canteris t3VeN Prdnp? essed
state. Such a content is decoded fromthe conpressed 20 state as desired
(step 1615). FEaa¥echeEPeahtentusing reglidirR@nartr xR QIE8RY (step 1616).
Fig. 17 is a diagramfor_explaining a systemfor roam ng anong | PW
Systems ith EnfHtHHeER1S 19T tHee orenit 95wt Ton. CTP TP PR bodi nent, a

contents 25 provider makes a re uest. for_a roamn ervi' e. (1) A user A
requests del i \}j%‘i}ﬁ?e]%[“%‘bh éht Jg?l%} é’&alte?’?%ﬁ* amges}\’/%r %‘%yl% regul ar
g;gfg?nuirﬁ' 2 8cc‘)JmLé|>‘inzo%)4t6 J‘:Br:mgdi r:% esaenr Vf"prteEiliéjc%ﬁélfi[?:.so;géket);y]pfgl% the I PMP
(e.g., copyright). However, such processing will not
be described in detail. After this processing, the
10 roaming service server transmits the content to the
client (step 1612).

On the client side, the content transmitted from
the roaming service server and received is deciphered
by using security cancellation information

15 simultaneously transmitted from the roaming service
server. Alternatively, if a digital watermark or the
like has been added, it is removed. Ordinarily, a
content such as a video is transmitted in a compressed
state. Such a content is decoded from the compressed

20 state as desired (step 1615). The received content is
reproduced and displayed (step 1616).

Fig. 17 is a diagram for explaining a system for
roaming among IPMP Systems in Embodiment 3 of the
present invention. In this embodiment, a contents

25 provider makes a request for a roaming service.
(1) A user A requests delivery of a content or object

from a server B by a regular procedure.



possession of the user. If the type of the user's IPMP Systemdiffers from
that of server B, server B requests an |IPMP System roam ng servige

provi der (hereinafter 5 referred to as "roam ng service provider"iﬂtau 2004
perform conversion of IPWMP information by g regular procedure, and
delivers the necessary data to the roam ng service provider. (3) By the
server B's request for conversion, the 10 roam ng service provider
perfornms | PMP information conversion such as to enable the user A's Type

2001h | PMP Sysbem serRr @ MARRAMREORHREGSSRA0Y ki ThRR QJugld gﬁp( 4)

The roam ng service provider delivers the data 15 wth converte

information topeseesdidn &f hd serdi adramheh@Wipdd o enRr 9eess Of pial a
comuni cation anong a client (corresponding to user A shown in Fig. 17), a
contents servesygten eSFdRdisnGriom thaitVof BesWewnsi NskirgerlB) redfidsts

roam ng service 20 server in Fig. 17. Wile in the process shown in Fig. 16
a client transm MR Sgegwest roamd nigoaeErvd cee priovddeer Vaered na¢itieent
directly transmits a request to a contents server in this process. 25
First, the clisefefiredt toends "roamiagcsrraice pseviderd )r &quest fbam
delivery of a content (step 1801). The contents server then perforns a
user 26 JUL 2002nvergiongefhdfMPcintfermgpapat byna( seeplagoryocedarest hod

for
and delivers the necessary data to the roaming service

provider.

(3) By the server B's request for conversion, the
10 roaming service provider performs IPMP information

conversion such as to enable the user A's Type 2001h

IPMP System to perform decryption necessary for

reproduction.

(4) The roaming service provider delivers the data
15 with converted IPMP information to user A.

Fig. 18 is a diagram showing the process of data
communication among a client (corresponding to user A
shown in Fig. 17), a contents server (corresponding to
server B shown in Fig. 17), and a roaming service

20 server in Fig. 17.

While in the process shown in Fig. 16 a client
transmits a request to a roaming service server, a
client directly transmits a request to a contents
server in this process.

25 First, the client first sends to the contents
server a request for delivery of a content (step 1801).

The contents server then performs a user




user authentication is not specified in this specification. Next, the
contents server transmts to the client 5 a signal representing the t

of security system (I PMP System Type) with which the content is2 rﬂﬂeﬁﬁbd
(step 1803). It is assumed here that the sgecurity type has al ready been
regi stered by the above-nentioned RA. 10 Then, on the client side, a check
Is made as to whether the security systemaccording to information from
the contents server coincides with the security type of the client's

pl ayer (whet hejutienpl@yeion amperdookn t hetepel8021y shst emgtiicad epor805). 15
If it is determned in step 1805 that the security systemtypes coincide
wi th each ot harset hautheeitstiserizmael specsfidd tortkis (step 1804), and
the client cancels the security, perfornms decoding of nmedia data suitably
conpressed, orspdmifikatstorp 1814), and 20 reproduces and di splays the data
(step 1815) On the other hand, if it is determned in ste 1805 that the
security system typéextio Foe contRM R S%WY%reEE?P%N+E§ t?hgh%l? thent
transn1ts to the contents server the type he securlt steg%%ggt t he
client %5 supbotignaktEpratETRytingxthet %o‘?l e?ﬁ%“%’e?}(/ ? Tle

Shon s 55 " A SR Yeg) SLYS i Lo LA LU ASRE UL B SOLYELS' £B:88 TN
1803).
It is assumed here that the security type has
already been registered by the above-mentioned RA.

10 Then, on the client side, a check is made as to whether
the security system according to information from the
contents server coincides with the security type of the
client's player (whether the player can unlock the
security system) (step 1805).

15 If it is determined in step 1805 that the security
system types coincide with each other, the contents
server delivers the content (step 1804), and the client
cancels the security, performs decoding of media data
suitably compressed, or the like(step 1814), and

20 reproduces and displays the data (step 1815).

On the other hand, if it is determined in step
1805 that the security system types do not coincide
with each other, the client transmits to the contents
server the type of the security system that the client

25 supports (step 1806).

Next, the contents server requests a suitable

roaming service server to perform a security conversion




The contents server and the roam ng service server performa comunication
for authenticity verification, which will be described with respgfi @f @%
method using 5 a digital certificate. The roam ng service server é '@ g
the request transmts a digital certificatg qQbtained in advance to the
contents server to verify its authenticity (step 1808). 10 Receiving the
digital certificate, the contents server checks the certificate to confirm
the authenticity of the roam ng service server (step 1809) and then

transmts the eabhtid (g azynd service server (step 1811). 15 Next,
the roam ng service server perfornms system conversion of the security

system (transconver sirgh)cor{tErifs Eeldjer Miide tIReGidantdly ey iR hadvay be
used in which, with respect to a content protected by, for exanple,
encryption, a @AY apledmnuacgtiereddyy a2 hesitig ity eraratfiieatficom t he
contents server, and is again encrypted by using a different cryptograph
avail abl e for tibeiod iweiritl, ber dafetcari berdy pticdy aEtspeddc iqoher mertthoda wHigig al
watermark or the like is conbined to indicate an intellectual property

ri ght 25 @e.g. @ dogyrtiaghtcertddfieade. such processing will not be described
in detail. After this processing, the roam ng service server 2 8 JUL 2004 -
36 transmits the cdieemoamginthéeeavign seivey rerpiving the request

transmits a digital certificate obtained in advance to
the contents server to verify its authenticity (step
1808).

10 Receiving the digital certificate, the contents
server checks the certificate to confirm the
authenticity of the roaming service server (step 1809)
and then transmits the content to the roaming service
server (step 1811).

15 Next, the roaming service server performs system
conversion of the security system (transconversion)
{step 1812). More specifically, a method may be used
in which, with respect to a content protected by, for
example, encryption, a cryptograph is deciphered by

20 using information from the contents server, and is
again encrypted by using a different cryptograph
available for the client, or after cryptograph
decipherment, a digital watermark or the like is
combined to indicate an intellectual property right

25 (e.g., copyright). However, such processing will not
be described in detail.

After this processing, the roaming service server




the client side, the content transmtted fromthe roam ng service server
and received is deciphered by using security cancellation inforn?tion
simultaneously 5 transmtted fromthe roam ng service server. 8 JUL 2004
Alternatively, if a digital watermark or t | i ke has been added, it is
renoved. Ordinarily, a content such as a video is transmitted in a
conpressed state. Such a content is decoded fromthe conpressed state
(step 10 1814) as desired. The received content is reproduced and

di spl ayed (stepridimlitsFithe E3ntend Qba&%éﬁbﬁqan%xwé%bﬁ'ﬁglé SySiggmn for
roam ng anong | PMP Systens in Enbodi ment 4 of the present |nvent|on Thi s

embodi nent is gheexaiphe efidk appl cealtear Q&aﬂsﬁi&&@ﬁlw%bﬂgthae OGPl MA VM
descri bed above with respect to the conventional art between a user A and

a roam ng servircampngviseekickn seltivereahadireest vetihe spaebh piereiheyabove-
described problens 2 and 3) arising between different 20 |IPMP Systens in
the OPI MA VM apeisgl seduandyt henspdfiemioof ihifermaveohi simodmahecekiigctively
used for automatization of exchange of other different kinds of

i nformati ®n. Réreppmagted Ergm tbe rheméngr sepvicededraarMPEG 4 25
contents server 51 of |PMPS-Type 2000, an MPEG 4 contents server 52 of

| PMPS- Type 20021tgRB2iAVRIPEG 41 @oﬁ@gntglsanQrmsgkoprlpNESlIypehaeoz

These servers 2 8 JUL 2004 - 37 are connected to a network 54, to which
are al so been added, it is removed. Ordinarily, a content such

as a video is transmitted in a compressed state. Such
a content is decoded from the compressed state (step

10 1814) as desired. The received content is reproduced
and displayed (step 1815).

Fig. 19 is a diagram for explaining a system for
roaming among IPMP Systems in Embodiment 4 of the
present invention. This embodiment is an example of

15 application of a system using the OPIMA VM described
above with respect to the conventional art between a
user A and a roaming service provider.

In this embodiment, the problems (the above-
described problems 2 and 3) arising between different

20 IPMP Systems in the OPIMA VM are solved and the system
of the invention can be effectively used for
automatization of exchange of other different kinds of
information.

Referring to Fig. 19, there are provided an MPEG-4

25 contents server 51 of IPMPS-Type 2000, an MPEG-4
contents server 52 of IPMPS-Type 2001, and an MPEG-4

contents server 53 of IPMPS-Type 2002. These servers



connected an | PMP System roam ng service server (hereinafter referred to
as "roam ng service server"), and an MPEG 4 pl ayer 56. 5 Each of the MPEG 4
pl ayer 56 and the roaning server 55 supports the protocol of thel &HUMAN
nmodel .  Wien the MPEG 4 player 56 requestsyfglelivery of a content fromthe
roam ng service server 55, the roam ng service server 55 requests the
contents server 51, 52, 10 or 53 holding the contents to downl oad the
content. It is assunmed here that the content exists in the server 52. In

this case, uUsedraWdigidéead i €8 4 ndeidor g, Hetwesth tdwe robagd ng service
server 55 and the player 15 56. It may al so be perforned sinultaneously
bet ween the cafdidSGts®ra:IPer astde roamng service serwver 55. Then, the
content is downl oaded fromthe server 52 to the roam ng service server 55
over the networHerslinaOtdhi se ferwddach ras nbyodoel e rserniste byetrver Shane
procedure as one of those explained above in the description of the
enbodi ment s oranhyerbeMREGforprayey 3the procedure in accordance with the
OPI MA system |In this enbodi ment, downloading is performed by one of the
procedur & ot her 25Eadtarpf hthe MfPEG? grlare s yad eafd Fhe eI HeI hand, the
OPI MA systemis used _between the roam ng service server 55 and the player
2 B JUL 2004 -Sexven@5 |suppRridprkhe BIeiRGOEHihe S JeRt: wi t h

When the MPEG-4 player 56 requests delivery of a
content from the roaming service server 55, the roaming
service server 55 requests the contents server 51, 52,

10 or 53 holding the contents to download the content.

It is assumed here that the content exists in the
server 52.

In this case, user authentication is performed
between the roaming service server 55 and the player

15 56. It may also be performed simultaneously between
the contents server 53 and the roaming service server
55.

Then, the content is downloaded from the server 52

to the roaming service server 55 over the network 54.
20 This downloading may be performed by the same procedure

as one of those explained above in the description of

the embodiments or may be performed by the procedure in

accordance with the OPIMA system. In this embodiment,

downloading is performed by one of the procedures other
25 than that of the OPIMA system.

On the other hand, the OPIMA system is used

between the roaming service server 55 and the player



only the Type 2000 | PMP System it requests the roamng service server 55
to downl oad the Type 2001 IPMP System Since the roam ng service ggrmgrmlﬁS
has the 5 | PMP Systens for alnost all the contents servers, it nmay
directly download the desired | PMP system4g _termnal 56. That is, the
roam ng service server 55 downl oads the Type 2001 | PMP System After t he
conpl etion of the downl oad of the Type 10 2001 |IPMP System the player 56
can change the IPMP system from Type 2000 to Type 2001 and perform end-to-

end comuni catgen usf Nghd hepEEasl ) er Séltes B rghdigi ded Beberdi nent 4,
data distribution can be perforned w thout any considerabl e del ay, thereby
15 ensuring resily e PRFHOr DBOT I PMIN Syctgm e if reqpectd | ttat i noaminger vi ce
requests realizing the service of the above-described enbodinment wll be
descri bed bel aerHae S6rshovss commiowrilasid thed Pyt | 00 WhEPME he 20
service of this enbodinent is executed by a request froma user or a
contents proviSiestemequiFinge | @ roamiorgrete o e GFerNRY sEF Wi . the g
content or an object includes MPEG 4 IPMP information as shown in Fig. 12,
the | PMP 3 nf orFRHE diy s akox el Moy Ve sy cCOMRE S 19K ® deScribed in
the international standard specification as shown in Fi g 20 This data
contains, as iMay HERGT1Y dprRiRad Pe Adesaged AFME spetefystem I D

regi st er ed by a Registira |on Authorth/. From
terminal 5 That is he roaming service server 55

downlcocads the Type 2001 IPMP System.
After the completion of the download of the Type
10 2001 IPMP System, the player 56 can change the IPMP
system from Type 2000 to Type 2001 and perform end-to-
end communication using the compatible S-Type.

According to Embodiment 4, data distribution can

be performed without any considerable delay, thereby
15 ensuring real-time performance.

An example of a specification of service requests
realizing the service of the above-described embodiment
will be described below.

Fig. 20 shows common basic information when the

20 service of this embodiment is executed by a request
from a user or a contents provider requiring IPMP
information exchange service.

If a content or an object includes MPEG-4 IPMP
information as shown in Fig. 12, the IPMP information

25 has the "IPMP Message” data structure described in the
international standard specification as shown in Fig.

20. This data contains, as its header, a unigue IPMP



this ID, it is possible to identify the type of the |PMP System for
security of the content or object data obtained by user AL 5 On the other
hand, the roanming service provider is required at least: 1) to kndd flHe?00k
type of the IPMP Systemin possession of. uger- A requesting conversion; 2)
to identify the user A's reproducing device to 10 enable delivery of data
after conversion (by using, for exanple, Internet Protocol address (IP
address) or the like as information for identifying the user A's

reproduci ng degiyegkem A rdgilskdiae® dyha daiga shirtdtiw eudHdvA d4ynf orFedn on 15
conversion is requested, or information on a source fromwhich the data
can be obtai nedhiEhd®e riaguis guEsiblw tdo ridkkpadtfyt aHeneypmamfgheservi ce
are comon to all cases regardless of the IPMP System Type, and all users
and al |l roam ngP8®r Byede0 fimrosestairsi tar @ ff dHeaveriteede cgoralygj egft iddtor nat i on
in comon. To enable a user to obtain the service even when changing the
roam ng servi cebgadnedeby tusersyst em nay be arranged so that the proposed
data structure shown 25 in Fig. 20 can be exchanged via a back-channel. In
this mannér, it is FFsSihs @therad@ndse thengioamimso e HERRRPEERA des on a

wor | dwi de standard scale. Z 8 JUL 2004 - 40 As a neans for transmtting a
roam ng ServicéeqU1red at least:

1) to know the type of the IPMP System in possession
of user A requesting conversion;
2) to identify the user A's reproducing device to

10 enable delivery of data after conversion (by using, for
example, Internet Protocol address (IP_address) or the
like as information for identifying the user A's
reproducing device); and
3) +to have the data with which IPMP information

15 conversion is requested, or information on a source
from which the data can be obtained.

These requirements with respect to the roaming
service are commcn to all cases regardless of the IFMP
System Type, and all users and all roaming service

20 providers are to have these sorts of information in
COmmon.

To enable a user to cobtain the service even when
changing the roaming service provider, the system may
be arranged so that the proposed data structure shown

25 in Fig. 20 can be exchanged via a back-channel. In
this manner, it is possible to achieve a more smooth

roaming service on a worldwide standard scale.




request through the proposed (Roami ng Service Syntax) data structure shown
in Fig. 20, and as a nethod nore highly standardized, a flag specification
has been 5 provided with respect to returning of a streamfroma pE&ydt 2004
for enabling upstream processing (a funcLigp _using the back-channel
function in MPEG 4 to deliver information fromthe player side to the
server side) of roam ng service request information supplied as 10

Upchannel information shown in Fig. 20 fromthe player side where

downst r eam pr ocessi ag éfﬁéathQb¥iﬂgaﬁﬂmiNEEﬁ§4abEbaﬁiﬁ?aﬁbéﬂﬂcﬁerfOr”ing
scene reproduction) is perfornmed during ordinary use. This enbodi ment wll

be expl ai ned neghesesphebuhh Bheepadpbecal (R6EmOHgt Besvibefl BRatagN.

| mpl enent ati on of the back-channel in accordance w th the present

i nvention w || dbeadsseuchetdewshbhwnr ¢heFegce2090 bhé dsaai mgsholi mor2l is a
di agram schematically showi ng the 20 configuration of a systemincluding an
MPEG 4 pl ayer hhghdypstéedprdiesiodanéhagospehéfpresian hasebeieon. The
system shown in Fig. 21 is arranged to realize "IP_ Protection" by
operating®"| P papuided" withersgpeem tehoahurninggof2a grreamsfiponet hat
shown in Fig. 3 in 25 that it _has an Intellectual Property Managenent and
Protecti on SysPeRYEFPHPD)endbling vegtreed Breep§ringt (2afvResipeati on and

protection function by the IPMPS 2 8 JUL 2004 - 41 207.
using the back-channel function in MPEG-4 to deliver

information from the player side to the server side) of
roaming service request information supplied as

10 Upchannel information shown in Fig. 20 from the player
side where downstream processing (for receiving an
MPEG-4 bit stream and performing scene reproduction) is
performed during ordinary use. This embodiment will be
explained with respect to an example of use of this

15 function.

Implementation of the back-channel in accordance
with the present invention will be described with
reference to the drawings.

Fig. 21 is a diagram schematically showing the

20 configuration of a system including an MPEG-4 player in
a preferred embodiment of the present invention. The
system shown in Fig. 21 is arranged to realize "IP
Protection"” by coperating "IP Data Set". The system
shown in fig. 21 differs from that shown in Fig. 3 in

25 that it has an Intellectual Property Management and
Protection System (IPMPS) 207 and realizes a copyright

authentication and protection function by the IPMPS



Fig. 22 is a flowhart of the operation of a client relating to
aut henti cation processing. The operation of the system shown in Fgﬁ'JUglﬂlﬂk
will be 5 described belowwith reference to Fig. 22. In a server,
mul tiplexer 201 receives individual objecgis froma plurality of network
sites 201 to 204 having different URLs (Uniform Resource Locators): URL1,
URL2, and URL3, and fornms noving picture data fornmed of 10 these plurality
of objects. This noving picture data is transmtted as an MPEG 4 bit
stream 205 toxxlient over a network by a request fromthe client. In
step S1, the client receives MPEG 4 bit stream 205 fromthe server. To
each of the object ¥ilp. amsid taitilgwdHrst MIEGHe bigersdtisama®d%S i nformation
designating the correspondi ng copyright holder (information on the URL in
thi s enbodi nremdlidrst radlepchegl.td rawstlemtSatien gressiopps atBse by a 20
denmul ti pl exer 206, MPEG 4 bit stream 205 into a plurality of streans
formed by a plapetatiorofofdbjhrer taystam shefwr gt iFig { i hic|widi IndrauRL
information) attached to each object. The URL information attached to each
obj ect i $ supslessarihed MEOWOZ Hs rpirnanam T FIPMVEDS5 Streanf, which is
a streamof "IP Data". In step S3, any information on one URL fromthe
i nf ormati on on one Bt & §AOMeH . & Wi URIeapAGeFeses INGivipal 42
| PMPS 207 is selected. This nmay, for exanple, be |
objects from a plurality of network sites 201 to 204
having different URLs (Uniform Resource Locators)}: URL,,
URL,, and URL,, and forms moving picture data formed of
10 these plurality of objects. This moving picture data
is transmitted as an MPEG-4 bit stream 205 to a client
over a network by a request from the client.
In step S1, the client receives MPEG-4 bit stream
205 from the server. To each of the objects
15 constituting this MPEG-4 bit stream 205, information
designating the corresponding copyright holder
(information on the URL in this embodiment) is
attached.
In step 52, the client separates, by a
20 demultiplexer 206, MPEG-4 bit stream 205 into a
plurality of streams formed by a plurality of objects
and information (including URL information) attached to
each object. The URL information attached to each
object is supplied to IPMPS 207 as a portion of "IPMP
25 Stream", which is a stream of "IP Data".

In step S3, any information on one URL from the

information on one or a plurality of URLs supplied to




designated by an operator or the itens of information on the URLs nmay be
successively selected by IPMPS 207 in predetermned order. 5 In step $4,
on the basis of the selected URL information, an authentication r &t 2004
signal is transmtted to a server 202 haviyag the corresponding URL in one
or a plurality of servers connected to the network. For this transm ssion,
a back-channel 1 or a 10 back-channel 2 described belowis used. In step
S5, transni ssion of an access permi ssion signal fromthe server 202

recei ving the apMpentiosaticORelcRAURSt FrdRAMayS W3 eGmpieen ran access
perm ssion signal is received, the process advances to step S6. 15 If no
access perni ssige’ign@tald by leCepsaGtor ar phedetemd el insmmasiged, the
process noves to step S7. In step S6, access to the object allowed to be
accessed upon pecahe NRIGS nialye baC cerTeRively elleicged b0 ITePSELIMT i Ng
access perm ssion (authentication) is enabled. Mre specifically, a
control signal i2lpriegieteguvined bindgran access control point is set in a
permtting state to enable scene descriptors 208, an audi o visual decoder
209 and obj ect descAmpisdep 580 LB Xhegbesds vffic ther sedpert@dnyR3t ream from
the denultiplexer 206 (that is, the streamof the object allowed to be
accessed by t héPiEEESLigdy: nitsspyithengdgptiop gegueskogdgnad3iso the ot her

hand, in step S7, control signal 212 ,
transmitted to a server 202 having the corresponding

URL in one or a plurality of servers connected to the
network. For this transmission, a back-channel 1 or a
10 back-channel 2 described below is used.

In step 55, transmission of an access permission
signal from the server 202 receiving the authentication
request signal is awaited. When an access permission
signal is received, the process advances to step S6.

15 If no access permission signal is received in a
predetermined time period, the process moves to step
S7.
In step S6, access to the object allowed to be
accessed upon receiving of the access permission signal
20 representing access permission (authentication) is
enabled. More specifically, a control signal 212 for
controlling an access control point is set in a
permitting state to enable scene descriptors 208, an
audio visual decoder 209 and object descriptors 210 to
25 access the corresponding stream from the demultiplexer
206 (that is, the stream of the object allowed to be

accessed by the access permission signal).




for controlling the access control point is set in a prohibiting state to
prohi bit scene descriptors 208, audio visual decoder 209 and Obj%ﬁfJULZUM
descriptors 210 5 from accessing the correspondi ng streamfromthe

derul tipl exer 206 (that is, the stream of 4fe object not allowed to be
accessed after requesting authentication). In step S8, a check is nade as
to whether or not 10 there is other URL information. |If there is remaining
URL information, the process returns to step S3. If there is no other URL
i nformation, the prosesise entlser Aanéneinospesi$7 oncembrgl aphynapr 8t2ssi ng
section 211 perforns scene conposition and graphic processing 15 on the
basi s of data Supptortrélbimgcthe aecess prtortrebgporiyti SvFstalnd@coder 209
and object descriptors 210. At this time, only one of the objects allowed
to be accessemrolibibbingedtate ateopperibibsedpecieserirtepfodtBtion of
any one of the related ogéects may be 20 prohibited unless all RBe obj ect s
are sinmultanecuiasdio wiswabdiesoBer ag@2sany oRFRCh SRS HEREPT Bed

aut henti cation processing will_ be further_descrjbed ig ngrghgetail. The
MPEG 4 bil st rE5eii #eFedeing ceeCerTHTRrPding FhT 2R deE2Ti 5€S the contents

O el O, B SRR o SR P 8] B e PR b ectl " %
Descriptor® or, 0D, PPSGLEPLS' be CRBLB5 D80 % FPOF PP Equesting
authentication).
In step S8, a check is made as to whether or not
10 there is other URL information. If there is remaining
URL information, the process returns to step S3. If
there is no other URL information, the process ends.
A scene composition and graphic processing section
211 performs scene composition and graphic processing
15 on the basis of data supplied from scene descriptors
208, audio visual decoder 209 and object descriptors
210. At this time, only one of the objects allowed to
be accessed may be used as a composition object, or
reproduction of any one of the related objects may be
20 prohibited unless all the objects are simultaneously
allowed to be accessed.
The above-described authentication processing will
be further described in more detail.
The MPEG-4 bit stream includes "ES_Descriptor’
25 which describes the contents of each of "Elementary

Streams" (ES) formed on an object basis, and

"OD_Descriptor" which describes each object itself. If




for renote access and URL information designating an access destination,
renote access is executed by a procedure such as shown in Fig. 23.,5 Fi

23 is a schematic diagramfor explaining renpote access. Referring Zblﬂtgwﬁ
23, "DAI" is an interface layer for interfacing between the MPEG 4 bit
stream and the network, called "DMF Application Interface". Details 10
of this layer are described in paragraph "1SO | EC 14496-6 DM F Docunent
DMF Application Interface", and wll not be explained in this

speci fication. @ SpestREPMPES 4r birbp SHéSa PSS " EBsoser£onf baRessai pt or”
show ng i nformati©®n on t%e 15 ki nd of decoder corresponding to an
“elenentary streatends . adbéss" &g oorL ConfoaheeTon pesighstingt adict ure

formed of several data el enents, one of which is a one- bit upstream

par anet er desigoassagdassinaatonypeenotiet actesofis hesecated ebenent are
described in paragraph 20 "1SQO | EC 14496-1 FCD 8. 3.4

Decoder Conf i ghDesccegtne "suchnas wshownoinbBigxp2adi ned in this specification.
An exanpl e of "Decoder ConfigDescriptor” is shown in Expression |. 25
Expressi dn 1: Decodei@on?dgbesersphenatiti dheg®y t¢msexplaining
Decoder Confi gDescriptor : bit(8) tag=DecoderConfigDescrTag { 2 8 JUL 2006
- 45 5 10 ) remote access.

Referring to Fig. 23, "DAI" is an interface layer
for interfacing between the MPEG-4 bit stream and the
network, called "DMIF Application Interface". Details

10 of this layer are described in paragraph "ISO/IEC
14496-6 DMIF Document DMIF Application Interface", and
will not be explained in this specification.

Alsoc, the MPEG-4 bit stream has
"DecoderConfigDescriptor" showing information on the

15 kind of decoder corresponding to an "elementary stream”
(ES). This "DecoderConfigDescriptor" is a structure
formed of several data elements, one of which is a one-
bit upStream parameter designating a stream type.
Details of this data element are described in paragraph

20 "ISO/IEC 14496-1 FCD 8.3.4 DecoderConfigDescriptor”,
and will not be explained in this specification.

An example of "DecoderConfigDescriptor" is shown

in Expression 1.

25 Expression 1: DecoderConfigDescriptor
aligned(8) class DecoderConfigDescriptor

bit(8) tag=DecoderConfigDescrTag {



bit(8) Ilength; bit(8 ) objectProfilelndication; bit(6) streanilype;
bit(1l) wupstream const bit(1l) reserved = 1; bit(24 ) bufferSi ZgDRil 7004
bit(32) naxBitrate; bit(32) avxBitrate; Decoder Speci ficl nfo
decSpecificlnfo[]; Identification of streams-is performed on the basis of
t he val ue of "streanfype" which is a data elenment in the class declaration
of 15 "Decoder ConfigDescriptor” in Expression 1. The value of
"streamlype" is defined as shown in Table 3. 2 8 JUL 2004 - 46 5 10 15
Tabl e 3: Stream Type Desibgrdigi)onevagities Stream Type Stream Types
Desi gnati on Val ues Ox00reserved for |1SO use Ox01QObj ect Descri pt or Stream
0x02C ockRef er enceSt r eambAx@33c ebgbesPrioftiileisdicamion04Vi sual St ream
0x05Audi oSt r eam

bit(6) streamType;

bit{l) upstream;

5 const bit(l) reserved = 1;

bit(24) bufferSizeDB;

bit(32) maxBitrate;

bit(32) avgBitrate;

DecoderSpecificInfo decSpecificlInfol];

10 3

Identification of streams is performed on the
basis of the value of "streamType" which is a data
element in the class declaration of

15 "DecoderConfigDescriptor" in Expression 1. The value

of "streamType" is defined as shown in Table 3.




Ox06MPEG/St ream 0x071 PMPSt ream 0x08, 0x09reserved for |SO use

OxQAMbj ect Content | nf oSt ream OxOC- 0x1F reserved for | SO use 0x20- %3 [ YA
private In Table 3, a value for identifying "I PMPStreant specific to
this enbodinment is added to "1SO | EC 144963¢1-FCD Tabl e 0-1: streamlype

Val ues. The paranmeters and 20 terns in Table 3 are the sane as those in
"ISO I EC 14496-1 FCD' and will not be explained in this specification. As
shown in Fig. 21, when "DecoderConfigDescriptor.upStreani, which is a flag
25 desi gnat i ngrabeedB: estireamofrypesbesagnasidh” Valbessystemis in an
"upstream state” in which a streamis transferred fromthe client side to

the server side. A transfer ftunction $gg%th|§%5u streani’ state i|ls called
"back- channel 1".S§5?EﬂrF§ €0 dinary frep [ B JUL 2004 - 47
" Decoder Confi g Lstzero—and the—systemina——
"downst r eant' stat@xoo whi ch a streamiji s résapsé@rres fsomsde servgr side
to the client Erde: OTthe other naﬂd'—Tﬁ_H‘CHEE‘WNET@‘Q‘T@ﬁUE§T‘TOr 5
perm ssiof to jpccP8891lto an object is |ppd@bjectDescriptorStream
"Dec9deernfigDes5§bEtor upStreanT | 5| sef1iOkrdfel&ndSEradfck- charnel 1"
for "upstrean |-ef—heeessary—data—to
0x03 SceneDescriptionStream
0x04 VisualStream
0x05 AudioStream
10 0x06 MPEG7Stream
0x07 IPMPStream
0x08, 0x09 reserved for 150 use
0x0A ObjectContentInfoStream
0x0C-0x1F reserved for IS0 use
15 0x20-0x3F user private

In Table 3, a value for identifying "IPMPStream"
specific to this embodiment is added to "ISO/IEC 14496-
1 FCD Table 0-1: streamType Values. The parameters and
20 terms in Table 3 are the same as those in "ISO/I1IEC
14496-1 FCD" and will not be explained in this
specification.
As shown in Fig. 21, when
"DecoderConfigDescriptor.upStream"”, which is a flag
25 designating the direction of a stream is "1", the
system is in an "upstream state" in which a stream is
transferred from the client side to the server side. A
transfer function using this "upstream” state is called

"back-channel 1".

30 During ordinary reproduction,




URL destination. Through this channel, "IPWMP Managenent Data" (intgellectual
property right 10 managenent information) is transmtted as "1 PMPSth ddnf00i
to the server side. This renote access enables transfer of response data
fromthe URL destination. "IPWMPStreant showsp Ln Table 3 is constituted by
"IPMP ES" and "IPMP D'. One "IPMP ES" is fornmed by a 15 sequence of
"1 PMP- Messages”. Expression 2 represents an exanple of description of
"I PMP Messages". Expression 2: | PMP_Message 20 class | PMP_Message() f
unsi gned i nt ( 8y DetbBYBSCEBE GDURET i phbr( Lpskasbiil; ikNkerb, shar thel = 0; 1 <
| PMPS_TypeCount; i++)( 25 unsigned int(16) |PMPS Type[[i]]; unsigned
int(32) of fsesfEitkh; in ansdgnedtirebml6xtalkenghhiyhiikbh; a 2t&edbl 12034 - 48
5 URL; ) if (hasURL){ unsigned int(15) |engthOfURLDIitS; bit(3)reserved
=ol I I';  unsi ghednehiefredgtfirGmURbE seyvemgeh@e toh&hg8rlient side.
URLSt ring[ | engt hOf URL] ;

On the other hand, in a case where a request for

5 permission to access to an object is made,

"DecoderConfigDescriptor.upStream” is set to "1" to use

"back-channel 1" for "upstream" of necessary data to a

URL destination. Through this channel, "IPMP

Management Data" (intellectual property right

10 management information) is transmitted as "IPMPStream"
to the server side. This remote access enables
transfer of response data from the URL destination.
"IPMPStream"” shown in Table 3 is constituted by
"IPMP_ES" and "IPMP D". One "IPMP ES" is formed by a
15 sequence of "IPMP Messages".

Expression 2 represents an example of description

of "IPMP Messages".

Expression 2: IPMP Message
20 class IPMP_Message( }{
unsigned int(8) IPMPS TypeCount;
bit(l) hasURL;
int i;
for (i = 0; i < IPMPS TypeCount; i++){
25 unsigned int(16) IPMPS Typel[[i]]:

unsigned int(32) offset[[i]];

unsigned int(16) length[[i]]:




10 for (i = 0; i < |IPMPS TypeCount; i++){ <char(8) I|PM data[length[i]]
) In Expression 2, "IPMPS TypeCount" represents the 15 nunber g g%eiﬁnt
"I PMPS types". Therefore different | PMPSs can exist and "I PMP neg 00
can be adapted to a plurality of IPMPSs._ Iffg @ URL is designated,

"I PMPS_TypeCount™ has "0" and other m ninumvalues "1". In this case, 20
"I PMP_Message" externally stored is referred to and wused instead of
internal "I PMP Message". Also, "IPMPS D' is formed by "I PMP Descriptor"”.
This "1 PVP Descriptor" i} a data structure for fine |PWP control wth
respect to each of "elenentary 25 streans". Further, "IPMP Descriptor
Updates" is executed agfa (paduran {of an obj ect Descriptor stream

Equation 3 represents an exanple of description of 2 8 JUL 2004 - 49 "IPMP
Descri pti on Updates". Expressi omn3igneid iDasdrib )p tlenigid@fd/RIdliitgred( 8)

class | PMP_ Descri pt or Updat e: unit(8) 5 IPW DescrlptorUpdateTag{

unsi gned int(8) descrlptorCbunﬁﬂii@)ﬁ#ﬁerved“ﬂ@ﬂlép =0; i <

descriptorCount; i++){ |PM Descrlptor d[i]];
5 unsigned int(lengthOfURLbits)lengthOf

URL;
char(8) URLString[lengthOfURL];
3
for (1 = 0; 1 < IPMPS TypeCount; i++){
10 char(8) IPMP data[length[i]];
}
3
In Expression 2, "IPMPS TypeCount" represents the
15 number of different "IPMPS types". Therefore,

different IPMPSs can exist and "IPMP messages” can be
adapted to a plurality of IPMPSs.
If a URL is designated, "IPMPS TypeCount" has "0"
and other minimum values "1". In this case,
20 "IPMP Message" externally stored is referred to and
used instead of internal "IPMP Message".
Also, "IPMPS D" is formed by "IPMP Descriptor".
This "IPMP Descriptor" is a data structure for fine
IPMP control with respect to each of "elementary
25 streams". Further, "IPMP Descriptor Updates" is
executed as a portion of an object Descriptor stream.

Equation 3 represents an example of description of




) In Expression 3, "descriptorCount” represents the nunber of "IPM
Descriptors” to be updated, and d[i) 15 represents one "I PMP Descrz'gogmr'mm
Expression 4 represents an exanpl e of description of "IPM Descriptor™.
Expression 4: | PMP_Descriptor 20 class IPMg Descriptor(){ 25 bit(8) IPM
Descriptor ID;, unsigned int(8) |IPMPS TypeCount; bit(1l) hasURL; int i;
for (i =0; 1 < |IPMPS TypeCount; i++){ unsigned int(16)

| PMPS_Type[[i]]; unsigned int(32) offset[[i]]; 2 8 JUL 2004 - 50

unsi gned i nt ( *@pMrenr@dtidigtdiord ubdiatesf. (hasURL){ unsigned int(5)

| engt hNOF URLbits; bit(3) reserved=Cblll; unsigned int(lengthO URLbIitS)
l engt hOF URL; char(8) URLString[lengthOFURL]; ) for (i =0; i <
| PMPS_TypeCount; i ++){
Expression 3: IPMP DescriptorUpdate
aligned(8) class IPMP DescriptorUpdate: unit(8)
5 IPMP DescriptorUpdateTag{
unsigned int(8) descriptorCount:
int i;
for (i = 0; i < descriptorCount; i++){

IPMP Descriptor daf[ill:

10 }

In Expression 3, "descriptorCount" represents the
number of "IPMP Descriptors" to be updated, and dfil]
15 represents one "IPMP Descriptor".
Expression 4 represents an example of description

of "IPMP Descriptor".

Expression 4: IPMP Descriptor
20 class IPMP Descriptor(){
bit(8) IPMP Descriptor_ID;
unsigned int(8) IPMPS TypeCount;

bit(1l) hasURL;

int i;
25 for (i = 0; i < IPMPS TypeCount; i++){
unsigned int(16) IPMPS Typel([i]]:

unsigned int(32) offset[[i]]:




char(8) |IPMP_data[length[i]]; |In Expression 4, "IPM Descriptor ID" is a
nunber 15 uni quely assigned to each "I PMP Descriptor”, "ES_Descri}g ons 200
refers to "IPMP_Descriptors”™ by using "IPMP Descriptor ID', and "I PMPS
TypeCount” represents the nunber of diffpr§6n_l PMPSs desi gnat ed by

"I PMP_Message ". 20 Fig. 24 is a diagram show ng an exanple of a

hi erarchical structure in a case where there is a further designated URL
froma URL destination. Needless to say, while an exanple of a two-strata
structure is illustrated in F&greds ﬁ,g(fy@)e-l%r{@gﬁ{[ 2bypiructure, a
four-strata structure, and so on may be fornmedf %ere are further
designated URLs. Although "IPMPStreant is not understandably shown in Fig.
24, 2 8 JUL 2001 - 51 "IPMP_ES" or "IPMP_D'" relating to an object renote-
designated is decoded oriff qrRdsyrRECcCEessed in  correspondence wth
"SceneDescriptionStreamt or "ObjectDescriptorStreant when necessary, as is
that 5 shown in Fig. 23. Auirsigrezhtiron Sy deessinGf URLbgtd he "upstreant
state of an MPEG 4 bit stream i.e., back-channel 1, has been descri bed.
However, Such authenti cati orbitrdocessseryadilig Idack- channel 1 is "upstreant
10 processing at the tinme of real-time reproduction of a bit stream
Therefore, it is particul ar lynsignasddt(dengtinffUideid Y carsmthyf WL

conparatively small anount
char(8) URLString{lengthCfURL];

1
for (i = 0; i < IPMPS_TypeCount; i++){
10 char(8) IPMP datal[length[i]]:
}
3

In Expression 4, "IPMP Descriptor_ ID" is a number

15 uniquely assigned to each "IPMP_Descriptor”,
"ES_Descriptors" refers to "IPMP Descriptors"” by using
"IPMP Descriptor_ID", and "IPMPS TypeCount" represents
the number of different IPMPSs designated by
"IPMP_Message".

20 Fig. 24 is a diagram showing an example of a
hierarchical structure in a case where there is a
further designated URL from a URL destination.
Needless to say, while an example of a two-strata
structure is illustrated in Fig. 24, a three-strata

25 structure, a four-strata structure, and so on may be
formed if there are further designated URLs. Although

"IPMPStream" is not understandably shown in Fig. 24,




of data requiring only a short processing tinme. In a systemperformng a
real -time reproduction, it is 15 desirable to mnim ze the delay d Hmh 004
renote access and authentication through "back-channel 1". Even whe g '
amount of data is small, a substantially g?ng time may be required to
conplete authentication. Therefore, the delay in comrunication 20 through
"back-channel 1" is a consideration. A 25 preferred solution of this
probl em worked out by considering an allowable delay tinme and a need for

interactive opeipbl &Y b8  PpRpONF deaBLRQNEL " RRCE  8RNAGGLeLN this
enbodi nent, therefore, an |I/O (inter- device input/output) i nterface

different froraédagniesd MEG&edolbl &' eamdbtEANSHLSSEQNIAS provided. A
channel 2 8 JUL 2004 - 52 through this interface is hereinafter referred

to as "back- chernesp@dndeles o ctilesseéheDgs @bl fedbhSeteHN" phHCESSi Ng usi ng
"back-channel 2", the relationship between the amounts 5 of data and the
del ay tinmes of"ObhpektDéscnitptdisendathaskes haooess2t'y Widd £$rshabe

di scussed. According to a report from"MPEG 4 Requirenent G oup”, an

al | onabl & del styowm nen of ig baz&- channel " not detrinental to real- tine
reproduction is one franme period. Table 4 shows 10 the rel ationship between
"back-channel 1" ardutherkiczhbemeprotessing resiratthe tupstrgpoled anounts

of data
state of an MPEG-4 bit stream, i.e., back-channel 1,

has been described. However, such authentication
processing using back-channel 1 is "upStream"
processing at the time of real-time reproduction of a
bit stream. Therefore, it is particularly intended for
high-speed processing of a comparatively small amount
of data requiring only a short processing time. In a
system performing a real-time reproduction, it is
desirable to minimize the delay due to remote access
and authentication through "“back-channel 1".

Even when the amount of data is small, a
substantially long time may be required to complete
authentication. Therefore, the delay in communication
through "back-channel 1" is a consideration. A
preferred solution of this problem worked out by
considering an allowable delay time and a need for
interactive operability is to provide a second "back-
channel".

In this embodiment, therefore, an I/0 (inter-
device input/output) interface different from that for

MPEG-4 bit stream transmission is provided. A channel




and transfer rates determned on the basis of this allowable delay tine.
15 Table 4 20 NanmePur poseAnount of Delay tinme data back-High-speeQ%OﬁR‘ﬁm
5000100 to 300 channel 1IPMP renotebits/sns access for authenticatio

back- Lowspeed | PMP>500 ns channel 2inpul/gstput access for authentication
In the case of high-speed | PMP renpte access for authentication, an anmount
of data within 100 to 500 bit/franme can be processed through a 3 to 5

k/ sec 25 transmission |line according to alimt to the delay tine. Table 4

can be regar degh®sugh deh by - bateinf sbd 28 Hoke2ROfterSBeféftadi @8SALP as a
result of "renbte content access"” by a "back-channel" according to

" | PMP_Message""iiatleschahidP_Descriptor” data and URL designation.
Therefore, the anobunt of data for actual authentication is 5 restricted.
On the ot her hand, Bafdmatdestriningnsubibsntication pnoesysLhgonstifg
relationship with stream processing.
"back-channel 2", the relationship between the amounts
5 of data and the delay times of "back-channel 1" and
"back-channel 2" will first be discussed. According to
a report from "MPEG-4 Requirement Group", an allowable
delay time of "back-channel" not detrimental to real-
time reproduction is one frame period. Table 4 shows
10 the relationship between "back-channel 1" and "back-
channel 2" with respect to the supposed amounts of data

and transfer rates determined on the basis of this

allowable delay time.

15 Table 4

Name Purpose Amocunt of Delay time
data

back- High-speed 3000 to 5000 | 100 tc 300

channel 1 | IPMP remote bits/s ms
access for
authentication

back- Low-speed IPMP >500 ms

20 channel 2 | input/output

access for
authentication

In the case of high-speed IPMP remote access for
authentication, an amount of data within 100 to 500
bit/frame can be processed through a 3 to 5 k/sec

25 = transmission line according to a limit to the delay

time. Table 4 can be regarded as a delay-bandwidth




It is also supposed that authentication for obtaining a plurality of
objects will require 10 communication not wwth only one site but m?gm f
plurality of sites. In such a case, the condition as shown in Tab H 2004
becones nore difficult to satisfy and thessystemis not practically
usable. Therefore, it is preferable to use "back-channel 2" for an 15

aut henti cation procedure for which | ow speed processing in an asynchronous
relationship with stream processing nay suffice. Processing using

"back-channel r51a¢idndleip dasd i Resl bel O, " At Wbdtedt Gicddss" by

"back--channel 2" 20 for |ow speed |IPWP input/output access for

aut henti cati o i“bgmodiitathels aitddfA{nieS -"deMc Med Sy Y G4t ) interface
basically different fromthat for MPEG 4 bit streamtransni ssion. A

conput er ter mYHEME Dedunviptp ! kiytwainll URLDJedisplayicnd arHesefbirs,

provi ded externally to "back- channel 2". The conmputer termnal 214 is
connected to thd dmpitonef ideetaanfbt adtRAS a2heritnidatio? i85 JUL 2004 - 54
arrangenent, the conputer termnal 214 receives, from |PMPS 207,

i nf or mat ion oresfjmettted.n drsttheamilierh hagd, c lrvdinengnitdadaitdroredrssunegi r ed,
and information on an authenticator managi ng the object, and indicates the
5 received i nfigmeatiroromsynehiapus redptdeesitier wisd) edizeabne of the

objects in the streamw th which authentication is required by referring
to t he processing.

It is also supposed that authentication for
obtaining a plurality of objects will require
10 communication not with only one site but with a
plurality of sites. In such a case, the condition as
shown in Table 4 becomes more difficult to satisfy and
the system is not practically usable. Therefore, it is
preferable to use "back-channel 2" for an
15 authentication procedure for which low-speed processing
in an asynchronous relationship with stream processing
may suffice.
Processing using "back-channel 2" will be
described below. As shown in Fig. 21, "“back-channel 2"
20 for low-speed IPMP input/output access for
authentication is provided as an I/0 {(inter-device
input/output) interface basically different from that
for MPEG-4 bit stream transmission.
A computer terminal 214 having a keyboard, a
25 display and a modem is provided externally to "back-
channel 2". The computer terminal 214 is connected to

a telephone line and to IPMFS 207. In this




i nformati on on the display. The conputer termnals 214 nake a tel ephone
call to the authenticator, receives 10 information on an authenti,cation
process and an access code, and indicates the contents of the r ddeilile 804
informati on on the display. Wen the oper r inputs the received

i nformati on by using the keyboard, the 1 S 207 is informed of the input

i nformati on and sets 15 the necessary object to be accessible. Wile a case
of using a tel ephone |ine has been described by way of exanple, a cable

for cable televis a A\ Metelyni Tl |,0 ... for .exanple,
may al ternati\?gyf e l?glétd. E%JIE! per sonal ccr)rﬁrr%béfle?lcarg :iiliﬂe%sa'r dFEPR whi ch
[ nf or MRt i 0N NGERREANG O EAGRY @ RENERIdan 1Pl Atk B, Adyance under

contract with the authenticator is stored may be used if neceSsary. The

PC card is ingaited authent iREMIloh i efdpnecl, e 35 emuli®in tes mgal 214
to informI|PMPS 207 of the information necessary for access

aut hent i cat i oauthieheietosemanagitite tHRe eaSjaict ,okinecti daa eascassi ble. 2 8
JUL 2004 - 55 1In a case where an authentication process requiring a

subst ant bal | y rkerd vege iatfiorgiaandioon atich@itsipdalyl.on aAln e ddtdr
above-descri bed | ow speed processing is effective under a non-real-tinme 5
condi tion, susklestahepmst ofarohee@bgedudts dm itheststurieath wiath athidte time of

a scene change. As descri bed above, in this enbodi nent, "back-
authentication is required by referring to the

information on the display. The computer terminals 214
make a telephone call to the authenticator, receives

10 information on an authentication process and an access
code, and indicates the contents of the received
information on the display. When the operator inputs
the received information by using the keyboard, the
IPMPS 207 is informed of the input information and sets

15 the necessary object to be accessible.

While a case of using a telephone line has been
described by way of example, a cable for cable
television or a wireless communication channel, for
example, may alternatively be used.

20 A personal computer card (PC card) in which
information necessary for access authentication
obtained in advance under contract with the
authenticator is stored may be used if necessary. The
PC card is inserted into a PCMCIA interface of the

25 computer terminal 214 to inform IPMPS 207 of the
information necessary for access authentication,

thereby setting the necessary cobject to be accessible.




channel 1" and "back-channel 2" may be selectively used according to use.
The system nay be arranged so that 10 one of these channels can bq%§ﬂh?ﬂm?d
by an operator, or so that processing in the systemis perforned by
considering a delay time limt, or the | to optimze the selection. As
descri bed above, two different types of "back- 15 channels" are provided to
realize highly flexible authentication processing. The present invention
may be applied to a system constituted by a plurality of devices or a

system constituted Py QREAGNHGS 40 alifhdrMeM Qo a4y esent invention

intends to include a device or a method constituted by one constituent in
the entire Se&@q%&r@Q@ﬁEiEﬁﬁ&&é&dﬂidﬂT& 198 pertiRf R or responding to

t he above-described enbodinents in the scope of the invention clainmed by
25 the invent aithEildatgidrorimef, &aeh adloviehaederiites ilov-peatpve-

descri bed enbodi nrents can also be realized in such a 2 8 JUL 2004 - 56
manner that apsbakeagdmedisumfdectiveh upidegr annoedegadr-a&imeecorded i s
tenporarily or fixedly set in a systemor a device, and a conputer (or a
CPU or a5m cr cpndddssor, swaht asVRUen iscrelze deprodugtisystiemsteadsdut t he
5 program codes stored on the storage medium In this case, the program
codes t hensel vas ateddheo Htimer o Bheceskeochgagesdi um or the storage nedi um

itself constitutes
As described above, in this embodiment, "back-

channel 1" and "back-channel 2" may be selectively used
according to use. The system may be arranged so that

10 one of these channels can be selected by an operator,
or so that processing in the system is performed by
considering a delay time limit, or the like, to
optimize the selection.

As described above, two different types of "back-

15 channels" are provided to realize highly flexible
authentication processing.

The present invention may be applied to a system
constituted by a plurality of devices or a system
constituted by one device.

20 The inventor of the present invention intends to
include a device or a method constituted by one
constituent in the entire sets of constituents of the
devices or methods corresponding to the above-described
embodiments in the scope of the invention claimed by

25 the inventor.

The functions of each of the devices in the above-

described embodiments can also be realized in such a




the invention legally clained. The recordi ng medi um for supplying such
program 10 codes is, preferably, for exanple, a floppy disk, a hard disk,
an optical disk, a magneto-optical disc, a conpact disk-read onlyg r]g,_mw%
(CD-ROM, a conpact disk- readable (CD-R), magnetic card, a menory car
using a non-volatile nenory, or a read-onty nenory, or the 15 like.
However, any other nmedium may be used as the recording nmediumin
accordance with the present invention. The technical scope of the present

invention coyers a4 node-of iapls gﬁ@am@ S diech f]géle@éfan égdég %@iec“ a
corrpgt er execut es_program podes rea out rom a_ rec I‘ ng ne !um O
realize the fuynetd,ons Sﬁ%érhﬁof&iiﬁeoﬁrﬁﬁféﬁl%r%’@@tiﬁna & ¥pigh an

operating system (OS) or the like running on the conputer shares a part

of actual proerssidy, Mnded fCbmPutde €5t |4 My QSRS i Mt-Lipidass8fdance
Wi th instructions based on the program codes. The technical scope of the

present inventirdrt givMe )) B Whe 0y icd lor CHyctsm arawdle @it i vk enent ati on
of the invention in which programcodes read out froma storage nedium are
witten t9 a mergrnampraxiaedstored fomcthe natomdge madium boarw thserted in a
conmputer or a functional extension 5 unit connected to the conputer, and a
CPU or the |ik@sepr dshedgragramecddest flumde exeenseah doarfican the
functional extension unit shares a part of actual
storage medium or the storage medium itself constitutes
the invention legally claimed.

The recording medium for supplying such program
codes 1is, preferably, for example, a floppy disk, a
hard disk, an optical disk, a magneto-optical disc, a
compact disk-read only memory (CD-ROM), a compact disk-
readable (CD-R), a magnetic card, a memory card using a
non-vclatile memory, or a read-only memory, or the
like. However, any other medium may be used as the
recording medium in accordance with the present
invention.

The technical scope of the present invention
covers a mode of implementation of the invention in
which a computer executes program codes read 6ut from a
recording medium to realize the functions specific to
the present invention, and in which an operating system
(05) or the like running on the computer shares a part
of actual processing or performs the entire processing
in accordance with instructions based on the program

codes.

The technical scope of the present invention also




processing or perforns the entire processing in accordance with

I nstructions based on the program 10 codes. As described above, in _a system
according to the present enbodi nent, which enables a client / usZrﬂ J@ 2004
obtain contents or object data froma contents provider server, each
content or object data is formed as MPEG 4 15 data in accordance with an

I nternational standard specification ensuring nutual conpatibility, as
shown in Fig. 12, to which private | PVMP data, such as a public key and

passwords, neeRRAY o Ao Us Rl tatSRHIdA Yund AdUdHt i gt al
wat er mar k, decryption, and 20 renoval of the digital watermark, iIs

attached. By w#Sidhg i BEdeRNread Ml Fa-dindla Hedrddel nddt i Gt
contents data protected with desired security can be provided, as

descri bed bel @witkerA teery inkendry @ricdrietdd drcenvRidcdilVR1 ri:afdradion 25
proper to a content or an object which a user wishes to reproduce into

| PMP Syst em i bbard@atineemredpan ta0 compua@rocduc ta durdehiicemll rexaesseseh on of
the user. The 2 8 JUL 2004 - 58 WMPEG 4 data portion of the obtained
content &r objueditt cdainecitedndd itheacoopddiess wirtch & KPU e rabet | lorted
standard specification and having nutual conpatibility is not changed by
thi s conversi erovddedhenottiher fivamedionalhexhensdian ltRwrdierathe g., a public
key and passwords, necessary for encryption for security, formng a

di gi tal wat er fHPRTigE&Ly SETtERSiond Undifp Phiares @ part of ‘actual

processing or performs the entire processing in
accordance with instructions based on the program
10 codes.

As described above, in a system according to the
present embodiment, which enables a client / user to
obtain contents or object data from a contents provider
server, each content or object data is formed as MPEG-4

15 data in accordance with an international standard
specification ensuring mutual compatibility, as shown
in Fig. 12, to which private IPMP data, such as a
public key and passwords, necessary for encryption for.
security, forming a digital watermark, decryption, and

20 removal of the digital watermark, is attached. By
using such a system, a service for distributing digital
contents data protected with desired security can be
provided, as described below.
1. A service is offered to convert IPMP information

25 proper to a content or an object which a user wishes to
reproduce into IPMP System information proper to a

reproduction device in possession of the user. The




the digital watermark is converted into the form corresponding to the
user's I PMP system Thus, the 10 security of the content or obj ectzﬂdﬁ a?dg?
mai ntained. 2. |If one content is forned of objects having a plural ly
different kinds of IPMP information, a yi§$rious agency service for
perform ng user authentication with each of I PMP System servers 15
managi ng the objects is perforned at user's request, or the like. As
descri bed above, each of a plan to provide a comon |IPMP platformand a

plan to deter fpig; Weiatd PWREfh RP &étmm@d'&&&&@%ﬁ%mée%” an

internmediate digital contents distribution service provi ng the

above- descri befhsert e in AbSrSandd Svitheco! oM Ngh efdeet s can be
obtained. 1) A user can reproduce a content having | PMP System

i nformation digtfeiird fepueiiota®©fon tnd MY S it efl acciip M £ei W t h
whi ch the user wishes to reproduce the content, or a content fornmed of a

plurality of ahy erits.chaligdd by tois neNessariod Or on igidaltieantieis/ obj ect
2 8 JUL 2004 - 59 data distributors to disclose their security systens to
or di nary Suser sheAlsd vatteerEPMB detaneed d or proabldicakeyrendini fi ed standard
| PMP System It is therefore possible to construct a security system such
as to neet 5 @agEvwarilsr omceswme oy emahjsiton rightsdmiddry, 3) The
problemin terns of operability for users and restrictions on the system
due to the exif$ttdHdWw gf digital watermark, decryption, and removal of
the digital watermark is converted intoc the form
corresponding to the user's IPMP system. Thus, the
10 security of the content or object data is maintained.
2. If one content is formed of objects having a
plurality of different kinds of IPMP information, a
vicarious agency service for performing user
authentication with each of IPMP System servers
15 managing the objects is performed at user's request, or
the like.
As described above, each of a plan to provide a
common IPMP platform and a plan to determine one
standard IPMP System entails a drawback.
20 If an intermediate digital contents distribution
service provider offering the above-described services
1l and 2 exists, the following effects can be obtained.
1) A user can reproduce a content having IPMP System
information different from that of the IPMP system of a
25 device with which the user wishes to reproduce the

content, or a content formed of a plurality of objects.

2} It is not necessary for original contents/object




different | PMP systens can be solved or reduced, thereby achieving

I nteroperability of the IPMP System 10 on the content/object data 89F

side with users. According to the present enbodi ment, as describéd UgﬁEMe,
a user can reproduce a content with a protection systemdifferent from an
intell ectual property right protection systemof a device with which the
user 15 wishes to reproduce the content, or a content formed of a
plurality of objects. On the other hand, it is not necessary for original

contents/objeggtgag tt@fﬂdﬁéﬁ&Qﬁ? d%d¥6§écﬁﬁﬁkh%bcu %§g’%$%,ed§e€§ndard

ordi nary user here 1s no need tor providing one

intellectual preERaBLY Lishis.Prahess, %er%)’sitsemo( %e@@ VB robSl &g

Therefore, a security system according to a demand ron1a content (or

obj ect) righbnBolgeriean skAneRRH MisreGystiag . pr akl e ithelr@ G- Of
operability for users and restrictions on the system 25 due to the

exi stence of dbkkebeat tbnicehnisediudd] PRty Gyghtlemp AR A0S Widens can
be sol ved or reduced, thereby achieving interoperability of the

intell ecbual 2 Qemdbd ZOOA4 a GOntMPEiy obijght )praghact heldsyst em on t he
content/object data supply side with users. In other words, the foregoing
description of3) efbhedprebilemhds eemsgiofewpeaabilllityt fabti wsepuw masks 5 only
and not to be construed as inposing any limtation in every respect. The
scope of the raegntcgdonss ophdhef gystemodpe to the existence of

different IPMP systems can be solved or reduced,
thereby achieving interoperability of the IPMP System
10 on the content/object data supply side with users.
According to the present embodiment, as described
above, a user can reproduce a content with a protection
system different from an intellectual property right
protection system of a device with which the user
15 wishes to reproduce the content, or a content formed of
a plurality of cobjects. On the other hand, it is not
necessary for original contents/object data
distributors to disclose their security systems to
ordinary users, and there is no need for providing one
20 unified standard intellectual property right protection
System (e.g., IPMP System). Therefore, a security
system according to a demand from a content (or object)
right holder can be constructed. The problem in terms
of operability for users and restrictions on the system
25 due to the existence of different intellectual property
right protection systems can be solved or reduced,

thereby achieving interoperability of the intellectual




determ ned solely by the following clains and not I|imted by the text of
the specifications and 10 alterations nade within a scope equivalent to the
claims fall within the true spirit and scope of the invention. 228 HWLZ04
2004 - 61 WHAT IS CLAIMED IS: 1. A roam server connected to a client
terminal and a digital contents server through a network, conprising:

recei ving neans for receiving fromsaid digital contents server a digital
content protected by a first intellectual property protection system

change neans %96;,%&%’}“&%&{1%11'0%@& -%g.; ﬁyrsteq{ %erﬁ%c%%tt%&gﬁaekf%ééem of

the received digital “conttent =~ fromt st 1 ntel

protection syghem Qpplyseaerd Jittrehiertual property protection system and
transm ssion neans for fransmtting to said client termnal the digital

content protected hy idiheseeids, MRl At ngf AR JHiie e ON system
wherein the second intellectual property protection systemis an

intell ectual prbpeiment=othact bern Sisteemadt G lustraguivieepudporrigl client
termnal or said digital contents server. 2. A roam ng server according to
claim 1, Sfurtbely aokpmicti g peoteisitamesly sise impofdnga kingn lhiedeaiat fgn means
for receiving fromsaid client termnal information for an intellectual
property protéot e¥RIYySEeSPedtti.ch said client termnals conplies with.

The scope of the invention, is therefore, to be
determined solely by the following claims and not
limited by the text of the specifications and
alterations made within a scope equivalent to the

claims fall within the true spirit and scope of the

invention. .




3. A roamng server according to claim2, wherein said change neans
performs change processing on the basis of the information received by
said protection system information receiving neans. 4. A roam ng]gejyemng;
according to claim1, further conprising nmeans for receiving change
request information of an intellectual property protection systemfromthe
digital contents server, wherein sai ¢#lchange neans perforns change
processi ng on the basis of the change request information. 2 8 JUL 2004 -
62 5. A reaming sertier according to claim1, further conprising neans f
or actingWHéi a6t REALMER: 16 of said client terminal and said digital
contents server. 6. A roam ng server according to claiml1l, wherein the

di gi tal content; comr isgs;Hifiskal; sdatanreneeded i o ascendancemihiah MPEG 4.
7. A roaming server according to claim®6, wherein the intellectua

property pR&t Ectiicd s COmtEOHST iIS§6Y <an thrPVBRSEs PEfl OB - - ACPBRFLAG S er ver

according to clai m fecetRang rmelalBMD%eg&%cellr}lhawzmsgémt ahcikBVP Message
in accordance with NPEG—4 IS v.1_is used. to |den i fy the IPNP system 9.

A roani ng“8ErFEESaSETE NG H&Sﬁﬁi%ﬂQ?“ REPTeESRPr PEi fg*hEShs for
recei vi ngintfeQrirmttual fpafo peRMYS pEyjre c tikinC sysaied : cl i ent tern1na| conplies

with. 10. A roam ng server ggg{%%pgc&%n%l%lnl e tHEEhgectuggprising nmeans
for receiving IP adé?ess‘(thernet Prot o
properxty protection system of the received digital content

from the first intellectuwzl property protection system to a
second intellectual property protection system; and
transmission means forx tranémitting to gaild client

terminal the digital content protected by the second
intellectual properxrty protection system,

wherein the second intellectual property
protection system is an dntellectual property protection
svstem which is reguired by said client terminal or said

digital contents server.

2. A roaming server according to claim 1, further
comprising protection system information recelving means for
receiving from said client terminal information for an
intellectual property protection system which said client

terminals complies with.

3. A roaming server accoxding to claim 2, wherein
said change means performs change processing on the basis of
the information received by said protection systiem

information receiving means.

4. A roaming server according to claim 1, further

comprising means for receiving change request information of
an intellectuwal property protection system from the digital
contents server, wherein said change means performs change

processing on the basis of the change request information.



o L. S

address) information for identifying said client. 11. A roam ng server
according.to claim9, further conprising neans for receiving URL Z(ygg[f g%n
Resource Locator) information for identifying the digital content. :
roam ng server connected to a client termnal through a network,
conprising: receiving nmeans for receiving fromsaid client termnal a
digital content protected by a first idtéllectual 2 8 JUL 2004 - 63
property protection system change neans for changing the intell ectual
property protectionasystRAnef sehecreeecvedidigtd atlabmt ent fH¥bAEThe fir st

intellectual property protection systemtao. Sec dntell al property
prot ect i oﬁ°§1§’gtléﬁ=1n9aﬁﬁaf‘ﬁaﬁ§ﬁi §§i”o%gnggﬁs°f‘g?e?%a§€%% i ﬁ% %fg)igai d client

term nal theedhgiteamioent entd praldectiedthy theteetengerverel | ectual property
protection system wherein the second intellectual property protection
systemis an intellectual property protection systemwhich is required by

said client termnal. 13. A roamn server, -%CC%diic'l%iTrP fl aim 12, further
conpri sing proté&cti dn TEFIEER iSO TG G T EEE vithg means for  recei vi ng

fromsaid %%ggémt r m'éﬂaggg;a fgqrqqlgctn%nqcntgoor{ :airgﬁesicorgi &gt Léaeltham operty

protecti ol ermmna ies with.. 14. A roam ng

server according to clalimJl13 whersgin, id change nmeans perfornms change
. .Pﬁft,a- -

processi n&ngﬁ)dt R L A "‘flnﬁ{orna I on

system

recei ved by said protection

7. 2 roaming server according to claim 6, wherein
the intellectual property protectlon system comprises an
IPHMP System.

8. A roaming server according to claim 7,
wherein IPMPS Type in IPMP Descriptor IPMP Message in
accordance with MPEG-4 IS v.l is used to identify the

IPMP system.

g. A roaming server according to claim 8, further
comprising means for receiving information for IPMFPS Type

which said client terminal complies with.

10. A roaming server according to claim 9, fuxther
comprising means for receiving IP address (Internet Protocol

address) information for identifying said client.

11. A roaming server according to claim 3, further
comprising means for receiving URL (Uniform Resource

Locator)} informatiecn for identifying the digital content.

12. A roaming server connected to a client terminal
through a network, comprising:
receiving means for receiving from sald client

terminal a digital content protected by a first intellectual




i nformation.receiving nmeans. . 15. A roam ng server according to claim 12,
wherein the digital content conprises digital data encoded in accordance
with MP G 4. 16. A roanming server according to claim15, wherein Z8niL 2004
intell ectual property protection systemconprises an |PMP System 17. A
roam ng server according to claim16, wherein |IPVMPS Type in

| PMP_Descriptor |PMP Message in accbfdance with MPEG 4 IS v.1 is used to
identify the |PMP system 2 8 JUL 2004 - 64 18. A roami ng server

accordin gp&i@#&%%Zteéﬂiéﬂeé ys€efprising means for receiving information
for | PMPS Type ich said client termnal conplies wth. 19 A roam ng.

server according t oBRAgen 182NF f PReFIARGH | it d eI F 3 ecei vi ng

| P_addr essr ¢ otes nsh?&e@s@ sv@ﬁlérﬁe@ﬁ?)-t}ké‘fﬁdﬂﬁdém d4@y1. Hdermddrfemg sai d
client termnal oam ng server accordin g to claim 18, further

conpr|5|hﬁFﬂ%aﬁEefBFr?Ec% TEhTERE2E U TR IR e 190 HSFH™ i 5% & mat i on

for hl gentsérymg iheemngttaélwﬁbpaity Zﬂ“oﬂadﬁjgdrt alyseent.endrsi di stri bution
method in a syste avin i ent digital c ent serv roan1ng
server, and a net n%ﬁ“%%ﬂﬂ%ﬁ%%ﬁ %%?Q%e%F%Pﬁf“nﬁ égﬁi“%f%?<f ai'chn ent s
server, amt:‘mimaloaMngiqs‘eaizeconsamti red heork ecoripr |t<hmgsadwast eps of :
rece|V|n%_ ?E9t§ fn%99%§§f¥GQ¥ %%Qfﬁ%‘%fgﬂﬂﬂfﬂ contents server a

digital con
wherein the second intellectual property

protection system is an intellectual property prqtéction

system which is required by sald client terminal.

13. X rozming serxver according to claim 12, further
comprising protection system information receiving means for
receiving from said client terminal information for an
intellectual property protection system which said client
terminal complies with.

14. A roaming server according to claim 13, whexein
said change means performs change processing on the basis of
the information received by said protection system
information receiving means. .

15. A roaming server according to claim 12,

wherein the digital content comprises digital data

encoded in accordance with MPEG-4.

16, A roaming server according to claim 15, wherein
the intellectuwal property protection system comprises an
IFMP System.

17. A roaming server according to claim 16,
wherein IPMPS Type in IPMP Descriptor IPMP Message in
accordance with MPEG-4 IS v.1 is used to identify the

IPMP system.
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property right protection systemprotecting the digital content; and
converting by said roam ng server the intellectual property right
protection systemof the received digital content into another Kifhdllofi04
intellectual property right protection system and delivering the
converted systemfromsaid roam ng server to said client. 2 B JUL 2004 -
65 22. A storage nedi um conprising program codes stored thereon, the
digital contents distribution method according to claim 21 being
programmed on said programcodes. 23. A digital contents distribution

method in a systemstidieliedNrRadcrG a6y ent c1aikam, ngusaiheer, and a
net wor kK connect ed between the client and the roam ng server, said nethod
conpri si nGOPRELSLEFs MEELS & \ﬁeﬁélB'&“élaila‘fPEa‘ﬁitﬁé’“s%r‘\?erlpﬁljém%’aried client
a digital waeehegkid tdl iamtd niealdiechuabmpnaper . thi.ght protecti on system
protecting the digital content; and converting by said roam ng server the
intellectual property right protection systemof the received digital
content into ahdt heA kiozdiiofg isetreiere ecgal dipoper tof ardimg Ht8 ,p riatddteron

system apdndeliver g the f%%nvc%rcteq@i%s LML i QARO F3RIYRl01t O

said client: — A storage medi um conprising program codes store
tnereon, afAgedisdi EAIL CHHEMs forstdepiiifydng said client terminal.

20. A roaming server according to claim 18, furthexr
comprising means for receiving URL (Uniform Resource

Locatoxr) information for identifying the digital content.

21. A digital contents distribution metheod in a
system having a client, a digital contents server, a
roaming server, and a2 network connected bhetween the
client, the digitallcontents server, and the roaming
server, said method comprising the steps of:

receiving by said roaming server from said digital
contents server a digital content with an intellectual

property right protection system protecting the digital

content; and

converting by said roaming server the intellectual
property right protectibn system of the received
digital content into another kind of intellectuzal
property right protection system, and delivering the

converted system from said roaming server to said

client.
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met hod according to claim23 being programmed on said program codes. 25. A
digital contents distribution nethod for a roam ng server connecztﬁeilat?mfl
client termnal and a digital contents server through a network, s "d

met hod conprising the steps of: receiving fromsaid digital contents
server a digital content protected by a first intellectual property 28 JUL
2004 - 66 | protection system changthg the intellectual property
protection systemof the received digital content fromthe first

intellectual property protection systemto a second _in I | property
protection systemZand & rareh? ¥t i NP 18" P TEM et }aﬁ*alc‘e{%éélsadi gi tal

content protected by the second intellectual e I on system
wherein the sse“ccb‘rﬁf?imee??%tu €p JO%JEJ?% < ?to%)lgegﬁoi%ing%@s \Selén%ec?i an

intell ectual praopert rotectipon S vgy %t’tl eoul by saig client
terminal or é‘gﬁﬁpocéi%??%é%%%tg%t%f%}eé\%ﬂr. ) &%bragﬁé@éjﬁedi um conpri si ng

program codes__ st oregccggggeon, the digital contents distribution nethod

accordi ng t o 1 eing programed on said program codes. 27. A

digital contents distribution nmethod for a ,roam ng server connected to a
client termnal through a

23. A digital contents distribution method in a
system structured by having a client, a roaming server,
and a netwoxrk connected between the client and the
roaming server, said method comprising the steps of:

receiving by said roaming server from said client
a digital content with an intellectual property right
protection system protecting the digital content; and

converting by said roaming servexr the intellectual
property right protection system of the received
digital content into another kind of intellectual
property right protection system, and delivering the
converted system from said roaming server to said

client.

24. A storage medium comprising program codes
stored tnereon, the digital contents distribution
method according to claim 23 being programmed on said

program codes.

25. A digital contents distribution method for a
roaming server connected to a client terminal and a digital
contents server through a network, said method comprising
the steps of:

receiving from said digital contents server a

digital content protected by a first intellectual property




o -

net wor k, sai-d nmethod conprising the steps of: receiving fromsaid client
termnal a digital content protected by a first intellectual prggqméw
protection system changing the intellectual property protection sy tg%lof
the receiied digital content fromthe first intellectual property
protection systemto a second intellgﬁtual property protection systenm and
transmtting to said client term nal e digital content protected by the
second intellectual property protection system wherein the second
intellectual property protection systemis an intellectual property

prot ecti oRro3sitedn Wit £terhs reguired by said client termnal. 2 0 JUL 2004

- 67 28. A storage di um conpri sin rogram codes stored thereon, the
digital contents dist ?’bﬁ‘?%ngﬁ?re%ﬁ)%l:g%‘é‘%‘?% F SRR hih 2R Peiy

programegdyehr csaidk {HO0f ede LOE@SI 20 t A1 dad it M PCESSH Nthdretdiad for a client
termnal _connected to a digital contents server and a roarning server

t hrough a™® TUa) PTER AU JOnpr ST HY® tHES SR ps° & S5 ¥i ving a digital
content prekeqtiediyan fidsériynbebtectual Propan yampi ot ection system from

of or mati on for an 1STETTECY GHt prOpEHY B oTE TG LS O VRl Hard
client tecpmaEntcopliested ity tloessedosdamigllectual property
protection syvstem,
wherein the second intellectual property
protecticon system 1s an intellectual property protection
system which is required by said client terminal or said

digital contents server.

26. A storage medium comprising progrem codes
stored thereon, the digital contents distribution
method according to claim 25 being programmed cn said

program codes.

27. 2 digital contents distrxibution metheod for a
roaming server connected to a client terminal through a
network, said method comprising the steps of:

receiving from said client terminal a digital
content protected by a first intellectuazl property
pProtection system:

changing the intellectual property protection
system of the received digital content from the first
intellectual property protection system to a second
intellectual property protection system; and

transmitting to said client terminal the digital
content protected by the second intellectual property
protection system,

wherein the second intellectual precperty
protection system is an intellectual property protection

system which is reguired by said client terminal.
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server; and receiving fromsaid roam ng server the digital content
protected by an intellectual property protection system which waé8cbri§lid
fromthe first intellectual property protection systemso as to be conplied
with by said client terminal. 30. A nethod according to claim29, wherein
the digital content Conprises digital data encoded in accordance wth
MPEG 4. 31. A nethod according to cl &m-30, wherein the intellectual
property protection systemconprises an |PMP System 32. A data
processing nethod for a client termnal connected to a digital contents
server and a rodfi-ngPsEHFER IS Mg £HRVoTIO R P FRT HoHPBnpri si ng t he
steps of: requesting transm ssion for. a desired digital content to said
%fhﬁf

di gital coftenfd $&RF&PD 2 Tgejdiotigesd cHEer IR t 1 ormation for an
intellectual roperty protectiqQn sys which said client terpminal

conpl i es W'ERD oa§éﬁ%ddi”§i -8 Cﬁ@rﬂ%réfgeelr%rl?n?%aéww o°t he®H8si red
digital content praotected by the intellectual property protection system

fromsaid pFSﬁﬁFﬁgcggﬁfér, wherein the desired digital content received in
said receiving step is provided in such a manner that said roam ng server

receives fromsaid digigal, GAUHENS [P WAod o desidet A dldahisont ent
protected by a Tirst

connected to a digital contents server and a roaming SeIrver
through & network, said method comprising the steps oi:
receiving a digital content protected by a first

intellectual property protection system, from said digital

contents server;

trapsmitting the received digital content and
information for an intellectual property protection system
which said client terminal complies with, to said roaming
cerver; &nd

receiving from said reazming servex the digital
content proctected by an intellectual property protection
system which was changed from the first intellectual
property protection system so as to be complied with by sald

client terminal.

30. A method according to claim 29, wherein the
digital content comprises digital data encoded in accordance

with MPEG-4.

31. A method according to claim 3¢, whexein the
intellectual property protection system comprises an 1PMP

System.

32. A data processing method for a client terminal
connected to a digital contents server and a Toaming server
through a network. said method comprising the steps of :

requesting transmission for a desired digital

content to said digital contents server;




intell ectual property protection systemand the information for the

i ntell ectual property protection system and changes the first irn;ﬂlm;%M?I
property protection system protecting the desired digital content A
second intellectual property protection systemwhich said client terninal
complies with, on the basis of the received :information to provide the
desired digital content protected by fRe-second intellectual property
protection system 33. A nethod according to claim32, wherein the digital

content conprises digitak4atid LneEdrthdtioaccordancenteilllecvRBE 4_ 34. A

met hod according to claima33, wherein the _intel al RertYy protection
syst em co®pei YarPrloliﬁlﬁ‘-1%t5é’rﬁte§75.m&c§’atsglgi E#‘?ﬁ%ﬁt itggl}n%et hod for a

digital cerk@ilies SARYEr teorect elididal clongrhtsessirvgr and a roam ng
server through a network,. sai GOMNILI;S$1A0 e eHte RS Rfsc HeRC @iyvi Nng a
transm ssi on requestrec'):f“éi'lélegsitﬁ"eercTPé | gﬁet alr(l'rlH ont ent fromsaid cljent

term nal ; theceintieig dothorinaiare o RIFPHaRtoNe S¥GHIEpr 6Pt 25t ot ect i on

syst em whi Q‘ﬁ ' ignt termnal conplies with; and Z B JUL 2004 - 69
transm’ttirng q’legdcfgéy red digital_ content_and the _inf rnaatci %r{,jdorint he

intell ectual proper tiresrsine o ey st 4% 1&di FOPFER g SEVer® s6 t hat
sai d roanidig Serdel; Al ety thepsesideat i ghicdl contrentr usiaty tdiel
hg;,elr leg(:t l;:%amgnogpesrérx.rerprroéceé:jglrgsn fs osrﬁ esna]\iadﬂl%itgri r]as_tméosn'tttar}xeté @Qfﬂxot ect ed
the desired.digital content protected by a first
intellectual property protection system and the information
for the intellectual property protection system and changes

the first intellectual property protection system protecting

the desired digital content to a second intellectual
property protection sysiem which said client terminal
complies with, on the vasis of the rTeceived information to
provide the desired digital content protected by the second

intellectual property proteciicn system.

23. A method according teo claim 32, wherein the
digital content comprises digital data encoded in accordance

with MPEG-4.

34. A method according to claim 33, wherein the
intellectual property protection system comprises an 1PMP

System.

15, A data distribution method for a digital contents
server connected to a client terminal and a roaming server
through a network, said method comprising the steps of:

receiving a transmission request of a desired
digital content from said client terminal;
receiving infermation for an intellectual property

protection system which said client terminal complies with;

and
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digital content to said client termnal. 36. A nethod according to claim
35, wherein the digital content conprises digital data encoded iih
accordance with MPEG 4. 37. A method according to claim 36, wher AULe A4
intellectual property protection systemconprises an | PMP System

- 69 -

transmitting the desired digital content and the
information for the intellectual property protection system
to said roaming server so that said roaming server protects
the desired digital content using the intellectual prcperty
protectlon system and transmits the thus-protected desired

digital content to said client texminal.

36. A method according to claim 35, wherein the
digital content comprises digital data encodzd in accordance
with MPEG-4.

37. A method according to claim 36, wherein the

intellectual property protection system comprises an IPMP

System.




