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WO 2004/ 040450 PCT/ GB2003/ 004515 1 METHOD AND MEANS

FOR TOLERATI NG MULTI PLE DEPENDENT OR ARBI TRARY DOUBLE
WOR®K/0FAFLURES | N A DI SK ARRAY Field of the |POEOB2@A/004515

5 The present invention relates to the field of mass

storage devices. Mirre particularly, the present

invention relates to disk arrays that can tolerate

nmul ti pl e dependent disk failures or arbitrary doubl e

di sk f a'l#tﬁ.xgﬁ ﬁ‘ﬁpt% L& 'TB%:@E%N& %E@PPL@%&EN%QNT

Backgr oun nt1on s are often or ani zed

i nt o arr a9B ARBETRARY BOURRA R SEnBATLYRES J&abi PisEy

purposes To prevent a failure of any disk wthin an
- %t I‘rromcauslng data to be lost, the data is

1§1’%r d®8% T8V 8dGRdant fashi on across the disks of an

array so that a subset of the disks is sufficient for

der |‘1¥1'en}%réle{1t ofhvbie dat & st batehase g&é[\d siFon&: kfotdye devices.
array a nost systens are des Q.. t t
Mﬁr‘%lpﬁéFjecu&ia&y f &PF FESSThd™ ¥ AT Bral i lc%o?gd%lsslkg%%rf fhat can
toflerate silgbee diepkndeit] drsx failirgs < skeftaprurdegbhp disk

fa?ﬁmgs whe el A Mgl ' 8 &e80adthat when a disk fails,
there is enough time to recover fromthe failure

bef ore another failure occurs. Field data suggests,
Balabywpned , off vhe Thvektiami | ures may be dependent. That
is, a second disk failure within a storage systemor a

dlskarra is 25 nore kel toocur sonatrte
e s et e PR pEh GOy mBUT JOF daap Pl e

mahp@eainetf @otoddeat tTvepthwks awuftahlweanf aamafagé/lqkewatftlél an array

fr%ﬁ%us&ﬁ&rﬁﬁﬁ:getogi%gelog@t Cltheogiaigg SFSsto&%& ﬁluaj ﬁé&;ﬁdarlt’d) fashion
€ Ssane_pnhysi ca an rrca on icien
A" SHTEVPKFDE ST COMIGHAS: FPBTRT Ao Langied 18 sheficient

forondrigtiherallebt.thAdiitki el hys behe s;:@gfe@flnat]@ﬁ ggray. To date,

mos@I é:}sri}gmw 1A Be8n 84 rt%ytg’l%rg.@é“ad s&ﬁd]gag@{skc B@ﬂgﬁ”& | Mhe
ystem that stress the re i ni ng.di sks.

ve
oadonh FepIdags G EhEo &1 TEE 0 TR cBU T e Bate ERe Hitures
siphafgaes refatisenetrhiragoetiser gbhemg Wigndgailks t heexnsr fayenough time

to.T_%éc&v%%t ANGEnd N8 AN gegéx%k an&@dkdehe replaced. 35

re are several trends in the industry that make
single-failure fault-tolerance I ess and |ess
suf fiailandacaFbtigdesys, Moweveandtinor ish $kslurgsendyebaglependent.

:LLJQ e% Eggo%da&]ls@cr E%ur@%%ﬁ’lgﬂ ncgls}éoratd%esﬁt%ﬁc&.s a0Bisk array is
more llkely to occur soon after the first failure. Such dependency could
result simply from the fact that the disks within an array tend to come
from the same batch of disks, are subjected to the same physical and
electrical conditions, handle the same workload and commands from the same
controller, etc. Additionally, the act of a disk failling within an array
could trigger changes in the system that stress the remaining disks. Even
the act of replacing the failed disk could increase the chances of
gsomething else going wrong in the array. For instance, the wrong disk

could be replaced.

There are several trends in the industry that make single-failure
fault-tolerance less and less sufficient. Firstly, more and more disks
are being grouped into an array. Accordingly, the chances of having
multiple failures within an array are increasing. Secondly, disk capacity

is increasing faster than increases in data rate. Consequently, the time
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multiple failures within an array are increasing.
Secondly, disk capacity is increasing faster than

wo pneaass in data rate. Consequently, the ti meCEAGB2003/004515
2004/ 040450 PCT/ GB2003/004515 2 to rebuild a disk is
general ly increasing, thereby |engthening the w ndow
during which the array could be vulnerable to a
subsequent disk failure. Thirdly, disk vendors are

toﬁfo%tullmi'“ nﬁit O :g‘%?ernessilvyell;{cregxggr%asghgz.[e%@ lgﬁgﬁéﬂ:}ﬁg the window

Storlca as cause a reduction 1 n disk
durild abidh ttlye Brhy (PusabehE st dotd CBRATTITRE Gkt Frglure-
Thiﬂil‘i&r edlsh_io‘vléﬁdaﬂry, adeh eorﬂcﬁ&ﬁlngﬂSS ofjoabesh Wil hing@rease area

de{ﬁ:rtlyl pl}%.sg r:Lcal %hut E IhSéLsI Qa(t:us%gsé Il%ﬁug-t%%gnirglﬁ§§klr'e'f?ablllty

ali'za |on fead ost Logl cal Uni
whighriser l{ﬁ_@@eca?@rlofsos cowwedsrrsvéhar%yée i ﬁevre%%@ tHhE cost
ac86MEESe wlﬂﬁa&tmu@élﬁen&lishd Eé:ﬁluﬁlIeS& fiakbtdHséng becatsed ques like

,many .nor.e UNs coul d t |
Vlf‘éﬁﬁgaﬁgg fshlclr'_le%aé'lvg Jlfenag roor?‘]trm 1%%. e[J:l’lg (f@ﬂ%égi:‘ l}r%fgg across
maihy Gislli shkags r dy.ceearebehbedueap EMRESS| ?ﬁ @dmpHiigle disk failure

LAWY ﬁaxﬁﬂ&nbt:é/,hogguﬁlllﬂ@ cd1Er 8y iiRgadded. RAI D 51-type
schenes. Doubl e-parity type schenes extend RAID

5-type schemes (which use single parity) to use double
par iCoyver®iend’ tdtsaduant@gerafovargoubr e pattinyet firg failures

1ntsﬁhﬁ@ﬁ éﬁfa@ncérnfbg%oglii& tciaéghftlag intyndRib1 8fpaat 8K S double
mngé(g‘ftlng‘][ %} Sgg or, |tledpreS gé‘:&]emgg al]]%uiafe p%%:%e [L:K}%fs sghéc'nlé% extend
RACDCRSyPE tdrhepes rehichensodiingle PhERT) TF@n@&c@QU@ﬁg R?ﬁlty One

dl'sgcﬁ'\%n@&é QR d %QBY@ pﬂt{’lt};—,tyﬁ@ schI;\)é 4£6an 13199&41b£\[tniyh8ﬂi the

di sadvant age of arity pe schenes |H§D hat @
nURPgfH 9 ‘é’ffkéoﬁktﬁteﬁr%pq&g? tﬁfio r fa§ BE FEqired T see.
fowhéxcdmpeach. . updatteabf, axtlodek MsayrraeqaPdes %Velanlmal

englgglﬁ{r% te)lt %ﬁsTf&sggtﬂﬁga&?anf%tl&Qr’I‘h@?ﬁﬁfmhﬁ, M pp. 272-276,

de
1968nerA§PF1'zed:t fibﬁadv%taaef P%Idé)ﬁ{)le_é)éﬁé% t{y%e Sclél néersae.s té’lat a highly
cofitil ést pbéatd skodaiukames ha rRAL DT edr Ehivhéch 1gael  wdpFgpt a block

ma?eE ﬁl?@%@e&@ﬁ%t§&pmg§ksa@g ]:E@El@hét%d ”@e, for example, M.

og| es and Ag%lsl cati ons r§ 1 in £
R o s e
scﬁ@ﬂ@moertolsmet:atgym@xmse atidgkWdidyre® 00 1RATVebr dribehierres, " High
Pe@fgﬁ%\ﬁggtﬁa% Q\tor‘gggbaln% pz?:tralﬁ_éﬁl ﬂ/ﬁpere%ﬁﬁgf%ﬁeé Santihﬁépllcatlons

(BT ercod g o0 ooty QLY S s
sddiigby peeforamanceeyt eldoabl ezetsesahdardissdomages "o IAGMble-parity-
y%%ngége'm_gg J%uqiﬂgg %’arg@ egcodqﬁg &@aé&%ﬁm& U:Qﬁlpi-&%ﬂy magzobe high.

I'te request 1 ncurs at | east three di sk read
Sper 57 GTETRAAG T A BT €F Hr it SAIPerGOHE. o mence, reliabie
sdouble- pasidoy; t Y selventsy canvdysl e?@t @, ato.nbbi-185, June 1994.

Each write request incurs at least three .disk read operations and three
disk write operations. Double-parity-type schemes can tolerate at most

two disk failures.

In a double-mirroring-type scheme, data is mirrored twice so that
there are three copies of the data. Each write request incurs three disk
write operations to update each copy. Double-mirror schemes use three

times the storage of an unprotected array.
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two disk failures. In a double-mrroring-type schene,

data is mrrored twice so that 35 there are three
weopiewisd the data. Each wite request i ncur SPETIGB2003/004515

disk wite operations to upgate each copy.

Doubl e-m rror schenmes use three tines the storage of

an unprotected array. WO 2004/ 040450 PCT/ GB2003/ 004515

3'AkR?|H 51-typedschene protects data agai nst a single

IS | e and.mrrors _the . { r Ck. 4

up o tHr gé_t i ?héefnﬁ %rloéﬁasf gla u?gg?ﬂ&ggsw%iltgeﬂ& Faiture
anfeujrests thackAdPsk waad CpBFHSCONS ARATFGEr PRIk NP
fa?iﬁ%&@ﬁl(bﬁsﬁaWﬁitEl%éQhéf%%jt5ohaﬁ§kdfﬁﬂaeﬂﬁeﬁ§®ioﬁh 2h8,1984 disk

0 non .et al, entit "“Met hod and neans for
V”ﬂ?%f??ﬁﬂ?@8551ngﬁEIF%EDASD Arrays," discloses the

even distribution of spare space anpbng all the disks

In ?g' _S’Elﬁt@ﬁ’tf @?iéf._f@,_rz5i8m40‘€ﬁd>qenﬁﬁrétﬂﬁmanﬁ'ﬁitﬂéﬁ Wa@thotiSand means

needed.is an effijci,en echni que f.or..stori . . :
RS <Oy AR GUBH Rahe aFAST S ShF o8 Bueibucion
ofavedreabbarcegmmonhkh thaydishe indiesfiskofridye faF rigprewd |
pe@FoMgn.a failure occurs of nore than two dependent

di sks. 15 Disclosure of the Invention The present

i nvention provides an efficient technique for storing

dat ahen iEnneededly infandpskisisye Fethaiaquehtordatering dibel pn an

ax@é{@icjfagl&s\’\’g@érh anye 20 dwa o sks1ofavhhearer @yerf @hdn afy two
n a failure ogccurs o

whe f nmore than two dependent
SIS, DGR AL bOGE BT Ret HPCBC LR GRL 1O BrE =
dependdndedidkyg.a di sk array conprising at least 2n + 1
physi cal disks that are capable of storing n 25

physical disks worth of data. Data is stored on the
PISAYRTUEEI *iFBR ™A™ | east one data stripe. Each data
stripe is divided into n substantially equal-sized

gr ouR3 Bf%ﬁeﬁg f%k%h{g%n E%Eﬁldgéié% §£fﬂd§@n¢“¥écﬂnique for storing

corresponding parity strip that is generated b
IFEACPUAP N @A CH Of-SEhe atEast M Shry Stdﬁgea‘ﬁ%%bjtehghen -
twoafidg sf rinp dsragefieirlat ed whFhe datbirst eépssi of @acy than two

adat &, 304844 pe, a copy of each such data strip and the
orresponding parity strip :

The advantages of the present invention are provided by a disk array
comprising at least 2n + 1 physical disks that are capable of storing n
physical disks worth of data. Data is stored on the physical disks in at
least one data stripe. Each data stripe is divided into n substantially
equal-sized groups called strips. Each data stripe has a corresponding
parity strip that is generated by including each of the data strips only
once when the parity strip is generated. The data strips in each data
stripe, a copy of each such data strip and the corresponding parity strip
for each data stripe are distributed across the 2n + 1 physical disks of
the disk array. The distribution is performed in such a manner that each
data strip of the data stripe, the copy of each such data strip and the
corresponding parity strip for each data stripe are each on a respectively
different disk of the disk array. When the disk array includes at least
one spare physical disk, the data strips for each data stripe, the copy of
each such data strip and the corresponding parity strip for each data
stripe are distributed across the 2n + 1 physical disks and each spare

disk of the disk array. The distribution is such that the data strips for
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for each data stripe are distributed across the 2n + 1

physi cal disks of the disk array. The distribution is
w@eothoswed i n such a manner that each data stPCPGBR003/004515

the data stripe, the copy of geach such data strip and

the corresponding parity strip for each data stripe

are each on a respectively 35 different disk of the

di sk array. \Wen the disk array includes at |east one
eac}? Ja%a s (e:althgl g’k tp gtsa c%t 5éiﬂss£ﬁr gl@& hga&ﬁresponding

"hec each such data strip and the

pac:aatrsr éép%:mdphgeaﬁhr @43@1 string 307 caglk wnd%tra%spg%trwséy gitéferent
a:dik 3 khutedracrass the 2n + 1 physical disks and each

spare disk of the disk array. The distribution is

such that the data strips for WO 2004/ 040450

PCT/AGBRBE3 L0048 1850t Hfekirh peetsrtsipigaaion Rectslsy dfdisk array
sy@@&h h%U% Q%%x%&{&yp O?rlﬂi.sﬁcgelrpghlﬁ'ﬁﬁ@nmaﬁg oA ak &ly 1|s visible

eac ata stri on_a respectiye

T L L
a gngodrpentciod teeepy dsemithenventt foie provdsdess &vatgk by
pe@E&ﬁMngS&ﬁgfemch a¥ha %p@ra@dﬂéﬁ@l dit ¥nOfp1diskisyi & WREEH aall only

| east .one disk is V|§ ﬁﬁ h$§f gata CJf%%SIn the
ERLER (BT S TRET TSRS art b §§§f% °F §¥56hsi Ve 6 "& host
ingtattaion | the dbsjuestay systdrhés heepebtatcd prasvesiyiongll stored data

whe¥ St ey bre BELSQN BE régxyoﬂlld/ d&&& 6@%&9@!@1&@@%@&14@6 A first
plurality of disks and

ree wite_operations
2Rt VBl TPAT IS o 1 SRS t¥‘%ct6’led]?]ﬁ1§a\t(\% ¥ R HiSKkE st2id data, a
fulfivemli of,thehéatdi, skndapeaitysyste rrimited patsiceapfleast one subset

off %ﬁ&‘é%'&é ng aakdl.shorad datde e\!mj%alﬁerftabké’lﬁ%eg CGOME St parity
wo disks of the plurality of disks.

any
daéptjesr ﬁéf‘ﬁ}é’%%&&? ?)]rléfvﬁ Vi %P9 El’ée BEL ra§11§:¥ of ]dlsks in
thehi sksyStoreRYE &, sgstefutdnfcopsptépnt hdedat ahl@@lp%mawve

en%@&ﬂne%@?y‘&tv@geQ\éﬁgt %It h@z?s%t 0RO &G isk Q%eghé-%lgfﬁaﬂlm? éjﬁtdasks is a

secon | ternative enbodi ment r ges tg
snaaR| dipks Edatha AP (bR aCS dSPh 9 BY 15 V%Qﬂrﬁ %%@S
ditsheipltad adubbyarofiatlis lksenly ambey ahe a;luaslaatyRNf QiBks.
system configuration. Yet a third alternative
enbodi nent provides that at |east one djsk of

o1 UTHEE YR GPUBH L RLCTE g S pHP G Sk PR n Gt fge Prorelicy of

dispariss spaceipfiavided dy sachrspar eidi skedrgrgller controlling

ea%;ﬂégp%{% §F$Satr§g% ' ahwox%\m&y @1@%% RLULA! b be co-

urth alternative enbodi ment cerabl
L9s5PE%4 dEsI AL LIRECPR T AF P Po0R ©*8PEKs OF8 R T ol greterebLy
adrBhfed WO SBAIAIT aystan thn@igoeatiool [wrileoriter othdmgub-array is

ar%.%gged’ gg pa? Q{A&I\.{%%gpteq{ r @%{flgﬁ‘ggﬁrogl ngllhlé s&ﬂ'l%rié&p arranged as a

arrays can ocated or | ocated renote %
R¥TPofh Séfééﬁm SEREFIUTERECTS §ho%fST B oS ep refar abrigte frtf”é [yeg the
sw.a:SaarEBAchﬁlg&ySatse fth€ QafTD gl rsgt t @n comhiigueative, dtdtestores no

par:L yq{atgyof_i %he data stored on the sub-array arranged as the RAID 5
system configuration. Requests received from the host data processing
system are selectively directed to either of the two sub-arrays for

substantially balancing a workload of each disk of the two sub-arrays.

Another alternative embodiment provides that the plurality of disks
is partitioned into two sub-arrays and that at least one disk of the
plurality of disks is a spare disk. Spare space provided by each spare
disk ig distributed substantially evenly among the sub-arrays and among

the plurality of disks. RAID 5 system parity stored by the disk array
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arranged as a RAID 0 system configuration. The

sub-array arranged as a RAID O system configuration
wGe@res4nd rrored data of data stored on the SPOFGBR@P/004515

arranged as the RAID 5 system configuration, but

stores no 30 parity data of the data stored on the

sub-array arranged as the RAID 5 system

configuration. Requests received fromthe host data

B R TS A T A ST o L LB BT 1T v Bl ngrieg e amor
thﬂmlkllrehﬂewobf eHehs di §Re o‘tubrhlefatyv\/ét@@ﬁ Ialrrrrﬁtﬁgd dgha of data stored
onARY Rerealstisriative enbodi ment provides that the

plurality of disks is partitioned into two sub-arrays

and that at |east one disk of the plurality of disks

i s &ispet v shotiSpapergpiatiee prosirdedntiptéer propifes a disk
argéilﬁyls@endbgﬁlgﬁl@ﬂﬁ@% subshand i BYS]@VGQ& VM ea8® et ik being

arra the pIuraI ity o RALD 5, i,
Vl§§/1%3t p%?‘lo %ﬁ‘?%rpe‘% °BYFORe i TSR/ aérﬁre a(é/ %Daﬁjfféﬁf vy t062{151861 g
reeﬁaﬂs@eoee/a@mwa%vvsym eRwiestdfem thrthedt data processing
sy§HQ§ tb?%ér@'okﬂ(ln%v 81911/5/ tht ther@dﬁm@r Bﬂyc%ea@.dlraﬂpcﬁg of disks

uralit ._one r mrro
0Pt B SPoPR A i HE GBI Eh h e B P Rege aiss
arfrapmyahet lbemn@s:pe@wlet hE PIceseringi Eltﬂ\lleﬁt@@d Prtey e agfailure
ool SK orALLAY,S VB LM HOMRE 3L pg i@y Pbuisakid y of disks, at
| east one disk being visible to a host data
processing system the disk array system bei ng
r espoRsensdly octe hostendatraventidre prequiesta fof emariey rosten,

whgéeﬂl Eﬁg%q%gaﬂg §y s €1 tﬂ%opfdfefsoﬁégrﬁgf&nls)fof% B@’@Ed a full
oper at] ons of plurality of ks d

0
CORY i tfe EBP AT | oaﬁ’g ?%“ttﬁed"’kflauF%I‘i‘HuF? i etfilastﬁl ea%ﬂ X? rfugset of the

dalesk array system bei ng capabl e of recovering all
stored data when a failure occurs of any two disks of
the plurality of disks., Preferabl the resent
i nv el BrPY ot BESHE i WeﬁFt%pgé digkvﬁtﬁé?%lsﬁ’swm’
whicheirplthe adairt yy cltdiwbosi@eovkaes fmeahstfmutstl@ ritpglf

su%@I:Qtt:LQl{yljlelvenl%ngor{g tﬁg%lqggﬂtyagg d@@ié tJYl gl@et %rray as a RAID 5

onput over at |east one subset of the data.
SYPF%‘T‘@PEB%‘—?IFE%O%r esent invention provides a disk array
system 20 wherein the parity data provides neans for

di Sttrfe%tatﬂig %;tesgttsen%uweaetwwm%\éent ﬁlameame_,stem

plurality s in array as a RAID system
wheg Rt @eﬁ%ﬁ if6h. 2tPrerdr aBF yirke® Fegeﬁttlr?wgn?t sks 1s a spare
dipkOVirdieSeshsdFSK sphfa\paystpenyidth whewmeh spaeansiskois atistributed

sdb%@érttl%fy %ivgglyOfam&tbe tBle LHl%'r;la.Ithyogf (Hléké is a spare

Preferably the present invention provides a disk array system,
wherein means for the spare space provided by each spare disk i1s
distributed among the plurality of disks in a similar fashion as the

parity in a RAID 5 system configuration.

Preferably the present invention provides a disk array system,
wherein the plurality of- disks are partitioned into two sub-arrays; and
means for the disk array system further comprising means for a controller

controlling each respective sub-array.
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di sk, and neans for spare space provided by each spare

disk is distributed substantially evenly anong the
w@bkanakissy of di sks. Preferably the present i NRENGBRIV3/004515

provides a disk array systems 30 wherein neans for

the spare space provided by each spare disk is

di stributed anong the plurality of disks in a simlar

fashion as the parity in a RAID 5 system

confr ratron Prefer rese i nv.

pr ovi e R gr:?saen s %\feélgn rgg ﬁﬁleregl % d?LEL 58{} yStem'
whefre i S:Ikls @rséc prenet| ﬁy%ﬁedpquw@ea ma%%riparw%m@aﬁuo Sub arrays
rd¥Baas, obm tden ditskrarray systemfurther conprising

means for a controller controlling each respective

sub-array. WD 2004/ 040450 PCT/ GB2003/004515 6

Pr ef eredblablivhehe prsesnt Lrreait o Rrpyvirsde Sigk RERY afsaym
wl%)ééhlg mea?é!\h%Eeér{é tstﬂl@-a&h:%!ﬂ @Eﬁ@)&r&&ﬁ%e@n?@rdjﬁhﬂ]ﬁﬁi BRadE:m

or locating two su -ar renpt e rom eac
e
RAGUDY Bysysysh evpfiavrereim me%ms £610 rsten@GSmbrra?Ff?aydaﬁér pig data

s@r@érkgle dheSuB- Bélap 2 )ﬁé&r?smf ok Qﬁ&h%ﬂn@t L®Mheatd DB %ﬁtem
for the other sub -arra

arra
PR PR THET B ABAnE B O g Y Por o Hapa®tored oo
tiaf sdb&axrastalmenba@na$lﬁ@esﬁﬁiaaﬁr%ﬁﬁtancrqméagﬁ¥aﬁe¢n
arranging as the RAID 5 system 10 configuration, and

nmeans for not storin parrtg dat a of the<ﬂs&aa§§a ed. o
on PHEEYNYaFray 8F PN R RSOt FEORAD & Tyt Bmey SYstem
wicoelh gueat | fon. réﬁweé&%zﬂebylwddefrnﬂeSE¢nhoshv@ﬁﬂﬁrEWPCéSSlng system

aly ggi&%%vélydld§¥ec§:reﬁaﬁ/o SYSt &M s MRerLfd RUABARSYE Gor substantially
requests received fromthe host dataﬁpgocessrng system

balHnging SeVIRHLPIRIY B TFelt® Of ot 28T 11E" t wo

sub-arrays for substantially bal anci ng a workl oad of

eachpdisk 0f, 1He J W0 UR:AF2YS o BLaiLr Qb&ﬂékt Qleray system,
present i nventi on provides a disk array s

VARTERRi TRt P SEBRAPr B9 3h Gel d CaRATD nfé%ﬁaéﬁ?n comprises
a agnki glUBaAEk ahat anp i sRsen? Eranty perofofdiskk tthatuded in the sub-

ag:lafyf gfr%rllltgeé QM2 RYXPS O fs?/gﬂe%k cbnalygdadohn the sub-

array arranged as the D 5 system configuration.
Preferably the present invention provides a disk array
Syst efafervibier €ha preaéts: fiovertthen sutbvadesay @rskamged asstan,

1?%' E Q'B%.th@dp 919@ Iu Lﬁl@j&&/o&ragée&g-gpg IR%§§ dT%?QLSenf anflguratlon

avi ng neans for a capacilt t hat is different
COMFRE RS é“&ﬁ%%lfpy sk Ig’:RféLng AR SPTi A qapgc:s% t]aat‘r &ﬁ different
fodnt angacasy lied RAkDi Arluays tiemicoshib-guray i omranged as the RAID 5

system configuration.

Preferably the present invention provides a disk array system,
wherein means for the sub-array arranged as a RAID 0 system configuration
comprises means for a total number of disks that is different from a total
number of disks included in the sub-array arranged as the RAID 5 system

configuration.

Preferably the present invention provides a disk array system,
wherein means for at least one disk of the plurality of disks is a spare
disk, each spare disk providing spare space; wherein means for one sub-
array being arranged as a RAID 5 system configuration and containing all

parity information for data stored on the disk array system; wherein means
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Preferably the present invention provides a disk array

system 30 wherein neans for the sub-array arranged as
W@ 2RAMD480 syst em configurati on conprises neanBCT/GB2@3/004515

total nunber of disks that is different froma total

nunber of disks included in the sub-array arranged as

the RAID 5 system configuration. 35 Preferably the

pr esent [ nventi on pr ovi des a disk array syst em

nmeans for_ at st one disk _of r.a

o TR SRaT SUE URaY oo BT SRR oA Loy Gy Svaten
cosmpwteraspat @ndemp@rsﬁnﬁeaws of ofhep ﬁl@al’sau BPacey Pé‘gﬂl@éii er/ each spare
didkt 'C'hﬂagﬁg &% ALY r@.r%b!ﬁé(ﬁﬁh@@rd)ffl Maatst@féda&d the sub array

contaj ning all ar|t [ nf Lt tonrl drf a stared .Qn ... of
ATFRRIH) &R T SR ys?@rﬁ g ere Woreans 004 (‘7614?09,%]6 Y
thléCﬁ'dt@Bsg@@dO@zﬂfB“—I@ sub-porayt Rerastdedrass ifhbe diAday° Vi ng
Coqgmafc%n arrangl ng as a RAID 0 system configuration

and conprising all of the spare space provided by each

spare disk; nmeans for storing mrrored data of data

st ormefermitiretisy bregenayinant sergedodigieshe RAk B agysiséap, for
lo%gng.ﬂgg't'%@téugna g s Stk 80, ROoR At Yortiata, of 5 the data

stored on the sub-array arranged as the RAID 5 system

configuration. Preferably the present invention

pr ovimésrabldi sie aresgptsysteaniorf erovidsgat idigktanyay system,
wisUDr ALEaYS foendt ebys Lam (ﬁ.@ﬁho@tthgrplurg@lt@' ef Qﬁ@ms Vis a spare

the present invention provides a disk, array Syst ?n% the spare

differ€ich MRS FOT PETV B t5PEhe SHPER’ S’Pef?%él PFiit%a © =
spabe hrok$dirgy aemparfer ddeskibuearh sshareetdably pvwdﬁmfglg the sub-

a&?gé %nﬁp%ﬁga%%@%gﬁﬁlqg?rﬁ E@ékst hgnsSRan e, rEPACE system parity
S

or distributing, substanti al
St&’ﬁﬁ‘?’lgbyt e b+ PBYTEY r¥pESand Shorig e Bﬁﬁtgfl%ﬁ Py amon
tici sisiarwhes ehdl @noRAl heSpbysl ény pdr disks; stigredh Ppet figo-array
st 8K iR Bedd %Ea?@f' Gardi §£erﬁusr§¢hé%@@ngdbagwayevenI y

anmong arrays and anong the plurality of
di sks; wherein one sub-array stores mrrored data of
dat apsifer&dyonhd heegdrieingubiar ayviRE Praéferablay stagem,

wl'\%%g%? r]:tne. e@hﬂ) %rgﬂ;é)\élrg efbc@tgcil S.Jém@'t!él Yf§aﬁ$te§éﬁ other.

erein the two sub-arrays are located renotely from
each other. Another enbodi nent of the present
[ nventcitﬁer mmvaﬂmataomhhqﬁefsmt shmritrign datogider a whidied for

Egé[ Jé@%l ﬂ'zgaaél kegﬁ!;ayzﬂavzﬁll_:y Q@ﬁ%ﬁgélz Si(%)h%%@al 3_1.53}(8 that
are Wor t da

capa storin si cal disks ta
ar@atcapa}bées%rséarw ntwsbﬁ%udééﬂfs HPENS SEniHe | dRSE PhEtored on
tiabAy Sitdall péi,sks Uh at hedaseaete data sstipgpesuch that each data stripe

is divided into n substantially equal-sized groups called strips. A
parity strip is generated for each respective data stripe, such that each
data strip of a data stripe is included in the corresponding generated
parity strip only once. The data strips in each data stripe, a copy of
each such data strip and the corresponding parity strip for each data
stripe are then distributed across the 2n + 1 physical disks of the disk
array. The distribution is such that the data strips in each data stripe,
the copy of each such data strip and the corresponding parity strip for
each data stripe are each on a respectively different disk of the disk

array.
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is divided into n substantially equal -sized groups
called strips. A parity strip is generated for each
WO e@poti4sye data stripe, such that each data BCT/GB2@B/004515

a data stripe is included insghe correspondi ng

generated 30 parity strip only once. The data strips

in each data stripe, a copy of each such data strip

and the corresponding parity strip for each data

%%E'Qeesc £ 1t°ge& %étéz‘agk&lg?sd across the 2n + 1 physi cal
array.  The distribution is such

that the data strlps in each data stripe, the copy of

eac rnzmannéiﬁtsaojstthia Porasent haveofibespandaag bpadddeyibed, by way

legr err?ftgr drglfctfhegggeQegég Itge %g %&EEQ{Lgadraw1n% in which:

resp ctiv rent disk o
2004/ 040450 PCT/ GB2003/ 004515 8 Bri ef descrlptlon of
t he }_d:rgﬁr% ng Sebidedbimeiisp iyt fsfanesant z iy enpdany wdokected

mlqcr re<§ ag:e CI‘I rgiqugyacv(\,@¥d1n%f tgéz‘%a Eleéssegpln}{i’veml%l?l

erence e ‘acconpanyi ng Wi ngs I n
Flgure 1 deplcts an exenplary systemutilizing a
pari Rk ol eebests Bh rdxRmETiral gﬁatetne@trmhqmg acsaridiy Agrotected

mltrgfore a%rfaesece hlln\Lllentl ogistrlg e% g g Cacsco§‘§1ng 60 the present
exenpl ary MU 112 TRy a2 pari £5°p

invienkomed- array technlque and dlstrlbuted spari ng

according to the present i nvention; Figure 3 depicts

an exe lary. recovery ere is a failure of a

di sk™ P ng ! A OShb-Ar A exe?‘p?ahré’ ]é(?(Ceor‘r"Sf%ry R ShowreiRTe °f @
diEkglrie z s%aﬁr@uroé medemr@tlsrsar?yaimrlaw igyBioe 2;

utilizing a parity-protected mrror- array technlque

accordin resent jnvention

o ot FaRe el Sl Tobp et SR e B & sy aggeecte
niirgur &8y degsihot @1ea pcexdipd aroytlseyﬂfemr\rt Mnrezvrth@n &ith parity

afakhbyear oleeteth: BE rduer ednar sayukesitieiiie accordi ng
to the present invention with parity and sparing

di stributed across all of the disks of the system and

Fi guFauBedepiepi stsapotdempbxenpysiey styidtemaei parditpgprptected
I IANSTE tar;_)‘gy met?E%@daJEoEaﬁfge ds at,r}feaﬁret;sgﬁb nirﬁz}[éﬁtmn tvhen parity

esen I nvent) on avli n Lty a
P T eal AT BUCEa SePRsE AT 0P EhECaPekeur i o
system Detailed description of the |nvent|on
Figure 6 depicts another exemplary system utilizing a parity-

protected mirrored-array technique of the present invention having
symmetry and parity and sparing distributed across all of the disks of the

system.
Detailed description of the Invention

The present invention provides a technique for storing data on an
array of disks such that the data is still available when any two disks of
the array fail, or when a failure occurs of more than two dependent disks.

Additionally, the present invention provides a disk array having storage
capacity equivalent to any number of disks, uses only XOR operations, and
is optimal in the number of disk writes that are needed for tolerating a

failure of any two disks.
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30 The present invention provides a technique for

storing data on an array of disks such that the data
WO 2008040450 avai | abl e when any two di sks of theP@r/G89003/004515

fail, or when a failure occups of nore than two

dependent disks. Additionally, the present invention

provi des a disk array having storage 35 capacity

equi val ent to any nunber of disks, uses onIy XOR

Oper at| ns s..op n r [

wri ted é"ffr%% ghﬁjce C@edé?leraFOI e%g%g%gnyga E“% %Skfs must store
atahgasttw@hncﬁes kedeppII0 4P AG4SD W@zoo@y Gbaﬂs rsgaml, pthe
px@b@r‘ﬁ: @ﬁﬁ@%lbﬂaﬁalﬁ@aﬂntsoﬂﬁ @ﬁfﬁ%lalaflazi:d};hﬁ er Q‘ﬁd’leadilycat Wen additional

S or.e t hree_indep en

o B P OHE PG Eo, HR O PNty oo o SR8l
supaelret 2 nhet Betaor | *glpmatm@é;pyf o‘itoﬁf hee datalrednadirt P sRart
sk hi s 20Dy RBE &edefiiveduRpy: rden UpobbcRar iigk data;.

conput ed across 5 subsets of the data. The anmount of

st or age reqU|red by the present invention is just

overFipured thatctefarm eporplprotvcted iosktidiring 2 myive
pr%tgfﬂgdfﬁﬁ?ﬁ%geéﬁﬁ% &k%hﬁ%%?%ef?dbgalﬂﬂ|tb|i%fWQIébdaariﬁﬁéntlon

otected mirrored-array techni.que cordin t

SRR aHD TIRIEHFS 6nEotT00 byt e iabe | el CHEEoe (QERT tapecity
eqmévalenb kS 0ifkshavivimgs 0-tbobed crapaidetyintequi Makerubrarray 101

ama §i SkSna [gu%k§rrgty61@r € 9&9@9%@3@01 rhtn@ladéfsi ES§roup of four disks,
sub-array 101

P01 TIREF Lies asué)r %Ji?yoig?f otf ‘b‘%}é?ﬁérga N %J Qg e

Sub-array 102 incl udesDi group of three d| sks, i P,
Dipks k& 64- GIn Fhowiegutes 1- 6T sr ef dp&a 1 ifatx ﬁh’fltp)(or and

strip) Z and ' 15 refers to theiparity for JSL.Qw, or h
reffFF PO FPe PRFHROEPRG Fher FEFiPon t hE T IHIBR sk o™ P
tigeb- dirskayofl @2b-andaaddingnd adisly bodipkovd deospdc epfiey for parity

1&%&]!3 tax.’ra{/ rho%UBr LY t%gldam'am e&ﬁosalffb%/ ded as @b@n@ﬁé@)ﬁs a

i's organi zed as RAID 5 array system whi
RA{HHS Y %Eems WBi“Jgear?P]E BraE HY2RAF L?rﬁa%&%egyas fy%%%%o array
sy¥@eblri ng a host read operation, the data can be read
fromeither sub- array 101 or sub- array 102. During a
host write operation, both copies of the data and t %
cor rREHBAG MGShaePE RS EIRE f PR CRkT 198y PRugEApdTom citfier sub-
anipgtat @dor Tdis- mhfatyelomer Bl iR & rhosubvetrayel8diqr, obeddsopies of

th%sd 5’%19 éue F%“# %;epaﬁ_’lgé Hle@ﬂé rﬂrggaatrrgyrmuég%é updated.

the o ue 0 data and
or FESSORERG 01 dPpH B IS0L B OFERY, oF e BN DAYTESP wpiate,
n&RApHtedr aiidshdle writes, the old value of the data and the

corresponding old parity must be read, the new parity computed, and the
new data and new parity written, thereby requiring two disk read
operations and two disk write operations. The write in the second array
proceeds as a RAID 0 system update, meaning that the data is simply
written. Thus, for a host write operation, a total of two disk read
operations and three disk write operations are required. Incurring three
disk write operations is optimal because at least three copies of the data
are needed for tolerating any two-disk failures. The host write operation
can be flagged as complete when one or both of the sub-arrays have been
updated. 1In contrast to a RAID 51 scheme, the present invention requires
one less write operation for every host write request, in addition to

requiring one less disk.



10

15

20

25

30

new data and new parity witten, thereby requiring two

di sk read operations and two disk wite operations.
wabh@4maiss@® in the second array proceeds as a RA/GBR003/004515

system updat e, neaning that tthe data is sinply 30

witten. Thus, for a host wite operation, a total of

two disk read operations and three disk wite

operations are required. Incurring three disk wite

operations |s optinmal because _ t. t-h '

t he "0ty aa%lcéStng'éﬂ%ed P %rracctlc% ’ersgtki %1%% nl(ﬁt \!E/\nggtd%g%ﬁgé Bhe read
opkritipnest tTReolfoBRrifyi t &b pls 4LT bR OPEARCI98s fPlaghe dreysParity
anQOof at@ dahen aReplanbetdheoioddacsits- and ays hawvwespedn old data

5 upda&e ol n.contrast, to.a

3 2 RALDL 5] dd8s tn 0
°aBr BB ERPY i VBT oA T8qGar T es osn’esfl?besasrr\%\gi ?ge%éber ationo =/°°

pefrohosdy By itehoserajf Pt enfegiestray A0AdHPEE ¥t 1/0s per host write
oge@8tiohi, NarPRErdiREShdlilagke WD 28HM/ BHAROst read operations can be

PCT/ GB2003/ 004515 10 During a host wite gperagi o? tion of
sexibeosy PRSP FOR-HRESY Worvit® tHEPEad SUBRETal i 6R Of° theE IO

old parity, and_the wite oger ari ons. offt h .nevc\D/fpaeraidty
reaflPRFELHER HarRe Y U8 ance®t e Poad®acrrsss™t Ke TWo
opgt-aiayms thwe ehchldabe secwirddeby eat-drmem Ub- array 102.

Thus, sub-array 101 handles three 1/GCs 5 per host

write operation and sub-array 102 handles two |/ Gs per

hostFafr PFE 1BPEHAEI UIY. T§8*Fhrt her bal ance the | oad,

nor ecthostedagachaper atfi dhsk cand bpersdons ceguni¢ch in sub-array

sub-%rray 102. For instance, suppose r is the fraction
100f = Pead operations in the workload. Let f be the
fractj.on,of, E%@P%@Eh&@%rgt@topéf@iibgs be cserad ety array
sub-array 101 10 For each incomng I1/O request: the

1@ver 3@e munber of disk read operations incurred in
sub-arra 101 =i

f ._the average_ nunber. of disk it
oper Jt5 8REFRCUFFED TS -rﬁ?ia aogjerigofﬁlmzc u§fe_L(i-S rlflvgdb #rvay
1Lhe ager ape ngn‘oer of disk read operations incurred in
<ub- array ' 82 = r(1-f); and the aver age nunber_of
di skther preragperatieonst dael mréde oResU-oaf rigpurygh in sub-array
2(1- @_2,9 To bal ance the load: rf +3(1-r)=r(1-
1G2) -'FZ% -r) - Thus,
To balance the load:

rf +3(1-r)=r(l-f)+2(1-7)

Thus,
1
fel-—
2r
In other words, the fraction of read operations that should be
1
1——
directed to sub-array 101 is 2r | The load across sub-arrays 101 and

102 can be balanced in a similar manner, taking into account the fact that

sub-array 102 has one fewer disk than sub-array 101.

System 100 is able to tolerate up to one disk failure in sub-array
101 together with an arbitrary number of disk faillures in sub-array 102,
or an arbitrary number of disk failures in sub-array 101 provided that no
disk failures occur in sub-array 102. In other words, system 100 offers
data loss protection from the failure of any two disks, or the failure of

multiple disks within the same sub-array. Thus, data protection provided
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f=1-1 2r In other words, the fraction of read

operations that should be 1- 1 25 directed to
wGeiv4aswmsay 101 is 2r. The | oad across sub- arr apeI/G81003/004515

and 102 can be balanced in =& simlar manner, taking

into account the fact that sub-array 102 has one

fewer disk than sub-array 101. System 100 is able to

tolerate up to one disk failure in sub array 30 101

to%eg)?g%?nwl%gve%ﬁésrg %ﬁ%%é?@éﬁr LHT’I%GES pgfis%ﬁcgglllnuﬁgac‘ctllge in that
fafapfaresed wisdiskar fay i@lfagﬁoinsééﬂ tteﬁétt%ého‘ﬂFQiEG correlation
ankiakd Ures QGeHyiitRiS - aFf8Y t LR toi 41 sot hercownslgs ed.

system 100 offers data |oss protection fromthe

failure of any two disks, or the failure of nultip

di skehewi ¢t AT tihvresdirissfailar dafp. 1THRSOVRFACAUDI6t %c‘iqmahnatlon
oPREMY d?%%%?%@%%%ﬁ@éﬁ&%ﬁ&%%&p 1lrdpyitdigs more

resent inven addr e a xperijenced

Factitee® iRt Jatsys'f*eé\u Irulguelelr%a Seéltté#lz & Es alsnl%g\é%}lsfil %?béj TS
F@ysmeen@eUmﬁewmrde@éiﬁrm atlbrﬂfifraarﬂeplf §7}lur ghe data blocks

Eefﬁlsst\’\@f&&v%r@@ @bk %btff}!itlyt D0Ala58 dencend ebat @drltﬁf is
one or_nore S data is re n
re&&ﬁﬁ’faﬁ&?r oﬁVhe%fanPéA’il rac?:éd D V5 elgﬁ1 reggdﬁ g% 8 daca on
tiBebadisié sks RAl Decpvpembhfdsumlmyl@i frhei @ite, feprRARD g Tay 101
V\Zh}(égt§ {@ééﬁ%‘thgn |s§1bu$.3}:clahfzﬁﬁ 2islel %%m@kﬁ@]gé&m&ﬁSﬁlsbﬂbGarﬂ%@f 102

en one or nore ub- arr a a
faife Hﬁ ZeHVEEKPTOSPY PR #’%c%e\?él%:éé r oM SUb- Xgrllp g 'bnen che
dadk@2iang themwetdisohaltdrpee i ity sils-ar@ay dgéndriat éxfta WﬁeCrPPled from
s&n)érf%yrqgf acﬁti gke%k&lé rlo§filkba§fﬁ d)@)ﬁ.slgggeﬁqékiiﬁsd t hendatidse, the

bad di sks is recovere t he
daa:&t as frreﬁﬁY%ﬁ?S %%%ngya MD 5 Wghené}.[rag Jg% nlc%ysg%azé?a a>:I/_OJ. has
bl rand 1sprebdisdey W2 REnrepabreadt rbays11®2yf<aqp[y1nq ffae data from

{ﬂ?ggygx opProcess starts by rebuilding sub-array 101.
tthe data is on an operational drive in sub-array
102, the data is copied from 15 sub-array 102 and
t henté Fertiost rpardet yhe srolegeneratodddat@ hevswi seothehedisk can be

%&baté Ssuroegxq:\é§rﬁ§£ lﬂé'ﬂ%v@d@é&)@ré sy &d %ﬁﬁﬁ%' bé us@ﬂ]cﬁr

ub- array has been rebuilt, sub-a dlgg S
r?kélﬁéiiikféﬁ S]é?/tegll }r%q )‘f’hE‘bp?ylfﬁbhirﬁel%gFSe‘Ftregm L5 g minimizing
tl']é)lv.ln&gv To fimet deringeduce dvseepridhabedlidt e g dﬂeafraded mode.

D?Js bu%ogl!;]ae.\:rlngl % Bérhslgg Wil gﬁ@)@en‘p@aﬁ“@y@fefnﬂiod% b&ing

vide spare Space ready to be used reb ng
anyEEBrEO0 MR 2 | U 87 SoHLTULT ot AR AP gy eie spare

spdddl AtZdsRgall the disks in sub-array 102.

Figure 2 depicts an exemplary system 200 utilizing a parity-
protected mirrored-array technique and distributed sparing according to
the present invention. System 200 includes a total of eight disks, Disks
0-7, which are organized into a first sub-array 201 and a second sub-array
202. Sub-array 201 includes a group of four disks, i.e., Disks 0-3. Sub-

array 202 includes a group of four digks, i.e., Disks 4-7. The blocks are

: : S,
arranged in an exemplary manner, as shown in Figure 2, in which the krg

represent the spare space for stripe k . When there is a disk failure in
either sub-array 201 or 202, the recovered blocks are moved into the spare

locations that are distributed across sub-array 202.
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the wi ndow of tinme during which system 100 would be in

a degraded node. Distributed sparing can be used with
wez@apl|sy system 100 by addi ng 25 anot her di SRCT/GB2003/004515

sub-array 102 and | ogically spreading the avail abl e

spare space across all the disks in sub-array 102.

Figure 2 depicts an exenplary system 200 utilizing a

parity- protected nmirrored-array techni que and

di str.i buted_sparin accord n t,

i nvenet 5‘?1% %efp & Gx Wéﬁu%%secgv?r %ngtﬂéfé%? di sllure oF
Dipk sks§nQsub- amx:ﬁohr@ sYgfeni 2@ sheito 18 FiFEe Subfar rlﬁﬁtance'
Wh%gltl'éﬁ}g & %ef;élrldr@llﬁ ﬁi£l«ﬁ)1 1R Qdib- ﬁkiﬁyal’ﬂ'layag%own by the blocks

i ncl udes group a
OfaP?§$y12%ﬁ?Wgn%W%i§S§ outgrcﬁﬂ§ o?fyeou?lﬁﬁ sk%fe ??é%Q%rféaéEd store
in4sTh-aFhay Bl0dclkes ahewn arrRiggee 3-n an exenpl ary manner,

as shown in Figure 2, in which the sk's 35 represent

the spare spagce.for stri en t her s -
fa| 8 e gg(g HHer 2 sfﬁ rsr%ﬁl;b%%hso%arfo ls e S%]é)c%%/%ry N
arshpc ks larmal ADY dEchmt GYIEETS pak e vi b GAE| SIFSPEIRY thftle Parity is
nddl gfdiytied sBGI 088y Sigh- arduay %ﬁ&etf@s@ﬂ&ﬂ&@é@%ﬂ@ system and

PCT/ GB2003/ 004515 12 Fi depi cis._an
OLEEEDRERG - e TRBF ¥ S b Tekrdirg” ooty SpagifeBlike

besibariresain 208 oo sylsterr208rsirouamed Frigr eanzy dfgk failure in

eltﬂ§£ aneearrayhen Lhes® {N§lla Jjnﬁédtuf:ﬁe GlatPi 8l 1id Rtored on only
sub-array 201 (as shown

bl ocks g(;ltlon ktol }l?elfglglure
Ry 6%@%6“0% Ot]TeFfeS‘F%laﬁi‘iy bl HRIEVETF e TeltVered
sceherit Bedaribed-sdpyay sR02,2 asstghown abheRiqg GP%ET@tveteh failure

of gﬁb 'a%ka angirs b butads sRat e s ktl'l:e@r&h»hki'rafécﬁy
- array s 201 and 202 becone s nnetrhca

wi th
C%uﬁée@?&éﬁt%noﬁh? AP SPTT Y THBLWIT P el o sdBTarray o ©C
a2@2. caSlehl pnuethey fsilmpk i i dsskt Heasy sieln and SuWp-affar 301

tcg{ae fiéﬂ %@L agyapt:ages dfndpé@%a&&d‘ﬁisﬁ%dhﬁls%%a&ﬂé,y 202.

ure oundarles in the two sub-arrays are aligned.
Thus, any disk failure in either sub-array 201 or 202
wi'l | 14 mpactd bhespghatentt hadt ithespsedt dnveriipn pherdliglkble to a

djf% itaplea o&rbq\”hlgllﬂbcw%ré 3 y@o\/ﬂd'/ol’ r%u@dgflta!y@p atr% bl'i‘ﬁslcally in

scenari os escrlb d aboveh such X em
dififeEctto StoTadrat e teRe f AFFUendy of %rpﬁie??rétrﬁ ‘Eﬁ%kgn lns
afQt Basieb rardvayamasnl wrighashd bebtarmbys aredyeographically

sec%l%QE eJ pgg tm?ighp ]gehghgtég\gé ﬁh@hﬂgﬂ’ e rf_qlirg{: Nsub-array is located at
per at 1’onal or exa array_can tolerate t

a flgichlire tef 2 §R°@e§nﬂlkﬁ*ﬁ§¥@%lﬁnlq§ﬁﬁe%ﬁta§7 g53°c disaster
réQgethen ¥ thhat e tad lattreyofardi alanbeaaidbdi 9kgbhdud networks.

M%rue%vg‘rr ,r %¥1e 2&%1{5 2iQ1 che SJJVQUL& QFr%D @&?@E Bp%{tlfhgﬁent types and

Inventron is applicable to a disk array in .
G hL A0 SR B Ay CaREOr LS U, BPF AFETOURE fOr the two su
ﬂﬁ\)ﬁ/&l €dlhbye idhe same number of disks.

Although the present invention has been described in terms of
physical disks ag the storage devices of two sub-arrays, the techniques of
the present invention are applicable to other forms of mass storage, such
as optical storage and MEMS (MicroElectroMechanical Systems) -based

storage.

The embodiments of the systems utilizing a parity-protected
mirrored-array technigue of the present invention thus far described are

based on using existing RAID 5 and RAID 0 array systems. If the
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di fferent storage systens. Accordingly, the present

invention is applicable to systens in which the
WG 4a8ys are geographically separated, as PETOB2®8/004515

the case in which one first smub-array is |ocated at 25

a local site and another sub-array is |ocated at a

renote disaster recovery site, and the two arrays are

connected by | ong-haul networks. Moreover, the disks
IR 1 YR ALEPNRCa e, bk Y060k
pmee@‘@damyrrperaltlﬁe EEENEER aa?crrégfég tte Har STERZ s fgention at the

ou@HQf@erltOis diuskfagdbuAlb hmghlmhte PHrESe Mcriony exltli of thasdisks
e SCr.l N ter | d e {oure
fogt %Pbaeg oagqoala?c? uck())nsg e%%&? ﬁgjctc‘égcs Qéf trplgnc Fig 4

HEVIC e s e tech ques of
deplhets re SEFTPL #ve AVF oM 4P u&bbﬁlélgb? é>atf thotpﬁ%‘feGFSii e ropred-

aﬂfﬁfste%hﬁ:[cﬁﬁaeacéﬂiﬁlﬂng as o Ipﬁaéen)it M\@gu&ﬂ@lﬁﬂfl‘gﬁrlty dlastrlbuted
Ccr | ectro ani SLens : e o
ac ﬁf)% dal { 51 I\@JTSE kx n%' S}b&se%aél&? 11912:‘.9[(}%9 a t-g €1 of

& Sys lizin _
sqvanidipkpr offectted is ndinrsﬁ@rled:edrir%%ﬁ e%l%n?ﬁ &eofevepedisks.
present invention thus far described are based on

USI exi sting, RAID 5 and RAID e
D080 BETP D0 DB 0 BT By e
pnwvamﬁaﬁbmerﬁqyedfﬁagagrﬂa¢§n€HQ§yS$Qﬂ¥ﬂH¥qItpzthﬂgpaeiﬁﬂt|%@Ventlon with

paﬁrlgfp' %ﬁegpa[{‘lh& His@F 1Y b ek 4 léﬂlagﬂ @hdi igkkOod RBe system.

present |nvention at th? ﬁg%$ X it is advantageous
Sﬁfsdeldl‘r‘é]lorf'wgei)é‘rlt?’i/alae 0S5 756F the disks for a

better | oad bal ance and, consequently, better
perfﬂt@&?@prﬁl&'ﬂ)ﬁ@ &k élg&@dcf&lﬂﬂe R acyY SYSEeM Figure 6

400 utilizin arit rot ted.mrrored-
defpéEh‘T‘llaﬁlBEh%C gﬁ?f[fﬁ%ﬁéy tg S? 5 %telr%tlzmﬁven]? IrC:)Ln Vﬁ:%tected
mipabiédradi-st rebutienle @titbs orabentofinyéntidh dieyipg sypgetry and

pasrl{%{/ &Ny @&Hﬁg‘ £QQ i NGlHI8S 085 taqtlabf Q:fhe @@k@noﬁjltﬁgssystem
arlt%w distributed across all seven g

e
SYEGef P @r%*’ldl@}%lt&’lesp%erﬁ’l@‘)’(%]ﬁ‘pfr‘ﬁ’?%f%e%t gﬁf"%ﬁ? bt |]1°|mz‘?l ng e
t@lepatidd poipr of ecitewd itr hos eddaffeapnt ebhnicheeisicortihgxemplary
s%& hh&oPEesent ol el ioRWMdaki ePahbt Yordnsh ;3pasi Ng
stributed across all of the disks of the system

System 500 includes a total of eight disks. 15 Wth

the principle of aligned failure boundaries in m nd,

Figure 6 depicts another exenplary system 600

utilizing a parity-protected mrrored-array technique

of the present invention having symetry and parity

and sparing distributed across all of the disks of the
system



10

15

20

25

30

35

System 600 provi des the previously nentioned

advantages froma fault 20 tol erance point of view,
wheiodshassa different characteristic that exenpP@r/gB2003/004515

system 500 by having failuredboundaries that are

al i gned. WO 2004/ 040450 PCT/ GB2003/004515 14 CLAIMS

1. A nmethod for storing data in a disk array having at

| east 2n + 1 physical disks capable of storing n

physi cal disks worth of dat %LAﬁJge 5 met hod conpri si ng

steps of: storing data on the n physical disks in at

| east one data stripe, each data stripe being divided
1.1 ng%bﬁe%szt&ntslt%%irﬁ@deﬂ&éallnsa Eﬁdk gserHjBS'lavﬁlﬂidﬁdlSatdtI g:s + 1

an eip i stribut across p c S
phﬁ%h‘@llaiijr%ﬁ SRR SERTEO G orpth it g%/%{esct% |of/tce11 gg dack?) che
meshod gerrtisendgattaprs stfri ps in each data stripe belng

included in the corresponding generated parity strip

only once; .and 15 distr.j buti t he dat strips._o ach .

dat aStQFJrrﬁgpgataa CopV® SfP}éyéf’éﬁafgi&gE data s each oar(?dglatr%1 SBripe,
ea@brdaaapswumpﬁgquagldgﬁlgeﬁlqatﬁcn'Seaﬁﬁﬂnéaf%%ysFﬁWﬁieSlzed groups

ca@?é@%ﬁirh&e agﬁ veidg RS GRl 8i 8k sOfcrnkhe dhyskear Bayks;
the data strips o? each data stripe, the copy of each

such data strip and the corresponding parity strip
f or ®achadataes staripe sbeimdooreaahr espectivreytalistigrenthe data

sﬂ%Fﬁg 1n29aég dSEEESQE§%% @E{ﬁﬁylnéﬁudédnfﬁ QQQ éﬁir@&ﬁﬁnﬁﬁﬁblg@nerated

alm1, wherein data is stored in a plurality of
PagAFYR TP PBLY WG wiférein a plurality of parity strips
are distributed substantially equally across the 2n +

% P f%%gf%uﬂihékéhe %é%a stfﬁﬂgeéf"@gdﬁsié%EaéﬂFQgelrh @Bﬁylaf each

, erein the disk array further nE es at Igat ctripe
USHeSRipaF B hyEt AP CASRSEAHAGF LT TheP SPBEP e SErip
adtos$ rinkuth ng1li pigistidels dasist ep dfe disk rirbay.i ﬁgetq@éa gips of
eag:%t Gaid {:Plsbec,)f tl'geaggpag%%aea%hr Lpe, ahbe se Ry eyl @&Ctioﬁxké%tiondlng

strl corresp ondln arlt%/ S'[I‘I]g{ éf ¢ disk
pesAEH atR ST F?a%h SR PS5 I P9, O T PRFSPEA Ve SkETHETEE
ofeath sparerkdiysk of the disk array, the data strips of
each data stripe, the copy of each such data strip
and the corresponding parity strip for _each data
2 st ripahBrh@sortdrresPettivetly "ﬂ“iegfjé} &at> diSs ﬁt?ﬁ‘edt He

pﬁﬂiaﬂiﬁﬁ(oardéﬁﬁ stripes, and wherein a plurality of parity strips are
distributed substantially equally across the 2n + 1 physical disks.

3. A method as claimed in claim 1, wherein the disk array further

comprises at least one spare physical disgk; and

wherein the step of distributing includes a step of distributing the
data strips of each data stripe, the copy of each such data strip and the
corresponding parity strip for each data stripe across the 2n + 1 physical
disks and each spare disk of the disk array, the data strips of each data
stripe, the copy of each such data strip and the corresponding parity
strip for each data stripe being on a respectively different disk of the

disk array.

4. A disk array comprising at least 2n + 1 physical disks capable of
storing n physical disks worth of data, data being stored on the disks in

at least one data stripe, each data stripe being divided into n
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4. A disk array conprising at |least 2n + 1 physica

di sks capable of storing n physical disks worth of
wa@l210a/04d8t a bei ng stored on the disks in at |PEEGBRIVE/004515

data stripe, each data stripe being divided into n WO

2004/ 040450 PCT/ GB2003/ 004515 15 substantially

equal - si zed strips and being distributed across the n

physi cal di sks, each data stripe having a

su]ﬁo]t%tﬁﬁjaﬁqn di n parzI tdys Sérglf 3 S h g&lng] ﬁl %@1@5@4@ gcpcyss the n

0 tr| pSs on once t he N
phmrca@ydn@ﬂcm peaicé %e?%iftl@s hatVﬁégoeatcaréeﬁpi(’ﬁ%lfpol?a@&é’hstrlp ehat
is d;ﬁin@r&\lerd' Qﬁan@l@dﬁ@rp&adﬁ oE&SHé sakch sdadd st pnemdlhélhe‘_he

corres ondln arity stri e Li D& glng
Pat et FHbdt &d grgtr)astse 1’h€n Qgra fg ysgglgléﬁe% % of i
di sk array, and the data strlps for each data str|pe,
t heapéﬂﬁ& of éﬁ%ﬁhsudiug$tdd@Eﬁt;ﬁEﬁﬁjlh@nébﬁﬂéepondlng parity strip
correspondi n r trip for each data,strip Qcal disks of
fopeian ‘ga?)fa S‘frgé)ga% 1Stagl?lfteefie%?r°5| s%‘ 1§t he gkln;s cal disks o
thardisy. alFavA andskh%rdlaay S&glm éloﬁe%ﬁqhnd%tlaaﬁﬁl@e'v\ﬁ?r EPpY ©f each
sug@td%th Ssb%t.Lﬁlrﬁﬁli l:l'i‘e %or%%ﬁéiﬂg}/p@flt@abﬁrlﬂ Ed];péach gﬂda dstrlpe
wherein a plura S istribute
Pesith Sfahth® }Q?‘iflé’a Idll%%\rpeflgsslstkhcéE % + J1s ?iys?/cal
disks. 15 6. A disk array as clained in claim4,
5. V\’herAeH{Eh]J g@r&% sk @llr(arlﬂéfd fiur &ﬂ'ﬁﬁm 4P%}2§Eféﬁﬁ&aﬂi ikegistre@nt a
are physica S an erein the t
pléjé‘i:lﬁtéia? gt |S|5§lp‘?shea (gﬁ'ghlb lne%c%lusrﬁc ﬁg p&a? & S%lps are
diat bihed cobsespoatingapdlivt Jorosei fhef 8r ‘edchgira dlSkS
stripe are distributed across the 2n + 1 phyS|ca
di sks _and each spare disk of th i Sk, ar.ray, ch _tha
6.t he AdALa SFFTEST OF B8 1 0BIETS r.@&re%fheﬁcod SR Gfrray turthes
cogpcises ugth ldatta ostrsppramnchyshealc dislesgofdi ng parity
strip for each data stripe are each on a respectively
different disk of the disk arra i sk _array
as CTRsFeed *ha Gra “fﬁr&pﬁ\lrifé’Fe??wCht ﬁ%tadlsgﬁl Ar rg})l/ corpra O% g3ch such

dafla il drtdy tiod cdirséponding parity strip for each data strlpe are
distributed across the 2n + 1 physical disks and each spare disk of the
disk array such that the data strips for each data stripe, the copy of
each such data strip and the corresponding parity strip for each data

stripe are each on a respectively different disk of the disk array.

7. A disk array as claimed in claim 4 wherein the disk array comprises

a plurality of disks.



