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SYSTEM FOR AUTOVATI C USER AUTHENTI CATION FI ELD OF THE

I NVENTI ON [ 00011 The present invention pertains to the

fw&%&%&};ﬁ&ecure net wor ks and conputing de\ﬁc?fgézoo%iﬁo%
rcularly, the present invention rel ates

automatic user authentication. BACKGROUND OF THE

I NVENTION [ 00021 Wth rapid growmh of Internet and

net wor ks, the popularity of Internet technology rises

ecuro SRR pACARE T SEHLE B AvRoflf vk R T oarron

passwords are utilized to authenticate the user
logging into a system providing particular network

services. Users may accesses several applications,
epar ate aut hentication nechani sm

=11Q Spmvi remenber nultiple user nanes and
mords Due to this inconveni users ual I'y
@?ﬁ i ze t M EEGHR “L‘(S’étl"nﬁ‘éff?@”é% E§ %9?166 REFOIRIE bl o
I|c%%|ons t hat t ccess, fltlon users
ferPéWé a&g%ana%mw alas 1QRNRRpAG useF o
ugpg to crack by- hackers Cracki ng of one password
FHERY count  br eaches ot her accounts with the same
naire_and password. Network setups such as
JENPLALLHIINVENEONF ks, renpte access features,
and weak intrusion protection increase vulnerability
@?“Zbassmwlém?@ gravth pifntemet aad pefwriks. Bie nonwlrity of Infewm]
Nhny hackers are able to trick users by posing as
techn¢legy; riseRANINS Ricst O petwork gergicesgIn ander {psep gde sgoure access to
voluntarily provide the hackers with their passwords
STk sspiicen apas §ames[apd praTworipare wilined) to pphantieate be nees loaging
multiple passwords that users maintain, password
IR0 A SFEcrameviding pasijeyiae nateieriiseivisesr Wieormasecsssee sevarat edi ous

and soneti mes SUBSTI TUTE SHEET (RULE 26)
applications, each with its own separate authentication mechanism causing the user to

remember multiple user names and passwords. Due fo this inconvenience users usually
utilize the same user name and password for multiple applications that they access. In
addition, users choose easy to remember passwords, which usually are easy to crack by .
hackers. Cracking of one password for an account breaches other accounts with the same
B user namé and password. Network setups such as wireless Local Area Networks, remote
access features, and weak intrusion protection increase vulnerability of passwords to
technical attacks by hackers.

o [0003] Many hackers are able to trick users by posing as system administrators
causing the users to voluntarily provide the hackers with their passwords and user names.
[0004] Due to multiple accounts and multiple passwords that users maintain,

password management for system administrators becomes a tedious and sometimes
.

SUBSTITUTE SHEET (RULE 26)
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enpl oyee are exanpl es of tasks that system

adm nistrators need to perform in order to nanage
ﬁassmords of existing accounts in the system

RAWREY e password managenent may | ead tRETEERWHPAOYPT
breaches, such as failing to delete a password of a
fdfiadepartingpinplpges anmaxampleoaf tishathateniabn y@einisRatas Be&iXo perform
network areas that that enployee should not be

dn oelessth ngnape yaswerds ¢fORIG]g decuntadn the ey, IdachaaspREdsd
are correctly managed, using passwords correctly for
andnhgentenicadyi leegl tolsevirity bieadhey) ek s BlingYo YeMiOLpaBY&d boa fired
vari ous attacks from anywhere on the Internet. One of
tevgpldyesiawdlp® thad ethloe td dtCesh OftirbAlar @B thaf th PRV EeAhould not
attackers is to use a certificate-based authentication
reeeb@iganwhéB, private keys stored on physical

tokens. The process of transitioning from

[ecasyor d- (ashe, drd pREWErad 4:0 BorteBily managed, using passwords
token/certificate-based authentication is a conpl ex

ROREAS for atrBwEiYRing udeks ik findankn@ING i@ ble RN VAASES b ol |
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enterprises serious about digital security need t

RgieHekadnahe RERL Dny¥@he bebt WL Uk wel RS PLREI of pdtetial

sol ution that overcones these and other shortcom ngs

Qftackére sl uffa cBrtiicat2bddd AR NBROALhRGTA RiR 993#9&9’9 Sibred
SUVMARY OF THE I NVENTION 1 10007 A net hod and

B PRYsahSkdn® The poORPS T tfansiSsHlin A SR G @ bhRA adh&itication to
descri bed. The nethod may include collecting

WKehVBaHificaBl U aGthSffiBRHoh & Scotb e PRIcERI MdWkver, it is a transition
aut hentication procedures of a plurality of

PRIEss Gt AIPHTrHEEREIRE Bt Bghtd StcuAtet BB iAGd AL, t he
coll ected authentication credentials wth stronger

fiouobp of GMRERMEIIRY, Therefl}E, iFBEMARn ﬂﬁ?bﬁ};ﬂ?&oﬁﬁs {hf@Q 248 Sther

automatically utilizing the stronger fornms o

gﬁ&@gﬁ%%@&ﬁhgﬁgp&gvi de the wuser with access to the
plurality of applications.




3 WO 20 0 4/05366 7 PCT/ SG20031000037 BRI EF
DESCRI PTI ON OF THE DRAW NGS [ 0008] The present
invention is illustrated by way of exanple and not
limtation in the figures of the acconpanyin
WPAHH4FE” in which |ike references indi catfCTHGRI0p/E10037
el ements. [0009] Figure 1 illustrates an exenplary
sYSMMARY Offi BEBEENWENTAONor di ng to one enbodi nent of
the invention; [0010] Figure 2 illustrates conponents
olt0@# Ac c edsnefigdnnd paatud forgutbmatii@er @tiaaibafioiire @scriteg.
i nvention; [0011] Figure 3 illustrates conponents of a
SHeuchcdmaydhclidercolGothpeaiieiicatibi@adehfidlCBihetitoagge or di ng
to one enbodi ment of the invention; [0012] Figure 4

| duthgsticetidremoduiposRiplisaly of gelidatibys AMHARE BIE Bier DUBEHMing
according to one enbodi nent of the invention; [0013]

Fhgeoliected aushontidatiomeredeatidls With @rohkaférR oPErOEREME The method
according to one enbodi nent of the invention; and

(104} Ao iflgtisratomali IR 1Rk RITR sioMged Fsihk bdrédeh@uldPh pfovide the
processing systemaccording to one enbodi ment of the

[ uBstavith 2bess th tNMHILARY bORPEEGMCT/ SG20 03/ 00 003 7

" DETAI LED DESCRI PTI ON [ 0015] A met hod and -appar at us
for user authentication is described. Note that in
this.description, references to "one enbodi nent" or

"an enbodi nent” nean that the feature being referred
tois included in at |east one enbodi nent of the
present invention.
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Further, separate references to "one enbodi nent! 'in
this description do not necessarily refer to the sane
enbodi nent; however, neither are such enbodi nents
nutuallg excl usive, unless so stated and except as
PR204BE eadi | y apparent to those skill ed BGHSCAU3004937
Thus g e oresent |nvent|on can i nclude any variety of
e 19 ' PRAYINGR| ons of the enbodinents
descrlbed hereln ' 0016£¥The present invention
11083} oses The PFE%BH*GE"% o ig {IBstegtedrbyrway of premplecaad pldimitaiien
via hyS|caI|zat|on of user credentials. Passwords and
inthe Raeo! B agcompanyingdeavapgsy imavhiqhdike refesecesindigee similar
automatically provided to corresponding applications
glementi.he user is attenpting to access. [00171 It w |
be appreci ated that the term"pl ayback", as used
HOPYi n, nEigres 1 ilustraienan anplpryisyien achitpomrapcentding trone
authentlcatlon i nformation into appropriate
eipptditacst PiCheinveplienit erm "cl i ent nachine”, as used
herei n, means a processing system hostlng a Secure
[091@ct f oFizmisAibivsiretns componsnisiof emApases AgRet atberding to one
Technol ogy [00181 Introduction to related technol ogy
eralodireenbied the inbention;under st andi ng sone  enbodi nents of
the invention. [00191 One enbodi nent of the invention
00£1]i zes BigmpiddlhGbptectompormbf PEeturx@ject (BOARYenieBOAP
i s a nessage- based protocol based on Extensible Markup
1dartifiralipn aScontingi0 04¢ GBIREBITnPETheSGRMER; 000037 ( XM.) for
accessing services on the Wb. SOAP enpl oys XM. synt ax
[0813]end t Bigtre 4dthshatncempsnanty ofideftity MO2@ e Bystem according
enbodi ment of the invention utilizes Hyper Text
throas shbadirRmbbLtboinvention;

[0013] Figure 5 is a flow chart of a startup procedure according to one
embodiment of the invention; and
[0014] Figure 6 is an exemplary architecture of a pfocessing system according to

one embodiment of the invention,
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Secure (HTTPS). HITPS is a protocol for accessing
secure Wb servers. Using HITPS i in a Uniform
Resource Locator (URL) instead of HTTP directs the
nessage to a secure port nunber rather than to a
W@P‘é’ﬂf&‘?“ﬁort number . Exenpl ary Ar chi t ect urBET{SGPY400037
Figure 1 illustrates an exenplary architecture of the
i HEEAILEIDEJERIRTIN s - Agent 100 communicates with
Identity Managenent System (I MS) 110 via SOAP or

HEPES. | vsAinethodead enpatemis for gesr eushentivatitn isalescribed. Note that in
addi tion, the Access Agent 100 interfaces wth Secure
dbjselescriptinm, ©hueness te fiane knibedimért tort RroemfaSEENY” remitics thb20
via SOCI Application ProgramInterface functions.
Hiegfuredeing raferted te istnsbrdebinpblessh ors: eotbodimentAd degsesedgasiition.
100. I n one enbodi nent the Access Agent 200 includes
arnrthers sephiiatgrre@eaces totiondembioristeal” listhishiescApitest ndgritss20P
on a client machine hosting the SOCI. The Access Agent
208 forfhe sauhe smbodiment; liowtenrfreitler medudhembaddimeiss ntikually

provi des the end user with a graphical interface
aixklusiva gnlewna sfeted atd cadept dsavihbe eadilyAgpatrit so thuseckilledis. the
The Access Agent 200 also includes a duplication

regid Thus, the presenbinveaktibroves ich@le aisevaritty opemilonamoeiplioeat i on
of the SOCI, description of which H Il be apparent
fintegratidme of bt bobudirgents deaibed lerein. The Access Agent 200
may conprise a scripting tool nodule 220, which

dfeR6] des tTie peseht imertivn Ustibses & mE6d it syiterh Gorvirthi@ticay
scripts to be utilized by the Access Agent 200 for
raeravip physicaiastionwor uksr dratentidPapRdricaidiveditamed of B udef &€ stored
nodul e 225 may al so be included in the Access Agent
208 déviceGap tutorratical®y prbedea\td Cuiregpoddipg ayplibaoks hathe user is
aut hentication information. The Access Agent 200 al so
iarterhptthgso acceessi on managenent nodul e 230 to repl ace
graphi cal 6 WO 2004/ 053667 PCT/ SG2003/ 000037

qoa1Tent i c et wilkbei appredidtat@atitic terie pfyBAcRMaa iébd BERIAL AlGans
sessi on managenent control on the client machine. An
Actofatically &itértifOsreDlskefutHcAR B Thfofhdtioh Int? FpreAEir €S a
proper startup

applications. The term “client machine”, as used herein, means a processing system

hosting a Secure Object for Convenient Identification.

Related Technology

-{o018] Introduction to related technology may be helpful in understanding some
‘embodiments of the invention,
[0019] _One embodiment of the invention utilizes Simple Object Access Protocol

| (SOAP). SOAP is a message-based protocol based on Extensible Markup Language




of the Access Agent 200 upon an insertion of SOCI into
the client machine. The Access Agent 200 al so

i ncl udes a data managenent nodul e 240. The data
managenent nodul e 240 includes Certificate Managenent
WBAUES¥E0, Access Info Managenment Modul e PCIE2003/000037
Confiquratigon Managenent Mdul e 270 and Audit Log
MBI dorepepssipgeservies emihe Webb3 4R armploy VLI sgnt260 seraitages
data related to digital certificates such as parsing
tpemapdsusingifddPe and generating a certificate request.
The Access | nfo Managenent Mdul e 265 manages data
rl892) ed t Orgambiodimentos thedevsntionsutitives dypeTextarinsfog Proge sl
identification and password information. The

saee (RFERS) SR TSriagpmtone] ivtadedssingsCureriifech gasersdfising HTTPS
related to configurable parameters of Access Agent.

Th & Uniferin Resoigevbatalon(URIY instendigfISTTR dirpgis itige rodssage to a secure
activities of the Access Agent for audit purposes. The
Aet aymbagaibar 2o @ addwilt poriehmbies a synchroni zati on
nodul e 245, communi cati on nodul e 250 and SOLI
Fxemplarygaehiteeitel e 255, functions of which will al so be
apparent fromthe follow ng discussion. [0022] Figure
4002¢] ust r Hipwe hillushatasph exeypnplrchthigcituerof tefintehtonSBEIAccess
according to an enbodi nent of the invention. The SCCI
iAegent 106 caivaunicates keth Idatgamagdndhespemo@UBELIath SOAP bhe
user's conputer. The SOCI includes a chip 300. The
TS AME ixdopatbdornn sormr tachiredin adbitipn, tHhecceRi AxeMAQ0 interfaces
i ncludes a crypto processor 310 that perforns

ovithSeage @bt dorGoheanicat idemifidaRanSOEN dbeteM0 via SOCT
Crypt ogr aphi ¢ cal cul ati ons include symetric key,
dpylication Progduayntenfice fimstioral Qe £ HBtrRetebmponcRSAS thPRScess
3DES, SHA1l and MD5, all of which are well known in
tAlgentd 06, Imoweb cetbodiaienttRaibces ApRirt 200 iiches @XpdARAL0F Fhich N
addition, the chip 300 includes NVRAMto store

setalis the Wecess A geat Z00dataaliers ubhifshdfingtat SOKE The Athes XD
2004/ 053667 PCT/ SG2003/ 000037 SOCI al so incl udes
ROGintinded bt Mtdrtesinodude S0f whiclk frotiaésMBE &ndaRér with a graphical
non-sensi tive data such :

interface allowing management of the Access Agent’s functions. The Access Agent 200

also includes a duplication module 215 that allows the user to perform duplication of the
SOCI, description of which will be apparent from the following discussion. The Access

Agent 200 may comprise a scripting tool module 220, which provides the end users with

-a mechanism to write new scripts to be utilized by the Access Agent 200 for managing

| passwords for new applications. A sniffer module 225 may also be included in the Access

Agent 200 to capture user behavior and play back user authentication information. The

Access Agent 200 also includes a session management module 230 to replace graphical
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as user configuration data, digital certificates, etc.
The USB Fl ash controller 320 is another conponent of
the SOCI. The USB Fl ash controller provides access
fromthe «client conputer, i.e. SOCI host conputer, to
VRePHeH RAM storage 315 and the chip 3FCT/SEEs/Ge437
i ncludes Application Interface Functions via which the
@hthenticatiop igerfase in theosysiem isadprevidevession thanaSBEht cofiind on the
Application Interface Functions provide high-Ievel

- ghent maehtineo An AgeesSapnt emtrolier 654 oonirdilen 23§ enstuies & praper startup

managenent, data encryption/decryption, and digital

of tha dceaseAganh 200apbwan inSertéonfofi HOCT intestheoljsotsathing. Thh dccess
Application Programm ng Interface may be inpl enented
I\gerat 280alko Rolndds rdath nanagement (rodtle 2#H® Wh) datd mamegenent module
enbodi nent, the SOLI stores its authentication

240 mckrddsi Qertificate banagementiMisitlet260.t Avecsdbrdfe Mandgment Maluk
certificate signed by Certificate Authority (CA)

265 Coafigurdtipn Meaagéomernt Mo dApeT0 andTAwdidapt Mbduda? 1500ertificate
Authority (CA) is an entity entrusted to issue
dvEmbgehienidtedil 266 arahagagy ddtduatated hedigiead cqpiioates sunt iay paisigd the
machi ne or organi zation requesting the -certificate
certificatd and ighyeratiog alcdriifivat rafued The Ficadsh InfdieEnggehent }Module 265
Certificates together with private keys may be

uiahdges éata teluteBE dpplicntianiidoes bichas extiabiinguse idenfifAA@] and
Figure 4 illustrates the lIdentity Managenent System
bhdviprd4iiormiakiad. The CodfizantiadMaihgemar Modile ARCibiagesalard related
communi cates with the client machine that hosts the
S¥ohfige sk shramgeidroofonesse Kigat The Mudil Log MedalegEnhimages The
Identity Managenent System includes registration

SRk Mp 0L actimbied b feheddddess Dyttt QDR RirpR6s. T AdcefA gem@0D also
415, adm nistration services nodul e 420 and backend
SRudbaynemshidatoridiuld 245 adintunRBtiontrieiulel 252 EDCI

i ncl udes a system configuration interface 426 al | ow ng
si4fdceneRRRydale OF  filrRtiond £ ®BiSh K14 K lapikdnd fol Sic\bltRdng
and backend services. In one enbodi nent the interface
dBcussin. HTML i nterface. The registration services

nodul e 410 includes account registration 8 WO

pidgy 0536 67uRGTiIneROR KPR architecture of the SOCT according to an

embodiment of the invention, The SOCI is a hardware token capable of being connected

_ to the user’s computer. The SOCI includes a chip 300. The chip 300 may be a smart card

chip. The chip 300 includes a crypto processor 310 that performs cryptographic

' calculation described below. Cryptographic calculations include symmetric key,
. asymmetric key and hash algorithms such as RSA, DES, 3DES, SHAL1 and MDS35, all of

" which are well known in the art and do not require any further explanation. In addition,

the chip 300 includes NVRAM to store sensitive private data, such as private keys. The




nodul e 430, which registers a particular SOCI with the
IMS. Once the SOLI is registered, the M5 may start
provi de services to the user of the SOLI. In addition,
the account registration nodule 430 perforns
VALMPPISe i dentity registration and emai IPCTSE0&04037
registration. During the enterprise identity

.8&%11 gks9 ieludes Flash 3ot singpanfiwarp doveicand npivBngitivehdata such
exi stéogg credentials of an enterprise identity such as
@seser opa grptiancdgie) digital epridfiqates st e USB Blashatontel]er BNHs
confirnms the informati on by contacting the enterprise
srothes compraetpé the SO ThadiSBdfash kiBrollergueddes aesstiioni that e
and registers the user in IM5 database. During the
ehient Congrithr.d £sS@Eldiosttcomputen fo the EleshsR A etaragp 8 bivand dls: dhiys
wth an email address, upon receipt of which, the I M
$6h dbe 80ChimaluflesAppbcagjon Intarface Fumetiqms viaivdénd theartigitlcomputer
address requesting identity verification. Once
icotemtmicapeswathi the SQET. Jhe Applicetimi medadsyFunttives privBde hiplelevals
issues a certificate and registers the user in the IMS
dostiratims dor SOU 24 }icahaich yneitifoate rahagomemigdatd ces nodul e
415 includes synchroni zati on nodul e 435, update
eamtypitien/detOypdingl aed digialsignature genkddffion. The fimyiinnl expbaidtyi thn
nmodul e 435 synchroni zes data on SOCIs with a copy on
tAlpplidatids Progremobérg Ihierfava iy &k implenaitcaitbgnSOCI Bahtveehibtdne
data. The update nodul e 440 updates software and data
(ot tHoern SOCHneleynbodiment| tha 8OOYstores ftauthesticafiX infovhaioh ebe
client machine hosting the SOCls. For exanple, the
prchbetotdiidoessddniiay catfiateaithes bf Cordfieatafighaiip CA) trusted
access scripts for common applications,

Byl the icSdss Aent.-The Cattificatidd Anktioeint (CAY ixfan@htiigentaRied 6 iSsue
The escrow nodul e 445 stores sensitive information on
betifidates adsertis g thet thetecibishtifdividest,anRhite orfdigarRatsiraywestiiiy the
445 stores the Common Symmetric Key (CSK) in an
edatfigapt feldilE de gbnditfonfofintettablishdd pMiey. CertifilchtesSeEekifer it

| ost and data is not recoverable fromany of these
PR $s mhy e Rilieddip SOQ] todathdntida@itiechstd | M5 can be
recovered by restoring CSK fromthe escrow nodul e 445.
f0oe3] escr PwurmilhRratté the MaRYitily demagdAenSsteni (INBR40BER4: isl N
an encrypted formthat is 9

located on a server machine and communicates with the client machine that hosts the

SOCI according to one embodiment of the invention, The Identity Management System
includes registration services module 410, synchronization services module 415,

| administration services module 420 and backend services module 423. In addition, the

- IMS 400 includes a system: configuration interface 426 allowing system operators to
access administration services and backend services. In one embodiment the interface 1s

-an HTML interface. The registration services module 410 includes account registration
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IMS's private key is provided to the escrow nodul e 445
and the user presents a predeterm ned password

rase, K'is an encryption key used to enc
ﬁ?é?‘"gﬁgﬁshentl cation information such as gg@éo@3/000037
assvvor ery SOCI device that belongs to the sane

E
“’ﬁé‘g Pfhdegiereapareniar SOCL with the 8| Qne heSOGised by

be decrypted by another SOCI bel onging to
t ﬁ%sl%%{?ﬁeﬂﬁ@ﬁ FPigYovidesemigesde g use pithe 89 Chibtiadditiod 3be

‘i ncl udes certlfl cate managenent nodul e 450 and data

naehe registrationmeduls 438merformg aRfermiisetidentiinl uégbtrd i and smaib
new certificates, revokes certificates and naintains
Casidress registratiqne Dunng thoentarprise ideqtitRrogistration, thehedessfAgent e
validity verification. The data nodul e 455 provides
oPFR¥Hdcs NS Wik exiefingwredentialg of ensmtetpuise identitieieh stiserddbntification
| M5 dat abases. | M5 database nmay reside in Relations
Dardipseserdmfugeinnn IMSganfion thebDRMBIton ty rettdoting/ths emtaprise

or a sinple file system The databases contain

i BB aed wnon cordbmeti®ONS e T estifichta bnd fegistars dire waSTMS
such as serial nunber and issued certificate. The

d deteltsees Byripgihe emaibaddresd negietrating, dreoms Agant prbridés IMSewitiser ,
such as applications that the user accesses, encrypted
p el esidpss, upa reesirt ofyuhialt, iteriMSaemels an @Iﬁ)ﬁﬂﬁﬁe}ss@h @sing the provided
adm ni stration services nodul e 420 i ncl udes user
aemiihiddressrequestingridaitityeed 6Btio Decd idetityadrification sadceivad by
nmodul e 460 allows the adm nistrator of the system to

c fhe BVI8, thelbIS sees acertifivatesand chglsetsahansbidh the ME da@biat, S,
assign roles to users, i.e. specify wusers with

al824li st r afthosynehroizatibz serviees mobiledl SUschides $y@ciBoKieuioh S,
i.e. email accounts. In addition, the adm nistration
nuddile4356apdateinminletdie araicatron stodidlt H455 Thesyaadnigtisemodule
SOCl's before distribution, create new key pairs, i.e.
pdids syncheonikepdatyat SO yath am@meheamsstx biligr to @Rldtdid tdheikescy
and keys. Generation of public and private key pairs
negywize tpatafaoTiagdite moSGDEH40 upPitll shfwitensl dapntiRSOIDY
stored in a certificate issued by IM5. Theses
cémvinldailing ités the SOOetihbe chdnt Madhink Yeakitg he BOCH. Bé@arhple, the
SOCI can be used to authenticate SOCt to IMS in

update module 440 may download software upgrades, access scripts for common

applications, administrator-maintained client configuration, etc. The escrow module 445

stores sensitive information on behalf of users for future recovery. The escrow module

445 stores the Common Symmetric Key (CSK) in an encrypted form. In a situation where

-all SOCIs are lost and data is not recoverable from any of these devices, the encrypted
'data stored in IMS can be recovered by restoring CSK from the escrow module 445. The

escrow module 445 may keep the CSK of the SOCI in an encrypted form that is
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data. In addition, certificates along with private
keys may al so be used to authenticate user to
applications that utilize certificate-based
‘gﬁtzﬂ’é’ﬁ?:’ﬁgati on nechani sms. [0027] The phyRGTESR003/000037
processing platforns that enbody the Access Agent and
| e versRls Wik ¥l & PRV e kayds nrgvidside thesscsare modie 445 and the user
conventional personal conputers (PCs) and/or

SIEPSFRS 2 predeismsasssiordsypuase Sk is@n eeiryntion keywsed togscrypt
enbodi ments of the invention. Figure 6 illustrates an
eYesiprudbetication infosmaiiopseehis Hepr's passeonds Every BOGH déwinedhat
The processing systemof Figure 6 includes one or
nislangpiodeessgisser barthe sagrESErio hatrinfnmytihR@Nypted 6y, on SOCI
random access nenory (RAM 620, and a mass storage

okey be deceteddyapdtber IO5°] belotgingt th ére saromusar. bus  syst em 640.
The bus system 640 i ncludes one or nore buses, which
nf@923be cobkrderkad saviesaindole Ha5 inchdsegtifivae maumgement

bri dges, controllters and/or adapters, which are well
KA 458 anddatmmpdule4is. Sartifigateananagamebtrsodiestse hasied Gewny
include a "systembus', which may be connected
tdertidigejes, savolked aprtificat¢sandmaintains Cortidicax Revosition Lists(CRLgFora
peri pheral conponent interconnect (PCl) bus or an
eoettidinate validity rerifioption. Ahaidetednodatectss pewidey athedr BYSAjodblaswith
Al so coupled to the bus system 640 are a the nass
siconsaigdhe digastared BINS dotabases INGD datatiaseuidy residein Rekatidn®)
devi ces 650 and one or nore data conmunication
densabesedMBBLerhant ByntemRDENE), ditectory @rvet @ apingdefkisytem. The
systens via one or nore comunication |inks 665 and
GlAGpaseepait infoahytion Bhat BOCI dieicecias thhBemmms, sneH d3derial
for exanple, any one or nore of a display device, a
keynbareand jsseedpeitifitata §hel atabasgss Ry glso inchidd informitivn @bgad the user,
trackbal l), an audi o speaker. [0028] The processor(s)
606h avmyplicatidns dat tha @sediiccamEsCene it Phidswsrds argeoefigatation data,
pur pose or speci al - purpose progranmabl e

f0@26ppr oc eBradminidiatiort setvicss §odlle P00 RISONSr adnDBRStion
application specific integrated circuits (ASICs), or
picelgle 0k @ sdr adininist it GRBule 460 allows the administrator of the system

10 create new user accounts, delete existing accounts, assign roles to users, i.e. specify

| users with administration authorization, bind users to accounts, i.e. email accounts. In
addition, the administration module 460 allows the administrators to configure SOClIs
before distribution, create new key pairs, i.e. public and private keys, revoke existing
certificates and keys. Generation of public and private key pairs may be performed in

- SOCIs. Public keys can then be stored in a certificate issued by IMS. Theses certificates,

together with private keys stored in SOCI can be used to authenticate SOCI to IMS in

10




o

(PLD), or a conbination of such devices. The nass
st orage device 630 may include any 11 WO 2004/ 053667
PCT/ SG2003/ 000037 one or nore devices suitable for

storing |large volunes of data in a non-vol atile
WRAW&PS7such as magnetic disk or tape,  PCT/SG2003/000037
magnet o- opti cal storage device, or any of various

t gysierto ggirievpidgfat Iapddificiecsrtificates AgMithqrivae kpaaiay Biss ke used to
(CD) based storage or a conbi nati on of such devices.

[ Ficatpresextatepplisations thatowilizanartifieste-daed Intfcatiacinedhayisms.
be any devices suitable for enabling the processing
s{¥Rdm t o dbéemhysicalatasesdiag platfprivs ttat ersbody éheprcoseAsénn gnd IMS
system over a data conmunication |ink, such as a

wineg fnelide procassiceiystems sich 2 coventional gandhal beh@pdo(PEs) and/or
nodem a w reless nodem an Integrated Services
Diagier-glassNetmpoteksyéte:BOidpordiag ayptacioys embbiligichtabl thainsakibn ®igure
Line (DSL) nodem a cable nobdem a satellite

t b dlvstraés\ae exampnofEtdharpnetssing aysed ot adiightléiel, Th&grocessing

Met hodol ogy [0030] Wth theses concepts in m nd

espisteoh afFipuse Gihcltides ohaor evtd ocessars 606, réadrdniafiemdx (RONVIPEILO,
Startup Procedure [0031] In order for a user to be

athdomatdcesa ndeynonURADOL0,ahd sl mbBIstotRe Hevide®B0 Eatipica fo eabh ather
the user attenpts to access, the Access Agent 200 can

ben ks eytinn G400 The Yus systAT 648 inclEded tind 8r mbre®uses,vitidhimay be
machi ne. The startup procedure will be described with

r efnasctsdd@edol othls trebgh Gariotbritgdds, dohieoIRASEH/ENkdARES SR Hre
nmodul e 225 is executed upon the boot up of the client

macihkioern i he as 98 bampphaBeEeaim bakiendude a ‘BisRiankS
with a | ogon procedure of the operating systemto

hahich Siay bd donddoted @rbuph a bRGREAIBS or iYL edpahdidndbicEad 4 ONn

procedures are the follow ng. The session nmanagenent

npgighedalicovpdeRAt ihitliCorMect CRITH 518lok 8 exdetded iRy standard
architecture (EISA) bus. Also coupled to the bus system 640 are a the mass storage
device 630, one or more input/output (FQ) devices 650 and one or more data
communication devices 660 to commuﬁicate with remote processing systems via one or
more communication links 665 and 670, respectively. Tht% I/O devices 650 may include,
for example, any one or more of a display device, a keyboard, a pointing device (c.g.,
mouse, fouchpad, trackball), an audio speaker.
[0028] The processor(s) 600 may include one or more conventional general-
purpose or special-purpose programmable microprocessors, digital signal processors

(DSPs), application specific integrated circuits (ASICs), or programmable logic devices

(PLD), or a combination of such devices. The mass storage device 630 may include any

11




initialization, the AA controller 235 at 520 directs
t he sessi on managenent nodule 230 to start a thread,
whi ch nmay poll USB ports of the client nmachine. The

L] hread 12 WD 2004/ 053667 PCT/ SG2003/ 000037
‘Pgé}ﬁ'}t“)ﬂ%ﬁggs whet her an SOCl is present in WS FO01/§pa0s7
USB ports, If the polling thread does not identify
t fE nge, deyifies Sg'éag?i oy sioning lggsvelvmeneldiatadn 280-wlatifdanner,
pronFts the user to insert the SOLI and awaits for
£ freh psfargpetc sk oF tapn magnotoronsipal sierage divisel drynypefl vifiowy typesof

B, paorts. If the polling thread identifies that SOLI
i lggﬂllr"é%Fa;Pim%ﬁomc& gk (G5B bpred storage drfa combigativaws such
SOC] has been inserted, the session managenent nodul e

°#ft spl ays a di al ogue box pronpting the user for a
personal identification nunber (PIN). Upon the user
dfiP2 i ng t s dplepmmprication dévina(sheif@geheaytbe puylddvize 2R alsle
535 invokes the SCLI managenent nodul e 255 to verify
tiReenabling theproesqing systantie cpniupicatedatowighed teinbtg preessing @ghtem
the SOCI managenent nodul e 255 provides the session
RYFrAfstsemmypigttioa linig Gualias h witkless tupwseindriongcayattienall ogi n
and password information of the user at 540. For
dslehgnemoder, ¢ wireless|niodern, anditbgrated Sesvicas DigitabNSOAGIZEDN)
perating System the SOLI nmanagenent nodule 255
[BHEergeligitd Subsedisr bine M gexdenta cabld ulodens, 3Qatellitetransceiver,
W ndows Login ID and Wndows Password. |In one
enbdwmetaieptemer thylikeat i ng system | ogin identification
and password data are encrypted and stored in the

0 retrieved by the SOLI managenent nodul e 255

via SCLI APls. The user may have several operating
$9030Em | ogWith thesdeenechisdamirdrembaditieftasfihninet@tianehnibs further
this case the user may be presented with a pull down
weMered.o sel ect the login ID and password for the
current session. At 545 upon determ ning and
dtatupRriocgglurdhe | ogin 1 D and password, the session
managenent nodule 230 inserts the I D and password
1988 t he dpexdatidmgiseys beautbngiallyprudeatitaee for kLB ABPlication
After successful.logon, the session managenent nodul e
#B0the nseokitesiptshi@access, the Access Agent 200 can be executing on the user’s

machine, i.e. client machine. The startup procedure will be described with reference to

Figure 5. At 510 the session management module 225 is executed upon the boot up of the
client machine. The session management module 225 interacts with a logon procedure of
the operating system to handle initialization procedures. The initialization procedures are

the following. The session management module invokes the AA controller 235. Upon

initialization, the AA controller 235 at 520 directs the session management module 230 to

start a thread, which may poll USB ports of the client machine, The polling thread

12




i,

user interface nodule 210, invokes the sniffer nodule
225 and the synchroni zati on nodule 245. SCCl
Initialization 13 WO 2004/ 053667 PCT/ SG&20031000037
[0033} In one enbodi nent upon insertion of the SOCI, a
WO 0BG gr am | ocated in the flash nenor PCEHSGRAGHO0HEL |
Is executed to determ ne whether the Access Agent 200
| igentifibSiinkHeesth SOCKihEresthi ie aby ofaiedliSTeportk.fIf thé polkepbesd does
Agent is not installed on the client machine, the

Sifk WentEY 618 SO {ROCREsRS ridiSretenyhddald 25@4t\525 prompid haniseracl
the access agent installer nodule. The setup program

NBAEHAR B RTnd avikafs Ftltile thRidh oOMe BOCE Byepetittidatly bélling the USB
nodule. If the [ setup programfails to |ocate the

| btk h8 polfi®y thl LTS thhtTD(I S digadycogeated IR UBE pdrhe if

user for location of the installer or for an insertion

Ofhe ReviS OBl Boch insbrtda REMkds e H&HaBGhdh\Bodule 23D Aispiys a dialogue

nodul e. Upon installation of the installer, the user

| SoxRERAIRLE the hifer &3 QErscHal 136N catioR HSABYR PINY @b fb G&k i oN
nszﬁ‘%er (%?Ell)e arﬁg&p?srgword. leﬁl of thetng%%is

Al R PRE i s@ﬁionﬁﬁhﬁag%ﬁ@ﬁt-nhddﬁ@QB@Q&GBSB@&I@&% secP! N

after obtai'ning access to the SCOLI upon entering the

OB bRt fbde 298 v driRPihE R Ere£PINE T RIPINTS sufdbd¥sf@ifverified the

password, the installer transmts the PIN and

%&%@%ﬁﬁﬂ&#zﬁwg es thflsegﬁ&uﬁm cHBAdduRABA with the

to the- i ncl udes SOLT identification

n [ f, : | eE C , if th
p@g%%% §y§ge&'l@g\é%d p%é&%}){dtgﬁfﬁlé%?g’bn gaNd &8 at §@:Cg‘ or example, if the

Ies, encrypt ed Conmon

WTRELLhie KYarkdz s do&&%’ﬂkrd‘dﬁg 84¥end) thelSOET Sdhiemert RRAMIYE

creates anew user account and Tegisters the SOCI with

tha r?g&z?d%‘s' fh{e ﬁeszi&‘?m em&E ROEAE £5 R GG Bdghi 10348 WiBebws

transmts e certificate to the Access Agent which
S blilbhG5d dhetafing e ehn iadiiBcdiVPaTBsHos0
e%"”‘g%"gc’%?' l{iﬁrgee@K Wt h a(%key éd rived from t heaxg%lS
p&ﬁ%é@g@&ﬁ PSP RSO0 ey S td SOTTRBagdEns
public . I'n" one _
module 255 via SOCI APIs. The user may have several operating system login
identifications and passwords and in this case the user may be presented with a pull down
ment to select the login ID and password for the current session. At 545 upon
determining and decrypting the login ID and password, the session management module
- 230 inserts the ID and password into the operating system logon procedure.
. [0032] Afier successful logon, the session management module 230 invokes the |
user interface module 210, invokes the sniffer module 225 and the synchronization

module 245.

SOCI Initialization

13




enbodi nent, the server's public key is stored on a
separate secure server, or stored in a hardware key
devi ce. Automated Authentication In one enbodi nent the
‘%ﬁi&ﬁﬁg‘ﬁDdU|e 225 of the Access Agent 200 executes in
&YB%8gr ound at the client machi ne and HCA8REYOH0RE’
uagr's | ogin, .| ogout, change of password 14 WO
2937105366 e rnERdment span inmoRn i tha SOCY asétaspragem located in
rﬁéords the procedures in a formof an access script.
THE flaghraaronselithg R QCLHs execuleidp Yeseraunearitthet e AdodsnA gdne200 is
SOClI_ and the I M5 server. The sniffer nodule 225
c sielledes thesliat maphing. Hfhe Acresvegentdiomt frstelladami theidient machine,
applications and identifies whether any of the
C E’ﬁﬁ‘ﬂ\%ﬁwm osgfessthe dnynldad eervs ¢o doxmd dad Hiciacabs apantdastler
If the sniffer nodule 225 identifies the user
aefide (lhe sphupprogeaypinpiceoniabme dénl Idcationaf haritstatiat module. If the
application, the sniffer nodule 225 stores the
| FREUprhBRErann il (o lochle I8OSHallepfonddvahbuatl thysetiy prdpeanupi@mpts the
authentication application, the sniffer nodule 225
gessiefoplopation efbsinstalter pipfosart iosetiion pf agielcktth DGV ifch@ing the
user attenpts to access an application requiring
alstallen modude. Upon insthibatinmof therinstyifes thet dser is prompted td @i as SOOI
access the application, the sniffer nodule 225
ceersonatiidentificaiambmber{PIN) acd pssvoed PN b BxSOCHisidisrithke with
application. If the access script exists, the sniffer
ntbelSOEL. D/a can chpmpe e RN e fiebhinhig xcasss 0thd SOCINIPBA &fdting the
into the | ogin procedure of the application. If the
awigosEPINcUpqtthalpersentedhe the PR andtpagwanl, e @fstafterdtihemitsdhe
captures the logon information entered by the user
Y asd paseword dea o tlerTvfst Bobric ofabédiféit dita trihstnkve:d $OGE DR d
I M5. An access script is an xnm-based script that
ciositdes BOCI iéntificativi ounmisen rdideved o e YOI Kevids, BOOL propdriia
i nformati on, such as the location of the application
| SOCIpeblicdepyitreryptetl MemARASyRinetd ey COFR)I CRbh Bdeivinp the data,
buttons to click, etc. An exanple of an access script
ithe MOwreatia e nbe h@vnaccet embizSeters fe SABP@IN theacc®% TAE BVS
exe ">
generates a new certificate and transmits the certificate to the Access Agent which stores

the certificate in the SOCL The IMS may also encrypt the CSK with a key detived from

~ the SOCT password and farther encrypt the CSK with the IMS’s public key. In one

embodiment, the server’s public key is stored on a separate secure server, or stored in a

hardware key device.
Automated Authentication
In one embodiment the sniffer module 225 of the Access Agent 200 executes in the

background at the client machine and identifies user’s login, logout, change of password
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<ASMet hod Met hodNane="expl orer.exe-1 " Meth odType =
"login "> <ASStep |D="1 "><ASResult> < WbSignature >
<Page URL> </ Page URL>

<User Fi el dName></ User Fi el dName> <PwdFi el dNane>
O BNYRIET dAr ame>  <Acti onFi el dName> </ Act iF6RECE0HNERE >
</ \VebSi gnat ure> <WhdSi gnat ure> <Wdl D/ >

<YWHidiitips and sacond s the procedures in a form of an access seript. The access scripts are
t o</ WAdTi t | e><Ser ver Label ></ Ser ver Label ><User NaneLabel
>engepied aedatoredin tediOW med thbBISscRas Tho siffaneldneas s vaptugks
</ Passwor dLabel ><New Passwor dLabel >

<piealimmsysian mitssipes| for vai@rsiapplPam sy dleatifialwhetkbdday of the

i fyPasswo rdLabel > <L eftStr> Connect 15 WO

2600 B8R Fes REMPrBEER 0 BUtDOQBh data. If the sniffer module 225 identifies
to</ LeftStr><Ri ght Str></Ri ght Str><Server Dl gl Y ><User Na
nbOhggt Mihextiation Paketior i fol dYasrc@eBipblicutbmiie sniffer module
</ WhdSi gnat ur e><ASEvent ><Message></ M

e atpees tieASEmetivrrio/ SR Lo 1dATSIng esaaMbbitoatig/ Acce
ssScript> [0034] In addition, the access script
cappliatiors the nfiffermdduter225 péneraien grobss ecriptith beplayedBadkl veheh the
recogni ze access points of an application, the class

| weardterhpte wtacass afapplivetionaguiring alithenficatioa sEwaiator) Whes RS
associated with the application, etc. [00351 The
sustifftamptsrododess (R2eppliayion Mﬁ@mﬁ&l’rﬁéﬂiﬂa 225 dbtbidiics $Whel@er an
single sign-on, by ~Y acting as a single sign on
gﬁcezsp xlcﬁlptlmmts farhies applivationEeletabdegs schyt eRisks) thenifre Riofile DZS
t he

injects the authentication information into the login procedure of the application. If the

access script does not exist, the sniffer module 225 captures the logon information
entered by the user and stores the encrypted information in the SOCI and IMS. An access
script is an xml-based script that contains information on how to playback authentication
informétion, such as the location of the application in the computer, the name of the

. application, the buttons to click, etc. An example of an access script is provided below:

<AccessScript ASPoint="explorer.exe">
<ASMethod MethodName="explorer.exe-1" MethodType="login"><ASStep
ID="1"><ASResult>
<WebSignature><PageURL></PageURL>
<UserFieldName></UserFieldName>
<PwdFieldName>
</PwdFieldName>
<ActionFieldName></ActionFieldName></WebSignature>
- <WndSignature><WndID/>
<WndTitle>Connect
to</WndTitle><ServerLabel></ServerLabel><UserNameLabel>User
name:</UserNameLabel><PasswordLabel>Password:</PasswordLabel><New
PasswordLabel> </NewPasswordLabel>< Ver.;ﬁzPasmordLabeb </VerifyPasswo
rdLabel> <LeﬁStr> Connect
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to unlock the information stored in the SOCl. The
sniffer nodule 225 plays back credentials to a
plurality of applications that the user accesses.
L n one enbodi nent upon identification of user's

%ﬁ?ﬁg&?@ati on data, the sniffer nodul e Z257SCHINYEPS
t he user, au%E_enti cation data into a stronger form of
aut he gfﬂt,%'? ?) 4% > RIS TN ST UE BN € UsarNamal¥gID/><New
appl | EEPYYHE B RG~ UBuioniPr s fffudignatusescetiEyentTiidessage></M
conve PSR “GIEVHE YdsResnkr Tdbitent <datMerfiedy Béccpmbdriprned
W t hout the user being aware the change. The sniffer
gtp') Le 225 can ‘generate a_l onger password by adding

- nurke pidtionnthe aecewsserint panteinsinfopaationeaying the sniffer
exanple to the end of the user's password. The
é’i"ﬂdggé‘f TCEREIEP eccospomot an anpliepsionthet ddasa identifftetionxfsisnor d
to pe utilized for user authentication purposes
i2pRlicatiod, rssvordpalisiss assodisiesowith theapplicatontete.ensur e hi gher
security levels. The new password is generated base
d003€bnf i gThapiderardduis2Rameyialo pesfotthe cliembisidebinglk epgrbi by
or the inclusion of special characters. In addition,
PAEESE ¢ BREiRFigH oF serdde upauithh aser insatingothe §GChamiantckigg the PIN
digital certificates, private keys, etc. The request
fonleck thedefomtation stercdor tHe SOGL Thesniip modale 205 \plagrbatie
performed by either Access Agent or IMS. This is done
sipdentiplp oy nheyalisp ohapphieatiohsdhay feamermcteasesl t he new
password to the application. Once the application
H93¢élpt s  t Feonsismbodimentaiporsidentidication bf tdee's mehenpiemionodts] the
Access Agent will 16 WO 2004/053667 PCT/ SG2003/ 000037
snifferenodile 2Aeconpertssivouser’s authietiicafiar datoihtomosnbhg foahiop N
data encrypted by the CSK. The sniffer nodule 225 nmay
althantivatiopudatt tolblvBrch presaunteditgitt applicsttonk fiabdkeatidSipBR e dcess.
private key stored in the SOCI, This stronger form
dhacopersioed teomthastatiaudahemtyi te ptifarmep withos €8 usérdsing atfare
of user's password if the application is converted to
the elehnge. Bhé snifife ynoeduli B2t dngedera lopgd padswtid Hdéinagphal,
t he procedure of conversion of user's password into a
simrepin gigaracteoy intodbe esdivved) tfiregdmmatoahea@ny thahiser¥ayssRerd. The
performed w thout know edge
sniffer module 225 can also generate a random password to be utilized for user

authentication purposes instead of the user’s chosen password to ensure higher security
levels. The new password is generated base on configurable criteria such as the minimal

length, or the inclusion of special characters. In addition, the stronger form of

- authentication data can be digital certificates, private keys, etc. The request for change of

passwords to the application can be performed by either Access Agent or IMS. This is

R dong by supplying both the old password and the new password to the application. Once

the application accepts the change and is.awa_.re of the new password, Access Agent will
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of the user. By configuring the Access Agent to
periodically and automatically perform the above
procedures, user credentials will be nore secured,
hﬁnce ghey are fortified. Data Synchronization [0037]
VR 28858 Hbodi ment the user aut henti cati on ISE2YEP037
access scripts are stored on SOLI and on the |NS
sleroths nepvrassavopkin kg gormof sonfigueptiphdathenospie by thg OSKeThe
server is identical, unless during one of the update
seiffei madn325tpay alsp rdaiest M & p digitdsertifippte usingrapsivatgliey
not accessi ble due for exanple, to |l ack of network
glored drthp 5QCH dhinskeongetferm eahibe nsed dercissrauthentigation uipras
server. Also, the data on the server may be updated
wistead ofiveer’syssswordtif the mﬁcaéiomispbnmm@oseﬁly pubkiekesi ng t he
original SOCI not to have the | atest copy of the user
auihénéination atetlonisala@uce again, Sieeresthioeddivontersicer df usdns password
records stored in the SOCI and |MS server are tine
$ttaapedgaiftrofaghditicatioy medantisls may boperfroued witheuiknpwledge
determi ne whether SOCI or |IMS server includes the
lofithe er. dhytcanfigugugithel dt@sigentig pethmlidaty and aytemafically pexform
| at est user authentication data, the synchronization
theabdve pitdugsdatosedeitalsdutl e trore seqsed; henoelthay dre &irtified.
copi es of user authentication data on SOCI and | M
DataSynchrie28&in | n one enbodi nent, the user

aut henti cation data nmay be stored on the client

@03t ne adn efembodiment e user aBBkdticeleonidem and aqeess scripts are
avai |l abl e, the user may request the stored

alotel @ SOCAErdaim tekMES sbrvenfot HieckiySThedaeeon the BOE! and IMS
downl oadi ng the user 17 WD 2004/ 053667 PCT/ S&0 03/ 000
Qavef is iaentibaninlesaduriag onend tiempddtosesdians b érechiffermodule 225, the
machi ne, the downl oaded data may be used by the
A& & 3&s Agatdessitie due farerarpld eshek dfadtvaldoscaneciGOBdyechithe
addition, the data stored at the I M5 server nmay be
R neatiednd the BB esver. SO6J, trcigtaionait sorvet hay hespdatedifeen the
information stored in the SCLI to be replaced by the
ReAt8ea diplieNESOTT ensiagitie ufgind $OCT hat tahsethedatest ohpyct
may be the | M5 server. The ori ginal

the user authentication data, In one embodiment, all the records stored in the SOCI and

IMS server are time stamped allowing the synchronization module 245 to determine
whether SOCT or IMS server includes the latest data. Upon determining the location of
the latest user authentication data, the synchronization module 245 updates the data to
ensure identical copies of user authentication data on SOCI and IMS server.

[0038] In one embodiment, the user authentication data may be stored on the
client machine as software. If an SOCI device is not available, the user may request the

‘stored authentication data from the IMS server. Upon downloading the user
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SOCI exports the CSK encrypted using the new SOCl ' s
public key. The new SOCI downl oads the encrypted CKS.
Once the encryption key is acquired by the new SCCl,

f"@%" 4@90%ypt ed aut hentication data is downl paded from
¥8¥He new SO to be decrypted utiliFATRGHOHE0057
encryption key. The new SOLI is therefore able to
Fddenttcationeinformetiontgithe elieat inavhingsthe drovndoddey drtd mG@Eusedydhe
is said to host a cloned credential container.

PAdsEds ¢ygPntiiy ameni<e fespuilieebuive.cat i on [ 0040] I n one

enbodi nent of the invention, SOC s include

dO83% c- pr | matdditide jhe dpiaistosed iothb BVIS egrva ey dd dovirtlbuded to a new
Certificate Authority of IMS. The issued certificate
& Tleequirep by the asee. Bie tnferchation dtdred HEKE SOOWE Be feflacel®O @hew
Agent detects an application that has been configured
toe Brepdrpptepartdl upbadeeysa Seover,welivh maytHaeid IMSdeives Thé fezinal
Access Agent directs the SOLI to performcrypto

SO ekponts thy GHR @nppied atitg/the Aeys SOCHEpIbHP kiye Thd % SGCI
provide the wuser with the access. The private key is
soenlealisitire dnbrypBOCKSaDuteitife chayptihdey edqiied Byite new SOCI, the
application or any user. The SOCI has physi cal

eraryed- qutteoficafiendaty ie Sovirdoad BB IVMB &5 the BEW YO P68 MSerifid
not rel eased. I n one enbodi nent the private key nmay be
ptilizierthe edopyptiekeyC iemeRfSORDE therSfvfe b8 1B B ARt b NY.-
[0041] In one enbodi ment adm nistrators of | M5 may

odiorsmtidre thedriptiat SOCK hdis safd/t 18§ alcRmbd érbdefifal container.
private-public key nethod wi thout the system users

BeblivgPrésaize KepAuthbeticagh@nge. Due to autommatic user
aut hentication, the users need not be aware of the 18

W04@004/ 036 entBedinShidd B3 ARARNA7 SOCM RSN hedicifPate k.

met hod enpl oyed as long as they are provided with the
piasits Bitegip@iet Gathia @RrtifRME ASMorifyRR VY, THeSRhddQBr Bkt S ey

Contents [00421 In one enbodi nent the user

piit dde1bried 8 thOPOOR Wheh TredRWRL ABEIR detb@s A XppBoation that has been
configured to employ public keys for user authentication, the Access Agent directs the
SOCI to perform crypto function to automatically cause the application to provide the
user with the access. The private key is stored in the SOCT and is not provided to any
application or any user. The SOCI has physical tamper-proof features to ensure that
private keys are not released. In one embodiment the private key may be burned into the
chip of SOCIs during manufacturing.

[0041] In one embodiment administrators of IMS may cause the aﬁthentication

system to utilize private-public key method without the system users being aware of the

. change. Due to automatic user authentication, the users need not be aware of the
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from a database manual ly created by system
adm nistrators. System adm nistrators create user
nane and password data pairs for each user of the
d store the authentication data
Vggt%@g’g%ssg&t hat may be stored at a server orﬂ(%{s%guosmoom
correspondin conputer of each user. Upon the user
c@*ﬁ?@w{ﬁﬂ@mﬁ%c)@@mloxeé ag long assthey age wroviphedt veith the esired application
aut hentication information fromthe database stored in
t#eesisr' s conputer is downl oaded to the SOCL
Alternatively, system adm nistrators downl oad the
cMenral Craationed $0€% Covtentsdat a from t he dat abase st or ed
at the server to corresponding SOCls prior to
di0842]i but i hpne S@BdImentd thiclmeer asthemication datd p doavillobdwd to SOCTs
created authentication data to a correspondi ng SCCI
f om e dghbagsmanually ereficel bidpsterh sdmiaisiraters.\Bystem 200 hatratod create
one enbodi nent, the synchronization nodule of the
Ascraesie Agdpasswand faiaptrs foreddhniseralf the @fisterh indappd theat i ons
that the user uses to the IMs. | M5 organi zes the
LAuihertitetion detadn pelttilmse iantdnayrbe sl at 4 eF o b 0ftre3fRding
each application to an adnmi nistrator of user's system
upoputergfisedtuserTHpomahouser, coin@ NGNS OTING ik ekt @6pla&Y the
directory can be «created that contains information
awthegiatipnghioradtion fromftheaiapbhse afotedbthe TS cBRAPIEY i B&wlIQHded
of IMS wll use this consolidated directory,
do the SOOI Aeeratively efstanatinthisttddrs ailldad Md cdfatediahtherRation
| onger be necessary. In one enbodi nent, the
aldtaifioisthe ddtabasestoied 8 (R ¥ervire srestioh@itk BOTRDrioPRWistributing
effectively consolidate theminto the single user
BOGEcthalie/usertd aploddthédrtAdDuthesticAi nRiataltd a LEFRYRIRAE $O2S
to all applications that the user is accessing wth
tfbresa¢hnees, ded 19 WO 200 4/ 053 66 7 PCT/ SG2003/ 000037
i nformati on. This may be done automatically through an
iShighs A atxistlakioyweg renoval of user access to
applications. Alternatively, this can be done nmanually

py04sihe adith Blesdnbatittent, the QRRAbniL R RRINEBPHE MBLEs ALdE
adm ni strator of I M5 can provision access to a

uploads credentials of all applications that the user uses to the IMS. IMS organizes the
uploaded information and presents information about each application to an administrator
of user’s system upon request. Therefore, a single consolidated user dirsctory can be

created that contains information across a plurality of applications. The administrator of

IMS will use this consolidated directory; directories of each individual application will no

~ longer be necessary. In one embodiment, the administrator can remove these directories

-~ and effectively consolidate them into the single user directory. The administrator is able

to remove access to all applications that the user is accessing with the provided
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plurality of applications to the user. IMS can create
accounts in applications and inject authentication
i nformati on of the newWwy created account into the

1al container store on the server. The_ data
@92@Eﬁ%ﬁﬁﬁzati on nodul e of the Access AgentPCa@\%ﬁqog‘%‘?"
th%D igf o;rﬂlati on nd instr,Uﬁt%ég he p)] ayback npdul e of
t R REEEY s TRJEROC fredtierrYsally Hegoush giricHagsalowing removal of
i nformat i on ﬁ.o access the newmy created accounts.
SEEE SRS ChAPTEAigRY gi‘%‘ﬁ%?%’é& G@5Ye dope Bamialbpbitile pdsministrator.

nodul. e 225 of the Access Agent detects

t gjni ffe ‘3 €, je

t P28 web IhoRFemoRdimen, the admipigtrajero§ S Fangrevasioncaseess to a
t a dded XM t i ndi cating that th

- BB e eria o baviet PR guisetraneaoa i wnlsatipaghinio

S%ﬁf[?i gn .Chal | enge response. The sniffer nodule 225
cYhegtigation ffo %«m f Sheinglysegeipd poqownt jite the medential container
certificate. _The application issues a challenge to
¢ e AR fhe servar, Thg data syprlirnization meduleef dhe Aopgge Aert downloads the
%lhgtally 3'1 n a random datumw th the private key.
IRpion ae 5&3 s the plmdakrodyleraf the Avstsng ot to utilize the
ipfo rrﬁtd',on stored in SOCI. The applications returns a
SEEa1ed ineRnation deacrenthe gewly satsh adcbwnts. modul e 225
\%[IQV\A ng the user to access the application. [0046] It
esjio,GhallsBeelResporsg t hat user aut hentication

informati on does not have to be stored in a hardware
tBMSh,  suclh ong emloxdimeng e siflphmoditlo?2Sdf the Azceiahabm detects
| ocated at a server. In addition, it will be
A3t P &eh argedbat paser ispitpmplinghieancess aoritans snbbdicidMbnRgdoes
not need to be converted into a stronger form of
Ardisniing fhetthe enplieation tapigesstongusdentizetidnatrbaghatebsion Challenge
informati on can be played back by the sniffer nodul e
Fosponse. e wifppaduiys?s 6ARGTh-SERIGHIDSORBH présoftd Bhrtificate.
Thus, a nethod and apparatus for user authentication
H&¢ apbisdiondsussmichdiénge tatlelioneh Apbre, rpquekelic Advatgetino
has been described with reference to specific

Bgnya rapdeoditume with theiptivaté kdy, Tie Aoeesd dpenttsipas the datum
various nodifications and changes may be nmade to
using the information stored in SOCT. The applications retumns a session identification to

the sniffer module 225 allowing the user to access the application.
[0046] 1t will be appreciated that user authentication information does not have to
-be stored in a hardware token, such as SOCI, but maybe stored in a database located at a
server. In addition, it will be appreciated that user authentication information does not
: ﬁeed to be converted into a stronger form of authentication and original user

‘authentication information can be played back by the sniffer module 225,
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these enbodi ments w thout departing fromthe broader
spirit and scope of the invention as set forth in the
clai ms. Accordingly, the specification and draw ngs

‘?ﬁg‘"ﬁ@”?ﬁg regarded in an illustrative sense rather

n strictive sense. 21 PCT/ SG2003/ 0EGH#2003/000037
Recei ved 10 May 2005 WHAT IS CLAIMED: 1. A nethod
ctp7li si ng Thesod metbipd aryl spparktenior oset dutirenticadioie ivie dkdh daderibed.
moni toring authentication procedures of a plurality
ofAlthgysh thearasem svensivn besdmbeingesarited erith refrbing itd§hebifie exemplary
col | ected authentication credentials wth stronger

f erppstivadntscit wilbbe dvideat; that aericsmibitifiedtioys anidichingefBiad Bomade to
stronger forms of credentials to provide the user with
athesesmbodmenthwithrutidephiting fiof teytpbddenspird Bd scapelohihiddEon
the authentication credentials In a certificate-based
Sesceirfertiyjtisadaihe rAcGatingly] e tpeciic®ioh hid (ﬁ'ﬁﬁrﬁmﬁ@aré Felrdgarded
device. 2. The nmethod of claim 1l wherein the : '
cislah Elstratige sehsetthiherahdnheredtiigint k. cr edent i al s i ncl udes
nmoni toring user's procedures of changing

aut hentication credenitials. 3. The nmethod of claiml
wherein the collecting the authentication credentials
includes collecting authentication credentials
manual |y inputted by the user. 4. The nethod of claim

| wherein the collecting the authentications
credentials includes collecting authentication
credentials inputted by a systemadm nistrator. 5. The
met hod of claim | wherein the replacing the collected
aut hentication credentials is performed w thout

knowl edge ofthe user. 6. The nethod of claim1 wherein
t he aut hentication credentials include user nane and

a1




password pairs. 7. The nmethod of claim| wherein the

e

aut hentication credentials include private keys. 8.
The nmethod of clajm| wherein the authentication
®redentials include digital certificates. 9. PCTY§§52003/000037
net hod of claim'l whérein the stronger for ns Reteived 10 May 2005
credentials include | onger passwords. 10. The nethod
of claim 1l wherein the stronger forns of credentials .
i ncl ude random ‘passwords. .22 Anended Sheet" ] PEA/ AU
PCT/ SG2003/ 000037 Received 10 May. 2005 11. The net hod
of C\Jv rein the stronger fornms of credentials -
i ncl M keys and digital certificates, 12. A
met hod conprising: nonitoring procedures of changing
aut hlentiﬁabm@lmompﬁémy: mation performed by a user;
aut omat i gidcling «QEARERE LBRnEE by Hifefing a&ﬁéﬁ&af&é plotBurSWY piurality
aut hy ?%%ﬂc&%%sa%sl ngor %tl on; " replacing o
e

aut h Icatlon tion stored in a

certifi carigsing He eqectsd aythenicatipy qeadentleith elonupetagms g credentials;
| dent i f i atempiisally (fBiolfe stmyer Danswil dddertidaio povide tigeser fithapress to
of teeuniysiaplidaenteant i on information. 13. The nethod

IO];I . |C | ai ngolidg m&aﬁg&gﬁQ%d%%%ﬁﬁ%a%ﬁ&pégﬂrgéﬂﬁ{fbr@gnvenient
net ﬁ%@ﬁﬁpéﬁzg(}w "1%" wherei n the authentication
i nformati on I ncludes -private keys. 15. The net hod of

cl aPm 1Xheuinelhadiofrlainhtwtargh ke pdliéogmtof tomrpuiherficrionactedentials includes
i NCneikesig dslegd drabdures of changmg authentication crederifials. .

3. The rhethod of claim 1 wherein the collecting the authentication qredenﬁa!s'includes
collecting authentication credentials manually inputted by the user.

4. The method of claim 1 wherein the collecting the authentications credentials includes
collecting authentication credentials inputted by a system administrator.

5. The method of claim 1 wherein the replacing the coflected authentication credentials is
_ performed without know!edge of the user.

6. - The method of claam 1 wherem the authemlcatlon credentials include user name and

‘password pairs.
7. Tha method of ¢laim 1 wherein the au.tl_'nent-ication credentials include private 'keys.
' . 8. The method of claim 1 whérein the authentication credentials include digital ceﬁ;ﬂcafes. o
9, The method of claim 1 wherein the stronger forms of sredentials include longer
passwords

10. The method of claim 1 where[n the stronger forms of credentials include random
passwcrds '
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certificates. 16. The nethod of claim 12 wherein the

aut hentication informati on includes authentication

credentials utilized to access an application. 17. '
~  wethod conprising: upl'oading a first certifi ceI’tC‘él‘J$)(§i%ﬂ$)é/'000037
Secure Object for Corvenient Identification (Be@gvyd10May2005
devi ce, the SOCI device including encrypted user
aut hentication information; -transferring an encryption
key to a second SOCI device; downl oadi ng the encrypted
aut hentication information to the second SOOI devi ce.
18. The nethod of. claim 17 further conpri si
upl odli nghe Fehodptagim twhegistheisknosiiamms O@Eeé?“%%"‘}g'ée Rgivate keys and
ser v digital cg@ficates. The net hod of claim 17 further
conpri sing downl oadi ng the encrypted authentication
i nf oggrat igmn, &&%ﬁ g server. 20. The nmethod of claim
17 V\/nereln{;’ entication data js ?;f
nanel pas$iB Ef'g&?fe:?”"‘“‘sp“é?'}"““g"‘éf“‘“eﬁ?%""%'f"ﬁ‘aﬁ’“B O PR TR
.wher ei n tHemaleAyaeprratigatonser feims of thie pewsuihentioptipn énfogasgion; 23
Anended Sipldity oldREANMIRGThEHZGREH ARRERICate-RedisiersCOLEE for

May E&ientaintiidetie (SB3 R HcaQfth B Abrdbr fmyIBE RlwhuthBRcation
~authgptigation data is a digital certificate. 23. A

met-hod conprising: collecting authentication
credentials for a plurality of appltications accessed
by al%us effe msfhed ¢f Aigint1A whasin threanihengiction ifereatientiisiudds apes namg agg
cer trafsword e fsdrs ed Secure Qbject for Convenient

14.  The method of claim 12 whereir{ the authentication information includes private keys.

15. The method of claim 12 whereln the authentmatxon mfonnatlon includes digifal
“ceriificates, )

16, The method of claim 12 wherein the authentication information includes authentication
credentials ulilized to access an application, |

17. A method comprising: :

uploading a first certificate-based Secure Object for Convenient Identification (SOCI)
device, the SOCI device mcluclmg encrypted user authentication information;

transferring an encryption key to a $econd SOC! device; .

downloading the encrypted authentication informativn to the second SOCT device,-

48, The method of claim 17 further comprising uploading the first credential data sforage to a
server. ' '

19, The method of clalm 17 further compiising. download:ng the encrypted authenticaﬂon '
information: from the server. :

- 20, The method of claim 17 wherein the authentication data is a user name/password data
. pair. '

‘21, The method of claim 17 wherein the auﬁaenﬁcétion'data is a private key.

23
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Identification (SOLI) device; playing back the

authenfrcation credentials for the plurality of
applications upon subsequent user accesses. 24. The

et hod of claim 23 wherein the credential conP@r$€2003/000037

created by an administrator. 25. The methodRredeivetiddday 2005
23 wherein the credential container 'is distributed to

the user by the  administrator. . 26. The nethod of

cl ai m 23 wherein the playi ng back the authentication
credentials includes inserting authentication

credentials corresponding to an application to be

accessed by the user... 27..The nmethod of claim 23

wherzi N Tielremsd df igm iheherintia Qiitichaton @I iscd @ile Birincdtes

i ncludes nonitoring authentication procedures of the
plurglity of applications accessed by the user. 28. A
nmet h%d C%()rnrr'er'l degﬁml %t oring authentication credentials

for a pl E?FG&FWQFS}“GB?“‘QBEIP‘PE‘ Ie forrnrdurality efapplieetipnp gecepsqidy p usen
t he aut $iwing theavthendicatiorosdentidls iad erilei-hgedScoure BhjdctiorConverient
cer tidhieaabrasP@arRaceSecur.e Cbj ect for Conveni ent '

| dent i 11 6hh B4 he nboicalfihiuad r%ghrafwaﬂp@gw&%&?m S

s%se tthsentl catlon credentlals rovi a view of
aI . *8PpTT CBtTBRE accessed by the user, renmoving
access privileges to at |east one application of the

pl urdl i tThe oéthappdanevwhenis the cr@ntialFinginam dretbd b ancHministeRe
wherein the view of all applications accessed by the

U S e r25 s Th@ﬂl&ﬁb@ BB 53%9’5% ﬂg%d@.‘.@ﬂc&%%s distrib@RoH to e ﬁ‘ser by the

F(.: c ai'm 28 wherein renoving access privileges
to f! 1 east’ one application is perforned

aut omatl cally. 31. The nmethod of claim 28 wherein

r end&i nJhemeesd of daim 2ginhegetbe playing beek o autherdisationcsredentials includes

app inlsemﬁb buliBnticAioD@ddb kIS BEedpBHdED lazyapbllyatnaﬂo Belitbd3bed by Bé @br. .
24

27.  Themethod of claim 23 wherein coltecﬁng the authentication credentials includes
moniforing authentication procedurés of the plurality of applications accessed by the user.

28, A method comprising:
storing authenficafion credentjals fora plurahty of appiications accessed by a user the
authentication credentials being stored In a certificate-based Secure Object for Conivenient
 Identification (SOCI) device;
organizing the contents of the authentication credentials to provide a view of all
appltcations accessed by the user; ‘
removmg accass privileges to at least one application of the plurality of applicatlons

- .29, The methad of slaim 28 wherein the view of all appl:cations accessed by the useris
presented to an administrator.

30. The method of claim 28 wherein removing access privileges to the at least one
application is performed automatically.

31, The method of claim 28 wherein removing access privileges to the atleast one
apphcatlon is performed manual!y by an admims&ator
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rv__A: n; euded Sheet | PEA/ AU PCT/ SG003/ 000037

Recei ved 10 May 2005 32. The nethod of claim 28

further conprising providing a consolidated view of
applications accessed by the user, wherein uBer/SG2003/000037

di rectories .of individual appl i cations are rReR*ed10 May 2005
.25 Anended Sheet | PEA/ AU '

32.  Themethod of claim 28 further comprislng'providing a consolidated view, of applications
accessed by the user, wherein user directories of individual applications are removed.

p—y
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